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ITEM SUBJECT RECOMMENDATION 

 
 

 
1. The OFR respectfully requests approval to publish a Notice of Proposed Rule to create new rules 69V-559.1000, 

69V-559.1012, 69V-559.1013, 69V-559.102, 69V-559.1021, 69V-559.103, 69V-559.104, 69V-559.105, 69V-
559.200, 69V-559.201, 69V-559.300, and 69V-559.800, to amend rules 69V-40.0312, 69V-40.0321, 69V-40.036, 
69V-40.0611, 69V-40.066, 69V-45.005, 69V-85.002, 69V-85.003, 69V-160.030, 69V-180.020, and 69V-180.030, 
Florida Administrative Code, and to repeal Rule 69V-50.080, Florida Administrative Code.  
 
(ATTACHMENT 1) FOR APPROVAL 
   

 
2. The OFR respectfully requests approval to publish a Notice of Proposed Rule to adopt Rule 69W-600.0141, 

Florida Administrative Code. 
 
(ATTACHMENT 2) FOR APPROVAL  

 
 

3. The OFR respectfully requests approval to publish a Notice of Proposed Rule to amend Rules 69W-200.001, 
69W-200.002, 69W-500.010, 69W-600.001, 69W-600.0012, 69W-600.0013, 69W-600.0015, 69W-600.0016, 
69W-600.0017, 69W-600.0019, 69W-600.002, 69W-600.0022, 69W-600.0023, 69W-600.0024, 69W-600.013, 
69W-600.0131, 69W-600.0132, 69W-600.014, 69W-700.001, and 69W-1000.001, Florida Administrative Code. 
 
(ATTACHMENT 3) FOR APPROVAL 
 

 
4. The OFR respectfully requests approval to publish a Notice of Proposed Rule to amend Rules 69U-100.003, 

69U-100.004, 69U-100.03852, 69U-100.045,69U-100.0451, 69U-100.057, 69U-100.600, 69U-100.948, 69U-
100.956, 69U-100.963, and 69U-100.964, Florida Administrative Code and to repeal Rule 69U-100.002 Florida 
Administrative Code. 
 
(ATTACHMENT 4) FOR APPROVAL  
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5. The OFR respectfully requests approval to publish a Notice of Proposed Rule to amend Rules 69U-120.001, 

69U-120.004, 69U-120.005, 69U-120.045, 69U-120.330, and 69U-120.670, Florida Administrative Code and to 
create Rule 69U-120.003, Florida Administrative Code. 
 
(ATTACHMENT 5) FOR APPROVAL  
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FINANCIAL SERVICES COMMISSION 

OFFICE OF FINANCIAL REGULATION 

AGENDA ITEM # 1: REQUEST APPROVAL TO PUBLISH NOTICE OF PROPOSED RULE 

 

Action Requested 

The Office of Financial Regulation (“Office”) respectfully requests approval to publish a Notice 

of Proposed Rule to create new rules 69V-559.1000, 69V-559.1012, 69V-559.1013, 69V-

559.102, 69V-559.1021, 69V-559.103, 69V-559.104, 69V-559.105, 69V-559.200, 69V-559.201, 

69V-559.300, and 69V-559.800, to amend rules 69V-40.0312, 69V-40.0321, 69V-40.036, 69V-

40.0611, 69V-40.066, 69V-45.005, 69V-85.002, 69V-85.003, 69V-160.030, 69V-180.020, and 

69V-180.030, Florida Administrative Code (“F.A.C.”), and to repeal Rule 69V-50.080, F.A.C. 

 

Summary and Justification of Rules 

   

Rule 69V-559.1000, F.A.C.: The Office proposes to create new rule 69V-559.1000, F.A.C., to 

implement the provisions of section 559.952(10), F.S.  Section 559.952(10), F.S., grants the Office 

the authority to suspend or revoke a licensee’s approval to participate in the Financial Technology 

Sandbox when a licensee violates certain provisions and/or conditions.  This new rule will set forth 

the disciplinary action(s) that may be imposed against a person for a violation of section 559.952, 

F.S. 

 

Rule 69V-559.1012, F.A.C.: The Office proposes to create new rule 69V-559.1012, F.A.C., which 

will allow for the adoption of certain forms to implement the provisions of section 559.952, F.S. 

 

Rule 69V-559.1013, F.A.C.: The Office proposes to create new rule 69V-559.1013, F.A.C., which 

will require an applicant or licensee to file all required forms electronically and to pay all required 

fees electronically. 

 

Rule 69V-559.102, F.A.C.:  The Office proposes to create new rule 69V-559.102, F.A.C., which 

will set forth the application procedure and requirements for filed applications. 

 

Rule 69V-559.1021, F.A.C.:  The Office proposes to create new rule 69V-559.1021, F.A.C., 

which will set forth the evaluation process for completed applications. 

 

Rule 69V-559.103, F.A.C.:  The Office proposes to create new rule 69V-559.103, F.A.C, which 

will specify the information that certain licensee must provide in connection with the 

commencement of operations at branch offices or through authorized vendors. 

 

Rule 69V-559.104, F.A.C.:  The Office proposes to create new rule 69V-559.104, F.A.C., to 

implement section 559.952(5)(g), F.S., which places a continuing obligation upon a licensee to 

promptly inform the Office of any material change to information provided during the 

application process. 

 

Rule 69V-559.105, F.A.C.:  The Office proposes to create new rule 69V-559.105, F.A.C, to 

implement the provisions of sections 559.952(7)(a) and (b), F.S., which allow a licensee to apply 

for one 12-month extension of the initial 24-month sandbox period. 
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Rule 69V-559.200, F.A.C.:  The Office proposes to create new rule 69V-559.200, F.A.C., to 

implement the provisions of section 559.952(6)(c), F.S., which provides that the Office may 

enter into an agreement with a state, federal, or foreign regulatory agency to allow licensees 

under the Financial Technology Sandbox to make their products or services available in other 

jurisdictions. 

 

Rule 69V-559.201, F.A.C.:  The Office proposes to create new rule 69V-559.201, F.A.C, to 

implement the provisions of section 559.952(8), F.S., which requires a licensee to submit a Bi-

Annual Report to the Office including transactional and financial data. 

 

Rule 69V-559.300, F.A.C.:  The Office proposes to create new rule 69V-559.300, F.A.C., to 

detail net worth and surety bond requirements. 

 

Rule 69V-559.800, F.A.C.:  The Office proposes to create new rule 69V-559.800, F.A.C., to 

implement the provisions of section 559.952(7)(c), F.S. Section 559.952(7)(c), F.S., requires a 

licensee to provide written notification to consumers regarding the conclusion of the initial or 

extended sandbox period.  This rule specifies the way the notice must be provided and the 

information that must be included in the written notice. 

 

Rule 69V-40.0312, F.A.C.:  The Office proposes to amend Rule 69V-40.0312, F.A.C., to grant a 

loan originator license applicant an additional 45 days to submit requested information and to 

allow the Office to abandon an application if the loan originator license applicant fails to provide 

additional information timely. 

 

Rule 69V-40.0321, F.A.C.:  The Office proposes to amend Rule 69V-40.0321, F.A.C., to grant a 

Mortgage Broker license applicant an additional 45 days to submit requested information and to 

allow the Office to abandon an application if the Mortgage Broker license applicant fails to provide 

additional information timely. 

 

Rule 69V-40.036, F.A.C.:  The Office proposes to amend Rule 69V-40.036, F.A.C., to grant a 

Mortgage Broker Branch Office license applicant an additional 45 days to submit requested 

information and to allow the Office to abandon an application if the Mortgage Broker Branch 

Office license applicant fails to provide additional information timely. 

 

69V-40.0611, F.A.C.: The Office proposes to amend Rule 69V-40.0611, F.A.C., to grant a 

Mortgage Lender license applicant an additional 45 days to submit requested information and to 

allow the Office to abandon an application if the Mortgage Lender license applicant fails to provide 

additional information timely. 

 

69V-40.066, F.A.C.: The Office proposes to amend Rule 69V-40.066, F.A.C., to grant a Mortgage 

Lender Branch Office license applicant an additional 45 days to submit requested information and 

to allow the Office to abandon an application if the Mortgage Lender Branch Office license 

applicant fails to provide additional information timely. 
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Rule 69V-45.005, F.A.C.:  The Office proposes to amend Rule 69V-45.005, F.A.C., to grant a 

Title Loan Lender license applicant an additional 45 days to submit requested information and to 

allow the Office to abandon an application if the Title Loan Lender license applicant fails to 

provide additional information timely. 

 

Rule 69V-85.002, F.A.C.:  The Office proposes to amend Rule 69V-85.002, F.A.C., to grant a 

Motor Vehicle Retail Installment Seller, Retail Installment Seller, Sales Finance Company, and 

Home Improvement Finance Seller license applicant an additional 45 days to submit requested 

information and to allow the Office to abandon an application if an applicant fails to provide 

additional information timely. 

 

Rule 69V-85.003, F.A.C.: The Office proposes to amend Rule 69V-85.003, F.A.C, to grant a 

Motor Vehicle Retail Installment Seller, Retail Installment Seller, Sales Finance Company, and 

Home Improvement Finance Seller Branch Office license applicant an additional 45 days to submit 

requested information and to allow the Office to abandon an application if an applicant fails to 

provide additional information timely. 

 

69V-160.030, F.A.C.: The Office proposes to amend 69V-160.030, F.A.C., to grant a Consumer 

Finance license applicant an additional 45 days to submit requested information and to allow the 

Office to abandon an application if a Consumer Finance license applicant fails to provide 

additional information timely. 

 

Rule 69V-180.020, F.A.C.: The Office proposes to amend Rule 69V-180.020, F.A.C., to grant a 

Commercial Collection Agency registration applicant an additional 45 days to submit requested 

information and to allow the Office to abandon an application if a Commercial Collection Agency 

registration applicant fails to provide additional information timely. 

 

Rule 69V-180.030, F.A.C.:  The Office proposes to amend Rule 69V-180.030, F.A.C., to grant a 

Consumer Collection Agency registration applicant an additional 45 days to submit requested 

information and to allow the Office to abandon an application if a Consumer Collection Agency 

registration applicant fails to provide additional information timely. 

 

Rule 69V-50.080, F.A.C.: The Office proposes to repeal Rule 69V-50.080, F.A.C., as it is outdated 

and unnecessary. 

 

Proposed Text of Rules 

 

69V-559.1000 Disciplinary Guidelines (NEW) 

69V-559.1012 Adoption of Forms (NEW) 

69V-559.1013 Electronic Filing of Forms and Fees (NEW) 

69V-559.102 Application or Appointment Procedures and Requirements (NEW) 

69V-559.1021 Application Evaluation (NEW) 

69V-559.103 Application for Branch Offices and Appointment of Authorized Vendors (NEW) 

69V-559.104 Changes to License Information (NEW) 

69V-559.105 Application for Extension  (NEW) 

69V-559.200 Operation of the Financial Technology Sandbox (NEW) 
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69V-559.201 Bi-Annual Reports (NEW) 

69V-559.300 Net Worth and Bond (NEW) 

69V-559.800 Conclusion of Sandbox Period and Business Operations (NEW) 

69V-40.0312 Application Procedure for Loan Originator License (AMEND) 

69V-40.0321 Application Procedure for a Mortgage Broker license (AMEND) 

69V-40.036  Application Procedure for a Mortgage Broker Branch Office License (AMEND) 

69V-40.0611 Application Procedure for a Mortgage Lender License (AMEND) 

69V-40.066 Application Procedure for a Mortgage Lender Branch Office License (AMEND) 

69V-45.005 Application Procedure for Title Loan Lender (AMEND) 

69V-85.002 Application Forms, Fees, Procedures and Requirements (AMEND) 

69V-85.003 Branch Application Forms, Fees, Procedures and Requirements (AMEND) 

69V-160.030 Application Procedure for Consumer Finance License (AMEND) 

69V-180.020 Commercial Collection Registration Form and Procedures (AMEND) 

69V-180.030 Consumer Collection Registration Form and Procedures (AMEND) 

69V-50.080 Calculation of Finance Charge for Contracts Providing for Unequal or Irregular  

           Installment Payments (REPEAL) 

 

69V-559.1000 Disciplinary Guidelines.  

(1) Pursuant to section 559.952(10), F.S., disciplinary guidelines applicable to each ground for disciplinary 

action that may be imposed by the Office against a person for a violation of section 559.952, F.S., are hereby 

adopted. The disciplinary guidelines are contained in Office of Financial Regulation, Division of Consumer Finance, 

Form OFR-559-FTS-007, Disciplinary Guidelines for Financial Technology Sandbox, which is hereby incorporated 

by reference, effective XX/XX/XXXX.  A copy of the disciplinary guidelines is available on the Office’s website at 

www.flofr.com and http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXX.  

(2) The Office shall consider the following circumstances in determining an appropriate penalty within the 

range of penalties prescribed in the disciplinary guidelines for each violation. The Office shall also consider the 

circumstances when determining whether a deviation from the range of penalties in the disciplinary guidelines is 

warranted:  

(a) The following circumstances are considered mitigating factors which will be used to reduce the penalty: 

1. The violation rate is less than 5% when compared to the overall sample size reviewed; 

2. The disciplinary history of the licensee; 

3. The licensee detected and voluntarily instituted corrective action or measures to avoid the recurrence of the 

violation prior to the detection and intervention by the Office; 

4. The violation is attributable to a single person or employee, and the licensee or person removed or otherwise 

disciplined the individual prior to detection or intervention by the Office; 

5. The person is responsive to the Office’s requests or inquiries or made no attempt to impede or delay the 

Office in its examination or investigation of the underlying misconduct; or 

6. Other relevant, case-specific circumstances.  

(b) The following circumstances are considered aggravating factors which will be used to increase the penalty:  

1. The violation rate is more than 95% when compared to the overall sample size reviewed (sample size must be 

equal to or greater than 50 transactions and cover a date range of at least 6 months); 

2. There is a potential for harm to customers or the public; 

3. The disciplinary history of the licensee within the past 3 years which contain the same violations; 

4. The violation was the result of willful misconduct or recklessness; 

5. The licensee or control person attempted to conceal the violation or mislead the Office; or 

6. Other relevant, case-specific circumstances.  

(3) The list of violations cited in the disciplinary guidelines is intended to be comprehensive, but the omission 

of a violation from the list does not preclude the Office from taking any action authorized by section 559.952, F.S. 
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(4) The ranges for suspension imposed by the disciplinary guidelines are 3 to 15 days for an “A” level 

suspension; 16 to 30 days for a “B” level suspension; and, 31 to 90 days for a “C” level suspension. A “C” level 

suspension may be terminated early if the licensee demonstrates to the Office that it has cured the violation. 

(5) When the Office finds that a licensee has violated Chapter 516 or 560, F.S., and corresponding rules not 

excepted pursuant to section 559.952(4)(a), F.S., it may impose penalties as prescribed in Rules 69V-160.111 or 

69V-560.1000, F.A.C., respectively.  

 

Rulemaking Authority 559.952(11)(a) FS. Law Implemented 559.952(9), 559.952(10), 559.952(11)(a) FS.  

History–New. 

 

69V-559.1012 Adoption of Forms. 

(1) The following forms are incorporated by reference and adopted by this rule for the purposes of Rules 69V-

559.1000-800, F.A.C.: 

(a) Application for Licensure as a Financial Technology Sandbox Innovator, Form OFR-559-FTS-001, effective 

XX-XX-XXXX, and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXX. 

(b) Financial Technology Sandbox Innovator Location Notification Form, Form OFR-559-FTS-002, effective 

XX-XX-XXXX, and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXX. 

(c) Financial Technology Sandbox Innovator Extension Request Form, Form OFR-559-FTS-003, effective XX-

XX-XXXX, and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXX.  

(d) Financial Technology Sandbox Innovator Bi-Annual Report Form, Form OFR-559-FTS-004, effective XX-

XX-XXXX, and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXX. 

(e) Financial Technology Sandbox Innovator Pledge Agreement, Form OFR-559-FTS-005, effective XX-XX-

XXXX, and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXX. 

 (f) Financial Technology Sandbox Innovator Surety Bond, Form OFR-559-FTS-006, effective XX-XX-XXX , 

and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXX. 

(2) All forms adopted by this rule are available on the Office’s website at www.flofr.com and by mail from the 

Office of Financial Regulation, 200 East Gaines Street, Tallahassee, Florida 32399-0376. 

  

Rulemaking Authority 559.952(5), 559.952(8), 559.952(11)(a) FS. Law Implemented 559.952(4)(a), 559.952(5),  

559.952(7)(a), 559.952(7)(b),559.952(8), 559.952(9), 559.952(11)(a) FS. History–New. 

  

69V-559.1013 Electronic Filing of Forms and Fees. 

(1) For purposes of this rule, “REAL System” means the Office of Financial Regulation’s Regulatory 

Enforcement and Licensing System, which is accessible through the Office’s website at www.flofr.com. 

(2) All forms adopted under paragraphs 69V-559.1012(1)(a) through (1)(d), F.A.C., must be filed electronically 

with the Office through the REAL system. 

(3) All fees required to be filed with the Office under Rule Chapter 69V-559, F.A.C., must be paid 

electronically through the REAL System. 

 

 Rulemaking Authority 559.952(5), 559.952(8), 559.952(11)(a) FS. Law Implemented 559.952(4)(a),  

559.952(5), 559.952(7)(a), 559.952(7)(b), 559.952(8), 559.952(9), 559.952(11)(a) FS. History–New. 

 

69V-559.102 Application or Appointment Procedures and Requirements. 

(1) To apply for licensure as a Financial Technology Sandbox Innovator, an applicant must submit: 

(a) An Application for Licensure as a Financial Technology Sandbox Innovator, Form OFR-559-FTS-001;   

(b) The initial application fee ($375) required by section 560.143(1)(a), F.S., if the applicant indicates on the 

application that it intends to offer a product or service under Chapter 560, F.S.; or, 

(c)  The initial application fee ($625) and investigation fee ($200) required by section 516.03(1), F.S., if the 

applicant indicates on the application that it intends to offer a product or service under Chapter 516, F.S.; or, 
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(d) The initial application fee required by paragraphs (b) and (c) above, if the applicant indicates on the 

application that it intends to offer a product or service under both Chapters 560 and 516, F.S.;  

(e)  If the applicant indicates on the application that it intends to offer a product or service under Chapter 560, 

F.S., each person listed in question 5D of the Application for Licensure as a Financial Technology Sandbox 

Innovator, Form OFR-559-FTS-001, must submit fingerprints through a live-scan vendor approved by the Florida 

Department of Law Enforcement. A list of approved vendors is published on the Florida Department of Law 

Enforcement’s website at http://www.fdle.state.fl.us/Criminal-History-

Records/Documents/InternetDoc_ServiceProviders.aspx. Such fingerprints will be submitted to the Florida 

Department of Law Enforcement for a state criminal background check and the Federal Bureau of Investigation for a 

federal criminal background check. The cost of the fingerprinting process shall be borne by the applicant and paid 

directly to the live-scan vendor. Fingerprinting is not required if the applicant is publicly traded as prescribed in 

section 560.141(1)(c)6., F.S. 

(f)  Request for Additional Information.  The Office shall review all application information submitted by the 

applicant for completeness and to determine whether sufficient information exists to evaluate the factors in section 

559.952(5)(c), F.S. If the Office identifies additional information is needed, the Office will contact the applicant via 

email within thirty (30) days after receipt of the application with the requested information.  The additional 

information must be received by the Office within forty-five (45) days from the date of the request.  

1. The Office will grant a request for an additional forty-five (45) days to submit the additional information 

provided the request is received before the expiration of the initial forty-five (45) day period.  

2. Failure to timely provide all additional information shall result in the application being deemed abandoned, 

which will result in the application being removed from further consideration by the Office and closed. 

(g)  Withdrawal of Application. An application may be withdrawn if the applicant submits a request through the 

REAL system (https://real.flofr.com/) before the application is approved or denied. 

(h)  Amendments to Pending Applications. If the information contained in any application form for licensure as 

a Financial Technology Sandbox Innovator, or in any amendment thereto, becomes inaccurate for any reason, the 

applicant shall promptly file an amendment correcting such information on Form OFR-559-FTS-001.    

(2) Form OFR-559-FTS-001 is incorporated by reference in Rule 69V-559.1012, F.A.C.  

 

Rulemaking Authority 559.952(5), 559.952(11)(a) FS. Law Implemented 559.952(4)(a), 559.952(5), 559.952(9),  

559.952(11)(a), 943.053 FS. History–New. 

 

69V-559.1021 - Application Evaluation. 

(1) Upon review of all application information, if the Office determines that the application is complete, the 

applicant will be notified by email of the application completion date and the date the Office must approve or deny 

the license application.    

(2) Following a determination that the application is complete, the Office shall review all application 

information and evaluate the information by using the following factors: 

(a) The nature of the innovative financial product or service proposed to be made available to consumers in the 

Financial Technology Sandbox, including all relevant technical details.  At a minimum, this includes the following: 

1. A full technical description of the innovative financial product or service; 

2. How the product or service will be delivered to customers; 

3. How customers will interact with the applicant; 

4. How the product or service will benefit customers; 

5. How the product or service is different from other products or services available in this state; 

6. All technical specifications necessary to determine that the applicant has adequately developed the product or 

service and can handle the anticipated volume of customer transactions; and  

7. A copy of the test plan and results demonstrating that the applicant has satisfactorily tested the information 

technology platform and approved it for production.  

(b) The potential risk to consumers and the methods that will be used to protect consumers and resolve 

complaints during the sandbox period. At a minimum, this includes the following: 

1. What risks will confront consumers that use or purchase the product or service; 
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2. A copy of the applicant’s cybersecurity policy designed to detect, contain, and eliminate cyber security 

attacks;  

3. A copy of any other policies designed to protect the customer’s personal identifying information from a 

breach or attack;  

4. How the applicant will wind down operations and protect customers and their funds in the event the applicant 

is not successful with its innovative financial product or service; and  

5. A copy of the applicant’s complaint procedures including how the customer contacts the applicant to file a 

complaint, procedures for handling complaints, complaint escalation hierarchy, and the name and contact 

information of the individual(s) who will serve as the liaison for resolving complaints filed with the Office.  

(c) The business plan proposed by the applicant, including company information, market analysis, and financial 

projections or pro forma financial statements, and evidence of the financial viability of the applicant. At a minimum, 

this information includes: 

1. A complete organizational chart of the applicant. 

2. A market analysis which must include, but not be limited to, the following information: 

a. Customer description depicting the consumers in the applicant’s intended market and their income, buying 

habits, geographic location or age;  

b. Customer perception indicating how the targeted demographic perceives the business and the product or 

service including how likely the intended customers are to buy the product or service;  

c. Market trends which combines the information from the customer description, perception and market trends 

and forecasts the future of the target market, as wells as the applicant’s place in the future of the market; and  

d. Identification of the applicant’s competition and how consumers will view the applicant’s product in relation 

to its competitor’s products or services and the likelihood that the applicant will be successful in the same 

marketplace as competitors.  

3. Financial projections or pro forma financial statements including estimated revenues, total liabilities and 

costs, and estimated cash flow.  

4. Evidence of financial viability of the applicant shall include at a minimum the amount and quality of liquid 

assets compared to the total of all assets and identification of access to additional capital to support growth of the 

applicant.  

(d) Whether the applicant has the necessary personnel, adequate financial and technical expertise, and a 

sufficient plan to test, monitor, and assess the innovative financial product or service. At a minimum, this 

information includes: 

1. A resume detailing the education and work experience of each person listed on the applicant’s organization 

chart required in paragraph (c)1. above; and 

2.  A copy of the applicant’s proposed plan for how it will test the innovative product or service during the 

sandbox period and any sandbox period extension to ensure compliance with section 559.952, F.S. and related rules, 

and to ensure compliance with Chapters 516 and 560, F.S., and related rules applicable to the innovative product or 

service. The plan should include how the applicant will monitor the product’s or service’s transactions and 

performance in order to assess whether there is an increased risk to consumers or viability of the applicant to 

continue offering its product or services to consumers.  The plan must include a requirement to document the 

testing, monitoring, and assessment of the product or service and the applicant’s personnel responsible for these 

tasks; and the plan must include organizational reporting and escalation procedures.  

(e) Whether any control person of the applicant, regardless of adjudication, has pled no contest to, or has been 

convicted or found guilty of, or is currently under investigation for fraud, a state or federal securities violation, a 

property-based offense, or a crime involving moral turpitude or dishonest dealing.  If an applicant answers 

affirmatively to disclosure questions in the application or if a criminal background check discloses an offense 

identified in this paragraph, the applicant must provide upon request, documents from a custodian of the records 

indicating the details necessary for the Office to identify the outcome of each offense. Documents shall include, but 

not be limited to, copies of certified court documents and final orders including settlement agreements from the 

issuing agency.  

(f) A copy of the disclosures required under section 559.952(6)(b), F.S. 

(g) The financial responsibility of the applicant and any control person, including whether the applicant or any 

control person has a history of unpaid liens, unpaid judgments, or other general history of nonpayment of legal 

debts, including, but not limited to, having been the subject of a petition for bankruptcy under the United States 

Bankruptcy Code within the past 7 calendar years. Applicants who answer in the affirmative to disclosure questions 

in the application disclosing an offense identified in this paragraph, must provide, upon request, documents from a 

custodian of records indicating the details necessary for the Office to identify the outcome of each offense. 
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Documents shall include, but not be limited to, copies of certified court documents demonstrating a lien or judgment 

has been satisfied, account statements or credit reports indicating the satisfactory payment of legal debts, and copies 

of documents from a bankruptcy court.  

(3) Upon evaluation by the Office of all information and supporting documentation provided in the application, 

the Office will contact the applicant and schedule a consultation to discuss the Office’s review and anticipated 

decision.  In addition, during the consultation, the Office will advise the applicant of the number of consumers 

authorized to receive the innovative financial product or service if the application is approved.  The consultation will 

be scheduled within 60-days of the date the application is deemed completed unless the applicant provides written 

authorization for an extension of time for the Office to make a decision on the application.    

 

Rulemaking Authority 559.952(5), 559.952(11)(a) FS. Law Implemented 559.952(5), 559.952(6)(b),  

559.952(11)(a) FS. History–New. 

 

69V-559.103 Application for Branch Offices and Appointment of Authorized Vendors. 

(1) A licensee that indicates in Question 1 of its initial application that it intends to offer a product or service 

under Part II of Chapter 560, F.S., and that commences operations at branch offices or through authorized vendors in 

this state, shall submit the following for each branch office or authorized vendor: 

(a) Financial Technology Sandbox Innovator Location Notification Form, Form OFR-559-FTS-002; and, 

(b) A $38 nonrefundable fee as required in sections 560.143(c) or (d), F.S. 

(2) Form OFR-559-FTS-002 is incorporated by reference in Rule 69V-559.1012, F.A.C. 

 

Rulemaking Authority 559.952(11)(a) FS. Law Implemented 559.952(4), 559.952(9), 559.952(11)(a) FS. 

 History–New. 

 

69V-559.104 Changes to license information.  

In accordance with the section 559.952(5)(g), F.S., and as applicable to the business entity's activities: 

(1) Each person licensed under section 559.952, F.S., that proposes to change the information contained in any 

initial application form, including any document submitted as a part of Rule 69V-559.102, F.A.C., or any 

amendment thereto, must file an amendment pursuant to section 559.952(5)(g), F.S., no later than thirty (30) days 

after the effective date of the change by submitting an Application for Licensure as Financial Technology Sandbox 

Innovator, Form OFR-559-FTS-001, which is incorporated by reference in Rule 69V-559.1012, F.A.C., through the 

Office’s REAL System in accordance with Rule 69V-559.1013, F.A.C. 

(2) If the amendment filed in paragraph (1) includes the addition of a natural person not currently listed on the 

application, the natural person must comply with the fingerprinting requirements in accordance with Rule 69V-

559.102, F.A.C., within fifteen (15) days after filing the amendment.  

(3) Form OFR-559-FTS-001 is incorporated by reference in Rule 69V-559.1012, F.A.C. 

 

Rulemaking Authority  559.952(5), 559.952(11)(a) FS. Law Implemented 559.952(5), 559.952(11)(a), 943.053  

FS. History–New. 

 

69V-559.105 Application for Extension. 

(1) In accordance with sections 559.952(7)(a) and (b), F.S., a licensee who wishes to apply for one extension for 

12 additional months may apply by submitting the following: 

(a) Financial Technology Sandbox Innovator Extension Request, Form OFR-559-FTS-003, no sooner than 180 

days, but no later than ninety (90) days, prior to the conclusion of its initial sandbox period; 

(b) One half ($375) of the renewal fee as required by section 560.143(2)(a), F.S., if the applicant indicated in 

Question 1 of its initial application that it intended to offer a product or service under Chapter 560, F.S.; or, 

(c) One half ($312) of the renewal fee as required by section 516.03(1), F.S., if the applicant indicated in 

Question 1 of its initial application that it intended to offer a product or service under Chapter 516, F.S.; or, 
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(d) One half ($687) of both renewal fees as required by paragraphs (b) and (c) above, if the applicant indicated 

in Question 1 of its initial application that it intended to offer a product or service under both Chapters 560 and 516, 

F.S.;  

(e) The current status of the factors previously considered in the initial application as required in Rule 69V-

559.1021(a)-(g), F.A.C. 

(2) An application for an extension of the initial 24-month sandbox period shall not be considered received for 

purposes of meeting the deadline in subparagraph (1)(a) above until all submissions as required in subparagraphs 

(1)(a)-(e) are received by the Office. Failure to provide all submission requirements by the deadline shall result in 

the incomplete application for extension of the initial sandbox period being deemed abandoned and the initial 

sandbox license expiring without consideration for an extension.  

(3) Upon receipt of a completed application for an extension of the initial sandbox period filed by the 90-day 

deadline, the Office shall notify the licensee by email of the completion date along with the date the Office must 

make its decision whether to approve or deny the application for an extension (35 days before the conclusion of the 

initial sandbox period). 

(4) Form OFR-559-FTS-003 is incorporated by reference in Rule 69V-559.1012, F.A.C. 

 

 Rulemaking Authority 559.952(11)(a) FS. Law Implemented 559.952(4), 559.952(7)(a), 559.952(7)(b),  

559.952(9), 559.952(11)(a) FS. History–New. 

 

69V-559.200 Operation of the Financial Technology Sandbox. 

In accordance with section 559.952(6)(c), F.S., the Office may enter into an agreement with a state, federal, or 

foreign regulatory agency to allow licensees under the Financial Technology Sandbox to make their products or 

services available in other jurisdictions. The agreement shall be in the form of a mutually agreed Memorandum of 

Understanding which includes at a minimum: 

(1) The terms by which a licensee may offer its products or services in such jurisdiction so long as it holds an 

active sandbox license in this state; 

(2) Any restrictions imposed on the licensee by the state, federal, or foreign regulatory agency; 

(3) The effective date and expiration date of the agreement; 

(4) Identification of the licensee’s information maintained by the Office that may be shared with the state, 

federal, or foreign regulatory authority; 

(5) A statement that the state, federal, or foreign regulatory authority has sufficient public records exemptions to 

protect the licensee’s information consistent with section 559.952(5)(h)1., F.S.; and  

(6) The name, address, telephone number, and email address of contact person for both parties for questions 

related to the agreement.   

 

Rulemaking Authority 559.952(6)(c), 559.952(11)(a) FS. Law Implemented 559.952(h), 559.952(6)(c),  

559.952(11)(a) FS. History–New. 

  

69V-559.201 Bi-Annual Reports. 

(1) In accordance with section 559.952(8), F.S., after the first 180 days of licensure and every 180 days 

thereafter, so long as the license is active, each licensee shall submit a complete and accurate Bi-Annual Report to 

the Office by filing a Form OFR-559-FTS-004, Bi-Annual Report Form, electronically through the Office’s REAL 

System at www.flofr.com. A completed Bi-Annual Report form must be received by the Office no later than forty-

five (45) days after the conclusion of each 180-day period.  

 (2) Form OFR-559-FTS-004 is incorporated by reference in Rule 69V-559.1012, F.A.C. 

 

 Rulemaking Authority 559.952(8), 559.952(11)(a) FS. Law Implemented 559.952(8), 559.952(11)(a) FS.  

History–New. 

 

69V-559.300 Net Worth and Bond. 
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(1) A licensee offering products or services under Chapter 560, F.S., must maintain a minimum net worth at all 

times. The minimum net worth amount is determined based on the maximum number of consumers as authorized by 

the Office to receive the innovative financial product or service. See table below to determine the minimum amount 

of net worth:  

 
Total Number of Consumers Required Amount of Net Worth 

0 – 7,500 $25,000 

7,501 – 15,000 $50,000 

15,001 – 20,000 $75,000 

20,001 – 25,000 $100,000 

  

(2) A licensee offering products or services under Chapter 560, F.S., must maintain a surety bond or alternative 

security device at all times.  Only alternative security devices allowed in section 560.209, F.S., may be substituted 

for a surety bond. See table below to determine the minimum amount of surety bond or alternative security device:  

 
Total Number of Consumers Required Minimum Amount  

0 – 7,500 $75,000 

7,501 – 15,000 $150,000 

15,001 – 20,000 $200,000 

20,001 – 25,000 $250,000 

  

  

  

  

 Rulemaking Authority 559.952(11)(a) FS. Law Implemented 559.952(4), 559.952(9), 559.952(11)(a) FS.  

History–New. 

 

69V-559.800 Conclusion of Sandbox Period and Business Operations. 

(1) In accordance with section 559.952(7)(c), F.S., written notification to consumers regarding the conclusion of 

the initial or extended sandbox period must be provided in the following manner: 

a. Electronic notification via email or text messages, provided the email address or phone number used for the 

notification was provided by the customer as a part of the account creation or maintenance process, and the email 

address or phone number has been verified by the licensee as belonging to the customer; or 

b. A letter sent First Class mail through the United States Postal Service.  

(2) In addition to those items required in section 559.952(7)(c), F.S., the written notification to consumers shall 

at a minimum include the following:  

(a) Date of the notice; 

(b) The expiration date of the sandbox period; 

(c) Outstanding balance owed to the licensee; 

(d) Transaction date and amount of any outstanding money transmissions or payment instruments sold to the 

customer;  

(e) The name and telephone number of a contact person(s) whom the customer may contact after the conclusion 

of the sandbox period or extended sandbox period;  

(f)  How the consumer can make payments after the conclusion of the sandbox period; 

(g) Address where payments may be made for any outstanding balances owed to the sandbox innovator; and 

(h) Any changes in the licensee’s contact information including where to make payments. 

 

Rulemaking Authority 559.952(11)(a) FS. Law Implemented 559.952(7)(c), 559.952(11)(a) FS. History–New. 

 

69V-40.0312 Application Procedure for Loan Originator License. 

(1) Each individual desiring to obtain licensure as a loan originator shall apply to the Office of Financial 

Regulation by submitting the following: 

(a) A completed NMLS Individual Form (Form MU4), filed through the Registry; 
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(b) The statutory nonrefundable application fee of $195 filed through the Registry; 

(c) The statutory nonrefundable mortgage guaranty fund assessment fee of $20, if required by section 494.00172, 

F.S., filed through the Registry; 

(d) Evidence that the applicant has been awarded a high school diploma or the equivalent; 

(e) Confirmation from the Registry that the applicant has satisfied the requirement to complete a 20-hour pre-

license class approved by the Registry, of which a minimum of 2 hours shall cover the provisions of chapter 494, F.S., 

and rule chapter 69V-40, F.A.C.; 

(f) Confirmation from the Registry that the applicant has satisfied the requirement to pass a test developed by the 

Registry and administered by a provider approved by the Registry; 

(g) Submit fingerprints to the Registry for submission to the Federal Bureau of Investigation for a federal criminal 

background check; 

(h) Submit fingerprints to a live scan vendor approved by the Florida Department of Law Enforcement and 

published on the Florida Department of Law Enforcement’s website (http://www.fdle.state.fl.us/Content/Criminal-

History/documents/ApplicantLivescanService-ProvidersVendors.aspx) for submission to the Florida Department of 

Law Enforcement for a state criminal background check. The cost of fingerprint processing shall be borne by the 

applicant and paid directly to the live scan vendor; 

(i) Authorize the Registry to obtain and make available to the Office an independent credit report on the applicant. 

(2) Request for Additional Information. Within 30 days of receipt, the Office shall review each loan originator 

application and inform the applicant of any request for additional information required to complete its review. The 

additional information must be received by the Office within 45 days from the date of the request. The Office will 

grant a request for an additional forty-five (45) days to submit the additional information. The Office will not grant a 

request after the original forty-five (45) day deadline has passed. Failure to provide timely all additional information 

shall result in the application being deemed abandoned, which will result in the application being removed from further 

consideration by the Office and closed. Failure by the applicant to respond within 45 days from the date of the request 

shall be construed by the Office of Financial Regulation as grounds for denial for failure to provide the requested 

information.  

(3) Amendments to Pending Applications. If the information contained in the NMLS Individual Form (Form 

MU4) or any amendment thereto becomes inaccurate for any reason the applicant shall file an amendment through the 

Registry correcting such information within 15 days of the change. An amendment changing answers to question 6 on 

the NMLS Individual Form (Form MU4) shall be considered a material change to the application and grounds for 

denial of the application. 

(4) Withdrawal of Application. An applicant may request withdrawal of an application prior to a determination 

of the application being made by the Office by filing such request through the Registry. 

(5) Upon approval of an application, a loan originator license will be issued with an expiration date of December 

31 for the year in which the license was issued. 

(6) NMLS Individual Form (Form MU4) is incorporated by reference in rule 69V-40.002, F.A.C. 

(7) Persons wishing to obtain a waiver of licensure fees as set forth in section 494.00312(8), F.S., shall submit to 

the Office of Financial Regulation, via electronic filing through the Registry, a completed Office of Financial 

Regulation Active Military Member/Veteran/Spouse Fee Waiver and Military Service Verification, Form OFR-MIL-

001, effective 09-2018, which is hereby incorporated by reference, and also incorporated by reference in rule 69V-

40.002, F.A.C., and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-09912. Such form must be 

submitted within one hundred eighty (180) days after payment of licensure fees. For the complete processing of Form 

OFR-MIL-001, a loan originator application must be deemed received pursuant to the provisions of section 

494.00312(3), F.S. 

Rulemaking Authority 494.0011(2), 494.00312(2), 494.00312(8), 494.00313(4) FS. Law Implemented 494.0011(2), 494.00312, 

494.00313 FS. History–New 10-1-10, Amended 11-9-15, 11-24-16, 9-25-18 Amended__________. 

 

69V-40.0321 Application Procedure for a Mortgage Broker license. 
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(1) Each person desiring to obtain licensure as a mortgage broker shall apply to the Office of Financial Regulation 

by submitting the following: 

(a) NMLS Company Form (Form MU1) filed through the Registry; 

(b) The statutory nonrefundable application fee of $425 filed through the Registry; 

(c) The statutory nonrefundable mortgage guaranty fund assessment fee of $100, if required by section 494.00172, 

F.S., filed through the Registry; 

(d) Designate a qualified principal loan originator who meets the requirements of section 494.0035, F.S.; 

(e) For each of the applicant’s control persons, submit fingerprints to a live scan vendor approved by the Florida 

Department of Law Enforcement and published on the Florida Department of Law Enforcement’s website 

(http://www.fdle.state.fl.us/Content/Criminal-History/documents/ApplicantLivescanService-ProvidersVendors.aspx) 

for submission to the Florida Department of Law Enforcement and the Federal Bureau of Investigation for a state 

criminal background check and a Federal criminal background check. The cost of fingerprint processing shall be borne 

by the applicant and paid directly to the live scan vendor; 

(f) For each of the applicant’s control persons, authorize the Registry to obtain and make available to the Office 

an independent credit report. 

(2) For the purposes of this rule, the requirements in paragraphs (1)(e) and (f), above, are not required if the 

control person is currently licensed as a loan originator. 

(3) Request for Additional Information. Within 30 days of receipt, the Office shall review each mortgage broker 

application and inform the applicant of any request for additional information required to complete its review. The 

additional information must be received by the Office within 45 days from the date of the request.  The Office will 

grant a request for an additional forty-five (45) days to submit the additional information. The Office will not grant a 

request after the original forty-five (45) day deadline has passed. Failure to provide timely all additional information 

shall result in the application being deemed abandoned, which will result in the application being removed from further 

consideration by the Office and closed.   Failure by the applicant to respond within 45 days from the date of the request 

shall be construed by the Office of Financial Regulation as grounds for denial for failure to provide the requested 

information. 

(4) Amendments to Pending Applications. If the information contained in the NMLS Company Form (Form 

MU1) or any amendment thereto becomes inaccurate for any reason, the applicant shall file an amendment through 

the Registry correcting such information within 15 days of the change. An amendment changing answers to question 

14 on the NMLS Company Form (Form MU1) or question 8 on the NMLS Individual Form, NMLS Individual Form 

(Form MU2), shall be considered a material change to the application and grounds for denial of the application. 

(5) Withdrawal of Application. An applicant may request withdrawal of an application prior to a determination 

of the application being made by the Office by filing such request through the Registry. 

(6) Upon approval of an application, a mortgage broker license will be issued with an expiration date of December 

31 for the year in which the license was issued. 

(7) NMLS Company Form (Form MU1), and NMLS Individual Form (Form MU2), are incorporated by reference 

in rule 69V-40.002, F.A.C. 

Rulemaking Authority 494.0011(2), 494.00321(1) FS. Law Implemented 494.0011(2), 494.00321 FS. History–New 10-1-10, 

Amended 11-9-15, Amended ____________. 

 

69V-40.036 Application Procedure for a Mortgage Broker Branch Office License. 

(1) Each mortgage broker desiring to obtain a mortgage broker branch office license shall apply to the Office of 

Financial Regulation by submitting the following: 

(a) A completed NMLS Branch Form (Form MU3) is incorporated by reference in rule 69V-40.002, F.A.C., filed 

through the registry; and, 

(b) The statutory nonrefundable application fee of $225 filed through the registry. 

(2) Request for additional information. The Office shall review each mortgage broker branch office application 

and inform the licensee of any request for additional information required to complete its review. The additional 
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information must be received by the Office within 45 days from the date of the request.  The Office will grant a request 

for an additional forty-five (45) days to submit the additional information. The Office will not grant a request after the 

original forty-five (45) day deadline has passed. Failure to provide timely all additional information shall result in the 

application being deemed abandoned, which will result in the application being removed from further consideration 

by the Office and closed.  Failure by the licensee to respond within 45 days from the date of the request shall be 

construed by the Office as grounds for denial of the renewal request. 

Rulemaking Authority 494.0011(2), 494.0036(2) FS. Law Implemented 494.0011(2), 494.0036 FS. History–New 10-1-10, 

Amended 11-9-15, Amended _________. 

69V-40.0611 Application Procedure for a Mortgage Lender License. 

(1) Each person desiring to obtain licensure as a mortgage lender shall apply to the Office by submitting the 

following: 

(a) A completed NMLS Company Form (Form MU1) filed through the Registry; 

(b) The statutory nonrefundable application fee of $500 filed through the Registry; 

(c) The statutory nonrefundable mortgage guaranty fund assessment fee of $100, if required by section 494.00172, 

F.S., filed through the Registry; 

(d) Designate a qualified principal loan originator who meets the requirements of section 494.0035, F.S.; 

(e) For each of the applicant’s control persons, submit fingerprints to a live scan vendor approved by the Florida 

Department of Law Enforcement and published on the Florida Department of Law Enforcement’s website 

(http://www.fdle.state.fl.us/Content/Criminal-History/documents/ApplicantLivescanService-ProvidersVendors.aspx) 

for submission to the Florida Department of Law Enforcement and the Federal Bureau of Investigation for a state 

criminal background check and a Federal criminal background check. The cost of fingerprint processing shall be borne 

by the applicant and paid directly to the live scan vendor; 

(f) For each of the applicant’s control persons, authorize the Registry to obtain and make available to the Office 

an independent credit report; 

(g) Submit a copy of the applicant’s financial audit report in compliance with section 494.00611(2)(f), F.S. 

(2) Request for Additional Information. Within 30 days of receipt, the Office shall review each mortgage lender 

application and inform the applicant application of any request for additional information required to complete its 

review. The additional information must be received by the Office within 45 days from the date of the request. The 

Office will grant a request for an additional forty-five (45) days to submit the additional information. The Office will 

not grant a request after the original forty-five (45) day deadline has passed. Failure to provide timely all additional 

information shall result in the application being deemed abandoned, which will result in the application being removed 

from further consideration by the Office and closed.  Failure by the applicant to respond within 45 days from the date 

of the request shall be construed by the Office of Financial Regulation as grounds for denial for failure to provide the 

requested information. 

(3) Amendments to Pending Applications. If the information contained in NMLS Company Form (Form MU1) 

or any amendment thereto becomes inaccurate for any reason the applicant shall file an amendment through the 

Registry correcting such information within 15 days of the change. An amendment changing answers to question 14 

on the NMLS Company Form (Form MU1) or question 8 on the NMLS Individual Form (Form MU2), shall be 

considered a material change to the application and grounds for denial of the application. 

(4) Withdrawal of Application. An applicant may request withdrawal of an application prior to a determination 

of the application being made by the Office by filing such request through the Registry. 

(5) Upon approval of an application, a mortgage lender license will be issued with an expiration date of December 

31 for the year in which the license was issued. 

(6) NMLS Company Form (Form MU1) and NMLS Individual Form (Form MU2) are incorporated by reference 

in rule 69V-40.002, F.A.C. 

Rulemaking Authority 494.0011, 494.00611(2) FS. Law Implemented 494.0011(2), 494.00611 FS. History–New 10-1-10, Amended 

11-9-15, Amended _________. 
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69V-40.066 Application Procedure for a Mortgage Lender Branch Office License. 

(1) Each mortgage lender desiring to obtain a mortgage lender branch office license shall apply to the Office of 

Financial Regulation by submitting the following: 

(a) A completed NMLS Branch Form (Form MU3) is incorporated by reference in rule 69V-40.002, F.A.C. filed 

through the Registry; and, 

(b) The statutory nonrefundable application fee of $225 filed through the Registry. 

(2) Request for additional information. The Office shall review each mortgage lender branch office application 

and inform the licensee of any request for additional information required to complete its review. The additional 

information must be received by the Office within 45 days from the date of the request. The Office will grant a request 

for an additional forty-five (45) days to submit the additional information. The Office will not grant a request after the 

original forty-five (45) day deadline has passed. Failure to provide timely all additional information shall result in the 

application being deemed abandoned, which will result in the application being removed from further consideration 

by the Office and closed. Failure by the licensee to respond within 45 days from the date of the request shall be 

construed by the Office as grounds for denial of the renewal request. 

Rulemaking Authority 494.0011(2), 494.0066 FS. Law Implemented 494.0011(2), 494.0066 FS. History–New 10-1-10, Amended 

11-9-15, Amended _________. 

69V-45.005 Application Procedure for Title Loan Lender. 

(1) Each person desiring to apply for licensure as a title loan lender shall submit the following to the Office of 

Financial Regulation: 

(a) A completed Application for Title Loan Lender, Form OFR-TTL-101, effective 10/00, which is hereby 

incorporated by reference and available from the Office of Financial Regulation, 200 East Gaines Street, Tallahassee, 

Florida 32399-0375; 

(b) The statutory, nonrefundable investigation fee required by section 537.004, F.S.; 

(c) The statutory, nonrefundable application fee required by section 537.004, F.S.; and, 

(d) The original bond, letter of credit, or certificate of deposit as required by section 537.005, F.S. 

(2) Each ultimate equitable owner of 10% or greater interest and each director, general partner, and executive 

officer of an entity applying for licensure as a title loan lender, shall submit a completed fingerprint card and a 

Biographical Summary for Title Loan Lender, Form OFR-TLL-BIO-1, effective 10/00, to the Office of Financial 

Regulation. Form OFR-TLL-BIO-1 is hereby incorporated by reference and is available by mail from the Office of 

Financial Regulation, 200 East Gaines Street, Tallahassee, Florida 32399-0375. 

(3) Request for Additional Information. Any request for additional information will be made by the Office of 

Financial Regulation within thirty (30) days after receipt of the application by the Office of Financial Regulation. The 

additional information must be received by the Office of Financial Regulation within forty-five (45) days from the 

date of the request. The Office will grant a request for an additional forty-five (45) days to submit the additional 

information. The Office will not grant a request after the original forty-five (45) day deadline has passed. Failure to 

provide timely all additional information shall result in the application being deemed abandoned, which will result in 

the application being removed from further consideration by the Office and closed. Failure to respond to the request 

within forty-five (45) days from the date of request shall be construed by the Office of Financial Regulation as grounds 

for denial for failure to complete the application, and the application shall be denied pursuant to section 120.60(1), 

F.S. 

(4) Withdrawal of Application. An applicant may request withdrawal of an application prior to a determination 

of the application being made by the Office of Financial Regulation by submitting a written request that the application 

be withdrawn. 

(5) Refunds. If the application is withdrawn or denied, the investigation fee and the application fee are 

nonrefundable. 

(6) If one’s civil rights have been restored and the conviction did not directly relate to the title loan industry, the 

applicant shall provide evidence of restoration of civil rights. If one’s civil rights have been restored and the conviction 

is directly related to the title loan industry, the applicant shall provide evidence of restoration of civil rights and 
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rehabilitation. Evidence of rehabilitation should include, but is not limited to, employment history and letters from 

probation officers and employers. 

Rulemaking Authority 537.005, 537.016 FS. Law Implemented 537.004, 537.005 FS. History–New 10-1-00, Formerly 3D-45.005, 

Amended_________. 

 

69V-85.002 Application Forms, Fees, Procedures and Requirements. 

(1) Each person desiring to obtain licensure under chapter 520, F.S., shall apply to the Office of Financial 

Regulation by submitting the following: 

(a) A completed Application for License under chapter 520, F.S., Form OFR-520-01, revised 12-20-07, which is 

hereby incorporated by reference and available on the Office’s website at www.flofr.com and by mail from the Office 

of Financial Regulation, 200 East Gaines Street, Tallahassee, Florida 32399-0376; and, 

(b) The statutory, non-refundable application fee required by sections 520.03, 520.32, 520.52, and 520.63, F.S., 

as applicable, which shall be the fee for the biennial period beginning January 1 of each odd-numbered year or any 

part thereof. 

(2) Each ultimate equitable owner of 10% or greater interest, each chief executive officer, each chief financial 

officer, chief operations officer, chief legal officer, chief compliance officer, control person, member, partner, joint 

venturer, and each director of an entity applying for licensure, shall submit a completed Biographical Summary from 

Form OFR-520-01, to the Office of Financial Regulation. Form OFR-520-01 is incorporated by reference in 

subsection 69V-85.002(1), F.A.C. 

(3) Request for Additional Information. Any request for additional information will be made by the Office of 

Financial Regulation within thirty (30) calendar days after receipt of the application by the Office of Financial 

Regulation. The additional information must be received by the Office of Financial Regulation within forty-five (45) 

calendar days after the date of the request. The Office will grant a request for an additional forty-five (45) days to 

submit the additional information. The Office will not grant a request after the original forty-five (45) day deadline 

has passed. Failure to provide timely all additional information shall result in the application being deemed abandoned, 

which will result in the application being removed from further consideration by the Office and closed.  Failure to 

respond to the request within forty-five (45) calendar days after the date of request shall be construed by the Office of 

Financial Regulation as grounds for denial for failure to complete the application, and the application shall be denied 

pursuant to section 120.60(1), F.S., unless the Office has received a written request prior to the original 45-day 

deadline from the applicant to extend the original 45-day period. However, no request for extension shall be granted 

for a period exceeding an additional forty-five (45) days. 

(4) Amendments to Pending Applications. If the information contained in any application form for a licensure 

under chapter 520, F.S., or any amendment thereto, becomes inaccurate for any reason, the applicant shall file an 

amendment correcting such information within thirty (30) days after the change on Form OFR-520-01. An applicant 

may amend the application as to those factors generally within the control or selection of the applicant once, as a 

matter of course, at any time within thirty (30) days after receipt of the application by the Office. Otherwise, the 

application may be amended only with prior written permission from the Office of Financial Regulation. Requests to 

make changes that are material to the application shall be deemed by the Office of Financial Regulation to be grounds 

for denial, and a new application, accompanied by the appropriate filing fee, shall be required. Material changes 

include the substitution or addition of an ultimate equitable owner of 10% or greater interest, a chief executive officer, 

a chief financial officer, a chief operations officer, a chief legal officer, a chief compliance officer, a control person, a 

member, a partner, or a joint venturer. Form OFR-520-01 is incorporated by reference in subsection 69V-85.002(1), 

F.A.C. 

(5) Withdrawal of Application. An applicant may request withdrawal of an application prior to a determination 

of the application being made by the Office of Financial Regulation by submitting a written request that the application 

be withdrawn. Withdrawals will be deemed effective upon receipt by the Office. 

(6) Refunds. If the application is withdrawn or denied, all fees are non-refundable. 

(7) Upon approval of an application, a license will be issued for the remainder of the biennial licensure period. 
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Rulemaking Authority 520.03(2), 520.32(2), 520.52(2), 520.63(2), 520.994(5) FS. Law Implemented 520.03(2), 520.32(2), 

520.52(2), 520.63(2) FS. History–New 12-20-07, Amended __________. 

 

69V-85.003 Branch Application Forms, Fees, Procedures and Requirements. 

(1) Every licensee under chapter 520, F.S., that conducts business in a branch office shall apply for a license to 

operate a branch office using Form OFR-520-02, Application for Branch Office License, revised 12/20/2007, which 

is hereby incorporated by reference and available on the Office’s website at www.flofr.com and by mail from the 

Office of Financial Regulation, 200 East Gaines Street, Tallahassee, Florida 32399-0376. Any office or location shall 

be deemed to be a branch office if the name or advertising of a licensee is displayed in such a manner as to reasonably 

lead the public to believe that such business may be conducted at such office, location, or advertised address. If a 

motor vehicle retail installment seller licensed under section 520.03, F.S., has more than one location in the same 

county, only one license is required for that county. 

(2) The statutory, non-refundable application fee for an initial branch office license required by sections 520.03, 

520.32, 520.52 and 520.63, F.S., as applicable, shall be the fee for the biennial period beginning January 1 of each 

odd-numbered year or any part thereof. 

(3) Request for Additional Information. Any request for additional information will be made by the Office of 

Financial Regulation within thirty (30) calendar days after receipt of the application by the Office of Financial 

Regulation. The additional information must be received by the Office of Financial Regulation within forty-five (45) 

calendar days after the date of the request. The Office will grant a request for an additional forty-five (45) days to 

submit the additional information. The Office will not grant a request after the original forty-five (45) day deadline 

has passed. Failure to provide timely all additional information shall result in the application being deemed abandoned, 

which will result in the application being removed from further consideration by the Office and closed.  Failure to 

respond to the request within forty-five (45) calendar days after the date of request shall be construed by the Office of 

Financial Regulation as grounds for denial for failure to complete the application and the application shall be denied 

pursuant to section 120.60(1), F.S., unless the applicant has made a good faith effort to comply with the statutory 

requirements of chapter 520, F.S., and the rules of this chapter. 

(4) Amendments to Pending Applications. If the information contained in any application form for branch office 

license, or any amendment thereto, becomes inaccurate for any reason, the applicant shall file an amendment 

correcting such information within thirty (30) days after the change on Form OFR-520-02. An applicant may amend 

the application as to those factors generally within the control or selection of the applicant once, as a matter of course, 

at any time within thirty (30) days from receipt of the application by the Office. Otherwise, the application may be 

amended only with prior written permission from the Office of Financial Regulation. Requests to make changes that 

are material to the application shall be deemed by the Office of Financial Regulation to be grounds for denial, and a 

new application, accompanied by the appropriate filing fee, shall be required. Material changes include the substitution 

or addition of an ultimate equitable owner of 10% or greater interest, a chief executive officer, a chief financial officer, 

a chief operations officer, a chief legal officer, a chief compliance officer, a control person, a member, a partner, or a 

joint venturer. Form OFR-520-02 is incorporated by reference in subsection 69V-85.003(1), F.A.C. 

(5) Withdrawal of Application. An applicant may request withdrawal of an application prior to a determination 

of the application being made by the Office of Financial Regulation by submitting a written request that the application 

be withdrawn. Withdrawals will be deemed effective upon receipt by the Office. 

(6) Refunds. If the application is withdrawn or denied, all fees are non-refundable. 

(7) Upon approval of an application, a license will be issued for the remainder of the biennial licensure period. 

Rulemaking Authority 520.03(2), 520.32(2), 520.52(2), 520.63(2), 520.994(5) FS. Law Implemented 520.03(2), 520.32(2), 

520.52(2), 520.63(2) FS. History–New 12-20-07, Amended ___________. 

 

69V-160.030 Application Procedure for Consumer Finance License. 

(1) Each person desiring to apply for licensure as a consumer finance company shall submit the following to the 
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Office of Financial Regulation: 

(a) A completed Application for Consumer Finance License, Form OFR-516-01, revised 12/20/2007, which is 

hereby incorporated by reference and available on the Office’s website at www.flofr.com and by mail from the Office 

of Financial Regulation, 200 East Gaines Street, Tallahassee, Florida 32399-0376; 

(b) The statutory, non-refundable investigation fee required by section 516.03, F.S.; 

(c) The statutory, non-refundable biennial license fee required by section 516.03, F.S.; and, 

(d) Evidence that the applicant has liquid assets of at least $25,000.00 for the operation of the consumer finance 

company. For the purposes of this rule “Evidence” means documentation from an insured financial institution that the 

liquid assets are on deposit with the institution. 

(2) Each ultimate equitable owner of 10% or greater interest, each chief executive officer, each chief financial 

officer, chief operations officer, chief legal officer, chief compliance officer, control person, member, partner, joint 

venturer, and each director of an entity applying for licensure as a consumer finance company, shall submit a 

completed Biographical Summary from Form OFR-516-01 to the Office of Financial Regulation. 

(3) Request for Additional Information. Any request for additional information will be made by the Office of 

Financial Regulation within thirty (30) days after receipt of the application by the Office of Financial Regulation. The 

additional information must be received by the Office of Financial Regulation within forty-five (45) days from the 

date of the request. The Office will grant a request for an additional forty-five (45) days to submit the additional 

information. The Office will not grant a request after the original forty-five (45) day deadline has passed. Failure to 

provide timely all additional information shall result in the application being deemed abandoned, which will result in 

the application being removed from further consideration by the Office and closed. Failure to respond to the request 

within forty-five (45) days from the date of request shall be construed by the Office of Financial Regulation as grounds 

for denial for failure to complete the application, and the application shall be denied pursuant to section 120.60(1), 

F.S., unless the Office has received a written request prior to the original 45-day deadline from the applicant to extend 

the original 45-day period. However, no request for extension shall be granted for a period exceeding an additional 

forty-five (45) days. 

(4) Amendments to Pending Applications. If the information contained in any application form for licensure as a 

consumer finance company, or in any amendment thereto, becomes inaccurate for any reason, the applicant shall file 

an amendment correcting such information within thirty (30) days after the change on Form OFR-516-01, Application 

for Consumer Finance License. An applicant may amend the application as to those factors generally within the control 

or selection of the applicant once, as a matter of course, at any time within thirty (30) days after receipt of the 

application by the Office. Otherwise, the application may be amended only with prior written permission from the 

Office of Financial Regulation. Requests to make changes that are material to the application shall be deemed by the 

Office of Financial Regulation to be grounds for denial, and a new application, accompanied by the appropriate filing 

fees, shall be required. Material changes include: 

(a) The substitution or addition of an ultimate equitable owner of 10% or greater interest, a chief executive officer, 

a chief financial officer, a chief operations officer, a chief legal officer, a chief compliance officer, a control person, a 

member, a partner, or a joint venturer; and, 

(b) Amendments affecting the $25,000.00 liquid asset requirement. 

(5) Withdrawal of Application. An applicant may request withdrawal of an application prior to a determination 

of the application being made by the Office of Financial Regulation by submitting a written request that the application 

be withdrawn. Withdrawals will be deemed effective upon receipt by the Office. 

(6) Refunds. If the application is withdrawn or denied, all fees are non-refundable. 

(7) Upon approval of an application, a license will be issued for the remainder of the biennial licensure period. 

Rulemaking Authority 516.22(1), 516.23(3), 516.031 FS. Law Implemented 516.03(1), 516.05(1), 516.07 FS. History–New 12-18-

88, Amended 5-9-90, 10-1-95, 1-5-00, Formerly 3D-160.030, Amended 12-20-07, Amended _________. 

 

69V-180.020 Commercial Collection Registration Form and Procedures. 

(1) Each person registering as a commercial collection agency shall submit the following to the Office of Financial 
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Regulation: 

(a) A completed Registration of Commercial Collection Agency form, Form OFR-COM-101, effective 9/9/2015, 

which is hereby incorporated by reference and available by mail from the Office of Financial Regulation, 200 East 

Gaines Street, Tallahassee, Florida 32399-0376, and also incorporated by reference in rule 69V-180.002, F.A.C., and 

available at http://www.flrules.org/Gateway/reference.asp?No=Ref-05778. 

(b) If a partnership, sole proprietorship or corporation, a completed Exhibit A, as incorporated in subparagraph 

69V-180.002(1)(a)2., F.A.C. 

(c) A non-refundable registration fee of $500 for the annual registration period beginning January 1 of each 

calendar year or any part thereof. 

(d) Evidence of a current surety bond in the amount of $50,000 as required in subsection 69V-180.010(1), F.A.C. 

(2) Request for Additional Information. An incomplete registration form shall not be considered as validly 

received. A request for additional information will be made by the Office of Financial Regulation within thirty (30) 

days after initial receipt of the incomplete registration form by the Office of Financial Regulation. The additional 

information must be received by the Office of Financial Regulation within forty-five (45) days from the date of request. 

The Office will grant a request for an additional forty-five (45) days to submit the additional information. The Office 

will not grant a request after the original forty-five (45) day deadline has passed. Failure to provide timely all additional 

information shall result in the application being deemed abandoned, which will result in the application being removed 

from further consideration by the Office and closed. Failure to respond to the request within forty-five (45) days from 

the date of request shall be construed by the Office of Financial Regulation as grounds for rejection of the registration 

for failure to complete the registration and the registration shall be rejected pursuant to section 120.60(1), F.S. 

(3) Amendment of Pending Registration. 

(a) A prospective registrant shall notify the Office of Financial Regulation within ten (10) days of the occurrence 

of any change in the information reported on the registration. 

(b) A prospective registrant may amend the registration form as to those factors generally within the control or 

selection of the prospective registrant once, as a matter of course, at any time within thirty (30) days from its initial 

receipt for filing. Otherwise the registration form may be amended only with prior written permission from the Office 

of Financial Regulation. Requests to make changes which are material to the registration or to the Office of Financial 

Regulation’s evaluation of the registration filed at any time after initial receipt of the registration form shall be deemed 

by the Office of Financial Regulation to be grounds for rejection of the registration, and a new registration form, 

accompanied by the appropriate filing fee and evidence of a current surety bond in the amount of $50,000 shall be 

required. 

(4) Withdrawal of Registration. A prospective registrant may request withdrawal of a registration prior to an 

initial determination of the registration being made by the Office of Financial Regulation by submitting a written 

request that the registration be withdrawn. 

(5) Refunds. If the registration is withdrawn, voided, or rejected, the registration fee is non-refundable. 

(6) Upon approval, a registration will be issued for the remainder of the annual registration period. 

Rulemaking Authority 559.545 FS. Law Implemented 559.542, 559.544, 559.545 FS. History–New 2-15-94, Formerly 3D-180.020, 

Amended 9-10-15, Amended ____________. 

 

69V-180.030 Consumer Collection Registration Form and Procedures. 

(1) Each person registering as a consumer collection agency shall submit the following to the Office of Financial 

Regulation: 

(a) A completed Application for Registration as Consumer Collection Agency form, Form OFR-559-101, 

effective 9/9/2015, which is hereby incorporated by reference and available by mail from the Office of Financial 

Regulation, 200 East Gaines Street, Tallahassee, Florida 32399-0376, and also incorporated by reference in rule 69V-

180.002, F.A.C., and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-05814; 

(b) A non-refundable registration fee of $200 for the annual registration period beginning January 1 of each 

calendar year or any part thereof. 
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(c) Each control person required to be listed on the Application for Registration as Consumer Collection Agency, 

Form OFR-559-101, must submit fingerprints through a live-scan vendor approved by the Florida Department of Law 

Enforcement. A list of approved vendors is published on the Florida Department of Law Enforcement’s website 

(http://www.fdle.state.fl.us/Content/getdoc/941d4e90-131a-45ef-8af3-3c9d4efefd8e/Livescan-Service-Providers-

and-Device-Vendors.aspx). Such fingerprints will be submitted to the Florida Department of Law Enforcement for a 

state criminal background check and the Federal Bureau of Investigation for a Federal criminal background check. 

The cost of the fingerprinting processing shall be borne by the applicant and paid directly to the live-scan vendor. 

(2) Request for Additional Information. An incomplete registration form shall not be considered as validly 

received. A request for additional information will be made by the Office of Financial Regulation within thirty (30) 

days after initial receipt of the incomplete registration form by the Office of Financial Regulation. The additional 

information must be received by the Office of Financial Regulation within forty-five (45) days from the date of request. 

The Office will grant a request for an additional forty-five (45) days to submit the additional information. The Office 

will not grant a request after the original forty-five (45) day deadline has passed. Failure to provide timely all additional 

information shall result in the application being deemed abandoned, which will result in the application being removed 

from further consideration by the Office and closed. Failure to respond to the request within forty-five (45) days from 

the date of request shall be construed by the Office of Financial Regulation as grounds for rejection of the registration 

for failure to complete the registration and the registration shall be rejected pursuant to section 120.60(2), F.S. 

(3) Amendment of Pending Registration. 

(a) A prospective registrant shall notify the Office of Financial Regulation within ten (10) days of the occurrence 

of any change in the information reported on the registration. 

(b) A prospective registrant may amend the registration form as to those factors generally within the control or 

selection of the prospective registrant once, as a matter of course, at any time within thirty (30) days from its initial 

receipt for filing. Otherwise the registration form may be amended only with prior written permission from the Office 

of Financial Regulation. Requests to make changes which are material to the registration or to the Office of Financial 

Regulation’s evaluation of the registration filed at any time after initial receipt of the registration form shall be deemed 

by the Office of Financial Regulation to be grounds for rejection of the registration, and a new registration form, 

accompanied by the appropriate filing fee, shall be required. 

(4) Withdrawal of Registration. A prospective registrant may request withdrawal of a registration prior to an 

initial determination of the registration being made by the Office of Financial Regulation by submitting a written 

request that the registration be withdrawn. 

(5) Refunds. If the registration is withdrawn, voided, or rejected, the registration fee is non-refundable. 

(6) Upon approval, a registration will be issued for the remainder of the annual registration period. 

Rulemaking Authority 559.554, 559.555, 559.5551 FS. Law Implemented 559.5551, 559.553, 559.555 FS. History–New 2-15-94, 

Formerly 3D-180.030, Amended 9-10-15, Amended___________. 

 

69V-50.080 Calculation of Finance Charge for Contracts Providing for Unequal or Irregular Installment 

Payments. 

(1) For purposes of construing section 520.08, F.S., the following terms are defined: 

(a) “Monthly payments” means installment payments substantially equal in amount and payable in successive 

monthly increments. Provided, however, that the first payment may exceed one month by as much as fifteen (15) days 

and the additional finance charge for such excess days may be added to the first payment. 

(b) “Unequal installment payments” means installment payments which are not substantially equal in amount. 

(c) “Irregular installment payments” means installment payments which are payable in other than successive 

monthly increments. 

(2) As indicated in section 520.08(3), F.S., when a retail installment contract provides for unequal or irregular 

installment payments, the finance charge may not exceed a rate which will provide the same yield as is permitted on 

monthly payment contracts under section 520.08(1) and (2), F.S., having due regard for the schedule of payment. 
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Rulemaking Authority 520.994(5) FS. Law Implemented 520.08 FS. History–New 2-10-98, Formerly 3D-50.080, 

Repealed________. 

Material Incorporated by Reference 

 

[BEGINS ON NEXT PAGE] 
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STATE OF FLORIDA  
OFFICE OF FINANCIAL REGULATION 

 
Application for Licensure as a Financial Technology Sandbox Innovator  

Chapter 559, Part XII, Florida Statutes  
 
 

GENERAL INSTRUCTIONS  
 

Pursuant to Rule 69V-559.1013, F.A.C. all forms and 
fees must be submitted through the Office’s Regulatory 
Enforcement and Licensing (REAL) System at 
http://real.flofr.com. 
 
Form OFR-559-FTS-001 is the application form used by 
Financial Technology Sandbox Innovators to either apply 
for an initial license or make an amendment to an 
existing license.  This form can also be used to 
surrender an existing license or withdraw a pending 
application.  
 
“Innovators” or "Innovative" means new or emerging 
technology, or new uses of existing technology, which 
provide a product, service, business model, or delivery 
mechanism to the public and which are not known to 
have a comparable offering in this state outside the 
Financial Technology Sandbox. 
  

 
This form is divided into the following sections: 
 

• Type of Filing 
• Cryptocurrency/Virtual Currency Activity 
• Applicant Information 
• Contact Information 
• Applicant Organization and History of 

Operations 
• Preventive Law(s) 
• Statement to Florida Consumers 
• Financial Technology Documentation 
• Disclosure Questions 
• Chapter 516 Consumer Finance Product/Service 

Only Questions 
• Chapter 560 Money Services Business 

Product/Service Only Questions 
 

 
Upon completing the application form online, initial 
applicants must pay a non-refundable application fee of: 
 
Chapter 516 Financial Product/Service 
 
Application Fee   $625  
Investigation Fee   $200 
Total Fee     $825 
 
**If applying to conduct activities under Chapter 516 
only, fingerprinting of control person(s) is not required. 
 

 
Chapter 560 Financial Product/Service 
 
Application Fee   $375 
 
**If applying to conduct activities that are related to 
Chapter 560, fingerprinting of control person(s) is 
required. 
 
**If applying to conduct activities under both Chapter 516 
and Chapter 560, both application fees, the investigation 
fee, and fingerprinting of control person(s) is required.   
 
 
An applicant applying to be licensed under chapter 559, 
part XII, F.S., can only offer one product/service with this 
license. However, the one product/service may be 
related to a Chapter 516 product/service, a Chapter 560 
product/service, or combination of both. 
 
Type of Filing  
Check the appropriate box for the type of filing. If filing 
for both services, check both boxes.   
 
Initial Application – This designation applies to first-time 
filers.    
Amendment – This designation applies to changes 
including, but not limited to, business name, fictitious 
name, physical address and phone numbers, mailing 
address, or records address.  Additionally, if the 
information on a Disclosure Reporting Page has 
changed, it should be reported through this form.  When 
filing amendments, complete the question(s) on the form 
that contain new information.  See section 559.952, 
F.S., and Rule 69V-559.104, F.A.C., for the 
requirements to file amendments.  
Surrender License/Withdraw – This designation applies 
to any request to surrender an active license or withdraw 
any pending application.    If surrendering an existing 
license, update the address where records are stored in 
Question 3E and the contact information in Question 4. 
 
1. Financial Product or Service 
Specify the appropriate Chapter(s) (Chapter 516, 
Chapter 560, or both) that relate to the applicant’s 
activities.   
 
If the applicant-specified activities will be related to 
Chapter 560 in the question above, indicate the type.  
Refer to section 560.103, Florida Statutes, for more 
information. 
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2. Cryptocurrency/Virtual Currency Activity 
Specify if the applicant will engage in 
Cryptocurrency/Virtual Currency Activity. 
 
3. Applicant Information 
A. Business Name – Provide the complete legal 
business name of the applicant.   
B. Fictitious or D/B/A Name – Name under which the 
applicant operates if different from the business name.  
Provide evidence of fictitious name registration.  If you 
do not use a fictitious name, leave the question blank. 
C. IRS Employee Identification Number (FEID) – This 
is a nine-digit number assigned by the IRS.   
D. Business Main Address – This is the main office 
physical address or the headquarters address. 
E. Address where records stored – This is the physical 
location where any and all books and records will be 
maintained. Do not leave blank. 
F. Mailing Address – Provide if different from business 
main address. 
G. Business Telephone and Fax Numbers – Provide 
the telephone and fax number of the business location. 
 
4. Contact Information  
A.  Contact Person Name & Title – Person to be 
contacted regarding the application. 
B.  Contact Person Mailing Address – Can be 
different from Business Mailing Address. 
C.  Contact Person Telephone – Can be different from 
Business. 
D.  Contact Person E-mail Address – Provide contact 
person’s e-mail address.  
 
5.  Applicant Organization and History of Operations 
If any question does not apply, answer “N/A” as the 
appropriate response. 
 
Question 5A – Check type of organization. 
Question 5B (1) - Check the appropriate box.  The 
applicant must be a domestic corporation or other 
organized domestic entity with a physical presence, in 
this state.  See section 559.952(3)(a), F.S.   
Question 5B (2) – Attach a copy of the Certificate of 
Status or other appropriate documentation. 
Question 5B (3) - Provide the date the business was 
incorporated/formed. 
Question 5C -   Attach a chart or description of the 
organizational structure of the applicant, including the 
identity of any parent or subsidiary of the applicant.   
Question 5D - List all persons as requested in this 
section.    A control person means an individual, a 
partnership, a corporation, a trust, or other organization 
that possesses the power, directly or indirectly, to direct 
the management or policies of a company, whether 
through ownership of securities, by contract, or through 
other means. A person is presumed to control a 
company if, with respect to a particular company, that 
person:  

1. Is a director, a general partner, or an officer exercising 
executive responsibility or having similar status or 
functions;  
2. Directly or indirectly may vote 10 percent or more of a 
class of a voting security or sell or direct the sale of 10 
percent or more of a class of voting securities; or  
3. In the case of a partnership, may receive upon 
dissolution or has contributed 10 percent or more of the 
capital.    
 
For each person listed, complete a Biographical 
Summary and attach a resume.  
 
For applicants conducting activity under Chapter 
560 (not required if applicant is publicly traded):  For 
each natural person listed in this question submit 
fingerprints to a live scan vendor approved by the 
Florida Department of Law Enforcement (FDLE) and 
published on FDLE's website: 
(https://www.fdle.state.fl.us/Criminal-History-
Records/Documents/InternetDoc_ServiceProviders.as
px) for submission to the FDLE and the 
Federal Bureau of Investigation for a state 
and federal criminal background check. 

 
In addition, for applicants offering a Chapter 560 
product/service, a BSA/AML Compliance Officer is 
required to be listed. 
 
Question 5E – Provide the website of the business that 
will be provided to consumers to access the 
financial/product service.    
 
6.  Preventive Law(s) 
 
Check the applicable boxes that currently prevent the 
innovative product or service from being made available. 
The applicant must check at least one box.  Attach 
documentation explaining the reason why the law(s) 
selected prevent the innovative product or service from 
being made available. 
 
7.  Statement to Florida Consumers 
 
Attach a copy of the statement that will be provided to 
Florida consumers pursuant to section 559.952(6)(b), 
F.S. 
 
8.   Financial Technology Documentation  
 
A. Provide all documentation required by Rule 69V-
559.1021(2)(a)-(d), F.A.C. 
B. Specify the number of Florida consumers the      
applicant proposes to make the product/service available 
to.  An applicant may propose a maximum of 15,000 
Florida consumers. 
C.  List any other state the applicant currently holds or 
previously held a Financial Technology Sandbox 
Innovator license (or its equivalent).  
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9.  Disclosure Information  
For a “yes” answer to this question, complete a separate 
Disclosure Reporting Page (DRP), page 9 of this form, 
for each unrelated event. Attach documentation 
pertaining to each matter disclosed.  Such 
documentation includes but is not limited to, copies of 
certified court documents demonstrating a lien or 
judgment has been satisfied, account statements or 
credit reports indicating the satisfactory payment of legal 
debts, and copies of documents from a bankruptcy court. 
 
QUESTIONS 10 – 11 ARE ONLY REQUIRED OF 
APPLICANTS CONDUCTING A CHAPTER 516 – 
CONSUMER FINANCE PRODUCT/SERVICE  
 
10.  Liquid Assets 
 
Applicant must provide documentation from an insured 
financial institution that liquid assets in the amount of 
$25,000 are on deposit with the institution and held 
solely for the purposes of licensure. The documentation 
should include the applicant/licensee name, street 
address, and account balance. 
 
11. Pawnbroker Business 
 
Indicate whether the applicant is engaged in the 
pawnbroker business.  NOTE: Section 516.05(6), Florida 
Statutes, provides that “no license shall be granted to or 
renewed for any person or organization engaged in the 
pawnbroker business.” 
 
QUESTIONS 12-15 ARE ONLY REQUIRED OF 
APPLICANTS CONDUCTING A CHAPTER 560 – 
MONEY SERVICES BUSINESS PRODUCT/SERVICE  
 
Question 12 – Check the applicable box and provide the 
name of the exchange or regulator and stock symbol(s).  
Question 13 - Check the applicable box.  Registration 
as a Money Services Business with the Financial Crimes 
Enforcement Network (FinCEN), if applicable, is 
required. 
Question 14 - Provide a copy of the applicant's 
written anti-money laundering program as required 
under 31 C.F.R. s. 1022.210 with this application. 

 Question 15 - If your response to this question is 
"Yes", complete and submit a Financial Technology 
Sandbox Innovator Location Notification Form, Form 
OFR-559-FTS-002, for each location within 60 days 
after the date the applicant/licensee opens a location 
within this state or authorizes a vendor location to 
operate on their behalf. Location/Vendor filings shall 
be accompanied by a non-refundable $38 fee for 
each branch or vendor location. Attach a copy of your 
sample vendor contract. 
Question 16 - List all accounts through which licensed 
activities will be or are being conducted.  An amendment 
filing is required for any changes to this information.  

Question 17 – Provide the applicant’s/licensee’s fiscal 
year-end (Month/Day). 
Question 18 – Provide a financial audit report as 
required in section 560.205(4), F.S. 
Question 19 – Enter the number of consumers specified 
in response to question 8E.  
Question 20 – A bond or alternative security device 
between $75,000 and $250,000 is required.  Indicate the 
type of device you are submitting. If pledging a deposit, 
submit to the Office an originally executed Financial 
Technology Sandbox Innovator Pledge Agreement, 
Form OFR-559-FTS-005, with a copy of the security 
pledged.   
If submitting a surety bond, submit to the Office an 
originally executed Financial Technology Sandbox 
Innovator Surety Bond form, Form OFR-559-FTS-006.  
If submitting a letter of credit, submit to the Office an 
originally executed Letter of Credit. 
 
An original fully executed Pledge Agreement, Surety 
Bond, or Letter of Credit must be mailed to: 
 
Office of Financial Regulation 
Division of Consumer Finance 
Bureau of Registration 
200 East Gaines Street 
Tallahassee, Florida 32399-0376 
 
 
21. Signature – This form must be electronically signed 
by a person legally authorized to bind the applicant and 
attest to the accuracy of the information contained in this 
form.     
 
 
Filers may also find all forms, statutes and rules 
relating to Financial Technology Sandbox Innovator 
licenses on the Office’s website at www.flofr.com.
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STATE OF FLORIDA 
OFFICE OF FINANCIAL REGULATION 

 
APPLICATION FOR LICENSURE AS FINANCIAL TECHNOLOGY SANDBOX INNOVATOR  

Chapter 559, PART XII, Florida Statutes 
 
Check the box that indicates what you would like to do:  

 File an Initial Application (Filing fees required – See instructions)   
 File an Amendment (circle the question(s) amended)  
 **Surrender License/Withdraw (Effective date of surrender/withdrawal: ________________) 

                         (MM/DD/YYYY) 
   
1. Check the type(s) of Financial Product or Service being offered: 
 

 Chapter 516 – Consumer Finance Product or Service 
 

 Chapter 560 – Money Services Business Product or Service 
 

**If the applicant’s financial product or service is a combination of both Chapter 516 and Chapter 560, check both boxes.  
 
If the product or service will be Money Services Business related, please indicate the type: 
 

 Money Transmitter    Payment Instrument Issuer 
 

2. Will the applicant/licensee also engage in cryptocurrency/virtual currency activity?  Yes  No  
  
3. Applicant Information 
 

A. Business Name of Applicant: 

____________________________________________________________________________________________ 

B. D/B/A or Fictitious Name: 

____________________________________________________________________________________________ 

C. IRS Employee Identification Number (FEID): 

____________________________________________________________________________________________ 

D.   Business Main Address (Street address only - do not use a P.O. Box): 

____________________________________________________________________________________________ 
  (Number and Street)      (City)      (State)   (Zip Code) 

E.   Address where records stored (Street address only - do not use a P.O. Box): 

____________________________________________________________________________________________ 
  (Number and Street)      (City)      (State)   (Zip Code) 

F.   Mailing Address, if different from Business (P.O. Box acceptable): 

____________________________________________________________________________________________ 
  (Number and Street)      (City)      (State)   (Zip Code) 

G.   Business Telephone Numbers:   

(_______)  _____--___________    (_______)  _____--___________     
 (Business Phone)           (Business Fax) 

 
4. Contact Information:  

A. Contact Person Name and Title: 
 ___________________________________________________________________________________________ 
  (Last Name)   (First Name)    (Middle)     (Title)  
 B. Contact Person Mailing Address: 
 ___________________________________________________________________________________________ 

  (Number and Street)      (City)      (State)   (Zip Code) 

 C. Contact Person Telephone Number:  
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 (_______)  _____--___________    (_______)  _____--___________     
 (Contact Person Phone)        (Contact Person Fax) 

D. Contact Person E-mail address: _______________________________________ 
 

5. Applicant Organization and History of Operations: 
 A. Applicant is a:  Corporation,   Partnership,   Association,   LLC,   Other (Explain): ___________________ 

 
B. If applicant is a corporation, partnership, association, LLC, or other legally formed entity: 

 (1) Is the applicant a domestic corporation or other organized domestic entity with a physical presence, in this 
state? Yes   No    

 (2) Attach a copy of the Certificate of Status or other appropriate documentation. 
 (3) Provide the date the business was incorporated / formed:  ______________________________ 
 

C.     Attach a chart or description of the organizational structure of the applicant, including the identity of any parent or 
subsidiary of the applicant.   
 

D. List every control person of the applicant in the table below.  Attach additional sheets if necessary.  For every 
person listed, complete a Biographical Summary, attach a resume, and submit fingerprints to a live-scan vendor 
approved by the Florida Department of Law Enforcement.  (Refer to page 2 in the instructions for addition 
guidance). 

 

Name Title or Position 
 

% of 
ownership 

Date Title or Position 
Acquired 

    
    
    

 
E. Provide the website of the business that will be provided to consumers to access the financial/product service.     

_______________________ 
                              Website URL 

 
6.  Preventive Laws 
 
Specify the law(s), as enumerated in Chapter 559.952(4)(a), which currently prevent the innovative product or service from 
being made available: 
 

 559.952(4)(a)1., F.S.  559.952(4)(a)2., F.S.  559.952(4)(a)3., F.S. 
 559.952(4)(a)4., F.S.  559.952(4)(a)5., F.S.  559.952(4)(a)6., F.S. 
 559.952(4)(a)7., F.S.  559.952(4)(a)8., F.S.  559.952(4)(a)9., F.S. 
 559.952(4)(a)10., F.S.  559.952(4)(a)11., F.S.  559.952(4)(a)12., F.S. 
 559.952(4)(a)13., F.S.  559.952(4)(a)14., F.S.  

 
NOTE:  Documentation explaining the reason why the law(s) selected above prevent the innovative product or service from 
being made available to consumers must be attached. 
 
7.  Statement to Florida Consumers 
 

Attach a copy of the statement that will be provided to Florida consumers pursuant to section 559.952(6)(b), F.S. 
 
8.  Financial Technology Documentation  
   A.  Provide all documentation required by Rule 69V-559.1021(2)(a)-(d), F.A.C. 
 

B.  Specify the number of Florida consumers the applicant proposes to make the product/service available to 
consumers.  An applicant may propose a maximum of 15,000 Florida consumers. ________________________________ 

 
C.  List all Financial Technology Sandbox Innovator licenses (or equivalent licenses) currently or previously held by the 

applicant.  
 

Page 28 of 1882



State of Issuance License Number Date License Issued 
   
   
   
   

 
9. Disclosure Questions – Financial Responsibility 
 

Does the applicant have a history of unpaid liens, unpaid judgments, or other general history of nonpayment of legal 
debts, including, but not limited to, having been the subject of a petition for bankruptcy under the United States 
Bankruptcy Code with the past 7 calendar years?  

 
   Yes  No (If yes, attach a completed Disclosure Reporting Page (DRP) for each unrelated event). 
 
    
QUESTIONS 10 – 11 ARE ONLY REQUIRED OF CHAPTER 516 – CONSUMER FINANCE 
PRODUCT/SERVICE APPLICANTS/LICENSEES  
 
10. Does the applicant have liquid assets in the amount of $25,000 for the proposed location listed in this 
application? 
 

 Yes  No 
 
A. Attach a letter from an insured financial institution that the liquid assets are on deposit with the institution and held solely 
for the purposes of licensure. 
 
11. Does the applicant presently operate as a pawnbroker or hold a registration from the Florida Department of 
Agriculture as a pawnbroker or second-hand dealer? 
 

 Yes  No 
 
NOTE: Section 516.05(6), Florida Statutes, provides that “no license shall be granted to or renewed for any person or 
organization engaged in the pawnbroker business.” 
 
 
QUESTIONS 12-15 ARE ONLY REQUIRED OF CHAPTER 560 – MONEY SERVICES BUSINESS 
PRODUCT/SERVICE APPLICANTS/LICENSEES 
 
12. Is the applicant, parent or subsidiary of the applicant publicly traded on any stock exchange?  Yes  No  

(1) If yes, provide the name of the exchange or similar regulator and stock symbol(s): 

13. Is the applicant registered with the Financial Crimes Enforcement Network (FinCEN) as a Money Services Business 
(“MSB”)? 

 Yes   No   (If no, then read page 3 of the instructions for information regarding registration requirements) 

14. Provide a copy of the applicant’s written anti-money laundering program as required under section  560.1235, F.S.  

15.  Does the applicant propose to engage in licensed activities at any location other than the main office or through an 
authorized vendor?   

Yes   No   (If yes, read page 3 in the instructions for requirements regarding notification of locations and 
authorized vendors and attach a copy of your vendor contract.)  
 

16. Financial Information  
A. Provide a list of accounts, to include the following, through which licensed activities are being or will be 

conducted: 
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17. When is the applicant’s/licensee’s Fiscal Year End?    /     
          (Month/Day) 

18. Attach a copy of the applicant’s financial audit report prepared in accordance with U.S. Generally Accepted 
Accounting Principles for the most recent fiscal year end (compiled or reviewed audit reports are not 
acceptable).   

 
Net worth Requirement – A licensee engaging in a Chapter 560 – Money Services Business Product/Service must 
maintain a minimum net worth. The minimum amount of net worth is determined based on the number of 
consumers the Office authorizes the licensee to make the innovative financial product or service available to. 
See table below to determine the minimum amount of net worth:  
 

Total Number of Consumers Required Amount of Net Worth 

0 – 7,500 $25,000 
7,501 – 15,000 $50,000 
15,001 – 20,000 $75,000 
20,001 – 25,000 $100,000 
  

19.  Enter the total number of consumers specified in Question 8E.  ______________________ 
 

Based on your answer above, use the chart below to determine the required amount of your 
security device and enter the amount on this line $  . 
 
Total Number of Consumers Required Amount of Collateral 

 
  0 – 7,500         $  75,000 
  7,501 – 15,000        $150,000 
  15,001 – 20,000       $200,000 
  20,001 – 25,000       $250,000 

 
NOTE: A bond or alternative security device between $75,000 and $250,000 is required.  

 
20. A bond or alternative security device between $75,000 and $250,000 is required. Complete question 19 of this 

application to determine the required security device amount.  Indicate below the type of security device you 
are submitting with your application. Attach evidence from a federally insured financial institution to confirm that the 
security is on deposit or in safekeeping and is pledged to the Office of Financial Regulation.   

 
Type of security device provided with application:  

 Certificate of Deposit (Attach originally executed pledge agreement, Form OFR-559-FTS-005, along with a 
copy of the item pledged) 

 Bond (Attach originally executed bond form, Form OFR-559-FTS-006) 
 Letter of Credit (Provide originally executed Letter of Credit) 
 Other (Please list)                    

 
 
 
 
21. Signature 

 
 

Name of Institution 

 
 

Address 

 
Name on 
Account 

 
Type of 
Account 

 
Account No.(s)  
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I, the undersigned authorized person, hereby swear or affirm, under penalties of perjury, that I have full authority to sign and 
verify this application, that I have read this application and disclosure reporting pages and have knowledge of the facts 
stated herein, and that this application, and all information submitted in connection herewith, is complete and accurate and 
contains no misstatements, misrepresentations, or omissions of material facts, to the best of my knowledge and belief. 
I further acknowledge that any misstatement may cause the Office to deny the application or initiate proceedings against 
the licensee.  I also represent that to the extent any information previously submitted is not amended such information is 
currently accurate and complete. 

 
The authorized person or authorized person’s agent has typed his or her name under this section to attest to the 
completeness and accuracy of this form.  The authorized person recognizes that this typed name constitutes, in every way, 
use or aspect, his or her legally binding signature.  
 
 
                 
Signature          Title 
 
                 
Print Name         Date 
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Disclosure Reporting Pages (OFR-559-FTS-001) 
This Disclosure Reporting Form is an    INITIAL OR    AMENDED response to report details for 
an affirmative response to Question 9 in Form OFR-559-FTS-001. 
 
 

1.   Action initiated against:   
        Applicant/Licensee   
        Authorized Vendor 
        Affiliated Party 
      Name of Authorized Vendor/Affiliated Party: __________________________________________ 
 
2.   Action initiated by: (Name of Regulator, Law Enforcement or Prosecutorial Agency, Creditor/Lien 
Holder, Private Plaintiff, Applicant/Licensee, etc.) 

3.   Filing Date of Action (MM/DD/YYYY): ________________    Exact    Explanation 
      If not exact, provide explanation: 

4.   Formal Action was brought in (include name of Federal, Military, State or Foreign Court, Location 
      of Court – City or County and State or Country, Docket/Case Number): 

5.   Employing Business when activity occurred: 
      ________________________________________ 
8.   Describe the allegations related to this action.  (Attach a separate sheet if necessary): 

9.   Current status of action?   Pending   On Appeal   Final 
10.   If on appeal, action appealed to (provide name of court):  Date Appeal Filed (MM/DD/YYYY): 

11.  If Pending, date notice/process was served (MM/DD/YYYY): _____________________ 
         Exact   Explanation   If not exact, provide explanation: 
 
 
If Final or On Appeal, complete items below.  For Pending Actions, complete item 14 only. 
12.  Provide a detailed explanation of how the matter was resolved (Attach a separate sheet if 
necessary):  
 
 
13.  Resolution Date (MM/DD/YYYY): ____________________  Exact   Explanation 
       If not exact, provide explanation: 
 
 
14.  Comments.  Use this section to provide a summary of the circumstances leading to the action, as 
well as the status or disposition and/or finding(s). 
 
 
15.  In addition to the information requested in this DRP, provide documentation pertaining to each 
matter.  Such documentation includes but is not limited to, certified copies of criminal convictions or 
administrative orders entered against the applicant.  

 
 
 
 

Page 32 of 1882



 
State of Florida 

Office of Financial Regulation 
 

Biographical Summary 
 
 
Check the box that indicates what you would like to do:  

 Submit an initial biographical summary.  
 Submit an amendment to a biographical summary.  

  
 
1. Applicant/Licensee Information 
 

A.    Business Name of Applicant/Licensee (Same as Question 3A on page 1 of Application):  

 
2. Individual Biographical Summary 
 

A. *Identifying Information 
Provide your Social Security Number below the signature section at the end of this summary. 

         
B. *Name 

First Name Middle Name Last Name Suffix Date of Birth 
     

 
C. Surnames and/or Aliases 

First Name Middle Name Last Name Suffix (Sr., Jr., II, or III) 
    

    

 
D. *Are you a U. S. Citizen? (Chapter 560 Financial Product/Service Providers Only)  Yes No 

(If "No", or naturalized citizen less than five years, complete Addendum (1) applicable to non-U.S. Citizens.   
If naturalized, indicate date of naturalization and certificate number.) 

 
 

E. *Residential Address  

 
 

F. *Mailing Address (  Check box if mailing address the same as residential)  

 
 

G. *Phone Number 

 
 
 
 
 

Business Name of Applicant/Licensee 
 

Date of Naturalization Certificate Number 
  

Number and Street City, Town, etc. State Country Postal Code 
     

Number and Street City, Town, etc. State Country Postal Code 
     

Residence Telephone Number Daytime Telephone Number  
(          )               - (          )               - 
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H. *Residential History (Start with the current address, give all addresses for last 5 years.  Report changes as they 
occur) 

Number and Street City, Town, 
etc. State/Providence Country 

From To 
Mo. Yr. Mo. Yr. 

        

        

        

        

 
I. *Employment History (Start with current employer, give all employments for the last 5 years.  Report changes as 

they occur) 

Name of Company City, Town, 
etc. State/Providence Position 

Held 
From To 

Mo. Yr. Mo. Yr. 

        

        

        

        

 
J. *Professional Licenses and Certifications 

Type of 
License/Certification Name of Licensing Authority/City/State 

Date Issued 
Status 

Status Date 
Mo. Yr. Mo. Yr. 

       

       

       

       

  
K. Are you presently an officer, director, representative, member, principal, agent, or shareholder of 10% or more of 

the outstanding stock of any firm, company, corporation, partnership or other business organization?   
 

Yes  No  If yes, complete the chart below. 
 

 
Name and Address 

 
State of 

Incorporation 

 
Type of Business 

 
Position Held 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 
 
3. Disclosure Questions (If you answer “yes” to any question, complete a separate Disclosure Reporting Page (DRP) 

for each event) 
 
    A.  Criminal Disclosure 

 
1) Have you, regardless of adjudication, pled no contest to, been convicted or found guilty of, or are you 
currently under investigation for fraud, a state or federal securities violation, a property-based offense, or a 
crime involving moral turpitude or dishonest dealing? 
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               Yes No (If yes, complete a Disclosure Reporting Page (DRP) for each unrelated event) 
 
 
    B.  Financial Responsibility  
 

       1)      Does the applicant have a history of unpaid liens, unpaid judgments, or other general history of nonpayment 
of legal debts, including, but not limited to, having been subject of a petition for bankruptcy under the United States 
Bankruptcy Code with the past 7 calendar years?  

 
   Yes No   (If yes, complete a Disclosure Reporting Page (DRP) for each unrelated event). 
 
 
4. *Signature 
In assuming the position for which this form is being submitted, I am undertaking a commitment to be fully informed as to 
the affairs of the applicant/licensee with which I will be associated and to exercise my independent judgment with respect to 
any matters that may come before me. 

                                                                             Certificate 
I hereby certify that this form, attached addenda, and applicable disclosure reporting pages have been carefully examined 
by me and that the information is true, correct and complete to the best of my knowledge and belief.  I agree and 
understand that any false or misleading statements or omissions of material fact herein may be cause for the Office to deny 
my participation in the application for which this summary is submitted. 
 
The individual person or individual person’s agent has typed his or her name under this section to attest to the 
completeness and accuracy of this form.  The individual person recognizes that this typed name constitutes, in every way, 
use or aspect, his or her legally binding signature.  
 
 
                      
(Date)          (Signature) 
 
 
 
 
 

*SSN Section 
 

Social Security Number   _  _  _ -  _  _ - _  _  _  _ 
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Addendum (1) to Form OFR-559-FTS-001 
Non-U. S. Citizen Supplemental Information 

 
**This page is only required to be completed for applicants/licensees whose financial product or 
service is related to money services business activity. 
 
 
If you are NOT a United States citizen, please provide the following: 
 
1. Visa Type and Number:              
 
2. Passport Type and Number:             
 
3. National or Alien Identification Number(s):           
 
4. Other Identification Number(s) (Please indicate the type of identification numbers listed):      
 
                     
 
If you are exempt from holding a visa, please explain why             
 
                      
 
5. Mother's maiden name:            
 
 
****************************************************************************************************************************************** 
 
 
Instructions: 
 

Any and all documents which are presented in a language other than the English language are to be translated 
into English and duly certified by the translator to be true and accurate.  All certified copies and statements submitted with 
this application must be certified in accordance with the provisions of section 90.902(3), Florida Statutes, for the purpose of 
admissibility in a court of law in the State of Florida. 
 

If you are unable to secure certified statements from the government of your country, a statement from the 
government attesting that it will not issue certificates or sworn statements must be submitted.  However, if not available 
from the government, a certification from the United States Embassy Secretary or Consular Agent attesting that the 
government does not or will not issue certifications or sworn statements is required. 
 

A United States Embassy Secretary or Consular Agent in the foreign country must certify each final copy and 
statement to be submitted with this application. 
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Disclosure Reporting Pages (Form OFR-559-FTS-001) 

This Disclosure Reporting Form is an    INITIAL OR    AMENDED response to report details for 
an affirmative response to Question 3 of the biographical summary section in Form OFR-559-FTS-
001. 
 
Check question(s) you are responding to:  
 

3A(1) 3B(1) 
 
Use only one DRP to report details to the same event.  Unrelated actions must be reported on 
separate DRPs. 
 
1.   Action initiated by: (Name of Regulator, Law Enforcement or Prosecutorial Agency, Creditor/Lien 
Holder, Private Plaintiff, Applicant/Licensee, etc.) 
 

2.   Filing Date of Action (MM/DD/YYYY): ________________    Exact    Explanation 
      If not exact, provide explanation: 

3.   Formal Action was brought in (include name of Federal, Military, State or Foreign Court, Location 
      of Court – City or County and State or Country, Docket/Case Number): 

6.   Employing Business when activity occurred: 
      ________________________________________ 
7.   Describe the allegations related to this action.  (Attach a separate sheet if necessary.): 

8.   Current status of action?   Pending   On Appeal   Final 
9.   If on appeal, action appealed to (provide name of court):  Date Appeal Filed (MM/DD/YYYY): 

10.  If Pending, date notice/process was served (MM/DD/YYYY): _____________________ 
         Exact   Explanation   If not exact, provide explanation: 
 
 
If Final or On Appeal, complete items below.  For Pending Actions, complete item 13 only. 
11.  Provide a detailed explanation of how the matter was resolved (Attach a separate sheet if 
necessary):  
 

12.  Resolution Date (MM/DD/YYYY): ____________________  Exact   Explanation 
       If not exact, provide explanation: 
 
 
13.  Comments.  Use this section to provide a summary of the circumstances leading to the action, 
as well as the status or disposition and/or finding(s). 
 
 
 
14.  In addition to the information requested in this DRP, provide documentation pertaining to each 
matter.  Such documentation includes but is not limited to, certified copies of criminal convictions or 
administrative orders entered against you.  
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STATE OF FLORIDA 
OFFICE OF FINANCIAL REGULATION 

 
Financial Technology Sandbox Innovator Location Notification Form 

Chapter 559, Part XII, Florida Statutes 
 

 
 

GENERAL INSTRUCTIONS 
 
Form OFR-FTS-559-002 is the form used by Financial 
Technology Sandbox Innovator (Chapter 560 Money 
Services Business Product/Services only) licensees to 
notify the Office that a licensee intends to open or close 
a branch office or has added or terminated an authorized 
vendor. 

 
For branch offices, the licensee must file this form prior to 
opening or closing a branch office. For authorized 
vendors, the licensee must file this form no later than sixty 
(60) calendar days from the date an authorized vendor 
commences or ceases activities on behalf of the 
licensee. The sixty (60) day time-frame begins from the 
date of the first/last transaction initiated by the authorized 
vendor. 

 
Do not file this form for the licensee’s main office. 

 
This form is divided into the following sections: 

 
• Type of Notification (Add or Terminate) 
• Date Branch/Vendor commenced or ceased 

operations 
• Licensee Information 
• Vendor Information 
• Signature/Title/Date of Signature 

 
1. Type of Notification 
Check the appropriate box for the type of notification. 
Check only one box. NOTE: A $38 fee per 
branch/vendor is required when adding new 
branches or vendors. 

 
2. Date Branch/Vendor Commenced or Ceased 
Operations 
When adding or terminating a branch office, enter the 
filing date of the application. When adding a new vendor, 
enter the effective date the vendor commenced 
operations on behalf of the licensee. When terminating a 
vendor, enter the effective date the vendor ceased 
operating on behalf of the licensee. Enter the date in the 
following format: MM/DD/YYYY 
 

 
3. Licensee Information 
File number – This number is assigned by the Office of 
Financial Regulation. 
Licensee’s FEID# – This is a nine-digit number assigned 
by the IRS.  
Name of the Licensee – Name under which license is 
issued. 
Fictitious (D/B/A) Name – Name the business operates 
under other than the legal entity name. 
Contact Person – Provide the name of the person who 
can answer questions about the information provided in 
the form. 
Telephone and Fax Number – Provide the telephone and 
fax number of the contact person for questions regarding 
the form. 

 
4. Branch/Vendor Information 
Authorized Vendor’s FEID# – This is a nine-digit number 
assigned by the IRS. If the authorized vendor is a sole 
proprietor using a social security number in lieu of an 
FEID#, then enter the social security number in the box 
at the bottom of the form in the space labeled 
“Authorized Vendor’s SSN#”. 
Name of Authorized Vendor – Enter the full legal 
business name of the authorized vendor. The business 
name should be identical to the name filed with the state 
of incorporation. If a sole proprietor, enter the full legal 
name of the individual owner. 
Vendor’s D/B/A or Fictitious Name – Enter the entire 
D/B/A or fictitious name as registered with the 
appropriate registering authority. If the vendor is not 
using a D/B/A or fictitious name, answer “N/A” for this 
question. 
Physical Address of Branch/Vendor – Provide the street 
address on file with the postal service. Street addresses 
only - do not use a P.O. Box. Licensees are not 
required to file location forms for branches or 
authorized vendors outside the State of Florida. 
Mobile Unit Information – If the location is a mobile unit, 
provide the last six (6) digits of the vehicle identification 
number. 

 
5. Signature/Print Name/Title/Date 
The report must be signed by an authorized person of 
the licensee. Include the authorized signor’s printed 
name, title, and date signed. 
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STATE OF FLORIDA 
OFFICE OF FINANCIAL REGULATION 

 
Financial Technology Sandbox Innovator Location Notification Form 

                 Chapter 559, Part XII, Florida Statutes 
 

TYPE OF NOTIFICATION: 

Add New Branch/Vendor Appointment 

Terminate Branch/Vendor Appointment 

 
DATE BRANCH/VENDOR COMMENCED OR TERMINATED OPERATIONS:    

(MM/DD/YYYY) 
TYPE OF LOCATION: 

Branch 

(Check this box if the branch is a mobile unit.) 
 

Authorized Vendor 
 

LICENSEE INFORMATION (Answer all questions listed below) 
 

1. FILE NUMBER:    
 

2. LICENSEE’S FEID #:    
 

3. NAME OF LICENSEE:    
 

4. CONTACT PERSON REGARDING THIS FORM:    
 

5. CONTACT PERSON PHONE #: ( ) --  FAX #:  ( ) _--   
 
 

BRANCH/VENDOR INFORMATION  (Answer all questions listed below) 
 

6. AUTHORIZED VENDOR’S FEID #:    
 

7. NAME OF AUTHORIZED VENDOR (FULL LEGAL BUSINESS NAME): 
 
 

 

 

8. VENDOR’S D/B/A OR FICTITIOUS NAME: 
 
 

 

 

9. PHYSICAL ADDRESS OF BRANCH/VENDOR (Street address only - do not use a P.O. Box): 
 
 

 

(Number and Street) (City) (State) (Zip Code) 
 

10. IF A MOBILE LOCATION, PROVIDE THE FOLLOWING INFORMATION ABOUT THE MOBILE UNIT: 
LAST SIX (6) DIGITS OF THE VEHICLE IDENTIFICATION NUMBER                               
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I, the undersigned authorized person, hereby swear/affirm that I have full authority to sign and verify this notification, that I 
have read this notification and have knowledge of the information stated herein, and that this notification, and all 
information submitted in connection herewith, is complete and accurate, to the best of my knowledge and belief. 

 
 

    

Signature Print Name Title Date 
 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SSN Section 
(Only for vendors who are sole proprietors) 

Licensee’s SSN #   _  _  _ -  _  _ - _  _  _  _ 
 
Authorized Vendor’s SSN #  _  _  _ - _  _ - _  _  _  _ 
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STATE OF FLORIDA 
OFFICE OF FINANCIAL REGULATION 

 
Financial Technology Sandbox Innovator Extension Request  

Chapter 559, Part XII, Florida Statutes 
 
 

GENERAL INSTRUCTIONS 
 
Form OFR-559-FTS-003 is the form used by Financial Technology Sandbox Innovator licensees to apply for an extension 
of 12 additional months of their initial sandbox period. 

 
The licensee must file this form no later than ninety (90) calendar days before the conclusion of the initial sandbox period. 

 
This form is divided into the following sections: 

 
• Licensee Information 
• Reason for Extension 
• Supporting Documentation 
• Signature/Title/Date of Signature 

 
 
Licensee Information 
Licensee’s FEID# – This is a nine-digit number assigned by the IRS.  
Name of the Licensee – Name under which license is issued. 
Fictitious (D/B/A) Name – Name the business operates under other than the legal entity name. 
Licensee Address – Provide the address of the main business location. 
Contact Person – Provide the name of the person who can answer questions about the information provided on the form. 
Telephone and Fax Number – Provide the telephone and fax number of the contact person for questions regarding the 
form. 
File number – This number is assigned by the Office of Financial Regulation. 
 

 
Reason for Extension 
Section 559.952(7)(b), F.S., requires a financial technology sandbox licensee to select a reason for why they are requesting 
an extension. At least one option must be selected. 

 
Signature/Print Name/Title/Date 
The report must be signed by an authorized person of the licensee. Include the authorized signor’s printed name, title 
and date signed. 
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STATE OF FLORIDA 
OFFICE OF FINANCIAL REGULATION 

 
Financial Technology Sandbox Innovator Extension Request  

Chapter 559, Part XII, Florida Statutes 
 
 

EXPIRATION DATE OF INITIAL SANDBOX PERIOD:  _______________ 
                               (MM/DD/YYYY) 

LICENSEE INFORMATION  
1. LICENSEE FEID#: __________________________________ 
2. LICENSEE NAME: __________________________________ 
3. FICTICIOUS (D/B/A) NAME: __________________________________ 
4. LICENSEE ADDRESS:  

 
 

(Number and Street) (City) (State) (Zip Code) 

5. CONTACT PERSON: ________________________________ 
6. LICENSEE PHONE #: ________________________________ 
7. FILE NUMBER:  ____________________________________ 

 
REASON FOR EXTENSION 

  1. Amendments to general law or rules are necessary to offer the innovative financial product or service in this 
state permanently. 

If this box is checked, attach all relevant supporting information to this filing, including what laws or rules amendments are 
necessary to offer the innovative product in this state permanently.  

 

  2. An application for a license that is required in order to offer the innovative financial product or service in this 
state permanently has been filed with the office and approval is pending. 

If this box is checked, provide the following information:  
 License Type Applied For: _____________________ 
 License Application Filing #: ________________________ 
 License Application Filing Date: _________________________ 

 
 

I, the undersigned authorized person, hereby swear/affirm that I have full authority to sign and verify this notification, that I 
have read this notification and have knowledge of the information stated herein, and that this notification, and all 
information submitted in connection herewith, is complete and accurate, to the best of my knowledge and belief. 

 
 

    

Signature Print Name Title Date 
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STATE OF FLORIDA 
OFFICE OF FINANCIAL REGULATION 

 
 FINANCIAL TECHNOLOGY SANDBOX INNOVATOR BI-ANNUAL REPORT 

Chapter 559, PART XII, Florida Statutes 

 

General Instructions 

Form OFR-559-FTS-004 is the form used by Financial Technology Sandbox licensees to file their Bi-Annual Report. 
 
After the first 180 days of licensure and every 180 days thereafter, each licensee shall submit a complete and accurate Bi-
Annual Report to the Office no later than forty-five (45) days after the conclusion of each 180-day period.   
 
*********************************************************** 
1.    Bi-Annual Reporting Period   
                  
Provide the start date of the Bi-Annual Period and the end date of the Bi-Annual Period.  The date range provided should 
equal 180 days. 
 
2.             Licensee Information 
 

File number – This is a number assigned by the Office of Financial Regulation. 
Name of the Licensee – Name under which license is issued. 
D/B/A or Fictitious Name – Name the business operates under other than the entity name. 
Contact Person – Provide the name of the person who can answer questions about the information provided in the report. 
Telephone and Fax Number – Provide the telephone and fax number of the contact person for questions regarding the report. 
 

3.  Declaration 
 

The form must be signed by an authorized person of the licensee. This includes, but is not limited to, an officer, partner, 
member, joint venture, controlling shareholder or responsible person of the licensee. Include the authorized signor’s printed 
name, title and date signed. 

 

  4.    Bi-Annual Report – Required Information 

   This section is divided into four sections: 

   Section A – Licensees offering a Chapter 516 product/service are required to complete this section. 

   Section B –  All licensees must complete this section. 

   Section C –  Licensees offering a Chapter 560 product/service are required to complete this section. 

  *** Please note that each question is only regarding Florida consumers in the applicable Bi-Annual period. 
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STATE OF FLORIDA 
OFFICE OF FINANCIAL REGULATION 

 
 FINANCIAL TECHNOLOGY SANDBOX INNOVATOR BI-ANNUAL REPORT 

Chapter 559, PART XII, Florida Statutes 

 

  Bi-Annual Period Start Date:  ___________________________ 

  Bi-Annual Period End Date:   ___________________________ 

 
LICENSEE INFORMATION  (Answer all questions listed below) 

 
FILE NUMBER:    

 
NAME OF LICENSEE:    

D/B/A or FICTITIOUS NAME:    

CONTACT PERSON REGARDING THIS FORM:    

TELEPHONE #: (  ) --   FAX #:  ( ) --    

 

Declaration 

I, the undersigned authorized person, hereby swear/affirm that I have full authority to sign and verify this form, that I have 
read this report and have knowledge of the facts stated herein, and that this form, and all information submitted in 
connection herewith, is complete and accurate and contains no misstatements, misrepresentations, or omissions of 
material facts, to the best of my knowledge and belief. 

 
 

Signature 

 

Print Name 

 

Title 

 
Date 
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File Number _________ 
Section A 

The following information shall be provided by a licensee that is offering a Chapter 516 Consumer 
Finance product or service: 

Row ID Reporting Information  
 

Enter Data 
Here 

CF1 # of consumers that received the product/service  
CF2 # of transactions conducted with consumers  
CF3 Total $ amount of the product/service provided/originated to consumers  
CF4 Total $ amount of the product/service outstanding with consumers  
CF5 # of transactions that incurred a 1st payment default  
CF6 # of transactions that are currently 30 to 60 days delinquent  
CF7 # of transactions that are currently 61 to 90 days delinquent  
CF8  # of transactions that are currently 91 or more days delinquent  
CF9 # of transactions that were secured  
CF10 # of transactions that were unsecured  
CF11 # of written consumer complaints received by the licensee  

 

Section B 

The following information shall be provided by all licensees.  

ASSETS 
ROW ID   

FC10 Cash on Hand and in Bank  

FC20  Due from agents (net of allowance for doubtful 
accounts)  

 

FC30 Amount of allowance for doubtful accounts  

FC40 Accounts receivable (net of allowance for doubtful 
accounts) 

 

FC50 Amount of allowance for doubtful accounts  
FC60 Inter-company receivables  
FC70 Notes/other receivables  
FC80 Investments (including government securities)  
FC90 Virtual currency (in U.S. dollars)  

FC100 Other current assets (Attach details and supporting 
documents if amount exceeds 20% of total current assets) 

 

FC110 Total current assets  
Total of 
FC10+FC20+FC40+FC60+ 
FC70+FC80+FC90+FC100 

FC120 Premises, furniture, fixtures and equipment (net of 
accumulated depreciation) 

 

FC130 Investments in subsidiaries not consolidated  
FC140 Goodwill and other intangibles  

FC150 Other assets (Attach details and supporting documents if 
amount exceeds 20% of total other assets) 

 

FC160 Total other assets Total of FC120 Through 
FC150 

FC170 TOTAL ASSETS Total FC110 and FC160 
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LIABILITIES AND EQUITY 
FC180 Accounts payable   
FC190 Inter-company payables   
FC200 Notes/other payables   
FC210 Outstanding money received for transmission liability   
FC220 Outstanding payment instruments   
FC230 Outstanding stored value   
FC240 Outstanding virtual currency liability (in U.S. dollars)   

FC250 
Other current liabilities (i.e., Accrued expenses, income tax payable, 

current portion of long-term debt, etc.)(Attach details and supporting 
documents if amount exceeds 20% of total current liabilities)   

FC260  Total Current Liabilities 
Total 

FC180 
Through 

FC250 
FC270 Long term notes payable   

FC280 Other liabilities (Attach details and supporting documents if amount 
exceeds 20% of total other liabilities)   

FC290 Total Other Liabilities 
Total 

FC270 
and 

FC280 

FC300 TOTAL LIABILITIES 
Total 

FC260 
and 

FC290 
 

SHAREHOLDERS' EQUITY 
 

FC310 Preferred stock   
FC320    Number of shares outstanding (as actual number)   
FC330 Common stock   
FC340     Number of shares authorized (as actual number)   
FC350     Number of shares outstanding (as actual number)   
FC360     Paid-in-capital in excess of par   

FC370 Total Contributed Capital Total 
FC310+FC330+FC360 

FC380 Retained earnings   
FC390 Other comprehensive income   
FC400 Shareholder distribution   

FC410 TOTAL SHAREHOLDERS' EQUITY  Total FC370 through 
FC400 

FC420 TOTAL LIABILITIES AND SHAREHOLDERS' EQUITY Total of FC300 + 
FC410 
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INCOME STATEMENT 
 

REVENUES 
FC430 Fee income from money received for transmission   
FC440 Fee income from sale issuance of payments instruments   
FC450 Fee income from sale issuance of stored value   
FC460 Fee income from currency exchange services   
FC470 Interest and dividends   
FC480 Foreign exchange gains or losses   

FC490 Other income (Attach details and supporting documents if amount 
exceeds 20% of total revenue)   

FC500 TOTAL REVENUE 

Total 
FC430 
through 
FC490 

EXPENSES 
FC510    Salaries and employee benefits   

FC520 Agent fees   
FC530 Rent   
FC540 Interest expense   
FC550 Depreciation and amortization   
FC560 Communication expense   
FC570 Professional services expense   
FC580 Marketing and promotion   
FC590 Insurance expense   

FC600 Other expenses (Attach details and supporting documents if amount 
exceeds 20% of total expenses)   

FC610 TOTAL EXPENSES 

Total 
FC510 
through 
FC600 

FC620    Income from Continuing Operations before Income Tax  
FC630    Income tax   
FC640    Income from continuing operations  
FC650    Discontinued operations, Net of tax effect   
FC660    Other comprehensive income/currency translation adjustments   
FC670    Income before extraordinary items  
FC680    Extraordinary items, net of tax effect   
FC690    Net Income (loss)  
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Section C 

The following information shall be provided by a licensee that is offering a Chapter 560 Money Service 
Business product or service: 

MONEY TRANSMISSION 
 

ST 10 # of transactions from in-state to U.S. states and territories   

ST 20 
$ amount received for transmission (outbound) from in-state to 
U.S. states and territories   

ST 30 # of transmission transactions from in-state to Foreign Countries   

ST 40 
$ amount received for transmission (outbound) from in-state to 
Foreign Countries   

ST 50 TOTAL # of Money Transmission Transactions initiated in-state Total of ST10+ST30 

ST 60 
TOTAL $ Amount of Money Transmission Transactions initiated 
in-state Total of ST20+ST40 

 
PAYMENT INSTRUMENTS (MONEY ORDERS, TRAVELERS CHECKS, DRAFTS) 

 
ST 70 # of payment instruments issued/sold in-state   
ST 80 $ amounts of payment instruments issued/sold in-state   

STORED VALUE 
ST 90 # of stored value transactions in-state   
ST 100 $ amount of stored value transactions in-state   

FIAT CURRENCY EXCHANGE 
ST 110 # of currency transactions completed in-state   
ST 120 $ amount of currency transactions completed in-state   
ST 130 $ amount of fees collected in-state   

VIRTUAL CURRENCY 

ST 140 
# of Virtual Currency to Virtual Currency Transactions Initiated In-
State   

ST 150 
$ amount of Virtual Currency to Virtual Currency Transactions 
Initiated In-State   

ST 160 # of Virtual Currency to U.S. Dollar Transactions Initiated In-State   

ST 170 
$ amount of Virtual Currency to U.S. Dollar Transactions Initiated 
In-State   

ST 180 # of U.S. Dollar to Virtual Currency Transactions Initiated In-State   

ST 190 
$ amount of U.S. Dollar to Virtual Currency Transactions Initiated 
In-State   

ST 200 TOTAL # of Virtual Currency Transactions Initiated In-State Total of 
ST140+ST160+ST180 

ST 210 
TOTAL $ Amount of Virtual Currency Transactions Initiated In-
State 

Total of 
ST150+ST170+ST190 
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                                                                          STATE OF FLORIDA             
OFFICE OF FINANCIAL REGULATION 

FINANCIAL TECHNOLOGY SANDBOX INNOVATOR PLEDGE AGREEMENT 

1. Parties. This Pledge Agreement is between the State of Florida, Office of Financial Regulation (the "Office"),      
  (the "Licensee ") and 
  (The "Financial Institution") located at 
  . 

 
2. Delivery of Custody. The Licensee has placed in the custody of the Financial Institution the following collateral 

deposit:     (the "Collateral Deposit"). 
The principal amount of the Collateral Deposit as of  , 20  , is $  . The market 
value of the Collateral Deposit as of , 20      , is $  . 

 
3. Default. The Collateral Deposit hereby pledged to the State of Florida, Office of Financial Regulation, is for the benefit 

of any claimants against the Licensee or its authorized vendors, to secure the performance of the obligations of the 
Licensee and its authorized vendors with respect to the receipt, handling, transmission, and payment of funds. Such 
claimants against the Licensee or its authorized vendors may themselves bring suit directly on the Collateral Deposit, 
or the Office may bring suit thereon on behalf of such claimants, in either one action or in successive actions. 

 
4. Duty of Financial Institution. The Financial Institution agrees to take reasonable care of the Collateral Deposit in its 

possession. 
 

5. Continuance of Custody. The Financial Institution shall retain custody of the Collateral Deposit and shall not release 
such items without the written authorization of the Office or on the order of a court of competent jurisdiction. 

 
6. Interest and Dividends. The Licensee shall be entitled to receive all interest and dividends from the collateral deposit 

items. 
 

7. Termination of Liability of Financial Institution. The Financial Institution's obligations as to the Collateral Deposit shall 
cease when it has released such items pursuant to paragraph 5 herein. 

 
 

   

LICENSEE Signature of Principal of Licensee Title         

WITNESS:  WITNESS:      

STATE OF: ( ) 
COUNTY OF: ( ) 
The foregoing instrument was acknowledged before me by means of ☐ physical presence or ☐ online notarization, this
 day of  , by , who is 
personally known to me or who has produced  as identification and who did/did 
not take an oath. 
(SEAL) 

Notary Public -- State of at Large 
My Commission Expires:      

 

( )    
FINANCIAL INSTITUTION Signature of Officer Title Telephone # 

 
WITNESS:   WITNESS:     
STATE OF ( ) 
COUNTY OF ( ) 
The foregoing instrument was acknowledged before me by means of ☐ physical presence or ☐ online notarization, this
 day of  , by , who is 
personally known to me or who has produced  as identification and who did/did 
not take an oath. 
(SEAL) 

Notary Public - State of at Large 
My Commission Expires:      
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STATE OF FLORIDA  
OFFICE OF FINANCIAL REGULATION  

  
FINANCIAL TECHNOLOGY SANDBOX INNOVATOR SURETY BOND  

  
                 BOND No.:               
  
  
We,                        , of                          
  (Name of Applicant)                  (Street Address)  
  
                     County of          , State of              ,  
  
principal and                           , a corporation incorporated under the laws of  

(Name of Surety Corporation)  
  
the State of                 , and duly licensed to transact a surety business in the State of Florida,   

are bound to the Financial Services Commission of the State of Florida as Head of the Office of Financial Regulation, 

(“Office”) and the successors in the office of said Financial Services Commission, for the use and benefit of any claimant 

in the State of Florida in the sum of               dollars ($       

    ), for which payment we bind ourselves and our respective heirs, legal representatives, successors, and assigns, 

jointly and severally.  

Principal is acting as a Financial Technology Sandbox Innovator pursuant to Chapter 559, Part XII, Florida Statutes.  
Pursuant to Section 559.952(4)(a)14., Florida Statutes, principal must provide to the Office of Financial Regulation a 
corporate surety bond by a bonding company or insurance company authorized to do business in Florida in such amount 
as may be determined by the Commission by rule, conditioned on conformance with Chapter 559, Part XII, Florida 
Statutes.  
  
This bond is issued subject to the following conditions:  
  
1. The principal shall file the original surety bond with the State of Florida, Office of Financial Regulation, 200 East 

Gaines Street, Tallahassee, Florida 32399-0376, or its successors, upon applying for registration.  
  
2. The surety bond filed with the Office of Financial Regulation may not be cancelled by either the principal or the surety 

except upon written notice to the Office of Financial Regulation by registered or certified mail with return receipt 
requested.  A cancellation shall not take effect less than thirty (30) days after receipt by the Office of Financial 
Regulation of such written notice.  The surety shall remain liable for all or any part of obligations covered by this bond 
which may have accrued by default of the principal prior to the effective date of cancellation.  

  
3. The Office of Financial Regulation and any claimant may bring an action in a proper court on this bond resulting from 

the failure of the principal or its authorized vendors to faithfully perform obligations with respect to the receipt, 
handling, transmission, and payment of funds.  

  
4. The surety must, within 10 days after it pays any claim to any claimant, give written notice to the Office of Financial 

Regulation by registered or certified mail with details sufficient to identify the claimant, the claim, and the judgment 
paid.  

  
THE BOND IS EFFECTIVE THIS         DAY OF                 ,         . 
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IN WITNESS WHEREOF the said principal has caused these presents to be executed by affixing hereto the 

signature of its duly authorized representative and its corporate seal to be affixed hereto attested by its duly authorized 

representative, and the said surety has caused these presents to be executed by the signature of its duly authorized 

representative and its corporate seal to be affixed hereto attested by its duly authorized representative this  

       day of             ,          and shall be deemed continuous; subject to   

cancellation as hereinabove provided.  

  
  
  
                           
Witness as to Principal (Signature)          Name of Principal (Licensee)  
  
                           
Witness as to Principal (type name)          Signature of duly authorized representative of Principal  
  
                           

Name of duly authorized representative of Principal  
  
(SEAL)  
  
  
                         (_______)       --          
Name of Surety                   Telephone Number of Surety Company  
  
                          
Signature of duly authorized representative of Surety   
  
                          
Name of duly authorized representative of Surety (type name)  
  
  
  
  
  
NOTE: SIGNATURE OF PRINCIPAL MUST BE WITNESSED.  
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Violation 
# 

Statute 
or Code 

Short Description 1st Citation 2nd Citation 3rd Citation 

1  Section 559.952(6)(b)1.  Failure to provide the consumer a 
written statement; obtain 
acknowledgement by the consumer; or 
retain the written statement and/or 
acknowledgement; for the duration of 
the sandbox period.   

Suspension: A 
Revocation 

Suspension: B 
Revocation 

Suspension: C 
Revocation 

2  Section 559.952(8) Failure to timely and accurately submit 
to the Office a Bi-Annual Report.   

Suspension: A 
Revocation 

Suspension: B 
Revocation 

Suspension: C 
Revocation 

3  Section 559.952(10)(b)1.a. Failure to comply with section 559.952, 
F.S., and Rule Chapter 69V-559, F.A.C.  

Suspension: A 
Revocation 

Suspension: B 
Revocation 

Suspension: C 
Revocation 

4  Section 559.952(10)(b)1.b. A fact or condition exists that, if it had 
existed or become known at the time that 
the Financial Technology Sandbox 
application was pending, would have 
warranted denial of the application or the 
impositions of material conditions.   

Revocation Revocation Revocation 
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ATTACHMENT 2 
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FINANCIAL SERVICES COMMISSION 

OFFICE OF FINANCIAL REGULATION 

AGENDA ITEM # 2: REQUEST APPROVAL TO PUBLISH NOTICE OF PROPOSED RULE 

Action Requested: 

The Office of Financial Regulation (OFR) respectfully requests approval to publish a Notice of 

Proposed Rule to adopt Rule 69W-600.0141, Florida Administrative Code (F.A.C.), relating to 

the protection of specified adults.  

Summary and Justification of Rule: 

Rule 69W-600.0141, F.A.C.: The OFR proposes to adopt Rule 69W-600.0141, F.A.C., to 

implement section 517.34, Florida Statutes, which requires any dealer or investment adviser 

(firm) who delays a disbursement or transaction of funds or securities from an account of a 

specified adult, or an account for which a specified adult is a beneficiary or beneficial owner, to 

notify the OFR of the delay electronically on a form prescribed by commission rule. The 

proposed rule will incorporate by reference Form OFR-DLY, Notification of Delay of 

Disbursement/Transaction from Account of Specified Adult. Form OFR-DLY shall be 

completed by firms delaying a disbursement or transaction pursuant to section 517.34, Florida 

Statutes, and filed with the OFR via e-mail. 
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Proposed Text of Rules:   

69W-600.0141 Notification of Delay of Disbursement/Transaction from Account of 

Specified Adult 

Any dealer or investment adviser who delays a disbursement or transaction of funds or 

securities from an account of a specified adult or an account for which a specified adult is a 

beneficiary or beneficial owner shall, not later than three (3) business days after the date on 

which the delay was first placed or extension of the delay applied, notify the Office of the delay 

or extension of the delay by submitting Form OFR-DLY, Notification of Delay of 

Disbursement/Transaction from Account of Specified Adult, effective XXXX. A sample form is 

hereby incorporated by reference and available at  

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

 

Rulemaking Authority 517.03(1), 517.034(3), (4) FS. Law Implemented 517.34 FS. History–New 

XX-XX-20. 

 

Material Incorporated by Reference:   

A copy of the incorporated material is provided as an attachment. 
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Form OFR-DLY, Effective XX/2020, Incorporated by Reference in Rule 69W-600.0141, Florida Administrative Code.  

Office of Financial Regulation 
Notification of Delay of Disbursement/Transaction from Account of Specified Adult 

Form OFR-DLY 
 

Notification to the Office by Firms Delaying a Disbursement or Transaction from an Account of a Specified Adult 
This form shall be used by any dealer or investment adviser (“firm”) who delays a disbursement or transaction of funds or 
securities from an account of a specified adult, as defined in section 517.34, Florida Statutes, or an account for which a 
specified adult is a beneficiary or beneficial owner to notify the Office of Financial Regulation (“Office”) of the delay as 
required by section 517.34, Florida Statutes.   
 
Notification forms shall be submitted to the following e-mail address: OFR-Delay@flofr.com. 
 
Instructions 
If you have any questions or need assistance in completing this notification form, please contact the Office of Financial 
Regulation at (850) 487-9687.   
 
Complete each section of the form in its entirety.  
  
Section I – Information on Firm Placing Delay 
 

• Identify the date you are submitting this form to the Office. 

• Indicate, by checking the appropriate box, whether the form being submitted is notifying the Office of an initial 
delay or that an extension has been applied to a delay. 

• Identify the firm placing the delay. 

• Identify the date the delay was first made and the date a delay extension was first applied, if applicable.  

• List the firm’s system registration number (i.e., Central Registration Depository (“CRD”), Investment Adviser 
Registration Depository (“IARD”), or Regulatory Enforcement and Licensing (“REAL”) number. 

• Identify the individual at the firm with the authority to make the delay. Use the name as it appears on the 
individual’s Social Security card. Do not use nicknames or initials. 

• Provide the title of the individual at the firm with the authority to make the delay. 

• Under Business Address, provide the business address for the individual at the firm with the authority to make the 
delay.   

 
Section II – Information about the Specified Adult 
 

• Identify the gender, age, and residential zip code of the specified adult.  

• NOTE: DO NOT include other information on this form which would identify the specified adult, including but not 
limited to, the specified adult’s name, social security number, address, contact information, or account number. 
THIS FORM IS NOT EXEMPT FROM PRODUCTION UNDER FLORIDA’S PUBLIC RECORD LAWS.  
 

Section III – Questions 
 

• Indicate the proper “yes” or “no” response by placing an “X” in the appropriate box.  
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Form OFR-DLY, Effective XX/2020, Incorporated by Reference in Rule 69W-600.0141, Florida Administrative Code.  

Office of Financial Regulation 
Notification of Delay of Funds/Securities from an Account of a Specified Adult 

Form OFR-DLY 
 
Section I – Information on Firm Placing the Delay 

Date Notice Submitted to the Office:   

  Notification of Initial Delay                                                               Notification of Delay Extension 

FIRM 

Firm Name: System Registration Number: 

Date Delay First Placed: 

Date Delay Extension Applied: 

INDIVIDUAL AUTHORIZING THE DELAY  

Last/Surname: First: Middle: Suffix: 

Title: 

BUSINESS ADDRESS 

Street Address or P.O. Box: 

City: State: Zip Code: 

Country: 

 
Section II – Information about the Specified Adult 

SPECIFIED ADULT INFORMATION 

Gender:  

Age:  

Residential Address Zip Code: 

 
Section III - Questions 

PLEASE ANSWER YES OR NO TO THE FOLLOWING QUESTIONS 

YES NO  

  Is financial exploitation of a specified adult suspected in connection with a disbursement or transaction?  

  Are funds currently at risk of being lost? 

 
 

THE OFFICE MAY TAKE DISCIPLINARY ACTION AGAINST ANY PERSON MAKING A 
KNOWING AND WILLFUL MISREPRESENTATION ON THIS FORM. 
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FINANCIAL SERVICES COMMISSION 

OFFICE OF FINANCIAL REGULATION 

AGENDA ITEM # 3: REQUEST APPROVAL TO PUBLISH NOTICES OF PROPOSED RULE 

 

Action Requested: 

The OFR respectfully requests approval to publish Notices of Proposed Rule to amend Rules 69W-

200.001, 69W-200.002, 69W-500.010, 69W-600.001, 69W-600.0012, 69W-600.0013, 69W-

600.0015, 69W-600.0016, 69W-600.0017, 69W-600.0019, 69W-600.002, 69W-600.0022, 69W-

600.0023, 69W-600.0024, 69W-600.013, 69W-600.0131, 69W-600.0132, 69W-600.014, 69W-

700.001, and 69W-1000.001, Florida Administrative Code (F.A.C.). 

Summary and Justification of Rules: 

 

The OFR incorporates by reference a number of general industry standards into its rules. Over time 

these industry standards are revised and updated, consequently OFR now proposes to amend Rules 

69W-200.001, 69W-200.002, 69W-600.013, 69W-600.014, F.A.C., to incorporate the current 

versions of those industry standards. Additionally, the OFR proposes to amend the disciplinary 

guidelines in Rule 69W-1000.001, F.A.C., in order to add or revise guidelines, as appropriate, for 

the current version of industry standards it is proposing be incorporated by reference.  

 

The OFR proposes to amend Rule 69W-200.002, F.A.C., to incorporate SEC Rule 17a-14 (17 

C.F.R. §240.17a-14) which requires every broker or dealer registered with the Securities and 

Exchange Commission (“SEC”) to prepare, file, and amend Form CRS and deliver it to retail 

investors. Form CRS is a disclosure document prescribed by the SEC. Further, the OFR proposes to 

amend Rule 69W-600.013, F.A.C., and the disciplinary guidelines to add failing to deliver a current 

FORM CRS to any retail investor in violation of SEC Rule 17a-14 (17 C.F.R.  §240.17a-14) to the 

list of prohibited business practices for dealers and their associated persons.  

 

The OFR proposes to amend Rule 69W-600.014, F.A.C., to clarify that investment advisers’ records 

requirements do not include Form CRS. 

 

The OFR proposes to amend Rule 69W-500.010, F.A.C., to remove securities manuals published by 

Standard & Poor’s Financial Services LLC from the list of recognized securities manuals as those 

manuals are no longer published.  
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2 

 

OFR incorporates by reference a number of uniform forms into its rules. Over time these forms are 

revised and updated, consequently OFR now proposes to amend the following rules to incorporate 

the current version of Form ADV, Uniform Application for Investment Adviser Registration (09-

19) and the instructions and explanation of terms for Form U4, Uniform Application for Securities 

Industry Registration or Transfer (05-09) and Form U5, Uniform Termination Notice for Securities 

Industry Registration (05-09): Rules 69W-600.001, 69W-600.0012, 69W-600.0013, 69W-600.0016, 

69W-600.0017, 69W-600.002, 69W-600.0022, 69W-600.0023, 69W-600.0024, 69W-600.0132, 

F.A.C. 

 

The OFR proposes to amend Rules 69W-600.001, 69W-600.0012, 69W-6000.0013, 69W-600.0016, 

69W-600.002, 69W-600.0022, 69W-600.0023, 69W-600.0024, 69W-600.0131, 69W-600.0132, 

69W-600.014, F.A.C., to replace the term “representative” or “investment adviser representative” 

with the term “associated person” or “associated person of an investment adviser” to harmonize 

language with other chapter 69W-600, F.A.C., rules.  

 

The OFR proposes to amend Rules 69W-600.0016 and 69W-600.0024, F.A.C., to clarify which 

applicants shall not be required to satisfy the examination requirements of those rules pursuant to 

the “grandfathering provisions” of the same. 

 

The OFR proposes to amend Rules 69W-600.001, 69W-600.0012, 69W-600.0013, 69W-600.0015, 

69W-600.0016, 69W-600.0019, 69W-600.002, 69W-600.0022, 69W-600.0023, and 69W-600.0024, 

69W-700.001, F.A.C., to grant applicants for registration under chapter 517, Florida Statutes, an 

additional 30 days to submit requested information, to allow the Office to abandon an application if 

an applicant fails to provide timely additional information, and to remove duplicative language 

authorizing the Office to request certified documentation.  

 

***Note: Material proposed to be incorporated by reference produced by FINRA, NASAA, and the 

MSRB may be copyrighted material. The OFR has requested permission to reproduce and publish 

these materials on the Department of State’s website for the purpose of providing public access via 

a hyperlink to an electronic copy of the same. In the event the permission is not granted the 

information will be available to the public upon request.  
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Proposed Text of Rules:   

69W-200.001 Definitions. 

As used in the Rules and Regulations of the Financial Services Commission and Office of Financial 

Regulation, pursuant to chapter 517, F.S., unless the context otherwise specifically requires: 

(1) through (7) No change.  

(8)(a) Except as otherwise provided in this subsection, the term “Branch Office” shall mean any 

location in this state of a dealer or investment adviser at which one or more associated persons 

regularly conduct the business of rendering investment advice or effecting any transactions in, or 

inducing or attempting to induce the purchase or sale of, any security or any location that is held out 

as such. Pursuant to section 517.021(4), F.S., the Financial Services Commission may adopt 

exceptions to this definition. The following locations shall not be deemed branch offices for 

purposes of section 517.12(5), F.S., and are considered exceptions to the definition of a branch 

office under section 517.021(4), F.S.: 

1. No change. 

2. Any location that is the associated person’s primary residence; provided that: 

a. through d. No change.  

e. The associated person’s correspondence and communications with the public are subject to 

the firm’s supervision in accordance with FINRA NASD Rule 3110 3010, as incorporated in rule 

69W-200.002, F.A.C.; 

f. through i. No change.  

3. through 9. No change 

(b) through (c) No change. 

(9) through (30) No change.  

 

Rulemaking Authority 517.03(1) FS. Law Implemented 517.07, 517.12, 517.021, 517.051, 517.061, 

517.081, 517.161 FS. History–New 12-5-79, Amended 9-20-82, Formerly 3E-200.01, Amended 12-

8-87, 10-14-90, 7-31-91, 6-16-92, 1-10-93, 5-5-94, 10-20-97, 8-9-98, 8-19-99, 10-30-03, Formerly 

3E-200.001, Amended 5-15-07, 9-30-10, 11-11-13, 9-22-14, 11-15-16,                    . 

 

69W-200.002 General Industry Standards Incorporated by Reference. 

The following general industry standards as expressed in the statutes, rules and regulations of the 

various federal and self-regulatory agencies and regulatory associations and referenced in Division 

69W, F.A.C., are hereby incorporated by reference and adopted by this rule. The material 

incorporated by reference in this rule may also be obtained from the Florida Office of Financial 

Regulation (Office), Division of Securities’ website at 

http://www.flofr.com/sitePages/MaterialsDS.htm, except where noted for copyright restrictions. 

Materials subject to copyright restrictions may be inspected and examined by contacting the Florida 

Office of Financial Regulation, Division of Securities, at 200 E. Gaines Street, Tallahassee, Florida 

32399, (850)487-9687 or the Florida Department of State at 500 S. Bronough Street, Tallahassee, 

Florida 32399, (850)245-6500. 

(1) through (15) No change.  

(16) Regulation A (17 C.F.R. §§230.251 through 230.263) (4-1-19 4-1-18 edition), accessible at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-11289.  

(17) through (18) No change.  

(19) SEC Rule 701 (17 C.F.R. §230.701) (4-1-19 4-1-13 edition), accessible at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 
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http://www.flrules.org/Gateway/reference.asp?No=Ref-04530. 

(20) through (25) No change.  

(26) SEC Rules 15c2-1, 15c2-4, 15c2-5, 15c2-7, 15c2-8, 15c2-11, and 15c2-12 (17 C.F.R. 

§§240.15c2-1, 240.15c2-4, 240.15c2-5, 240.15c2-7, 240.15c2-8, 240.15c2-11, and 240.15c2-12) (4-

1-19 4-1-18 edition), accessible at http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-11292.  

(27) SEC Rule 15c3-1 and appendices (17 C.F.R. §§240.15c3-1 (7-7-14); 17 C.F.R. §240.15c3-

1a; (7-7-14); 17 C.F.R. §240.15c3-1b; (8-9-84); 17 C.F.R. §240.15c3-1c; (12-2-92); 17 C.F.R. 

§240.15c3-1d; (6-5-08); 17 C.F.R. §240.15c3-1e; (7-7-14); 17 C.F.R. §240.15c3-1f; (7-7-14); 17 

C.F.R. §240.15c3-1g (7-7-14)), accessible at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-04571. 

(28) through (29) No change.  

(30) SEC Rules 17a-3 and 17a-4 (17 C.F.R. §§240.17a-3 and 240.17a-4) (current as of 7-7-20 4-

1-14 edition), accessible at http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX.  

http://www.flrules.org/Gateway/reference.asp?No=Ref-04568. 

(31) No change. 

(32) SEC Rules Rule 17a-11 and 17a-14 (17 C.F.R. §§240.17a-11 and 240.17a-14) (current as 

of 7-17-20 6-1-14), accessible at http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-04572. 

(33) No change. 

(34) Regulation M (17 C.F.R. §§242.100 through 242.105) (4-1-19 4-1-14 edition), accessible at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX 

http://www.flrules.org/Gateway/reference.asp?No=Ref-04542. 

(35) Regulation SHO (17 C.F.R. §§242.200 through 242.203) (4-1-19 4-1-14 edition), 

accessible at http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-04559. 

(36) through (37) No change.  

(38) SEC Rules 204-1, 204-2, 204-3, 205-1, 205-2, 205-3, 206(3)-1, 206(3)-2, 206(4)-1, 206(4)-

3 (17 C.F.R. §§275.204-1; 17 C.F.R. §275.204-2; 17 C.F.R. §275.204-3; 17 C.F.R. §275.205-1; 17 

C.F.R. §275.205-2; 17 C.F.R. §275.205-3; 17 C.F.R. §275.206(3)-1; 17 C.F.R. §275.206(3)-2; 17 

C.F.R. §275.206(4)-1; 17 C.F.R. §275.206(4)-3) (current as of 7-8-20 4-1-18 edition), accessible at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-11295.  

(39) No change. 

(40) FINRA Rules Rule 1020 and 1240 (existing as of 6-26-20 2-22-19), accessible at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-11296.  

(41) FINRA Rule 2000 Series (2010 through 2370) (existing as of 6-24-20 3-8-19), accessible at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-11297. 

(42) FINRA Rule 3000 Series (3110 through 3310) (existing as of 6-24-20 3-8-19), accessible at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-11298.  

(43) FINRA Rule 4000 Series (4110 through 4590) (existing as of 6-24-20 3-8-19), accessible at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-11299.  

(44) FINRA Rule 5000 Series (5110 through 5350) (existing as of 6-24-20 3-8-19), accessible at 

Page 62 of 1882



 

5 

 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-11300.  

(45) FINRA Rule 6000 Series (6110 through 6898) (existing as of 6-25-20 3-8-19), accessible at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-11301.  

(46) FINRA Rule 7000 Series (7110 through 7730) (existing as of 6-25-20 3-8-19), accessible at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-11302.  

(47) FINRA Rule 11000 Series (11100 through 11900) (existing as of 6-26-20 3-8-19), 

accessible at http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-11303.  

(48) NASD Conduct Rules 2340 and 2510 (existing as of 3-8-19), accessible at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-11304.  

(49) NASD Conduct Rules 3140, 3150, and IM-3150 (existing as of 3-8-19), accessible at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-11305.  

(48) (50) MSRB Definitional Rules D-1 to D-15, and General Rules G-1 to G-48 (existing as of 

10-1-19 10-1-18), accessible at http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-11306. 

(49) (51) NYSE American Rule 341A (existing as of 3-11-19), available for inspection at the 

Office due to copyright restrictions.  

(50) (52) NYSE Rule 345A (existing as of 3-10-19), available for inspection at the Office due to 

copyright restrictions.  

(51) (53) NYSE Rules 412 and 435 (existing as of 2-21-19), available for inspection at the 

Office due to copyright restrictions.  

(52) (54) NYSE Chicago Inc. Article 6, Rule 11 (existing as of 3-11-19), available for 

inspection at the Office due to copyright restrictions. 

Rulemaking Authority 517.03(1), 517.1215(2), 517.1217 FS. Law Implemented 517.081, 517.12(4), 

517.1215, 517.1217, 517.161(1) FS. History–New 9-22-14, Amended 5-6-15, 11-26-19,                .                      

69W-500.010 Recognized Manuals of Securities. 

The following publications are hereby approved as recognized securities manuals: Securities 

manuals published by Mergent, Inc., and all commonly recognized formats of Mergent’s Manuals, 

including CD-ROM and electronic dissemination over the Internet and securities manuals published 

by Standards & Poor’s Financial Services LLC. 

Rulemaking Authority 517.03(1) FS. Law Implemented 517.061(20)(d) FS. History–(Formerly 3E-

20.21), New 9-20-82, Formerly 3E-500.10, Amended 7-31-91, 5-10-00, Formerly 3E-500.010, 

Amended                           . 

69W-600.001 Application for Registration as a Dealer (FINRA). 

(1) New Applications. 

(a) No change 

(b) An application shall include the following: 

1. through 2. No change. 

3. A Uniform Application for Securities Industry Registration or Transfer (Form U4) (05/2009), 

to register at least one principal as set forth in this rule. A sample form is hereby incorporated by 

reference and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-06089. In conjunction with filing its Form 
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BD with the Office, the dealer shall provide the Office written notification of the principal’s name 

and CRD number or social security number, 

4. through 7. No change. 

(2) Request for Additional Information. All information required by subsection (1) of this rule, 

shall be submitted with the original application filing. Any request for additional documents or 

information shall be made by the Office within thirty (30) days after receipt of the application. The 

Office may require documentation to be certified by its issuer based upon the Office’s review of the 

nature and substance of the disciplinary history of the applicant and any officer, director, or ultimate 

owner in the case of a corporation or association, and any partner, co-partner, or member of the 

partnership in the case of a partnership. For purposes of this rule, “certified” means that there must 

be an original certification or attestation by the issuer of the record that the document is a true copy 

of a record contained in its office and its seal, if any. Additional information shall be submitted 

directly with the Office within sixty (60) days after a request has been made by the Office. The 

Office shall grant a request for an additional thirty (30) days to submit the additional information. 

The Office shall not grant a request after the original sixty (60) day deadline has passed. Failure to 

provide timely all additional information shall result in the application being deemed abandoned, 

which shall result in the application being removed from further consideration by the Office and 

closed. Failure to respond to such request within sixty (60) days after the date of the request may be 

construed by the Office as grounds for denial of an application in accordance with the provisions of 

Section 120.60(1), F.S. 

(3) through (5) No change. 

(6) Examinations/Qualifications Requirements. 

(a) No change. 

(b) Every applicant for initial registration as a principal or agent of a dealer shall evidence 

securities general knowledge by: 

1. through 3. No change. 

4. Submitting to the Office proof of passing, within two years of the date of application for 

registration, an examination relating to the position to be filled administered by a national securities 

association and proof of passing, within four years of the date of application for registration, the 

Securities Industry Essentials (SIE) Examination. The following individuals will be considered to 

have passed the SIE Examination:  

a. Individuals whose registration as an associated person a representative was terminated 

between October 1, 2014, and September 30, 2018, provided they re-register as an associated 

person a representative within four years from the date of their last registration; 

b. Individuals who registered as an associated person representatives prior to October 1, 2018, 

and who continue to maintain those registrations on or after October 1, 2018. 

(7) through (8) No change.  

(9) Termination of Registration as Dealer, Principal or Agent, or Notification of Branch Office. 

(a) through (b) No change.  

(c) The forms to be utilized for providing notice to the Office under paragraph (9)(a) are: 

1. through 2. No change.  

3. Uniform Termination Notice for Securities Industry Registration (Form U5) (05-09). A 

sample form is hereby incorporated by reference and is available at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-06090. 

(10) through (11) No change.  
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Rulemaking Authority 517.03(1), 517.12 FS. Law Implemented 517.12 FS. History–New 12-5-79, 

Amended 9-20-82, Formerly 3E-600.01, Amended 7-29-90, 8-1-91, 6-16-92, 1-11-93, 11-14-93, 4-

30-96, 6-22-98, 5-10-00, 9-19-00, 7-31-02, Formerly 3E-600.001, Amended 3-16-06, 5-15-07, 11-

22-10, 10-29-12, 11-11-13, 12-29-15, 11-26-19,                . 

69W-600.0012 Application for Registration as a Dealer (Non-FINRA). 

(1) New Applications. 

(a) No change.  

(b) An application shall include the following: 

1. and 2. No change.  

3. A Uniform Application for Securities Industry Registration or Transfer (Form U4) (05/2009), 

to register at least one principal as set forth in this rule. The Form U4 is hereby incorporated by 

reference and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-06089. In conjunction with filing its Form 

BD with the Office, the dealer shall provide the Office written notification of the principal’s name 

and social security number. Social security numbers are collected by the Office pursuant to Section 

517.12(7)(a), F.S., and are used to verify the identity of individuals; 

4. and 7. No change.  

(2) Request for Additional Information. All information required by subsection (1) of this rule, 

shall be submitted with the original application filing. Any request for additional documents or 

information shall be made by the Office within thirty (30) days after receipt of the application. The 

Office may require documentation to be certified by its issuer based upon the Office’s review of the 

nature and substance of the disciplinary history of the applicant and any officer, director, or ultimate 

owner in the case of a corporation or association, and any partner, co-partner, or member of the 

partnership in the case of a partnership. For purposes of this rule, “certified” means that there must 

be an original certification or attestation by the issuer of the record that the document is a true copy 

of a record contained in its office and its seal, if any. Additional information shall be submitted 

directly with the Office within sixty (60) days after a request has been made by the Office. The 

Office shall grant a request for an additional thirty (30) days to submit the additional information. 

The Office shall not grant a request after the original sixty (60) day deadline has passed. Failure to 

provide timely all additional information shall result in the application being deemed abandoned, 

which shall result in the application being removed from further consideration by the Office and 

closed. Failure to respond to such request within sixty (60) days after the date of the request may be 

construed by the Office as grounds for denial of an application in accordance with the provisions of 

Section 120.60(1), F.S. 

(3) through (5) No change.  

(6) Examinations/Qualifications Requirements. 

(a) No change.  

(b) Every applicant for initial registration as a principal or agent of a dealer shall evidence 

securities general knowledge by: 

1. through 3. No change.  

4. Submitting to the Office proof of passing, within two years of the date of application for 

registration, an examination relating to the position to be filled administered by a national securities 

association and proof of passing, within four years of the date of application for registration, the 

Securities Industry Essentials (SIE) Examination. The following individuals will be considered to 

have passed the SIE Examination:  

a. Individuals whose registration as an associated person a representative was terminated 

between October 1, 2014, and September 30, 2018, provided they re-register as an associated 
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person a representative within four years from the date of their last registration; 

b. Individuals who registered as an associated person representatives prior to October 1, 2018, 

and who continue to maintain those registrations on or after October 1, 2018.  

(7) through (8) No change.  

(9) Termination of Registration as Dealer, Principal or Agent, or Notification of Branch Office. 

(a) through (b) No change.  

(c) The forms to be utilized for providing notice to the Office under paragraph (9)(a), and which 

are hereby incorporated by reference are: 

1. through 2. No change.  

3. Uniform Termination Notice for Securities Industry Registration (Form U5) (05-09), which is 

hereby incorporated by reference and is available at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-06090. 

(10) through (11) No change.  

Rulemaking Authority 517.03(1), 517.12 FS. Law Implemented 517.12 FS. History–New 12-29-15, 

Amended 11-26-19,                      . 

69W-600.0013 Application for Registration as an Issuer/Dealer. 

(1) New Applications. 

(a) No change.  

(b) An application shall include the following: 

1. through 2. No change.  

3. A Uniform Application for Securities Industry Registration or Transfer (Form U4) (05/2009), 

to register at least one principal as set forth in this rule. The Form U4 is hereby incorporated by 

reference and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-06089. In conjunction with filing its Form 

BD with the Office, the issuer/dealer shall provide the Office written notification of the principal’s 

name and social security number. Social security numbers are collected by the Office pursuant to 

Section 517.12(7)(a), F.S., and are used to verify the identity of individuals; 

4. through 7. No change. 

(2) Request for Additional Information. All information required by subsection (1) of this rule, 

shall be submitted with the original application filing. Any request for additional documents or 

information shall be made by the Office within thirty (30) days after receipt of the application. The 

Office may require documentation to be certified by its issuer based upon the Office’s review of the 

nature and substance of the disciplinary history of the applicant and any officer, director, or ultimate 

owner in the case of a corporation or association, and any partner, co-partner, or member of the 

partnership in the case of a partnership. For purposes of this rule, “certified” means that there must 

be an original certification or attestation by the issuer of the record that the document is a true copy 

of a record contained in its office and its seal, if any. Additional information shall be submitted 

directly with the Office within thirty (30) days after a request has been made by the Office. The 

Office shall grant a request for an additional thirty (30) days to submit the additional information. 

The Office shall not grant a request after the original sixty (60) day deadline has passed. Failure to 

provide timely all additional information shall result in the application being deemed abandoned, 

which shall result in the application being removed from further consideration by the Office and 

closed. Failure to respond to such request within sixty (60) days after the date of the request may be 

construed by the Office as grounds for denial of an application in accordance with the provisions of 

Section 120.60(1), F.S. 
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(3) through (5) No change.  

(6) Examinations/Qualifications Requirements. 

(a) No change.  

(b) Every applicant for initial registration as a principal or agent of an issuer/dealer shall 

evidence securities general knowledge by: 

1. through 4. No change.  

5. Submitting to the Office proof of passing, within two years of the date of application for 

registration, an examination relating to the position to be filled administered by a national securities 

association and proof of passing, within four years of the date of application for registration, the 

Securities Industry Essentials (SIE) Examination. The following individuals will be considered to 

have passed the SIE Examination:  

a. Individuals whose registration as an associated person a representative was terminated 

between October 1, 2014, and September 30, 2018, provided they re-register as an associated 

person a representative within four years from the date of their last registration; 

b. Individuals who registered as an associated person representatives prior to October 1, 2018, 

and who continue to maintain those registrations on or after October 1, 2018.  

(c) No change.  

(7) through (8) No change.  

(9) Termination of Registration as Issuer/Dealer, Principal or Agent, or Notification of Branch 

Office. 

(a) through (b) No change.  

(c) The forms to be utilized for providing notice to the Office under paragraphs (9)(a) and (9)(b) 

are: 

1. through 2. No change. 

3. Uniform Termination Notice for Securities Industry Registration (Form U5) (05-09), which is 

hereby incorporated by reference and available at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-06090. 

(10) through (11) No change.  

Rulemaking Authority 517.03(1), 517.12 FS. Law Implemented 517.12 FS. History–New 12-29-15, 

Amended 11-26-19,                 . 

69W-600.0015 Canadian Dealer Notice-Filing. 

(1) No change. 

(2) Request for Additional Information. All information required by subsection (1) of this rule, 

shall be submitted with the original notice-filing. Any request for additional documents or 

information shall be made by the Office within thirty (30) days after receipt of the notice-filing. The 

Office may require documentation to be certified by its issuer based upon the Office’s review of the 

nature and substance of the disciplinary history of the notice-filer. For purposes of this rule, 

“certified” means that there must be an original certification or attestation by the issuer of the record 

that the document is a true copy of a record contained in its office and its seal, if any. Additional 

information shall be submitted directly with the Office within sixty (60) days after a request has 

been made by the Office. The Office shall grant a request for an additional thirty (30) days to 

submit the additional information. The Office shall not grant a request after the original sixty (60) 

day deadline has passed. Failure to provide timely all additional information shall result in the 

application being deemed abandoned, which shall result in the application being removed from 

further consideration by the Office and closed. Failure to respond to such request within sixty (60) 
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days after the date of the request may be construed by the Office as grounds for denial of a notice-

filing in accordance with the provisions of Section 120.60(1), F.S. 

(3) through (6) No change. 

Rulemaking Authority 517.03, 517.12 FS. Law Implemented 517.12 FS. History–New 5-15-07, 

Amended 11-22-10, 12-29-15, Amended            . 

69W-600.0016 Application for Registration as an Investment Adviser (State Registered). 

(1) New Applications. 

(a) No change.  

(b) An application shall include the following: 

1. Form ADV, Uniform Application for Investment Adviser Registration (09-19 07-17). A 

sample form is hereby incorporated by reference and is available at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX; 

http://www.flrules.org/Gateway/reference.asp?No=Ref-11280; 

2. No change.  

3. A Uniform Application for Securities Industry Registration or Transfer (Form U4) to register 

at least one agent to designate as a principal as set forth in this rule. Form U4 (05-09) is hereby 

incorporated by reference and a sample form is available at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-06089. In conjunction with filing its Form 

ADV with the Office, the investment adviser shall provide the Office written notification of the 

principal’s name and CRD number or social security number; 

4. through 6. No change.  

(2) Request for Additional Information. All information required by subsection (1) of this rule, 

shall be submitted with the original application filing. Any request for additional documents or 

information shall be made by the Office within thirty (30) days after receipt of the application. The 

Office may require documentation to be certified by its issuer based upon the Office’s review of the 

nature and substance of the disciplinary history of the applicant and any officer, director, or ultimate 

owner in the case of a corporation or association, and any partner, co-partner, or member of the 

partnership in the case of a partnership. For purposes of this rule, “certified” means that there must 

be an original certification or attestation by the issuer of the record that the document is a true copy 

of a record contained in its office and its seal, if any. Additional information shall be submitted 

directly with the Office within sixty (60) days after a request has been made by the Office. The 

Office shall grant a request for an additional thirty (30) days to submit the additional information. 

The Office shall not grant a request after the original sixty (60) day deadline has passed. Failure to 

provide timely all additional information shall result in the application being deemed abandoned, 

which shall result in the application being removed from further consideration by the Office and 

closed. Failure to respond to such request within sixty (60) days after the date of the request may be 

construed by the Office as grounds for denial of an application in accordance with the provisions of 

Section 120.60(1), F.S. 

(3) through (5) No change.  

(6) Examinations/Qualifications Requirements. 

(a) No change.  

(b) An individual applying to be registered as an investment adviser shall provide the Office 

with one of the following: 

1. No change.  
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2. Proof of passing, within two years of the date of application for registration, the General 

Securities Representative Examination (Series 7), the Uniform Combined State Law Examination 

(Series 66), and proof of passing, within four years of the date of application for registration, the 

Securities Industry Essentials (SIE) Examination. The following individuals will be considered to 

have passed the SIE Examination:  

a. Individuals whose registration as an associated person a representative was terminated 

between October 1, 2014, and September 30, 2018, provided they re-register as an associated 

person a representative within four years from the date of their last registration; 

b. Individuals who registered as an associated person representatives prior to October 1, 2018, 

and who continue to maintain those registrations on or after October 1, 2018. 

(c) Grandfathering Provisions: 

1. Any individual who is or has been registered as an investment adviser or associated person of 

an investment adviser representative in any jurisdiction in the United States requiring examinations 

designated in paragraph (6)(b), within two years of the date of application for registration shall not 

be required to satisfy the examination requirements for continued registration except that the Office 

may require additional examinations for any individual found to have violated any state or federal 

securities law. 

2. An individual who obtained registration as an associated person of an investment adviser or a 

federal covered adviser in any jurisdiction in the United States requiring examinations designated in 

paragraph (6)(b), by such jurisdiction waiving those examination requirements, shall be required to 

satisfy the examination requirements of this rule. An individual who has not been registered in any 

jurisdiction in the United States requiring examinations designated in paragraph (6)(b), as an 

investment adviser or investment adviser representative within two years of the date of application 

for registration shall be required to comply with the examination requirements of this rule. 

(d) No change.  

(7) through (8) No change.  

(9) Termination of Registration as an Investment Adviser, Agent, or Notification of Branch 

Office. 

(a) through (c) No change.  

(d) The forms to be utilized for providing notice to the Office under paragraphs (9)(a) and (9)(b) 

are: 

1. No change. 

2. Uniform Termination Notice for Securities Industry Registration (Form U5) (05/09). A 

sample form is hereby incorporated by reference and is available at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-06090. 

3. No change.  

(10) through (12) No change.  

Rulemaking Authority 517.03(1), 517.12 FS. Law Implemented 517.12 FS. History–New 12-29-15, 

Amended 11-26-19,                    . 

69W-600.0017 Notice-Filing for Federal Covered Advisers. 

(1) New Notice-Filings. 

(a) No change.  

(b) All federal covered advisers making or amending a notice-filing in this state shall file the 

Form ADV, Part 1, including copies of any amendments filed or required to be filed with the SEC, 

and the assessment fee required by Section 517.1201(1) or (2), F.S., with the IARD in accordance 
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with subsection (1). Form ADV (09-19 07-17) is hereby incorporated by reference, and a sample 

form is available at http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-11280. 

(2) Registration of Associated Persons. All federal covered advisers who notice-file in this state 

and who request initial registration or amendment of an associated person of the federal covered 

adviser shall file the Uniform Application for Securities Industry Registration or Transfer (Form 

U4) and the assessment fee required by Section 517.12(10) or (11), F.S., with the CRD in 

accordance with Rule 69W-600.0024, F.A.C. However, responses to requests by the Office for 

additional information shall be filed directly with the Office. Form U4 (05/2009) is hereby 

incorporated by reference and a sample form is available at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-06089. 

(3) No change.  

(4) Termination of Notification as Investment Adviser or Registration as Agent. 

(a) through (b) No change.  

(c) The forms to be utilized for providing notice to the Office under paragraphs (4)(a) and (4)(b) 

above, are: 

1. No change.  

2. Uniform Termination Notice for Securities Industry Registration (Form U5) (05/09). A 

sample form is hereby incorporated by reference and is available at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-06090. 

Rulemaking Authority 517.03(1), 517.1201 FS. Law Implemented 517.1201 FS. History–New 12-

29-15, Amended 11-26-19,                       . 

69W-600.0019 Registration of Florida Intrastate Crowdfunding Intermediaries. 

(1) No change.  

(2) Request for Additional Information. All information required by subsection (1) of this rule, 

shall be submitted with the original application filing. Any request for additional documents or 

information shall be made by the Office within thirty (30) days after receipt of the application. The 

Office may require documentation to be certified by its issuer based upon the Office’s review of the 

nature and substance of the disciplinary history of the applicant and any officer, director, or ultimate 

owner in the case of a corporation or association, and any partner, co-partner, or member of the 

partnership in the case of a partnership. For purposes of this rule, “certified” means that there must 

be an original certification or attestation by the issuer of the record that the document is a true copy 

of a record contained in its office and its seal, if any. Additional information shall be submitted 

directly with the Office within sixty (60) days after a request has been made by the Office. The 

Office shall grant a request for an additional thirty (30) days to submit the additional information. 

The Office shall not grant a request after the original sixty (60) day deadline has passed. Failure to 

provide timely all additional information shall result in the application being deemed abandoned, 

which shall result in the application being removed from further consideration by the Office and 

closed. Failure to respond to such request within sixty (60) days after the date of the request may be 

construed by the Office as grounds for denial of an application in accordance with the provisions of 

Section 120.60(1), F.S. 

(3) through (7) No change.  

Rulemaking Authority 517.03(1), 517.12(20), 517.1611 FS. Law Implemented 517.12(20), 517.1611 

FS. History–New 12-29-15, Amended             .              
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69W-600.002 Application for Registration as Associated Person (FINRA Dealer). 

(1) New Applications. 

(a) No change.  

(b) An application shall include the following: 

1. Form U4 (05/2009). A sample form is hereby incorporated by reference and available at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX.  

http://www.flrules.org/Gateway/reference.asp?No=Ref-06089. 

2. through 5. No change.  

(2) Request for Additional Information. All information required by subsection (1) of this rule, 

shall be submitted with the original application filing. Any request for additional documents or 

information shall be made by the Office within thirty (30) days after receipt of the application. The 

Office may require documentation to be certified by its issuer based upon the Office’s review of the 

nature and substance of the disciplinary history of the applicant. For purposes of this rule, 

“certified” means that there must be an original certification or attestation by the issuer of the record 

that the document is a true copy of a record contained in its office and its seal, if any. Additional 

information shall be submitted directly with the Office within sixty (60) days after a request has 

been made by the Office. The Office shall grant a request for an additional thirty (30) days to 

submit the additional information. The Office shall not grant a request after the original sixty (60) 

day deadline has passed. Failure to provide timely all additional information shall result in the 

application being deemed abandoned, which shall result in the application being removed from 

further consideration by the Office and closed. Failure to respond to such request within sixty (60) 

days after the date of the request may be construed by the Office as grounds for denial of an 

application in accordance with the provisions of Section 120.60(1), F.S. 

(3) through (5) No change.  

(6) Examinations/Qualifications. 

(a) No change.  

(b) Every applicant for initial registration as a principal or agent of a dealer shall evidence 

securities general knowledge by: 

1. through 3. No change.  

4. Submitting to the Office proof of passing, within two years of the date of application for 

registration, an examination relating to the position to be filled administered by a national securities 

association and proof of passing, within four years of the date of application for registration, the 

Securities Industry Essentials (SIE) Examination. The following individuals will be considered to 

have passed the SIE Examination:  

a. Individuals whose registration as an associated person a representative was terminated 

between October 1, 2014, and September 30, 2018, provided they re-register as an associated 

person a representative within four years from the date of their last registration; 

b. Individuals who registered as an associated person a representative prior to October 1, 2018, 

and who continue to maintain those registrations on or after October 1, 2018. 

(7) through (8) No change.  

(9) Termination of Registration of Principal or Agent. 

(a) Where a registrant withdraws, cancels, or otherwise terminates registration, or is terminated 

for any reason, notice of such fact shall be filed with the Office within thirty (30) calendar days of 

the date of termination by electronically filing a Uniform Termination Notice for Securities Industry 

Registration (Form U5) (05/2009) with the Office through the CRD. A sample form is hereby 

incorporated by reference and is available at 
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http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-06090. 

(b) No change.  

(10) No change.  

Rulemaking Authority 517.03(1), 517.12 FS. Law Implemented 517.12 FS. History–New 9-20-82, 

Formerly 3E-301.02, Amended 10-15-86, 10-4-88, 6-24-90, 7-29-90, 10-14-90, 8-1-91, 6-16-92, 6-

28-93, 11-14-93, 3-13-94, 4-30-96, 12-29-96, 6-22-98, 5-10-00, 9-19-00, 7-31-02, 12-11-03, 

Formerly 3E-600.002, Amended 3-16-06, 5-15-07, 12-24-07, 12-25-08, 11-22-10, 5-29-12, 11-11-

13, 12-29-15, 9-25-18, 11-26-19,               . 

69W-600.0022 Application for Registration as Associated Person (Non-FINRA Dealer). 

(1) New Applications. 

(a) No change.  

(b) An application shall include the following: 

1. Form U4 (05/2009), which is hereby incorporated by reference and available at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-06089. 

2. through 5. No change.  

(2) Request for Additional Information. All information required by subsection (1) of this rule, 

shall be submitted with the original application filing. Any request for additional documents or 

information shall be made by the Office within thirty (30) days after receipt of the application. The 

Office may require documentation to be certified by its issuer based upon the Office’s review of the 

nature and substance of the disciplinary history of the applicant. For purposes of this rule, 

“certified” means that there must be an original certification or attestation by the issuer of the record 

that the document is a true copy of a record contained in its office and its seal, if any. Additional 

information shall be submitted directly with the Office within sixty (60) days after a request has 

been made by the Office. The Office shall grant a request for an additional thirty (30) days to 

submit the additional information. The Office shall not grant a request after the original sixty (60) 

day deadline has passed. Failure to provide timely all additional information shall result in the 

application being deemed abandoned, which shall result in the application being removed from 

further consideration by the Office and closed. Failure to respond to such request within sixty (60) 

days after the date of the request may be construed by the Office as grounds for denial of an 

application in accordance with the provisions of Section 120.60(1), F.S. 

(3) through (5) No change.  

(6) Examinations/Qualifications. 

(a) No change.  

(b) Every applicant for initial registration as a principal or agent of a dealer shall evidence 

securities general knowledge by: 

1. through 3. No change. 

4. Submitting to the Office proof of passing, within two years of the date of application for 

registration, an examination relating to the position to be filled administered by a national securities 

association and proof of passing, within four years of the date of application for registration, the 

Securities Industry Essentials (SIE) Examination. The following individuals will be considered to 

have passed the SIE Examination:  

a. Individuals whose registration as an associated person a representative was terminated 

between October 1, 2014, and September 30, 2018, provided they re-register as an associated 

person a representative within four years from the date of their last registration; 
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b. Individuals who registered as an associated person representatives prior to October 1, 2018, 

and who continue to maintain those registrations on or after October 1, 2018. 

(7) through (8) No change. 

(9) Termination of Registration of Principal or Agent. 

(a) Where a registrant withdraws, cancels, or otherwise terminates registration, or is terminated 

for any reason, notice of such fact shall be filed with the Office within thirty (30) calendar days of 

the date of termination by electronically filing a Uniform Termination Notice for Securities Industry 

Registration (Form U5) (05/2009) with the Office through the CRD. A sample form is hereby 

incorporated by reference and is available at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-06090. 

(b) No change. 

(10) No change.  

Rulemaking Authority 517.03(1), 517.12 FS. Law Implemented 517.12 FS. History–New 12-29-15, 

Amended 9-25-18, 11-26-19,                . 

69W-600.0023 Application for Registration as Associated Person (Issuer/Dealer). 

(1) New Applications. 

(a) No change.  

(b) An application shall include the following: 

1. Form U4 (05/2009), which is hereby incorporated by reference and available at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX.  

http://www.flrules.org/Gateway/reference.asp?No=Ref-06089. 

2. through 5. No change.  

(2) Request for Additional Information. All information required by subsection (1) of this rule, 

shall be submitted with the original application filing. Any request for additional documents or 

information shall be made by the Office within thirty (30) days after receipt of the application. The 

Office may require documentation to be certified by its issuer based upon the Office’s review of the 

nature and substance of the disciplinary history of the applicant. For purposes of this rule, 

“certified” means that there must be an original certification or attestation by the issuer of the record 

that the document is a true copy of a record contained in its office and its seal, if any. Additional 

information shall be submitted directly with the Office within sixty (60) days after a request has 

been made by the Office. The Office shall grant a request for an additional thirty (30) days to 

submit the additional information. The Office shall not grant a request after the original sixty (60) 

day deadline has passed. Failure to provide timely all additional information shall result in the 

application being deemed abandoned, which shall result in the application being removed from 

further consideration by the Office and closed. Failure to respond to such request within sixty (60) 

days after the date of the request may be construed by the Office as grounds for denial of an 

application in accordance with the provisions of Section 120.60(1), F.S. 

(3) through (5) No change.  

(6) Examinations/Qualifications. 

(a) No change.  

(b) Every applicant for initial registration as a principal or agent of a dealer shall evidence 

securities general knowledge by: 

1. through 4. No change.  

5. Submitting to the Office proof of passing, within two years of the date of application for 

registration, an examination relating to the position to be filled administered by a national securities 
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association and proof of passing, within four years of the date of application for registration, the 

Securities Industry Essentials (SIE) Examination. The following individuals will be considered to 

have passed the SIE Examination:  

a. Individuals whose registration as an associated person a representative was terminated 

between October 1, 2014, and September 30, 2018, provided they re-register as an associated 

person a representative within four years from the date of their last registration; 

b. Individuals who registered as an associated person representatives prior to October 1, 2018, 

and who continue to maintain those registrations on or after October 1, 2018. 

(c) No change. 

(7) through (8) No change.  

(9) Termination of Registration of Principal or Agent. 

(a) Where a registrant withdraws, cancels, or otherwise terminates registration, or is terminated 

for any reason, notice of such fact shall be filed with the Office within thirty (30) calendar days of 

the date of termination by electronically filing a Uniform Termination Notice for Securities Industry 

Registration (Form U5) (05/2009) with the Office through the CRD. A sample form is hereby 

incorporated by reference and is available at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-06090. 

(b) No change.  

(10) No change.  

Rulemaking Authority 517.03(1), 517.12 FS. Law Implemented 517.12 FS. History–New 12-29-15, 

Amended 9-25-18, 11-26-19,                      . 

69W-600.0024 Application for Registration as Associated Person (Investment Adviser and 

Federal Covered Adviser). 

(1) New Applications. 

(a) No change.  

(b) An application shall include the following: 

1. Form U4 (05/2009). A sample form is hereby incorporated by reference and available at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX.  

http://www.flrules.org/Gateway/reference.asp?No=Ref-06089. 

2. through 5. No change.  

(2) Request for Additional Information. All information required by subsection (1) of this rule 

shall be submitted with the original application filing. Any request for additional documents or 

information shall be made by the Office within thirty (30) days after receipt of the application. The 

Office may require documentation to be certified by its issuer based upon the Office’s review of the 

nature and substance of the disciplinary history of the applicant. For purposes of this rule, 

“certified” means that there must be an original certification or attestation by the issuer of the record 

that the document is a true copy of a record contained in its office and its seal, if any. Additional 

information shall be submitted directly with the Office within sixty (60) days after a request has 

been made by the Office. The Office shall grant a request for an additional thirty (30) days to 

submit the additional information. The Office shall not grant a request after the original sixty (60) 

day deadline has passed. Failure to provide timely all additional information shall result in the 

application being deemed abandoned, which shall result in the application being removed from 

further consideration by the Office and closed. Failure to respond to such request within sixty (60) 

days after the date of the request may be construed by the Office as grounds for denial of an 

application in accordance with the provisions of Section 120.60(1), F.S. 
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(3) through (5) No change.  

(6) Examinations/Qualifications. 

(a) No change.  

(b) An individual applying to be registered as an associated person of an investment adviser or 

federal covered adviser shall provide the Office with one of the following: 

1. No change.  

2. Proof of passing, within two years of the date of application for registration, the General 

Securities Representative Examination (Series 7), the Uniform Combined State Law Examination 

(Series 66), and proof of passing within four years of the date of application for registration, the 

Securities Industry Essentials (SIE) Examination. The following individuals will be considered to 

have passed the SIE Examination: 

a. Individuals whose registration as an associated person a representative was terminated 

between October 1, 2014, and September 30, 2018, provided they re-register as an associated 

person a representative within four years from the date of their last registration; 

b. Individuals who registered as an associated person representatives prior to October 1, 2018, 

and who continue to maintain those registrations on or after October 1, 2018. 

(c) Grandfathering Provisions: 

1. No change.  

2. An individual who obtained registration as an associated person of an investment adviser or a 

federal covered adviser in any jurisdiction in the United States requiring examinations designated in 

paragraph (6)(b), by such jurisdiction waiving those examination requirements, shall be required to 

satisfy the examination requirements of this rule. An individual who has not been registered in any 

jurisdiction in the United States requiring examinations designated in paragraph (6)(b), as an 

associated person of an investment adviser or federal covered adviser within two years of the date 

of application for registration shall be required to comply with the examination requirements of this 

rule. 

(d) No change.  

(7) through (8) No change.  

(9) Termination of Registration of Principal or Agent. 

(a) Where a registrant withdraws, cancels, or otherwise terminates registration or is terminated 

for any reason, notice of such fact shall be filed with the Office within thirty (30) calendar days of 

the date of termination by electronically filing a Uniform Termination Notice for Securities Industry 

Registration (Form U5) (05/2009) with the Office through the CRD. A sample form is hereby 

incorporated by reference and is available at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-06090. 

(b) No change.  

(10) No change.  

Rulemaking Authority 517.03(1), 517.12 FS. Law Implemented 517.12 FS. History–New 12-29-15, 

Amended 9-25-18, 11-26-19,                . 

69W-600.013 Prohibited Business Practices for Dealers and Their Associated Persons. 

(1) The following are deemed demonstrations of unworthiness by a dealer under Section 

517.161(1)(h), F.S., without limiting that term to the practices specified herein: 

(a) through (g) No change.  

(h) With respect to any customer, transaction or business in this state, violating any of the 

following: 
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1. Financial Industry Regulatory Authority (FINRA) rules contained in the Rule 2000 Series 

(Duties and Conflicts), Rule 3000 Series (Supervision and Responsibilities Relating to Associated 

Persons), Rule 4000 Series (Financial and Operational Rules), Rule 5000 Series (Securities Offering 

and Trading Standards and Practices), Rule 6000 Series (Quotation and Transaction Reporting 

Facilities), Rule 7000 Series (Clearing, Transaction and Order Data Requirements, and Facility 

Charges), or Rule 11000 Series (Uniform Practice Code); or National Association of Securities 

Dealers (NASD) Conduct Rules contained in Rule 2340 or 2510 (Business Conduct), or Rule 3140, 

3150, or IM-3150 (Responsibilities Relating to Associated Persons, Employees, and Others’ 

Employees). The foregoing rules are incorporated by reference in Rule 69W-200.002, F.A.C. 

2. through 6. No change.  

7. To the extent that any of the rules described in subparagraphs 1. through 6. of this section or 

their interpretation by the FINRA, NASD, NYSE, MSRB, or SEC, as appropriate, conflict or are 

inconsistent with other provisions of the Florida Securities and Investor Protection Act or rules 

promulgated pursuant thereto, this paragraph of this rule shall not be deemed controlling. 

(i) through (o) No change.  

(p) Failing to deliver a current Form CRS to any retail investor in violation of SEC Rule 17a-14 

(17 C.F.R.  §240.17a-14), which is incorporated by reference in Rule 69W-200.002, F.A.C. 

(2) No change.  

Rulemaking Authority 517.03(1), 517.1217 FS. Law Implemented 517.081, 517.1217, 517.161(1) 

FS. History–New 12-5-79, Amended 9-20-82, Formerly 3E-600.13, Amended 8-1-91, 6-16-92, 1-11-

93, 11-7-93, 5-5-94, 9-9-96, 10-20-97, 1-25-00, 10-30-03, Formerly 3E-600.013, Amended 10-23-

06, 1-18-09, 11-22-10, 9-22-14, 11-15-16, 11-26-19,                  . 

69W-600.0131 Prohibited Business Practices for Investment Advisers and Their Associated 

Persons. 

(1) The following are prohibited business practices for investment advisers and associated 

persons pursuant to Section 517.1215(2), F.S., and are deemed demonstrations of unworthiness by 

an investment adviser or an associated person of an investment adviser under Section 517.161(1)(h), 

F.S., without limiting that term to the practices specified herein: 

(a) through (q) No change. 

(r) Entering into, extending or renewing any investment advisory contract contrary to the 

provisions of Section 205 of the Investment Advisers Act of 1940, 15 U.S.C. §80b-5. This provision 

shall apply to all advisers and associated persons of investment advisers representatives registered 

or required to be registered under this Act, notwithstanding whether such adviser or associated 

person representative would be exempt from federal registration pursuant to Section 203(b) of the 

Investment Advisers Act of 1940, (15 U.S.C. §80b-3(b)), which is incorporated by reference in Rule 

69W-200.002, F.A.C. 

(s) through (x) No change.  

(2) The federal statutory and regulatory provisions referenced herein shall apply to investment 

advisers, associated persons of investment advisers representatives and federal covered advisers, to 

the extent permitted by the National Securities Markets Improvement Act of 1996 (Pub. L. 104-

290), which is incorporated by reference in Rule 69W-200.002, F.A.C.  

  

Rulemaking Authority 517.03(1), 517.1215 FS. Law Implemented 517.12(4), 517.1215, 517.161(1) 

FS. History–New 1-25-00, Amended 10-30-03, Formerly 3E-600.0131, Amended 10-23-06, 1-18-

09, 11-22-10, 9-22-14, 5-6-15, 11-15-16, 11-26-19,                    . 
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69W-600.0132 Custody Requirements for Investment Advisers. 

(1) No change.  

(2) Safekeeping required. If the investment adviser is registered or required to be registered, it is 

unlawful for the investment adviser to have custody of client funds or securities unless the 

following requirements in paragraphs (2)(a)-(i) are met: 

(a) Notice to Office. The investment adviser notifies the Office of Financial Regulation (Office) 

within thirty (30) days in writing that the investment adviser has or may have custody. Such 

notification is required to be given on Form ADV, Uniform Application for Investment Adviser 

Registration (09-19 07-17), which is hereby incorporated by reference and available at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-11280. 

(b) through (h) No change.  

(i) Direct Fee Deduction. An investment adviser who has custody as defined in sub-

subparagraph (1)(a)1.b. of this rule, as a consequence of its authority to make withdrawals from 

client accounts to pay its advisory fee must also provide the following safeguards: 

1. through 2. No change. 

3. The investment adviser must notify the Office in writing that the investment adviser intends 

to use the safeguards provided above. Such notification is required to be given on Form ADV, 

Uniform Application for Investment Adviser Registration (09-19 07-17), which is hereby 

incorporated by reference and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-

XXXXX. http://www.flrules.org/Gateway/reference.asp?No=Ref-11280. 

(3) Exceptions to certain safekeeping requirements. 

(a) No change.  

(b) Certain privately offered securities. 

1. No change.  

2. Notwithstanding subparagraph (3)(b)1. of this rule, the provisions of paragraph (3)(b) of this 

rule are available with respect to securities held for the account of a limited partnership (or limited 

liability company, or other type of pooled investment vehicle) only if the limited partnership is 

audited, the audited financial statements are distributed, as described in paragraph (3)(d) of this rule, 

and the investment adviser notifies the Office in writing that the investment adviser intends to 

provide audited financial statements, as described above. Such notification is required to be given 

on Form ADV, Uniform Application for Investment Adviser Registration (09-19 07-17), which is 

hereby incorporated by reference and available at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-11280.  

(c) No change.  

(d) Limited partnerships subject to annual audit. An investment adviser is not required to 

comply with paragraphs (2)(c) and (2)(d), and shall be deemed to have complied with paragraph 

(2)(f) of this rule, with respect to the account of a limited partnership (or limited liability company, 

or any other type of pooled investment vehicle) if each of the following conditions in subparagraphs 

1. through 6. are met: 

1. through 5. No change. 

6. The investment adviser must also notify the Office in writing that the investment adviser 

intends to employ the use of the statement delivery and audit safeguards described above. Such 

notification is required to be given on Form ADV, Uniform Application for Investment Adviser 

Registration (09-19 07-17), which is hereby incorporated by reference and available at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-11280. 
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7. No change. 

(e) Investment Adviser as Trustee. When a trust retains an investment adviser, associated person 

of an investment adviser representative or employee, director or owner of an investment adviser as 

trustee and the investment adviser acts as the investment adviser to that trust, an investment adviser 

is not required to obtain an independent verification of client funds and securities maintained by a 

qualified custodian under paragraph (2)(f) of this rule, if the investment adviser instructs the 

qualified custodian of the trust as follows in subparagraphs 1. through 3.: 

1. Payment of fees. The qualified custodian will not deliver trust securities to the investment 

adviser, any associated person of the investment adviser representative or employee, director or 

owner of the investment adviser, nor will the investment adviser instruct the qualified custodian to 

transmit any funds to the investment adviser, any associated person of the investment adviser 

representative or employee, director or owner of the investment adviser, except that the qualified 

custodian may pay trustees’ fees to the trustee and investment management or advisory fees to 

investment adviser, provided that: 

a. The grantor of the trust or attorneys for the trust, if it is a testamentary trust, the co-trustee 

(other than the investment adviser, associated person of the investment adviser representative or 

employee, director or owner of the investment adviser), or a defined beneficiary of the trust has 

authorized the qualified custodian in writing to pay those fees, 

b. No change. 

c. The qualified custodian agrees to send to the grantor of the trust, the attorneys for a 

testamentary trust, the co-trustee (other than the investment adviser, associated person of the 

investment adviser representative or employee, director or owner of the investment adviser), or a 

defined beneficiary of the trust, at least quarterly, a statement of all disbursements from the account 

of the trust, including the amount of investment management fees paid to the investment adviser 

and the amount of trustees’ fees paid to the trustee. 

2. Distribution of Assets. Except as otherwise set forth in sub-subparagraph a. below, the 

qualified custodian may transfer funds or securities, or both, of the trust only upon the direction of 

the trustee. The grantor of the trust or attorneys for the trust, if it is a testamentary trust, the co-

trustee (other than the investment adviser, associated person of the investment adviser 

representative or employee, director or owner of the investment adviser), or a defined beneficiary of 

the trust, must designate the authorized signatory for management of the trust. The direction to 

transfer funds or securities, or both, can only be made to the following: 

a. through e. No change. 

3. Statements. If the qualified custodian agrees to these instructions and is authorized to pay the 

fees, the investment adviser will send to the grantor of the trust, the attorney of the trust if it is a 

testamentary trust, the co-trustee (other than the investment adviser, associated person of the 

investment adviser representative or employee, director or owner of the investment adviser), or a 

defined beneficiary of the trust, at the same time that it sends any statement to the qualified 

custodian, a statement showing the amount of the trustees’ fees or investment management or 

advisory fee, the value of the assets on which the fees were based, and the specific manner in which 

the fees were calculated. 

4. No change. 

(f) Beneficial Trusts. The investment adviser is not required to comply with safekeeping 

requirements of subsection (2) of this rule, if the investment adviser has custody solely because the 

investment adviser, associated person of the investment adviser representative or employee, director 

or owner of the investment adviser is the trustee for a beneficial trust, and if all of the following 

conditions in subparagraphs 1. and 2., are met for each trust: 

1. through 3. No change.  
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(g) No change.  

(4) No change.  

Rulemaking Authority 517.03(1), 517.1215 FS. Law Implemented 517.1215 FS. History–New 10-

23-06, Amended 11-22-10, 9-22-14, 5-6-15, 11-26-19,                   . 

69W-600.014 Books and Records Requirements. 

Except as otherwise provided herein, every dealer, investment adviser, branch office, and associated 

person conducting business in this state shall prepare and maintain on a current basis, and preserve 

for the periods of time specified, such records, prescribed herein, as are appropriate for said 

dealer’s, investment adviser’s, branch office’s, or associated person’s course of business, and are 

sufficient to provide an audit trail of all business transactions by said dealer, investment adviser, 

associated person, or branch office. Associated persons who conduct business from a branch office 

notice-filed in this state shall be exempt from the provisions of this rule. 

(1) All dealers are required to prepare and maintain appropriate books and records relating to 

their business as described in SEC Rules 17a-3 or 17a, (17 C.F.R. §§240.17a-3, 240.17a-4), section 

248.30 of Regulation S-P (17 C.F.R. §248.30), and MSRB Rules G-7, G-8 and G-9; and records 

evidencing compliance with NASD Rules 3140, 3150, and IM-3150 and Financial Industry 

Regulatory Authority (FINRA) Rule 1020 and FINRA rules contained in the Rule 2000 Series 

(Duties and Conflicts), Rule 3000 Series (Supervision and Responsibilities Relating to Associated 

Persons), Rule 4000 Series (Financial and Operational Rules), and Rule 5000 Series (Securities 

Offering and Trading Standards and Practices). The foregoing rules are incorporated by reference in 

Rule 69W-200.002, F.A.C. 

(2) No change.  

(3) All investment advisers, notwithstanding the fact that the investment adviser is not registered 

or required to be registered under the Investment Advisers Act of 1940, shall prepare and maintain 

true, accurate and current records relating to their business as described in SEC Rule 204-2, (17 

C.F.R. §275.204-2), which is incorporated by reference in Rule 69W-200.002, F.A.C.; 

Notwithstanding SEC Rule 204-2, (17 C.F.R. §275.204-2), investment adviser records requirements 

do not include Form CRS. Investment advisers shall and have available for the Office of Financial 

Regulation at least the following records: 

(a) through (g) No change.  

(h) A file containing a copy of all communications received or sent regarding any litigation 

involving the investment adviser or any associated person of the investment adviser representative 

or employee, and regarding any customer or client complaint. 

(i) No change.  

(j) Written procedures to supervise the activities of employees and associated persons of the 

investment adviser representative that are reasonably designed to achieve compliance with 

applicable securities laws and regulations. 

(k) A file containing a copy of each document, other than any notices of general dissemination, 

that was filed with or received from any state or federal agency or self regulatory organization and 

that pertains to the registrant or its associated persons investment adviser representatives. Such file 

should contain, but is not limited to, all applications, amendments, renewal filings, and 

correspondence. 

(l) No change.  

 (4) Notwithstanding other record preservation requirements of this rule, the following records or 

copies shall be required to be maintained in the business location of the investment adviser from 

Page 79 of 1882



 

22 

 

which the customer or client is being provided or has been provided with investment advisory 

services: 

(a) No change. 

(b) Records or copies required under the provision of paragraphs (a)(11) and (a)(16) of SEC 

Rule 204-2 of the Investment Advisers Act of 1940 (17 C.F.R. §275.204-2), which records or 

related records identify the name of the associated person of the investment adviser representative 

providing investment advice from that business location, or which identify the business location’s 

physical address, mailing address, electronic mailing address, or telephone number. 

(5) through (6) No change.  

(7) All books and records described in this rule shall be preserved in accordance with the 

following: 

(a) through (d) No change.  

(e) Each investment adviser registered or required to be registered in this state and which has a 

business location in this state shall maintain at such business location: 

1. No change.  

2. The records or copies required under the provisions of paragraphs (3)(a)-(k), above, related to 

customers or clients for whom the associated person of the investment adviser representative 

provides or has provided investment advisory services; and, 

3. The records or copies required under the provisions of paragraphs (a)(11) and (a)(16) of SEC 

Rule 204-2, (17 C.F.R. §275.204-2), which records or related records identify the name of the 

associated person of the investment adviser representative or which identify the business location’s 

physical address, mailing address, electronic mailing address, or telephone number. The records 

will be maintained for the period described in subsections (d) and (e), of SEC Rule 204-2, (17 

C.F.R. §275.204-2). The investment adviser shall be responsible for ensuring compliance with the 

provision of this subsection. SEC Rule 204-2, (17 C.F.R. §275-204-2). 

(8) No change.  

Rulemaking Authority 517.03(1), 517.121(1), 517.1215 FS. Law Implemented 517.121(1), 517.1215 

FS. History–New 12-5-79, Amended 9-20-82, Formerly 3E-600.14, Amended 10-14-90, 8-1-91, 6-

16-92, 1-11-93, 9-9-96, 6-22-98, 1-25-00, 10-30-03, Formerly 3E-600.014, Amended 10-23-06, 5-

15-07, 11-22-10, 11-11-13, 9-22-14, 5-6-15, 11-15-16, 11-26-19,                         . 

69W-700.001 Registration of Securities. 

(1) No change.  

(2) Request for Additional Information. All information required by subsection (1) of this rule, 

shall be submitted with the original application filing. The required exhibits in the application forms 

are not intended to limit the applicant’s presentation of any of the requirements, but merely 

represent the minimum information to be filed. Any request for additional documents or 

information shall be made by the Office within thirty (30) days after receipt of the application. 

Additional information shall be submitted directly with the Office within sixty (60) days after a 

request has been made by the Office. The Office shall grant a request for an additional thirty (30) 

days to submit the additional information. The Office shall not grant a request after the original 

sixty (60) day deadline has passed. Failure to provide timely all additional information shall result 

in the application being deemed abandoned, which shall result in the application being removed 

from further consideration by the Office and closed. Failure to respond to such request within sixty 

(60) days after the date of the request may be construed by the Office as grounds for denial of an 

application in accordance with the provisions of Section 120.60(1), F.S. 

(3) No change.  
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Rulemaking Authority 517.03 FS. Law Implemented 517.07, 517.081, 517.101 FS. History–New 9-

20-82, Formerly 3E-20.011, 3E-700.01, Amended 7-31-91, Formerly 3E-700.001, Amended 9-22-

14, 12-29-15, 11-25-19,                    . 

 

69W-1000.001 Disciplinary Guidelines. 

(1) Pursuant to section 517.1611, F.S., disciplinary guidelines applicable to each ground for 

which disciplinary action may be imposed by the Office against an individual or a firm under 

chapter 517, F.S., are hereby adopted. The disciplinary guidelines are contained in the Office of 

Financial Regulation Disciplinary Guidelines for chapter 517, Florida Statutes (F.S.) and Division 

69W, Florida Administrative Code (F.A.C.) (effective XX-20 10-16), which is hereby incorporated 

by reference. A copy of the disciplinary guidelines may be obtained by mail from the Florida Office 

of Financial Regulation, Division of Securities, 200 E. Gaines Street, Tallahassee, Florida 32399, or 

may be obtained electronically through the following website: 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

http://www.flrules.org/Gateway/reference.asp?No=Ref-07396. 

(2) through (9) No change.  

Rulemaking Authority 517.1611(1) FS. Law Implemented 517.111, 517.121, 517.161, 517.1202, 
517.1611(1), 517.191(4), 517.221(3), (4) FS. History–New 11-22-10, Amended 11-14-13, 5-6-15, 

11-15-16, 12-10-19,                 . 

Material Incorporated by Reference:   

A copy of the incorporated material is provided as an attachment.              
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Office of Financial Regulation Disciplinary Guidelines for Chapters 517, Florida Statutes (F.S.), and 69W, Florida Administrative Code (F.A.C.) 

Incorporated by Reference in Rule 69W-1000.001, F.A.C.  Effective date: XX-19 

 
Violation 

# 

Violation 

Category 

Statute or Code Short Description 1st Occurrence 2nd Occurrence 3rd and Subsequent 

Occurrence(s) 

1 Securities Registration 517.07 Registration of Securities Notice of Non- 

Compliance, 

Fine B to Fine C, 

Restriction, 

Suspension A to 

Suspension C 

Fine B to Fine D, 

Restriction, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine B to Fine D, 

Restriction, 
Suspension C, 

Revocation, Bar 

2 Dealer/Adviser/Agent 

Registration 

517.12 Registration of Dealers, 

Associated Persons, and Branch 

Offices 

Notice of Non- 

Compliance, Fine A to 

Fine C, Restriction, 

Suspension A to 

Suspension C 

Fine A to Fine C, 

Restriction, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine B to Fine D, 

Restriction, 

Suspension C, 

Revocation, Bar 

3 Dealer/Adviser Branch 

Office Notification 

517.1202 Branch Office Notice Filing Fine C to Fine D and 

Summary Suspension 

of Branch, Revocation 

$10,000 Fine and 

Summary Suspension 

of Branch, Revocation 

$10,000 Fine and 

Summary Suspension 

of Branch, Revocation 

4 Dealer/Adviser/Agent/ 

Branch Office Books 

and Records 

517.121(3) Books and Records 

Requirements; 

Examinations 

Summary Suspension Summary Suspension Summary Suspension 

5 Dealer/Adviser/Agent 

Registration 

517.161 Revocation, Denial, or 

Suspension of Registration of 

Dealer, Investment Adviser, 

Associated Person, or Branch 

Office 

Denial, Restriction, 

Suspension, Summary 

Suspension, 

Revocation, Bar 

Denial, Restriction, 

Suspension, Summary 

Suspension, 

Revocation, Bar 

Denial, Restriction, 

Suspension, Summary 

Suspension, 

Revocation, Bar 

6 Anti-Fraud 517.275 Commodities; Prohibited 

Practices 

Restriction, Fine A to 

Fine D, Suspension A 

to Suspension C, 

Revocation, Bar 

Restriction, Fine A to 

Fine D, Suspension A 

to Suspension C, 

Revocation, Bar 

Restriction, Fine A to 

Fine D, Suspension A 

to Suspension C, 

Revocation, Bar 

7 Anti-Fraud 517.301 Fraudulent Transactions; 

Falsification or Concealment of 

Facts 

Fine D, Revocation, 

Bar 

Fine D, Revocation, 

Bar 

Fine D, Revocation, 

Bar 

8 Anti-Fraud 517.311 False Representations; 

Deceptive Words; Enforcement. 

Fine D, Revocation, 

Bar 

Fine D, Revocation, 

Bar 

Fine D, Revocation, 

Bar 

9  

Anti-Fraud 

517.312 Securities, Investments, Boiler 

Rooms; Prohibited Practices; 

Remedies. 

Fine D, Revocation, 

Bar 

Fine D, Revocation, 

Bar 

Fine D, Revocation, 

Bar 

10 Issuers 69W-100.006 Projected Financial Statements 

or Presentations 

Notice of Non- 

Compliance, Fine A to 

Fine B, Restriction 

Fine A to Fine B, 

Restriction 

Fine A to Fine C, 

Restriction 
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Violation 

# 
Violation 

Category 

Statute or Code Short Description 1st Occurrence 2nd Occurrence 3rd and Subsequent 

Occurrence(s) 

11 Issuers 69W-100.007 Advertising and Sales Literature Notice of Non- 

Compliance,  Fine A 

Fine A to Fine B, 

Restriction, 

Suspension A 

Fine A to Fine C, 

Restriction, 

Suspension B 

12 Dealer 

Registration 

69W-600.001 Application for Registration as a 

Dealer (FINRA) 

Notice of Non- 

Compliance,  Fine A 

to Fine B, Restriction, 

Suspension B to C 

Fine B to Fine D, 

Restriction, 

Suspension B to C, 

Revocation 

Fine C to Fine D, 

Restriction, 

Suspension B to C, 

Revocation 

13 Dealer 

Registration 

69W-600.0012 Application for Registration as a 

Dealer (non-FINRA) 

Notice of Non- 

Compliance,  Fine A 

to Fine B, Restriction, 

Suspension B to C 

Fine B to Fine D, 

Restriction, 

Suspension B to C, 

Revocation 

Fine C to Fine D, 

Restriction, 

Suspension B to C, 

Revocation 

14 Issuer/Dealer 

Registration 

69W-600.0013 Application for Registration as 

an Issuer/Dealer 

Notice of Non- 

Compliance, Fine A to 

B, Suspension A to 

Suspension C, 

Revocation 

Fine B, Suspension A 

to 

Suspension C, 

Revocation 

Fine B, Suspension B 

to Suspension C, 

Revocation 

15 Dealer 

Registration 

69W-600.0015 Canadian Dealer Notice-Filing Notice of Non- 

Compliance, Fine A to 

B, Suspension A to 

Suspension C, 

Revocation 

Fine B, Suspension A 

to 

Suspension C, 

Revocation 

Fine B, Suspension B 

to Suspension C, 

Revocation 

16 Adviser 

Registration 

69W-600.0016 Application for Registration as 

an Investment Adviser (State 

Registered) 

Notice of Non- 

Compliance, 

Fine A to Fine B, 

Restriction, 
Suspension B to C 

Fine B to Fine D, 

Restriction, 

Suspension B to C, 

Revocation 

Fine C to Fine D, 

Restriction, 

Suspension B to C, 

Revocation 

17 Adviser 

Registration 

69W-600.0017 Notice-Filing for Federal 

Covered Advisers 

Notice of Non- 

Compliance,  Fine A 

to Fine B, Restriction, 

Suspension B to C 

Fine B to Fine D, 

Restriction, 

Suspension B to C, 

Revocation 

Fine C to Fine D, 

Restriction, 

Suspension B to C, 

Revocation 

18 Dealer Agent 

Registration 

69W-600.002 Application for Registration as 

an Associated Person (FINRA 

Dealer) 

Notice of Non- 

Compliance, Fine A to 

Fine B, Restriction, 

Suspension B to C 

Fine B to Fine D, 

Restriction, 

Suspension B to C, 

Revocation 

Fine C to Fine D, 

Restriction, 

Suspension B to C, 

Revocation 

19 Dealer/Agent 

Registration 

69W-600.002(11) Continuing Education 

Requirements 

Fine A to Fine B, 

Suspension A to 

Suspension C 

Fine B to Fine C, 

Suspension B to 

Suspension C 

Fine C to Fine D, 

Suspension B to 

Suspension C 

20 Dealer Agent 

Registration 

69W-600.0022 Application for Registration as 

an Associated Person (Non- 

FINRA Dealer) 

Notice of Non- 

Compliance, Fine A to 

Fine B, Restriction, 

Suspension B to C 

Fine B to Fine D, 

Restriction, 

Suspension B to C, 

Revocation 

Fine C to Fine D, 

Restriction, 

Suspension B to C, 

Revocation 
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Violation 

# 
Violation 

Category 

Statute or Code Short Description 1st Occurrence 2nd Occurrence 3rd and Subsequent 

Occurrence(s) 

21 Dealer Agent 

Registration 

69W-600.0023 Application for Registration as 

an Associated Person 

(Issuer/Dealer) 

Notice of Non- 

Compliance, Fine A to 

Fine B, Restriction, 

Suspension B to C 

Fine B to Fine D, 

Restriction, 

Suspension B to C, 

Revocation 

Fine C to Fine D, 

Restriction, 

Suspension B to C, 

Revocation 

22 Adviser Agent 

Registration 

69W-600.0024 Application for Registration as 

an Associated Person 

(Investment Adviser) 

Notice of Non- 

Compliance, 

Fine A to Fine B, 

Restriction, 
Suspension B to C 

Fine B to Fine D, 

Restriction, 

Suspension B to C, 

Revocation 

Fine C to Fine D, 

Restriction, 

Suspension B to C, 

Revocation 

23 Dealer Branch Office 

Registration 

69W-600.0031 Notice-Filing of Branch Office 

(FINRA Dealer) 

Fine C to Fine D and 

Summary Suspension 

of Branch, Revocation 

$10,000 Fine and 

Summary Suspension 

of Branch, Revocation 

$10,000 Fine and 

Summary Suspension 

of Branch, Revocation 

24 Dealer Branch Office 

Registration 

69W-600.0032 Notice-Filing of Branch Office 

(Non-FINRA Dealer) 

Fine C to Fine D and 

Summary Suspension 

of Branch, Revocation 

$10,000 Fine and 

Summary Suspension 

of Branch, Revocation 

$10,000 Fine and 

Summary Suspension 

of Branch, Revocation 

25 Dealer Branch Office 

Registration 

69W-600.0033 Notice Filing of Branch Office 

(Issuer/Dealer) 

Fine C to Fine D and 

Summary Suspension 

of Branch, Revocation 

$10,000 Fine and 

Summary Suspension 

of Branch, Revocation 

$10,000 Fine and 

Summary Suspension 

of Branch, Revocation 

26 Adviser Branch Office 

Registration 

69W-600.0034 Notice-Filing of Branch Office 

(Investment Adviser) 

Fine C to Fine D and 

Summary Suspension 

of Branch, Revocation 

$10,000 Fine and 

Summary Suspension 

of Branch, Revocation 

$10,000 Fine and 

Summary Suspension 

of Branch, Revocation 

27 Dealer/Issuer Rules of 

Conduct 

69W-600.012(1) Confirmation of Transactions Notice of Non- 

Compliance, Fine A to 

Fine B 

Fine A to Fine B, 

Restriction, 

Suspension A to 

Suspension B 

Fine A to Fine C, 

Restriction, 

Suspension A to 

Suspension C, 

Revocation 

28 Dealer 

Rules of Conduct 

69W-600.012(2) Customer Contracts - 

Prohibitions 

Notice of Non- 

Compliance, Fine A to 

Fine C 

Fine A to Fine C, 

Restriction, 

Suspension A to 
Suspension B 

Fine A to Fine C, 

Restriction, 

Suspension A to 

Suspension C, 

Revocation 

29 Dealer/Adviser 

Rules of Conduct 

69W-600.012(3) Withdrawal of Net Worth Fine A to Fine C, 

Suspension A to 

Suspension B 

Fine B to Fine C, 

Suspension A to 

Suspension C 

Fine B to Fine C, 

Suspension A to 

Suspension C, 

Revocation 

30 Dealer/Adviser Rules 

of Conduct 

69W-600.012(4) Copies of Contracts to be 

Provided to Customers 

Notice of Non- 

Compliance, Fine A to 

Fine C, Suspension A 

to Suspension B 

Fine B to Fine C, 

Suspension A to 

Suspension C 

Fine B to Fine C, 

Suspension A to 

Suspension C, 

Revocation 
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Violation 

# 
Violation 

Category 

Statute or Code Short Description 1st Occurrence 2nd Occurrence 3rd and Subsequent 

Occurrence(s) 

31 Dealer/Agent 

Rules of Conduct 

69W-600.012(5) Anti-Fraud Fine D, Revocation, 

Bar 

Fine D, Revocation, 

Bar 

Fine D, Revocation, 

Bar 

32 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(a) Extension of Credit Notice of Non- 

Compliance, Fine B to 

Fine C 

Fine B to Fine D, 

Suspension A to 

Suspension B, 

Revocation 

Fine C to Fine D, 

Suspension B to 

Suspension C, 

Revocation, Bar 

33 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(b) Margin Agreement Notice of Non- 

Compliance, Fine B to 

Fine C 

Fine B to Fine D, 

Suspension A to 

Suspension B, 

Restriction 

Fine C to Fine D, 

Suspension B to 

Suspension C, 

Revocation, Bar 

34 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(c) Segregation of Securities Notice of Non- 

Compliance, Fine B to 

Fine C 

Fine B to Fine D, 

Suspension A to 

Suspension B 

Fine C to Fine D, 

Suspension B to 

Suspension C, 

Revocation 

35 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(d) Hypothecating of Securities Notice of Non- 

Compliance, Fine B to 

Fine D 

Fine C to Fine D, 

Suspension B to 

Suspension C, 

Restriction 

Fine D, Suspension C, 

Revocation 

36 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(e) Failing to Execute an Order Notice of Non- 

Compliance, 

Fine B to Fine D, 

Restriction 

Fine B to Fine D, 

Suspension A to 

Suspension C, 

Restriction 

Fine D, Suspension A 

to Suspension C, 

Revocation, Bar 

37 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(f) Unregistered Securities Notice of Non- 

Compliance, Fine B to 

Fine C, Restriction, 

Suspension A to 

Suspension C 

Fine B to Fine D, 

Restriction, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine B to Fine D, 

Restriction, 

Suspension C, 

Revocation, Bar 

38 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(g) Representation of Qualifications Notice of Non- 

Compliance, Fine C to 

Fine D, Suspension A 

to Suspension B, 

Restriction 

Fine C to Fine D, 

Suspension B to 

Suspension C, 

Restriction, 

Revocation 

Fine B to Fine D, 

Restriction, 

Suspension C, 

Revocation, Bar 

39 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 2010 

Standards of Commercial Honor 

and Principles of Trade 

Notice of Non- 

Compliance, Fine B to 

Fine D, Restriction, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine D, Restriction, 

Suspension C, 

Revocation, Bar 

Fine D, Revocation, 

Bar 

40 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2020 

Use of Manipulative, Deceptive 

or Other Fraudulent Devices 

Fine D, Suspension C, 

Revocation, Bar 

Fine D, Revocation, 

Bar 

Fine D, Revocation, 

Bar 
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Violation 

# 
Violation 

Category 

Statute or Code Short Description 1st Occurrence 2nd Occurrence 3rd and Subsequent 

Occurrence(s) 

41 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 2040 

Payments to Unregistered 

Persons 

Fine D, Restriction, 

Suspension A to 

Suspension B 

Fine D, Restriction, 

Suspension C, 

Revocation 

Fine D, Suspension C, 

Revocation, Bar 

42 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 1020 and FINRA 
Rule Series 2000-5000 

Books and Records Notice of Non- 

Compliance, Fine A to 

Fine B, Suspension B 

to Suspension C, 

Revocation, Bar 

Fine A to Fine B, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine A to Fine B, 

Suspension B to 

Suspension C, 

Revocation, Bar 

43 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2081 

Prohibited Conditions Relating 

to Expungement of Customer 

Dispute 

Fine C to Fine D, 

Restriction, 

Suspension A to 

Suspension C, 

Revocation 

Fine D, Restriction, 

Suspension C, 

Revocation 

Fine D, Revocation, 

Bar 

44 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2090 

Know Your Customer Fine C to Fine D, 

Restriction, 

Suspension A to 

Suspension C, 

Revocation 

Fine D, Restriction, 

Suspension C, 

Revocation 

Fine D, Revocation, 

Bar 

45 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2111 

Recommendations to Customers 

(Suitability) 

Fine C to Fine D, 

Restriction, 

Suspension A to 

Suspension C, 

Revocation 

Fine D, Restriction, 

Suspension C, 

Revocation 

Fine D, Revocation, 

Bar 

46 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and  (2)(h) FINRA 

Rule 2114(a) 

Recommendations to Customers 

in OTC Equity Securities 

Fine C to Fine D, 

Restriction, 

Suspension A to 

Suspension C, 

Revocation 

Fine D, Restriction, 

Suspension C, 

Revocation 

Fine D, Revocation, 

Bar 

47 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and  (2)(h) FINRA 

Rule 2114(c ) 

Recommendations to Customers 

in OTC Equity Securities 

Notice of Non- 

Compliance, Fine C to 

Fine D, Restriction 

Fine C to Fine D, 

Restriction, 

Suspension A 

Fine D, Suspension C, 

48 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and  (2)(h) FINRA 
Rule 2114(d) 

Recommendations to Customers 

in OTC Equity Securities 

Fine B to Fine C, 

Restriction, 

Suspension A 

Fine C to Fine D, 

Restriction, 

Suspension C, 

Revocation 

Fine D, Suspension C, 

Revocation, Bar 

49 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2121 

Fair Prices and Commissions Fine B to Fine D, 

Restriction, 

Suspension A to C, 

Revocation, Bar 

Fine D, Restriction, 

Suspension C, 

Revocation, Bar 

Fine D, Suspension C, 

Revocation, Bar 
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50 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 2122 

Charges for Services Performed Notice of Non- 

Compliance, Fine B to 

Fine C, Restriction, 

Suspension A 

Fine B to Fine D, 

Restriction, 

Suspension B 

Fine C to Fine D, 

Suspension C, 

Revocation, Bar 

51 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and  (2)(h) FINRA 
Rule 2124 

Net Transactions with 

Customers 

Fine C to Fine D, 

Restriction 

Fine D, Restriction, 

Suspension A to 

Suspension C, 

Revocation 

Fine D, Suspension C, 

Revocation, Bar 

52 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2130 

Approval Procedures for Day- 

Trading Accounts 

Notice of Non- 

Compliance, Fine B to 

Fine C, Restriction 

Fine C to Fine D, 

Suspension A to B 

Fine C to Fine D, 

Suspension B to C 

53 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 2140 

Interfering With the Transfer of 

Customer Accounts in the 

Context of Employment 

Disputes 

Notice of Non- 

Compliance, 

Fine B to Fine C 

Fine C to Fine D Fine D, Suspension A 

to Suspension B 

54 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2150(a) 

Improper Use of Customers' 

Securities or Funds; Prohibition 

Against Guarantees and Sharing 

in Accounts 

Fine D, Restriction, 

Suspension C, 

Revocation, Bar 

Fine D, Suspension C, 

Revocation, Bar 

Fine D, Suspension C, 

Revocation, Bar 

55 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 2150(b) 

Improper Use of Customers' 

Securities or Funds; Prohibition 

Against Guarantees and Sharing 

in Accounts 

Fine C to Fine D, 

Restriction, 

Suspension B to 

Suspension C, 

Revocation 

Fine D, Restriction, 

Suspension C, 

Revocation, Bar 

Fine D, Suspension C, 

Revocation, Bar 

56 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2150(c) 

Improper Use of Customers' 

Securities or Funds; Prohibition 

Against Guarantees and Sharing 

in Accounts 

Fine C, Restriction, 

Suspension B to 

Suspension C 

Fine D, Restriction, 

Suspension C, 

Revocation 

Fine D, Suspension C, 

Revocation, Bar 

57 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2210(b), (c) 

Communications with the 

Public 

Notice of Non- 

Compliance, Fine A to 

Fine C, Restriction 

Fine A to Fine C, 

Restriction 

Fine C to Fine D, 

Suspension A to 

Suspension B 

58 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2210(d), (e), (f) 

Communications with the Public Notice of Non- 

Compliance, Fine B to 

Fine C, Suspension A 

to Suspension B, 

Restriction 

Fine B to Fine D, 

Restriction, 

Suspension B to 

Suspension C, 

Revocation 

Fine D, Suspension C, 

Revocation, Bar 

59 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and  (2)(h) FINRA 
Rule 2212 

Use of Investment Companies 

Rankings in Retail 

Communications 

Notice of Non- 

Compliance, Fine B to 

Fine C, Suspension A 

to Suspension B, 

Restriction 

Fine B to Fine D, 

Restriction, 

Suspension B to 

Suspension C, 

Revocation 

Fine D, Suspension C, 

Revocation, Bar 
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60 Dealer/Agent 

Prohibited 

Business Practices 

69W-600.013(1)(h)1 

and  (2)(h) FINRA 

Rule 2220(b), (c ) 

Options Communication Fine B to Fine 

C, Restriction 

Fine C to Fine 

D, Restriction, 

Suspension B to 

Suspension C 

Fine D, Suspension C 

61 Dealer/Agent 

Prohibited 

Business Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2220(d) 

Options Communication Notice of Non- 

Compliance, Fine B to 

Fine C, Suspension A 

to Suspension B, 

Restriction 

Fine B to Fine 

D, Restriction, 

Suspension B to 

Suspension C, 

Revocation 

Fine D, Suspension 

C, Revocation, Bar 

62 Dealer/Agent 

Prohibited 

Business Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 2231 

Customer Account Statements Notice of Non- 

Compliance, Fine A 

to Fine B 

Fine A to Fine C, 

Suspension A 

Fine C to Fine D, 

Suspension B to 

Suspension C 

63 Dealer/Agent 

Prohibited 

Business Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2241 

Research Analysts and Research 

Reports 

Notice of Non- 

Compliance, Fine C 

to Fine D, Restriction, 

Suspension A to 

Suspension C, 

Revocation 

Fine D, 

Restriction, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine D, 

Restriction, 

Suspension C, 

Revocation, Bar 

64 Dealer/Agent 

Prohibited 

Business Practices 

69W-600.013(1)(h)1 

and  (2)(h) FINRA 
Rule 2242 

Debt Research Analysts and 

Debt Research Reports 

Notice of Non- 

Compliance, Fine C 

to Fine D, Restriction, 

Suspension A to 

Suspension C, 

Revocation 

Fine D, 

Restriction, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine D, 

Restriction, 

Suspension C, 

Revocation, Bar 

65 Dealer/Agent 

Prohibited 

Business Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2251 

Forwarding of Proxy and Other 

Materials 

Notice of Non- 

Compliance, 

Fine A to Fine 

B 

Fine B to Fine C Fine C to Fine D 

66 Dealer/Agent 

Prohibited 

Business Practices 

69W-600.013(1)(h)1 

and  (2)(h) FINRA 

Rule 2262 

Disclosure of Control 

Relationship with Issuer 

Fine D, 

Restriction, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine D, Suspension 

C, Revocation, Bar 

Fine D, Suspension 

C, Revocation, Bar 

67 Dealer/Agent 

Prohibited 

Business Practices 

69W-600.013(1)(h)1 

and  (2)(h)) FINRA 

Rule 2264 

Margin Disclosure Statement Fine B to Fine 

C, Restriction 

Fine D, 

Restriction, 

Suspension A to 

Suspension B 

Fine D, Suspension 

C, Revocation, Bar 

68 Dealer/Agent 

Prohibited 

Business Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 2265 

Extended Hours Trading Risk 

Disclosure 

Notice of Non- 

Compliance, 

Fine B to Fine 

C 

Fine B to Fine 

D, Restriction 

Fine C to Fine 

D, Suspension B 

to Suspension C 

69 Dealer/Agent 

Prohibited 

Business Practices 

69W-600.013(1)(h)1 

and  (2)(h) FINRA 
Rule 2266 

SIPC Information Notice of 

Non- 

Compliance, 

Fine A 

Fine A Fine B 

70 Dealer/Agent 

Prohibited 

Business Practices 

69W-600.013(1)(h)1 

and  (2)(h) FINRA 
Rule 2267 

Investor Education and 

Protection 

Notice of Non- 

Compliance,  Fine 

A 

Fine A Fine B 
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71 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and  (2)(h) FINRA 

Rule 2269 

Disclosure of Participation or 

Interest in Primary or Secondary 

Distribution 

Fine C to Fine D, 

Restriction, 

Suspension A to 

Suspension C, 

Revocation, Bar 

Fine D, Suspension C, 

Revocation, Bar 

Fine D, Suspension C, 

Revocation, Bar 

72 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and  (2)(h) FINRA 
Rule 2272 

Sales and Offers of Sales of 

Securities on Military 

Installations 

Notice of Non- 

Compliance, Fine B to 

Fine D, Restriction, 

Suspension A to 

Suspension C, 

Revocation 

Fine D, Restriction, 

Suspension C, 

Revocation 

Fine D, Revocation, 

Bar 

73 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and  (2)(h) FINRA 

Rule 2273 

Educational Communication 

Related to Recruitment Practices 

and Account Transfers 

Notice of Non- 

Compliance, Fine A to 

Fine C, Restriction 

Fine A to Fine C, 

Restriction 

Fine C to Fine D, 

Suspension A to 

Suspension B 

74 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2310(b) 

Direct Participation Programs Fine C to Fine D, 

Restriction, 

Suspension A to 

Suspension C, 

Revocation 

Fine D, Restriction, 

Suspension C, 

Revocation 

Fine D, Revocation, 

Bar 

75 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and  (2)(h) FINRA 
Rule 2310(c) 

Direct Participation Programs Fine C to Fine D, 

Restriction, 

Suspension A to 

Suspension C, 

Revocation 

Fine D, Restriction, 

Suspension C, 

Revocation 

Fine D, Suspension C, 

Revocation, Bar 

76 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 2320 

Variable Contracts of an 

Insurance Company 

Notice of Non- 

Compliance, Fine C to 

Fine D, Restriction, 

Suspension A to 

Suspension C 

Fine D, Restriction, 

Suspension B to 

Suspension C, 

Revocation 

Fine D, Suspension C, 

Revocation 

77 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2330 

Members' Responsibilities 

Regarding Deferred Variable 

Annuities 

Notice of Non- 

Compliance, Fine C to 

Fine D, Restriction, 

Suspension A to 

Suspension C 

Fine D, Restriction, 

Suspension B to 

Suspension C, 

Revocation 

Fine D, Suspension C, 

Revocation 

78 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 2341 

Investment Company Securities Fine C to Fine D, 

Restriction, 

Suspension A 

Fine D, Restriction, 

Suspension A to 

Suspension C 

Fine D, Suspension C, 

Revocation, Bar 

79 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and  (2)(h) FINRA 
Rule 2342 

"Breakpoint" Sales Fine C to Fine D, 

Restriction, 

Suspension A to 

Suspension C, 

Revocation 

Fine D, Restriction, 

Suspension C, 

Revocation 

Fine D, Revocation, 

Bar 
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80 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 2352 

Account Approval - Trading in 

Index Warrants, Currency Index 

Warrants and Currency Warrants 

Notice of Non- 

Compliance, 

Fine B to Fine C 

Fine B to Fine D, 

Restriction, 

Suspension A 

Fine C to Fine D, 

Suspension A to 

Suspension C 

81 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2353 

Suitability - Trading in Index 

Warrants, Currency Index 

Warrants and Currency Warrants 

Fine C to Fine D, 

Restriction, 

Suspension A to 

Suspension C, 

Revocation 

Fine D, Restriction, 

Suspension C, 

Revocation 

Fine D, Revocation, 

Bar 

82 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 2354 

Discretionary Accounts - 

Trading in Index Warrants, 

Currency Index Warrants and 

Currency Warrants 

Notice of Non- 

Compliance, Fine B to 

Fine C, Restriction 

Fine B to D, 

Restriction, 

Suspension B 

Fine D, Suspension C, 

Revocation 

83 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2355 

Supervision of Accounts - 

Trading in Index Warrants, 

Currency Index Warrants and 

Currency Warrants 

Notice of Non- 

Compliance, Fine B to 

Fine D, Restriction 

Fine B to Fine D, 

Restriction 

Fine C to Fine D, 

Suspension A, 

Restriction 

84 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 2357 

Communications with the 

Public and Customers 

Concerning Index Warrants, 

Currency Index Warrants and 

Currency Warrants 

Notice of Non- 

Compliance, Fine B to 

Fine C, Restriction 

Fine C to Fine D, 

Restriction, 

Suspension B to 

Suspension C 

Fine D, Suspension C 

85 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2358 

Maintenance of Records - 

Trading in Index Warrants, 

Currency Index Warrants and 

Currency Warrants 

Notice of Non- 

Compliance, 

Fine A to Fine B 

Fine A to Fine C, 

Restriction 

Fine C to Fine D, 

Suspension A to 

Suspension C 

86 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2359 

Position and Exercise Limits; 

Liquidations - Trading in Index 

Warrants, Currency Index 

Warrants and Currency Warrants 

Fine C to Fine D, 

Restriction 

Fine D, Restriction, 

Suspension B to 

Suspension C 

Fine D, Suspension C, 

Revocation, Bar 

87 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 2360 

Options Notice of Non- 

Compliance, Fine B to 

Fine D, Restriction, 

Suspension A to 

Suspension B 

Fine B to D, 

Restriction, 

Suspension B 

Fine D, Suspension C, 

Revocation 

88 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 2370(b) 

Security Futures Notice of Non- 

Compliance, Fine B to 

Fine C, Restriction 

Fine B to D, 

Restriction, 

Suspension A to 

Suspension B 

Fine D, Suspension B 

to Suspension C, 

Revocation 

89 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 3110 

Supervision Notice of Non- 

Compliance Fine C to 

Fine D, Restriction, 

Fine D, Restriction, 

Suspension A to 

Suspension C, 

Revocation, Bar 

Fine D, Suspension C, 

Revocation, Bar 
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    Suspension A to 

Suspension C, 

Revocation 

  

90 
 

Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 3120 

Supervisory Control System Notice of Non- 

Compliance, 
Fine D, Restriction 

Fine D, Restriction, 

Suspension A to 

Suspension B 

Fine D, Suspension C, 

Restriction, 

Revocation, Bar 

91 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h), FINRA 

Rule 3130 

Annual Certification of 

Compliance and Supervisory 

Processes 

Notice of Non- 

Compliance, 

Fine C to Fine D, 

Restriction 

Fine C to Fine D, 

Restriction, 

Suspension A to 

Suspension B 

Fine D, Suspension B 

to Suspension C, 

Restriction 

92 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 3160(a) 

Broker/Dealer Conduct on the 

Premises of Financial 

Institutions 

Notice of Non- 

Compliance, Fine B to 

Fine C, Restriction 

Fine B to Fine D, 

Restriction, 

Suspension A 

Fine D, Suspension C, 

Revocation, Bar 

93 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 3170 

Tape Recording of Registered 

Persons by Certain Firms 
Notice of Non- 

Compliance, Fine C to 

Fine D, Restriction, 

Suspension A to 

Suspension C, 

Revocation 

Fine D, Restriction, 

Suspension A to 

Suspension C, 

Revocation, Bar 

Fine D, Suspension C, 

Revocation, Bar 

94 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 3210 

Accounts at Other Broker- 

Dealers and Financial 

Institutions 

Notice of Non- 

Compliance, Fine A to 

Fine C, Restriction, 

Suspension A to 

Suspension C 

Fine C to Fine D, 

Restriction, 

Suspension B to 

Suspension C, 

Revocation 

Fine C to Fine D, 

Suspension B to 

Suspension C, 

Revocation, Bar 

95 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 3230(a), (b), (e)- 
(l) 

Telemarketing Notice of Non- 

Compliance, Fine A to 

Fine B, Restriction 

Fine B to Fine D, 

Restriction 

Fine D 

96 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 3230(d) 

Telemarketing Notice of Non- 

Compliance, 
Fine C, Restriction 

Fine D, Restriction Fine D, Suspension A 

97 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 3240 

Borrowing From or Lending to 

Customers 

Notice of Non- 

Compliance, Fine B to 

Fine C, Restriction, 

Suspension A to 

Suspension C 

Fine D, Restriction, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine D, Suspension C, 

Revocation, Bar 

98 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 3260(a) 

Discretionary Accounts Fine C to Fine D, 

Restriction, 

Suspension A to 

Suspension C, 

Revocation 

Fine D, Restriction, 

Suspension C, 

Revocation 

Fine D, Revocation, 

Bar 
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99 Dealer/Agent 

Prohibited Business 
Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 3260(b), (c) 

Discretionary Accounts Notice of Non- 

Compliance, Fine A to 
Fine C, Restriction 

Fine B to Fine C, 

Restriction, 
Suspension A to 

Suspension B 

Fine C to Fine D, 

Suspension B to 
Suspension C, 

Revocation, Bar 

100 Dealer/Agent 
Prohibited Business 

Practices 

69W-600.013(1)(h)1 
and (2)(h) FINRA 

Rule 3270 

Outside Business Activity Notice of Non- 
Compliance, Fine A to 

Fine C, Restriction, 

Suspension A to 

Suspension C 

Fine C to Fine D, 
Restriction, 

Suspension B to 

Suspension C, 

Revocation 

Fine C to Fine D, 
Suspension B to 

Suspension C, 

Revocation, Bar 

101 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 3280 

Private Securities Transactions Fine B to Fine D, 

Restriction, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine D, 

Suspension C, 

Revocation, Bar 

Fine D, 

Suspension C, 

Revocation, Bar 

102 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 3310 

Anti-Money Laundering 

Compliance Program 

Notice of Non- 

Compliance, Fine C to 

Fine D, Restriction, 

Suspension A to 

Suspension C, 
Revocation 

Fine C to Fine D, 

Restriction, 

Suspension A to 

Suspension C, 

Revocation, Bar 

Fine D, 

Suspension C, 

Revocation, Bar 

103 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 4210 

Margin Requirements Notice of Non- 

Compliance, Fine B to 

Fine C 

Fine B to Fine D, 

Suspension A to 

Suspension B, 

Revocation 

Fine C to Fine D, 

Suspension B to 

Suspension C, 

Revocation, Bar 

104 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 4311 

Carrying Agreements Fine C to Fine D Fine D Fine D, 

Suspension A to 

Suspension B 

105 Dealer/Agent 

Prohibited Business 
Practices 

69W-600.013(1)(h)1 

and (2)(h), FINRA 

Rule 4360 

Fidelity Bonds Fine C to Fine D, 

Restriction 

Fine D, 

Restriction, 
Suspension A to 

Suspension C 

Fine D, 

Suspension C, 
Revocation, Bar 

106 Dealer/Agent 
Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 4530 

Reporting Requirements Notice of Non- 
Compliance, Fine A to 

Fine D, Restriction, 

Suspension B to C 

Fine B to D, 
Restriction, 

Suspension B to 

Suspension C, 

Revocation 

Fine C to D, 
Restriction, 

Suspension B to 

C, Revocation 

107 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 5121 

Public Offerings of Securities 

With Conflicts of Interest 

Notice of Non- 

Compliance, Fine C to 

Fine D, Restriction, 

Suspension A to 

Suspension C, 

Revocation 

Fine C to Fine D, 

Restriction, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine D, 

Restriction, 

Suspension C, 

Revocation, Bar 
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108 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 5141 

Sale of Securities in a Fixed 

Price Offering 

Fine C to Fine D, 

Restriction, 

Suspension A 

Fine D, Restriction, 

Suspension A to B, 

Revocation, Bar 

Fine D, Suspension C, 

Revocation, Bar 

109 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 5160 

Disclosure of Price and 

Concessions in Selling 

Agreements 

Fine C to Fine D, 

Restriction, 

Suspension A 

Fine D, Suspension C, 

Revocation, Bar 

Fine D, Suspension C, 

Revocation, Bar 

110 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 
Rule 5230 

Payments Involving Publications 

that Influence the Market Price 

of a Security 

Fine D, Restriction, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine D, Suspension C, 

Revocation, Bar 

Fine D, Revocation, 

Bar 

111 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 5240 

Anti-Intimidation /Coordination Fine D, Restriction, 

Suspension B to 

Suspension C, 

Revocation 

Fine D, Suspension C, 

Revocation, Bar 

Fine D, Revocation, 

Bar 

112 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 5250 

Payments for Market Making Fine D, Restriction, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine D, Suspension C, 

Revocation, Bar 

Fine D, Revocation, 

Bar 

113 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 5280 

Trading Ahead of Research 

Reports 

Fine D, Restriction, 

Suspension B to 

Suspension C, 

Revocation 

Fine D, Suspension C, 

Revocation, Bar 

Fine D, Revocation, 

Bar 

114 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 5310 

Best Execution and 

Interpositioning 

Notice of Non- 

Compliance, Fine 

A to Fine B, 

Restriction, 

Suspension A to B, 

Revocation 

Fine A to Fine C, 

Restriction, 

Suspension A to B, 

Revocation 

Fine B to Fine D, 

Restriction, 

Suspension B to C, 

Revocation, Bar 

115 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h), FINRA 

Rule 5320 

Trading Ahead of Customer 

Market Orders 

Fine B to Fine D, 

Restriction, 

Suspension A to 

Suspension C, 

Revocation, Bar 

Fine D, Suspension A 

to 

Suspension C, 

Revocation, Bar 

Fine D, Suspension 

C, Revocation, Bar 

116 Dealer/Agent 

Prohibited Business 

Practices 

69W-600.013(1)(h)1 

and (2)(h) FINRA 

Rule 5330 

Adjustment of Open Orders Fine B to Fine C Fine C to Fine D, 

Suspension A 

Fine D, Suspension 

C 
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117 Dealer Prohibited 

Business Practices 

69W-600.013(1)(h)2, 

New York Stock 

Exchange Rule 435 

Circulation of Rumors Fine C to Fine D, 

Suspension B to 

Suspension C, 

Revocation 

Fine D, Restriction, 

Suspension C, 

Revocation 

Fine D, Suspension 

C, Revocation, Bar 
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118 Dealer Prohibited 

Business Practices 

69W-600.013(1)(h)3, 

Section 5 of the 

Securities Act of 1933 

Prohibitions Relating to 

Interstate Commerce and the 

Mails 

Notice of Non- 

Compliance, Fine B to 

Fine C, Restriction, 

Suspension A to 

Suspension C 

Fine B to Fine D, 

Restriction, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine B to Fine D, 

Restriction, 

Suspension C, 

Revocation, Bar 

119 Dealer Prohibited 

Business Practices 

69W-600.013(1)(h)3, 

Section 6 of the 

Securities Act of 1933 

Registration of Securities Notice of Non- 

Compliance, Fine B to 

Fine C, Restriction, 

Suspension A to 

Suspension C 

Fine B to Fine D, 

Restriction, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine B to Fine D, 

Restriction, 

Suspension C, 

Revocation, Bar 

120 Dealer Prohibited 

Business Practices 

69W-600.013(1)(h)3, 

17 CFR 230.134, 17 

CFR 230.134a 

Communications Deemed Not to 

be a Prospectus 

Notice of Non- 

Compliance, Fine A to 

Fine C, Restriction, 

Suspension A to 

Suspension C 

Fine A to Fine C, 

Restriction, 

Suspension B to 

Suspension C, Bar 

Fine B to Fine D, 

Restriction, 

Suspension C, 

Revocation, Bar 

121 Dealer Prohibited 

Business Practices 

69W-600.013(1)(h)3, 

17 CFR 230.144, 17 

CFR 230.144A 

Persons Not Engaged in 

Distributions or an Underwriter 

Notice of Non- 

Compliance, Fine A to 

Fine C, Restriction, 

Suspension A to 

Suspension C 

Fine A to Fine C, 

Restriction, 

Suspension B to 

Suspension C, Bar 

Fine B to Fine D, 

Restriction, 

Suspension C, 

Revocation, Bar 

122 Dealer Prohibited 

Business Practices 

69W-600.013(1)(h)3, 

17 CFR 230.156 
Investment Company Sales 

Literature 

Notice of Non- 

Compliance, Fine A to 

Fine C, Restriction 

Fine A to Fine C, 

Restriction 

Fine C to Fine D, 

Suspension A to 

Suspension B 

123 Dealer Prohibited 

Business Practices 

69W-600.013(1)(h)3, 

17 CFR 230.419 

Blank Check Offerings Fine C to Fine D, 

Restriction, 

Suspension A to 

Suspension C 

Fine D, Suspension B 

to 

Suspension C, 

Revocation, Bar 

Fine D, Suspension B 

to Suspension C, 

Revocation, Bar 

124 Dealer Prohibited 

Business Practices 

69W-600.013(1)(h)3, 

17 CFR 230.481 
Information Required in a 

Prospectus 

Notice of Non- 

Compliance, Fine B to 

Fine C, Restriction, 

Suspension A to 

Suspension C 

Fine B to Fine C, 

Restriction, 

Suspension B to 

Suspension C 

Fine B to Fine D, 

Restriction, 

Suspension C, 

Revocation 

125 Dealer Prohibited 

Business Practices 

69W-600.013(1)(h)3, 

17 CFR 230.482 
Advertising by an Investment 

Company 

Notice of Non- 

Compliance, 

Fine A to Fine C, 

Restriction 

Fine A to Fine C, 

Restriction 

Fine C to Fine D, 

Suspension A to 

Suspension B 

126 Dealer Prohibited 

Business Practices 

69W-600.013(1)(h)4, 

17 CFR 242.200- 

242.203, FINRA Rule 

4320 

Short Sale Delivery 

Requirements 

Notice of Non- 

Compliance, Fine B to 

Fine C, Restriction, 

Suspension A 

Fine C to Fine D, 

Restriction, 

Suspension A to 

Suspension C 

Fine D, Suspension B 

to Suspension C, 

Revocation, Bar 
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127 Dealer Prohibited 

Business Practices 

69W-600.013(1)(h)5, 

Section 15B of the 

Securities Exchange 

Act of 1934 , MSRB 

Definitional Rules D1- 

12, MSRB General 

Rules G-1 through G- 

6, G-11 through G-14, 

G-17 through G-28, 

G-30 through G-33, 

G-37, G-38 

Prohibited Business Practices for 

Dealers and Their Associated 

Persons 

Notice of Non- 

Compliance, Fine B to 

Fine D, Restriction 

Fine B to Fine D, 

Suspension A 

Fine B to Fine D, 

Suspension B to 

Suspension C 

128 Dealer Prohibited 

Business Practices 

69W-600.013(1)(h)5, 

MSRB General Rules 

G-7 through G-9 

Books and Records Notice of Non- 

Compliance, 

Fine A to Fine B, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine A to Fine B, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine A to Fine B, 

Suspension B to 

Suspension C, 

Revocation, Bar 

129 Dealer Prohibited 

Business Practices 

69W-600.013(1)(h)5, 

MSRB General Rule 

G-10 

Investor and Municipal Advisory 

Client Education and Protection 

Notice of Non- 

Compliance, 

Fine A 

Fine A Fine B, Suspension A 

130 Dealer Prohibited 

Business Practices 

69W-600.013(1)(h)5, 

MSRB General Rule 

G-15 

Confirmation, Clearance, 

Settlement and Other Uniform 

Practice Requirements with 

Respect to Transactions with 

Customers 

Notice of Non- 

Compliance,  Fine A 

Fine A Fine B, Suspension A 

131 Dealer Prohibited 

Business Practices 

69W-600.013(1)(h)5, 

MSRB General Rule 

G-29 

Availability of Board Rules Notice of Non- 

Compliance,  Fine A 

Fine A Fine B, Suspension A 

132 Dealer Prohibited 

Business Practices 

69W-600.013(1)(h)5, 

MSRB General Rule 

G-34 

CUSIP Numbers, New Issue, 

and Market Information 

Requirements 

Notice of Non- 

Compliance, 

Fine A 

Fine A Fine B, Suspension A 

133 Dealer Prohibited 

Business Practices 

69W-600.013(1)(h)5, 

MSRB General Rule 

G-39 

Telemarketing Notice of Non- 

Compliance, Fine A to 

Fine B, Restriction 

Fine B to Fine D, 

Restriction 

Fine D 
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134 Dealer Prohibited 

Business Practices 

69W-600.013(1)(h)5, 

MSRB General Rule 

G-41 

Anti-Money Laundering 

Compliance Program 

Notice of Non- 

Compliance, Fine C to 

Fine D, Restriction, 

Suspension A to 

Suspension C, 

Revocation 

Fine C to Fine D, 

Restriction, 

Suspension A to 

Suspension C, 

Revocation, Bar 

Fine D, Suspension C, 

Revocation, Bar 

135 Dealer Prohibited 

Business Practices 

69W-600.013(1)(h)6, 

Regulation S-P 17 

C.F.R. §248.30 

Procedures to Safeguard 

Customer Records and 

Information 

Notice of Non- 

Compliance, Fine B to 

Fine D, Restriction, 

Suspension A to 

Suspension C, 

Revocation, Bar 

Fine D, Restriction, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine D, Revocation, 

Bar 

136 Dealer Prohibited 

Business Practices 

69W-600.013(1)(i) Prospectuses Notice of Non- 

Compliance, Fine B to 

Fine C 

Fine B to Fine D, 

Suspension A to 

Suspension B 

Fine C to Fine D, 

Restriction, 

Suspension C 

137 Dealer Prohibited 

Business Practices 

69W-600.013(1)(j) Using Unregistered Clearing 

Dealer 

Notice of Non- 

Compliance, 

Fine C to Fine D, 

Restriction 

Fine C to Fine D, 

Suspension A to 

Suspension B 

Fine D, Restriction, 

Suspension C 

138 Dealer Prohibited 

Business Practices 

69W-600.013(1)(k) Recommending Use of an 

Unregistered Investment Adviser 

Notice of Non- 

Compliance, Fine B to 

Fine D, Restriction 

Fine C to Fine D, 

Suspension A to 

Suspension B, 

Restriction 

Fine D, Restriction, 

Suspension C 

139 Dealer Prohibited 

Business Practices 

69W-600.013(1)(l) Receiving Compensation from 

an Adviser 

Notice of Non- 

Compliance, Fine B to 

Fine D, Restriction 

Fine C to Fine D, 

Suspension A to 

Suspension B, 

Restriction 

Fine D, Restriction, 

Suspension C, 

Revocation 

140 Dealer Prohibited 

Business Practices 

69W-600.013(1)(m) Sale of Non-Exempt Securities Notice of Non- 

Compliance, Fine A to 

Fine C, Restriction, 

Suspension A to 

Suspension C 

Fine A to Fine C, 

Restriction, 

Suspension B to 

Suspension C, Bar 

Fine B to Fine D, 

Restriction, 

Suspension C, 

Revocation, Bar 

141 Dealer Prohibited 

Business Practices 

69W-600.013(1)(m) 

Section 13 of the 

Securities Exchange 

Act of 1934 

Periodic and Other Reports Notice of Non- 

Compliance, Fine C to 

Fine D 

Fine D Fine D 

142 Dealer Prohibited 

Business Practices 

69W-600.013(1)(m) 

Section 15D of the 

Securities Exchange 

Act of 1934 

Securities Analyst and Research 

Reports 

Notice of Non- 

Compliance, Fine C to 

Fine D, Restriction, 

Fine D, Restriction, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine D, Restriction, 

Suspension C, 

Revocation, Bar 
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    Suspension A to 

Suspension C, 

Revocation 

  

143 Dealer Prohibited 

Business Practices 

69W-600.013(1)(n) Providing False Client Data Notice of Non- 

Compliance, Fine C to 

Fine D, Suspension B 

to Suspension C, 

Restriction, 

Revocation, Bar 

Fine C to Fine D, 

Suspension B to 

Suspension C, 

Restriction, 

Revocation, Bar 

Fine D, Revocation, 

Bar 

144 Dealer Prohibited 

Business Practices 

69W-600.013(1)(o) Senior - Specific Certifications 

and Professional Designations 
Notice of Non- 

Compliance, Fine C to 

Fine D, Suspension A 

to Suspension B, 

Restriction 

Fine C to Fine D, 

Suspension B to 

Suspension C, 

Restriction, 

Revocation, Bar 

Fine D, Revocation, 

Bar 

145 Dealer Prohibited 

Business Practices 

69W-600.013(1)(p) Failure to deliver a current 

Form CRS to any retail 

investor 

Notice of Non- 

Compliance, Fine A 

to Fine B 

Fine A to Fine B Fine A to Fine B 

146 Dealer Agent 

Prohibited Business 

Practices 

69W-600.013(2)(a) Borrowing from or Lending to 

Customers 

Notice of Non- 

Compliance, Fine B to 

Fine C, Restriction, 

Suspension A to 

Suspension C 

Fine D, Restriction, 

Suspension B to 

Suspension C, 

Revocation 

Fine D, Suspension C, 

Revocation, Bar 

147 
 

Dealer Agent 

Prohibited 

Business Practices 

69W-600.013(2)(b) – 

(f) 

Demonstrations of Unworthiness Fine C to Fine D, 

Suspension A to 

Suspension C, 

Revocation 

Fine C to Fine D, 

Revocation, Bar 

Fine C to Fine D, 

Revocation, Bar 

148 Dealer Agent 

Prohibited 

Business Practices 

69W-600.013(2)(g) Failure to Provide Florida Guide 

to Small Business Investments 

(SCOR) 

Notice of Non- 

Compliance, Fine A to 

Fine B 

Fine A to Fine B Fine A to Fine B 

149 Dealer Agent 

Prohibited 

Business Practices 

69W-600.013(2)(h) - 

[(1)(a)] 

Extension of Credit Notice of Non- 

Compliance, 

Fine B to Fine C 

Fine B to Fine D, 

Suspension A to 

Suspension B, 

Revocation 

Fine C to Fine D, 

Suspension B to 

Suspension C, 

Revocation, Bar 

150 Dealer Agent 

Prohibited 

Business Practices 

69W-600.013(2)(h) - 

[(1)(b)] 

Margin Agreement Notice of Non- 

Compliance, Fine B to 

Fine C 

Fine B to Fine D, 

Suspension A to 

Suspension B, 

Restriction 

Fine C to Fine D, 

Suspension B to 

Suspension C, 

Revocation, Bar 

151 Dealer Agent 

Prohibited 

Business Practices 

69W-600.013(2)(h) - 

[(1)(e)] 

Failing to Execute an Order Notice of Non- 

Compliance, 

Fine B to Fine D, 

Restriction 

Fine B to Fine D, 

Suspension A to 

Suspension C, 

Restriction 

Fine D, Suspension A 

to Suspension C, 

Revocation, Bar 
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152 Dealer Agent 

Prohibited 

Business Practices 

69W-600.013(2)(h) - 

[(1)(f)] 
Unregistered Securities Notice of Non- 

Compliance, Fine A to 

Fine C, Restriction, 

Suspension A to 

Suspension C 

Fine A to Fine C, 

Restriction, 

Suspension B to 

Suspension C, Bar 

Fine B to Fine D, 

Restriction, 

Suspension C, 

Revocation, Bar 

153 Dealer Agent 

Prohibited 

Business Practices 

69W-600.013(2)(h) - 

[(1)(g)] 

Representation of Qualifications Notice of Non- 

Compliance, 

Fine C to Fine D, 

Restriction 

Fine C to Fine D, 

Suspension B to 

Suspension C, 

Restriction, 

Revocation 

Fine B to Fine D, 

Restriction, 

Suspension C, 

Revocation, Bar 

154 Dealer Agent 

Prohibited 

Business Practices 

69W-600.013(2)(h) - 

[(1)(j)] 
Using Unregistered Clearing 

Dealer 

Notice of Non- 

Compliance, 

Fine C to Fine D, 

Restriction, 

Suspension A to 

Suspension C 

Fine C to Fine D, 

Suspension A to 

Suspension C 

Fine D, Restriction, 

Suspension C, 

Revocation 

155 Dealer Agent 

Prohibited 

Business Practices 

69W-600.013(2)(h) - 

[(1)(k)] 

Recommending Use of an 

Unregistered Investment Adviser 

Notice of Non- 

Compliance, 

Fine B to Fine D, 

Restriction 

Fine C to Fine D, 

Suspension A to 

Suspension B, 

Restriction 

Fine D, Restriction, 

Suspension C 

156 Dealer Agent 

Prohibited 

Business Practices 

69W-600.013(2)(h) - 

[(1)(l)] 
Receiving Compensation from 

an Adviser 

Notice of Non- 

Compliance, Fine B to 

Fine D, Restriction 

Fine C to Fine D, 

Suspension A to 

Suspension B, 

Restriction 

Fine D, Restriction, 

Suspension C 

157 Dealer Agent 

Prohibited 

Business Practices 

69W-600.013(2)(h) - 

[(1)(m)] 

Sale of Non-Exempt Securities Notice of Non- 

Compliance, 

Fine A to Fine C, 

Restriction, 

Suspension A to 

Suspension C 

Fine A to Fine C, 

Restriction, 

Suspension B to 

Suspension C, Bar 

Fine B to Fine D, 

Restriction, 

Suspension C, 

Revocation, Bar 

158 Dealer Agent 

Prohibited 

Business Practices 

69W-600.013(2)(h) - 

[(1)(n)] 

Providing False Client Data Notice of Non- 

Compliance, Fine C to 

Fine D, Suspension B 

to Suspension C, 

Restriction, 

Revocation, Bar 

Fine C to Fine D, 

Suspension B to 

Suspension C, 

Restriction, 

Revocation, Bar 

Fine D, Revocation, 

Bar 

159 Dealer Agent 

Prohibited 

Business Practices 

69W-600.013(2)(h) - 

[(1)(o)] 
Senior - Specific Certifications 

and Professional Designations 

Notice of Non- 

Compliance, Fine C to 

Fine D, Suspension A 

to Suspension B, 

Restriction 

Fine C to Fine D, 

Suspension B to 

Suspension C, 

Restriction, 

Revocation, Bar 

Fine D, Revocation, 

Bar 
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160 Adviser/Agent 

Prohibited Business 

Practices 

69W-600.0131(1)(a) 

(15 USC 80b-4) 

Reports by Investment Advisers Notice of Non- 

Compliance, Fine A to 

Fine B, Suspension B 

to Suspension C, 

Summary Suspension, 

Revocation, Bar 

Fine A to Fine C, 

Suspension B 

to Suspension C, 

Summary Suspension, 

Revocation, Bar 

Fine B to Fine D, 

Suspension B to 

Suspension C, 

Summary Suspension, 

Revocation, Bar 

161 Adviser/Agent 

Prohibited Business 

Practices 

69W-600.0131(1)(a) 

(15 USC 80b-4a) 

Prevention of Misuse of 

Nonpublic Information 

Notice of Non- 

Compliance, Fine A to 

Fine C, Restriction, 

Suspension A to 

Suspension C 

Fine A to Fine C, 

Restriction, 

Suspension B to 

Suspension C, Bar 

Fine B to Fine D, 

Restriction, 

Suspension C, 

Revocation, Bar 

162 Adviser/Agent 

Prohibited Business 

Practices 

69W-600.0131(1)(a) 

(15 USC 80b-5) 

Investment Advisory Contracts Notice of Non- 

Compliance, 

Restriction, Fine B to 

Fine D 

Fine B to Fine D, 

Suspension A to 

Suspension B 

Fine C to Fine D, 

Suspension B to 

Suspension C 

163 Adviser/Agent 

Prohibited Business 

Practices 

69W-600.0131(1)(a) 

(15 USC 80b-6) 

Prohibited Transactions by 

Investment Advisers 

Fine D, Revocation, 

Bar 

Fine D, Revocation, 

Bar 

Fine D, Revocation, 

Bar 

164 Adviser/Agent 

Prohibited Business 

Practices 

69W-600.0131(1)(a) 

(15 USC 80b-7) 

Material Misstatement Denial, Restriction, 

Suspension, Summary 

Suspension, 

Revocation, Bar 

Denial, Restriction, 

Suspension, Summary 

Suspension, 

Revocation, Bar 

Denial, Restriction, 

Suspension, Summary 

Suspension, 

Revocation, Bar 

165 Adviser/Agent 

Prohibited Business 

Practices 

69W-600.0131(1)(a) 

(15 USC 80b-8) 

General Prohibitions Fine D, Revocation, 

Bar 

Fine D, Revocation, 

Bar 

Fine D, Revocation, 

Bar 

166 Adviser/Agent 

Prohibited Business 

Practices 

69W-600.0131(1)(a) 

(17 CFR 275.204-1 
and 17 CFR 275.204- 

3) 

Amendments to Form ADV and 

Delivery of Brochures and 

Supplements 

Notice of Non- 

Compliance, Fine A to 

Fine B 

Fine A to Fine C, 

Suspension A to 

Suspension B 

Fine B to Fine D, 

Suspension B to 

Suspension C, 

Revocation, Bar 

167 Adviser/Agent 

Prohibited Business 

Practices 

69W-600.0131(1)(a) 

(17 CFR 275.205-1, 
17 CFR 275.205-2, 

and 17 CFR 275.205- 

3) 

Contracts Notice of Non- 

Compliance, Fine A to 

Fine B 

Fine A to Fine C, 

Suspension A 

Fine C to Fine D, 

Suspension B to 

Suspension C, 

Revocation, Bar 

168 Adviser/Agent 

Prohibited Business 

Practices 

69W-600.0131(1)(a) 

(17 CFR 275.206(3)- 
1, 17 CFR 275.206(3)- 

2, 17 CFR 275.206(4)- 

1, and 17 CFR 

275.206(4)-3) 

Prohibited Transactions Notice of Non- 

Compliance, Fine B to 

Fine D, Suspension A 

to Suspension C, 

Revocation, Bar 

Fine A to Fine D, 

Suspension A to 

Suspension C, 

Revocation, Bar 

Fine B to Fine D, 

Suspension B to 

Suspension C, 

Revocation, Bar 
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169 Adviser/Agent 

Prohibited Business 

Practices 

69W-600.0131(1) 

(paragraphs (b), (d), 

(f), (g), (i), (j), (k), (l), 
(n), (o), (p), (t), (u), 

(v), (w), and (x)) 

Prohibited Business Practices for 

Investment Advisers and Their 

Associated Persons 

Notice of Non- 

Compliance, Fine B to 

Fine D, Restriction, 

Suspension A to 

Suspension C, 

Revocation, Bar 

Fine D, Restriction, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Fine D, Revocation, 

Bar 

170 Adviser/Agent 

Prohibited Business 

Practices 

69W-600.0131(1) 

(paragraphs (c), (e), 

(h), (m), (q), (r), and 

(s)) 

Prohibited Business Practices for 

Investment Advisers and Their 

Associated Persons 

Notice of Non- 

Compliance, 

Restriction, Fine B to 

Fine D 

Fine B to Fine D, 

Suspension A to 

Suspension B 

Fine C to Fine D, 

Suspension B to 

Suspension C 

171 Adviser Custody 

Requirements 

69W-600.0132(2) Custody Requirements for 

Investment Advisers 

Notice of Non- 

Compliance, 

Fine B to Fine D, 

Suspension A to 

Suspension C 

Fine C to Fine D, 

Restriction, 

Suspension B to 

Suspension C 

Fine D, Suspension C, 

Revocation, Bar 

172 Dealer/Adviser/Agent 

Business Practices 

69W-600.0133(1) Use of Senior-Specific 

Certifications and Professional 

Designations by Associated 

Persons and Investment Advisers 

Notice of Non- 

Compliance, Fine C to 

Fine D, Suspension A 

to Suspension B, 

Restriction 

Fine C to Fine D, 

Suspension B to 

Suspension C, 

Restriction, 

Revocation, Bar 

Fine D, Revocation, 

Bar 

173 Dealer Books and 

Records 

69W-600.014(1) Books and Records 

Requirements 

Notice of Non- 

Compliance, Fine A to 

Fine B, Suspension B 

to Suspension C, 

Revocation, Bar 

Fine A to Fine B, 

Suspension B 

to Suspension C, 

Revocation, Bar 

Fine A to Fine B, 

Suspension B to 

Suspension C, 

Revocation, Bar 

174 Issuer Books and 

Records 

69W-600.014(2) Books and Records 

Requirements 

Notice of Non- 

Compliance, Fine A to 

Fine B, Suspension B 

to Suspension C, 

Revocation, Bar 

Fine A to Fine B, 

Suspension B 

to Suspension C, 

Revocation, Bar 

Fine A to Fine B, 

Suspension B to 

Suspension C, 

Revocation, Bar 

175 Adviser Books and 

Records 

69W-600.014(3) Books and Records 

Requirements 

Notice of Non- 

Compliance, Fine A to 

Fine B, Suspension B 

to Suspension C, 

Revocation, Bar 

Fine A to Fine B, 

Suspension B 

to Suspension C, 

Revocation, Bar 

Fine A to Fine B, 

Suspension B to 

Suspension C, 

Revocation, Bar 

176 Dealer/Issuer/Advise

r Books and Records 

69W-600.014(7) Books and Records Preservation 

Requirements 

Notice of Non- 

Compliance, Fine A to 

Fine B, Suspension B 

to Suspension C, 

Revocation, Bar 

Fine A to Fine B, 

Suspension B 

to Suspension C, 

Revocation, Bar 

Fine A to Fine B, 

Suspension B to 

Suspension C, 

Revocation, Bar 

Page 101 of 1882



 

Violation 

# 
Violation 

Category 

Statute or Code Short Description 1st Occurrence 2nd Occurrence 3rd and Subsequent 

Occurrence(s) 

177 Dealer and 

Issuer/Dealer Financial 

Reporting 

69W-600.0151 Net Capital Requirements for 

Dealers 

Notice of Non- 

Compliance, Fine A to 

Fine D, Restriction, 

Suspension A to 

Suspension B, 

Revocation 

Fine B to Fine D, 

Suspension A to 

Suspension C, 

Revocation 

Fine C to Fine D, 

Suspension B to 

Suspension C, 

Revocation, Bar 

178 Adviser Financial 

Reporting 

69W-600.0161 Net Capital and Financial 

Reporting Requirements for 

Investment Advisers 

Notice of Non- 

Compliance, Fine A to 

Fine C, Restriction, 

Suspension A to 

Suspension B, 

Revocation 

Fine B to Fine D, 

Suspension A to 

Suspension C, 

Revocation 

Fine C to Fine D, 

Suspension B to 

Suspension C, 

Revocation, Bar 

179 Dealer Financial 

Reporting 

69W-600.017 Customer Protection Rule - 

Reserve Requirements and 

Custody of Customer Funds and 

Securities 

Fine C to Fine D, 

Restriction, 

Suspension A 

Fine D, Restriction, 

Suspension B to 

Suspension C, 

Revocation 

Fine D, Suspension C, 

Revocation, Bar 

180 Securities Registration 69W-700.009 Escrow of Proceeds from Sale of 

Securities 

Fine C to Fine D Fine C to Fine D, 

Suspension A to 

Suspension B 

Fine D, Suspension C, 

Revocation, Bar 

181 Securities Registration 69W-700.012(5) Oil and Gas Participation Plans Notice of Non- 

Compliance, Fine C to 

Fine D, Suspension B 

to Suspension C, 

Restriction, 

Revocation, Bar 

Fine D, Restriction, 

Suspension B to 

Suspension C, 

Revocation 

Fine D, Suspension C, 

Revocation, Bar 

182 Securities Registration 69W-700.015 Offering Price of Equity 

Securities 

Notice of Non- 

Compliance, Fine C to 

Fine D 

Fine C to Fine D, 

Suspension A to 

Suspension B 

Fine D, Suspension C, 

Revocation, Bar 

183 Securities Registration 69W-700.019 Submission of Sales Reports Notice of Non- 

Compliance, Fine A to 

Fine B 

Fine B to Fine C Fine D 

184 Securities Registration 69W-700.020 Termination Date of 

Registration, Prospectuses not to 

be Used after Certain Date 

Notice of Non- 

Compliance, Fine A to 

Fine B 

Fine B to Fine C Fine D 

185 Dealer Books and 

Records 

69W-700.021 Independent Transfer Agent 

and/or Registrar 

Notice of Non- 

Compliance, 

Fine A to Fine C 

Fine B to Fine C Fine D 
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186 Dealer Securities 

Registration 

69W-700.027 Loans and Other Affiliated 

Transactions 

Fine C to Fine D, 

Suspension B to 

Suspension C, 

Revocation 

Fine D, Suspension C, 

Revocation, Bar 

Fine D, Suspension C, 

Revocation, Bar 

187 Issuer Securities 

Registration 

69W-900.001 Disclosure of Business Activities 

in Cuba 

Notice of Non- 

Compliance, 

Fine B to Fine C 

Fine B to Fine D Fine D, Suspension B 

to Suspension C, 

Revocation 
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SOURCE: 57 FR 36468, Aug. 13, 1992, unless 
otherwise noted. 

§ 230.251 Scope of exemption. 
(a) Tier 1 and Tier 2. A public offer or 

sale of eligible securities, as defined in 
Rule 261 (§ 230.261), pursuant to Regula-
tion A shall be exempt under section 
3(b) from the registration requirements 
of the Securities Act of 1933 (the ‘‘Se-
curities Act’’) (15 U.S.C. 77a et seq.). 

(1) Tier 1. Offerings pursuant to Regu-
lation A in which the sum of all cash 
and other consideration to be received 
for the securities being offered (‘‘ag-
gregate offering price’’) plus the gross 
proceeds for all securities sold pursu-
ant to other offering statements within 
the 12 months before the start of and 
during the current offering of securi-
ties (‘‘aggregate sales’’) does not ex-
ceed $20,000,000, including not more 
than $6,000,000 offered by all selling 
securityholders that are affiliates of 
the issuer (‘‘Tier 1 offerings’’). 

(2) Tier 2. Offerings pursuant to Regu-
lation A in which the sum of the aggre-
gate offering price and aggregate sales 
does not exceed $50,000,000, including 
not more than $15,000,000 offered by all 
selling securityholders that are affili-
ates of the issuer (‘‘Tier 2 offerings’’). 

(3) Additional limitation on secondary 
sales in first year. The portion of the ag-
gregate offering price attributable to 
the securities of selling securityholders 
shall not exceed 30% of the aggregate 
offering price of a particular offering 
in: 

(i) The issuer’s first offering pursuant 
to Regulation A; or 

(ii) Any subsequent Regulation A of-
fering that is qualified within one year 
of the qualification date of the issuer’s 
first offering. 

NOTE TO PARAGRAPH (a). Where a mixture 
of cash and non-cash consideration is to be 
received, the aggregate offering price must 
be based on the price at which the securities 
are offered for cash. Any portion of the ag-
gregate offering price or aggregate sales at-
tributable to cash received in a foreign cur-
rency must be translated into United States 
currency at a currency exchange rate in ef-
fect on, or at a reasonable time before, the 
date of the sale of the securities. If securities 
are not offered for cash, the aggregate offer-
ing price or aggregate sales must be based on 
the value of the consideration as established 
by bona fide sales of that consideration made 
within a reasonable time, or, in the absence 

of sales, on the fair value as determined by 
an accepted standard. Valuations of non-cash 
consideration must be reasonable at the time 
made. If convertible securities or warrants 
are being offered and such securities are con-
vertible, exercisable, or exchangeable within 
one year of the offering statement’s quali-
fication or at the discretion of the issuer, the 
underlying securities must also be qualified 
and the aggregate offering price must in-
clude the actual or maximum estimated con-
version, exercise, or exchange price of such 
securities. 

(b) Issuer. The issuer of the securi-
ties: 

(1) Is an entity organized under the 
laws of the United States or Canada, or 
any State, Province, Territory or pos-
session thereof, or the District of Co-
lumbia, with its principal place of busi-
ness in the United States or Canada; 

(2) [Reserved] 
(3) Is not a development stage com-

pany that either has no specific busi-
ness plan or purpose, or has indicated 
that its business plan is to merge with 
or acquire an unidentified company or 
companies; 

(4) Is not an investment company 
registered or required to be registered 
under the Investment Company Act of 
1940 (15 U.S.C. 80a–1 et seq.) or a busi-
ness development company as defined 
in section 2(a)(48) of the Investment 
Company Act of 1940 (15 U.S.C. 80a– 
2(a)(48)); 

(5) Is not issuing fractional undivided 
interests in oil or gas rights, or a simi-
lar interest in other mineral rights; 

(6) Is not, and has not been, subject 
to any order of the Commission entered 
pursuant to Section 12(j) (15 U.S.C. 
78l(j)) of the Securities Exchange Act 
of 1934 (the ‘‘Exchange Act’’) (15 U.S.C. 
78a et seq.) within five years before the 
filing of the offering statement; 

(7) Has filed with the Commission all 
reports required to be filed, if any, pur-
suant to Rule 257 (§ 230.257) during the 
two years before the filing of the offer-
ing statement (or for such shorter pe-
riod that the issuer was required to file 
such reports); and 

(8) Is not disqualified under Rule 262 
(§ 230.262). 

(c) Integration with other offerings. Of-
fers or sales made in reliance on this 
Regulation A will not be integrated 
with: 
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(1) Prior offers or sales of securities; 
or 

(2) Subsequent offers or sales of secu-
rities that are: 

(i) Registered under the Securities 
Act, except as provided in Rule 255(e) 
(§ 230.255(e)); 

(ii) Exempt from registration under 
Rule 701 (§ 230.701); 

(iii) Made pursuant to an employee 
benefit plan; 

(iv) Exempt from registration under 
Regulation S (§§ 230.901 through 203.905); 

(v) Made more than six months after 
the completion of the Regulation A of-
fering; or 

(vi) Exempt from registration under 
Section 4(a)(6) of the Securities Act (15 
U.S.C. 77d(a)(6)). 

NOTE TO PARAGRAPH (c). If these safe har-
bors do not apply, whether subsequent offers 
and sales of securities will be integrated 
with the Regulation A offering will depend 
on the particular facts and circumstances. 

(d) Offering conditions—(1) Offers. (i) 
Except as allowed by Rule 255 
(§ 230.255), no offer of securities may be 
made unless an offering statement has 
been filed with the Commission. 

(ii) After the offering statement has 
been filed, but before it is qualified: 

(A) Oral offers may be made; 
(B) Written offers pursuant to Rule 

254 (§ 230.254) may be made; and 
(C) Solicitations of interest and other 

communications pursuant to Rule 255 
(§ 230.255) may be made. 

(iii) Offers may be made after the of-
fering statement has been qualified, 
but any written offers must be accom-
panied with or preceded by the most re-
cent offering circular filed with the 
Commission for such offering. 

(2) Sales. (i) No sale of securities may 
be made: 

(A) Until the offering statement has 
been qualified; 

(B) By issuers that are not currently 
required to file reports pursuant to 
Rule 257(b) (§ 230.257(b)), until a Pre-
liminary Offering Circular is delivered 
at least 48 hours before the sale to any 
person that before qualification of the 
offering statement had indicated an in-
terest in purchasing securities in the 
offering, including those persons that 
responded to an issuer’s solicitation of 
interest materials; and 

(C) In a Tier 2 offering of securities 
that are not listed on a registered na-
tional securities exchange upon quali-
fication, unless the purchaser is either 
an accredited investor (as defined in 
Rule 501 (§ 230.501)) or the aggregate 
purchase price to be paid by the pur-
chaser for the securities (including the 
actual or maximum estimated conver-
sion, exercise, or exchange price for 
any underlying securities that have 
been qualified) is no more than ten per-
cent (10%) of the greater of such pur-
chaser’s: 

(1) Annual income or net worth if a 
natural person (with annual income 
and net worth for such natural person 
purchasers determined as provided in 
Rule 501 (§ 230.501)); or 

(2) Revenue or net assets for such 
purchaser’s most recently completed 
fiscal year end if a non-natural person. 

NOTE TO PARAGRAPH (d)(2)(i)(C). When secu-
rities underlying warrants or convertible se-
curities are being qualified pursuant to Tier 
2 of Regulation A one year or more after the 
qualification of an offering for which invest-
ment limitations previously applied, pur-
chasers of the underlying securities for 
which investment limitations would apply at 
that later date may determine compliance 
with the ten percent (10%) investment limi-
tation using the conversion, exercise, or ex-
change price to acquire the underlying secu-
rities at that later time without aggregating 
such price with the price of the overlying 
warrants or convertible securities. 

(D) The issuer may rely on a rep-
resentation of the purchaser when de-
termining compliance with the ten per-
cent (10%) investment limitation in 
this paragraph (d)(2)(i)(C), provided 
that the issuer does not know at the 
time of sale that any such representa-
tion is untrue. 

(ii) In a transaction that represents a 
sale by the issuer or an underwriter, or 
a sale by a dealer within 90 calendar 
days after qualification of the offering 
statement, each underwriter or dealer 
selling in such transaction must de-
liver to each purchaser from it, not 
later than two business days following 
the completion of such sale, a copy of 
the Final Offering Circular, subject to 
the following provisions: 
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(A) If the sale was by the issuer and 
was not effected by or through an un-
derwriter or dealer, the issuer is re-
sponsible for delivering the Final Offer-
ing Circular as if the issuer were an un-
derwriter; 

(B) For continuous or delayed offer-
ings pursuant to paragraph (d)(3) of 
this section, the 90 calendar day period 
for dealers shall commence on the day 
of the first bona fide offering of securi-
ties under such offering statement; 

(C) If the security is listed on a reg-
istered national securities exchange, 
no offering circular need be delivered 
by a dealer more than 25 calendar days 
after the later of the qualification date 
of the offering statement or the first 
date on which the security was bona 
fide offered to the public; 

(D) No offering circular need be deliv-
ered by a dealer if the issuer is subject, 
immediately prior to the time of the 
filing of the offering statement, to the 
reporting requirements of Rule 257(b) 
(§ 230.257(b)); and 

(E) The Final Offering Circular deliv-
ery requirements set forth in para-
graph (d)(2)(ii) of this section may be 
satisfied by delivering a notice to the 
effect that the sale was made pursuant 
to a qualified offering statement that 
includes the uniform resource locator 
(‘‘URL’’), which, in the case of an elec-
tronic-only offering, must be an active 
hyperlink, where the Final Offering 
Circular, or the offering statement of 
which such Final Offering Circular is 
part, may be obtained on the Commis-
sion’s Electronic Data Gathering, 
Analysis and Retrieval System 
(‘‘EDGAR’’) and contact information 
sufficient to notify a purchaser where a 
request for a Final Offering Circular 
can be sent and received in response. 

(3) Continuous or delayed offerings. (i) 
Continuous or delayed offerings may be 
made under this Regulation A, so long 
as the offering statement pertains only 
to: 

(A) Securities that are to be offered 
or sold solely by or on behalf of a per-
son or persons other than the issuer, a 
subsidiary of the issuer, or a person of 
which the issuer is a subsidiary; 

(B) Securities that are to be offered 
and sold pursuant to a dividend or in-
terest reinvestment plan or an em-
ployee benefit plan of the issuer; 

(C) Securities that are to be issued 
upon the exercise of outstanding op-
tions, warrants, or rights; 

(D) Securities that are to be issued 
upon conversion of other outstanding 
securities; 

(E) Securities that are pledged as col-
lateral; or 

(F) Securities the offering of which 
will be commenced within two calendar 
days after the qualification date, will 
be made on a continuous basis, may 
continue for a period in excess of 30 
calendar days from the date of initial 
qualification, and will be offered in an 
amount that, at the time the offering 
statement is qualified, is reasonably 
expected to be offered and sold within 
two years from the initial qualification 
date. These securities may be offered 
and sold only if not more than three 
years have elapsed since the initial 
qualification date of the offering state-
ment under which they are being of-
fered and sold; provided, however, that 
if a new offering statement has been 
filed pursuant to this paragraph 
(d)(3)(i)(F), securities covered by the 
prior offering statement may continue 
to be offered and sold until the earlier 
of the qualification date of the new of-
fering statement or 180 calendar days 
after the third anniversary of the ini-
tial qualification date of the prior of-
fering statement. Before the end of 
such three-year period, an issuer may 
file a new offering statement covering 
the securities. The new offering state-
ment must include all the information 
that would be required at that time in 
an offering statement relating to all 
offerings that it covers. Before the 
qualification date of the new offering 
statement, the issuer may include as 
part of such new offering statement 
any unsold securities covered by the 
earlier offering statement by identi-
fying on the cover page of the new of-
fering circular, or the latest amend-
ment, the amount of such unsold secu-
rities being included. The offering of 
securities on the earlier offering state-
ment will be deemed terminated as of 
the date of qualification of the new of-
fering statement. Securities may be 
sold pursuant to this paragraph 
(d)(3)(i)(F) only if the issuer is current 
in its annual and semiannual filings 

VerDate Sep<11>2014 15:09 Aug 13, 2019 Jkt 247059 PO 00000 Frm 00688 Fmt 8010 Sfmt 8010 Y:\SGML\247059.XXX 247059pp
ar

ke
r 

on
 D

S
K

3G
D

R
08

2P
R

O
D

 w
ith

 C
F

R

Page 106 of 1882



679 

Securities and Exchange Commission § 230.252 

pursuant to Rule 257(b) (§ 230.257(b)), at 
the time of such sale. 

(ii) At the market offerings, by or on 
behalf of the issuer or otherwise, are 
not permitted under this Regulation A. 
As used in this paragraph (d)(3)(ii), the 
term at the market offering means an of-
fering of equity securities into an ex-
isting trading market for outstanding 
shares of the same class at other than 
a fixed price. 

(e) Confidential treatment. A request 
for confidential treatment may be 
made under Rule 406 (§ 230.406) for infor-
mation required to be filed, and Rule 83 
(§ 200.83) for information not required 
to be filed. 

(f) Electronic filing. Documents filed 
or otherwise provided to the Commis-
sion pursuant to this Regulation A 
must be submitted in electronic format 
by means of EDGAR in accordance 
with the EDGAR rules set forth in Reg-
ulation S–T (17 CFR part 232). 

[80 FR 21895, Apr. 20, 2015, as amended at 84 
FR 529, Jan. 31, 2019] 

§ 230.252 Offering statement. 

(a) Documents to be included. The of-
fering statement consists of the con-
tents required by Form 1–A (§ 239.90 of 
this chapter) and any other material 
information necessary to make the re-
quired statements, in light of the cir-
cumstances under which they are 
made, not misleading. 

(b) Paper, printing, language and pagi-
nation. Except as otherwise specified in 
this rule, the requirements for offering 
statements are the same as those speci-
fied in Rule 403 (§ 230.403) for registra-
tion statements under the Act. No fee 
is payable to the Commission upon ei-
ther the submission or filing of an of-
fering statement on Form 1–A, or any 
amendment to an offering statement. 

(c) Signatures. The issuer, its prin-
cipal executive officer, principal finan-
cial officer, principal accounting offi-
cer, and a majority of the members of 
its board of directors or other gov-
erning body, must sign the offering 
statement in the manner prescribed by 
Form 1–A. If a signature is by a person 
on behalf of any other person, evidence 
of authority to sign must be filed, ex-
cept where an executive officer signs 
for the issuer. 

(d) Non-public submission. An issuer 
whose securities have not been pre-
viously sold pursuant to a qualified of-
fering statement under this Regulation 
A or an effective registration state-
ment under the Securities Act may 
submit a draft offering statement to 
the Commission for non-public review 
by the staff of the Commission before 
public filing, provided that the offering 
statement shall not be qualified less 
than 21 calendar days after the public 
filing with the Commission of: 

(1) The initial non-public submission; 
(2) All non-public amendments; and 
(3) All non-public correspondence 

submitted by or on behalf of the issuer 
to the Commission staff regarding such 
submissions (subject to any separately 
approved confidential treatment re-
quest under Rule 251(e) (§ 230.251(e)). 

(e) Qualification. An offering state-
ment and any amendment thereto can 
be qualified only at such date and time 
as the Commission may determine. 

(f) Amendments. (1)(i) Amendments to 
an offering statement must be signed 
and filed with the Commission in the 
same manner as the initial filing. 
Amendments to an offering statement 
must be filed under cover of Form 1–A 
and must be numbered consecutively in 
the order in which filed. 

(ii) Every amendment that includes 
amended audited financial statements 
must include the consent of the certi-
fying accountant to the use of such ac-
countant’s certification in connection 
with the amended financial statements 
in the offering statement or offering 
circular and to being named as having 
audited such financial statements. 

(iii) Amendments solely relating to 
Part III of Form 1–A must comply with 
the requirements of paragraph (f)(1)(i) 
of this section, except that such 
amendments may be limited to Part I 
of Form 1–A, an explanatory note, and 
all of the information required by Part 
III of Form 1–A. 

(2) Post-qualification amendments 
must be filed in the following cir-
cumstances for ongoing offerings: 

(i) At least every 12 months after the 
qualification date to include the finan-
cial statements that would be required 
by Form 1–A as of such date; or 

(ii) To reflect any facts or events 
arising after the qualification date of 
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the offering statement (or the most re-
cent post-qualification amendment 
thereof) which, individually or in the 
aggregate, represent a fundamental 
change in the information set forth in 
the offering statement. 

[80 FR 21895, Apr. 20, 2015] 

§ 230.253 Offering circular. 
(a) Contents. An offering circular 

must include the information required 
by Form 1–A for offering circulars. 

(b) Information that may be omitted. 
Notwithstanding paragraph (a) of this 
section, a qualified offering circular 
may omit information with respect to 
the public offering price, underwriting 
syndicate (including any material rela-
tionships between the issuer or selling 
securityholders and the unnamed un-
derwriters, brokers or dealers), under-
writing discounts or commissions, dis-
counts or commissions to dealers, 
amount of proceeds, conversion rates, 
call prices and other items dependent 
upon the offering price, delivery dates, 
and terms of the securities dependent 
upon the offering date; provided, that 
the following conditions are met: 

(1) The securities to be qualified are 
offered for cash. 

(2) The outside front cover page of 
the offering circular includes a bona 
fide estimate of the range of the max-
imum offering price and the maximum 
number of shares or other units of se-
curities to be offered or a bona fide es-
timate of the principal amount of debt 
securities offered, subject to the fol-
lowing conditions: 

(i) The range must not exceed $2 for 
offerings where the upper end of the 
range is $10 or less or 20% if the upper 
end of the price range is over $10; and 

(ii) The upper end of the range must 
be used in determining the aggregate 
offering price under Rule 251(a) 
(§ 230.251(a)). 

(3) The offering statement does not 
relate to securities to be offered by 
competitive bidding. 

(4) The volume of securities (the 
number of equity securities or aggre-
gate principal amount of debt securi-
ties) to be offered may not be omitted 
in reliance on this paragraph (b). 

NOTE TO PARAGRAPH (b). A decrease in the 
volume of securities offered or a change in 

the bona fide estimate of the offering price 
range from that indicated in the offering cir-
cular filed as part of a qualified offering 
statement may be disclosed in the offering 
circular filed with the Commission pursuant 
to Rule 253(g) (§ 230.253(g)), so long as the de-
crease in the volume of securities offered or 
change in the price range would not materi-
ally change the disclosure contained in the 
offering statement at qualification. Notwith-
standing the foregoing, any decrease in the 
volume of securities offered and any devi-
ation from the low or high end of the price 
range may be reflected in the offering cir-
cular supplement filed with the Commission 
pursuant to Rule 253(g)(1) or (3) (§ 230.253(g)(1) 
or (3)) if, in the aggregate, the decrease in 
volume and/or change in price represent no 
more than a 20% change from the maximum 
aggregate offering price calculable using the 
information in the qualified offering state-
ment. In no circumstances may this para-
graph be used to offer securities where the 
maximum aggregate offering price would re-
sult in the offering exceeding the limit set 
forth in Rule 251(a) (§ 230.251(a)) or if the 
change would result in a Tier 1 offering be-
coming a Tier 2 offering. An offering circular 
supplement may not be used to increase the 
volume of securities being offered. Addi-
tional securities may only be offered pursu-
ant to a new offering statement or post-qual-
ification amendment qualified by the Com-
mission. 

(c) Filing of omitted information. The 
information omitted from the offering 
circular in reliance upon paragraph (b) 
of this section must be contained in an 
offering circular filed with the Com-
mission pursuant to paragraph (g) of 
this section; except that if such offer-
ing circular is not so filed by the later 
of 15 business days after the qualifica-
tion date of the offering statement or 
15 business days after the qualification 
of a post-qualification amendment 
thereto that contains an offering cir-
cular, the information omitted in reli-
ance upon paragraph (b) of this section 
must be contained in a qualified post- 
qualification amendment to the offer-
ing statement. 

(d) Presentation of information. (1) In-
formation in the offering circular must 
be presented in a clear, concise and un-
derstandable manner and in a type size 
that is easily readable. Repetition of 
information should be avoided; cross- 
referencing of information within the 
document is permitted. 
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(2) Where an offering circular is dis-
tributed through an electronic me-
dium, issuers may satisfy legibility re-
quirements applicable to printed docu-
ments by presenting all required infor-
mation in a format readily commu-
nicated to investors. 

(e) Date. An offering circular must be 
dated approximately as of the date it 
was filed with the Commission. 

(f) Cover page legend. The cover page 
of every offering circular must display 
the following statement highlighted by 
prominent type or in another manner: 

The United States Securities and Ex-
change Commission does not pass upon 
the merits of or give its approval to 
any securities offered or the terms of 
the offering, nor does it pass upon the 
accuracy or completeness of any offer-
ing circular or other solicitation mate-
rials. These securities are offered pur-
suant to an exemption from registra-
tion with the Commission; however, 
the Commission has not made an inde-
pendent determination that the securi-
ties offered are exempt from registra-
tion. 

(g) Offering circular supplements. (1) 
An offering circular that discloses in-
formation previously omitted from the 
offering circular in reliance upon Rule 
253(b) (§ 230.253(b)) must be filed with 
the Commission no later than two busi-
ness days following the earlier of the 
date of determination of the offering 
price or the date such offering circular 
is first used after qualification in con-
nection with a public offering or sale. 

(2) An offering circular that reflects 
information other than that covered in 
paragraph (g)(1) of this section that 
constitutes a substantive change from 
or addition to the information set forth 
in the last offering circular filed with 
the Commission must be filed with the 
Commission no later than five business 
days after the date it is first used after 
qualification in connection with a pub-
lic offering or sale. If an offering cir-
cular filed pursuant to this paragraph 
(g)(2) consists of an offering circular 
supplement attached to an offering cir-
cular that previously had been filed or 
was not required to be filed pursuant to 
paragraph (g) of this section because it 
did not contain substantive changes 
from an offering circular that pre-
viously was filed, only the offering cir-

cular supplement need be filed under 
paragraph (g) of this section, provided 
that the cover page of the offering cir-
cular supplement identifies the date(s) 
of the related offering circular and any 
offering circular supplements thereto 
that together constitute the offering 
circular with respect to the securities 
currently being offered or sold. 

(3) An offering circular that discloses 
information, facts or events covered in 
both paragraphs (g)(1) and (2) of this 
section must be filed with the Commis-
sion no later than two business days 
following the earlier of the date of the 
determination of the offering price or 
the date it is first used after qualifica-
tion in connection with a public offer-
ing or sale. 

(4) An offering circular required to be 
filed pursuant to paragraph (g) of this 
section that is not filed within the 
time frames specified in paragraphs 
(g)(1) through (3) of this section, as ap-
plicable, must be filed pursuant to this 
paragraph (g)(4) as soon as practicable 
after the discovery of such failure to 
file. 

(5) Each offering circular filed under 
this section must contain in the upper 
right corner of the cover page the para-
graphs of paragraphs (g)(1) through (4) 
of this section under which the filing is 
made, and the file number of the offer-
ing statement to which the offering 
circular relates. 

[80 FR 21895, Apr. 20, 2015] 

§ 230.254 Preliminary offering circular. 
After the filing of an offering state-

ment, but before its qualification, writ-
ten offers of securities may be made if 
they meet the following requirements: 

(a) Outside front cover page. The out-
side front cover page of the material 
bears the caption Preliminary Offering 
Circular, the date of issuance, and the 
following legend, which must be high-
lighted by prominent type or in an-
other manner: 

An offering statement pursuant to 
Regulation A relating to these securi-
ties has been filed with the Securities 
and Exchange Commission. Informa-
tion contained in this Preliminary Of-
fering Circular is subject to completion 
or amendment. These securities may 
not be sold nor may offers to buy be ac-
cepted before the offering statement 

VerDate Sep<11>2014 15:09 Aug 13, 2019 Jkt 247059 PO 00000 Frm 00691 Fmt 8010 Sfmt 8010 Y:\SGML\247059.XXX 247059pp
ar

ke
r 

on
 D

S
K

3G
D

R
08

2P
R

O
D

 w
ith

 C
F

R

Page 109 of 1882



682 

17 CFR Ch. II (4–1–19 Edition) § 230.255 

filed with the Commission is qualified. 
This Preliminary Offering Circular 
shall not constitute an offer to sell or 
the solicitation of an offer to buy nor 
may there be any sales of these securi-
ties in any state in which such offer, 
solicitation or sale would be unlawful 
before registration or qualification 
under the laws of any such state. We 
may elect to satisfy our obligation to 
deliver a Final Offering Circular by 
sending you a notice within two busi-
ness days after the completion of our 
sale to you that contains the URL 
where the Final Offering Circular or 
the offering statement in which such 
Final Offering Circular was filed may 
be obtained. 

(b) Other contents. The Preliminary 
Offering Circular contains substan-
tially the information required to be in 
an offering circular by Form 1–A 
(§ 239.90 of this chapter), except that 
certain information may be omitted 
under Rule 253(b) (§ 230.253(b)) subject 
to the conditions set forth in such rule. 

(c) Filing. The Preliminary Offering 
Circular is filed as a part of the offer-
ing statement. 

[80 FR 21895, Apr. 20, 2015] 

§ 230.255 Solicitations of interest and 
other communications. 

(a) Solicitation of interest. At any time 
before the qualification of an offering 
statement, including before the non- 
public submission or public filing of 
such offering statement, an issuer or 
any person authorized to act on behalf 
of an issuer may communicate orally 
or in writing to determine whether 
there is any interest in a contemplated 
securities offering. Such communica-
tions are deemed to be an offer of a se-
curity for sale for purposes of the anti-
fraud provisions of the federal securi-
ties laws. No solicitation or acceptance 
of money or other consideration, nor of 
any commitment, binding or otherwise, 
from any person is permitted until 
qualification of the offering statement. 

(b) Conditions. The communications 
must: 

(1) State that no money or other con-
sideration is being solicited, and if sent 
in response, will not be accepted; 

(2) State that no offer to buy the se-
curities can be accepted and no part of 
the purchase price can be received 

until the offering statement is quali-
fied, and any such offer may be with-
drawn or revoked, without obligation 
or commitment of any kind, at any 
time before notice of its acceptance 
given after the qualification date; 

(3) State that a person’s indication of 
interest involves no obligation or com-
mitment of any kind; and 

(4) After the public filing of the offer-
ing statement: 

(i) State from whom a copy of the 
most recent version of the Preliminary 
Offering Circular may be obtained, in-
cluding a phone number and address of 
such person; 

(ii) Provide the URL where such Pre-
liminary Offering Circular, or the of-
fering statement in which such Pre-
liminary Offering Circular was filed, 
may be obtained; or 

(iii) Include a complete copy of the 
Preliminary Offering Circular. 

(c) Indications of interest. Any written 
communication under this rule may in-
clude a means by which a person may 
indicate to the issuer that such person 
is interested in a potential offering. 
This issuer may require the name, ad-
dress, telephone number, and/or email 
address in any response form included 
pursuant to this paragraph (c). 

(d) Revised solicitations of interest. If 
solicitation of interest materials are 
used after the public filing of the offer-
ing statement and such solicitation of 
interest materials contain information 
that is inaccurate or inadequate in any 
material respect, revised solicitation of 
interest materials must be redistrib-
uted in a substantially similar manner 
as such materials were originally dis-
tributed. Notwithstanding the fore-
going in this paragraph (d), if the only 
information that is inaccurate or inad-
equate is contained in a Preliminary 
Offering Circular provided with the so-
licitation of interest materials pursu-
ant to paragraphs (b)(4)(i) or (ii) of this 
section, no such redistribution is re-
quired in the following circumstances: 

(1) in the case of paragraph (b)(4)(i) of 
this section, the revised Preliminary 
Offering Circular will be provided to 
any persons making new inquiries and 
will be recirculated to any persons 
making any previous inquiries; or 

(2) in the case of paragraph (b)(4)(ii) 
of this section, the URL continues to 

VerDate Sep<11>2014 15:09 Aug 13, 2019 Jkt 247059 PO 00000 Frm 00692 Fmt 8010 Sfmt 8010 Y:\SGML\247059.XXX 247059pp
ar

ke
r 

on
 D

S
K

3G
D

R
08

2P
R

O
D

 w
ith

 C
F

R

Page 110 of 1882



683 

Securities and Exchange Commission § 230.257 

link directly to the most recent Pre-
liminary Offering Circular or to the of-
fering statement in which such revised 
Preliminary Offering Circular was 
filed. 

(e) Abandoned offerings. Where an 
issuer decides to register an offering 
under the Securities Act after solic-
iting interest in a contemplated, but 
subsequently abandoned, Regulation A 
offering, the abandoned Regulation A 
offering would not be subject to inte-
gration with the registered offering if 
the issuer engaged in solicitations of 
interest pursuant to this rule only to 
qualified institutional buyers and in-
stitutional accredited investors per-
mitted by Section 5(d) of the Securities 
Act. If the issuer engaged in solicita-
tions of interest to persons other than 
qualified institutional buyers and in-
stitutional accredited investors, an 
abandoned Regulation A offering would 
not be subject to integration if the 
issuer (and any underwriter, broker, 
dealer, or agent used by the issuer in 
connection with the proposed offering) 
waits at least 30 calendar days between 
the last such solicitation of interest in 
the Regulation A offering and the fil-
ing of the registration statement with 
the Commission. 

[80 FR 21895, Apr. 20, 2015] 

§ 230.256 Definition of ‘‘qualified pur-
chaser’’. 

For purposes of Section 18(b)(3) of the 
Securities Act [15 U.S.C. 77r(b)(3)], a 
‘‘qualified purchaser’’ means any per-
son to whom securities are offered or 
sold pursuant to a Tier 2 offering of 
this Regulation A. 

[80 FR 21895, Apr. 20, 2015] 

§ 230.257 Periodic and current report-
ing; exit report. 

(a) Tier 1: Exit report. Each issuer that 
has filed an offering statement for a 
Tier 1 offering that has been qualified 
pursuant to this Regulation A must 
file an exit report on Form 1–Z (§ 239.94 
of this chapter) not later than 30 cal-
endar days after the termination or 
completion of the offering. 

(b) Tier 2: Periodic and current report-
ing. Each issuer that has filed an offer-
ing statement for a Tier 2 offering that 
has been qualified pursuant to this 

Regulation A must file with the Com-
mission the following periodic and cur-
rent reports: 

(1) Annual reports. An annual report 
on Form 1–K (§ 239.91 of this chapter) 
for the fiscal year in which the offering 
statement became qualified and for 
any fiscal year thereafter, unless the 
issuer’s obligation to file such annual 
report is suspended under paragraph (d) 
of this section. Annual reports must be 
filed within the period specified in 
Form 1–K. 

(2) Special financial report. (i) A spe-
cial financial report on Form 1–K or 
Form 1–SA if the offering statement 
did not contain the following: 

(A) Audited financial statements for 
the issuer’s most recent fiscal year (or 
for the life of the issuer if less than a 
full fiscal year) preceding the fiscal 
year in which the issuer’s offering 
statement became qualified; or 

(B) unaudited financial statements 
covering the first six months of the 
issuer’s current fiscal year if the offer-
ing statement was qualified during the 
last six months of that fiscal year. 

(ii) The special financial report de-
scribed in paragraph (b)(2)(i)(A) of this 
section must be filed under cover of 
Form 1–K within 120 calendar days 
after the qualification date of the of-
fering statement and must include au-
dited financial statements for such fis-
cal year or other period specified in 
that paragraph, as the case may be. 
The special financial report described 
in paragraph (b)(2)(i)(B) of this section 
must be filed under cover of Form 1–SA 
within 90 calendar days after the quali-
fication date of the offering statement 
and must include the semiannual fi-
nancial statements for the first six 
months of the issuer’s fiscal year, 
which may be unaudited. 

(iii) A special financial report must 
be signed in accordance with the re-
quirements of the form on which it is 
filed. 

(3) Semiannual report. A semiannual 
report on Form 1–SA (§ 239.92 of this 
chapter) within the period specified in 
Form 1–SA. Semiannual reports must 
cover the first six months of each fiscal 
year of the issuer, commencing with 
the first six months of the fiscal year 
immediately following the most recent 
fiscal year for which full financial 
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statements were included in the offer-
ing statement, or, if the offering state-
ment included financial statements for 
the first six months of the fiscal year 
following the most recent full fiscal 
year, for the first six months of the fol-
lowing fiscal year. 

(4) Current reports. Current reports on 
Form 1–U (§ 239.93 of this chapter) with 
respect to the matters and within the 
period specified in that form, unless 
substantially the same information has 
been previously reported to the Com-
mission by the issuer under cover of 
Form 1–K or Form 1–SA. 

(5) Reporting by successor issuers. 
Where in connection with a succession 
by merger, consolidation, exchange of 
securities, acquisition of assets or oth-
erwise, securities of any issuer that is 
not required to file reports pursuant to 
paragraph (b) of this section are issued 
to the holders of any class of securities 
of another issuer that is required to 
file such reports, the duty to file re-
ports pursuant to paragraph (b) of this 
section shall be deemed to have been 
assumed by the issuer of the class of 
securities so issued. The successor 
issuer must, after the consummation of 
the succession, file reports in accord-
ance with paragraph (b) of this section, 
unless that issuer is exempt from filing 
such reports or the duty to file such re-
ports is terminated or suspended under 
paragraph (d) of this section. 

(6) Exchange Act reporting require-
ments. The duty to file reports under 
this rule shall be deemed to have been 
met if the issuer is subject to the re-
porting requirements of Section 13 or 
15(d) of the Exchange Act (15 U.S.C. 
78m or 15 U.S.C. 78o) and, as of each 
Form 1–K and Form 1–SA due date, has 
filed all reports required to be filed by 
Section 13 or 15(d) of the Exchange Act 
(15 U.S.C. 78m or 15 U.S.C. 78o) during 
the 12 months (or such shorter period 
that the registrant was required to file 
such reports) preceding such due date. 

(c) Amendments. All amendments to 
the reports described in paragraphs (a) 
and (b) of this section must be filed 
under cover of the form amended, 
marked with the letter A to designate 
the document as an amendment, e.g., 
‘‘1–K/A,’’ and in compliance with perti-
nent requirements applicable to such 
reports. Amendments filed pursuant to 

this paragraph (c) must set forth the 
complete text of each item as amended, 
but need not include any items that 
were not amended. Amendments must 
be numbered sequentially and be filed 
separately for each report amended. 
Amendments must be signed on behalf 
of the issuer by a duly authorized rep-
resentative of the issuer. An amend-
ment to any report required to include 
certifications as specified in the appli-
cable form must include new certifi-
cations by the appropriate persons. 

(d) Suspension of duty to file reports. 
(1) [Reserved] 
(2) The duty to file reports under 

paragraph (b) of this section with re-
spect to a class of securities held of 
record (as defined in Rule 12g5–1 
(§ 240.12g5–1 of this chapter)) by less 
than 300 persons, or less than 1,200 per-
sons for a bank (as defined in Section 
3(a)(6) of the Exchange Act (15 U.S.C. 
78c(a)(6)), or a bank holding company 
(as defined in section 2 of the Bank 
Holding Company Act of 1956 (12 U.S.C. 
1841)), shall be suspended for such class 
of securities immediately upon filing 
with the Commission an exit report on 
Form 1–Z (§ 239.94 of this chapter) if the 
issuer of such class has filed all reports 
due pursuant to this rule before the 
date of such Form 1–Z filing for the 
shorter of: 

(i) The period since the issuer became 
subject to such reporting obligation; or 

(ii) Its most recent three fiscal years 
and the portion of the current year pre-
ceding the date of filing Form 1–Z. 

(3) For the purposes of paragraph 
(d)(2) of this section, the term class 
shall be construed to include all securi-
ties of an issuer that are of substan-
tially similar character and the holders 
of which enjoy substantially similar 
rights and privileges. If the Form 1–Z is 
subsequently withdrawn or if it is de-
nied because the issuer was ineligible 
to use the form, the issuer must, with-
in 60 calendar days, file with the Com-
mission all reports which would have 
been required if such exit report had 
not been filed. If the suspension re-
sulted from the issuer’s merger into, or 
consolidation with, another issuer or 
issuers, the notice must be filed by the 
successor issuer. 

(4) The ability to suspend reporting, 
as described in paragraph (d)(2) of this 
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section, is not available for any class of 
securities if: 

(i) During that fiscal year a Tier 2 of-
fering statement was qualified; 

(ii) The issuer has not filed an annual 
report under this rule or the Exchange 
Act for the fiscal year in which a Tier 
2 offering statement was qualified; or 

(iii) Offers or sales of securities of 
that class are being made pursuant to 
a Tier 2 Regulation A offering. 

(e) Termination of duty to file reports. 
If the duty to file reports is deemed to 
have been met pursuant to paragraph 
(b)(6) of this section and such status 
ends because the issuer terminates or 
suspends its duty to file reports under 
the Exchange Act, the issuer’s obliga-
tion to file reports under paragraph (b) 
of this section shall: 

(1) Automatically terminate if the 
issuer is eligible to suspend its duty to 
file reports under paragraphs (d)(2) and 
(3) of this section; or 

(2) Recommence with the report cov-
ering the most recent financial period 
after that included in any effective reg-
istration statement or filed Exchange 
Act report. 

[80 FR 21895, Apr. 20, 2015, as amended at 82 
FR 45725, Oct. 2, 2017; 83 FR 47836, Sept. 21, 
2018; 83 FR 52964, Oct. 19, 2018; 84 FR 529, Jan. 
31, 2019] 

§ 230.258 Suspension of the exemption. 

(a) Suspension. The Commission may 
at any time enter an order temporarily 
suspending a Regulation A exemption 
if it has reason to believe that: 

(1) No exemption is available or any 
of the terms, conditions or require-
ments of Regulation A have not been 
complied with; 

(2) The offering statement, any sales 
or solicitation of interest material, or 
any report filed pursuant to Rule 257 
(§ 230.257) contains any untrue state-
ment of a material fact or omits to 
state a material fact necessary in order 
to make the statements made, in light 
of the circumstances under which they 
are made, not misleading; 

(3) The offering is being made or 
would be made in violation of section 
17 of the Securities Act; 

(4) An event has occurred after the 
filing of the offering statement that 
would have rendered the exemption 

hereunder unavailable if it had oc-
curred before such filing; 

(5) Any person specified in Rule 262(a) 
(§ 230.262(a)) has been indicted for any 
crime or offense of the character speci-
fied in Rule 262(a)(1) (§ 230.262(a)(1)), or 
any proceeding has been initiated for 
the purpose of enjoining any such per-
son from engaging in or continuing any 
conduct or practice of the character 
specified in Rule 262(a)(2) 
(§ 230.262(a)(2)), or any proceeding has 
been initiated for the purposes of Rule 
262(a)(3)–(8) (§ 230.262(a)(3) through (8)); 
or 

(6) The issuer or any promoter, offi-
cer, director, or underwriter has failed 
to cooperate, or has obstructed or re-
fused to permit the making of an inves-
tigation by the Commission in connec-
tion with any offering made or pro-
posed to be made in reliance on Regula-
tion A. 

(b) Notice and hearing. Upon the entry 
of an order under paragraph (a) of this 
section, the Commission will promptly 
give notice to the issuer, any under-
writer, and any selling securityholder: 

(1) That such order has been entered, 
together with a brief statement of the 
reasons for the entry of the order; and 

(2) That the Commission, upon re-
ceipt of a written request within 30 cal-
endar days after the entry of the order, 
will, within 20 calendar days after re-
ceiving the request, order a hearing at 
a place to be designated by the Com-
mission. 

(c) Suspension order. If no hearing is 
requested and none is ordered by the 
Commission, an order entered under 
paragraph (a) of this section shall be-
come permanent on the 30th calendar 
day after its entry and shall remain in 
effect unless or until it is modified or 
vacated by the Commission. Where a 
hearing is requested or is ordered by 
the Commission, the Commission will, 
after notice of and opportunity for 
such hearing, either vacate the order 
or enter an order permanently sus-
pending the exemption. 

(d) Permanent suspension. The Com-
mission may, at any time after notice 
of and opportunity for hearing, enter 
an order permanently suspending the 
exemption for any reason upon which 
it could have entered a temporary sus-
pension order under paragraph (a) of 
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this section. Any such order shall re-
main in effect until vacated by the 
Commission. 

(e) Notice procedures. All notices re-
quired by this rule must be given by 
personal service, registered or certified 
mail to the addresses given by the 
issuer, any underwriter and any selling 
securityholder in the offering state-
ment. 

[80 FR 21895, Apr. 20, 2015] 

§ 230.259 Withdrawal or abandonment 
of offering statements. 

(a) Withdrawal. If none of the securi-
ties that are the subject of an offering 
statement has been sold and such offer-
ing statement is not the subject of a 
proceeding under Rule 258 (§ 230.258), 
the offering statement may be with-
drawn with the Commission’s consent. 
The application for withdrawal must 
state the reason the offering statement 
is to be withdrawn and must be signed 
by an authorized representative of the 
issuer. Any withdrawn document will 
remain in the Commission’s files, as 
well as the related request for with-
drawal. 

(b) Abandonment. When an offering 
statement has been on file with the 
Commission for nine months without 
amendment and has not become quali-
fied, the Commission may, in its dis-
cretion, declare the offering statement 
abandoned. If the offering statement 
has been amended, the nine-month pe-
riod shall be computed from the date of 
the latest amendment. 

[80 FR 21895, Apr. 20, 2015] 

§ 230.260 Insignificant deviations from 
a term, condition or requirement of 
Regulation A. 

(a) Failure to comply. A failure to 
comply with a term, condition or re-
quirement of Regulation A will not re-
sult in the loss of the exemption from 
the requirements of section 5 of the Se-
curities Act for any offer or sale to a 
particular individual or entity, if the 
person relying on the exemption estab-
lishes that: 

(1) The failure to comply did not per-
tain to a term, condition or require-
ment directly intended to protect that 
particular individual or entity; 

(2) The failure to comply was insig-
nificant with respect to the offering as 
a whole, provided that any failure to 
comply with Rule 251(a), (b), and (d)(1) 
and (3) (§ 230.251(a), (b), and (d)(1) and 
(3)) shall be deemed to be significant to 
the offering as a whole; and 

(3) A good faith and reasonable at-
tempt was made to comply with all ap-
plicable terms, conditions and require-
ments of Regulation A. 

(b) Action by Commission. A trans-
action made in reliance upon Regula-
tion A must comply with all applicable 
terms, conditions and requirements of 
the regulation. Where an exemption is 
established only through reliance upon 
paragraph (a) of this section, the fail-
ure to comply shall nonetheless be ac-
tionable by the Commission under sec-
tion 20 of the Securities Act. 

(c) Suspension. This provision pro-
vides no relief or protection from a pro-
ceeding under Rule 258 (§ 230.258). 

[80 FR 21895, Apr. 20, 2015] 

§ 230.261 Definitions. 
As used in this Regulation A, all 

terms have the same meanings as in 
Rule 405 (§ 230.405), except that all ref-
erences to registrant in those defini-
tions shall refer to the issuer of the se-
curities to be offered and sold under 
Regulation A. In addition, these terms 
have the following meanings: 

(a) Affiliated issuer. An affiliate (as 
defined in Rule 501 (§ 230.501)) of the 
issuer that is issuing securities in the 
same offering. 

(b) Business day. Any day except Sat-
urdays, Sundays or United States fed-
eral holidays. 

(c) Eligible securities. Equity securi-
ties, debt securities, and securities con-
vertible or exchangeable to equity in-
terests, including any guarantees of 
such securities, but not including 
asset-backed securities as such term is 
defined in Item 1101(c) of Regulation 
AB. 

(d) Final order. A written directive or 
declaratory statement issued by a fed-
eral or state agency described in Rule 
262(a)(3) (§ 230.262(a)(3)) under applica-
ble statutory authority that provides 
for notice and an opportunity for hear-
ing, which constitutes a final disposi-
tion or action by that federal or state 
agency. 
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(e) Final offering circular. The more 
recent of: the current offering circular 
contained in a qualified offering state-
ment; and any offering circular filed 
pursuant to Rule 253(g) (§ 230.253(g)). If, 
however, the issuer is relying on Rule 
253(b) ((§ 230.253(b)), the Final Offering 
Circular is the most recent of the offer-
ing circular filed pursuant to Rule 
253(g)(1) or (3) (§ 230.253(g)(1) or (3)) and 
any subsequent offering circular filed 
pursuant to Rule 253(g) (§ 230.253(g)). 

(f) Offering statement. An offering 
statement prepared pursuant to Regu-
lation A. 

(g) Preliminary offering circular. The 
offering circular described in Rule 254 
(§ 230.254). 

[80 FR 21895, Apr. 20, 2015] 

§ 230.262 Disqualification provisions. 
(a) Disqualification events. No exemp-

tion under this Regulation A shall be 
available for a sale of securities if the 
issuer; any predecessor of the issuer; 
any affiliated issuer; any director, ex-
ecutive officer, other officer partici-
pating in the offering, general partner 
or managing member of the issuer; any 
beneficial owner of 20% or more of the 
issuer’s outstanding voting equity se-
curities, calculated on the basis of vot-
ing power; any promoter connected 
with the issuer in any capacity at the 
time of filing, any offer after qualifica-
tion, or such sale; any person that has 
been or will be paid (directly or indi-
rectly) remuneration for solicitation of 
purchasers in connection with such 
sale of securities; any general partner 
or managing member of any such solic-
itor; or any director, executive officer 
or other officer participating in the of-
fering of any such solicitor or general 
partner or managing member of such 
solicitor: 

(1) Has been convicted, within ten 
years before the filing of the offering 
statement (or five years, in the case of 
issuers, their predecessors and affili-
ated issuers), of any felony or mis-
demeanor: 

(i) In connection with the purchase 
or sale of any security; 

(ii) Involving the making of any false 
filing with the Commission; or 

(iii) Arising out of the conduct of the 
business of an underwriter, broker, 
dealer, municipal securities dealer, in-

vestment adviser or paid solicitor of 
purchasers of securities; 

(2) Is subject to any order, judgment 
or decree of any court of competent ju-
risdiction, entered within five years be-
fore the filing of the offering state-
ment, that, at the time of such filing, 
restrains or enjoins such person from 
engaging or continuing to engage in 
any conduct or practice: 

(i) In connection with the purchase 
or sale of any security; 

(ii) Involving the making of any false 
filing with the Commission; or 

(iii) Arising out of the conduct of the 
business of an underwriter, broker, 
dealer, municipal securities dealer, in-
vestment adviser or paid solicitor of 
purchasers of securities; 

(3) Is subject to a final order (as de-
fined in Rule 261 (§ 230.261)) of a state 
securities commission (or an agency or 
officer of a state performing like func-
tions); a state authority that super-
vises or examines banks, savings asso-
ciations, or credit unions; a state in-
surance commission (or an agency or 
officer of a state performing like func-
tions); an appropriate federal banking 
agency; the U.S. Commodity Futures 
Trading Commission; or the National 
Credit Union Administration that: 

(i) At the time of the filing of the of-
fering statement, bars the person from: 

(A) Association with an entity regu-
lated by such commission, authority, 
agency, or officer; 

(B) Engaging in the business of secu-
rities, insurance or banking; or 

(C) Engaging in savings association 
or credit union activities; or 

(ii) Constitutes a final order based on 
a violation of any law or regulation 
that prohibits fraudulent, manipula-
tive, or deceptive conduct entered 
within ten years before such filing of 
the offering statement; 

(4) Is subject to an order of the Com-
mission entered pursuant to section 
15(b) or 15B(c) of the Securities Ex-
change Act of 1934 (15 U.S.C. 78o(b) or 
78o–4(c)) or section 203(e) or (f) of the 
Investment Advisers Act of 1940 (15 
U.S.C. 80b–3(e) or (f)) that, at the time 
of the filing of the offering statement: 

(i) Suspends or revokes such person’s 
registration as a broker, dealer, munic-
ipal securities dealer or investment ad-
viser; 
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(ii) Places limitations on the activi-
ties, functions or operations of such 
person; or 

(iii) Bars such person from being as-
sociated with any entity or from par-
ticipating in the offering of any penny 
stock; 

(5) Is subject to any order of the 
Commission entered within five years 
before the filing of the offering state-
ment that, at the time of such filing, 
orders the person to cease and desist 
from committing or causing a viola-
tion or future violation of: 

(i) Any scienter-based anti-fraud pro-
vision of the federal securities laws, in-
cluding without limitation section 
17(a)(1) of the Securities Act of 1933 (15 
U.S.C. 77q(a)(1)), section 10(b) of the Se-
curities Exchange Act of 1934 (15 U.S.C. 
78j(b)) and 17 CFR 240.10b–5, section 
15(c)(1) of the Securities Exchange Act 
of 1934 (15 U.S.C. 78o(c)(1)) and section 
206(1) of the Investment Advisers Act of 
1940 (15 U.S.C. 80b–6(1)), or any other 
rule or regulation thereunder; or 

(ii) Section 5 of the Securities Act of 
1933 (15 U.S.C. 77e). 

(6) Is suspended or expelled from 
membership in, or suspended or barred 
from association with a member of, a 
registered national securities exchange 
or a registered national or affiliated se-
curities association for any act or 
omission to act constituting conduct 
inconsistent with just and equitable 
principles of trade; 

(7) Has filed (as a registrant or 
issuer), or was or was named as an un-
derwriter in, any registration state-
ment or offering statement filed with 
the Commission that, within five years 
before the filing of the offering state-
ment, was the subject of a refusal 
order, stop order, or order suspending 
the Regulation A exemption, or is, at 
the time of such filing, the subject of 
an investigation or proceeding to de-
termine whether a stop order or sus-
pension order should be issued; or 

(8) Is subject to a United States Post-
al Service false representation order 
entered within five years before the fil-
ing of the offering statement, or is, at 
the time of such filing, subject to a 
temporary restraining order or pre-
liminary injunction with respect to 
conduct alleged by the United States 
Postal Service to constitute a scheme 

or device for obtaining money or prop-
erty through the mail by means of 
false representations. 

(b) Transition, waivers, reasonable care 
exception. Paragraph (a) of this section 
shall not apply: 

(1) With respect to any order under 
§ 230.262(a)(3) or (5) that occurred or was 
issued before June 19, 2015; 

(2) Upon a showing of good cause and 
without prejudice to any other action 
by the Commission, if the Commission 
determines that it is not necessary 
under the circumstances that an ex-
emption be denied; 

(3) If, before the filing of the offering 
statement, the court or regulatory au-
thority that entered the relevant 
order, judgment or decree advises in 
writing (whether contained in the rel-
evant judgment, order or decree or sep-
arately to the Commission or its staff) 
that disqualification under paragraph 
(a) of this section should not arise as a 
consequence of such order, judgment or 
decree; or 

(4) If the issuer establishes that it did 
not know and, in the exercise of rea-
sonable care, could not have known 
that a disqualification existed under 
paragraph (a) of this section. 

NOTE TO PARAGRAPH (b)(4). An issuer will 
not be able to establish that it has exercised 
reasonable care unless it has made, in light 
of the circumstances, factual inquiry into 
whether any disqualifications exist. The na-
ture and scope of the factual inquiry will 
vary based on the facts and circumstances 
concerning, among other things, the issuer 
and the other offering participants. 

(c) Affiliated issuers. For purposes of 
paragraph (a) of this section, events re-
lating to any affiliated issuer that oc-
curred before the affiliation arose will 
be not considered disqualifying if the 
affiliated entity is not: 

(1) In control of the issuer; or 
(2) Under common control with the 

issuer by a third party that was in con-
trol of the affiliated entity at the time 
of such events. 

(d) Disclosure of prior ‘‘bad actor’’ 
events. The issuer must include in the 
offering circular a description of any 
matters that would have triggered dis-
qualification under paragraphs (a)(3) 
and (5) of this section but occurred be-
fore June 19, 2015. The failure to pro-
vide such information shall not prevent 
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an issuer from relying on Regulation A 
if the issuer establishes that it did not 
know and, in the exercise of reasonable 
care, could not have known of the ex-
istence of the undisclosed matter or 
matters. 

[80 FR 21895, Apr. 20, 2015] 

§ 230.263 Consent to service of process. 
(a) If the issuer is not organized 

under the laws of any of the states or 
territories of the United States of 
America, it shall furnish to the Com-
mission a written irrevocable consent 
and power of attorney on Form F–X 
(§ 239.42 of this chapter) at the time of 
filing the offering statement required 
by Rule 252 (§ 230.252). 

(b) Any change to the name or ad-
dress of the agent for service of the 
issuer shall be communicated promptly 
to the Commission through amend-
ment of the requisite form and ref-
erencing the file number of the rel-
evant offering statement. 

[80 FR 21895, Apr. 20, 2015] 

§§ 230.300–230.346 [Reserved] 

ATTENTION ELECTRONIC FILERS 

THIS REGULATION SHOULD BE READ IN 
CONJUNCTION WITH REGULATION S-T 
(PART 232 OF THIS CHAPTER), WHICH 
GOVERNS THE PREPARATION AND SUB-
MISSION OF DOCUMENTS IN ELECTRONIC 
FORMAT. MANY PROVISIONS RELATING 
TO THE PREPARATION AND SUBMISSION 
OF DOCUMENTS IN PAPER FORMAT CON-
TAINED IN THIS REGULATION ARE SU-
PERSEDED BY THE PROVISIONS OF REG-
ULATION S-T FOR DOCUMENTS RE-
QUIRED TO BE FILED IN ELECTRONIC 
FORMAT. 

REGULATION C—REGISTRATION 

AUTHORITY: Sections 230.400 to 230.499 
issued under secs. 6, 8, 10, 19, 48 Stat. 78 79, 81, 
and 85, as amended (15 U.S.C. 77f, 77h, 77j, 77s) 

Sec. 230.457 also issued under secs. 6 and 7, 
15 U.S.C. 77f and 77g. 

NOTE: In §§ 230.400 to 230.499, the numbers to 
the right of the decimal point correspond 
with the respective rule number in Regula-
tion C, under the Securities Act of 1933. 

§ 230.400 Application of §§ 230.400 to 
230.494, inclusive. 

Sections 230.400 to 230.494 shall gov-
ern every registration of securities 
under the Act, except that any provi-

sion in a form, or an item of Regula-
tion S-K (17 CFR 229.001 et seq.) referred 
to in such form, covering the same sub-
ject matter as any such rule shall be 
controlling unless otherwise specifi-
cally provided in §§ 230.400 to 230.494. 

[47 FR 11434, Mar. 16, 1982, as amended at 76 
FR 71876, Nov. 21, 2011] 

GENERAL REQUIREMENTS 

§ 230.401 Requirements as to proper 
form. 

(a) The form and contents of a reg-
istration statement and prospectus 
shall conform to the applicable rules 
and forms as in effect on the initial fil-
ing date of such registration statement 
and prospectus. 

(b) If an amendment to a registration 
statement and prospectus is filed for 
the purpose of meeting the require-
ments of section 10(a)(3) of the Act or 
pursuant to the provisions of section 
24(e) or 24(f) of the Investment Com-
pany Act of 1940, the form and contents 
of such an amendment shall conform to 
the applicable rules and forms as in ef-
fect on the filing date of such amend-
ment. 

(c) An amendment to a registration 
statement and prospectus, other than 
an amendment described in paragraph 
(b) of this section, may be filed on any 
shorter Securities Act registration 
form for which it is eligible on the fil-
ing date of the amendment. At the 
issuer’s option, the amendment also 
may be filed on the same Securities 
Act registration form used for the most 
recent amendment described in para-
graph (b) of this section or, if no such 
amendment has been filed, the initial 
registration statement and prospectus. 

(d) The form and contents of a pro-
spectus forming part of a registration 
statement which is the subject of a 
stop order entered under section 8(d) of 
the Act, if used after the date such stop 
order ceases to be effective, shall con-
form to the applicable rules and forms 
as in effect on the date such stop order 
ceases to be effective. 

(e) A prospectus filed as part of an 
amendment to an effective registration 
statement, or other amendment to 
such registration statement, on any 
form may be prepared in accordance 
with the requirements of any other 
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Item 2. General Description of Issuer 

(a) Concisely discuss the organization and 
operation or proposed operation of the 
issuer. Include the following: 

(i) Basic identifying information, includ-
ing: 

(A) The date and form of organization of 
the issuer and the name of the state under 
the laws of which it is organized; and 

(B) A brief description of the nature of a 
business development company. 

NOTE: A business development company 
having a wholly-owned small business in-
vestment company subsidiary should dis-
close how the subsidiary is regulated, e.g., as 
an investment company registered under the 
Investment Company Act of 1940, and what 
percentage of the parent company’s assets 
are, or are expected to be, invested in the 
subsidiary. The business development com-
pany should also describe the small business 
investment company’s operations, including 
any material difference in investment poli-
cies between the business development com-
pany and its small business investment com-
pany subsidiary. 

(ii) A concise description of the investment 
objectives and policies of the issuer, includ-
ing: 

(A) If those objectives may be changed 
without a vote of the holders of the majority 
of the voting securities, a brief statement to 
that effect; and 

(B) A brief discussion of how the issuer 
proposes to achieve such objectives, includ-
ing: 

(1) The types of securities (for example, 
bonds, convertible debentures, preferred 
stocks, common stock) in which it may in-
vest, indicating the proportion of the assets 
which may be invested in each such type of 
security; 

(2) The issuer proposes to have a policy of 
concentrating in a particular industry or 
group of industries, identification of such in-
dustry or industries. (Concentration, for pur-
poses of this item, is deemed to be 25% or 
more of the value of the issuer’s total assets 
invested or proposed to be invested in a par-
ticular industry or group of industries). 

(3) In companies for the purpose of exer-
cising control or management; 

(4) The policy with respect to any assets 
that are not required to be invested in eligi-
ble portfolio companies or other companies 
qualifying under section 55 of the Investment 
Company Act of 1940; 

(5) The policy with respect to rendering 
significant managerial assistance to eligible 
portfolio companies or other companies 
qualifying under section 55 of the Investment 
Company Act of 1940; 

(6) The policy with respect to investing as 
part of a group. 

(C) Identification of any other policies of 
the issuer that may not be changed without 
the vote of the majority of the outstanding 
voting securities, including the policy not to 
withdraw its election as a business develop-
ment company without approval by the ma-
jority of the outstanding voting securities. 

(D) A concise description of those signifi-
cant investment policies or techniques (such 
as investing for control or management) that 
are not described pursuant to subparagraphs 
(B) or (C) above that the issuer employs or 
has the current intention of employing in 
the forseeable future. 

(b) Discuss briefly the principal risk fac-
tors associated with investment in the 
issuer, including factors peculiar to the 
issuer as well as those generally attendant 
to investment in a business development 
company with investment policies and objec-
tives similar to the issuer. 

Item 3. Same as Item 3 of Schedule A. 
Item 4. Same as Item 4 of Schedule A. 
Item 5. Same as Item 5 of Schedule A. 
Item 6. Same as Item 6 of Schedule A. 
Item 7. Same as Item 7 of Schedule A. 

(Secs. 3(b) and 3(c), Securities Act of 1933 (15 
U.S.C. 77c (b) and (c)); sec. 38, Investment 
Company Act of 1940 (15 U.S.C. 80a–37)) 

[49 FR 35345, Sept. 7, 1984] 

§§ 230.651–230.656 [Reserved] 

§ 230.701 Exemption for offers and 
sales of securities pursuant to cer-
tain compensatory benefit plans 
and contracts relating to compensa-
tion. 

PRELIMINARY NOTES: 1. This section relates 
to transactions exempted from the registra-
tion requirements of section 5 of the Act (15 
U.S.C. 77e). These transactions are not ex-
empt from the antifraud, civil liability, or 
other provisions of the federal securities 
laws. Issuers and persons acting on their be-
half have an obligation to provide investors 
with disclosure adequate to satisfy the anti-
fraud provisions of the federal securities 
laws. 

2. In addition to complying with this sec-
tion, the issuer also must comply with any 
applicable state law relating to the offer and 
sale of securities. 

3. An issuer that attempts to comply with 
this section, but fails to do so, may claim 
any other exemption that is available. 

4. This section is available only to the 
issuer of the securities. Affiliates of the 
issuer may not use this section to offer or 
sell securities. This section also does not 
cover resales of securities by any person. 
This section provides an exemption only for 
the transactions in which the securities are 
offered or sold by the issuer, not for the se-
curities themselves. 
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5. The purpose of this section is to provide 
an exemption from the registration require-
ments of the Act for securities issued in 
compensatory circumstances. This section is 
not available for plans or schemes to cir-
cumvent this purpose, such as to raise cap-
ital. This section also is not available to ex-
empt any transaction that is in technical 
compliance with this section but is part of a 
plan or scheme to evade the registration pro-
visions of the Act. In any of these cases, reg-
istration under the Act is required unless an-
other exemption is available. 

(a) Exemption. Offers and sales made 
in compliance with all of the condi-
tions of this section are exempt from 
section 5 of the Act (15 U.S.C. 77e). 

(b) Issuers eligible to use this section— 
(1) General. This section is available to 
any issuer that is not subject to the re-
porting requirements of section 13 or 
15(d) of the Securities Exchange Act of 
1934 (the ‘‘Exchange Act’’) (15 U.S.C. 
78m or 78o(d)) and is not an investment 
company registered or required to be 
registered under the Investment Com-
pany Act of 1940 (15 U.S.C. 80a-1 et seq.). 

(2) Issuers that become subject to report-
ing. If an issuer becomes subject to the 
reporting requirements of section 13 or 
15(d) of the Exchange Act (15 U.S.C. 
78m or 78o(d)) after it has made offers 
complying with this section, the issuer 
may nevertheless rely on this section 
to sell the securities previously offered 
to the persons to whom those offers 
were made. 

(3) Guarantees by reporting companies. 
An issuer subject to the reporting re-
quirements of section 13 or 15(d) of the 
Exchange Act (15 U.S.C. 78m, 78o(d)) 
may rely on this section if it is merely 
guaranteeing the payment of a subsidi-
ary’s securities that are sold under this 
section. 

(c) Transactions exempted by this sec-
tion. This section exempts offers and 
sales of securities (including plan in-
terests and guarantees pursuant to 
paragraph (d)(2)(ii) of this section) 
under a written compensatory benefit 
plan (or written compensation con-
tract) established by the issuer, its par-
ents, its majority-owned subsidiaries 
or majority-owned subsidiaries of the 
issuer’s parent, for the participation of 
their employees, directors, general 
partners, trustees (where the issuer is a 
business trust), officers, or consultants 
and advisors, and their family members 

who acquire such securities from such 
persons through gifts or domestic rela-
tions orders. This section exempts of-
fers and sales to former employees, di-
rectors, general partners, trustees, offi-
cers, consultants and advisors only if 
such persons were employed by or pro-
viding services to the issuer at the 
time the securities were offered. In ad-
dition, the term ‘‘employee’’ includes 
insurance agents who are exclusive 
agents of the issuer, its subsidiaries or 
parents, or derive more than 50% of 
their annual income from those enti-
ties. 

(1) Special requirements for consultants 
and advisors. This section is available 
to consultants and advisors only if: 

(i) They are natural persons; 
(ii) They provide bona fide services to 

the issuer, its parents, its majority- 
owned subsidiaries or majority-owned 
subsidiaries of the issuer’s parent; and 

(iii) The services are not in connec-
tion with the offer or sale of securities 
in a capital-raising transaction, and do 
not directly or indirectly promote or 
maintain a market for the issuer’s se-
curities. 

(2) Definition of ‘‘compensatory benefit 
plan.’’ For purposes of this section, a 
compensatory benefit plan is any pur-
chase, savings, option, bonus, stock ap-
preciation, profit sharing, thrift, incen-
tive, deferred compensation, pension or 
similar plan. 

(3) Definition of ‘‘family member.’’ For 
purposes of this section, family member 
includes any child, stepchild, grand-
child, parent, stepparent, grandparent, 
spouse, former spouse, sibling, niece, 
nephew, mother-in-law, father-in-law, 
son-in-law, daughter-in-law, brother- 
in-law, or sister-in-law, including adop-
tive relationships, any person sharing 
the employee’s household (other than a 
tenant or employee), a trust in which 
these persons have more than fifty per-
cent of the beneficial interest, a foun-
dation in which these persons (or the 
employee) control the management of 
assets, and any other entity in which 
these persons (or the employee) own 
more than fifty percent of the voting 
interests. 

(d) Amounts that may be sold—(1) Of-
fers. Any amount of securities may be 
offered in reliance on this section. 
However, for purposes of this section, 
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sales of securities underlying options 
must be counted as sales on the date of 
the option grant. 

(2) Sales. The aggregate sales price or 
amount of securities sold in reliance on 
this section during any consecutive 12- 
month period must not exceed the 
greatest of the following: 

(i) $1,000,000; 
(ii) 15% of the total assets of the 

issuer (or of the issuer’s parent if the 
issuer is a wholly-owned subsidiary and 
the securities represent obligations 
that the parent fully and uncondition-
ally guarantees), measured at the 
issuer’s most recent balance sheet date 
(if no older than its last fiscal year 
end); or 

(iii) 15% of the outstanding amount 
of the class of securities being offered 
and sold in reliance on this section, 
measured at the issuer’s most recent 
balance sheet date (if no older than its 
last fiscal year end). 

(3) Rules for calculating prices and 
amounts—(i) Aggregate sales price. The 
term aggregate sales price means the 
sum of all cash, property, notes, can-
cellation of debt or other consideration 
received or to be received by the issuer 
for the sale of the securities. Non-cash 
consideration must be valued by ref-
erence to bona fide sales of that consid-
eration made within a reasonable time 
or, in the absence of such sales, on the 
fair value as determined by an accepted 
standard. The value of services ex-
changed for securities issued must be 
measured by reference to the value of 
the securities issued. Options must be 
valued based on the exercise price of 
the option. 

(ii) Time of the calculation. With re-
spect to options to purchase securities, 
the aggregate sales price is determined 
when an option grant is made (without 
regard to when the option becomes ex-
ercisable). With respect to other secu-
rities, the calculation is made on the 
date of sale. With respect to deferred 
compensation or similar plans, the cal-
culation is made when the irrevocable 
election to defer is made. 

(iii) Derivative securities. In calcu-
lating outstanding securities for pur-
poses of paragraph (d)(2)(iii) of this sec-
tion, treat the securities underlying all 
currently exercisable or convertible op-
tions, warrants, rights or other securi-

ties, other than those issued under this 
exemption, as outstanding. In calcu-
lating the amount of securities sold for 
other purposes of paragraph (d)(2) of 
this section, count the amount of secu-
rities that would be acquired upon ex-
ercise or conversion in connection with 
sales of options, warrants, rights or 
other exercisable or convertible securi-
ties, including those to be issued under 
this exemption. 

(iv) Other exemptions. Amounts of se-
curities sold in reliance on this section 
do not affect ‘‘aggregate offering 
prices’’ in other exemptions, and 
amounts of securities sold in reliance 
on other exemptions do not affect the 
amount that may be sold in reliance on 
this section. 

(e) Disclosure that must be provided. 
The issuer must deliver to investors a 
copy of the compensatory benefit plan 
or the contract, as applicable. In addi-
tion, if the aggregate sales price or 
amount of securities sold during any 
consecutive 12-month period exceeds 
$10 million, the issuer must deliver the 
following disclosure to investors a rea-
sonable period of time before the date 
of sale: 

(1) If the plan is subject to the Em-
ployee Retirement Income Security 
Act of 1974 (‘‘ERISA’’) (29 U.S.C. 1104– 
1107), a copy of the summary plan de-
scription required by ERISA; 

(2) If the plan is not subject to 
ERISA, a summary of the material 
terms of the plan; 

(3) Information about the risks asso-
ciated with investment in the securi-
ties sold pursuant to the compensatory 
benefit plan or compensation contract; 
and 

(4) Financial statements required to 
be furnished by Part F/S of Form 1–A 
(Regulation A Offering Statement) 
(§ 239.90 of this chapter) under Regula-
tion A (§§ 230.251 through 230.263). For-
eign private issuers as defined in Rule 
405 must provide a reconciliation to 
generally accepted accounting prin-
ciples in the United States (U.S. 
GAAP) if their financial statements 
are not prepared in accordance with 
U.S. GAAP or International Financial 
Reporting Standards as issued by the 
International Accounting Standards 
Board (Item 17 of Form 20–F (§ 249.220f 

VerDate Sep<11>2014 15:09 Aug 13, 2019 Jkt 247059 PO 00000 Frm 00811 Fmt 8010 Sfmt 8010 Y:\SGML\247059.XXX 247059pp
ar

ke
r 

on
 D

S
K

3G
D

R
08

2P
R

O
D

 w
ith

 C
F

R

Page 120 of 1882



802 

17 CFR Ch. II (4–1–19 Edition) §§ 230.702(T)–230.703(T) 

of this chapter)). The financial state-
ments required by this section must be 
as of a date no more than 180 days be-
fore the sale of securities in reliance on 
this exemption. 

(5) If the issuer is relying on para-
graph (d)(2)(ii) of this section to use its 
parent’s total assets to determine the 
amount of securities that may be sold, 
the parent’s financial statements must 
be delivered. If the parent is subject to 
the reporting requirements of section 
13 or 15(d) of the Exchange Act (15 
U.S.C. 78m or 78o(d)), the financial 
statements of the parent required by 
Rule 10–01 of Regulation S-X (§ 210.10–01 
of this chapter) and Item 310 of Regula-
tion D-B (§ 228.310 of this chapter), as 
applicable, must be delivered. 

(6) If the sale involves a stock option 
or other derivative security, the issuer 
must deliver disclosure a reasonable 
period of time before the date of exer-
cise or conversion. For deferred com-
pensation or similar plans, the issuer 
must deliver disclosure to investors a 
reasonable period of time before the 
date the irrevocable election to defer is 
made. 

(f) No integration with other offerings. 
Offers and sales exempt under this sec-
tion are deemed to be a part of a single, 
discrete offering and are not subject to 
integration with any other offers or 
sales, whether registered under the Act 
or otherwise exempt from the registra-
tion requirements of the Act. 

(g) Resale limitations. (1) Securities 
issued under this section are deemed to 
be ‘‘restricted securities’’ as defined in 
§ 230.144. 

(2) Resales of securities issued pursu-
ant to this section must be in compli-
ance with the registration require-
ments of the Act or an exemption from 
those requirements. 

(3) Ninety days after the issuer be-
comes subject to the reporting require-
ments of section 13 or 15(d) of the Ex-
change Act (15 U.S.C. 78m or 78o(d)), se-
curities issued under this section may 
be resold by persons who are not affili-
ates (as defined in § 230.144) in reliance 
on § 230.144, without compliance with 
paragraphs (c) and (d) of § 230.144, and 

by affiliates without compliance with 
paragraph (d) of § 230.144. 

[64 FR 11101, Mar. 8, 1999, as amended at 64 
FR 61498, Nov. 12, 1999; 72 FR 71571, Dec. 17, 
2007; 73 FR 1009, Jan. 4, 2008; 83 FR 34944, July 
24, 2018] 

§§ 230.702(T)–230.703(T) [Reserved] 

EXEMPTIONS FOR CROSS-BORDER RIGHTS 
OFFERINGS, EXCHANGE OFFERS AND 
BUSINESS COMBINATIONS 

SOURCE: Sections 230.800 through 230.802 ap-
pear at 64 FR 61400, Nov. 10, 1999, unless oth-
erwise noted. 

GENERAL NOTES TO §§ 230.800, 230.801 AND 
230.802 

1. Sections 230.801 and 230.802 relate only to 
the applicability of the registration provi-
sions of the Act (15 U.S.C. 77e) and not to the 
applicability of the anti-fraud, civil liability 
or other provisions of the federal securities 
laws. 

2. The exemptions provided by § 230.801 and 
§ 230.802 are not available for any securities 
transaction or series of transactions that 
technically complies with § 230.801 and 
§ 230.802 but are part of a plan or scheme to 
evade the registration provisions of the Act. 

3. An issuer who relies on § 230.801 or an of-
feror who relies on § 230.802 must still comply 
with the securities registration or broker- 
dealer registration requirements of the Secu-
rities Exchange Act of 1934 (15 U.S.C. 78a et 
seq.) and any other applicable provisions of 
the federal securities laws. 

4. An issuer who relies on § 230.801 or an of-
feror who relies on § 230.802 must still comply 
with any applicable state laws relating to 
the offer and sale of securities. 

5. Attempted compliance with § 230.801 or 
§ 230.802 does not act as an exclusive election; 
an issuer making an offer or sale of securi-
ties in reliance on § 230.801 or § 230.802 may 
also rely on any other applicable exemption 
from the registration requirements of the 
Act. 

6. Section 230.801 and § 230.802 provide ex-
emptions only for the issuer of the securities 
and not for any affiliate of that issuer or for 
any other person for resales of the issuer’s 
securities. These sections provide exemp-
tions only for the transaction in which the 
issuer or other person offers or sells the se-
curities, not for the securities themselves. 
Securities acquired in a § 230.801 or § 230.802 
transaction may be resold in the United 
States only if they are registered under the 
Act or an exemption from registration is 
available. 
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§ 240.15c1–9 Use of pro forma balance 
sheets. 

The term manipulative, deceptive, or 
other fraudulent device or contrivance, as 
used in section 15(c)(1) of the Act, is 
hereby defined to include the use of fi-
nancial statements purporting to give 
effect to the receipt and application of 
any part of the proceeds from the sale 
or exchange of securities, unless the as-
sumptions upon which each such finan-
cial statement is based are clearly set 
forth as part of the caption to each 
such statement in type at least as 
large as that used generally in the 
body of the statement. 

(Sec. 2, 52 Stat. 1075; 15 U.S.C. 78o) 

[13 FR 8205, Dec. 22, 1948] 

§ 240.15c2–1 Hypothecation of cus-
tomers’ securities. 

(a) General provisions. The term fraud-
ulent, deceptive, or manipulative act or 
practice, as used in section 15(c) (2) of 
the Act, is hereby defined to include 
the direct or indirect hypothecation by 
a broker or dealer, or his arranging for 
or permitting, directly or indirectly, 
the continued hypothecation of any se-
curities carried for the account of any 
customer under circumstances: 

(1) That will permit the commingling 
of securities carried for the account of 
any such customer with securities car-
ried for the account of any other cus-
tomer, without first obtaining the 
written consent of each such customer 
to such hypothecation; 

(2) That will permit such securities 
to be commingled with securities car-
ried for the account of any person 
other than a bona fide customer of 
such broker or dealer under a lien for a 
loan made to such broker or dealer; or 

(3) That will permit securities car-
ried for the account of customers to be 
hypothecated, or subjected to any lien 
or liens or claims or claims of the 
pledgee or pledgees, for a sum which 
exceeds the aggregate indebtedness of 
all customers in respect of securities 
carried for their accounts; except that 
this clause shall not be deemed to be 
violated by reason of an excess arising 
on any day through the reduction of 
the aggregate indebtedness of cus-
tomers on such day, provided that 
funds or securities in an amount suffi-

cient to eliminate such excess are paid 
or placed in transfer to pledgees for the 
purpose of reducing the sum of the 
liens or claims to which securities car-
ried for the account of customers are 
subject as promptly as practicable 
after such reduction occurs, but before 
the lapse of one half hour after the 
commencement of banking hours on 
the next banking day at the place 
where the largest principal amount of 
loans of such broker or dealer are pay-
able and, in any event, before such 
broker or dealer on such day has ob-
tained or increased any bank loan 
collateralized by securities carried for 
the account of customers. 

(b) Definitions. For the purposes of 
this section: 

(1) The term customer shall not in-
clude any general or special partner or 
any director or officer of such broker 
or dealer, or any participant, as such, 
in any joint, group or syndicate ac-
count with such broker or dealer or 
with any partner, officer or director 
thereof. The term also shall not in-
clude a counterparty who has delivered 
collateral to an OTC derivatives dealer 
pursuant to a transaction in an eligible 
OTC derivative instrument, or pursu-
ant to the OTC derivatives dealer’s 
cash management securities activities 
or ancillary portfolio management se-
curities activities, and who has re-
ceived a prominent written notice from 
the OTC derivatives dealer that: 

(i) Except as otherwise agreed in 
writing by the OTC derivatives dealer 
and the counterparty, the dealer may 
repledge or otherwise use the collateral 
in its business; 

(ii) In the event of the OTC deriva-
tives dealer’s failure, the counterparty 
will likely be considered an unsecured 
creditor of the dealer as to that collat-
eral; 

(iii) The Securities Investor Protec-
tion Act of 1970 (15 U.S.C 78aaa through 
78lll) does not protect the 
counterparty; and 

(iv) The collateral will not be subject 
to the requirements of § 240.8c–1, 
§ 240.15c2–1, § 240.15c3–2, or § 240.15c3–3; 

(2) The term securities carried for the 
account of any customer shall be deemed 
to mean: 
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(i) Securities received by or on behalf 
of such broker or dealer for the ac-
count of any customer; 

(ii) Securities sold and appropriated 
by such broker or dealer to a customer, 
except that if such securities were sub-
ject to a lien when appropriated to a 
customer they shall not be deemed to 
be ‘‘securities carried for the account 
of any customer’’ pending their release 
from such lien as promptly as prac-
ticable; 

(iii) Securities sold, but not appro-
priated, by such broker or dealer to a 
customer who has made any payment 
therefor, to the extent that such 
broker or dealer owns and has received 
delivery of securities of like kind, ex-
cept that if such securities were sub-
ject to a lien when such payment was 
made they shall not be deemed to be 
‘‘securities carried for the account of 
any customer’’ pending their release 
from such lien as promptly as prac-
ticable; 

(3) Aggregate indebtedness shall not be 
deemed to be reduced by reason of un-
collected items. In computing aggre-
gate indebtedness, related guaranteed 
and guarantor accounts shall be treat-
ed as a single account and considered 
on a consolidated basis, and balances in 
accounts carrying both long and short 
positions shall be adjusted by treating 
the market value of the securities re-
quired to cover such short positions as 
though such market value were a debit; 
and 

(4) In computing the sum of the liens 
or claims to which securities carried 
for the account of customers of a 
broker or dealer are subject, any 
rehypothecation of such securities by 
another broker or dealer who is subject 
to this section or to § 240.8c–1 shall be 
disregarded. 

(c) Exemption for cash accounts. The 
provisions of paragraph (a)(1) of this 
section shall not apply to any 
hypothecation of securities carried for 
the account of a customer in a special 
cash account within the meaning of 12 
CFR 220.4(c): Provided, That at or be-
fore the completion of the transaction 
of purchase of such securities for, or of 
sale of such securities to, such cus-
tomer, written notice is given or sent 
to such customer disclosing that such 
securities are or may be hypothecated 

under circumstances which will permit 
the commingling thereof with securi-
ties carried for the account of other 
customers. The term the completion of 
the transaction shall have the meaning 
given to such term by § 240.15c1–1(b). 

(d) Exemption for clearing house liens. 
The provisions of paragraphs (a)(2), 
(a)(3), and (f) of this section shall not 
apply to any lien or claim of the clear-
ing corporation, or similar department 
or association, of a national securities 
exchange or a registered national secu-
rities association, for a loan made and 
to be repaid on the same calendar day, 
which is incidental to the clearing of 
transactions in securities or loans 
through such corporation, department, 
or association: Provided, however, That 
for the purpose of paragraph (a)(3) of 
this section, ‘‘aggregate indebtedness 
of all customers in respect of securities 
carried for their accounts’’ shall not 
include indebtedness in respect of any 
securities subject to any lien or claim 
exempted by this paragraph. 

(e) Exemption for certain liens on secu-
rities of noncustomers. The provisions of 
paragraph (a)(2) of this section shall 
not be deemed to prevent such broker 
or dealer from permitting securities 
not carried for the account of a cus-
tomer to be subjected (1) to a lien for a 
loan made against securities carried 
for the account of customers, or (2) to 
a lien for a loan made and to be repaid 
on the same calendar day. For the pur-
pose of this exemption, a loan shall be 
deemed to be ‘‘made against securities 
carried for the account of customers’’ 
if only securities carried for the ac-
count of customers are used to obtain 
or to increase such loan or as sub-
stitutes for other securities carried for 
the account of customers. 

(f) Notice and certification require-
ments. No person subject to this section 
shall hypothecate any security carried 
for the account of a customer unless, 
at or prior to the time of each such 
hypothecation, he gives written notice 
to the pledgee that the security 
pledged is carried for the account of a 
customer and that such hypothecation 
does not contravene any provision of 
this section, except that in the case of 
an omnibus account the broker or deal-
er for whom such account is carried 
may furnish a signed statement to the 
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person carrying such account that all 
securities carried therein by such 
broker or dealer will be securities car-
ried for the account of his customers 
and that the hypothecation thereof by 
such broker or dealer will not con-
travene any provision of this section. 
The provisions of this paragraph shall 
not apply to any hypothecation of se-
curities under any lien or claim of a 
pledgee securing a loan made and to be 
repaid on the same calendar day. 

(g) The fact that securities carried 
for the accounts of customers and secu-
rities carried for the accounts of others 
are represented by one or more certifi-
cates in the custody of a clearing cor-
poration or other subsidiary organiza-
tion of either a national securities ex-
change or of a registered national secu-
rities association, or of a custodian 
bank, in accordance with a system for 
the central handling of securities es-
tablished by a national securities ex-
change or a registered national securi-
ties association, pursuant to which sys-
tem the hypothecation of such securi-
ties is effected by bookkeeping entries 
without physical delivery of such secu-
rities, shall not, in and of itself, result 
in a commingling of securities prohib-
ited by paragraph (a)(1) or (a)(2) of this 
section, whenever a participating 
member, broker or dealer hypothecates 
securities in accordance with such sys-
tem: Provided, however, That (1) any 
such custodian of any securities held 
by or for such system shall agree that 
it will not for any reason, including the 
assertion of any claim, right or lien of 
any kind, refuse or refrain from 
promptly delivering any such securi-
ties (other than securities then hypoth-
ecated in accordance with such system) 
to such clearing corporation or other 
subsidiary organization or as directed 
by it, except that nothing in such 
agreement shall be deemed to require 
the custodian to deliver any securities 
in contravention of any notice of levy, 
seizure or similar notice, or order or 
judgment, issued or directed by a gov-
ernmental agency or court, or officer 
thereof, having jurisdiction over such 
custodian, which on its face affects 
such securities; (2) such systems shall 
have safeguards in the handling, trans-
fer and delivery of securities and provi-
sions for fidelity bond coverage of the 

employees and agents of the clearing 
corporation or other subsidiary organi-
zation and for periodic examinations 
by independent public accountants; and 
(3) the provisions of this paragraph (g) 
shall not be effective with respect to 
any particular system unless the agree-
ment required by paragraph (g)(1) of 
this section and the safeguards and 
provisions required by paragraph (g)(2) 
of this section shall have been deemed 
adequate by the Commission for the 
protection of investors, and unless any 
subsequent amendments to such agree-
ment, safeguards or provisions shall 
have been deemed adequate by the 
Commission for the protection of in-
vestors. 

(Secs. 8, 15, 48 Stat. 888, 895, sec. 2, 52 Stat. 
1075; 15 U.S.C. 78b. 78o) 

CROSS REFERENCE: For interpretative re-
leases applicable to § 240.15c2–1, see Nos. 2690 
and 2822 in tabulation, part 241 of this chap-
ter. 

[13 FR 8205, Dec. 22, 1948, as amended at 31 
FR 7741, June 1, 1966; 37 FR 73, Jan. 5, 1972; 63 
FR 59397, Nov. 3, 1998] 

§ 240.15c2–3 [Reserved] 

§ 240.15c2–4 Transmission or mainte-
nance of payments received in con-
nection with underwritings. 

It shall constitute a ‘‘fraudulent, de-
ceptive, or manipulative act or prac-
tice’’ as used in section 15(c)(2) of the 
Act, for any broker, dealer or munic-
ipal securities dealer participating in 
any distribution of securities, other 
than a firm-commitment underwriting, 
to accept any part of the sale price of 
any security being distributed unless: 

(a) The money or other consideration 
received is promptly transmitted to 
the persons entitled thereto; or 

(b) If the distribution is being made 
on an ‘‘all-or-none’’ basis, or on any 
other basis which contemplates that 
payment is not to be made to the per-
son on whose behalf the distribution is 
being made until some further event or 
contingency occurs, (1) the money or 
other consideration received is prompt-
ly deposited in a separate bank ac-
count, as agent or trustee for the per-
sons who have the beneficial interests 
therein, until the appropriate event or 
contingency has occurred, and then the 
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funds are promptly transmitted or re-
turned to the persons entitled thereto, 
or (2) all such funds are promptly 
transmitted to a bank which has 
agreed in writing to hold all such funds 
in escrow for the persons who have the 
beneficial interests therein and to 
transmit or return such funds directly 
to the persons entitled thereto when 
the appropriate event or contingency 
has occurred. 

[41 FR 22826, June 7, 1976] 

§ 240.15c2–5 Disclosure and other re-
quirements when extending or ar-
ranging credit in certain trans-
actions. 

(a) It shall constitute a ‘‘fraudulent, 
deceptive, or manipulative act or prac-
tice’’ as used in section 15(c)(2) of the 
Act for any broker or dealer to offer or 
sell any security to, or to attempt to 
induce the purchase of any security by, 
any person, in connection with which 
such broker or dealer directly or indi-
rectly offers to extend any credit to or 
to arrange any loan for such person, or 
extends to or participates in arranging 
any loan for such person, unless such 
broker or dealer, before any purchase, 
loan or other related element of the 
transaction is entered into: 

(1) Delivers to such person a written 
statement setting forth the exact na-
ture and extent of (i) such person’s ob-
ligations under the particular loan ar-
rangement, including among other 
things, the specific charges which such 
person will incur under such loan in 
each period during which the loan may 
continue or be extended, (ii) the risks 
and disadvantages which such person 
will incur in the entire transaction, in-
cluding the loan arrangement, (iii) all 
commissions, discounts, and other re-
muneration received and to be received 
in connection with the entire trans-
action including the loan arrangment, 
by the broker or dealer, by any person 
controlling, controlled by, or under 
common control with the broker or 
dealer, and by any other person partici-
pating in the transaction; Provided, 
however, That the broker or dealer 

shall be deemed to be in compliance 
with this paragraph if the customer, 
before any purchase, loan, or other re-
lated element of the transaction is en-
tered into in a manner legally binding 
upon the customer, receives a state-
ment from the lender, or receives a 
prospectus or offering circular from the 
broker or dealer, which statement, pro-
spectus or offering circular contains 
the information required by this para-
graph; and 

(2) Obtains from such person informa-
tion concerning his financial situation 
and needs, reasonably determines that 
the entire transaction, including the 
loan arrangement, is suitable for such 
person, and retains in his files a writ-
ten statement setting forth the basis 
upon which the broker or dealer made 
such determination; Provided, however, 
That the written statement referred to 
in this paragraph must be made avail-
able to the customer on request. 

(b) This section shall not apply to 
any credit extended or any loan ar-
ranged by any broker or dealer subject 
to the provisions of Regulation T (12 
CFR part 220) if such credit is extended 
or such loan is arranged, in compliance 
with the requirements of such regula-
tion, only for the purpose of purchasing 
or carrying the security offered or sold: 
Provided, however, That notwith-
standing this paragraph, the provisions 
of paragraph (a) shall apply in full 
force with respect to any transaction 
involving the extension of or arrange-
ment for credit by a broker or dealer (i) 
in a special insurance premium funding 
account within the meaning of section 
4(k) of Regulation T (12 CFR 220.4(k)) 
or (ii) in compliance with the terms of 
§ 240.3a12–5 of this chapter. 

(c) This section shall not apply to 
any offer to extend credit or arrange 
any loan, or to any credit extended or 
loan arranged, in connection with any 
offer or sale, or attempt to induce the 
purchase, of any municipal security. 

(d) This section shall not apply to a 
transaction involving the extension of 
credit by an OTC derivatives dealer, as 
defined in § 240.3b–12, if the transaction 
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is exempt from the provisions of Sec-
tion 7(c) of the Act (15 U.S.C. 78g(c)) 
pursuant to § 240.36a1–1. 

(Sec. 3(a)(12), 48 Stat. 882, as amended, 84 
Stat. 718, 1435, 1499 (15 U.S.C. 78c(12)); sec. 
7(c), 48 Stat. 886, as amended, 82 Stat. 452 (15 
U.S.C. 78g(c)); sec. 11(d)(1), 48 Stat. 891 as 
amended, 68 Stat. 686 (15 U.S.C. 78k(d)(1)); 
sec. 15(c), 48 Stat. 895, as amended, 52 Stat. 
1075, 84 Stat. 1653 (15 U.S.C. 78o(c)); sec. 23(a), 
48 Stat. 901, as amended, 49 Stat. 704, 1379 (15 
U.S.C. 78w(a)) 

[40 FR 6646, Feb. 13, 1975, as amended at 41 
FR 22826, June 7, 1976; 63 FR 59397, Nov. 3, 
1998] 

§ 240.15c2–6 [Reserved] 

§ 240.15c2–7 Identification of 
quotations. 

(a) It shall constitute an attempt to 
induce the purchase or sale of a secu-
rity by making a ‘‘fictitious 
quotation’’ within the meaning of sec-
tion 15(c)(2) of the Act, for any broker 
or dealer to furnish or submit, directly 
or indirectly, any quotation for a secu-
rity (other than a municipal security) 
to an inter-dealer quotation system un-
less: 

(1) The inter-dealer-quotation-system 
is informed, if such is the case, that 
the quotation is furnished or sub-
mitted; 

(i) By a correspondent broker or deal-
er for the account or in behalf of an-
other broker or dealer, and if so, the 
identity of such other broker or dealer; 
and/or 

(ii) In furtherance of one or more 
other arrangements (including a joint 
account, guarantee of profit, guarantee 
against loss, commission, markup, 
markdown, indication of interest and 
accommodation arrangement) between 
or among brokers or dealers, and if so, 
the identity of each broker or dealer 
participating in any such arrangement 
or arrangements: Provided, however, 
That the provisions of this subpara-
graph shall not apply if only one of the 
brokers or dealers participating in any 
such arrangment or arrangements fur-
nishes or submits a quotation with re-
spect to the security to an inter-dealer- 
quotation-system. 

(2) The inter-dealer-quotation-system 
to which the quotation is furnished or 
submitted makes it a general practice 
to disclose with each published 

quotation, by appropriate symbol or 
otherwise, the category or categories 
(paragraph (a)(1)(i) and/or (ii) of this 
section) in furtherance of which the 
quotation is submitted, and the identi-
ties of all other brokers and dealers re-
ferred to in paragraph (a)(1) of this sec-
tion where such information is supplied 
to the inter-dealer-quotation-system 
under the provisions of paragraph (a)(1) 
of this section. 

(b) It shall constitute an attempt to 
induce the purchase or sale of a secu-
rity by making a ‘‘fictitious 
quotation,’’ within the meaning of sec-
tion 15(c)(2) of the Act, for a broker or 
dealer to enter into any correspondent 
or other arrangement (including a joint 
account, guarantee of profit, guarantee 
against loss, commission, markup, 
markdown, indication of interest and 
accommodation arrangement) in fur-
therance of which two or more brokers 
or dealers furnish or submit quotations 
with respect to a particular security 
unless such broker or dealer informs 
all brokers or dealers furnishing or 
submitting such quotations of the ex-
istence of such correspondent and 
other arrangments, and the identity of 
the parties thereto. 

(c) For purposes of this section: 
(1) The term inter-dealer-quotation- 

system shall mean any system of gen-
eral circulation to brokers and dealers 
which regularly disseminates 
quotations of identified brokers or 
dealers but shall not include a 
quotation sheet prepared and distrib-
uted by a broker or dealer in the reg-
ular course of his business and con-
taining only quotations of such broker 
or dealer. 

(2) The term quotation shall mean any 
bid or offer, or any indication of inter-
est (such as OW or BW) in any bid or 
offer. 

(3) The term correspondent shall mean 
a broker or dealer who has a direct line 
of communication to another broker or 
dealer located in a different city or ge-
ographic area. 

(Sec. 15, 48 Stat. 895, as amended; 15 U.S.C. 
78o) 

[29 FR 11530, Aug. 12, 1964, as amended at 41 
FR 22826, June 7, 1976] 
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§ 240.15c2–8 Delivery of prospectus. 
(a) It shall constitute a deceptive act 

or practice, as those terms are used in 
section 15(c)(2) of the Act, for a broker 
or dealer to participate in a distribu-
tion of securities with respect to which 
a registration statement has been filed 
under the Securities Act of 1933 unless 
he complies with the requirements set 
forth in paragraphs (b) through (h) of 
this section. For the purposes of this 
section, a broker or dealer partici-
pating in the distribution shall mean 
any underwriter and any member or 
proposed member of the selling group. 

(b) In connection with an issue of se-
curities, the issuer of which has not 
previously been required to file reports 
pursuant to sections 13(a) or 15(d) of 
the Securities Exchange Act of 1934, 
unless such issuer has been exempted 
from the requirement to file reports 
thereunder pursuant to section 12(h) of 
the Act, such broker or dealer shall de-
liver a copy of the preliminary pro-
spectus to any person who is expected 
to receive a confirmation of sale at 
least 48 hours prior to the sending of 
such confirmation. This paragraph (b) 
does not apply with respect to asset- 
backed securities (as defined in 
§ 229.1101 of this chapter) that meet the 
requirements of General Instruction 
I.B.5 of Form S–3 (§ 239.13 of this chap-
ter). Provided, however, this paragraph 
(b) shall apply to all issuances of asset- 
backed securities (as defined in 
§ 229.1101(c) of this chapter) regardless 
of whether the issuer has previously 
been required to file reports pursuant 
to sections 13(a) or 15(d) of the Securi-
ties Exchange Act of 1934, or exempted 
from the requirement to file reports 
thereunder pursuant to section 12(h) of 
the Act (15 U.S.C. 78l). 

(c) Such broker or dealer shall take 
reasonable steps to furnish to any per-
son who makes written request for a 
preliminary prospectus between the fil-
ing date and a reasonable time prior to 
the effective date of the registration 
statement to which such prospectus re-
lates, a copy of the latest preliminary 
prospectus on file with the Commis-
sion. Reasonable steps shall include re-
ceiving an undertaking by the man-
aging underwriter or underwriters to 
send such copy to the address given in 
the requests. 

(d) Such broker or dealer shall take 
reasonable steps to comply promptly 
with the written request of any person 
for a copy of the final prospectus relat-
ing to such securities during the period 
between the effective date of the reg-
istration statement and the later of ei-
ther the termination of such distribu-
tion, or the expiration of the applicable 
40- or 90-day period under section 4(3) 
of the Securities Act of 1933. Reason-
able steps shall include receiving an 
undertaking by the managing under-
writer or underwriters to send such 
copy to the address given in the re-
quests. (The 40-day and 90-day periods 
referred to above shall be deemed to 
apply for purposes of this rule irrespec-
tive of the provisions of paragraphs (b) 
and (d) of § 230.174 of this chapter). 

(e) Such broker or dealer shall take 
reasonable steps (1) to make available 
a copy of the preliminary prospectus 
relating to such securities to each of 
his associated persons who is expected, 
prior to the effective date, to solicit 
customers’ order for such securities be-
fore the making of any such solicita-
tion by such associated persons and (2) 
to make available to each such associ-
ated person a copy of any amended pre-
liminary prospectus promptly after the 
filing thereof. 

(f) Such broker or dealer shall take 
reasonable steps to make available a 
copy of the final prospectus relating to 
such securities to each of his associ-
ated persons who is expected, after the 
effective date, to solicit customers or-
ders for such securities prior to the 
making of any such solicitation by 
such associated persons, unless a pre-
liminary prospectus which is substan-
tially the same as the final prospectus 
except for matters relating to the price 
of the stocks, has been so made avail-
able. 

(g) If the broker or dealer is a man-
aging underwriter of such distribution, 
he shall take reasonable steps to see to 
it that all other brokers or dealers par-
ticipating in such distribution are 
promptly furnished with sufficient cop-
ies, as requested by them, of each pre-
liminary prospectus, each amended 
preliminary prospectus and the final 
prospectus to enable them to comply 
with paragraphs (b), (c), (d), and (e) of 
this section. 
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(h) If the broker or dealer is a man-
aging underwriter of such distribution, 
he shall take reasonable steps to see 
that any broker or dealer participating 
in the distribution or trading in the 
registered security is furnished reason-
able quantities of the final prospectus 
relating to such securities, as re-
quested by him, in order to enable him 
to comply with the prospectus delivery 
requirements of section 5(b) (1) and (2) 
of the Securities Act of 1933. 

(i) This section shall not require the 
furnishing of prospectuses in any state 
where such furnishing would be unlaw-
ful under the laws of such state: Pro-
vided, however, That this provision is 
not to be construed to relieve a broker 
or dealer from complying with the re-
quirements of section 5(b)(1) and (2) of 
the Securities Act of 1933. 

[35 FR 18457, Dec. 4, 1970, as amended at 47 
FR 11470, Mar. 16, 1982; 53 FR 11845, Apr. 11, 
1988; 60 FR 26622, May 17, 1995; 70 FR 1622, 
Jan. 7, 2005; 79 FR 57344, Sept. 24, 2014] 

§ 240.15c2–11 Initiation or resumption 
of quotations without specific infor-
mation. 

PRELIMINARY NOTE: Brokers and dealers 
may wish to refer to Securities Exchange 
Act Release No. 29094 (April 17, 1991), for a 
discussion of procedures for gathering and 
reviewing the information required by this 
rule and the requirement that a broker or 
dealer have a reasonable basis for believing 
that the information is accurate and ob-
tained from reliable sources. 

(a) As a means reasonably designed 
to prevent fraudulent, deceptive, or 
manipulative acts or practices, it shall 
be unlawful for a broker or dealer to 
publish any quotation for a security or, 
directly or indirectly, to submit any 
such quotation for publication, in any 
quotation medium (as defined in this 
section) unless such broker or dealer 
has in its records the documents and 
information required by this paragraph 
(for purposes of this section, ‘‘para-
graph (a) information’’), and, based 
upon a review of the paragraph (a) in-
formation together with any other doc-
uments and information required by 
paragraph (b) of this section, has a rea-
sonable basis under the circumstances 
for believing that the paragraph (a) in-
formation is accurate in all material 
respects, and that the sources of the 
paragraph (a) information are reliable. 

The information required pursuant to 
this paragraph is: 

(1) A copy of the prospectus specified 
by section 10(a) of the Securities Act of 
1933 for an issuer that has filed a reg-
istration statement under the Securi-
ties Act of 1933, other than a registra-
tion statement on Form F–6, which be-
came effective less than 90 calendar 
days prior to the day on which such 
broker or dealer publishes or submits 
the quotation to the quotation me-
dium, Provided That such registration 
statement has not thereafter been the 
subject of a stop order which is still in 
effect when the quotation is published 
or submitted; or 

(2) A copy of the offering circular 
provided for under Regulation A under 
the Securities Act of 1933 for an issuer 
that has filed a notification under Reg-
ulation A and was authorized to com-
mence the offering less than 40 cal-
endar days prior to the day on which 
such broker or dealer publishes or sub-
mits the quotation to the quotation 
medium, Provided That the offering cir-
cular provided for under Regulation A 
has not thereafter become the subject 
of a suspension order which is still in 
effect when the quotation is published 
or submitted; or 

(3) A copy of the issuer’s most recent 
annual report filed pursuant to section 
13 or 15(d) of the Act or pursuant to 
Regulation A ((§§ 230.251 through 230.263 
of this chapter), or a copy of the an-
nual statement referred to in section 
12(g)(2)(G)(i) of the Act in the case of 
an issuer required to file reports pursu-
ant to section 13 or 15(d) of the Act or 
an issuer of a security covered by sec-
tion 12(g)(2)(B) or (G) of the Act, to-
gether with any semiannual, quarterly 
and current reports that have been 
filed under the provisions of the Act or 
Regulation A by the issuer after such 
annual report or annual statement; 
provided, however, that until such 
issuer has filed its first annual report 
pursuant to section 13 or 15(d) of the 
Act or pursuant to Regulation A, or an-
nual statement referred to in section 
12(g)(2)(G)(i) of the Act, the broker or 
dealer has in its records a copy of the 
prospectus specified by section 10(a) of 
the Securities Act of 1933 included in a 
registration statement filed by the 
issuer under the Securities Act of 1933, 
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other than a registration statement on 
Form F–6, or a copy of the offering cir-
cular specified by Regulation A in-
cluded in an offering statement filed by 
the issuer under Regulation A, that be-
came effective or was qualified within 
the prior 16 months, or a copy of any 
registration statement filed by the 
issuer under section 12 of the Act that 
became effective within the prior 16 
months, together with any semiannual, 
quarterly and current reports filed 
thereafter under section 13 or 15(d) of 
the Act or Regulation A; and provided 
further, that the broker or dealer has a 
reasonable basis under the cir-
cumstances for believing that the 
issuer is current in filing annual, semi-
annual, quarterly, and current reports 
filed pursuant to section 13 or 15(d) of 
the Act or Regulation A, or, in the case 
of an insurance company exempted 
from section 12(g) of the Act by reason 
of section 12(g)(2)(G) thereof, the an-
nual statement referred to in section 
12(g)(2)(G)(i) of the Act; or 

(4) The information that, since the 
beginning of its last fiscal year, the 
issuer has published pursuant to 
§ 240.12g3–2(b), and which the broker or 
dealer shall make reasonably available 
upon the request of a person expressing 
an interest in a proposed transaction in 
the issuer’s security with the broker or 
dealer, such as by providing the re-
questing person with appropriate in-
structions regarding how to obtain the 
information electronically; or 

(5) The following information, which 
shall be reasonably current in relation 
to the day the quotation is submitted 
and which the broker or dealer shall 
make reasonably available upon re-
quest to any person expressing an in-
terest in a proposed transaction in the 
security with such broker or dealer: 

(i) The exact name of the issuer and 
its predecessor (if any); 

(ii) The address of its principal exec-
utive offices; 

(iii) The state of incorporation, if it 
is a corporation; 

(iv) The exact title and class of the 
security; 

(v) The par or stated value of the se-
curity; 

(vi) The number of shares or total 
amount of the securities outstanding 

as of the end of the issuer’s most re-
cent fiscal year; 

(vii) The name and address of the 
transfer agent; 

(viii) The nature of the issuer’s busi-
ness; 

(ix) The nature of products or serv-
ices offered; 

(x) The nature and extent of the 
issuer’s facilities; 

(xi) The name of the chief executive 
officer and members of the board of di-
rectors; 

(xii) The issuer’s most recent balance 
sheet and profit and loss and retained 
earnings statements; 

(xiii) Similar financial information 
for such part of the 2 preceding fiscal 
years as the issuer or its predecessor 
has been in existence; 

(xiv) Whether the broker or dealer or 
any associated person is affiliated, di-
rectly or indirectly with the issuer; 

(xv) Whether the quotation is being 
published or submitted on behalf of any 
other broker or dealer, and, if so, the 
name of such broker or dealer; and 

(xvi) Whether the quotation is being 
submitted or published directly or indi-
rectly on behalf of the issuer, or any 
director, officer or any person, directly 
or indirectly the beneficial owner of 
more than 10 percent of the out-
standing units or shares of any equity 
security of the issuer, and, if so, the 
name of such person, and the basis for 
any exemption under the federal secu-
rities laws for any sales of such securi-
ties on behalf of such person. 
If such information is made available 
to others upon request pursuant to this 
paragraph, such delivery, unless other-
wise represented, shall not constitute a 
representation by such broker or dealer 
that such information is accurate, but 
shall constitute a representation by 
such broker or dealer that the informa-
tion is reasonably current in relation 
to the day the quotation is submitted, 
that the broker or dealer has a reason-
able basis under the circumstances for 
believing the information is accurate 
in all material respects, and that the 
information was obtained from sources 
which the broker or dealer has a rea-
sonable basis for believing are reliable. 
This paragraph (a)(5) shall not apply to 
any security of an issuer included in 
paragraph (a)(3) of this section unless a 
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report or statement of such issuer de-
scribed in paragraph (a)(3) of this sec-
tion is not reasonably available to the 
broker or dealer. A report or statement 
of an issuer described in paragraph 
(a)(3) of this section shall be ‘‘reason-
ably available’’ when such report or 
statement is filed with the Commis-
sion. 

(b) With respect to any security the 
quotation of which is within the provi-
sions of this section, the broker or 
dealer submitting or publishing such 
quotation shall have in its records the 
following documents and information: 

(1) A record of the circumstances in-
volved in the submission of publication 
of such quotation, including the iden-
tity of the person or persons for whom 
the quotation is being submitted or 
published and any information regard-
ing the transactions provided to the 
broker or dealer by such person or per-
sons; 

(2) A copy of any trading suspension 
order issued by the Commission pursu-
ant to section 12(k) of the Act respect-
ing any securities of the issuer or its 
predecessor (if any) during the 12 
months preceding the date of the publi-
cation or submission of the quotation, 
or a copy of the public release issued 
by the Commission announcing such 
trading suspension order; and 

(3) A copy or a written record of any 
other material information (including 
adverse information) regarding the 
issuer which comes to the broker’s or 
dealer’s knowledge or possession before 
the publication or submission of the 
quotation. 

(c) The broker or dealer shall pre-
serve the documents and information 
required under paragraphs (a) and (b) of 
this section for a period of not less 
than three years, the first two years in 
an easily accessible place. 

(d)(1) For any security of an issuer 
included in paragraph (a)(5) of this sec-
tion, the broker or dealer submitting 
the quotation shall furnish to the 
interdealer quotation system (as de-
fined in paragraph (e)(2) of this sec-
tion), in such form as such system 
shall prescribe, at least 3 business days 
before the quotation is published or 
submitted, the information regarding 
the security and the issuer which such 
broker or dealer is required to main-

tain pursuant to said paragraph (a)(5) 
of this section. 

(2) For any security of an issuer in-
cluded in paragraph (a)(3) of this sec-
tion, 

(i) A broker-dealer shall be in compli-
ance with the requirement to obtain 
current reports filed by the issuer if 
the broker-dealer obtains all current 
reports filed with the Commission by 
the issuer as of a date up to five busi-
ness days in advance of the earlier of 
the date of submission of the quotation 
to the quotation medium and the date 
of submission of the information in 
paragraph (a) of this section pursuant 
to the applicable rule of the Financial 
Industry Regulatory Authority, Inc. or 
its successor organization; and 

(ii) A broker-dealer shall be in com-
pliance with the requirement to obtain 
the annual, quarterly, and current re-
ports filed by the issuer, if the broker- 
dealer has made arrangements to re-
ceive all such reports when filed by the 
issuer and it has regularly received re-
ports from the issuer on a timely basis, 
unless the broker-dealer has a reason-
able basis under the circumstances for 
believing that the issuer has failed to 
file a required report or has filed a re-
port but has not sent it to the broker- 
dealer. 

(e) For purposes of this section: 
(1) Quotation medium shall mean any 

‘‘interdealer quotation system’’ or any 
publication or electronic communica-
tions network or other device which is 
used by brokers or dealers to make 
known to others their interest in 
transactions in any security, including 
offers to buy or sell at a stated price or 
otherwise, or invitations of offers to 
buy or sell. 

(2) Interdealer quotation system shall 
mean any system of general circulation 
to brokers or dealers which regularly 
disseminates quotations of identified 
brokers or dealers. 

(3) Except as otherwise specified in 
this rule, quotation shall mean any bid 
or offer at a specified price with re-
spect to a security, or any indication of 
interest by a broker or dealer in receiv-
ing bids or offers from others for a se-
curity, or any indication by a broker or 
dealer that he wishes to advertise his 
general interest in buying or selling a 
particular security. 
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(4) Issuer, in the case of quotations 
for American Depositary Receipts, 
shall mean the issuer of the deposited 
shares represented by such American 
Depositary Receipts. 

(f) The provisions of this section 
shall not apply to: 

(1) The publication or submission of a 
quotation respecting a security admit-
ted to trading on a national securities 
exchange and which is traded on such 
an exchange on the same day as, or on 
the business day next preceding, the 
day the quotation is published or sub-
mitted. 

(2) The publication or submission by 
a broker or dealer, solely on behalf of a 
customer (other than a person acting 
as or for a dealer), of a quotation that 
represents the customer’s indication of 
interest and does not involve the solici-
tation of the customer’s interest; Pro-
vided, however, That this paragraph 
(f)(2) shall not apply to a quotation 
consisting of both a bid and an offer, 
each of which is at a specified price, 
unless the quotation medium specifi-
cally identifies the quotation as rep-
resenting such an unsolicited customer 
interest. 

(3)(i) The publication or submission, 
in an interdealer quotation system 
that specifically identifies as such un-
solicited customer indications of inter-
est of the kind described in paragraph 
(f)(2) of this section, of a quotation re-
specting a security which has been the 
subject of quotations (exclusive of any 
identified customer interests) in such a 
system on each of at least 12 days with-
in the previous 30 calendar days, with 
no more than 4 business days in succes-
sion without a quotation; or 

(ii) The publication or submission, in 
an interdealer quotation system that 
does not so identify any such unsolic-
ited customer indications of interest, 
of a quotation respecting a security 
which has been the subject of both bid 
and ask quotations in an interdealer 
quotation system at specified prices on 
each of at least 12 days within the pre-
vious 30 calendar days, with no more 
than 4 business days in succession 
without such a two-way quotation; 

(iii) A dealer acting in the capacity 
of market maker, as defined in section 
3(a)(38) of the Act, that has published 
or submitted a quotation respecting a 

security in an interdealer quotation 
system and such quotation has quali-
fied for an exception provided in this 
paragraph (f)(3), may continue to pub-
lish or submit quotations for such se-
curity in the interdealer quotation sys-
tem without compliance with this sec-
tion unless and until such dealer ceases 
to submit or publish a quotation or 
ceases to act in the capacity of market 
maker respecting such security. 

(4) The publication or submission of a 
quotation respecting a municipal secu-
rity. 

(5) The publication or submission of a 
quotation respecting a Nasdaq security 
(as defined in § 242.600 of this chapter), 
and such security’s listing is not sus-
pended, terminated, or prohibited. 

(g) The requirement in paragraph 
(a)(5) of this section that the informa-
tion with respect to the issuer be ‘‘rea-
sonably current’’ will be presumed to 
be satisfied, unless the broker or dealer 
has information to the contrary, if: 

(1) The balance sheet is as of a date 
less than 16 months before the publica-
tion or submission of the quotation, 
the statements of profit and loss and 
retained earnings are for the 12 months 
preceding the date of such balance 
sheet, and if such balance sheet is not 
as of a date less than 6 months before 
the publication or submission of the 
quotation, it shall be accompanied by 
additional statements of profit and loss 
and retained earnings for the period 
from the date of such balance sheet to 
a date less than 6 months before the 
publication or submission of the 
quotation. 

(2) Other information regarding the 
issuer specified in paragraph (a)(5) of 
this section is as of a date within 12 
months prior to the publication or sub-
mission of the quotation. 

(h) This section shall not prohibit 
any publication or submission of any 
quotation if the Commission, upon 
written request or upon its own mo-
tion, exempts such quotation either 
unconditionally or on specified terms 
and conditions, as not constituting a 
fraudulent, manipulative or deceptive 
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practice comprehended within the pur-
pose of this section. 

[36 FR 18641, Sept. 18, 1971, as amended at 41 
FR 22826, June 7, 1976; 49 FR 45123, Nov. 15, 
1984; 56 FR 19156, Apr. 25, 1991; 70 FR 37618, 
June 29, 2005; 73 FR 52768, Sept. 10, 2008; 80 FR 
21923, Apr. 20, 2015] 

§ 240.15c2–12 Municipal securities dis-
closure. 

PRELIMINARY NOTE: For a discussion of dis-
closure obligations relating to municipal se-
curities, issuers, brokers, dealers, and mu-
nicipal securities dealers should refer to Se-
curities Act Release No. 7049, Securities Ex-
change Act Release No. 33741, FR–42 (March 
9, 1994). For a discussion of the obligations of 
underwriters to have a reasonable basis for 
recommending municipal securities, brokers, 
dealers, and municipal securities dealers 
should refer to Securities Exchange Act Re-
lease No. 26100 (Sept. 22, 1988) and Securities 
Exchange Act Release No. 26985 (June 28, 
1989). 

(a) General. As a means reasonably 
designed to prevent fraudulent, decep-
tive, or manipulative acts or practices, 
it shall be unlawful for any broker, 
dealer, or municipal securities dealer 
(a ‘‘Participating Underwriter’’ when 
used in connection with an Offering) to 
act as an underwriter in a primary of-
fering of municipal securities with an 
aggregate principal amount of 
$1,000,000 or more (an ‘‘Offering’’) un-
less the Participating Underwriter 
complies with the requirements of this 
section or is exempted from the provi-
sions of this section. 

(b) Requirements. (1) Prior to the time 
the Participating Underwriter bids for, 
purchases, offers, or sells municipal se-
curities in an Offering, the Partici-
pating Underwriter shall obtain and re-
view an official statement that an 
issuer of such securities deems final as 
of its date, except for the omission of 
no more than the following informa-
tion: The offering price(s), interest 
rate(s), selling compensation, aggre-
gate principal amount, principal 
amount per maturity, delivery dates, 
any other terms or provisions required 
by an issuer of such securities to be 
specified in a competitive bid, ratings, 
other terms of the securities depending 
on such matters, and the identity of 
the underwriter(s). 

(2) Except in competitively bid offer-
ings, from the time the Participating 

Underwriter has reached an under-
standing with an issuer of municipal 
securities that it will become a Par-
ticipating Underwriter in an Offering 
until a final official statement is avail-
able, the Participating Underwriter 
shall send no later than the next busi-
ness day, by first-class mail or other 
equally prompt means, to any poten-
tial customer, on request, a single copy 
of the most recent preliminary official 
statement, if any. 

(3) The Participating Underwriter 
shall contract with an issuer of munic-
ipal securities or its designated agent 
to receive, within seven business days 
after any final agreement to purchase, 
offer, or sell the municipal securities 
in an Offering and in sufficient time to 
accompany any confirmation that re-
quests payment from any customer, 
copies of a final official statement in 
sufficient quantity to comply with 
paragraph (b)(4) of this rule and the 
rules of the Municipal Securities Rule-
making Board. 

(4) From the time the final official 
statement becomes available until the 
earlier of— 

(i) Ninety days from the end of the 
underwriting period or 

(ii) The time when the official state-
ment is available to any person from 
the Municipal Securities Rulemaking 
Board, but in no case less than twenty- 
five days following the end of the un-
derwriting period, the Participating 
Underwriter in an Offering shall send 
no later than the next business day, by 
first-class mail or other equally 
prompt means, to any potential cus-
tomer, on request, a single copy of the 
final official statement. 

(5)(i) A Participating Underwriter 
shall not purchase or sell municipal se-
curities in connection with an Offering 
unless the Participating Underwriter 
has reasonably determined that an 
issuer of municipal securities, or an ob-
ligated person for whom financial or 
operating data is presented in the final 
official statement has undertaken, ei-
ther individually or in combination 
with other issuers of such municipal 
securities or obligated persons, in a 
written agreement or contract for the 
benefit of holders of such securities, to 
provide the following to the Municipal 
Securities Rulemaking Board in an 
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electronic format as prescribed by the 
Municipal Securities Rulemaking 
Board, either directly or indirectly 
through an indenture trustee or a des-
ignated agent: 

(A) Annual financial information for 
each obligated person for whom finan-
cial information or operating data is 
presented in the final official state-
ment, or, for each obligated person 
meeting the objective criteria specified 
in the undertaking and used to select 
the obligated persons for whom finan-
cial information or operating data is 
presented in the final official state-
ment, except that, in the case of pooled 
obligations, the undertaking shall 
specify such objective criteria; 

(B) If not submitted as part of the an-
nual financial information, then when 
and if available, audited financial 
statements for each obligated person 
covered by paragraph (b)(5)(i)(A) of this 
section; 

(C) In a timely manner not in excess 
of ten business days after the occur-
rence of the event, notice of any of the 
following events with respect to the se-
curities being offered in the Offering: 

(1) Principal and interest payment 
delinquencies; 

(2) Non-payment related defaults, if 
material; 

(3) Unscheduled draws on debt service 
reserves reflecting financial difficul-
ties; 

(4) Unscheduled draws on credit en-
hancements reflecting financial dif-
ficulties; 

(5) Substitution of credit or liquidity 
providers, or their failure to perform; 

(6) Adverse tax opinions, the issuance 
by the Internal Revenue Service of pro-
posed or final determinations of tax-
ability, Notices of Proposed Issue (IRS 
Form 5701–TEB) or other material no-
tices or determinations with respect to 
the tax status of the security, or other 
material events affecting the tax sta-
tus of the security; 

(7) Modifications to rights of security 
holders, if material; 

(8) Bond calls, if material, and tender 
offers; 

(9) Defeasances; 
(10) Release, substitution, or sale of 

property securing repayment of the se-
curities, if material; 

(11) Rating changes; 

(12) Bankruptcy, insolvency, receiv-
ership or similar event of the obligated 
person; 

NOTE TO PARAGRAPH (b)(5)(i)(C)(12): For the 
purposes of the event identified in paragraph 
(b)(5)(i)(C)(12) of this section, the event is 
considered to occur when any of the fol-
lowing occur: The appointment of a receiver, 
fiscal agent or similar officer for an obli-
gated person in a proceeding under the U.S. 
Bankruptcy Code or in any other proceeding 
under state or federal law in which a court 
or governmental authority has assumed ju-
risdiction over substantially all of the assets 
or business of the obligated person, or if such 
jurisdiction has been assumed by leaving the 
existing governing body and officials or offi-
cers in possession but subject to the super-
vision and orders of a court or governmental 
authority, or the entry of an order con-
firming a plan of reorganization, arrange-
ment or liquidation by a court or govern-
mental authority having supervision or ju-
risdiction over substantially all of the assets 
or business of the obligated person. 

(13) The consummation of a merger, 
consolidation, or acquisition involving 
an obligated person or the sale of all or 
substantially all of the assets of the 
obligated person, other than in the or-
dinary course of business, the entry 
into a definitive agreement to under-
take such an action or the termination 
of a definitive agreement relating to 
any such actions, other than pursuant 
to its terms, if material; 

(14) Appointment of a successor or 
additional trustee or the change of 
name of a trustee, if material; 

(15) Incurrence of a financial obliga-
tion of the obligated person, if mate-
rial, or agreement to covenants, events 
of default, remedies, priority rights, or 
other similar terms of a financial obli-
gation of the obligated person, any of 
which affect security holders, if mate-
rial; and 

(16) Default, event of acceleration, 
termination event, modification of 
terms, or other similar events under 
the terms of a financial obligation of 
the obligated person, any of which re-
flect financial difficulties; and 

(D) In a timely manner, notice of a 
failure of any person specified in para-
graph (b)(5)(i)(A) of this section to pro-
vide required annual financial informa-
tion, on or before the date specified in 
the written agreement or contract. 

(ii) The written agreement or con-
tract for the benefit of holders of such 
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securities also shall identify each per-
son for whom annual financial informa-
tion and notices of material events will 
be provided, either by name or by the 
objective criteria used to select such 
persons, and, for each such person 
shall: 

(A) Specify, in reasonable detail, the 
type of financial information and oper-
ating data to be provided as part of an-
nual financial information; 

(B) Specify, in reasonable detail, the 
accounting principles pursuant to 
which financial statements will be pre-
pared, and whether the financial state-
ments will be audited; and 

(C) Specify the date on which the an-
nual financial information for the pre-
ceding fiscal year will be provided. 

(iii) Such written agreement or con-
tract for the benefit of holders of such 
securities also may provide that the 
continuing obligation to provide an-
nual financial information and notices 
of events may be terminated with re-
spect to any obligated person, if and 
when such obligated person no longer 
remains an obligated person with re-
spect to such municipal securities. 

(iv) Such written agreement or con-
tract for the benefit of holders of such 
securities also shall provide that all 
documents provided to the Municipal 
Securities Rulemaking Board shall be 
accompanied by identifying informa-
tion as prescribed by the Municipal Se-
curities Rulemaking Board. 

(c) Recommendations. As a means rea-
sonably designed to prevent fraudulent, 
deceptive, or manipulative acts or 
practices, it shall be unlawful for any 
broker, dealer, or municipal securities 
dealer to recommend the purchase or 
sale of a municipal security unless 
such broker, dealer, or municipal secu-
rities dealer has procedures in place 
that provide reasonable assurance that 
it will receive prompt notice of any 
event disclosed pursuant to paragraph 
(b)(5)(i)(C), paragraph (b)(5)(i)(D), and 
paragraph (d)(2)(ii)(B) of this section 
with respect to that security. 

(d) Exemptions. (1) This section shall 
not apply to a primary offering of mu-
nicipal securities in authorized de-
nominations of $100,000 or more, if such 
securities: 

(i) Are sold to no more than thirty- 
five persons each of whom the Partici-

pating Underwriter reasonably be-
lieves: 

(A) Has such knowledge and experi-
ence in financial and business matters 
that it is capable of evaluating the 
merits and risks of the prospective in-
vestment; and 

(B) Is not purchasing for more than 
one account or with a view to distrib-
uting the securities; or 

(ii) Have a maturity of nine months 
or less. 

(2) Paragraph (b)(5) of this section 
shall not apply to an Offering of munic-
ipal securities if, at such time as an 
issuer of such municipal securities de-
livers the securities to the Partici-
pating Underwriters: 

(i) No obligated person will be an ob-
ligated person with respect to more 
than $10,000,000 in aggregate amount of 
outstanding municipal securities, in-
cluding the offered securities and ex-
cluding municipal securities that were 
offered in a transaction exempt from 
this section pursuant to paragraph 
(d)(1) of this section; 

(ii) An issuer of municipal securities 
or obligated person has undertaken, ei-
ther individually or in combination 
with other issuers of municipal securi-
ties or obligated persons, in a written 
agreement or contract for the benefit 
of holders of such municipal securities, 
to provide the following to the Munic-
ipal Securities Rulemaking Board in 
an electronic format as prescribed by 
the Municipal Securities Rulemaking 
Board: 

(A) At least annually, financial infor-
mation or operating data regarding 
each obligated person for which finan-
cial information or operating data is 
presented in the final official state-
ment, as specified in the undertaking, 
which financial information and oper-
ating data shall include, at a min-
imum, that financial information and 
operating data which is customarily 
prepared by such obligated person and 
is publicly available; and 

(B) In a timely manner not in excess 
of ten business days after the occur-
rence of the event, notice of events 
specified in paragraph (b)(5)(i)(C) of 
this section with respect to the securi-
ties that are the subject of the Offer-
ing; and 
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(C) Such written agreement or con-
tract for the benefit of holders of such 
securities also shall provide that all 
documents provided to the Municipal 
Securities Rulemaking Board shall be 
accompanied by identifying informa-
tion as prescribed by the Municipal Se-
curities Rulemaking Board; and 

(iii) The final official statement iden-
tifies by name, address, and telephone 
number the persons from which the 
foregoing information, data, and no-
tices can be obtained. 

(3) The provisions of paragraph (b)(5) 
of this section, other than paragraph 
(b)(5)(i)(C) of this section, shall not 
apply to an Offering of municipal secu-
rities, if such municipal securities have 
a stated maturity of 18 months or less. 

(4) The provisions of paragraph (c) of 
this section shall not apply to munic-
ipal securities: 

(i) Sold in an Offering to which para-
graph (b)(5) of this section did not 
apply, other than Offerings exempt 
under paragraph (d)(2)(ii) of this sec-
tion; or 

(ii) Sold in an Offering exempt from 
this section under paragraph (d)(1) of 
this section. 

(5) With the exception of paragraphs 
(b)(1) through (b)(4), this section shall 
apply to a primary offering of munic-
ipal securities in authorized denomina-
tions of $100,000 or more if such securi-
ties may, at the option of the holder 
thereof, be tendered to an issuer of 
such securities or its designated agent 
for redemption or purchase at par 
value or more at least as frequently as 
every nine months until maturity, ear-
lier redemption, or purchase by an 
issuer or its designated agent; pro-
vided, however, that paragraphs (b)(5) 
and (c) of this section shall not apply 
to such securities outstanding on No-
vember 30, 2010, for so long as they con-
tinuously remain in authorized de-
nominations of $100,000 or more and 
may, at the option of the holder there-
of, be tendered to an issuer of such se-
curities or its designated agent for re-
demption or purchase at par value or 
more at least as frequently as every 
nine months until maturity, earlier re-
demption, or purchase by an issuer or 
its designated agent. 

(e) Exemptive authority. The Commis-
sion, upon written request, or upon its 

own motion, may exempt any broker, 
dealer, or municipal securities dealer, 
whether acting in the capacity of a 
Participating Underwriter or other-
wise, that is a participant in a trans-
action or class of transactions from 
any requirement of this section, either 
unconditionally or on specified terms 
and conditions, if the Commission de-
termines that such an exemption is 
consistent with the public interest and 
the protection of investors. 

(f) Definitions. For the purposes of 
this rule— 

(1) The term authorized denominations 
of $100,000 or more means municipal se-
curities with a principal amount of 
$100,000 or more and with restrictions 
that prevent the sale or transfer of 
such securities in principal amounts of 
less than $100,000 other than through a 
primary offering; except that, for mu-
nicipal securities with an original issue 
discount of 10 percent or more, the 
term means municipal securities with 
a minimum purchase price of $100,000 
or more and with restrictions that pre-
vent the sale or transfer of such securi-
ties, in principal amounts that are less 
than the original principal amount at 
the time of the primary offering, other 
than through a primary offering. 

(2) The term end of the underwriting 
period means the later of such time as 

(i) The issuer of municipal securities 
delivers the securities to the Partici-
pating Underwriters or 

(ii) The Participating Underwriter 
does not retain, directly or as a mem-
ber or an underwriting syndicate, an 
unsold balance of the securities for sale 
to the public. 

(3) The term final official statement 
means a document or set of documents 
prepared by an issuer of municipal se-
curities or its representatives that is 
complete as of the date delivered to the 
Participating Underwriter(s) and that 
sets forth information concerning the 
terms of the proposed issue of securi-
ties; information, including financial 
information or operating data, con-
cerning such issuers of municipal secu-
rities and those other entities, enter-
prises, funds, accounts, and other per-
sons material to an evaluation of the 
Offering; and a description of the un-
dertakings to be provided pursuant to 
paragraph (b)(5)(i), paragraph (d)(2)(ii), 
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and paragraph (d)(2)(iii) of this section, 
if applicable, and of any instances in 
the previous five years in which each 
person specified pursuant to paragraph 
(b)(5)(ii) of this section failed to com-
ply, in all material respects, with any 
previous undertakings in a written 
contract or agreement specified in 
paragraph (b)(5)(i) of this section. Fi-
nancial information or operating data 
may be set forth in the document or 
set of documents, or may be included 
by specific reference to documents 
available to the public on the Munic-
ipal Securities Rulemaking Board’s 
Internet Web site or filed with the 
Commission. 

(4) The term issuer of municipal securi-
ties means the governmental issuer 
specified in section 3(a)(29) of the Act 
and the issuer of any separate security, 
including a sepatate security as defined 
in rule 3b–5(a) under the Act. 

(5) The term potential customer means 
(i) Any person contacted by the Par-
ticipating Underwriter concerning the 
purchase of municipal securities that 
are intended to be offered or have been 
sold in an offering, (ii) Any person who 
has expressed an interest to the Par-
ticipating Underwriter in possibly pur-
chasing such municipal securities, and 
(iii) Any person who has a customer ac-
count with the Participating Under-
writer. 

(6) The term preliminary official state-
ment means an official statement pre-
pared by or for an issuer of municipal 
securities for dissemination to poten-
tial customers prior to the availability 
of the final official statement. 

(7) The term primary offering means 
an offering of municipal securities di-
rectly or indirectly by or on behalf of 
an issuer of such securities, including 
any remarketing of municipal securi-
ties. 

(i) That is accompanied by a change 
in the authorized denomination of such 
securities from $100,000 or more to less 
than $100,000, or 

(ii) That is accompanied by a change 
in the period during which such securi-
ties may be tendered to an issuer of 
such securities or its designated agent 
for redemption or purchase from a pe-
riod of nine months or less to a period 
of more than nine months. 

(8) The term underwriter means any 
person who has purchased from an 
issuer of municipal securities with a 
view to, or offers or sells for an issuer 
of municipal securities in connection 
with, the offering of any municipal se-
curity, or participates or has a direct 
or indirect participation in any such 
undertaking, or participates or has a 
participation in the direct or indirect 
underwriting of any such undertaking; 
except, that such term shall not in-
clude a person whose interest is limited 
to a commission, concession, or allow-
ance from an underwriter, broker, deal-
er, or municipal securities dealer not 
in excess of the usual and customary 
distributors’ or sellers’ commission, 
concession, or allowance. 

(9) The term annual financial informa-
tion means financial information or op-
erating data, provided at least annu-
ally, of the type included in the final 
official statement with respect to an 
obligated person, or in the case where 
no financial information or operating 
data was provided in the final official 
statement with respect to such obli-
gated person, of the type included in 
the final official statement with re-
spect to those obligated persons that 
meet the objective criteria applied to 
select the persons for which financial 
information or operating data will be 
provided on an annual basis. Financial 
information or operating data may be 
set forth in the document or set of doc-
uments, or may be included by specific 
reference to documents available to 
the public on the Municipal Securities 
Rulemaking Board’s Internet Web site 
or filed with the Commission. 

(10) The term obligated person means 
any person, including an issuer of mu-
nicipal securities, who is either gen-
erally or through an enterprise, fund, 
or account of such person committed 
by contract or other arrangement to 
support payment of all, or part of the 
obligations on the municipal securities 
to be sold in the Offering (other than 
providers of municipal bond insurance, 
letters of credit, or other liquidity fa-
cilities). 

(11)(i) The term financial obligation 
means a: 

(A) Debt obligation; 
(B) Derivative instrument entered 

into in connection with, or pledged as 
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security or a source of payment for, an 
existing or planned debt obligation; or 

(C) Guarantee of paragraph 
(f)(11)(i)(A) or (B). 

(ii) The term financial obligation shall 
not include municipal securities as to 
which a final official statement has 
been provided to the Municipal Securi-
ties Rulemaking Board consistent with 
this rule. 

(g) Transitional provision. If on July 
28, 1989, a Participating Underwriter 
was contractually committed to act as 
underwriter in an Offering of municipal 
securities originally issued before July 
29, 1989, the requirements of paragraphs 
(b)(3) and (b)(4) shall not apply to the 
Participating Underwriter in connec-
tion with such an Offering. Paragraph 
(b)(5) of this section shall not apply to 
a Participating Underwriter that has 
contractually committed to act as an 
underwriter in an Offering of municipal 
securities before July 3, 1995; except 
that paragraph (b)(5)(i)(A) and para-
graph (b)(5)(i)(B) shall not apply with 
respect to fiscal years ending prior to 
January 1, 1996. Paragraph (c) shall be-
come effective on January 1, 1996. 
Paragraph (d)(2)(ii) and paragraph 
(d)(2)(iii) of this section shall not apply 
to an Offering of municipal securities 
commencing prior to January 1, 1996. 

[54 FR 28813, July 10, 1989, as amended at 59 
FR 59609, Nov. 17, 1994; 73 FR 76132, Dec. 15, 
2008; 75 FR 33155, June 10, 2010; 83 FR 44742, 
Aug. 31, 2018] 

§ 240.15c3–1 Net capital requirements 
for brokers or dealers. 

(a) Every broker or dealer must at all 
times have and maintain net capital no 
less than the greater of the highest 
minimum requirement applicable to its 
ratio requirement under paragraph 
(a)(1) of this section, or to any of its 
activities under paragraph (a)(2) of this 
section, and must otherwise not be 
‘‘insolvent’’ as that term is defined in 
paragraph (c)(16) of this section. In lieu 
of applying paragraphs (a)(1) and (a)(2) 
of this section, an OTC derivatives 
dealer shall maintain net capital pur-
suant to paragraph (a)(5) of this sec-
tion. Each broker or dealer also shall 
comply with the supplemental require-
ments of paragraphs (a)(4) and (a)(9) of 
this section, to the extent either para-
graph is applicable to its activities. In 

addition, a broker or dealer shall main-
tain net capital of not less than its own 
net capital requirement plus the sum 
of each broker’s or dealer’s subsidiary 
or affiliate minimum net capital re-
quirements, which is consolidated pur-
suant to appendix C, § 240.15c3–1c. 

RATIO REQUIREMENTS 

Aggregate Indebtedness Standard 

(1)(i) No broker or dealer, other than 
one that elects the provisions of para-
graph (a)(1)(ii) of this section, shall 
permit its aggregate indebtedness to 
all other persons to exceed 1500 percent 
of its net capital (or 800 percent of its 
net capital for 12 months after com-
mencing business as a broker or deal-
er). 

Alternative Standard 

(ii) A broker or dealer may elect not 
to be subject to the Aggregate Indebt-
edness Standard of paragraph (a)(1)(i) 
of this section. That broker or dealer 
shall not permit its net capital to be 
less than the greater of $250,000 or 2 
percent of aggregate debit items com-
puted in accordance with the Formula 
for Determination of Reserve Require-
ments for Brokers and Dealers (Exhibit 
A to Rule 15c3–3, § 240.15c3–3a). Such 
broker or dealer shall notify its Exam-
ining Authority, in writing, of its elec-
tion to operate under this paragraph 
(a)(1)(ii). Once a broker or dealer has 
notified its Examining Authority, it 
shall continue to operate under this 
paragraph unless a change is approved 
upon application to the Commission. A 
broker or dealer that elects this stand-
ard and is not exempt from Rule 15c3– 
3 shall: 

(A) Make the computation required 
by § 240.15c3–3(e) and set forth in Ex-
hibit A, § 240.15c3–3a, on a weekly basis 
and, in lieu of the 1 percent reduction 
of certain debit items required by Note 
E (3) in the computation of its Exhibit 
A requirement, reduce aggregate debit 
items in such computation by 3 per-
cent; 

(B) Include in Items 7 and 8 of Ex-
hibit A, § 240.15c3–3a, the market value 
of items specified therein more than 7 
business days old; 

(C) Exclude credit balances in ac-
counts representing amounts payable 
for securities not yet received from the 
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security or a source of payment for, an 
existing or planned debt obligation; or 

(C) Guarantee of paragraph 
(f)(11)(i)(A) or (B). 

(ii) The term financial obligation shall 
not include municipal securities as to 
which a final official statement has 
been provided to the Municipal Securi-
ties Rulemaking Board consistent with 
this rule. 

(g) Transitional provision. If on July 
28, 1989, a Participating Underwriter 
was contractually committed to act as 
underwriter in an Offering of municipal 
securities originally issued before July 
29, 1989, the requirements of paragraphs 
(b)(3) and (b)(4) shall not apply to the 
Participating Underwriter in connec-
tion with such an Offering. Paragraph 
(b)(5) of this section shall not apply to 
a Participating Underwriter that has 
contractually committed to act as an 
underwriter in an Offering of municipal 
securities before July 3, 1995; except 
that paragraph (b)(5)(i)(A) and para-
graph (b)(5)(i)(B) shall not apply with 
respect to fiscal years ending prior to 
January 1, 1996. Paragraph (c) shall be-
come effective on January 1, 1996. 
Paragraph (d)(2)(ii) and paragraph 
(d)(2)(iii) of this section shall not apply 
to an Offering of municipal securities 
commencing prior to January 1, 1996. 

[54 FR 28813, July 10, 1989, as amended at 59 
FR 59609, Nov. 17, 1994; 73 FR 76132, Dec. 15, 
2008; 75 FR 33155, June 10, 2010; 83 FR 44742, 
Aug. 31, 2018] 

§ 240.15c3–1 Net capital requirements 
for brokers or dealers. 

(a) Every broker or dealer must at all 
times have and maintain net capital no 
less than the greater of the highest 
minimum requirement applicable to its 
ratio requirement under paragraph 
(a)(1) of this section, or to any of its 
activities under paragraph (a)(2) of this 
section, and must otherwise not be 
‘‘insolvent’’ as that term is defined in 
paragraph (c)(16) of this section. In lieu 
of applying paragraphs (a)(1) and (a)(2) 
of this section, an OTC derivatives 
dealer shall maintain net capital pur-
suant to paragraph (a)(5) of this sec-
tion. Each broker or dealer also shall 
comply with the supplemental require-
ments of paragraphs (a)(4) and (a)(9) of 
this section, to the extent either para-
graph is applicable to its activities. In 

addition, a broker or dealer shall main-
tain net capital of not less than its own 
net capital requirement plus the sum 
of each broker’s or dealer’s subsidiary 
or affiliate minimum net capital re-
quirements, which is consolidated pur-
suant to appendix C, § 240.15c3–1c. 

RATIO REQUIREMENTS 

Aggregate Indebtedness Standard 

(1)(i) No broker or dealer, other than 
one that elects the provisions of para-
graph (a)(1)(ii) of this section, shall 
permit its aggregate indebtedness to 
all other persons to exceed 1500 percent 
of its net capital (or 800 percent of its 
net capital for 12 months after com-
mencing business as a broker or deal-
er). 

Alternative Standard 

(ii) A broker or dealer may elect not 
to be subject to the Aggregate Indebt-
edness Standard of paragraph (a)(1)(i) 
of this section. That broker or dealer 
shall not permit its net capital to be 
less than the greater of $250,000 or 2 
percent of aggregate debit items com-
puted in accordance with the Formula 
for Determination of Reserve Require-
ments for Brokers and Dealers (Exhibit 
A to Rule 15c3–3, § 240.15c3–3a). Such 
broker or dealer shall notify its Exam-
ining Authority, in writing, of its elec-
tion to operate under this paragraph 
(a)(1)(ii). Once a broker or dealer has 
notified its Examining Authority, it 
shall continue to operate under this 
paragraph unless a change is approved 
upon application to the Commission. A 
broker or dealer that elects this stand-
ard and is not exempt from Rule 15c3– 
3 shall: 

(A) Make the computation required 
by § 240.15c3–3(e) and set forth in Ex-
hibit A, § 240.15c3–3a, on a weekly basis 
and, in lieu of the 1 percent reduction 
of certain debit items required by Note 
E (3) in the computation of its Exhibit 
A requirement, reduce aggregate debit 
items in such computation by 3 per-
cent; 

(B) Include in Items 7 and 8 of Ex-
hibit A, § 240.15c3–3a, the market value 
of items specified therein more than 7 
business days old; 

(C) Exclude credit balances in ac-
counts representing amounts payable 
for securities not yet received from the 
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issuer or its agent which securities are 
specified in paragraphs (c)(2)(vi) (A) 
and (E) of this section and any related 
debit items from the Exhibit A require-
ment for 3 business days; and 

(D) Deduct from net worth in com-
puting net capital 1 percent of the con-
tract value of all failed to deliver con-
tracts or securities borrowed that were 
allocated to failed to receive contracts 
of the same issue and which thereby 
were excluded from Items 11 or 12 of 
Exhibit A, § 240.15c3–3a. 

Futures Commission Merchants 

(iii) No broker or dealer registered as 
a futures commission merchant shall 
permit its net capital to be less than 
the greater of its requirement under 
paragraph (a)(1) (i) or (ii) of this sec-
tion, or 4 percent of the funds required 
to be segregated pursuant to the Com-
modity Exchange Act and the regula-
tions thereunder (less the market value 
of commodity options purchased by op-
tion customers on or subject to the 
rules of a contract market, each such 
deduction not to exceed the amount of 
funds in the customer’s account). 

MINIMUM REQUIREMENTS 

See Appendix E (§ 240.15c3–1E) for 
temporary minimum requirements. 

Brokers or Dealers That Carry Customer 
Accounts 

(2)(i) A broker or dealer (other than 
one described in paragraphs (a)(2)(ii) or 
(a)(8) of this section) shall maintain 
net capital of not less than $250,000 if it 
carries customer or broker or dealer 
accounts and receives or holds funds or 
securities for those persons. A broker 
or dealer shall be deemed to receive 
funds, or to carry customer or broker 
or dealer accounts and to receive funds 
from those persons if, in connection 
with its activities as a broker or deal-
er, it receives checks, drafts, or other 
evidences of indebtedness made pay-
able to itself or persons other than the 
requisite registered broker or dealer 
carrying the account of a customer, es-
crow agent, issuer, underwriter, spon-
sor, or other distributor of securities. 
A broker or dealer shall be deemed to 
hold securities for, or to carry cus-
tomer or broker or dealer accounts, 
and hold securities of, those persons if 

it does not promptly forward or 
promptly deliver all of the securities of 
customers or of other brokers or deal-
ers received by the firm in connection 
with its activities as a broker or deal-
er. A broker or dealer, without com-
plying with this paragraph (a)(2)(i), 
may receive securities only if its ac-
tivities conform with the provisions of 
paragraphs (a)(2) (iv) or (v) of this sec-
tion, and may receive funds only in 
connection with the activities de-
scribed in paragraph (a)(2)(v) of this 
section. 

(ii) A broker or dealer that is exempt 
from the provisions of § 240.15c3–3 pur-
suant to paragraph (k)(2)(i) thereof 
shall maintain net capital of not less 
than $100,000. 

Dealers 

(iii) A dealer shall maintain net cap-
ital of not less than $100,000. For the 
purposes of this section, the term 
‘‘dealer’’ includes: 

(A) Any broker or dealer that en-
dorses or writes options otherwise than 
on a registered national securities ex-
change or a facility of a registered na-
tional securities association; and 

(B) Any broker or dealer that effects 
more than ten transactions in any one 
calendar year for its own investment 
account. This section shall not apply 
to those persons engaging in activities 
described in paragraphs (a)(2)(v), 
(a)(2)(vi) or (a)(8) of this section, or to 
those persons whose underwriting ac-
tivities are limited solely to acting as 
underwriters in best efforts or all or 
none underwritings in conformity with 
paragraph (b)(2) of § 240.15c2–4, so long 
as those persons engage in no other 
dealer activities. 

Brokers or Dealers That Introduce 
Customer Accounts And Receive Securities 

(iv) A broker or dealer shall maintain 
net capital of not less than $50,000 if it 
introduces transactions and accounts 
of customers or other brokers or deal-
ers to another registered broker or 
dealer that carries such accounts on a 
fully disclosed basis, and if the broker 
or dealer receives but does not hold 
customer or other broker or dealer se-
curities. A broker or dealer operating 
under this paragraph (a)(2)(iv) of this 
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section may participate in a firm com-
mitment underwriting without being 
subject to the provisions of paragraph 
(a)(2)(iii) of this section, but may not 
enter into a commitment for the pur-
chase of shares related to that under-
writing. 

Brokers or Dealers Engaged in the Sale of 
Redeemable Shares of Registered Invest-
ment Companies and Certain Other 
Share Accounts 

(v) A broker or dealer shall maintain 
net capital of not less than $25,000 if it 
acts as a broker or dealer with respect 
to the purchase, sale and redemption of 
redeemable shares of registered invest-
ment companies or of interests or par-
ticipations in an insurance company 
separate account directly from or to 
the issuer on other than a subscription 
way basis. A broker or dealer operating 
under this section may sell securities 
for the account of a customer to obtain 
funds for the immediate reinvestment 
in redeemable securities of registered 
investment companies. A broker or 
dealer operating under this paragraph 
(a)(2)(v) must promptly transmit all 
funds and promptly deliver all securi-
ties received in connection with its ac-
tivities as a broker or dealer, and may 
not otherwise hold funds or securities 
for, or owe money or securities to, cus-
tomers. 

Other Brokers or Dealers 

(vi) A broker or dealer that does not 
receive, directly or indirectly, or hold 
funds or securities for, or owe funds or 
securities to, customers and does not 
carry accounts of, or for, customers 
and does not engage in any of the ac-
tivities described in paragraphs (a)(2) 
(i) through (v) of this section shall 
maintain net capital of not less than 
$5,000. A broker or dealer operating 
under this paragraph may engage in 
the following dealer activities without 
being subject to the requirements of 
paragraph (a)(2)(iii) of this section: 

(A) In the case of a buy order, prior 
to executing such customer’s order, it 
purchases as principal the same num-
ber of shares or purchases shares to ac-
cumulate the number of shares nec-
essary to complete the order, which 
shall be cleared through another reg-
istered broker or dealer or 

(B) In the case of a sell order, prior to 
executing such customer’s order, it 
sells as principal the same number of 
shares or a portion thereof, which shall 
be cleared through another registered 
broker or dealer. 

(3) [Reserved] 

Capital Requirements for Market Makers 

(4) A broker or dealer engaged in ac-
tivities as a market maker as defined 
in paragraph (c)(8) of this section shall 
maintain net capital in an amount not 
less than $2,500 for each security in 
which it makes a market (unless a se-
curity in which it makes a market has 
a market value of $5 or less, in which 
event the amount of net capital shall 
be not less than $1,000 for each such se-
curity) based on the average number of 
such markets made by such broker or 
dealer during the 30 days immediately 
preceding the computation date. Under 
no circumstances shall it have net cap-
ital less than that required by the pro-
visions of paragraph (a) of this section, 
or be required to maintain net capital 
of more than $1,000,000 unless required 
by paragraph (a) of this section. 

(5) In accordance with appendix F to 
this section (§ 240.15c3–1f), the Commis-
sion may grant an application by an 
OTC derivatives dealer when calcu-
lating net capital to use the market 
risk standards of appendix F as to some 
or all of its positions in lieu of the pro-
visions of paragraph (c)(2)(vi) of this 
section and the credit risk standards of 
appendix F to its receivables (including 
counterparty net exposure) arising 
from transactions in eligible OTC de-
rivative instruments in lieu of the re-
quirements of paragraph (c)(2)(iv) of 
this section. An OTC derivatives dealer 
shall at all times maintain tentative 
net capital of not less than $100 million 
and net capital of not less than $20 mil-
lion. 

Market Makers, Specialists and Certain 
Other Dealers 

(6)(i) A dealer who meets the condi-
tions of paragraph (a)(6)(ii) of this sec-
tion may elect to operate under this 
paragraph (a)(6) and thereby not apply, 
except to the extent required by this 
paragraph (a)(6), the provisions of para-
graphs (c)(2)(vi) or appendix A 
(§ 240.15c3–1a) of this section to market 
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maker and specialist transactions and, 
in lieu thereof, apply thereto the provi-
sions of paragraph (a)(6)(iii) of this sec-
tion. 

(ii) This paragraph (a)(6) shall be 
available to a dealer who does not ef-
fect transactions with other than bro-
kers or dealers, who does not carry cus-
tomer accounts, who does not effect 
transactions in options not listed on a 
registered national securities exchange 
or facility of a registered national se-
curities association, and whose market 
maker or specialist transactions are ef-
fected through and carried in a market 
maker or specialist account cleared by 
another broker or dealer as provided in 
paragraph (a)(6)(iv) of this section. 

(iii) A dealer who elects to operate 
pursuant to this paragraph (a)(6) shall 
at all times maintain a liquidating eq-
uity in respect of securities positions 
in his market maker or specialist ac-
count at least equal to: 

(A) An amount equal to 25 percent (5 
percent in the case of exempted securi-
ties) of the market value of the long 
positions and 30 percent of the market 
value of the short positions; provided, 
however, in the case of long or short 
positions in options and long or short 
positions in securities other than op-
tions which relate to a bona fide 
hedged position as defined in paragraph 
(c)(2)(x)(C) of this section, such amount 
shall equal the deductions in respect of 
such positions specified by appendix A 
(§ 240.15c3–1a). 

(B) Such lesser requirement as may 
be approved by the Commission under 
specified terms and conditions upon 
written application of the dealer and 
the carrying broker or dealer. 

(C) For purposes of this paragraph 
(a)(6)(iii), equity in such specialist or 
market maker account shall be com-
puted by (1) marking all securities po-
sitions long or short in the account to 
their respective current market values, 
(2) adding (deducting in the case of a 
debit balance) the credit balance car-
ried in such specialist or market maker 
account, and (3) adding (deducting in 
the case of short positions) the market 
value of positions long in such account. 

(iv) The dealer shall obtain from the 
broker or dealer carrying the market 
maker or specialist account a written 
undertaking which shall be designated 

‘‘Notice Pursuant to § 240.15c3–1(a)(6) of 
Intention to Carry Specialist or Mar-
ket Maker Account.’’ Said undertaking 
shall contain the representations re-
quired by paragraph (a)(6) of this sec-
tion and shall be filed with the Com-
mission’s Washington, DC, Office, the 
regional office of the Commission for 
the region in which the broker or deal-
er has its principal place of business 
and the Designated Examining Au-
thorities of both firms prior to effect-
ing any transactions in said account. 
The broker or dealer carrying such ac-
count: 

(A) Shall mark the account to the 
market not less than daily and shall 
issue appropriate calls for additional 
equity which shall be met by noon of 
the following business day; 

(B) Shall notify by telegraph the 
Commission and the Designated Exam-
ining Authorities pursuant to 17 CFR 
240.17a–11, if the market maker or spe-
cialist fails to deposit any required eq-
uity within the time prescribed in 
paragraph (a)(6)(iv)(A) of this section; 
said telegraphic notice shall be re-
ceived by the Commission and the Des-
ignated Examining Authorities not 
later than the close of business on the 
day said call is not met; 

(C) Shall not extend further credit in 
the account if the equity in the ac-
count falls below that prescribed in 
paragraph (a)(6)(iii) of this section, and 

(D) Shall take steps to liquidate 
promptly existing positions in the ac-
count in the event of a failure to meet 
a call for equity. 

(v) No such carrying broker or dealer 
shall permit the sum of (A) the deduc-
tions required by paragraph (c)(2)(x)(A) 
of this section in respect of all trans-
actions in market maker accounts 
guaranteed, indorsed or carried by such 
broker or dealer pursuant to paragraph 
(c)(2)(x) of this section and (B) the eq-
uity required by paragraph (iii) of this 
paragraph (a)(6) in respect of all trans-
actions in the accounts of specialists of 
market makers in options carried by 
such broker or dealer pursuant to this 
paragraph (a)(6) to exceed 1,000 percent 
of such broker’s or dealer’s net capital 
as defined in paragraph (c)(2) of this 
section for any period exceeding five 
business days; Provided, That solely for 
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purposes of this paragraph (a)(6)(v), de-
ductions or equity required in a spe-
cialist or market maker account in re-
spect of positions in fully paid securi-
ties (other than options), which do not 
underlie options listed on the national 
securities exchange or facility of a na-
tional securities association of which 
the specialist or market marker is a 
member, need not be recognized. Pro-
vided further, That if at any time such 
sum exceeds 1,000 percent of such bro-
ker’s or dealer’s net capital, then the 
broker or dealer shall immediately 
transmit telegraphic notice of such 
event to the principal office of the 
Commission in Washington, DC, the re-
gional office of the Commission for the 
region in which the broker or dealer 
maintains its principal place of busi-
ness, and such broker’s or dealer’s Des-
ignated Examining Authority. Provided 
further, That if at any time such sum 
exceeds 1,000 percent of such broker’s 
or dealer’s net capital, then such 
broker or dealer shall be subject to the 
prohibitions against withdrawal of eq-
uity capital set forth in paragraph (e) 
of this section, and to the prohibitions 
against reduction, prepayment and re-
payment of subordination agreements 
set forth in paragraph (b)(11) of 
§ 240.15c3–1d, as if such broker or deal-
er’s net capital were below the min-
imum standards specified by each of 
the aforementioned paragraphs. 

ALTERNATIVE NET CAPITAL COMPUTA-
TION FOR BROKER-DEALERS THAT 
ELECT TO BE SUPERVISED ON A CON-
SOLIDATED BASIS 

(7) In accordance with Appendix E to 
this section (§ 240.15c3–1e), the Commis-
sion may approve, in whole or in part, 
an application or an amendment to an 
application by a broker or dealer to 
calculate net capital using the market 
risk standards of appendix E to com-
pute a deduction for market risk on 
some or all of its positions, instead of 
the provisions of paragraphs (c)(2)(vi) 
and (c)(2)(vii) of this section, and using 
the credit risk standards of Appendix E 
to compute a deduction for credit risk 
on certain credit exposures arising 
from transactions in derivatives in-
struments, instead of the provisions of 
paragraph (c)(2)(iv) of this section, sub-
ject to any conditions or limitations on 

the broker or dealer the Commission 
may require as necessary or appro-
priate in the public interest or for the 
protection of investors. A broker or 
dealer that has been approved to cal-
culate its net capital under appendix E 
must: 

(i) At all times maintain tentative 
net capital of not less than $1 billion 
and net capital of not less than $500 
million; 

(ii) Provide notice that same day in 
accordance with § 240.17a–11(g) if the 
broker’s or dealer’s tentative net cap-
ital is less than $5 billion. The Commis-
sion may, upon written application, 
lower the threshold at which notifica-
tion is necessary under this paragraph 
(a)(7)(ii), either unconditionally or on 
specified terms and conditions, if a 
broker or dealer satisfies the Commis-
sion that notification at the $5 billion 
threshold is unnecessary because of, 
among other factors, the special nature 
of its business, its financial position, 
its internal risk management system, 
or its compliance history; and 

(iii) Comply with § 240.15c3–4 as 
though it were an OTC derivatives 
dealer with respect to all of its busi-
ness activities, except that paragraphs 
(c)(5)(xiii), (c)(5)(xiv), (d)(8), and (d)(9) 
of § 240.15c3–4 shall not apply. 

(8) Municipal securities brokers’ bro-
kers. (i) A municipal securities brokers’ 
brokers, as defined in subsection (ii) of 
this paragraph (a)(8), may elect not to 
be subject to the limitations of para-
graph (c)(2)(ix) of this section provided 
that such brokers’ broker complies 
with the requirements set out in para-
graphs (a)(8) (iii), (iv) and (v) of this 
section. 

(ii) The term municipal securities 
brokers’ broker shall mean a municipal 
securities broker or dealer who acts ex-
clusively as an undisclosed agent in the 
purchase or sale of municipal securi-
ties for a registered broker or dealer or 
registered municipal securities dealer, 
who has no ‘‘customers’’ as defined in 
this rule and who does not have or 
maintain any municipal securities in 
its proprietary or other accounts. 

(iii) In order to qualify to operate 
under this paragraph (a)(8), a brokers’ 
broker shall at all times have and 
maintain net capital of not less than 
$150,000. 
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(iv) For purposes of this paragraph 
(a)(8), a brokers’ broker shall deduct 
from net worth 1% of the contract 
value of each municipal failed to de-
liver contract which is outstanding 21 
business days or longer. Such deduc-
tion shall be increased by any excess of 
the contract price of the fail to deliver 
over the market value of the under-
lying security. 

(v) For purposes of this paragraph 
(a)(8), a brokers’ broker may exclude 
from its aggregate indebtedness com-
putation indebtedness adequately 
collateralized by municipal securities 
outstanding for not more than one 
business day and offset by municipal 
securities failed to deliver of the same 
issue and quantity. In no event may a 
brokers’ broker exclude any overnight 
bank loan attributable to the same mu-
nicipal securities failed to deliver con-
tract for more than one business day. A 
brokers’ broker need not deduct from 
net worth the amount by which the 
market value of securities failed to re-
ceive outstanding longer than thirty 
(30) calendar days exceeds the contract 
value of those failed to receive as re-
quired by Rule 15c3–1(c)(2)(iv)(E). 

Certain Additional Capital Requirements 
for Brokers or Dealers Engaging in Re-
verse Repurchase Agreements 

(9) A broker or dealer shall maintain 
net capital in addition to the amounts 
required under paragraph (a) of this 
section in an amount equal to 10 per-
cent of: 

(i) The excess of the market value of 
United States Treasury Bills, Bonds 
and Notes subject to reverse repur-
chase agreements with any one party 
over 105 percent of the contract prices 
(including accrued interest) for reverse 
repurchase agreements with that 
party; 

(ii) The excess of the market value of 
securities issued or guaranteed as to 
principal or interest by an agency of 
the United States or mortgage related 
securities as defined in section 3(a)(41) 
of the Act subject to reverse repur-
chase agreements with any one party 
over 110 percent of the contract prices 
(including accrued interest) for reverse 
repurchase agreements with that 
party; and 

(iii) The excess of the market value 
of other securities subject to reverse 
repurchase agreements with any one 
party over 120 percent of the contract 
prices (including accrued interest) for 
reverse repurchase agreements with 
that party. 

(b) Exemptions: 
(1) The provisions of this section 

shall not apply to any specialist: 
(i) Whose securities business, except 

for an occasional non-specialist related 
securities transaction for its own ac-
count, is limited to that of acting as an 
options market maker on a national 
securities exchange; 

(ii) That is a member in good stand-
ing and subject to the capital require-
ments of a national securities ex-
change; 

(iii) That does not transact a busi-
ness in securities with other than a 
broker or dealer registered with the 
Commission under section 15 or section 
15C of the Act or a member of a na-
tional securities exchange; and 

(iv) That is not a clearing member of 
The Options Clearing Corporation and 
whose securities transactions are ef-
fected through and carried in an ac-
count cleared by another broker or 
dealer registered with the Commission 
under section 15 of the Act. 

(2) A member in good standing of a 
national securities exchange who acts 
as a floor broker (and whose activities 
do not require compliance with other 
provisions of this rule), may elect to 
comply, in lieu of the other provisions 
of this section, with the following fi-
nancial responsibility standard: The 
value of the exchange membership of 
the member (based on the lesser of the 
most recent sale price or current bid 
price for an exchange membership) is 
not less than $15,000, or an amount 
equal to the excess of $15,000 over the 
value of the exchange membership is 
held by an independent agent in es-
crow: Provided, That the rules of such 
exchange require that the proceeds 
from the sale of the exchange member-
ship of the member and the amount 
held in escrow pursuant to this para-
graph shall be subject to the prior 
claims of the exchange and its clearing 
corporation and those arising directly 
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from the closing out of contracts en-
tered into on the floor of such ex-
changes. 

(3) The Commission may, upon writ-
ten application, exempt from the provi-
sions of this section, either uncondi-
tionally or on specified terms and con-
ditions, any broker or dealer who satis-
fies the Commission that, because of 
the special nature of its business, its fi-
nancial position, and the safeguards it 
has established for the protection of 
customers’ funds and securities, it is 
not necessary in the public interest or 
for the protection of investors to sub-
ject the particular broker or dealer to 
the provisions of this section. 

(c) Definitions. For the purpose of this 
section: 

AGGREGATE INDEBTEDNESS 

(1) The term aggregate indebtedness 
shall be deemed to mean the total 
money liabilities of a broker or dealer 
arising in connection with any trans-
action whatsoever and includes, among 
other things, money borrowed, money 
payable against securities loaned and 
securities ‘‘failed to receive,’’ the mar-
ket value of securities borrowed to the 
extent to which no equivalent value is 
paid or credited (other than the market 
value of margin securities borrowed 
from customers in accordance with the 
provisions of 17 CFR 240.15c3–3 and 
margin securities borrowed from non- 
customers), customers’ and non-cus-
tomers’ free credit balances, credit bal-
ances in customers’ and non-cus-
tomers’ accounts having short posi-
tions in securities, equities in cus-
tomers’ and non-customers’ future 
commodities accounts and credit bal-
ances in customers’ and non-cus-
tomers’ commodities accounts, but ex-
cluding: 

EXCLUSIONS FROM AGGREGATE 
INDEBTEDNESS 

(i) Indebtedness adequately 
collateralized by securities which are 
carried long by the broker or dealer 
and which have not been sold or by se-
curities which collateralize a secured 
demand note pursuant to appendix D to 
this section 17 CFR 240.15c3–1d; indebt-
edness adequately collateralized by 
spot commodities which are carried 
long by the broker or dealer and which 

have not been sold; or, until October 1, 
1976, indebtedness adequately 
collateralized by municipal securities 
outstanding for not more than one 
business day and offset by municipal 
securities failed to deliver of the same 
issue and quantity, where such indebt-
edness is incurred by a broker or dealer 
effecting transactions solely in munic-
ipal securities who is either registered 
with the Commission or temporarily 
exempt from such registration pursu-
ant to 17 CFR 240.15a–1(T) or 17 CFR 
240.15Ba2–3(T); 

(ii) Amounts payable against securi-
ties loaned, which securities are car-
ried long by the broker or dealer and 
which have not been sold or which se-
curities collateralize a secured demand 
note pursuant to Appendix (D) (17 CFR 
240.15c) 

(iii) Amounts payable against securi-
ties failed to receive which securities 
are carried long by the broker or dealer 
and which have not been sold or which 
securities collateralize a secured de-
mand note pursuant to Appendix (D) 
(17 CFR 240.15c3–1d) or amounts pay-
able against securities failed to receive 
for which the broker or dealer also has 
a receivable related to securities of the 
same issue and quantity thereof which 
are either fails to deliver or securities 
borrowed by the broker or dealer; 

(iv) Credit balances in accounts rep-
resenting amounts payable for securi-
ties or money market instruments not 
yet received from the issuer or its 
agent which securities are specified in 
paragraph (c)(2)(vi)(E) and which 
amounts are outstanding in such ac-
counts not more than three (3) business 
days; 

(v) Equities in customers’ and non- 
customers’ accounts segregated in ac-
cordance with the provisions of the 
Commodity Exchange Act and the 
rules and regulations thereunder; 

(vi) Liability reserves established 
and maintained for refunds of charges 
required by section 27(d) of the Invest-
ment Company Act of 1940, but only to 
the extent of amounts on deposit in a 
segregated trust account in accordance 
with 17 CFR 270.27d–1 under the Invest-
ment Company Act of 1940; 
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(vii) Amounts payable to the extent 
funds and qualified securities are re-
quired to be on deposit and are depos-
ited in a ‘‘Special Reserve Bank Ac-
count for the Exclusive Benefit of Cus-
tomers’’ pursuant to 17 CFR 240.15c3–3 
under the Securities Exchange Act of 
1934; 

(viii) Fixed liabilities adequately se-
cured by assets acquired for use in the 
ordinary course of the trade or busi-
ness of a broker or dealer but no other 
fixed liabilities secured by assets of the 
broker or dealer shall be so excluded 
unless the sole recourse of the creditor 
for nonpayment of such liability is to 
such asset; 

(ix) Liabilities on open contractual 
commitments; 

(x) Indebtedness subordinated to the 
claims of creditors pursuant to a satis-
factory subordination agreement, as 
defined in Appendix (D) (17 CFR 
240.15c3–1d); 

(xi) Liabilities which are effectively 
subordinated to the claims of creditors 
(but which are not subject to a satis-
factory subordination agreement as de-
fined in Appendix (D) (17 CFR 240.15c3– 
1d)) by non-customers of the broker or 
dealer prior to such subordination, ex-
cept such subordinations by customers 
as may be approved by the Examining 
Authority for such broker or dealer; 

(xii) Credit balances in accounts of 
general partners; 

(xiii) Deferred tax liabilities; 
(xiv) Eighty-five percent of amounts 

payable to a registered investment 
company related to fail to deliver re-
ceivables of the same quantity arising 
out of purchases of shares of those reg-
istered investment companies; and 

(xv) Eighty-five percent of amounts 
payable against securities loaned for 
which the broker or dealer has receiv-
ables related to securities of the same 
class and issue and quantity that are 
securities borrowed by the broker or 
dealer. 

NET CAPITAL 

(2) The term net capital shall be 
deemed to mean the net worth of a 
broker or dealer, adjusted by: 

(i) Adjustments to net worth related to 
unrealized profit or loss, deferred tax pro-
visions, and certain liabilities. (A) Adding 
unrealized profits (or deducting unreal-

ized losses) in the accounts of the 
broker or dealer; 

(B)(1) In determining net worth, all 
long and all short positions in listed 
options shall be marked to their mar-
ket value and all long and all short se-
curities and commodities positions 
shall be marked to their market value. 

(2) In determining net worth, the 
value attributed to any unlisted option 
shall be the difference between the op-
tion’s exercise value and the market 
value of the underlying security. In the 
case of an unlisted call, if the market 
value of the underlying security is less 
than the exercise value of such call it 
shall be given no value and in the case 
of an unlisted put if the market value 
of the underlying security is more than 
the exercise value of the unlisted put it 
shall be given no value. 

(C) Adding to net worth the lesser of 
any deferred income tax liability re-
lated to the items in (1), (2), and (3) 
below, or the sum of (1), (2) and (3) 
below; 

(1) The aggregate amount resulting 
from applying to the amount of the de-
ductions computed in accordance with 
paragraph (c)(2)(vi) of this section and 
Appendices A and B, § 240.15c3–1a and 
240.15c3–1b, the appropriate Federal and 
State tax rate(s) applicable to any un-
realized gain on the asset on which the 
deduction was computed; 

(2) Any deferred tax liability related 
to income accrued which is directly re-
lated to an asset otherwise deducted 
pursuant to this section; 

(3) Any deferred tax liability related 
to unrealized appreciation in value of 
any asset(s) which has been otherwise 
deducted from net worth in accordance 
with the provisions of this section; and, 

(D) Adding, in the case of future in-
come tax benefits arising as a result of 
unrealized losses, the amount of such 
benefits not to exceed the amount of 
income tax liabilities accrued on the 
books and records of the broker or 
dealer, but only to the extent such ben-
efits could have been applied to reduce 
accrued tax liabilities on the date of 
the capital computation, had the re-
lated unrealized losses been realized on 
that date. 

(E) Adding to net worth any actual 
tax liability related to income accrued 
which is directly related to an asset 
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otherwise deducted pursuant to this 
section. 

(F) Subtracting from net worth any 
liability or expense relating to the 
business of the broker or dealer for 
which a third party has assumed the 
responsibility, unless the broker or 
dealer can demonstrate that the third 
party has adequate resources inde-
pendent of the broker or dealer to pay 
the liability or expense. 

(G) Subtracting from net worth any 
contribution of capital to the broker or 
dealer: 

(1) Under an agreement that provides 
the investor with the option to with-
draw the capital; or 

(2) That is intended to be withdrawn 
within a period of one year of contribu-
tion. Any withdrawal of capital made 
within one year of its contribution is 
deemed to have been intended to be 
withdrawn within a period of one year, 
unless the withdrawal has been ap-
proved in writing by the Examining 
Authority for the broker or dealer. 

(ii) Subordinated liabilities. Excluding 
liabilities of the broker or dealer which 
are subordinated to the claims of credi-
tors pursuant to a satisfactory subordi-
nation agreement, as defined in appen-
dix (D) (17 CFR 240.15c3–1d). 

(iii) Sole proprietors. Deducting, in the 
case of a broker or dealer who is a sole 
proprietor, the excess of liabilities 
which have not been incurred in the 
course of business as a broker or dealer 
over assets not used in the business. 

(iv) Assets not readily convertible into 
cash. Deducting fixed assets and assets 
which cannot be readily converted into 
cash (less any indebtedness excluded in 
accordance with subdivision (c)(1)(viii) 
of this section) including, among other 
things: 

(A) Fixed assets and prepaid items. 
Real estate; furniture and fixtures; ex-
change memberships; prepaid rent, in-
surance and other expenses; goodwill, 
organization expenses; 

Certain Unsecured and Partly Secured 
Receivables 

(B) All unsecured advances and loans; 
deficits in customers’ and non-cus-
tomers’ unsecured and partly secured 
notes; deficits in omnibus credit ac-
counts maintained in compliance with 
the requirements of 12 CFR 220.7(f) of 

Regulation T under the Act, or similar 
accounts carried on behalf of another 
broker or dealer, after application of 
calls for margin, marks to the market 
or other required deposits that are out-
standing 5 business days or less; defi-
cits in customers’ and non-customers’ 
unsecured and partly secured accounts 
after application of calls for margin, 
marks to market or other required de-
posits that are outstanding 5 business 
days or less, except deficits in cash ac-
counts as defined in 12 CFR 220.8 of 
Regulation T under the Act for which 
not more than one extension respecting 
a specified securities transaction has 
been requested and granted, and de-
ducting for securities carried in any of 
such accounts the percentages speci-
fied in paragraph (c)(2)(vi) of this sec-
tion or appendix A, § 240.15c3–1a; the 
market value of stock loaned in excess 
of the value of any collateral received 
therefor; receivables arising out of free 
shipments of securities (other than mu-
tual fund redemptions) in excess of 
$5,000 per shipment and all free ship-
ments (other than mutual fund re-
demptions) outstanding more than 7 
business days, and mutual fund re-
demptions outstanding more than 16 
business days; and any collateral defi-
ciencies in secured demand notes as de-
fined in appendix D, § 240.15c3–1d; a 
broker or dealer that participates in a 
loan of securities by one party to an-
other party will be deemed a principal 
for the purpose of the deductions re-
quired under this section, unless the 
broker or dealer has fully disclosed the 
identity of each party to the other and 
each party has expressly agreed in 
writing that the obligations of the 
broker or dealer do not include a guar-
antee of performance by the other 
party and that such party’s remedies in 
the event of a default by the other 
party do not include a right of setoff 
against obligations, if any, of the 
broker or dealer. 

(C) Interest receivable, floor broker-
age receivable, commissions receivable 
from other brokers or dealers (other 
than syndicate profits which shall be 
treated as required in paragraph 
(c)(2)(iv)(E) of this section), mutual 
fund concessions receivable and man-
agement fees receivable from reg-
istered investment companies, all of 
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which receivables are outstanding 
longer than thirty (30) days from the 
date they arise; dividends receivable 
outstanding longer than thirty (30) 
days from the payable date; good faith 
deposits arising in connection with a 
non-municipal securities underwriting, 
outstanding longer than eleven (11) 
business days from the settlement of 
the underwriting with the issuer; re-
ceivables due from participation in mu-
nicipal securities underwriting syn-
dicates and municipal securities joint 
underwriting accounts which are out-
standing longer than sixty (60) days 
from settlement of the underwriting 
with the issuer and good faith deposits 
arising in connection with an under-
writing of municipal securities, out-
standing longer than sixty (60) days 
from settlement of the underwriting 
with the issuer; and receivables due 
from participation in municipal securi-
ties secondary trading joint accounts, 
which are outstanding longer than 
sixty (60) days from the date all securi-
ties have been delivered by the account 
manager to the account members; 

(D) Insurance claims. Insurance claims 
which, after seven (7) business days 
from the date the loss giving rise to 
the claim is discovered, are not covered 
by an opinion of outside counsel that 
the claim is valid and is covered by in-
surance policies presently in effect; in-
surance claims which after twenty (20) 
business days from the date the loss 
giving rise to the claim is discovered 
and which are accompanied by an opin-
ion of outside counsel described above, 
have not been acknowledged in writing 
by the insurance carrier as due and 
payable; and insurance claims ac-
knowledged in writing by the carrier as 
due and payable outstanding longer 
than twenty (20) business days from the 
date they are so acknowledged by the 
carrier; and, 

(E) Other deductions. All other unse-
cured receivables; all assets doubtful of 
collection less any reserves established 
therefor; the amount by which the 
market value of securities failed to re-
ceive outstanding longer than thirty 
(30) calendar days exceeds the contract 
value of such fails to receive; and the 
funds on deposit in a ‘‘segregated trust 
account’’ in accordance with 17 CFR 
270.27d–1 under the Investment Com-

pany Act of 1940, but only to the extent 
that the amount on deposit in such 
segregated trust account exceeds the 
amount of liability reserves estab-
lished and maintained for refunds of 
charges required by sections 27(d) and 
27(f) of the Investment Company Act of 
1940; Provided, That the following need 
not be deducted: 

(1) Any amounts deposited in a Cus-
tomer Reserve Bank Account or PAB 
Reserve Bank Account pursuant to 
§ 240.15c3–3(e), 

(2) Cash and securities held in a secu-
rities account at a carrying broker or 
dealer (except where the account has 
been subordinated to the claims of 
creditors of the carrying broker or 
dealer), and 

(3) Clearing deposits. 
(F)(1) For purposes of this paragraph: 
(i) The term reverse repurchase agree-

ment deficit shall mean the difference 
between the contract price for resale of 
the securities under a reverse repur-
chase agreement and the market value 
of those securities (if less than the con-
tract price). 

(ii) The term repurchase agreement 
deficit shall mean the difference be-
tween the market value of securities 
subject to the repurchase agreement 
and the contract price for repurchase 
of the securities (if less than the mar-
ket value of the securities). 

(iii) As used in paragraph 
(c)(2)(iv)(F)(1) of this section, the term 
contract price shall include accrued in-
terest. 

(iv) Reverse repurchase agreement 
deficits and the repurchase agreement 
deficits where the counterparty is the 
Federal Reserve Bank of New York 
shall be disregarded. 

(2)(i) In the case of a reverse repur-
chase agreement, the deduction shall 
be equal to the reverse repurchase 
agreement deficit. 

(ii) In determining the required de-
ductions under paragraph 
(c)(2)(iv)(F)(2)(i) of this section, the 
broker or dealer may reduce the re-
verse repurchase agreement deficit by: 

(A) Any margin or other deposits 
held by the broker or dealer on account 
of the reverse repurchase agreement; 

(B) Any excess market value of the 
securities over the contract price for 
resale of those securities under any 
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other reverse repurchase agreement 
with the same party; 

(C) The difference between the con-
tract price for resale and the market 
value of securities subject to repur-
chase agreements with the same party 
(if the market value of those securities 
is less than the contract price); and 

(D) Calls for margin, marks to the 
market, or other required deposits 
which are outstanding one business day 
or less. 

(3) (i) In the case of repurchase agree-
ments, the deduction shall be: 

(A) The excess of the repurchase 
agreement deficit over 5 percent of the 
contract price for resale of United 
States Treasury Bills, Notes and 
Bonds, 10 percent of the contract price 
for the resale of securities issued or 
guaranteed as to principal or interest 
by an agency of the United States or 
mortgage related securities as defined 
in section 3(a)(41) of the Act and 20 per-
cent of the contract price for the resale 
of other securities and; 

(B) The excess of the aggregate re-
purchase agreement deficits with any 
one party over 25 percent of the broker 
or dealer’s net capital before the appli-
cation of paragraph (c)(2)(vi) of this 
section (less any deduction taken with 
respect to repurchase agreements with 
that party under paragraph 
(c)(2)(iv)(F)(3)(i)(A) of this section) or, 
if greater; 

(C) The excess of the aggregate repur-
chase agreement deficits over 300 per-
cent of the broker’s or dealer’s net cap-
ital before the application of paragraph 
(c)(2)(vi) of this section. 

(ii) In determining the required de-
duction under paragraph 
(c)(2)(iv)(F)(3)(i) of this section, the 
broker or dealer may reduce a repur-
chase agreement deficit by: 

(A) Any margin or other deposits 
held by the broker or dealer on account 
of a reverse repurchase agreement with 
the same party to the extent not other-
wise used to reduce a reverse repur-
chase deficit; 

(B) The difference between the con-
tract price and the market value of se-
curities subject to other repurchase 
agreements with the same party (if the 
market value of those securities is less 
than the contract price) not otherwise 

used to reduce a reverse repurchase 
agreement deficit; and 

(C) Calls for margin, marks to the 
market, or other required deposits 
which are outstanding one business day 
or less to the extent not otherwise used 
to reduce a reverse repurchase agree-
ment deficit. 

(G) Securities borrowed. 1 percent of 
the market value of securities bor-
rowed collateralized by an irrevocable 
letter of credit. 

(H) Any receivable from an affiliate 
of the broker or dealer (not otherwise 
deducted from net worth) and the mar-
ket value of any collateral given to an 
affiliate (not otherwise deducted from 
net worth) to secure a liability over 
the amount of the liability of the 
broker or dealer unless the books and 
records of the affiliate are made avail-
able for examination when requested 
by the representatives of the Commis-
sion or the Examining Authority for 
the broker or dealer in order to dem-
onstrate the validity of the receivable 
or payable. The provisions of this sub-
section shall not apply where the affil-
iate is a registered broker or dealer, 
registered government securities 
broker or dealer or bank as defined in 
section 3(a)(6) of the Act or insurance 
company as defined in section 3(a)(19) 
of the Act or investment company reg-
istered under the Investment Company 
Act of 1940 or federally insured savings 
and loan association or futures com-
mission merchant registered pursuant 
to the Commodity Exchange Act. 

(v)(A) Deducting the market value of 
all short securities differences (which 
shall include securities positions re-
flected on the securities record which 
are not susceptible to either count or 
confirmation) unresolved after dis-
covery in accordance with the fol-
lowing schedule: 

Differences 1 

Numbers 
of busi-

ness days 
after dis-
covery 

25 percent ............................................................ 7 
50 percent ............................................................ 14 
75 percent ............................................................ 21 
100 percent .......................................................... 28 

1 Percentage of market value of short securities differences. 

(B) Deducting the market value of 
any long securities differences, where 
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such securities have been sold by the 
broker or dealer before they are ade-
quately resolved, less any reserves es-
tablished therefor; 

(C) The designated examining author-
ity for a broker or dealer may extend 
the periods in (v)(A) of this section for 
up to 10 business days if it finds that 
exceptional circumstances warrant an 
extension. 

Securities Haircuts 

(vi) Deducting the percentages speci-
fied in paragraphs (c)(2)(vi) (A) through 
(M) of this section (or the deductions 
prescribed for securities positions set 
forth in Appendix A (§ 240.15c3–1a) of 
the market value of all securities, 
money market instruments or options 
in the proprietary or other accounts of 
the broker or dealer. 

(A)(1) In the case of a security issued 
or guaranteed as to principal or inter-
est by the United States or any agency 
thereof, the applicable percentages of 
the market value of the net long or 
short position in each of the categories 
specified below are: 

CATEGORY 1 

(i) Less than 3 months to maturity—0 per-
cent. 

(ii) 3 months but less than 6 months to ma-
turity—1⁄2 of 1 percent. 

(iii) 6 months but less than 9 months to ma-
turity—3⁄4 of 1 percent. 

(iv) 9 months but less than 12 months to 
maturity—1 percent. 

CATEGORY 2 

(i) 1 year but less than 2 years to matu-
rity—11⁄2 percent. 

(ii) 2 years but less than 3 years to matu-
rity—2 percent. 

CATEGORY 3 

(i) 3 years but less than 5 years to matu-
rity—3%. 

(ii) 5 years but less than 10 years to matu-
rity—4%. 

CATEGORY 4 

(i) 10 years but less than 15 years to matu-
rity—41⁄2%. 

(ii) 15 years but less than 20 years to matu-
rity—5%. 

(iii) 20 years but less than 25 years to matu-
rity—51⁄2%. 

(iv) 25 years or more to maturity—6%. 

Brokers or dealers shall compute a de-
duction for each category above as fol-

lows: Compute the deductions for the 
net long or short positions in each sub-
category above. The deduction for the 
category shall be the net of the aggre-
gate deductions on the long positions 
and the aggregate deductions on the 
short positions in each category plus 
50% of the lesser of the aggregate de-
ductions on the long or short positions. 

(2) A broker or dealer may elect to 
deduct, in lieu of the computation re-
quired under paragraph (c)(2)(vi)(A)(1) 
of this section, the applicable percent-
ages of the market value of the net 
long or short positions in each of the 
subcategories specified in paragraph 
(c)(2)(vi)(A)(1) of this section. 

(3) In computing deductions under 
paragraph (c)(2)(vi)(A)(1) of this sec-
tion, a broker or dealer may elect to 
exclude the market value of a long or 
short security from one category and a 
security from another category, Pro-
vided, That: 

(i) Such securities have maturity 
dates: 

(A) Between 9 months and 15 months 
and within 3 months of one another. 

(B) Between 2 years and 4 years and 
within 1 year of one another; or 

(C) Between 8 years and 12 years and 
within 2 years of one another. 

(ii) The net market value of the two 
excluded securities shall remain in the 
category of the security with the high-
er market value. 

(4) In computing deductions under 
paragraph (c)(2)(vi)(A)(1) of this sec-
tion, a broker or dealer may include in 
the categories specified in paragraph 
(c)(2)(vi)(A)(1) of this section, long or 
short positions in securities issued by 
the United States or any agency there-
of that are deliverable against long or 
short positions in futures contracts re-
lating to Government securities, trad-
ed on a recognized contract market ap-
proved by the Commodity Futures 
Trading Commission, which are held in 
the proprietary or other accounts of 
the broker or dealer. The value of the 
long or short positions included in the 
categories shall be determined by the 
contract value of the futures contract 
held in the account. The provisions of 
Appendix B to Rule 15c3–1 (17 CFR 
240.15c3–1b) will in any event apply to 
the positions in futures contracts. 
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(5) In the case of a Government secu-
rities dealer that reports to the Fed-
eral Reserve System, that transacts 
business directly with the Federal Re-
serve System, and that maintains at 
all times a minimum net capital of at 
least $50,000,000, before application of 
the deductions provided for in para-
graph (c)(2)(vi) of this section, the de-
duction for a security issued or guaran-
teed as to principal or interest by the 
United States or any agency thereof 
shall be 75 percent of the deduction 
otherwise computed under paragraph 
(c)(2)(vi)(A) of this section. 

(B)(1) In the case of any municipal se-
curity which has a scheduled maturity 
at date of issue of 731 days or less and 
which is issued at par value and pays 
interest at maturity, or which is issued 
at a discount, and which is not traded 
flat or in default as to principal or in-
terest, the applicable percentages of 
the market value on the greater of the 
long or short position in each of the 
categories specified below are: 

(i) Less than 30 days to maturity— 
0%. 

(ii) 30 days but less than 91 days to 
maturity—1⁄8 of 1%. 

(iii) 91 days but less than 181 days to 
maturity—1⁄4 of 1%. 

(iv) 181 days but less than 271 days to 
maturity—3⁄8 of 1%. 

(v) 271 days but less than 366 days to 
maturity—1⁄2 of 1%. 

(vi) 366 days but less than 456 days to 
maturity—3⁄4 of 1%. 

(vii) 456 days but less than 732 days to 
maturity—1%. 

(2) In the case of any municipal secu-
rity, other than those specified in para-
graph (c)(2)(vi)(B)(1), which is not trad-
ed flat or in default as to principal or 
interest, the applicable percentages of 
the market value of the greater of the 
long or short position in each of the 
categories specified below are: 

(i) Less than 1 year to maturity—1%. 
(ii) 1 year but less than 2 years to ma-

turity—2%. 
(iii) 2 years but less than 31⁄2 years to 

maturity—3%. 
(iv) 31⁄2 years but less than 5 years to 

maturity—4%. 
(v) 5 years but less than 7 years to 

maturity—5%. 
(vi) 7 years but less than 10 years to 

maturity—51⁄2%. 

(vii) 10 years but less than 15 years to 
maturity—6%. 

(viii) 15 years but less than 20 years to 
maturity—61⁄2%. 

(ix) 20 years or more to maturity— 
7%. 

(C) Canadian Debt Obligations. In the 
case of any security issued or uncondi-
tionally guaranteed as to principal and 
interest by the Government of Canada, 
the percentages of market value to be 
deducted shall be the same as in para-
graph (A) of this section. 

(D)(1) In the case of redeemable secu-
rities of an investment company reg-
istered under the Investment Company 
Act of 1940, which assets consist of cash 
or money market instruments and 
which is described in § 270.2a–7 of this 
chapter, the deduction will be 2% of 
the market value of the greater of the 
long or short position. 

(2) In the case of redeemable securi-
ties of an investment company reg-
istered under the Investment Company 
Act of 1940, which assets are in the 
form of cash or securities or money 
market instruments of any maturity 
which are described in paragraph 
(c)(2)(vi) (A) through (C) or (E) of this 
section, the deduction shall be 7% of 
the market value of the greater of the 
long or short positions. 

(3) In the case of redeemable securi-
ties of an investment company reg-
istered under the Investment Company 
Act of 1940, which assets are in the 
form of cash or securities or money 
market instruments which are de-
scribed in paragraphs (c)(2)(vi) (A) 
through (C) or (E) and (F) of this sec-
tion, the deduction shall be 9% of the 
market value of the long or short posi-
tion. 

(E) Commercial paper, bankers’ accept-
ances and certificates of deposit. In the 
case of any short term promissory note 
or evidence of indebtedness which has a 
fixed rate of interest or is sold at a dis-
count, which has a maturity date at 
date of issuance not exceeding nine 
months exclusive of days of grace, or 
any renewal thereof, the maturity of 
which is likewise limited and has only 
a minimal amount of credit risk, or in 
the case of any negotiable certificates 
of deposit or bankers’ acceptance or 
similar type of instrument issued or 
guaranteed by any bank as defined in 
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section 3(a)(6) of the Securities Ex-
change Act of 1934 (15 U.S.C. 78c(a)(6)), 
the applicable percentage of the mar-
ket value of the greater of the long or 
short position in each of the categories 
specified below are: 

(1) Less than 30 days to maturity—0 
percent. 

(2) 30 days but less than 91 days to 
maturity 1⁄8 of 1 percent. 

(3) 91 days but less than 181 days to 
maturity 1⁄4 of 1 percent. 

(4) 181 days but less than 271 days to 
maturity 3⁄8 of 1 percent. 

(5) 271 days but less than 1 year to 
maturity 1⁄2 of 1 percent; and 

(6) With respect to any negotiable 
certificate of deposit or bankers ac-
ceptance or similar type of instrument 
issued or guaranteed by any bank, as 
defined above, having 1 year or more to 
maturity, the deduction shall be on the 
greater of the long or short position 
and shall be the same percentage as 
that prescribed in paragraph 
(c)(2)(vi)(A) of this section. 

(F)(1) Nonconvertible debt securities. In 
the case of nonconvertible debt securi-
ties having a fixed interest rate and a 
fixed maturity date, which are not 
traded flat or in default as to principal 
or interest and which have only a mini-
mal amount of credit risk, the applica-
ble percentages of the market value of 
the greater of the long or short posi-
tion in each of the categories specified 
below are: 

(i) Less than 1 year to maturity—2% 
(ii) 1 year but less than 2 years to ma-

turity—3% 
(iii) 2 years but less than 3 years to 

maturity—5% 
(iv) 3 years but less than 5 years to 

maturity—6% 
(v) 5 years but less than 10 years to 

maturity—7% 
(vi) 10 years but less than 15 years to 

maturity—71⁄2% 
(vii) 15 years but less than 20 years to 

maturity—8% 
(viii) 20 years but less than 25 years to 

maturity—81⁄2% 
(ix) 25 years or more to maturity—9% 
(2) A broker or dealer may elect to 

exclude from the above categories long 
or short positions that are hedged with 
short or long positions in securities 
issued by the United States or any 
agency thereof or nonconvertible debt 

securities having a fixed interest rate 
and a fixed maturity date and which 
are not traded flat or in default as to 
principal or interest, and which have 
only a minimal amount of credit risk if 
such securities have maturity dates: 

(i) Less than five years and within 6 
months of each other; 

(ii) Between 5 years and 10 years and 
within 9 months of each other; 

(iii) Between 10 years and 15 years 
and within 2 years of each other; or 

(iv) 15 years or more and within 10 
years of each other. 

The broker-dealer shall deduct the 
amounts specified in paragraphs 
(c)(2)(vi)(F) (3) and (4) of this section. 

(3) With respect to those positions de-
scribed in paragraph (c)(2)(vi)(F)(2) of 
this section that include a long or 
short position in securities issued by 
the United States or any agency there-
of, the broker or dealer shall exclude 
the hedging short or long United 
States or agency securities position 
from the applicable haircut category 
under paragraph (c)(2)(vi)(A) of this 
section. The broker or dealer shall de-
duct the percentage of the market 
value of the hedged long or short posi-
tion in nonconvertible debt securities 
as specified in each of the categories 
below: 

(i) Less than 5 years to maturity— 
11⁄2% 

(ii) 5 years but less than 10 years to 
maturity—21⁄2% 

(iii) 10 years but less than 15 years to 
maturity—23⁄4% 

(iv) 15 years or more to maturity—3% 
(4) With respect to those positions de-

scribed in paragraph (c)(2)(vi)(F)(2) of 
this section that include offsetting 
long and short positions in nonconvert-
ible debt securities, the broker or deal-
er shall deduct a percentage of the 
market value of the hedged long or 
short position in nonconvertible debt 
securities as specified in each of the 
categories below: 

(i) Less than 5 years to maturity— 
13⁄4% 

(ii) 5 years but less than 10 years to 
maturity—3% 

(iii) 10 years but less than 15 years to 
maturity—31⁄4% 

(iv) 15 years or more to maturity— 
31⁄2% 
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(5) In computing deductions under 
paragraph (c)(2)(vi)(F)(3) of this sec-
tion, a broker or dealer may include in 
the categories specified in paragraph 
(c)(2)(vi)(F)(3) of this section, long or 
short positions in securities issued by 
the United States or any agency there-
of that are deliverable against long or 
short positions in futures contracts re-
lating to Government securities, trad-
ed on a recognized contract market ap-
proved by the Commodity Futures 
Trading Commission, which are held in 
the proprietary or other accounts of 
the broker or dealer. The value of the 
long or short positions included in the 
categories shall be determined by the 
contract value of the futures contract 
held in the account. 

(6) The provisions of Appendix B to 
Rule 15c3–1 (17 CFR 240.15c3–1b) will in 
any event apply to the positions in fu-
tures contracts. 

(G) Convertible debt securities. In the 
case of a debt security not in default 
which has a fixed rate of interest and a 
fixed maturity date and which is con-
vertible into an equity security, the de-
ductions shall be as follows: If the mar-
ket value is 100 percent or more of the 
principal amount, the deduction shall 
be determined as specified in paragraph 
(c)(2)(vi)(J) of this section; if the mar-
ket value is less than the principal 
amount, the deduction shall be deter-
mined as specified in paragraph (F) of 
this section; if such securities are rated 
as required of paragraph (F) of this sec-
tion; 

(H) In the case of cumulative, non- 
convertible preferred stock ranking 
prior to all other classes of stock of the 
same issuer, which has only a minimal 
amount of credit risk and which are 
not in arrears as to dividends, the de-
duction shall be 10% of the market 
value of the greater of the long or 
short position. 

(I) In order to apply a deduction 
under paragraphs (c)(2)(vi)(E), 
(c)(2)(vi)(F)(1), (c)(2)(vi)(F)(2), or 
(c)(2)(vi)(H) of this section, the broker 
or dealer must assess the creditworthi-
ness of the security or money market 
instrument pursuant to policies and 
procedures for assessing and moni-
toring creditworthiness that the 
broker or dealer establishes, docu-
ments, maintains, and enforces. The 

policies and procedures must be reason-
ably designed for the purpose of deter-
mining whether a security or money 
market instrument has only a minimal 
amount of credit risk. Policies and pro-
cedures that are reasonably designed 
for this purpose should result in assess-
ments of creditworthiness that typi-
cally are consistent with market data. 
A broker-dealer that opts not to make 
an assessment of creditworthiness 
under this paragraph may not apply 
the deductions under paragraphs 
(c)(2)(vi)(E), (c)(2)(vi)(F)(1), 
(c)(2)(vi)(F)(2), or (c)(2)(vi)(H) of this 
section. 

NOTE TO PARAGRAPH (c)(2)(vi)(I): For a dis-
cussion of the ‘‘minimal amount of credit 
risk’’ standard, see Removal of Certain Ref-
erences to Credit Ratings Under the Securities 
Exchange Act of 1934, Exchange Act Release 
No. 34–71194 (Dec. 27, 2013), at http:// 
www.sec.gov/rules/final.shtml. 

All Other Securities 

(J) In the case of all securities or evi-
dences of indebtedness, except those 
described in appendix A, § 240.15c3–1a, 
which are not included in any of the 
percentage categories enumerated in 
paragraphs (c)(2)(vi) (A) through (H) of 
this section or paragraph 
(c)(2)(vi)(K)(ii) of this section, the de-
duction shall be 15 percent of the mar-
ket value of the greater of the long or 
short positions and to the extent the 
market value of the lesser of the long 
or short positions exceeds 25 percent of 
the market value of the greater of the 
long or short positions, the percentage 
deduction on such excess shall be 15 
percent of the market value of such ex-
cess. No deduction need be made in the 
case of: 

(1) A security that is convertible into 
or exchangeable for another security 
within a period of 90 days, subject to no 
conditions other than the payment of 
money, and the other securities into 
which such security is convertible or 
for which it is exchangeable, are short 
in the accounts of such broker or deal-
er; or 

(2) A security that has been called for 
redemption and that is redeemable 
within 90 days. 

(K) Securities with a limited market. In 
the case of securities (other than ex-
empted securities, nonconvertible debt 
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securities, and cumulative nonconvert-
ible preferred stock) which are not: (1) 
Traded on a national securities ex-
change; (2) designated as ‘‘OTC Margin 
Stock’’ pursuant to Regulation T under 
the Securities Exchange Act of 1934; (3) 
quoted on ‘‘NASDAQ’’; or (4) redeem-
able shares of investment companies 
registered under the Investment Com-
pany Act of 1940, the deduction shall be 
as follows: 

(i) In the case where there are regular 
quotations in an inter-dealer 
quotations system for the securities by 
three or more independent market- 
makers (exclusive of the computing 
broker or dealer) and where each such 
quotation represents a bona fide offer 
to brokers or dealers to both buy and 
sell in reasonable quantities at stated 
prices, or where a ready market as de-
fined in paragraph (c)(11) (ii) is deemed 
to exist, the deduction shall be deter-
mined in accordance with paragraph 
(c)(2)(vi)(J) of this section; 

(ii) In the case where there are reg-
ular quotations in an inter-dealer 
quotations system for the securities by 
only one or two independent market- 
makers (exclusive of the computing 
broker or dealer) and where each such 
quotation represents a bona fide offer 
to brokers or dealers both to buy and 
sell in reasonable quantities, at stated 
prices, the deduction on both the long 
and short position shall be 40 percent. 

(L) Where a broker or dealer dem-
onstrates that there is sufficient li-
quidity for any securities long or short 
in the proprietary or other accounts of 
the broker or dealer which are subject 
to a deduction required by paragraph 
(c)(2)(vi)(K) of this section, such deduc-
tion, upon a proper showing to the Ex-
amining Authority for the broker or 
dealer, may be appropriately de-
creased, but in no case shall such de-
duction be less than that prescribed in 
paragraph (c)(2)(vi)(J) of this section. 

Undue Concentration 

(M)(1) In the case of money market 
instruments, or securities of a single 
class or series of an issuer, including 
any option written, endorsed or held to 
purchase or sell securities of such a 
single class or series of an issuer (other 
than ‘‘exempted securities’’ and re-
deemable securities of an investment 

company registered pursuant to the In-
vestment Company Act of 1940), and se-
curities underwritten (in which case 
the deduction provided for herein shall 
be applied after 11 business days), 
which are long or short in the propri-
etary or other accounts of a broker or 
dealer, including securities that are 
collateral to secured demand notes de-
fined in appendix D, § 240.15c3–1d, and 
that have a market value of more than 
10 percent of the ‘‘net capital’’ of a 
broker or dealer before the application 
of paragraph (c)(2)(vi) of this section or 
appendix A, § 240.15c3–1a, there shall be 
an additional deduction from net worth 
and/or the Collateral Value for securi-
ties collateralizing a secured demand 
note defined in appendix D, § 240.15c3– 
1d, equal to 50 percent of the percent-
age deduction otherwise provided by 
this paragraph (c)(2)(vi) of this section 
or appendix A, § 240.15c3–1a, on that 
portion of the securities position in ex-
cess of 10 percent of the ‘‘net capital’’ 
of the broker or dealer before the appli-
cation of paragraph (c)(2)(vi) of this 
section and appendix A, § 240.15c3–1a. In 
the case of securities described in para-
graph (c)(2)(vi)(J), the additional de-
duction required by this paragraph 
(c)(2)(vi)(M) shall be 15 percent. 

(2) This paragraph (c)(2)(vi)(M) shall 
apply notwithstanding any long or 
short position exemption provided for 
in paragraph (c)(2)(vi)(J) of this section 
(except for long or short position ex-
emptions arising out of the first pro-
viso to paragraph (c)(2)(vi)(J)) and the 
deduction on any such exempted posi-
tion shall be 15 percent of that portion 
of the securities position in excess of 10 
percent of the broker or dealer’s net 
capital before the application of para-
graph (c)(2)(vi) of this section and ap-
pendix A, § 240.15c3–1a. 

(3) This paragraph (c)(2)(vi)(M) shall 
be applied to an issue of equity securi-
ties only on the market value of such 
securities in excess of $10,000 or the 
market value of 500 shares, whichever 
is greater, or $25,000 in the case of a 
debt security. 

(4) This paragraph (c)(2)(vi)(M) will 
be applied to an issue of municipal se-
curities having the same security pro-
visions, date of issue, interest rate, 
day, month and year of maturity only 
if such securities have a market value 
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in excess of $500,000 in bonds ($5,000,000 
in notes) or 10 percent of tentative net 
capital, whichever is greater, and are 
held in position longer than 20 business 
days from the date the securities are 
received by the syndicate manager 
from the issuer. 

(5) Any specialist that is subject to a 
deduction required by this paragraph 
(c)(2)(vi)(M), respecting its specialty 
stock, that can demonstrate to the sat-
isfaction of the Examining Authority 
for such broker or dealer that there is 
sufficient liquidity for such specialist’s 
specialty stock and that such deduc-
tion need not be applied in the public 
interest for the protection of investors, 
may upon a proper showing to such Ex-
amining Authority have such undue 
concentration deduction appropriately 
decreased, but in no case shall the de-
duction prescribed in paragraph 
(c)(2)(vi)(J) of this section above be re-
duced. Each such Examining Authority 
shall make and preserve for a period of 
not less than 3 years a record of each 
application granted pursuant to this 
paragraph (c)(2)(vi)(M)(5), which shall 
contain a summary of the justification 
for the granting of the application. 

(N) Any specialist that limits its se-
curities business to that of a specialist 
(except for an occasional non-specialist 
related securities transaction for its 
own account), that does not transact a 
business in securities with other than a 
broker or dealer registered with the 
Commission under section 15 or 15C of 
the Act or a member of a national se-
curities exchange, and that is not a 
clearing member of The Options Clear-
ing Corporation need not deduct from 
net worth in computing net capital 
those deductions, as to its specialty se-
curities, set forth in paragraph 
(c)(2)(vi) of this section or appendix A 
to this section, except for paragraph (e) 
of this section limiting withdrawals of 
equity capital and appendix D to this 
section relating to satisfactory subor-
dination agreements. As to a specialist 
that is solely an options specialist, in 
paragraph (e) the term ‘‘net capital’’ 
shall be deemed to mean ‘‘net capital 
before the application of paragraph 
(c)(2)(vi) of this section or appendix A 
to this section’’ and ‘‘excess net cap-
ital’’ shall be deemed to be the amount 
of net capital before the application of 

paragraph (c)(2)(vi) of this section or 
appendix A to this section in excess of 
the amount of net capital required 
under paragraph (a) of this section. In 
reports filed pursuant to § 240.17a–5 and 
in making the record required by 
§ 240.17a–3(a)(11) each specialists shall 
include the deductions that would oth-
erwise have been required by paragraph 
(c)(2)(vi) of this section or appendix A 
to this section in the absence of this 
paragraph (c)(2)(vi)(N). 

(vii) Non-marketable securities. De-
ducting 100 percent of the carrying 
value in the case of securities or evi-
dence of indebtedness in the propri-
etary or other accounts of the broker 
or dealer, for which there is no ready 
market, as defined in paragraph (c)(11) 
of this section, and securities, in the 
proprietary or other accounts of the 
broker or dealer, which cannot be pub-
licly offered or sold because of statu-
tory, regulatory or contractual ar-
rangements or other restrictions. 

Open Contractual Commitments 

(viii) Deducting, in the case of a 
broker or dealer that has open contrac-
tual commitments (other than those 
option positions subject to appendix A, 
§ 240.15c3–1a), the respective deductions 
as specified in paragraph (c)(2)(vi) of 
this section or appendix B, § 240.15c3–1b, 
from the value (which shall be the mar-
ket value whenever there is a market) 
of each net long and each net short po-
sition contemplated by any open con-
tractual commitment in the propri-
etary or other accounts of the broker 
or dealer. 

(A) The deduction for contractual 
commitments in those securities that 
are treated in paragraph (c)(2)(vi)(J) of 
this section shall be 30 percent unless 
the class and issue of the securities 
subject to the open contractual com-
mitment deduction are listed for trad-
ing on a national securities exchange 
or are designated as NASDAQ National 
Market System Securities. 

(B) A broker or dealer that maintains 
in excess of $250,000 of net capital may 
add back to net worth up to $150,000 of 
any deduction computed under this 
paragraph (c)(2)(viii)(B). 

(C) The deduction with respect to any 
single commitment shall be reduced by 
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the unrealized profit in such commit-
ment, in an amount not greater than 
the deduction provided for by this 
paragraph (or increased by the unreal-
ized loss), in such commitment, and in 
no event shall an unrealized profit on 
any closed transactions operate to in-
crease net capital. 

(ix) Deducting from the contract 
value of each failed to deliver contract 
that is outstanding five business days 
or longer (21 business days or longer in 
the case of municipal securities) the 
percentages of the market value of the 
underlying security that would be re-
quired by application of the deduction 
required by paragraph (c)(2)(vi) of this 
section. Such deduction, however, shall 
be increased by any excess of the con-
tract price of the failed to deliver con-
tract over the market value of the un-
derlying security or reduced by any ex-
cess of the market value of the under-
lying security over the contract value 
of the failed to deliver contract, but 
not to exceed the amount of such de-
duction. The designated examining au-
thority for the broker or dealer may, 
upon application of the broker or deal-
er, extend for a period up to 5 business 
days, any period herein specified when 
it is satisfied that the extension is war-
ranted. The designated examining au-
thority upon expiration of the exten-
sion may extend for one additional pe-
riod of up to 5 business days, any pe-
riod herein specified when it is satis-
fied that the extension is warranted. 

Brokers or Dealers Carrying Accounts of 
Listed Options Specialists 

(x)(A) With respect to any trans-
action of a specialist in listed options, 
who is either not otherwise subject to 
the provisions of this section or is de-
scribed in paragraph (c)(2)(vi)(N) of this 
section, for whose specialist account a 
broker or dealer acts as a guarantor, 
endorser, or carrying broker or dealer, 
such broker or dealer shall adjust its 
net worth by deducting as of noon of 
each business day the amounts com-
puted as of the prior business day pur-
suant to § 240.15c3–1a. The required de-
ductions may be reduced by any liqui-
dating equity that exists in such spe-
cialist’s market-maker account as of 
that time and shall be increased to the 
extent of any liquidating deficit in 

such account. Noon shall be deter-
mined according to the local time 
where the broker or dealer is 
headquartered. In no event shall excess 
equity in the specialist’s market- 
maker account result in an increase of 
the net capital of any such guarantor, 
endorser, or carrying broker or dealer. 

(B) Definitions. (1) The term listed op-
tion shall mean any option traded on a 
registered national securities exchange 
or automated facility of a registered 
national securities association. 

(2) For purposes of this section, the 
equity in an individual specialist’s 
market-maker account shall be com-
puted by: 

(i) Marking all securities positions 
long or short in the account to their 
respective current market values; 

(ii) Adding (deducting in the case of a 
debit balance) the credit balance car-
ried in such specialist’s market-maker 
account; and 

(iii) Adding (deducting in the case of 
short positions) the market value of 
positions long in such account. 

(C) No guarantor, endorser, or car-
rying broker or dealer shall permit the 
sum of the deductions required pursu-
ant to § 240.15c3–1a in respect of all 
transactions in specialists’ market- 
maker accounts guaranteed, endorsed, 
or carried by such broker or dealer to 
exceed 1,000 percent of such broker’s or 
dealer’s net capital as defined in 
§ 240.15c3–1(c)(2) for any period exceed-
ing three business days. If at any time 
such sum exceeds 1,000 percent of such 
broker’s or dealer’s net capital, then 
the broker or dealer shall: 

(1) Immediately transmit telegraphic 
or facsimile notice of such event to the 
Division of Market Regulation in the 
headquarters office of the Commission 
in Washington, DC, to the regional of-
fice of the Commission for the region 
in which the broker or dealer main-
tains its principal place of business, 
and to its examining authority des-
ignated pursuant to section 17(d) of the 
Act (15 U.S.C. 78q(d)) (‘‘Designated Ex-
amining Authority’’); and 

(2) Be subject to the prohibitions 
against withdrawal of equity capital 
set forth in § 240.15c3–1(e) and to the 
prohibitions against reduction, prepay-
ment, and repayment of subordination 
agreements set forth in paragraph 
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(b)(11) of § 240.15c3–1d, as if such broker 
or dealer’s net capital were below the 
minimum standards specified by each 
of those paragraphs. 

(D) If at any time there is a liqui-
dating deficit in a specialist’s market- 
maker account, then the broker or 
dealer guaranteeing, endorsing, or car-
rying listed options transactions in 
such specialist’s market-maker ac-
count may not extend any further cred-
it in that account, and shall take steps 
to liquidate promptly existing posi-
tions in the account. This paragraph 
shall not prevent the broker or dealer 
from, upon approval by the broker’s or 
dealer’s Designated Examining Author-
ity, entering into hedging positions in 
the specialist’s market-maker account. 
The broker or dealer also shall trans-
mit telegraphic or facsimile notice of 
the deficit and its amount by the close 
of business of the following business 
day to its Designated Examining Au-
thority and the Designated Examining 
Authority of the specialist, if different 
from its own. 

(E) Upon written application to the 
Commission by the specialist and the 
broker or dealer guaranteeing, endors-
ing, or carrying options transactions in 
such specialist’s market-maker ac-
count, the Commission may approve 
upon specified terms and conditions 
lesser adjustments to net worth than 
those specified in § 240.15c3–1a. 

(xi) Brokers or dealers carrying special-
ists or market makers accounts. With re-
spect to a broker or dealer who carries 
a market maker or specialist account, 
or with respect to any transaction in 
options listed on a registered national 
securities exchange for which a broker 
or dealer acts as a guarantor or en-
dorser of options written by a spe-
cialist in a specialist account, the 
broker or dealer shall deduct, for each 
account carried or for each class or se-
ries of options guaranteed or endorsed, 
any deficiency in collateral required by 
paragraph (a)(6) of this section. 

(xii) Deduction from net worth for cer-
tain undermargined accounts. Deducting 
the amount of cash required in each 
customer’s or non-customer’s account 
to meet the maintenance margin re-
quirements of the Examining Author-
ity for the broker or dealer, after appli-
cation of calls for margin, marks to the 

market or other required deposits 
which are outstanding 5 business days 
or less. 

(xiii) Deduction from net worth for in-
debtedness collateralized by exempted se-
curities. Deducting, at the option of the 
broker or dealer, in lieu of including 
such amounts in aggregate indebted-
ness, 4 percent of the amount of any in-
debtedness secured by exempted securi-
ties or municipal securities if such in-
debtedness would otherwise be includ-
able in aggregate indebtedness. 

(xiv) Deduction from net worth for ex-
cess deductible amounts related to fidelity 
bond coverage. Deducting the amount 
specified by rule of the Examining Au-
thority for the broker or dealer with 
respect to a requirement to maintain 
fidelity bond coverage. 

EXEMPTED SECURITIES 

(3) The term exempted securities shall 
mean those securities deemed exempt-
ed securities by section 3(a)(12) of the 
Securities Exchange Act of 1934 and 
rules thereunder. 

CONTRACTUAL COMMITMENTS 

(4) The term contractual commitments 
shall include underwriting, when 
issued, when distributed and delayed 
delivery contracts, the writing or en-
dorsement of puts and calls and com-
binations thereof, commitments in for-
eign currencies, and spot (cash) com-
modities contracts, but shall not in-
clude uncleared regular way purchases 
and sales of securities and contracts in 
commodities futures. A series of con-
tracts of purchase or sale of the same 
security conditioned, if at all, only 
upon issuance may be treated as an in-
dividual commitment. 

ADEQUATELY SECURED 

(5) Indebtedness shall be deemed to 
be adequately secured within the 
meaning of this section when the ex-
cess of the market value of the collat-
eral over the amount of the indebted-
ness is sufficient to make the loan ac-
ceptable as a fully secured loan to 
banks regularly making secured loans 
to brokers or dealers. 
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CUSTOMER 

(6) The term customer shall mean any 
person from whom, or on whose behalf, 
a broker or dealer has received, ac-
quired or holds funds or securities for 
the account of such person, but shall 
not include a broker or dealer or a reg-
istered municipal securities dealer, or 
a general, special or limited partner or 
director or officer of the broker or 
dealer, or any person to the extent that 
such person has a claim for property or 
funds which by contract, agreement, or 
understanding, or by operation of law, 
is part of the capital of the broker or 
dealer. Provided, however, That the 
term ‘‘customer’’ shall also include a 
broker or dealer, but only insofar as 
such broker or dealer maintains a spe-
cial omnibus account carried with an-
other broker or dealer in compliance 
with 12 CFR 220.4(b) of Regulation T 
under the Securities Exchange Act of 
1934. 

NON-CUSTOMER 

(7) The term non-customer means a 
broker or dealer, registered municipal 
securities dealer, general partner, lim-
ited partner, officer, director and per-
sons to the extent their claims are sub-
ordinated to the claims of creditors of 
the broker or dealer. 

MARKET MAKER 

(8) The term market maker shall mean 
a dealer who, with respect to a par-
ticular security, (i) regularly publishes 
bona fide, competitive bid and offer 
quotations in a recognized interdealer 
quotation system; or (ii) furnishes bona 
fide competitive bid and offer 
quotations on request; and, (iii) is 
ready, willing and able to effect trans-
actions in reasonable quantities at his 
quoted prices with other brokers or 
dealers. 

PROMPTLY TRANSMIT AND DELIVER 

(9) A broker or dealer is deemed to 
‘‘promptly transmit’’ all funds and to 
‘‘promptly deliver’’ all securities with-
in the meaning of paragraphs (a)(2)(i) 
and (a)(2)(v) of this section where such 
transmission or delivery is made no 
later than noon of the next business 
day after the receipt of such funds or 
securities; provided, however, that 

such prompt transmission or delivery 
shall not be required to be effected 
prior to the settlement date for such 
transaction. 

PROMPTLY FORWARD 

(10) A broker or dealer is deemed to 
‘‘promptly forward’’ funds or securities 
within the meaning of paragraph 
(a)(2)(i) of this section only when such 
forwarding occurs no later than noon 
of the next business day following re-
ceipt of such funds or securities. 

READY MARKET 

(11)(i) The term ready market shall in-
clude a recognized established securi-
ties market in which there exists inde-
pendent bona fide offers to buy and sell 
so that a price reasonably related to 
the last sales price or current bona fide 
competitive bid and offer quotations 
can be determined for a particular se-
curity almost instantaneously and 
where payment will be received in set-
tlement of a sale at such price within a 
relatively short time conforming to 
trade custom. 

(ii) A ready market shall also be 
deemed to exist where securities have 
been accepted as collateral for a loan 
by a bank as defined in section 3(a)(6) 
of the Securities Exchange Act of 1934 
and where the broker or dealer dem-
onstrates to its Examining Authority 
that such securities adequately secure 
such loans as that term is defined in 
paragraph (c)(5) of this section. 

EXAMINING AUTHORITY 

(12) The term Examining Authority of 
a broker or dealer shall mean for the 
purposes of 17 CFR 240.15c3-1 and 
240.15c3-1a-d the national securities ex-
change or national securities associa-
tion of which the broker or dealer is a 
member or, if the broker or dealer is a 
member of more than one such self-reg-
ulatory organization, the organization 
designated by the Commission as the 
Examining Authority for such broker 
or dealer, or if the broker or dealer is 
not a member of any such self-regu-
latory organization, the Regional Of-
fice of the Commission where such 
broker or dealer has its principal place 
of business. 
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ENTITIES THAT HAVE A PRINCIPAL 
REGULATOR 

(13)(i) For purposes of § 240.15c3–1e 
and § 240.15c3–1g, the term entity that 
has a principal regulator shall mean a 
person (other than a natural person) 
that is not a registered broker or deal-
er (other than a broker or dealer reg-
istered under section 15(b)(11) of the 
Act (15 U.S.C. 78o(b)(11)), provided that 
the person is: 

(A) An insured depository institution 
as defined in section 3(c)(2) of the Fed-
eral Deposit Insurance Act (12 U.S.C. 
1813(c)(2)); 

(B) Registered as a futures commis-
sion merchant or an introducing 
broker with the Commodity Futures 
Trading Commission; 

(C) Registered with or licensed by a 
State insurance regulator and issues 
any insurance, endowment, or annuity 
policy or contract; 

(D) A foreign bank as defined in sec-
tion 1(b)(7) of the International Bank-
ing Act of 1978 (12 U.S.C. 3101(7)) that 
has its headquarters in a jurisdiction 
for which any foreign bank has been 
approved by the Board of Governors of 
the Federal Reserve System to conduct 
business pursuant to the standards set 
forth in 12 CFR 211.24(c), provided such 
foreign bank represents to the Commis-
sion that it is subject to the same su-
pervisory regime as the foreign bank 
previously approved by the Board of 
Governors of the Federal Reserve Sys-
tem; 

(E) Not primarily in the securities 
business, and the person is: 

(1) A corporation organized under 
section 25A of the Federal Reserve Act 
(12 U.S.C. 611 through 633); or 

(2) A corporation having an agree-
ment or undertaking with the Board of 
Governors of the Federal Reserve Sys-
tem under section 25 of the Federal Re-
serve Act (12 U.S.C. 601 through 604a); 
or 

(F) A person that the Commission 
finds is another entity that is subject 
to comprehensive supervision, has in 
place appropriate arrangements so that 
information that the person provides 
to the Commission is sufficiently reli-
able for the purposes of determining 
compliance with § 240.15c3–1e and 
§ 240.15c3–1g, and it is appropriate to 
consider the person to be an entity 

that has a principal regulator consid-
ering all relevant circumstances, in-
cluding the person’s mix of business. 

(ii) For purposes of §§ 240.15c3–1e, 
240.15c3–1g, 240.17h–1T, and 240.17h2T, 
the term ultimate holding company that 
has a principal regulator shall mean a 
person (other than a natural person) 
that: 

(A) Is a financial holding company or 
a company that is treated as a finan-
cial holding company under the Bank 
Holding Company Act of 1956 (12 U.S.C. 
1840 et seq.), or 

(B) The Commission determines to be 
an ultimate holding company that has 
a principal regulator, if that person is 
subject to consolidated, comprehensive 
supervision; there are in place appro-
priate arrangements so that informa-
tion that the person provides to the 
Commission is sufficiently reliable for 
the purposes of determining compli-
ance with § 240.15c3–1e and § 240.15c3–1g; 
and it is appropriate to consider the 
person to be an ultimate holding com-
pany that has a principal regulator in 
view of all relevant circumstances, in-
cluding the person’s mix of business. 

(14) The term municipal securities 
shall mean those securities included 
within the definition of ‘‘municipal se-
curities’’ in section 3(a)(29) of the Secu-
rities Exchange Act of 1934. 

(15) The term tentative net capital 
shall mean the net capital of a broker 
or dealer before deducting the securi-
ties haircuts computed pursuant to 
paragraph (c)(2)(vi) of this section and 
the charges on inventory computed 
pursuant to appendix B to this section 
(§ 240.15c3–1b). However, for purposes of 
paragraph (a)(5) of this section, the 
term tentative net capital means the net 
capital of an OTC derivatives dealer be-
fore deducting the charges for market 
and credit risk as computed pursuant 
to appendix F to this section (§ 240.15c3– 
1f) or paragraph (c)(2)(vi) of this sec-
tion, if applicable, and increased by the 
balance sheet value (including 
counterparty net exposure) resulting 
from transactions in eligible OTC de-
rivative instruments which would oth-
erwise be deducted by virtue of para-
graph (c)(2)(iv) of this section. For pur-
poses of paragraph (a)(7) of this sec-
tion, the term tentative net capital 
means the net capital of the broker or 
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dealer before deductions for market 
and credit risk computed pursuant to 
§ 240.15c3–1e or paragraph (c)(2)(vi) of 
this section, if applicable, and in-
creased by the balance sheet value (in-
cluding counterparty net exposure) re-
sulting from transactions in derivative 
instruments which would otherwise be 
deducted by virtue of paragraph 
(c)(2)(iv) of this section. Tentative net 
capital shall include securities for 
which there is no ready market, as de-
fined in paragraph (c)(11) of this sec-
tion, if the use of mathematical models 
has been approved for purposes of cal-
culating deductions from net capital 
for those securities pursuant to 
§ 240.15c3–1e. 

INSOLVENT 

(16) For the purposes of this section, 
a broker or dealer is insolvent if the 
broker or dealer: 

(i) Is the subject of any bankruptcy, 
equity receivership proceeding or any 
other proceeding to reorganize, con-
serve, or liquidate such broker or deal-
er or its property or is applying for the 
appointment or election of a receiver, 
trustee, or liquidator or similar official 
for such broker or dealer or its prop-
erty; 

(ii) Has made a general assignment 
for the benefit of creditors; 

(iii) Is insolvent within the meaning 
of section 101 of title 11 of the United 
States Code, or is unable to meet its 
obligations as they mature, and has 
made an admission to such effect in 
writing or in any court or before any 
agency of the United States or any 
State; or 

(iv) Is unable to make such computa-
tions as may be necessary to establish 
compliance with this section or with 
§ 240.15c3–3. 

(d) Debt-equity requirements. No 
broker or dealer shall permit the total 
of outstanding principal amounts of its 
satisfactory subordination agreements 
(other than such agreements which 
qualify under this paragraph (d) as eq-
uity capital) to exceed 70 percent of its 
debt-equity total, as hereinafter de-
fined, for a period in excess of 90 days 
or for such longer period which the 
Commission may, upon application of 
the broker or dealer, grant in the pub-
lic interest or for the protection of in-

vestors. In the case of a corporation, 
the debt-equity total shall be the sum 
of its outstanding principal amounts of 
satisfactory subordination agreements, 
par or stated value of capital stock, 
paid in capital in excess of par, re-
tained earnings, unrealized profit and 
loss or other capital accounts. In the 
case of a partnership, the debt-equity 
total shall be the sum of its out-
standing principal amounts of satisfac-
tory subordination agreements, capital 
accounts of partners (exclusive of such 
partners’ securities accounts) subject 
to the provisions of paragraph (e) of 
this section, and unrealized profit and 
loss. In the case of a sole proprietor-
ship, the debt-equity total shall in-
clude the sum of its outstanding prin-
cipal amounts of satisfactory subordi-
nation agreements, capital accounts of 
the sole proprietorship and unrealized 
profit and loss. Provided, however, That 
a satisfactory subordination agreement 
entered into by a partner or stock-
holder which has an initial term of at 
least three years and has a remaining 
term of not less than 12 months shall 
be considered equity for the purposes of 
this paragraph (d) if: 

(1) It does not have any of the provi-
sions for accelerated maturity provided 
for by paragraphs (b)(9)(i), (10)(i) or 
(10)(ii) of Appendix (D) (17 CFR 
240.15c3–1d) and is maintained as cap-
ital subject to the provisions restrict-
ing the withdrawal thereof required by 
paragraph (e) of this section or 

(2) The partnership agreement pro-
vides that capital contributed pursuant 
to a satisfactory subordination agree-
ment as defined in Appendix (D) (17 
CFR 240.15c3–1d) shall in all respects be 
partnership capital subject to the pro-
visions restricting the withdrawal 
thereof required by paragraph (e) of 
this section. 

(e)(1) Notice provisions relating to limi-
tations on the withdrawal of equity cap-
ital. No equity capital of the broker or 
dealer or a subsidiary or affiliate con-
solidated pursuant to appendix C (17 
CFR 240.15c3–1c) may be withdrawn by 
action of a stockholder or a partner or 
by redemption or repurchase of shares 
of stock by any of the consolidated en-
tities or through the payment of divi-
dends or any similar distribution, nor 
may any unsecured advance or loan be 
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made to a stockholder, partner, sole 
proprietor, employee or affiliate with-
out written notice given in accordance 
with paragraph (e)(1)(iv) of this sec-
tion: 

(i) Two business days prior to any 
withdrawals, advances or loans if those 
withdrawals, advances or loans on a 
net basis exceed in the aggregate in 
any 30 calendar day period, 30 percent 
of the broker or dealer’s excess net cap-
ital. A broker or dealer, in an emer-
gency situation, may make with-
drawals, advances or loans that on a 
net basis exceed 30 percent of the 
broker or dealer’s excess net capital in 
any 30 calendar day period without giv-
ing the advance notice required by this 
paragraph, with the prior approval of 
its Examining Authority. Where a 
broker or dealer makes a withdrawal 
with the consent of its Examining Au-
thority, it shall in any event comply 
with paragraph (e)(1)(ii) of this section; 
or 

(ii) Two business days after any with-
drawals, advances or loans if those 
withdrawals, advances or loans on a 
net basis exceed in the aggregate in 
any 30 calendar day period, 20 percent 
of the broker or dealer’s excess net cap-
ital. 

(iii) This paragraph (e)(1) does not 
apply to: 

(A) Securities or commodities trans-
actions in the ordinary course of busi-
ness between a broker or dealer and an 
affiliate where the broker or dealer 
makes payment to or on behalf of such 
affiliate for such transaction and then 
receives payment from such affiliate 
for the securities or commodities 
transaction within two business days 
from the date of the transaction; or 

(B) Withdrawals, advances or loans 
which in the aggregate in any thirty 
calendar day period, on a net basis, 
equal $500,000 or less. 

(iv) Each required notice shall be ef-
fective when received by the Commis-
sion in Washington, DC, the regional 
office of the Commission for the region 
in which the broker or dealer has its 
principal place of business, the broker 
or dealer’s Examining Authority and 
the Commodity Futures Trading Com-
mission if such broker or dealer is reg-
istered with that Commission. 

(2) Limitations on Withdrawal of equity 
capital. No equity capital of the broker 
or dealer or a subsidiary or affiliate 
consolidated pursuant to appendix C (17 
CFR 240.15c3–1c) may be withdrawn by 
action of a stockholder or a partner or 
by redemption or repurchase of shares 
of stock by any of the consolidated en-
tities or through the payment of divi-
dends or any similar distribution, nor 
may any unsecured advance or loan be 
made to a stockholder, partner, sole 
proprietor, employee or affiliate, if 
after giving effect thereto and to any 
other such withdrawals, advances or 
loans and any Payments of Payment 
Obligations (as defined in appendix D 
(17 CFR 240.15c3–1d)) under satisfactory 
subordination agreements which are 
scheduled to occur within 180 days fol-
lowing such withdrawal, advance or 
loan if: 

(i) The broker or dealer’s net capital 
would be less than 120 percent of the 
minimum dollar amount required by 
paragraph (a) of this section; 

(ii) The broker-dealer is registered as 
a futures commission merchant, its net 
capital would be less than 7 percent of 
the funds required to be segregated 
pursuant to the Commodity Exchange 
Act and the regulations thereunder 
(less the market value of commodity 
options purchased by option customers 
on or subject to the rules of a contract 
market, each such deduction not to ex-
ceed the amount of funds in the option 
customer’s account); 

(iii) The broker-dealer’s net capital 
would be less than 25 percent of deduc-
tions from net worth in computing net 
capital required by paragraphs 
(c)(2)(vi), (f) and appendix A, of this 
section, unless the broker or dealer has 
the prior approval of the Commission 
to make such withdrawal; 

(iv) The total outstanding principal 
amounts of satisfactory subordination 
agreements of the broker or dealer and 
any subsidiaries or affiliates consoli-
dated pursuant to appendix C (17 CFR 
240.15c3–1c) (other than such agree-
ments which qualify as equity under 
paragraph (d) of this section) would ex-
ceed 70% of the debt-equity total as de-
fined in paragraph (d) of this section; 

(v) The broker or dealer is subject to 
the aggregate indebtedness limitations 
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of paragraph (a) of this section, the ag-
gregate indebtedness of any of the con-
solidated entities exceeds 1000 percent 
of its net capital; or 

(vi) The broker or dealer is subject to 
the alternative net capital requirement 
of paragraph (f) of this section, its net 
capital would be less than 5 percent of 
aggregate debit items computed in ac-
cordance with 17 CFR 240.15c3–3a. 

(3)(i) Temporary restrictions on with-
drawal of net capital. The Commission 
may by order restrict, for a period of 
up to twenty business days, any with-
drawal by the broker or dealer of eq-
uity capital or unsecured loan or ad-
vance to a stockholder, partner, sole 
proprietor, member, employee or affil-
iate under such terms and conditions 
as the Commission deems necessary or 
appropriate in the public interest or 
consistent with the protection of inves-
tors if the Commission, based on the 
information available, concludes that 
such withdrawal, advance or loan may 
be detrimental to the financial integ-
rity of the broker or dealer, or may un-
duly jeopardize the broker or dealer’s 
ability to repay its customer claims or 
other liabilities which may cause a sig-
nificant impact on the markets or ex-
pose the customers or creditors of the 
broker or dealer to loss without taking 
into account the application of the Se-
curities Investor Protection Act of 
1970. 

(ii) An order temporarily prohibiting 
the withdrawal of capital shall be re-
scinded if the Commission determines 
that the restriction on capital with-
drawal should not remain in effect. A 
hearing on an order temporarily pro-
hibiting the withdrawal of capital will 
be held within two business days from 
the date of the request in writing by 
the broker or dealer. 

(4)(i) Miscellaneous provisions. Excess 
net capital is that amount in excess of 
the amount required under paragraph 
(a) of this section. For the purposes of 
paragraphs (e)(1) and (e)(2) of this sec-
tion, a broker or dealer may use the 
amount of excess net capital and de-
ductions required under paragraphs 
(c)(2)(vi), (f) and appendix A of this sec-
tion reported in its most recently re-
quired filed Form X–17A–5 for the pur-
poses of calculating the effect of a pro-
jected withdrawal, advance or loan rel-

ative to excess net capital or deduc-
tions. The broker or dealer must assure 
itself that the excess net capital or the 
deductions reported on the most re-
cently required filed Form X–17A–5 
have not materially changed since the 
time such report was filed. 

(ii) The term equity capital includes 
capital contributions by partners, par 
or stated value of capital stock, paid-in 
capital in excess of par, retained earn-
ings or other capital accounts. The 
term equity capital does not include 
securities in the securities accounts of 
partners and balances in limited part-
ners’ capital accounts in excess of their 
stated capital contributions. 

(iii) Paragraphs (e)(1) and (e)(2) of 
this section shall not preclude a broker 
or dealer from making required tax 
payments or preclude the payment to 
partners of reasonable compensation, 
and such payments shall not be in-
cluded in the calculation of with-
drawals, advances, or loans for pur-
poses of paragraphs (e)(1) and (e)(2) of 
this section. 

(iv) For the purpose of this paragraph 
(e) of this section, any transaction be-
tween a broker or dealer and a stock-
holder, partner, sole proprietor, em-
ployee or affiliate that results in a 
diminution of the broker or dealer’s 
net capital shall be deemed to be an ad-
vance or loan of net capital. 

[40 FR 29799, July 16, 1975] 

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting § 240.15c3–1, see the List of 
CFR Sections Affected, which appears in the 
Finding Aids section of the printed volume 
and at www.govinfo.gov. 

§ 240.15c3–1a Options (Appendix A to 
17 CFR 240.15c3–1). 

(a) Definitions. (1) The term unlisted 
option shall mean any option not in-
cluded in the definition of listed option 
provided in paragraph (c)(2)(x) of 
§ 240.15c3–1. 

(2) The term option series refers to 
listed option contracts of the same 
type (either a call or a put) and exer-
cise style, covering the same under-
lying security with the same exercise 
price, expiration date, and number of 
underlying units. 

(3) The term related instrument within 
an option class or product group refers 
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to futures contracts and options on fu-
tures contracts covering the same un-
derlying instrument. In relation to op-
tions on foreign currencies a related in-
strument within an option class also 
shall include forward contracts on the 
same underlying currency. 

(4) The term underlying instrument re-
fers to long and short positions, as ap-
propriate, covering the same foreign 
currency, the same security, or a secu-
rity which is exchangeable for or con-
vertible into the underlying security 
within a period of 90 days. If the ex-
change or conversion requires the pay-
ment of money or results in a loss upon 
conversion at the time when the secu-
rity is deemed an underlying instru-
ment for purposes of this Appendix A, 
the broker or dealer will deduct from 
net worth the full amount of the con-
version loss. The term underlying in-
strument shall not be deemed to in-
clude securities options, futures con-
tracts, options on futures contracts, 
qualified stock baskets, or unlisted in-
struments. 

(5) The term options class refers to all 
options contracts covering the same 
underlying instrument. 

(6) The term product group refers to 
two or more option classes, related in-
struments, underlying instruments, 
and qualified stock baskets in the same 
portfolio type (see paragraph (b)(1)(ii) 
of this section) for which it has been 
determined that a percentage of offset-
ting profits may be applied to losses at 
the same valuation point. 

(b) The deduction under this Appen-
dix A to § 240.15c3–1 shall equal the sum 
of the deductions specified in para-
graphs (b)(1)(v)(C) or (b)(2) of this sec-
tion. 

THEORETICAL PRICING CHARGES 

(1)(i) Definitions. (A) The terms theo-
retical gains and losses shall mean the 
gain and loss in the value of individual 
option series, the value of underlying 
instruments, related instruments, and 
qualified stock baskets within that op-
tion’s class, at 10 equidistant intervals 
(valuation points) ranging from an as-
sumed movement (both up and down) 
in the current market value of the un-
derlying instrument equal to the per-
centage corresponding to the deduc-
tions otherwise required under 

§ 240.15c3–1 for the underlying instru-
ment (See paragraph (a)(1)(iii) of this 
section). Theoretical gains and losses 
shall be calculated using a theoretical 
options pricing model that satisfies the 
criteria set forth in paragraph 
(a)(1)(i)(B) of this section. 

(B) The term theoretical options pric-
ing model shall mean any mathematical 
model, other than a broker-dealer pro-
prietary model, approved by a Des-
ignated Examining Authority. Such 
Designated Examining Authority shall 
submit the model to the Commission, 
together with a description of its meth-
ods for approving models. Any such 
model shall calculate theoretical gains 
and losses as described in paragraph 
(a)(1)(i)(A) of this section for all series 
and issues of equity, index and foreign 
currency options and related instru-
ments, and shall be made available 
equally and on the same terms to all 
registered brokers or dealers. Its proce-
dures shall include the arrangement of 
the vendor to supply accurate and 
timely data to each broker-dealer with 
respect to its services, and the fees for 
distribution of the services. The data 
provided to brokers or dealers shall 
also contain the minimum require-
ments set forth in paragraphs 
(b)(1)(v)(C) of this section and the prod-
uct group offsets set forth in para-
graphs (b)(1)(v)(B) of this section. At a 
minimum, the model shall consider the 
following factors in pricing the option: 

(1) The current spot price of the un-
derlying asset; 

(2) The exercise price of the option; 
(3) The remaining time until the op-

tion’s expiration; 
(4) The volatility of the underlying 

asset; 
(5) Any cash flows associated with 

ownership of the underlying asset that 
can reasonably be expected to occur 
during the remaining life of the option; 
and 

(6) The current term structure of in-
terest rates. 

(C) The term major market foreign cur-
rency shall mean the currency of a sov-
ereign nation for which there is a sub-
stantial inter-bank forward currency 
market. 

(D) The term qualified stock basket 
shall mean a set or basket of stock po-
sitions which represents no less than 
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50% of the capitalization for a high- 
capitalization or non-high-capitaliza-
tion diversified market index, or, in 
the case of a narrow-based index, no 
less than 95% of the capitalization for 
such narrow-based index. 

(ii) With respect to positions involv-
ing listed options in a single special-
ist’s market-maker account, and, sepa-
rately, with respect to positions in-
volving listed option positions in its 
proprietary or other account, the 
broker or dealer shall group long and 
short positions into the following port-
folio types: 

(A) Equity options on the same un-
derlying instrument and positions in 
that underlying instrument; 

(B) Options on the same major mar-
ket foreign currency, positions in that 
major market foreign currency, and re-
lated instruments within those op-
tions’ classes; 

(C) High-capitalization diversified 
market index options, related instru-
ments within the option’s class, and 
qualified stock baskets in the same 
index; 

(D) Non-high-capitalization diversi-
fied index options, related instruments 
within the index option’s class, and 
qualified stock baskets in the same 
index; and 

(E) Narrow-based index options, re-
lated instruments within the index op-
tion’s class, and qualified stock bas-
kets in the same index. 

(iii) Before making the computation, 
each broker or dealer shall obtain the 
theoretical gains and losses for each 
options series and for the related and 
underlying instruments within those 
options’ class in each specialist’s mar-
ket-maker account guaranteed, en-
dorsed, or carried by a broker or deal-
er, or in the proprietary or other ac-
counts of that broker or dealer. For 
each option series, the theoretical op-
tions pricing model shall calculate the-
oretical prices at 10 equidistant valu-
ation points within a range consisting 
of an increase or a decrease of the fol-
lowing percentages of the daily market 
price of the underlying instrument: 

(A) + (¥)15% for equity securities 
with a ready market, narrow-based in-
dexes, and non-high-capitalization di-
versified indexes; 

(B) + (¥)6% for major market foreign 
currencies; 

(C) + (¥) 20% for all other currencies; 
and 

(D) + (¥)10% for high-capitalization 
diversified indexes. 

(iv) As to non-clearing option spe-
cialists and market-makers, the per-
centages of the daily market price of 
the underlying instrument shall be: 

(A) + (¥) 41⁄2% for major market for-
eign currencies; and 

(B) + 6(¥)8% for high-capitalization 
diversified indexes. 

(C) + (¥) 10% for a non-clearing mar-
ket-maker, or specialist in non-high 
capitalization diversified index product 
group. 

(v)(A) The broker or dealer shall mul-
tiply the corresponding theoretical 
gains and losses at each of the 10 equi-
distant valuation points by the number 
of positions held in a particular options 
series, the related instruments and 
qualified stock baskets within the op-
tion’s class, and the positions in the 
same underlying instrument. 

(B) In determining the aggregate 
profit or loss for each portfolio type, 
the broker or dealer will be allowed the 
following offsets in the following order, 
provided, that in the case of qualified 
stock baskets, the broker or dealer 
may elect to net individual stocks be-
tween qualified stock baskets and take 
the appropriate deduction on the re-
maining, if any, securities: 

(1) First, a broker or dealer is al-
lowed the following offsets within an 
option’s class: 

(i) Between options on the same un-
derlying instrument, positions cov-
ering the same underlying instrument, 
and related instruments within the op-
tion’s class, 100% of a position’s gain 
shall offset another position’s loss at 
the same valuation point; 

(ii) Between index options, related in-
struments within the option’s class, 
and qualified stock baskets on the 
same index, 95%, or such other amount 
as designated by the Commission, of 
gains shall offset losses at the same 
valuation point; 

(2) Second, a broker-dealer is allowed 
the following offsets within an index 
product group: 

(i) Among positions involving dif-
ferent high-capitalization diversified 
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index option classes within the same 
product group, 90% of the gain in a 
high-capitalization diversified market 
index option, related instruments, and 
qualified stock baskets within that 
index option’s class shall offset the loss 
at the same valuation point in a dif-
ferent high-capitalization diversified 
market index option, related instru-
ments, and qualified stock baskets 
within that index option’s class; 

(ii) Among positions involving dif-
ferent non-high-capitalization diversi-
fied index option classes within the 
same product group, 75% of the gain in 
a non-high-capitalization diversified 
market index option, related instru-
ments, and qualified stock baskets 
within that index option’s class shall 
offset the loss at the same valuation 
point in another non-high-capitaliza-
tion diversified market index option, 
related instruments, and qualified 
stock baskets within that index op-
tion’s class or product group; 

(iii) Among positions involving dif-
ferent narrow-based index option class-
es within the same product group, 90% 
of the gain in a narrow-based market 
index option, related instruments, and 
qualified stock baskets within that 
index option’s class shall offset the loss 
at the same valuation point in another 
narrow-based market index option, re-
lated instruments, and qualified stock 
baskets within that index option’s 
class or product group; 

(iv) No qualified stock basket should 
offset another qualified stock basket; 
and 

(3) Third, a broker-dealer is allowed 
the following offsets between product 
groups: Among positions involving dif-
ferent diversified index product groups 
within the same market group, 50% of 
the gain in a diversified market index 
option, a related instrument, or a 
qualified stock basket within that 
index option’s product group shall off-
set the loss at the same valuation 
point in another product group; 

(C) For each portfolio type, the total 
deduction shall be the larger of: 

(1) The amount for any of the 10 equi-
distant valuation points representing 
the largest theoretical loss after apply-
ing the offsets provided in paragraph 
(b)(1)(v)(B) if this section; or 

(2) A minimum charge equal to 25% 
times the multiplier for each equity 
and index option contract and each re-
lated instrument within the option’s 
class or product group, or $25 for each 
option on a major market foreign cur-
rency with the minimum charge for fu-
tures contracts and options on futures 
contracts adjusted for contract size dif-
ferentials, not to exceed market value 
in the case of long positions in options 
and options on futures contracts; plus 

(3) In the case of portfolio types in-
volving index options and related in-
struments offset by a qualified stock 
basket, there will be a minimum 
charge of 5% of the market value of the 
qualified stock basket for high-capital-
ization diversified and narrow-based in-
dexes; and 

(4) In the case of portfolio types in-
volving index options and related in-
struments offset by a qualified stock 
basket, there will be a minimum 
charge of 71⁄2% of the market value of 
the qualified stock basket for non- 
high-capitalization diversified indexes. 

ALTERNATIVE STRATEGY BASED METHOD 

(2) A broker or dealer may elect to 
apply the alternative strategy based 
method in accordance with the provi-
sions of this paragraph (b)(2). 

(i) Definitions. (A) The term intrinsic 
value or in-the-money amount shall 
mean the amount by which the exer-
cise value, in the case of a call, is less 
than the current market value of the 
underlying instrument, and, in the case 
of a put, is greater than the current 
market value of the underlying instru-
ment. 

(B) The term out-of-the-money amount 
shall mean the amount by which the 
exercise value, in the case of a call, is 
greater than the current market value 
of the underlying instrument, and, in 
the case of a put, is less than the cur-
rent market value of the underlying in-
strument. 

(C) The term time value shall mean 
the current market value of an option 
contract that is in excess of its intrin-
sic value. 

(ii) Every broker or dealer electing to 
calculate adjustments to net worth in 
accordance with the provisions of this 
paragraph (b)(2) must make the fol-
lowing adjustments to net worth: 
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(A) Add the time value of a short po-
sition in a listed option; and 

(B) Deduct the time value of a long 
position in a listed option, which re-
lates to a position in the same under-
lying instrument or in a related instru-
ment within the option class or prod-
uct group as recognized in the strate-
gies enumerated in paragraph 
(b)(2)(iii)(D) of this section; and 

(C) Add the net short market value 
or deduct the long market value of list-
ed options as recognized in the strate-
gies enumerated in paragraphs 
(b)(2)(iii)(E)(1) and (2) of this section. 

(iii) In computing net capital after 
the adjustments provided for in para-
graph (b)(2)(ii) of this section, every 
broker or dealer shall deduct the per-
centages specified in this paragraph 
(b)(2)(iii) for all listed option positions, 
positions covering the same underlying 
instrument and related instruments 
within the options’ class or product 
group. 

UNCOVERED CALLS 

(A) Where a broker or dealer is short 
a call, deducting the percentage re-
quired by paragraphs (c)(2)(vi) (A) 
through (K) of § 240.15c3–1 of the cur-
rent market value of the underlying in-
strument for such option reduced by its 
out-of-the-money amount, to the ex-
tent that such reduction does not oper-
ate to increase net capital. In no event 
shall this deduction be less than the 
greater of $250 for each short call op-
tion contract for 100 shares or 50% of 
the aforementioned percentage. 

UNCOVERED PUTS 

(B) Where a broker or dealer is short 
a put, deducting the percentage re-
quired by paragraphs (c)(2)(vi) (A) 
through (K) of § 240.15c3–1 of the cur-
rent market value of the underlying in-
strument for such option reduced by its 
out-of-the-money amount, to the ex-
tent that such reduction does not oper-
ate to increase net capital. In no event 
shall the deduction provided by this 
paragraph be less than the greater of 
$250 for each short put option contract 
for 100 shares or 50% of the aforemen-
tioned percentage. 

LONG POSITIONS 

(C) Where a broker or dealer is long 
puts or calls, deducting 50 percent of 
the market value of the net long put 
and call positions in the same options 
series. 

CERTAIN SECURITY POSITIONS WITH 
OFFSETTING OPTIONS 

(D)(1) Where a broker or dealer is 
long a put for which it has an offset-
ting long position in the same number 
of units of the same underlying instru-
ment, deducting the percentage re-
quired by paragraphs (c)(2)(vi) (A) 
through (K) of § 240.15c3–1 of the cur-
rent market value of the underlying in-
strument for the long offsetting posi-
tion, not to exceed the out-of-the- 
money amount of the option. In no 
event shall the deduction provided by 
this paragraph be less than $25 for each 
option contract for 100 shares, provided 
that the minimum charge need not ex-
ceed the intrinsic value of the option. 

(2) Where a broker or dealer is long a 
call for which it has an offsetting short 
position in the same number of units of 
the same underlying instrument, de-
ducting the percentage required by 
paragraphs (c)(2)(vi) (A) through (K) of 
§ 240.15c3–1 of the current market value 
of the underlying instrument for the 
short offsetting position, not to exceed 
the out-of-the-money amount of the 
option. In no event shall the deduction 
provided by this paragraph be less than 
$25 for each option contract for 100 
shares, provided that the minimum 
charge need not exceed the intrinsic 
value of the option. 

(3) Where a broker or dealer is short 
a call for which it has an offsetting 
long position in the same number of 
units of the same underlying instru-
ment, deducting the percentage re-
quired by paragraphs (c)(2)(vi) (A) 
through (K) of § 240.15c3–1 of the cur-
rent market value of the underlying in-
strument for the offsetting long posi-
tion reduced by the short call’s intrin-
sic value. In no event shall the deduc-
tion provided by this paragraph be less 
than $25 for each option contract for 
100 shares. 
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CERTAIN SPREAD POSITIONS 

(E)(1) Where a broker or dealer is 
short a listed call and is also long a 
listed call in the same class of options 
contracts and the long option expires 
on the same date as or subsequent to 
the short option, the deduction, after 
adjustments required in paragraph (b) 
of this section, shall be the amount by 
which the exercise value of the long 
call exceeds the exercise value of the 
short call. If the exercise value of the 
long call is less than or equal to the ex-
ercise value of the short call, no deduc-
tion is required. 

(2) Where a broker or dealer is short 
a listed put and is also long a listed put 
in the same class of options contracts 
and the long option expires on the 
same date as or subsequent to the short 
option, the deduction, after the adjust-
ments required in paragraph (b) of this 
section, shall be the amount by which 
the exercise value of the short put ex-
ceeds the exercise value of the long 
put. If the exercise value of the long 
put is equal to or greater than the ex-
ercise value of the short put, no deduc-
tion is required. 

(c) With respect to transactions in-
volving unlisted options, every broker 
or dealer shall determine the value of 
unlisted option positions in accordance 
with the provision of paragraph (c)(2)(i) 
of § 240.15c3–1, and shall deduct the per-
centages of all securities positions or 
unlisted options in the proprietary or 
other accounts of the broker or dealer 
specified in this paragraph (c). How-
ever, where computing the deduction 
required for a security position as if 
the security position had no related 
unlisted option position and positions 
in unlisted options as if uncovered 
would result in a lesser deduction from 
net worth, the broker or dealer may 
compute such deductions separately. 

UNCOVERED CALLS 

(1) Where a broker or dealer is short 
a call, deducting 15 percent (or such 
other percentage required by para-
graphs (c)(2)(vi) (A) through (K) of 
§ 240.15c3–1) of the current market 
value of the security underlying such 
option reduced by any excess of the ex-
ercise value of the call over the current 
market value of the underlying secu-

rity. In no event shall the deduction 
provided by this paragraph be less than 
$250 for each option contract for 100 
shares. 

UNCOVERED PUTS 

(2) Where a broker or dealer is short 
a put, deducting 15 percent (or such 
other percentage required by para-
graphs (c)(2)(vi) (A) through (K) of 
§ 240.15c3–1) of the current market 
value of the security underlying the 
option reduced by any excess of the 
market value of the underlying secu-
rity over the exercise value of the put. 
In no event shall the deduction pro-
vided by this paragraph be less than 
$250 for each option contract for 100 
shares. 

COVERED CALLS 

(3) Where a broker or dealer is short 
a call and long equivalent units of the 
underlying security, deducting 15 per-
cent (or such other percentage required 
by paragraphs (c)(2)(vi) (A) through (K) 
of § 240.15c3–1) of the current market 
value of the underlying security re-
duced by any excess of the current 
market value of the underlying secu-
rity over the exercise value of the call. 
No reduction under this paragraph 
shall have the effect of increasing net 
capital. 

COVERED PUTS 

(4) Where a broker or dealer is short 
a put and short equivalent units of the 
underlying security, deducting 15 per-
cent (or such other percentage required 
by paragraphs (c)(2)(vi) (A) through (K) 
of § 240.15c3–1) of the current market 
value of the underlying security re-
duced by any excess of the exercise 
value of the put over the market value 
of the underlying security. No such re-
duction shall have the effect of increas-
ing net capital. 

CONVERSION ACCOUNTS 

(5) Where a broker or dealer is long 
equivalent units of the underlying se-
curity, long a put written or endorsed 
by a broker or dealer and short a call 
in its proprietary or other accounts, 
deducting 5 percent (or 50 percent of 
such other percentage required by 
paragraphs (c)(2)(vi) (A) through (K) of 
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§ 240.15c3–1) of the current market 
value of the underlying security. 

(6) Where a broker or dealer is short 
equivalent units of the underlying se-
curity, long a call written or endorsed 
by a broker or dealer and short a put in 
his proprietary or other accounts, de-
ducting 5 percent (or 50 percent of such 
other percentage required by para-
graphs (c)(2)(vi) (A) through (K) of 
§ 240.15c3–1) of the market value of the 
underlying security. 

LONG OPTIONS 

(7) Where a broker or dealer is long a 
put or call endorsed or written by a 
broker or dealer, deducting 15 percent 
(or such other percentage required by 
paragraphs (c)(2)(vi) (A) through (K) of 
§ 240.15c3–1) of the market value of the 
underlying security, not to exceed any 
value attributed to such option in 
paragraph (c)(2)(i) of § 240.15c3–1. 

[62 FR 6481, Feb. 12, 1997, as amended at 78 
FR 51901, Aug. 21, 2013; 79 FR 1549, Jan. 8, 
2014] 

§ 240.15c3–1b Adjustments to net 
worth and aggregate indebtedness 
for certain commodities trans-
actions (appendix B to 17 CFR 
240.15c3–1). 

(a) Every broker or dealer in com-
puting net capital pursuant to 17 CFR 
240.15c3–1 shall comply with the fol-
lowing: 

(1) Where a broker or dealer has an 
asset or liability which is treated or 
defined in paragraph (c) of 17 CFR 
240.15c3–1, the inclusion or exclusion of 
all or part of such asset or liability for 
the computation of aggregate indebted-
ness and net capital shall be in accord-
ance with paragraph (c) of 17 CFR 
240.15c3–1, except as specifically pro-
vided otherwise in this appendix B. 
Where a commodity related asset or li-
ability is specifically treated or defined 
in 17 CFR 1.17 and is not generally or 
specifically treated or defined in 17 
CFR 240.15c3–1 or this appendix B, the 
inclusion or exclusion of all or part of 
such asset or liability for the computa-
tion of aggregate indebtedness and net 
capital shall be in accordance with 17 
CFR 1.17. 

AGGREGATE INDEBTEDNESS 

(2) The term aggregate indebtedness as 
defined in paragraph (c)(1) of this sec-
tion shall exclude with respect to com-
modity-related transactions: 

(i) Indebtedness arising in connection 
with an advance to a non-proprietary 
account when such indebtedness is ade-
quately collateralized by spot commod-
ities eligible for delivery on a contract 
market and when such spot commod-
ities are covered. 

(ii) Advances received by the broker 
or dealer against bills of lading issued 
in connection with the shipment of 
commodities sold by the broker or 
dealer; and 

(iii) Equity balances in the accounts 
of general partners. 

NET CAPITAL 

(3) In computing net capital as de-
fined in paragraph (c)(2) of this section, 
the net worth of a broker or dealer 
shall be adjusted as follows with re-
spect to commodity-related trans-
actions: 

(i) Unrealized profit or loss for certain 
commodities transactions. (A) Unrealized 
profits shall be added and unrealized 
losses shall be deducted in the com-
modities accounts of the broker or 
dealer, including unrealized profits and 
losses on fixed price commitments and 
forward contracts; and 

(B) The value attributed to any com-
modity option which is not traded on a 
contract market shall be the difference 
between the option’s strike price and 
the market value for the physical or 
futures contract which is the subject of 
the option. In the case of a long call 
commodity option, if the market value 
for the physical or futures contract 
which is the subject of the option is 
less than the strike price of the option, 
it shall be given no value. In the case 
of a long put commodity option, if the 
market value for the physical com-
modity or futures contract which is the 
subject of the option is more than the 
striking price of the option, it shall be 
given no value. 

(ii) Deduct any unsecured commodity 
futures or option account containing a 
ledger balance and open trades, the 
combination of which liquidates to a 
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deficit or containing a debit ledger bal-
ance only: Provided, however, Deficits 
or debit ledger balances in unsecured 
customers’, non-customers’ and propri-
etary accounts, which are the subject 
of calls for margin or other required 
deposits need not be deducted until the 
close of business on the business day 
following the date on which such def-
icit or debit ledger balance originated; 

(iii) Deduct all unsecured receivables, 
advances and loans except for: 

(A) Management fees receivable from 
commodity pools outstanding no 
longer than thirty (30) days from the 
date they are due; 

(B) Receivables from foreign clearing 
organizations; 

(C) Receivables from registered fu-
tures commission merchants or bro-
kers, resulting from commodity fu-
tures or option transactions, except 
those specifically excluded under para-
graph (3)(ii) of this appendix B. In the 
case of an introducing broker or an ap-
plicant for registration as an intro-
ducing broker, include 50 percent of the 
value of a guarantee or security de-
posit with a futures commission mer-
chant which carries or intends to carry 
accounts for the customers of the in-
troducing broker. 

(iv) Deduct all inventories (including 
work in process, finished goods, raw 
materials and inventories held for re-
sale) except for readily marketable 
spot commodities; or spot commodities 
which adequately collateralize indebt-
edness under paragraph (c)(7) of 17 CFR 
1.17; 

(v) Guarantee deposits with commod-
ities clearing organizations are not re-
quired to be deducted from net worth; 

(vi) Stock in commodities clearing 
organizations to the extent of its mar-
gin value is not required to be deducted 
from net worth; 

(vii) Deduct from net worth the 
amount by which any advances paid by 
the broker or dealer on cash com-
modity contracts and used in com-
puting net capital exceeds 95 percent of 
the market value of the commodities 
covered by such contracts. 

(viii) Do not include equity in the 
commodity accounts of partners in net 
worth. 

(ix) In the case of all inventory, fixed 
price commitments and forward con-

tracts, except for inventory and for-
ward contracts in the inter-bank mar-
ket in those foreign currencies which 
are purchased or sold for further deliv-
ery on or subject to the rules of a con-
tract market and covered by an open 
futures contract for which there will be 
no charge, deduct the applicable per-
centage of the net position specified 
below: 

(A) Inventory which is currently reg-
istered as deliverable on a contract 
market and covered by an open futures 
contract or by a commodity option on 
a physical—No charge. 

(B) Inventory which is covered by an 
open futures contract or commodity 
option—5% of the market value. 

(C) Inventory which is not covered— 
20% of the market value. 

(D) Fixed price commitments (open 
purchases and sales) and forward con-
tracts which are covered by an open fu-
tures contract or commodity option— 
10% of the market value. 

(E) Fixed price commitments (open 
purchases and sales) and forward con-
tracts which are not covered by an 
open futures contract or commodity 
option—20% of the market value. 

(x) Deduct 4% of the market value of 
commodity options granted (sold) by 
option customers on or subject to the 
rules of a contract market. 

(xi) [Reserved] 
(xii) Deduct for undermargined cus-

tomer commodity futures accounts the 
amount of funds required in each such 
account to meet maintenance margin 
requirements of the applicable board of 
trade or, if there are no such mainte-
nance margin requirements, clearing 
organization margin requirements ap-
plicable to such positions, after appli-
cation of calls for margin, or other re-
quired deposits which are outstanding 
three business days or less. If there are 
no such maintenance margin require-
ments or clearing organization margin 
requirements on such accounts, then 
deduct the amount of funds required to 
provide margin equal to the amount 
necessary after application of calls for 
margin, or other required deposits out-
standing three days or less to restore 
original margin when the original mar-
gin has been depleted by 50 percent or 
more. Provided, To the extent a deficit 
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is deducted from net worth in accord-
ance with paragraph (a)(3)(ii) of this 
appendix B, such amount shall not also 
be deducted under this paragraph 
(a)(3)(xii). In the event that an owner 
of a customer account has deposited an 
asset other than cash to margin, guar-
antee or secure his account, the value 
attributable to such asset for purposes 
of this paragraph shall be the lesser of 
(A) the value attributable to such asset 
pursuant to the margin rules of the ap-
plicable board of trade, or (B) the mar-
ket value of such asset after applica-
tion of the percentage deductions spec-
ified in paragraph (a)(3)(ix) of this ap-
pendix B or, where appropriate, speci-
fied in paragraph (c)(2)(vi) or (c)(2)(vii) 
of § 240.15c3–1 this chapter; 

(xiii) Deduct for undermargined non- 
customer and omnibus commodity fu-
tures accounts the amount of funds re-
quired in each such account to meet 
maintenance margin requirements of 
the applicable board of trade or, if 
there are no such maintenance margin 
requirements, clearing organization 
margin requirements applicable to 
such positions, after application of 
calls for margin, or other required de-
posits which are outstanding two busi-
ness days or less. If there are no such 
maintenance margin requirements or 
clearing organization margin require-
ments, then deduct the amount of 
funds required to provide margin equal 
to the amount necessary after applica-
tion of calls for margin, or other re-
quired deposits outstanding two days 
or less to restore original margin when 
the original margin has been depleted 
by 50 percent or more. Provided, To the 
extent a deficit is deducted from net 
worth in accordance with paragraph 
(a)(3)(ii) of this appendix B such 
amount shall not also be deducted 
under this paragraph (a)(3)(xiii). In the 
event that an owner of a non-customer 
or omnibus account has deposited an 
asset other than cash to margin, guar-
antee or secure his account, the value 
attributable to such asset for purposes 
of this paragraph shall be the lesser of 
(A) the value attributable to such asset 
pursuant to the margin rules of the ap-
plicable board of trade, or (B) the mar-
ket value of such asset after applica-
tion of the percentage deductions spec-
ified in paragraph (a)(3)(ix) of this ap-

pendix B or, where appropriate, speci-
fied in paragraph (c)(2)(vi) or (c)(2)(vii) 
of § 240.15c3–1 of this chapter; 

(xiv) In the case of open futures con-
tracts and granted (sold) commodity 
options held in proprietary accounts 
carried by the broker or dealer which 
are not covered by a position held by 
the broker or dealer or which are not 
the result of a ‘‘changer trade made in 
accordance with the rules of a contract 
market, deduct: 

(A) For a broker or dealer which is a 
clearing member of a contract market 
for the positions on such contract mar-
ket cleared by such member, the appli-
cable margin requirement of the appli-
cable clearing organization; 

(B) For a broker or dealer which is a 
member of a self-regulatory organiza-
tion 150% of the applicable mainte-
nance margin requirement of the appli-
cable board of trade or clearing organi-
zation, whichever is greater; or 

(C) For all other brokers or dealers, 
200% of the applicable maintenance 
margin requirement of the applicable 
board of trade or clearing organization, 
whichever is greater; or 

(D) For open contracts or granted 
(sold) commodity options for which 
there are no applicable maintenance 
margin requirements, 200% of the ap-
plicable initial margin requirement; 

Provided, the equity in any such pro-
prietary account shall reduce the de-
duction required by this paragraph 
(a)(3)(xiv) if such equity is not other-
wise includable in net capital. 

(xv) In the case of a broker or dealer 
which is a purchaser of a commodity 
option which is traded on a contract 
market the deduction shall be the same 
safety factor as if the broker or dealer 
were the grantor of such option in ac-
cordance with paragraph (a)(3)(xiv), but 
in no event shall the safety factor be 
greater than the market value attrib-
uted to such option. 

(xvi) In the case of a broker or dealer 
which is a purchaser of a commodity 
option not traded on a contract market 
which has value and such value is used 
to increase net capital, the deduction 
is ten percent of the market value of 
the physical or futures contract which 
is the subject of such option but in no 
event more than the value attributed 
to such option. 
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(xvii) Deduction 5% of all unsecured 
receivables includable under paragraph 
(a)(3)(iii)(C) of this appendix B used by 
the broker or dealer in computing ‘‘net 
capital’’ and which are not receivable 
from (A) a futures commission mer-
chant registered as such with the Com-
modity Futures Trading Commission, 
or (B) a broker or dealer which is reg-
istered as such with the Securities and 
Exchange Commission. 

(xviii) A loan or advance or any other 
form of receivable shall not be consid-
ered ‘‘secured’’ for the purposes of 
paragraph (a)(3) of this appendix B un-
less the following conditions exist: 

(A) The receivable is secured by read-
ily marketable collateral which is oth-
erwise unencumbered and which can be 
readily converted into cash: Provided, 
however, That the receivable will be 
considered secured only to the extent 
of the market value of such collateral 
after application of the percentage de-
ductions specified in paragraph 
(a)(3)(ix) of this appendix B; and 

(B)(1) The readily marketable collat-
eral is in the possession or control of 
the broker or dealer; or 

(2) The broker or dealer has a legally 
enforceable, written security agree-
ment, signed by the debtor, and has a 
perfected security interest in the read-
ily marketable collateral within the 
meaning of the laws of the State in 
which the readily marketable collat-
eral is located. 

(xix) The term cover for purposes of 
this appendix B shall mean cover as de-
fined in 17 CFR 1.17(j). 

(xx) The term customer for purposes 
of this Appendix B shall mean cus-
tomer as defined in 17 CFR 1.17(b)(2). 
The term ‘‘non-customer’’ for purposes 
of this appendix B shall mean non-cus-
tomer as defined in 17 CFR 1.17(b)(4). 

(Secs. 15(c)(3), 17(a) and 23(a), 15 U.S.C. 
78o(c)(3), 78q(a), and 78w(a)) 

[44 FR 34886, June 15, 1979, as amended at 46 
FR 37041, July 17, 1981; 49 FR 31848, Aug. 9, 
1984] 

§ 240.15c3–1c Consolidated computa-
tions of net capital and aggregate 
indebtedness for certain subsidi-
aries and affiliates (appendix C to 
17 CFR 240.15c3–1). 

(a) Flow through capital benefits. 
Every broker or dealer in computing 

its net capital and aggregate indebted-
ness pursuant to 17 CFR 240.15c3–1 
shall, subject to the provisions of para-
graphs (b) and (d) of this appendix, con-
solidate in a single computation assets 
and liabilities of any subsidiary or af-
filiate for which it guarantees, en-
dorses or assumes directly or indirectly 
the obligations or liabilities. The as-
sets and liabilities of a subsidiary or 
affiliate whose liabilities and obliga-
tions have not been guaranteed, en-
dorsed, or assumed directly or indi-
rectly by the broker or dealer may also 
be so consolidated if an opinion of 
counsel is obtained as provided for in 
paragraph (b) of this section. 

(b) Required counsel opinions. (1) If the 
consolidation, provided for in para-
graph (a) of this section, of any such 
subsidiary or affiliate results in the in-
crease of the broker’s or dealers’s net 
capital and/or the decrease of the bro-
ker’s or dealer’s minimum net capital 
requirement under paragraph (a) of 
§ 240.15c3–1 and an opinion of counsel 
described in paragraph (b)(2) of this 
section has not been obtained, such 
benefits shall not be recognized in the 
broker’s or dealer’s computation re-
quired by this section. 

(2) Except as provided for in para-
graph (b)(1) of this section, consolida-
tion shall be permitted with respect to 
any subsidiaries or affiliates which are 
majority owned and controlled by the 
broker or dealer for which the broker 
or dealer can demonstrate to the satis-
faction of the Commission, through the 
Examining Authority, by an opinion of 
counsel that the net asset values, or 
the portion thereof related to the par-
ent’s ownership interest in the sub-
sidiary or affiliate may be caused by 
the broker or dealer or a trustee ap-
pointed pursuant to the Securities In-
vestor Protection Act of 1970 or other-
wise, to be distributed to the broker or 
dealer within 30 calendar days. Such 
opinion shall also set forth the actions 
necessary to cause such a distribution 
to be made, identify the parties having 
the authority to take such actions, 
identify and describe the rights of 
other parties or classes of parties, in-
cluding but not limited to customers, 
general creditors, subordinated lenders, 
minority shareholders, employees, liti-
gants and governmental or regulatory 
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authorities, who may delay or prevent 
such a distribution and such other as-
surances as the Commission or the Ex-
amining Authority by rule or interpre-
tation may require. Such opinion shall 
be current and periodically renewed in 
connection with the broker’s or deal-
er’s annual audit pursuant to 17 CFR 
240.17a–5 under the Securities Exchange 
Act of 1934 or upon any material 
change in circumstances. 

(c) Principles of consolidation. In pre-
paring a consolidated computation of 
net capital and/or aggregate indebted-
ness pursuant to this section, the fol-
lowing minimum and non-exclusive re-
quirements shall be observed: 

(1) Consolidated net worth shall be 
reduced by the estimated amount of 
any tax reasonably anticipated to be 
incurred upon distribution of the assets 
of the subsidiary or affiliate. 

(2) Liabilities of a consolidated sub-
sidiary or affiliate which are subordi-
nated to the claims of present and fu-
ture creditors pursuant to a satisfac-
tory subordination agreement shall not 
be added to consolidated net worth un-
less such subordination extends also to 
the claims of present or future credi-
tors of the parent broker or dealer and 
all consolidated subsidiaries. 

(3) Subordinated liabilities of a con-
solidated subsidiary or affiliate which 
are consolidated in accordance with 
paragraph (c)(2) of this section may not 
be prepaid, repaid or accelerated if any 
of the entities included in such consoli-
dation would otherwise be unable to 
comply with the provisions of Appendix 
(D), 17 CFR 240.15c3–1d. 

(4) Each broker or dealer included 
within the consolidation shall at all 
times be in compliance with the net 
capital requirement to which it is sub-
ject. 

(d) Certain precluded acts. No broker 
or dealer shall guarantee, endorse or 
assume directly or indirectly any obli-
gation or liability of a subsidiary or af-
filiate unless the obligation or liability 
is reflected in the computation of net 
capital and/or aggregate indebtedness 
pursuant to 17 CFR 240.15c3–1 or this 
appendix (C), except as provided in 
paragraph (b)(1) of this section. 

[40 FR 29808, July 16, 1975, as amended at 57 
FR 56988, Dec. 2, 1992] 

§ 240.15c3–1d Satisfactory Subordina-
tion Agreements (Appendix D to 17 
CFR 240.15c3–1). 

(a) Introduction. (1) This appendix 
sets forth minimum and non-exclusive 
requirements for satisfactory subordi-
nation agreements (hereinafter ‘‘sub-
ordination agreement’’). The Exam-
ining Authority may require or the 
broker or dealer may include such 
other provisions as deemed necessary 
or appropriate to the extent such pro-
visions do not cause the subordination 
agreement to fail to meet the min-
imum requirements of this Appendix 
(D). 

(2) Certain definitions. For purposes of 
17 CFR 240.15c3–1 and this Appendix 
(D): 

(i) A subordination agreement may 
be either a subordinated loan agree-
ment or a secured demand note agree-
ment. 

(ii) The term subordinated loan agree-
ment shall mean the agreement or 
agreements evidencing or governing a 
subordinated borrowing of cash. 

(iii) The term collateral value of any 
securities pledged to secure a secured 
demand note shall mean the market 
value of such securities after giving ef-
fect to the percentage deductions set 
forth in paragraph (c)(2)(vi) of 
§ 240.15c3–1 except for paragraph 
(c)(2)(vi)(J). In lieu of the deduction 
under (c)(2)(vi)(J), the broker or dealer 
shall reduce the market value of the 
securities pledged to secure the secured 
demand note by 30 percent. 

(iv) The term payment obligation shall 
mean the obligation of a broker or 
dealer in respect to any subordination 
agreement (A) to repay cash loaned to 
the broker or dealer pursuant to a sub-
ordinated loan agreement or (B) to re-
turn a secured demand note contrib-
uted to the broker or dealer or reduce 
the unpaid principal amount thereof 
and to return cash or securities pledged 
as collateral to secure the secured de-
mand note and (C) ‘‘Payment’’ shall 
mean the performance by a broker or 
dealer of a Payment Obligation. 

(v)(A) The term secured demand note 
agreement shall mean an agreement (in-
cluding the related secured demand 
note) evidencing or governing the con-
tribution of a secured demand note to a 
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broker or dealer and the pledge of secu-
rities and/or cash with the broker or 
dealer as collateral to secure payment 
of such secured demand note. The se-
cured demand note agreement may pro-
vide that neither the lender, his heirs, 
executors, administrators or assigns 
shall be personally liable on such note 
and that in the event of default the 
broker or dealer shall look for payment 
of such note solely to the collateral 
then pledged to secure the same. 

(B) The secured demand note shall be 
a promissory note executed by the 
lender and shall be payable on the de-
mand of the broker or dealer to which 
it is contributed; provided, however, 
that the making of such demand may 
be conditioned upon the occurrence of 
any of certain events which are accept-
able to the Commission and to the Ex-
amining Authority for such broker or 
dealer. 

(C) If such note is not paid upon pre-
sentment and demand as provided for 
therein, the broker or dealer shall have 
the right to liquidate all or any part of 
the securities then pledged as collat-
eral to secure payment of the same and 
to apply the net proceeds of such liq-
uidation, together with any cash then 
included in the collateral, in payment 
of such note. Subject to the prior 
rights of the broker or dealer as pledg-
ee, the lender, as defined herein, may 
retain ownership of the collateral and 
have the benefit of any increases and 
bear the risks of any decreases in the 
value of the collateral and may retain 
the right to vote securities contained 
within the collateral and any right to 
income therefrom or distributions 
thereon, except the broker or dealer 
shall have the right to receive and hold 
as pledgee all dividends payable in se-
curities and all partial and complete 
liquidating dividends. 

(D) Subject to the prior rights of the 
broker or dealer as pledgee, the lender 
may have the right to direct the sale of 
any securities included in the collat-
eral, to direct the purchases of securi-
ties with any cash included therein, to 
withdraw excess collateral or to sub-
stitute cash or other securities as col-
lateral, provided that the net proceeds 
of any such sale and the cash so sub-
stituted and the securities so pur-
chased or substituted are held by the 

broker or dealer, as pledgee, and are in-
cluded within the collateral to secure 
payment of the secured demand note, 
and provided further that no such 
transaction shall be permitted if, after 
giving effect thereto, the sum of the 
amount of any cash, plus the Collateral 
Value of the securities, then pledged as 
collateral to secure the secured de-
mand note would be less than the un-
paid principal amount of the secured 
demand note. 

(E) Upon payment by the lender, as 
distinguished from a reduction by the 
lender which is provided for in 
(b)(6)(iii) or reduction by the broker or 
dealer as provided for in subparagraph 
(b)(7) of this appendix (D), of all or any 
part of the unpaid principal amount of 
the secured demand note, a broker or 
dealer shall issue to the lender a subor-
dinated loan agreement in the amount 
of such payment (or in the case of a 
broker or dealer that is a partnership 
credit a capital account of the lender) 
or issue preferred or common stock of 
the broker or dealer in the amount of 
such payment, or any combination of 
the foregoing, as provided for in the se-
cured demand note agreement. 

(F) The term lender shall mean the 
person who lends cash to a broker or 
dealer pursuant to a subordinated loan 
agreement and the person who contrib-
utes a secured demand note to a broker 
or dealer pursuant to a secured demand 
note agreement. 

(b) Minimum requirements for subordi-
nation agreements. (1) Subject to para-
graph (a) of this section, a subordina-
tion agreement shall mean a written 
agreement between the broker or deal-
er and the lender, which (i) has a min-
imum term of one year, except for tem-
porary subordination agreements pro-
vided for in paragraph (c)(5) of this ap-
pendix (D), and (ii) is a valid and bind-
ing obligation enforceable in accord-
ance with its terms (subject as to en-
forcement to applicable bankruptcy, 
insolvency, reorganization, morato-
rium and other similar laws) against 
the broker or dealer and the lender and 
their respective heirs, executors, ad-
ministrators, successors and assigns. 

(2) Specific amount. All subordination 
agreements shall be for a specific dol-
lar amount which shall not be reduced 
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for the duration of the agreement ex-
cept by installments as specifically 
provided for therein and except as oth-
erwise provided in this appendix (D). 

(3) Effective subordination. The subor-
dination agreement shall effectively 
subordinate any right of the lender to 
receive any Payment with respect 
thereto, together with accrued interest 
or compensation, to the prior payment 
or provision for payment in full of all 
claims of all present and future credi-
tors of the broker or dealer arising out 
of any matter occurring prior to the 
date on which the related Payment Ob-
ligation matures consistent with the 
provisions of 17 CFR 240.15c3–1 and 
240.15c3–1d, except for claims which are 
the subject of subordination agree-
ments which rank on the same priority 
as or junior to the claim of the lender 
under such subordination agreements. 

(4) Proceeds of subordinated loan agree-
ments. The subordinated loan agree-
ment shall provide that the cash pro-
ceeds thereof shall be used and dealt 
with by the broker or dealer as part of 
its capital and shall be subject to the 
risks of the business. 

(5) Certain rights of the broker or deal-
er. The subordination agreement shall 
provide that the broker or dealer shall 
have the right to: 

(i) Deposit any cash proceeds of a 
subordinated loan agreement and any 
cash pledged as collateral to secure a 
secured demand note in an account or 
accounts in its own name in any bank 
or trust company; 

(ii) Pledge, repledge, hypothecate and 
rehypothecate, any or all of the securi-
ties pledged as collateral to secure a 
secured demand note, without notice, 
separately or in common with other se-
curities or property for the purpose of 
securing any indebtedness of the 
broker or dealer; and 

(iii) Lend to itself or others any or 
all of the securities and cash pledged as 
collateral to secure a secured demand 
note. 

(6) Collateral for secured demand notes. 
Only cash and securities which are 
fully paid for and which may be pub-
licly offered or sold without registra-
tion under the Securities Act of 1933, 
and the offer, sale and transfer of 
which are not otherwise restricted, 
may be pledged as collateral to secure 

a secured demand note. The secured de-
mand note agreement shall provide 
that if at any time the sum of the 
amount of any cash, plus the Collateral 
Value of any securities, then pledged as 
collateral to secure the secured de-
mand note is less than the unpaid prin-
cipal amount of the secured demand 
note, the broker or dealer must imme-
diately transmit written notice to that 
effect to the lender and the Examining 
Authority for such broker or dealer. 
The secured demand note agreement 
shall also require that following such 
transmittal: 

(i) The lender, prior to noon of the 
business day next succeeding the trans-
mittal of such notice, may pledge as 
collateral additional cash or securities 
sufficient, after giving effect to such 
pledge, to bring the sum of the amount 
of any cash plus the Collateral Value of 
any securities, then pledged as collat-
eral to secure the secured demand note, 
up to an amount not less than the un-
paid principal amount of the secured 
demand note; and 

(ii) Unless additional cash or securi-
ties are pledged by the lender as pro-
vided in paragraph (b)(6)(i) of this sec-
tion, the broker or dealer at noon on 
the business day next succeeding the 
transmittal of notice to the lender 
must commence sale, for the account 
of the lender, of such of the securities 
then pledged as collateral to secure the 
secured demand note and apply so 
much of the net proceeds thereof, to-
gether with such of the cash then 
pledged as collateral to secure the se-
cured demand note as may be nec-
essary to eliminate the unpaid prin-
cipal amount of the secured demand 
note; Provided, however, That the un-
paid principal amount of the secured 
demand note need not be reduced below 
the sum of the amount of any remain-
ing cash, plus the Collateral Value of 
the remaining securities, then pledged 
as collateral to secure the secured de-
mand note. The broker or dealer may 
not purchase for its own account any 
securities subject to such a sale. 

(iii) The secured demand note agree-
ment also may provide that, in lieu of 
the procedures specified in the provi-
sions required by paragraph (b)(6)(ii) of 
this section, the lender with the prior 
written consent of the broker or dealer 
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and the Examining Authority for the 
broker or dealer may reduce the unpaid 
principal amount of the secured de-
mand note. After giving effect to such 
reduction, the aggregate indebtedness 
of the broker or dealer may not exceed 
1000 percent of its net capital or, in the 
case of a broker or dealer operating 
pursuant to paragraph (a)(1)(ii) of 
§ 240.15c3–1, net capital may not be less 
than 5 percent of aggregate debit items 
computed in accordance with § 240.15c3– 
3a, or, if registered as a futures com-
mission merchant, 7 percent of the 
funds required to be segregated pursu-
ant to the Commodity Exchange Act 
and the regulations thereunder (less 
the market value of commodity op-
tions purchased by option customers 
subject to the rules of a contract mar-
ket, each such deduction not to exceed 
the amount of funds in the option cus-
tomer’s account), if greater. No single 
secured demand note shall be per-
mitted to be reduced by more than 15 
percent of its original principal 
amount and after such reduction no ex-
cess collateral may be withdrawn. No 
Examining Authority shall consent to 
a reduction of the principal amount of 
a secured demand note if, after giving 
effect to such reduction, net capital 
would be less than 120 percent of the 
minimum dollar amount required by 
§ 240.15c3–1. 

Permissive Prepayments 

(7) A broker or dealer at its option 
but not at the option of the lender 
may, if the subordination agreement so 
provides, make a Payment of all or any 
portion of the Payment Obligation 
thereunder prior to the scheduled ma-
turity date of such Payment Obligation 
(hereinafter referred to as a ‘‘Prepay-
ment’’), but in no event may any Pre-
payment be made before the expiration 
of one year from the date such subordi-
nation agreement became effective. 
This restriction shall not apply to tem-
porary subordination agreements that 
comply with the provisions of para-
graph (c)(5) of this appendix D. No Pre-
payment shall be made, if, after giving 
effect thereto (and to all Payments of 
Payment Obligations under any other 
subordinated agreements then out-
standing the maturity or accelerated 
maturities of which are scheduled to 

fall due within six months after the 
date such Prepayment is to occur pur-
suant to this provision or on or prior to 
the date on which the Payment Obliga-
tion in respect of such Prepayment is 
scheduled to mature disregarding this 
provision, whichever date is earlier) 
without reference to any projected 
profit or loss of the broker or dealer, 
either aggregate indebtedness of the 
broker or dealer would exceed 1000 per-
cent of its net capital or its net capital 
would be less than 120 percent of the 
minimum dollar amount required by 
§ 240.15c3–1 or, in the case of a broker or 
dealer operating pursuant to paragraph 
(a)(1)(ii) of § 240.15c3–1, its net capital 
would be less than 5 percent of its ag-
gregate debit items computed in ac-
cordance with § 240.15c3–3a, or if reg-
istered as a futures commission mer-
chant, 7 percent of the funds required 
to be segregated pursuant to the Com-
modity Exchange Act and the regula-
tions thereunder (less the market value 
of commodity options purchased by op-
tion customers subject to the rules of a 
contract market, each such deduction 
not to exceed the amount of funds in 
the option customer’s account), if 
greater, or its net capital would be less 
than 120 percent of the minimum dollar 
amount required by paragraph (a)(1)(ii) 
of § 240.15c3–1. Notwithstanding the 
above, no Prepayment shall occur 
without the prior written approval of 
the Examining Authority for such 
broker or dealer. 

Suspended Repayment 

(8)(i) The Payment Obligation of the 
broker or dealer in respect of any sub-
ordination agreement shall be sus-
pended and shall not mature if, after 
giving effect to Payment of such Pay-
ment Obligation (and to all Payments 
of Payment Obligations of such broker 
or dealer under any other subordina-
tion agreement(s) then outstanding 
that are scheduled to mature on or be-
fore such Payment Obligation) either 
(A) the aggregate indebtedness of the 
broker or dealer would exceed 1200 per-
cent of its net capital, or in the case of 
a broker or dealer operating pursuant 
to paragraph (a)(1)(ii) of § 240.15c3–1, its 
net capital would be less than 5 percent 
of aggregate debit items computed in 
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accordance with § 240.15c3–3a or, if reg-
istered as a futures commission mer-
chant, 6 percent of the funds required 
to be segregated pursuant to the Com-
modity Exchange Act and the regula-
tions thereunder (less the market value 
of commodity options purchased by op-
tion customers on or subject to the 
rules of a contract market, each such 
deduction not to exceed the amount of 
funds in the option customer’s ac-
count), if greater, or (B) its net capital 
would be less than 120 percent of the 
minimum dollar amount required by 
§ 240.15c3–1 including paragraph 
(a)(1)(ii), if applicable. The subordina-
tion agreement may provide that if the 
Payment Obligation of the broker or 
dealer thereunder does not mature and 
is suspended as a result of the require-
ment of this paragraph (b)(8) for a pe-
riod of not less than six months, the 
broker or dealer shall thereupon com-
mence the rapid and orderly liquida-
tion of its business, but the right of the 
lender to receive Payment, together 
with accrued interest or compensation, 
shall remain subordinate as required 
by the provisions of § 240.15c3–1 and 
§ 240.15c3–1d. 

(9) Accelerated maturity-obligation to 
repay to remain subordinate. (i) Subject 
to the provisions of paragraph (b)(8) of 
this appendix, a subordination agree-
ment may provide that the lender may, 
upon prior written notice to the broker 
or dealer and the Examining Authority 
given not earlier than six months after 
the effective date of such subordination 
agreement, accelerate the date on 
which the Payment Obligation of the 
broker or dealer, together with accrued 
interest or compensation, is scheduled 
to mature to a date not earlier than six 
months after the giving of such notice, 
but the right of the lender to receive 
Payment, together with accrued inter-
est or compensation, shall remain sub-
ordinate as required by the provisions 
of 17 CFR 240.15c3–1 and 240.15c3–1d. 

(ii) Notwithstanding the provisions of 
paragraph (b)(8) of this appendix, the 
Payment Obligation of the broker or 
dealer with respect to a subordination 
agreement, together with accrued in-
terest and compensation, shall mature 
in the event of any receivership, insol-
vency, liquidation pursuant to the Se-
curities Investor Protection Act of 1970 

or otherwise, bankruptcy, assignment 
for the benefit of creditors, reorganiza-
tion whether or not pursuant to the 
bankruptcy laws, or any other mar-
shalling of the assets and liabilities of 
the broker or dealer but the right of 
the lender to receive Payment, to-
gether with accrued interest or com-
pensation, shall remain subordinate as 
required by the provisions of 17 CFR 
240.15c3–1 and 240.15c3–1d. 

(10)(i) Accelerated maturity of subordi-
nation agreements on event of default and 
event of acceleration—obligation to repay 
to remain subordinate. A subordination 
agreement may provide that the lender 
may, upon prior written notice to the 
broker or dealer and the Examining 
Authority of the broker or dealer of 
the occurrence of any Event of Accel-
eration (as hereinafter defined) given 
no sooner than six months after the ef-
fective date of such subordination 
agreement, accelerate the date on 
which the Payment Obligation of the 
broker or dealer, together with accrued 
interest or compensation, is scheduled 
to mature, to the last business day of a 
calendar month which is not less than 
six months after notice of acceleration 
is received by the broker or dealer and 
the Examining Authority for the 
broker or dealer. Any subordination 
agreement containing such Events of 
Acceleration may also provide, that if 
upon such accelerated maturity date 
the Payment Obligation of the broker 
or dealer is suspended as required by 
paragraph (b)(8) of this appendix (D) 
and liquidation of the broker or dealer 
has not commenced on or prior to such 
accelerated maturity date, then not-
withstanding paragraph (b)(8) of this 
appendix the Payment Obligation of 
the broker or dealer with respect to 
such subordination agreement shall 
mature on the day immediately fol-
lowing such accelerated maturity date 
and in any such event the Payment Ob-
ligations of the broker or dealer with 
respect to all other subordination 
agreements then outstanding shall also 
mature at the same time but the rights 
of the respective lenders to receive 
Payment, together with accrued inter-
est or compensation, shall remain sub-
ordinate as required by the provisions 
of this Appendix (D). Events of Accel-
eration which may be included in a 
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subordination agreement complying 
with this paragraph (b)(10) shall be lim-
ited to: 

(A) Failure to pay interest or any in-
stallment of principal on a subordina-
tion agreement as scheduled; 

(B) Failure to pay when due other 
money obligations of a specified mate-
rial amount; 

(C) Discovery that any material, 
specified representation or warranty of 
the broker or dealer which is included 
in the subordination agreement and on 
which the subordination agreement 
was based or continued was inaccurate 
in a material respect at the time made; 

(D) Any specified and clearly measur-
able event which is included in the sub-
ordination agreement and which the 
lender and the broker or dealer agree 
(1) is a significant indication that the 
financial position of the broker or deal-
er has changed materially and ad-
versely from agreed upon specified 
norms or (2) could materially and ad-
versely affect the ability of the broker 
or dealer to conduct its business as 
conducted on the date the subordina-
tion agreement was made; or (3) is a 
significant change in the senior man-
agement of the broker or dealer or in 
the general business conducted by the 
broker or dealer from that which ob-
tained on the date the subordination 
agreement became effective; 

(E) Any continued failure to perform 
agreed covenants included in the subor-
dination agreement relating to the 
conduct of the business of the broker 
or dealer or relating to the mainte-
nance and reporting of its financial po-
sition; and 

(ii) Notwithstanding the provisions of 
paragraph (b)(8) of this appendix, a sub-
ordination agreement may provide 
that, if liquidation of the business of 
the broker or dealer has not already 
commenced, the Payment Obligation of 
the broker or dealer shall mature, to-
gether with accrued interest or com-
pensation, upon the occurrence of an 
Event of Default (as hereinafter de-
fined). Such agreement may also pro-
vide that, if liquidation of the business 
of the broker or dealer has not already 
commenced, the rapid and orderly liq-
uidation of the business of the broker 
or dealer shall then commence upon 
the happening of an Event of Default. 

Any subordination agreement which so 
provides for maturity of the Payment 
Obligation upon the occurrence of an 
Event of Default shall also provide that 
the date on which such Event of De-
fault occurs shall, if liquidation of the 
broker or dealer has not already com-
menced, be the date on which the Pay-
ment Obligations of the broker or deal-
er with respect to all other subordina-
tion agreements then outstanding shall 
mature but the rights of the respective 
lenders to receive Payment, together 
with accrued interest or compensation, 
shall remain subordinate as required 
by the provisions of this Appendix (D). 
Events of Default which may be in-
cluded in a subordination agreement 
shall be limited to: 

(A) The making of an application by 
the Securities Investor Protection Cor-
poration for a decree adjudicating that 
customers of the broker or dealer are 
in need of protection under the Securi-
ties Investor Protection Act of 1970 and 
the failure of the broker or dealer to 
obtain the dismissal of such applica-
tion within 30 days; 

(B) The aggregate indebtedness of the 
broker or dealer exceeding 1500 percent 
of its net capital or, in the case of a 
broker or dealer that has elected to op-
erate under paragraph (a)(1)(ii) of 
§ 240.15c3–1, its net capital computed in 
accordance therewith is less than 2 per-
cent of its aggregate debit items com-
puted in accordance with § 240.15c3–3a 
or, if registered as a futures commis-
sion merchant, 4 percent of the funds 
required to be segregated pursuant to 
the Commodity Exchange Act and the 
regulations thereunder (less the mar-
ket value of commodity options pur-
chased by option customers on or sub-
ject to the rules of a contract market, 
each such deduction not to exceed the 
amount of funds in the option cus-
tomer’s account), if greater, through-
out a period of 15 consecutive business 
days, commencing on the day the 
broker or dealer first determines and 
notifies the Examining Authority for 
the broker or dealer, or the Examining 
Authority or the Commission first de-
termines and notifies the broker or 
dealer of such fact; 

(C) The Commission shall revoke the 
registration of the broker or dealer; 
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(D) The Examining Authority shall 
suspend (and not reinstate within 10 
days) or revoke the broker’s or dealer’s 
status as a member thereof; 

(E) Any receivership, insolvency, liq-
uidation pursuant to the Securities In-
vestor Protection Act of 1970 or other-
wise, bankruptcy, assignment for the 
benefit of creditors, reorganization 
whether or not pursuant to bankruptcy 
laws, or any other marshalling of the 
assets and liabilities of the broker or 
dealer. 
A subordination agreement which con-
tains any of the provisions permitted 
by this paragraph (b)(10) shall not con-
tain the provision otherwise permitted 
by clause (i) of paragraph (b)(9). 

BROKERS AND DEALERS CARRYING THE 
ACCOUNTS OF SPECIALISTS AND MAR-
KET MAKERS IN LISTED OPTIONS 

(11) A subordination agreement 
which becomes effective on or after Au-
gust 1, 1977 in favor of a broker or deal-
er who guarantees, endorses, carries or 
clears specialist or market maker 
transactions in options listed on a na-
tional securities exchange or facility of 
a national securities association shall 
provide that reduction, prepayment or 
repayment of the unpaid principal 
amount thereof, pursuant to those 
terms of the agreement required or per-
mitted by paragraphs (b)(6)(iii), (b)(7), 
or (b)(8)(i) of this section, shall not 
occur in contravention of paragraphs 
(a)(6)(v), (a)(7)(iv), or (c)(2)(x)(B)(1) of 
§ 240.15c3–1 insofar as they apply to 
such broker or dealer. 

(c) Miscellaneous Provisions—(1) Pro-
hibited Cancellation. The subordination 
agreement shall not be subject to can-
cellation by either party; no Payment 
shall be made with respect thereto and 
the agreement shall not be terminated, 
rescinded or modified by mutual con-
sent or otherwise if the effect thereof 
would be inconsistent with the require-
ments of 17 CFR 240.15c3–1 and 240.15c3– 
1d. 

(2) Every broker or dealer shall im-
mediately notify the Examining Au-
thority for such broker or dealer if, 
after giving effect to all Payments of 
Payment Obligations under subordina-
tion agreements then outstanding that 
are then due or mature within the fol-
lowing six months without reference to 

any projected profit or loss of the 
broker or dealer either the aggregate 
indebtedness of the broker or dealer 
would exceed 1200 percent of its net 
capital or its net capital would be less 
than 120 percent of the minimum dollar 
amount required by § 240.15c3–1, or, in 
the case of a broker or dealer operating 
pursuant to paragraph (a)(1)(ii) of 
§ 240.15c3–1, its net capital would be less 
than 5 percent of aggregate debit items 
computed in accordance with § 240.15c3– 
3a, or, if registered as a futures com-
mission merchant, 6 percent of the 
funds required to be segregated pursu-
ant to the Commodity Exchange Act 
and the regulations thereunder (less 
the market value of commodity op-
tions purchased by option customers 
on or subject to the rules of a contract 
market, each such deduction not to ex-
ceed the amount of funds in the option 
customer’s account), if greater, or less 
than 120 percent of the minimum dollar 
amount required by paragraph (a)(1)(ii) 
of § 240.15c3–1. 

(3) Certain legends. If all the provi-
sions of a satisfactory subordination 
agreement do not appear in a single in-
strument, then the debenture or other 
evidence of indebtedness shall bear on 
its face an appropriate legend stating 
that it is issued subject to the provi-
sions of a satisfactory subordination 
agreement which shall be adequately 
referred to and incorporated by ref-
erence. 

(4) Legal title to securities. All securi-
ties pledged as collateral to secure a 
secured demand note must be in bearer 
form, or registered in the name of the 
broker or dealer or the name of its 
nominee or custodian. 

Temporary and Revolving Subordination 
Agreements 

(5)(i) For the purpose of enabling a 
broker or dealer to participate as an 
underwriter of securities or other ex-
traordinary activities in compliance 
with the net capital requirements of 
§ 240.15c3–1, a broker or dealer shall be 
permitted, on no more than three occa-
sions in any 12 month period, to enter 
into a subordination agreement on a 
temporary basis that has a stated term 
of no more than 45 days from the date 
such subordination agreement became 
effective. This temporary relief shall 
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not apply to a broker or dealer if, with-
in the preceding thirty calendar days, 
it has given notice pursuant to 
§ 240.17a–11, or if immediately prior to 
entering into such subordination agree-
ment, either: 

(A) The aggregate indebtedness of the 
broker or dealer exceeds 1000 percent of 
its net capital or its net capital is less 
than 120 percent of the minimum dollar 
amount required by § 240.15c3–1, or 

(B) In the case of a broker or dealer 
operating pursuant to paragraph 
(a)(1)(ii) of § 240.15c3–1, its net capital is 
less than 5 percent of aggregate debits 
computed in accordance with § 240.15c3– 
1, or, if registered as a futures commis-
sion merchant, less than 7 percent of 
the funds required to be segregated 
pursuant to the Commodity Exchange 
Act and the regulations thereunder 
(less the market value of commodity 
options purchased by option customers 
on or subject to the rules of a contract 
market, each such deduction not to ex-
ceed the amount of funds in the option 
customer’s account), if greater, or less 
than 120 percent of the minimum dollar 
amount required by paragraph (a)(1)(ii) 
of this section, or 

(C) The amount of its then out-
standing subordination agreements ex-
ceeds the limits specified in paragraph 
(d) of § 240.15c3–1. Such temporary sub-
ordination agreement shall be subject 
to all other provisions of this appendix 
D. 

(ii) A broker or dealer shall be per-
mitted to enter into a revolving subor-
dinated loan agreement which provides 
for prepayment within less than one 
year of all or any portion of the Pay-
ment Obligation thereunder at the op-
tion of the broker or dealer upon the 
prior written approval of the Exam-
ining Authority for the broker or deal-
er. The Examining Authority, however, 
shall not approve any prepayment if: 

(A) After giving effect thereto (and to 
all Payments of Payment Obligations 
under any other subordinated agree-
ments then outstanding, the maturity 
or accelerated maturities of which are 
scheduled to fall due within six months 
after the date such prepayment is to 
occur pursuant to this provision or on 
or prior to the date on which the Pay-
ment Obligation in respect of such pre-
payment is scheduled to mature dis-

regarding this provision, whichever 
date is earlier) without reference to 
any projected profit or loss of the 
broker or dealer, either aggregate in-
debtedness of the broker or dealer 
would exceed 900 percent of its net cap-
ital or its net capital would be less 
than 200 percent of the minimum dollar 
amount required by § 240.15c3–1 or, in 
the case of a broker or dealer operating 
pursuant to paragraph (a)(1)(ii) of 
§ 240.15c3–1, its net capital would be less 
than 6 percent of aggregate debit items 
computed in accordance with § 240.15c3– 
3a, or, if registered as a futures com-
mission merchant, 10 percent of the 
funds required to be segregated pursu-
ant to the Commodity Exchange Act 
and the regulations thereunder (less 
the market value of commodity op-
tions purchased by option customers 
on or subject to the rules of a contract 
market, each such deduction not to ex-
ceed the amount of funds in the option 
customer’s account), if greater, or its 
net capital would be less than 200 per-
cent of the minimum dollar amount re-
quired by paragraph (a)(1)(ii) of this 
section or 

(B) Pre-tax losses during the latest 
three-month period equalled more than 
15% of current excess net capital. 

Any subordination agreement entered 
into pursuant to this paragraph 
(c)(5)(ii) shall be subject to all the 
other provisions of this Appendix D. 
Any such subordination agreement 
shall not be considered equity for pur-
poses of subsection (d) of section 15c3– 
1, despite the length of the initial term 
of the loan. 

(6)(i) Filing. Two copies of any pro-
posed subordination agreement (includ-
ing nonconforming subordination 
agreements) shall be filed at least 10 
days prior to the proposed execution 
date of the agreement with the Com-
mission’s Regional Office for the region 
in which the broker or dealer main-
tains its principal place of business or 
at such other time as the Regional Of-
fice for good cause shall accept such 
filing. Copies of the proposed agree-
ment shall also be filed with the Exam-
ining Authority in such quantities and 
at such time as the Examining Author-
ity may require. The broker or dealer 
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shall also file with said parties a state-
ment setting forth the name and ad-
dress of the lender, the business rela-
tionship of the lender to the broker or 
dealer, and whether the broker or deal-
er carried funds or securities for the 
lender at or about the time the pro-
posed agreement was so filed. All 
agreements shall be examined by the 
Commission’s Regional Office or the 
Examining Authority with whom such 
agreement is required to be filed prior 
to their becoming effective. No pro-
posed agreement shall be a satisfactory 
subordination agreement for the pur-
poses of this section unless and until 
the Examining Authority has found the 
agreement acceptable and such agree-
ment has become effective in the form 
found acceptable. 

(ii) The broker or dealer need not file 
with the Regional Office for the region 
in which the broker or dealer main-
tains its principal place of business (if 
a Regional Office is not its Examining 
Authority) copies of any proposed sub-
ordination agreement or the statement 
described above if the Examining Au-
thority for that broker or dealer has 
consented to file with the Commission 
periodic reports (not less than month-
ly) summarizing for the period, on a 
firm-by-firm basis, the subordination 
agreements it has approved for that pe-
riod. Such reports should include at 
the minimum, the amount of the loan 
and its duration, the name of the lend-
er and the business relationship of the 
lender to the broker or dealer. 

(7) Subordination agreements in effect 
prior to adoption. Any subordination 
agreement which has been entered into 
prior to December 20, 1978 and which 
has been deemed to be satisfactorily 
subordinated pursuant to 17 CFR 
240.15c3–1 as in effect prior to December 
20, 1978, shall continue to be deemed a 
satisfactory subordination agreement 
until the maturity of such agreement. 
Provided, That no renewal of an agree-
ment which provides for automatic or 
optional renewal by the broker or deal-
er or lender shall be deemed to be a 
satisfactory subordination agreement 
unless such renewed agreement meets 
the requirements of this appendix with-
in 6 months from December 20, 1978. 
Provided, further, That all subordina-
tion agreements must meet the re-

quirements of this appendix within 5 
years of December 20, 1978. 

[40 FR 29808, July 16, 1975, as amended at 42 
FR 31778, June 23, 1977; 44 FR 34887, June 15, 
1979; 46 FR 35635, July 10, 1981; 47 FR 21775, 
May 20, 1982; 49 FR 31848, Aug. 9, 1984; 57 FR 
56988, Dec. 2, 1992; 58 FR 37657, July 13, 1993; 
59 FR 5945, Feb. 9, 1994; 73 FR 32228, June 5, 
2008] 

§ 240.15c3–1e Deductions for market 
and credit risk for certain brokers 
or dealers (Appendix E to 17 CFR 
240.15c3–1). 

PRELIMINARY NOTE: Appendices E and G to 
the net capital rule set forth a program that 
allows a broker or dealer to use an alter-
native approach to computing net capital de-
ductions, subject to the conditions described 
in the Appendices, including supervision of 
the broker’s or dealer’s ultimate holding 
company under the program. The program is 
designed to reduce the likelihood that finan-
cial and operational weakness in the holding 
company will destabilize the broker or deal-
er, or the broader financial system. The 
focus of this supervision of the ultimate 
holding company is its financial and oper-
ational condition and its risk management 
controls and methodologies. 

Application 

(a) A broker or dealer may apply to 
the Commission for authorization to 
compute deductions for market risk 
pursuant to this appendix E in lieu of 
computing deductions pursuant to 
§§ 240.15c3–1(c)(2)(vi) and (c)(2)(vii) and 
to compute deductions for credit risk 
pursuant to this appendix E on credit 
exposures arising from transactions in 
derivatives instruments (if this appen-
dix E is used to calculate deductions 
for market risk on these instruments) 
in lieu of computing deductions pursu-
ant to § 240.15c3–1(c)(2)(iv): 

(1) A broker-dealer shall submit the 
following information to the Commis-
sion with its application: 

(i) An executive summary of the in-
formation provided to the Commission 
with its application and an identifica-
tion of the ultimate holding company 
of the broker or dealer; 

(ii) A comprehensive description of 
the internal risk management control 
system of the broker or dealer and how 
that system satisfies the requirements 
set forth in § 240.15c3–4; 

(iii) A list of the categories of posi-
tions that the broker or dealer holds in 
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its proprietary accounts and a brief de-
scription of the methods that the 
broker or dealer will use to calculate 
deductions for market and credit risk 
on those categories of positions; 

(iv) A description of the mathe-
matical models to be used to price po-
sitions and to compute deductions for 
market risk, including those portions 
of the deductions attributable to spe-
cific risk, if applicable, and deductions 
for credit risk; a description of the cre-
ation, use, and maintenance of the 
mathematical models; a description of 
the broker’s or dealer’s internal risk 
management controls over those mod-
els, including a description of each cat-
egory of persons who may input data 
into the models; if a mathematical 
model incorporates empirical correla-
tions across risk categories, a descrip-
tion of the process for measuring cor-
relations; a description of the 
backtesting procedures the broker or 
dealer will use to backtest the mathe-
matical model used to calculate max-
imum potential exposure; a description 
of how each mathematical model satis-
fies the applicable qualitative and 
quantitative requirements set forth in 
paragraph (d) of this appendix E; and a 
statement describing the extent to 
which each mathematical model used 
to compute deductions for market and 
credit risk will be used as part of the 
risk analyses and reports presented to 
senior management; 

(v) If the broker or dealer is applying 
to the Commission for approval to use 
scenario analysis to calculate deduc-
tions for market risk for certain posi-
tions, a list of those types of positions, 
a description of how those deductions 
will be calculated using scenario anal-
ysis, and an explanation of why each 
scenario analysis is appropriate to cal-
culate deductions for market risk on 
those types of positions; 

(vi) A description of how the broker 
or dealer will calculate current expo-
sure; 

(vii) A description of how the broker 
or dealer will determine internal credit 
ratings of counterparties and internal 
credit risk weights of counterparties, if 
applicable; 

(viii) A written undertaking by the 
ultimate holding company of the 
broker or dealer, if it is not an ulti-

mate holding company that has a prin-
cipal regulator, in a form acceptable to 
the Commission, signed by a duly au-
thorized person at the ultimate holding 
company, to the effect that, as a condi-
tion of Commission approval of the ap-
plication of the broker or dealer to 
compute deductions for market and 
credit risk pursuant to this appendix E, 
the ultimate holding company agrees 
to: 

(A) Comply with all applicable provi-
sions of this appendix E; 

(B) Comply with all applicable provi-
sions of § 240.15c3–1g; 

(C) Comply with the provisions of 
§ 240.15c3–4 with respect to an internal 
risk management control system for 
the affiliate group as though it were an 
OTC derivatives dealer with respect to 
all of its business activities, except 
that paragraphs (c)(5)(xiii), (c)(5)(xiv), 
(d)(8), and (d)(9) of § 240.15c3–4 shall not 
apply; 

(D) As part of the internal risk man-
agement control system for the affil-
iate group, establish, document, and 
maintain procedures for the detection 
and prevention of money laundering 
and terrorist financing; 

(E) Permit the Commission to exam-
ine the books and records of the ulti-
mate holding company and any of its 
affiliates, if the affiliate is not an enti-
ty that has a principal regulator; 

(F) If the disclosure to the Commis-
sion of any information required as a 
condition for the broker or dealer to 
compute deductions for market and 
credit risk pursuant to this appendix E 
could be prohibited by law or other-
wise, cooperate with the Commission, 
to the extent permissible, including by 
describing any secrecy laws or other 
impediments that could restrict the 
ability of material affiliates to provide 
information on their operations or ac-
tivities and by discussing the manner 
in which the ultimate holding company 
and the broker or dealer propose to 
provide the Commission with adequate 
information or assurances of access to 
information; 

(G) Make available to the Commis-
sion information about the ultimate 
holding company or any of its material 
affiliates that the Commission finds is 
necessary to evaluate the financial and 
operational risk within the ultimate 
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holding company and its material af-
filiates and to evaluate compliance 
with the conditions of eligibility of the 
broker or dealer to compute deductions 
to net capital under the alternative 
method of this appendix E; 

(H) Make available examination re-
ports of principal regulators for those 
affiliates of the ultimate holding com-
pany that are not subject to Commis-
sion examination; and 

(I) Acknowledge that, if the ultimate 
holding company fails to comply in a 
material manner with any provision of 
its undertaking, the Commission may, 
in addition to any other conditions 
necessary or appropriate in the public 
interest or for the protection of inves-
tors, increase the multiplication fac-
tors the ultimate holding company 
uses to calculate allowances for mar-
ket and credit risk, as defined in 
§ 240.15c3–1g(a)(2) and (a)(3) or impose 
any condition with respect to the 
broker or dealer listed in paragraph (e) 
of this appendix E; and 

(ix) A written undertaking by the ul-
timate holding company of the broker 
or dealer, if the ultimate holding com-
pany has a principal regulator, in a 
form acceptable to the Commission, 
signed by a duly authorized person at 
the ultimate holding company, to the 
effect that, as a condition of Commis-
sion approval of the application of the 
broker or dealer to compute deductions 
for market and credit risk pursuant to 
this appendix E, the ultimate holding 
company agrees to: 

(A) Comply with all applicable provi-
sions of this appendix E; 

(B) Comply with all applicable provi-
sions of § 240.15c3–1g; 

(C) Make available to the Commis-
sion information about the ultimate 
holding company that the Commission 
finds is necessary to evaluate the fi-
nancial and operational risk within the 
ultimate holding company and to 
evaluate compliance with the condi-
tions of eligibility of the broker or 
dealer to compute net capital under 
the alternative method of this appen-
dix E; and 

(D) Acknowledge that if the ultimate 
holding company fails to comply in a 
material manner with any provision of 
its undertaking, the Commission may, 
in addition to any other conditions 

necessary or appropriate in the public 
interest or for the protection of inves-
tors, impose any condition with respect 
to the broker or dealer listed in para-
graph (e) of this appendix E; 

(2) As a condition of Commission ap-
proval, the ultimate holding company 
of the broker or dealer, if it is not an 
ultimate holding company that has a 
principal regulator, shall include the 
following information with the applica-
tion: 

(i) A narrative description of the 
business and organization of the ulti-
mate holding company; 

(ii) An alphabetical list of the affili-
ates of the ultimate holding company 
(referred to as the ‘‘affiliate group,’’ 
which shall include the ultimate hold-
ing company), with an identification of 
the financial regulator, if any, that 
regulates the affiliate, and a designa-
tion of the members of the affiliate 
group that are material to the ulti-
mate holding company (‘‘material af-
filiates’’); 

(iii) An organizational chart that 
identifies the ultimate holding com-
pany, the broker or dealer, and the ma-
terial affiliates; 

(iv) Consolidated and consolidating 
financial statements of the ultimate 
holding company as of the end of the 
quarter preceding the filing of the ap-
plication; 

(v) Sample computations for the ulti-
mate holding company of allowable 
capital and allowances for market risk, 
credit risk, and operational risk, deter-
mined pursuant to § 240.15c3–1g(a)(1)– 
(a)(4); 

(vi) A list of the categories of posi-
tions that the affiliate group holds in 
its proprietary accounts and a brief de-
scription of the method that the ulti-
mate holding company proposes to use 
to calculate allowances for market and 
credit risk, pursuant to § 240.15c3– 
1g(a)(2) and (a)(3), on those categories 
of positions; 

(vii) A description of the mathe-
matical models to be used to price po-
sitions and to compute the allowance 
for market risk, including those por-
tions of the allowance attributable to 
specific risk, if applicable, and the al-
lowance for credit risk; a description of 
the creation, use, and maintenance of 
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the mathematical models; a descrip-
tion of the ultimate holding company’s 
internal risk management controls 
over those models, including a descrip-
tion of each category of persons who 
may input data into the models; if a 
mathematical model incorporates em-
pirical correlations across risk cat-
egories, a description of the process for 
measuring correlations; a description 
of the backtesting procedures the ulti-
mate holding company will use to 
backtest the mathematical model used 
to calculate maximum potential expo-
sure; a description of how each mathe-
matical model satisfies the applicable 
qualitative and quantitative require-
ments set forth in paragraph (d) of this 
appendix E; a statement describing the 
extent to which each mathematical 
model used to compute allowances for 
market and credit risk is used as part 
of the risk analyses and reports pre-
sented to senior management; and a de-
scription of any positions for which the 
ultimate holding company proposes to 
use a method other than VaR to com-
pute an allowance for market risk and 
a description of how that allowance 
would be determined; 

(viii) A description of how the ulti-
mate holding company will calculate 
current exposure; 

(ix) A description of how the ulti-
mate holding company will determine 
the credit risk weights of counterpar-
ties and internal credit ratings of 
counterparties, if applicable; 

(x) A description of how the ultimate 
holding company will calculate an al-
lowance for operational risk under 
§ 240.15c3–1g(a)(4); 

(xi) For each instance in which a 
mathematical model used by the 
broker or dealer to calculate a deduc-
tion for market risk or to calculate 
maximum potential exposure for a par-
ticular product or counterparty differs 
from the mathematical model used by 
the ultimate holding company to cal-
culate an allowance for market risk or 
to calculate maximum potential expo-
sure for that same product or 
counterparty, a description of the dif-
ference(s) between the mathematical 
models; 

(xii) A comprehensive description of 
the risk management control system 
for the affiliate group that the ulti-

mate holding company has established 
to manage affiliate group-wide risk, in-
cluding market, credit, liquidity and 
funding, legal and compliance, and 
operational risks, and how that system 
satisfies the requirements of § 240.15c3– 
4; and 

(xiii) Sample risk reports that are 
provided to the persons at the ultimate 
holding company who are responsible 
for managing group-wide risk and that 
will be provided to the Commission 
pursuant to § 240.15c3–1g(b)(1)(i)(H); 

(3) As a condition of Commission ap-
proval, the ultimate holding company 
of the broker or dealer, if the ultimate 
holding company has a principal regu-
lator, shall include the following infor-
mation with the broker’s or dealer’s 
application: 

(i) A narrative description of the 
business and organization of the ulti-
mate holding company; 

(ii) An alphabetical list of the affili-
ates of the ultimate holding company 
(referred to as the ‘‘affiliate group,’’ 
which shall include the ultimate hold-
ing company), with an identification of 
the financial regulator, if any, that 
regulates the affiliate, and a designa-
tion of those affiliates that are mate-
rial to the ultimate holding company 
(‘‘material affiliates’’); 

(iii) An organizational chart that 
identifies the ultimate holding com-
pany, the broker or dealer, and the ma-
terial affiliates; 

(iv) Consolidated and consolidating 
financial statements of the ultimate 
holding company as of the end of the 
quarter preceding the filing of the ap-
plication; 

(v) The most recent capital measure-
ments of the ultimate holding com-
pany, as reported to its principal regu-
lator, calculated in accordance with 
the standards published by the Basel 
Committee on Banking Supervision, as 
amended from time to time; 

(vi) For each instance in which a 
mathematical model to be used by the 
broker or dealer to calculate a deduc-
tion for market risk or to calculate 
maximum potential exposure for a par-
ticular product or counterparty differs 
from the mathematical model used by 
the ultimate holding company to cal-
culate an allowance for market risk or 
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to calculate maximum potential expo-
sure for that same product or 
counterparty, a description of the dif-
ference(s) between the mathematical 
models; and 

(vii) Sample risk reports that are 
provided to the persons at the ultimate 
holding company who are responsible 
for managing group-wide risk and that 
will be provided to the Commission 
under § 240.15c3–1g(b)(1)(i)(H); 

(4) The application of the broker or 
dealer shall be supplemented by other 
information relating to the internal 
risk management control system, 
mathematical models, and financial 
position of the broker or dealer or the 
ultimate holding company of the 
broker or dealer that the Commission 
may request to complete its review of 
the application; 

(5) The application shall be consid-
ered filed when received at the Com-
mission’s principal office in Wash-
ington, DC. A person who files an appli-
cation pursuant to this section for 
which it seeks confidential treatment 
may clearly mark each page or seg-
regable portion of each page with the 
words ‘‘Confidential Treatment Re-
quested.’’ All information submitted in 
connection with the application will be 
accorded confidential treatment, to the 
extent permitted by law; 

(6) If any of the information filed 
with the Commission as part of the ap-
plication of the broker or dealer is 
found to be or becomes inaccurate be-
fore the Commission approves the ap-
plication, the broker or dealer must 
notify the Commission promptly and 
provide the Commission with a descrip-
tion of the circumstances in which the 
information was found to be or has be-
come inaccurate along with updated, 
accurate information; 

(7) The Commission may approve the 
application or an amendment to the 
application, in whole or in part, subject 
to any conditions or limitations the 
Commission may require, if the Com-
mission finds the approval to be nec-
essary or appropriate in the public in-
terest or for the protection of inves-
tors, after determining, among other 
things, whether the broker or dealer 
has met the requirements of this ap-
pendix E and is in compliance with 
other applicable rules promulgated 

under the Act and by self-regulatory 
organizations, and whether the ulti-
mate holding company of the broker or 
dealer is in compliance with the terms 
of its undertakings, as provided to the 
Commission; 

(8) A broker or dealer shall amend its 
application to calculate certain deduc-
tions for market and credit risk under 
this appendix E and submit the amend-
ment to the Commission for approval 
before it may change materially a 
mathematical model used to calculate 
market or credit risk or before it may 
change materially its internal risk 
management control system; 

(9) As a condition to the broker’s or 
dealer’s calculation of deductions for 
market and credit risk under this ap-
pendix E, an ultimate holding company 
that does not have a principal regu-
lator shall submit to the Commission, 
as an amendment to the broker’s or 
dealer’s application, any material 
changes to a mathematical model or 
other methods used to calculate allow-
ances for market, credit, and oper-
ational risk, and any material changes 
to the internal risk management con-
trol system for the affiliate group. The 
ultimate holding company must sub-
mit these material changes to the 
Commission before making them; 

(10) As a condition for the broker or 
dealer to compute deductions for mar-
ket and credit risk under this appendix 
E, the broker or dealer agrees that: 

(i) It will notify the Commission 45 
days before it ceases to compute deduc-
tions for market and credit risk under 
this appendix E; and 

(ii) The Commission may determine 
by order that the notice will become ef-
fective after a shorter or longer period 
of time if the broker or dealer consents 
or if the Commission determines that a 
shorter or longer period of time is nec-
essary or appropriate in the public in-
terest or for the protection of inves-
tors; and 

(11) Notwithstanding paragraph 
(a)(10) of this section, the Commission, 
by order, may revoke a broker’s or 
dealer’s exemption that allows it to use 
the market risk standards of this ap-
pendix E to calculate deductions for 
market risk, instead of the provisions 
of § 240.15c3–1(c)(2)(vi) and (c)(2)(vii), 
and the exemption to use the credit 
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risk standards of this appendix E to 
calculate deductions for credit risk on 
certain credit exposures arising from 
transactions in derivatives instru-
ments, instead of the provisions of 
§ 240.15c3–1(c)(2)(iv), if the Commission 
finds that such exemption is no longer 
necessary or appropriate in the public 
interest or for the protection of inves-
tors. In making its finding, the Com-
mission will consider the compliance 
history of the broker or dealer related 
to its use of models, the financial and 
operational strength of the broker or 
dealer and its ultimate holding com-
pany, the broker’s or dealer’s compli-
ance with its internal risk manage-
ment controls, and the ultimate hold-
ing company’s compliance with its un-
dertakings. 

Market Risk 

(b) A broker or dealer whose applica-
tion, including amendments, has been 
approved under paragraph (a) of this 
appendix E shall compute a deduction 
for market risk in an amount equal to 
the sum of the following: 

(1) For positions for which the Com-
mission has approved the broker’s or 
dealer’s use of value-at risk (‘‘VaR’’) 
models, the VaR of the positions multi-
plied by the appropriate multiplication 
factor determined according to para-
graph (d)(1)(iii) of this appendix E, ex-
cept that the initial multiplication fac-
tor shall be three, unless the Commis-
sion determines, based on a review of 
the broker’s or dealer’s application or 
an amendment to the application under 
paragraph (a) of this appendix E, in-
cluding a review of its internal risk 
management control system and prac-
tices and VaR models, that another 
multiplication factor is appropriate; 

(2) For positions for which the VaR 
model does not incorporate specific 
risk, a deduction for specific risk to be 
determined by the Commission based 
on a review of the broker’s or dealer’s 
application or an amendment to the 
application under paragraph (a) of this 
appendix E and the positions involved; 

(3) For positions for which the Com-
mission has approved the broker’s or 
dealer’s application to use scenario 
analysis, the greatest loss resulting 
from a range of adverse movements in 
relevant risk factors, prices, or spreads 

designed to represent a negative move-
ment greater than, or equal to, the 
worst ten-day movement over the four 
years preceding calculation of the 
greatest loss, or some multiple of the 
greatest loss based on the liquidity of 
the positions subject to scenario anal-
ysis. If historical data is insufficient, 
the deduction shall be the largest loss 
within a three standard deviation 
movement in those risk factors, prices, 
or spreads over a ten-day period, multi-
plied by an appropriate liquidity ad-
justment factor. Irrespective of the de-
duction otherwise indicated under sce-
nario analysis, the resulting deduction 
for market risk must be at least $25 per 
100 share equivalent contract for eq-
uity positions, or one-half of one per-
cent of the face value of the contract 
for all other types of contracts, even if 
the scenario analysis indicates a lower 
amount. A qualifying scenario must in-
clude the following: 

(i) A set of pricing equations for the 
positions based on, for example, arbi-
trage relations, statistical analysis, 
historic relationships, merger evalua-
tion, or fundamental valuation of an 
offering of securities; 

(ii) Auxiliary relationships mapping 
risk factors to prices; and 

(iii) Data demonstrating the effec-
tiveness of the scenario in capturing 
market risk, including specific risk; 
and 

(4) For all remaining positions, the 
deductions specified in §§ 240.15c3– 
1(c)(2)(vi), (c)(2)(vii), and applicable ap-
pendices to § 240.15c3–1. 

Credit Risk 

(c) A broker or dealer whose applica-
tion, including amendments, has been 
approved under paragraph (a) of this 
appendix E shall compute a deduction 
for credit risk on transactions in deriv-
ative instruments (if this appendix E is 
used to calculate a deduction for mar-
ket risk on those instruments) in an 
amount equal to the sum of the fol-
lowing: 

(1) A counterparty exposure charge in 
an amount equal to the sum of the fol-
lowing: 

(i) The net replacement value in the 
account of each counterparty that is 
insolvent, or in bankruptcy, or that 
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has senior unsecured long-term debt in 
default; and 

(ii) For a counterparty not otherwise 
described in paragraph (c)(1)(i) of this 
appendix E, the credit equivalent 
amount of the broker’s or dealer’s ex-
posure to the counterparty, as defined 
in paragraph (c)(4)(i) of this appendix 
E, multiplied by the credit risk weight 
of the counterparty, as defined in para-
graph (c)(4)(vi) of this appendix E, mul-
tiplied by 8%; 

(2) A concentration charge by 
counterparty in an amount equal to 
the sum of the following: 

(i) For each counterparty with a 
credit risk weight of 20% or less, 5% of 
the amount of the current exposure to 
the counterparty in excess of 5% of the 
tentative net capital of the broker or 
dealer; 

(ii) For each counterparty with a 
credit risk weight of greater than 20% 
but less than 50%, 20% of the amount of 
the current exposure to the 
counterparty in excess of 5% of the 
tentative net capital of the broker or 
dealer; and 

(iii) For each counterparty with a 
credit risk weight of greater than 50%, 
50% of the amount of the current expo-
sure to the counterparty in excess of 
5% of the tentative net capital of the 
broker or dealer; and 

(3) A portfolio concentration charge 
of 100% of the amount of the broker’s 
or dealer’s aggregate current exposure 
for all counterparties in excess of 50% 
of the tentative net capital of the 
broker or dealer; 

(4) Terms. (i) The credit equivalent 
amount of the broker’s or dealer’s expo-
sure to a counterparty is the sum of 
the broker’s or dealer’s maximum po-
tential exposure to the counterparty, 
as defined in paragraph (c)(4)(ii) of this 
appendix E, multiplied by the appro-
priate multiplication factor, and the 
broker’s or dealer’s current exposure to 
the counterparty, as defined in para-
graph (c)(4)(iii) of this appendix E. The 
broker or dealer must use the mul-
tiplication factor determined according 
to paragraph (d)(1)(v) of this appendix 
E, except that the initial multiplica-
tion factor shall be one, unless the 
Commission determines, based on a re-
view of the broker’s or dealer’s applica-
tion or an amendment to the applica-

tion approved under paragraph (a) of 
this appendix E, including a review of 
its internal risk management control 
system and practices and VaR models, 
that another multiplication factor is 
appropriate; 

(ii) The maximum potential exposure is 
the VaR of the counterparty’s posi-
tions with the broker or dealer, after 
applying netting agreements with the 
counterparty meeting the require-
ments of paragraph (c)(4)(iv) of this ap-
pendix E, taking into account the 
value of collateral from the 
counterparty held by the broker or 
dealer in accordance with paragraph 
(c)(4)(v) of this appendix E, and taking 
into account the current replacement 
value of the counterparty’s positions 
with the broker or dealer; 

(iii) The current exposure of the 
broker or dealer to a counterparty is 
the current replacement value of the 
counterparty’s positions with the 
broker or dealer, after applying netting 
agreements with the counterparty 
meeting the requirements of paragraph 
(c)(4)(iv) of this appendix E and taking 
into account the value of collateral 
from the counterparty held by the 
broker or dealer in accordance with 
paragraph (c)(4)(v) of this appendix E; 

(iv) Netting agreements. A broker or 
dealer may include the effect of a net-
ting agreement that allows the broker 
or dealer to net gross receivables from 
and gross payables to a counterparty 
upon default of the counterparty if: 

(A) The netting agreement is legally 
enforceable in each relevant jurisdic-
tion, including in insolvency pro-
ceedings; 

(B) The gross receivables and gross 
payables that are subject to the net-
ting agreement with a counterparty 
can be determined at any time; and 

(C) For internal risk management 
purposes, the broker-dealer monitors 
and controls its exposure to the 
counterparty on a net basis; 

(v) Collateral. When calculating max-
imum potential exposure and current 
exposure to a counterparty, the fair 
market value of collateral pledged and 
held may be taken into account pro-
vided: 

(A) The collateral is marked to mar-
ket each day and is subject to a daily 
margin maintenance requirement; 

VerDate Sep<11>2014 14:47 Jul 29, 2019 Jkt 247060 PO 00000 Frm 00430 Fmt 8010 Sfmt 8010 Q:\17\17V4.TXT PC31kp
ay

ne
 o

n 
V

M
O

F
R

W
IN

70
2 

w
ith

 $
$_

JO
B

Page 185 of 1882



421 

Securities and Exchange Commission § 240.15c3–1e 

(B) The collateral is subject to the 
broker’s or dealer’s physical possession 
or control; 

(C) The collateral is liquid and trans-
ferable; 

(D) The collateral may be liquidated 
promptly by the firm without interven-
tion by any other party; 

(E) The collateral agreement is le-
gally enforceable by the broker or deal-
er against the counterparty and any 
other parties to the agreement; 

(F) The collateral does not consist of 
securities issued by the counterparty 
or a party related to the broker or 
dealer or to the counterparty; 

(G) The Commission has approved the 
broker’s or dealer’s use of a VaR model 
to calculate deductions for market risk 
for the type of collateral in accordance 
with this appendix E; and 

(H) The collateral is not used in de-
termining the credit rating of the 
counterparty; 

(vi) Credit risk weights of counterpar-
ties. A broker or dealer that computes 
its deductions for credit risk pursuant 
to this Appendix E shall apply a credit 
risk weight for transactions with a 
counterparty of either 20%, 50%, or 
150% based on an internal credit rating 
the broker or dealer determines for the 
counterparty. 

(A) As part of its initial application 
or in an amendment, the broker or 
dealer may request Commission ap-
proval to apply a credit risk weight of 
either 20%, 50%, or 150% based on inter-
nal calculations of credit ratings, in-
cluding internal estimates of the matu-
rity adjustment. Based on the strength 
of the broker’s or dealer’s internal 
credit risk management system, the 
Commission may approve the applica-
tion. The broker or dealer must make 
and keep current a record of the basis 
for the credit rating of each 
counterparty; 

(B) For the portion of a current expo-
sure covered by a written guarantee 
where that guarantee is an uncondi-
tional and irrevocable guarantee of the 
due and punctual payment and per-
formance of the obligation and the 
broker or dealer can demand imme-
diate payment from the guarantor 
after any payment is missed without 
having to make collection efforts, the 
broker or dealer may substitute the 

credit risk weight of the guarantor for 
the credit risk weight of the 
counterparty; and 

(C) As part of its initial application 
or in an amendment, the broker or 
dealer may request Commission ap-
proval to reduce deductions for credit 
risk through the use of credit deriva-
tives. 

VaR Models 

(d) To be approved, each VaR model 
must meet the following minimum 
qualitative and quantitative require-
ments: 

(1) Qualitative requirements. (i) The 
VaR model used to calculate market or 
credit risk for a position must be inte-
grated into the daily internal risk 
management system of the broker or 
dealer; 

(ii) The VaR model must be reviewed 
both periodically and annually. The 
periodic review may be conducted by 
the broker’s or dealer’s internal audit 
staff, but the annual review must be 
conducted by a registered public ac-
counting firm, as that term is defined 
in section 2(a)(12) of the Sarbanes- 
Oxley Act of 2002 (15 U.S.C. 7201 et seq.); 
and 

(iii) For purposes of computing mar-
ket risk, the broker or dealer must de-
termine the appropriate multiplication 
factor as follows: 

(A) Beginning three months after the 
broker or dealer begins using the VaR 
model to calculate market risk, the 
broker or dealer must conduct 
backtesting of the model by comparing 
its actual daily net trading profit or 
loss with the corresponding VaR meas-
ure generated by the VaR model, using 
a 99 percent, one-tailed confidence 
level with price changes equivalent to 
a one business-day movement in rates 
and prices, for each of the past 250 busi-
ness days, or other period as may be 
appropriate for the first year of its use; 

(B) On the last business day of each 
quarter, the broker or dealer must 
identify the number of backtesting ex-
ceptions of the VaR model, that is, the 
number of business days in the past 250 
business days, or other period as may 
be appropriate for the first year of its 
use, for which the actual net trading 
loss, if any, exceeds the corresponding 
VaR measure; and 
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(C) The broker or dealer must use the 
multiplication factor indicated in 
Table 1 of this appendix E in deter-
mining its market risk until it obtains 
the next quarter’s backtesting results; 

TABLE 1—MULTIPLICATION FACTOR BASED ON 
THE NUMBER OF BACKTESTING EXCEPTIONS OF 
THE VAR MODEL 

Number of exceptions Multiplication 
factor 

4 or fewer ...................................................... 3.00 
5 ..................................................................... 3.40 
6 ..................................................................... 3.50 
7 ..................................................................... 3.65 
8 ..................................................................... 3.75 
9 ..................................................................... 3.85 
10 or more ..................................................... 4.00 

(iv) For purposes of incorporating 
specific risk into a VaR model, a 
broker or dealer must demonstrate 
that it has methodologies in place to 
capture liquidity, event, and default 
risk adequately for each position. Fur-
thermore, the models used to calculate 
deductions for specific risk must: 

(A) Explain the historical price vari-
ation in the portfolio; 

(B) Capture concentration (mag-
nitude and changes in composition); 

(C) Be robust to an adverse environ-
ment; and 

(D) Be validated through 
backtesting; and 

(v) For purposes of computing the 
credit equivalent amount of the bro-
ker’s or dealer’s exposures to a 
counterparty, the broker or dealer 
must determine the appropriate mul-
tiplication factor as follows: 

(A) Beginning three months after it 
begins using the VaR model to cal-
culate maximum potential exposure, 
the broker or dealer must conduct 
backtesting of the model by com-
paring, for at least 80 counterparties 
with widely varying types and sizes of 
positions with the firm, the ten-busi-
ness day change in its current exposure 
to the counterparty based on its posi-
tions held at the beginning of the ten- 
business day period with the cor-
responding ten-business day maximum 
potential exposure for the 
counterparty generated by the VaR 
model; 

(B) As of the last business day of 
each quarter, the broker or dealer must 
identify the number of backtesting ex-

ceptions of the VaR model, that is, the 
number of ten-business day periods in 
the past 250 business days, or other pe-
riod as may be appropriate for the first 
year of its use, for which the change in 
current exposure to a counterparty ex-
ceeds the corresponding maximum po-
tential exposure; and 

(C) The broker or dealer will propose, 
as part of its application, a schedule of 
multiplication factors, which must be 
approved by the Commission based on 
the number of backtesting exceptions 
of the VaR model. The broker or dealer 
must use the multiplication factor in-
dicated in the approved schedule in de-
termining the credit equivalent 
amount of its exposures to a 
counterparty until it obtains the next 
quarter’s backtesting results, unless 
the Commission determines, based on, 
among other relevant factors, a review 
of the broker’s or dealer’s internal risk 
management control system, including 
a review of the VaR model, that a dif-
ferent adjustment or other action is 
appropriate; 

(2) Quantitative requirements. (i) For 
purposes of determining market risk, 
the VaR model must use a 99 percent, 
one-tailed confidence level with price 
changes equivalent to a ten business- 
day movement in rates and prices; 

(ii) For purposes of determining max-
imum potential exposure, the VaR 
model must use a 99 percent, one-tailed 
confidence level with price changes 
equivalent to a one-year movement in 
rates and prices; or based on a review 
of the broker’s or dealer’s procedures 
for managing collateral and if the col-
lateral is marked to market daily and 
the broker or dealer has the ability to 
call for additional collateral daily, the 
Commission may approve a time hori-
zon of not less than ten business days; 

(iii) The VaR model must use an ef-
fective historical observation period of 
at least one year. The broker or dealer 
must consider the effects of market 
stress in its construction of the model. 
Historical data sets must be updated at 
least monthly and reassessed whenever 
market prices or volatilities change 
significantly; and 

(iv) The VaR model must take into 
account and incorporate all significant, 
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identifiable market risk factors appli-
cable to positions in the accounts of 
the broker or dealer, including: 

(A) Risks arising from the non-linear 
price characteristics of derivatives and 
the sensitivity of the market value of 
those positions to changes in the vola-
tility of the derivatives’ underlying 
rates and prices; 

(B) Empirical correlations with and 
across risk factors or, alternatively, 
risk factors sufficient to cover all the 
market risk inherent in the positions 
in the proprietary or other trading ac-
counts of the broker or dealer, includ-
ing interest rate risk, equity price risk, 
foreign exchange risk, and commodity 
price risk; 

(C) Spread risk, where applicable, 
and segments of the yield curve suffi-
cient to capture differences in vola-
tility and imperfect correlation of 
rates along the yield curve for securi-
ties and derivatives that are sensitive 
to different interest rates; and 

(D) Specific risk for individual posi-
tions. 

Additional Conditions 

(e) As a condition for the broker or 
dealer to use this appendix E to cal-
culate certain of its capital charges, 
the Commission may impose additional 
conditions on the broker or dealer, 
which may include, but are not limited 
to restricting the broker’s or dealer’s 
business on a product-specific, cat-
egory-specific, or general basis; sub-
mitting to the Commission a plan to 
increase the broker’s or dealer’s net 
capital or tentative net capital; filing 
more frequent reports with the Com-
mission; modifying the broker’s or 
dealer’s internal risk management con-
trol procedures; or computing the bro-
ker’s or dealer’s deductions for market 
and credit risk in accordance with 
§ 240.15c3–1(c)(2)(vi), (c)(2)(vii), and 
(c)(2)(iv), as appropriate. If it is not an 
ultimate holding company that has a 
principal regulator, the Commission 
also may require, as a condition of con-
tinuation of the exemption, the ulti-
mate holding company of the broker or 
dealer to file more frequent reports or 
to modify its group-wide internal risk 
management control procedures. If the 
Commission finds it is necessary or ap-
propriate in the public interest or for 

the protection of investors, the Com-
mission may impose additional condi-
tions on either the broker-dealer, or 
the ultimate holding company, if it is 
an ultimate holding company that does 
not have a principal regulator, if: 

(1) The broker or dealer is required 
by § 240.15c3–1(a)(7)(ii) to provide notice 
to the Commission that the broker’s or 
dealer’s tentative net capital is less 
than $5 billion; 

(2) The broker or dealer or the ulti-
mate holding company of the broker or 
dealer fails to meet the reporting re-
quirements set forth in § 240.17a–5 or 
240.15c3–1g(b), as applicable; 

(3) Any event specified in § 240.17a–11 
occurs; 

(4) There is a material deficiency in 
the internal risk management control 
system or in the mathematical models 
used to price securities or to calculate 
deductions for market and credit risk 
or allowances for market and credit 
risk, as applicable, of the broker or 
dealer or the ultimate holding com-
pany of the broker or dealer; 

(5) The ultimate holding company of 
the broker or dealer fails to comply 
with its undertakings that the broker 
or dealer has filed with its application 
pursuant to paragraph (a)(1)(viii) or 
(a)(1)(ix) of this appendix E; 

(6) The broker or dealer fails to com-
ply with this appendix E; or 

(7) The Commission finds that impo-
sition of other conditions is necessary 
or appropriate in the public interest or 
for the protection of investors. 

[69 FR 34462, June 21, 2004, as amended at 79 
FR 1549, Jan. 8, 2014; 79 FR 38451, July 8, 2014] 

§ 240.15c3–1f Optional market and 
credit risk requirements for OTC 
derivatives dealers (Appendix F to 
17 CFR 240.15c3–1). 

Application Requirements 

(a) An OTC derivatives dealer may 
apply to the Commission for authoriza-
tion to compute capital charges for 
market and credit risk pursuant to this 
Appendix F in lieu of computing secu-
rities haircuts pursuant to § 240.15c3– 
1(c)(2)(vi). 

(1) An OTC derivatives dealer’s appli-
cation shall contain the following in-
formation: 
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(i) Executive summary. An OTC deriva-
tives dealer shall include in its applica-
tion an Executive Summary of infor-
mation provided to the Commission. 

(ii) Description of methods for com-
puting market risk charges. An OTC de-
rivatives dealer shall provide a descrip-
tion of all statistical models used for 
pricing OTC derivative instruments 
and for computing value-at-risk 
(‘‘VAR’’), a description of the appli-
cant’s controls over those models, and 
a statement regarding whether the 
firm has developed its own internal 
VAR models. If the OTC derivatives 
dealer’s VAR model incorporates em-
pirical correlations across risk cat-
egories, the dealer shall describe its 
process for measuring correlations and 
describe the qualitative and quan-
titative aspects of the model which at 
a minimum must adhere to the criteria 
set forth in paragraph (e) of this appen-
dix F. The application shall further 
state whether the OTC derivatives 
dealer intends to use an alternative 
method for computing its market risk 
charge for equity instruments and, if 
applicable, a description of how its own 
theoretical pricing model contains the 
minimum pricing factors set forth in 
appendix A (§ 240.15c3–1a). The applica-
tion shall also describe any category of 
securities having no ready market or 
any category of debt securities which 
are below investment grade for which 
the OTC derivatives dealer wishes to 
use its VAR model to calculate its 
market risk charge or for which it 
wishes to use an alternative method for 
computing this charge and a descrip-
tion of how those charges would be de-
termined. 

(iii) Internal risk management control 
systems. An OTC derivatives dealer 
shall provide a comprehensive descrip-
tion of its internal risk management 
control systems and how those systems 
adhere to the requirements set forth in 
§ 240.15c3–4(a) through (d). 

(2) The Commission may approve the 
application after reviewing the applica-
tion to determine whether the OTC de-
rivatives dealer: 

(i) Has adopted internal risk manage-
ment control systems that meet the re-
quirements set forth in § 240.15c3–4; and 

(ii) Has adopted a VAR model that 
meets the requirements set forth in 

paragraphs (e)(1) and (e)(2) of this ap-
pendix F. 

(3) If the OTC derivatives dealer ma-
terially amends its VAR model or in-
ternal risk management control sys-
tems as described in its application, in-
cluding any material change in the cat-
egories of non-marketable securities 
that it wishes to include in its VAR 
model, the dealer shall file an applica-
tion describing the changes which must 
be approved by the Commission before 
the changes may be implemented. 
After reviewing the application for 
changes to the dealer’s VAR model or 
internal risk management control sys-
tems to determine whether, with the 
changes, the OTC derivatives dealer’s 
VAR model and internal risk manage-
ment control systems would meet the 
requirements set forth in this appendix 
F and § 240.15c3–4, the Commission may 
approve the application. 

(4) The applications provided for in 
this paragraph (a) shall be considered 
filed when received at the Commis-
sion’s principal office in Washington, 
DC. All applications filed pursuant to 
this paragraph (a) shall be deemed to 
be confidential. 

Compliance With § 240.15c3–4 

(b) An OTC derivatives dealer must 
be in compliance in all material re-
spects with § 240.15c3–4 regarding its in-
ternal risk management control sys-
tems in order to be in compliance with 
§ 240.15c3–1. 

Market Risk 

(c) An OTC derivatives dealer elect-
ing to apply this appendix F shall com-
pute a capital charge for market risk 
which shall be the aggregate of the 
charges computed below: 

(1) Value-at-Risk. An OTC derivatives 
dealer shall deduct from net worth an 
amount for market risk for eligible 
OTC derivative instruments and other 
positions in its proprietary or other ac-
counts equal to the VAR of these posi-
tions obtained from its proprietary 
VAR model, multiplied by the appro-
priate multiplication factor in para-
graph (e)(1)(iv)(C) of this appendix F. 
The OTC derivatives dealer may not 
elect to calculate its capital charges 
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under this paragraph (c)(1) until its ap-
plication to use the VAR model has 
been approved by the Commission. 

(2) Alternative method for equities. An 
OTC derivatives dealer may elect to 
use this alternative method to cal-
culate its market risk for equity in-
struments, including OTC options, 
upon approval by the Commission on 
application by the dealer. Under this 
alternative method, the deduction for 
market risk must be the amount com-
puted pursuant to appendix A to Rule 
15c3–1 
(§ 240.15c3–1a). In this computation, the 
OTC derivatives dealer may use its own 
theoretical pricing model provided that 
it contains the minimum pricing fac-
tors set forth in appendix A. 

(3) Non-marketable securities. An OTC 
derivatives dealer may not use a VAR 
model to determine a capital charge 
for any category of securities having 
no ready market or any category of 
debt securities which are below invest-
ment grade or any derivative instru-
ment based on the value of these cat-
egories of securities, unless the Com-
mission has granted, pursuant to para-
graph (a)(1) of this appendix F, its ap-
plication to use its VAR model for any 
such category of securities. The dealer 
in any event may apply, pursuant to 
paragraph (a)(1) of this appendix F, for 
an alternative treatment for any such 
category of securities, rather than cal-
culate the market risk capital charge 
for such category of securities under 
§ 240.15c3–1(c)(2)(vi) and (vii). 

(4) Residual positions. To the extent 
that a position has not been included 
in the calculation of the market risk 
charge in paragraphs (c)(1) through 
(c)(3) of this section, the market risk 
charge for the position shall be com-
puted under § 240.15c3–1(c)(2)(vi). 

Credit Risk 

(d) The capital charge for credit risk 
arising from an OTC derivatives deal-
er’s transactions in eligible OTC deriv-
ative instruments shall be: 

(1) The net replacement value in the 
account of a counterparty (including 
the effect of legally enforceable netting 
agreements and the application of liq-
uid collateral) that is insolvent, or in 
bankruptcy, or that has senior unse-
cured long-term debt in default; 

(2) As to a counterparty not other-
wise described in paragraph (d)(1) of 
this section, the net replacement value 
in the account of the counterparty (in-
cluding the effect of legally enforceable 
netting agreements and the application 
of liquid collateral) multiplied by 8%, 
and further multiplied by a 
counterparty factor of 20%, 50%, or 
100% based on an internal credit rating 
the OTC derivatives dealer determines 
for the counterparty; and 

(3) A concentration charge where the 
net replacement value in the account 
of any one counterparty (other than a 
counterparty described in paragraph 
(d)(1) of this section) exceeds 25% of the 
OTC derivatives dealer’s tentative net 
capital, calculated as follows: 

(i) For counterparties for which an 
OTC derivatives dealer assigns an in-
ternal rating for senior unsecured long- 
term debt or commercial paper that 
would apply a 20% counterparty factor 
under paragraph (d)(2) of this section, 
5% of the amount of the net replace-
ment value in excess of 25% of the OTC 
derivatives dealer’s tentative net cap-
ital; 

(ii) For counterparties for which an 
OTC derivatives dealer assigns an in-
ternal rating for senior unsecured long- 
term debt that would apply a 50% 
counterparty factor under paragraph 
(d)(2) of this section, 20% of the 
amount of the net replacement value in 
excess of 25% of the OTC derivatives 
dealer’s tentative net capital; 

(iii) For counterparties for which an 
OTC derivatives dealer assigns an in-
ternal rating for senior unsecured long- 
term debt that would apply a 100% 
counterparty factor under paragraph 
(d)(2) of this section, 50% of the 
amount of the net replacement value in 
excess of 25% of the OTC derivatives 
dealer’s tentative net capital. 

(4) Counterparties may be rated by 
the OTC derivatives dealer, or by an af-
filiated bank or affiliated broker-dealer 
of the OTC derivatives dealer, upon ap-
proval by the Commission on applica-
tion by the OTC derivatives dealer. 
Based on the strength of the OTC de-
rivatives dealer’s internal credit risk 
management system, the Commission 
may approve the application. The OTC 
derivatives dealer must make and keep 
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current a record of the basis for the 
credit rating for each counterparty. 

VAR Models 

(e) An OTC derivatives dealer’s VAR 
model must meet the following quali-
tative and quantitative requirements: 

(1) Qualitative requirements. An OTC 
derivatives dealerapplying this appen-
dix F must have a VAR model that 
meets the following minimum quali-
tative requirements: 

(i) The OTC derivatives dealer’s VAR 
model must be integrated into the 
firm’s daily risk management process; 

(ii) The OTC derivatives dealer must 
conduct appropriate stress tests of the 
VAR model, and develop appropriate 
procedures to follow in response to the 
results of such tests; 

(iii) The OTC derivatives dealer must 
conduct periodic reviews (which may 
be performed by internal audit staff) of 
its VAR model. The OTC derivatives 
dealer’s VAR model also must be sub-
ject to annual reviews conducted by 
independent public accountants; and 

(iv) The OTC derivatives dealer must 
conduct backtesting of the VAR model 
pursuant to the following procedures: 

(A) Beginning one year after the OTC 
derivatives dealer begins using its VAR 
model to calculate its net capital, the 
OTC derivatives dealer must conduct 
backtesting by comparing each of its 
most recent 250 business days’ actual 
net trading profit or loss with the cor-
responding daily VAR measures gen-
erated for determining market risk 
capital charges and calibrated to a one- 
day holding period and a 99 percent, 
one-tailed confidence level; 

(B) Once each quarter, the OTC de-
rivatives dealer must identify the num-
ber of exceptions, that is, the number 
of business days for which the actual 
daily net trading loss, if any, exceeded 
the corresponding daily VAR measure; 
and 

(C) An OTC derivatives dealer must 
use the multiplication factor indicated 
in Table 1 of this appendix F in deter-
mining its capital charge for market 
risk until it obtains the next quarter’s 
backtesting results, unless the Com-
mission determines that a different ad-
justment or other action is appro-
priate. 

TABLE 5—MULTIPLICATION FACTOR BASED ON 
RESULTS OF BACKTESTING 

Number of exceptions 

Mul-
tiplica-

tion 
factor 

4 or fewer ................................................................ 3.00 
5 ............................................................................... 3.40 
6 ............................................................................... 3.50 
7 ............................................................................... 3.65 
8 ............................................................................... 3.75 
9 ............................................................................... 3.85 

10 or more ................................................................. 4.00 

(2) Quantitative requirements. An OTC 
derivatives dealer applying this appen-
dix F must have a VAR model that 
meets the following minimum quan-
titative requirements: 

(i) The VAR measures must be cal-
culated on a daily basis using a 99 per-
cent, one-tailed confidence level with a 
price change equivalent to a ten-busi-
ness day movement in rates and prices; 

(ii) The effective historical observa-
tion period for VAR measures must be 
at least one year, and the weighted av-
erage time lag of the individual obser-
vations cannot be less than six months. 
Historical data sets must be updated at 
least every three months and reas-
sessed whenever market prices or 
volatilities are subject to large 
changes; 

(iii) The VAR measures must include 
the risks arising from the non-linear 
price characteristics of options posi-
tions and the sensitivity of the market 
value of the positions to changes in the 
volatility of the underlying rates or 
prices. An OTC derivatives dealer must 
measure the volatility of options posi-
tions by different maturities; 

(iv) The VAR measures may incor-
porate empirical correlations within 
and across risk categories, provided 
that the OTC derivatives dealer has de-
scribed its process for measuring cor-
relations in its application to apply 
this appendix F and the Commission 
has approved its application. In the 
event that the VAR measures do not 
incorporate empirical correlations 
across risk categories, the OTC deriva-
tives dealer must add the separate 
VAR measures for the four major risk 
categories in paragraph (e)(2)(v) of this 
appendix F to determine its aggregate 
VAR measure; and 

(v) The OTC derivatives dealer’s VAR 
model must use risk factors sufficient 
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to measure the market risk inherent in 
all covered positions. The risk factors 
must address, at a minimum, the fol-
lowing major risk categories: interest 
rate risk, equity price risk, foreign ex-
change rate risk, and commodity price 
risk. For material exposures in the 
major currencies and markets, mod-
eling techniques must capture, at a 
minimum, spread risk and must incor-
porate enough segments of the yield 
curve to capture differences in vola-
tility and less-than-perfect correlation 
of rates along the yield curve. An OTC 
derivatives dealer must provide the 
Commission with evidence that the 
OTC derivatives dealer’s VAR model 
takes account of specific risk in posi-
tions, including specific equity risk, if 
the OTC derivatives dealer intends to 
utilize its VAR model to compute cap-
ital charges for equity price risk. 

[63 FR 59398, Nov. 3, 1998, as amended at 79 
FR 1549, Jan. 8, 2014] 

§ 240.15c3–1g Conditions for ultimate 
holding companies of certain bro-
kers or dealers (Appendix G to 17 
CFR 240.15c3–1). 

As a condition for a broker or dealer 
to compute certain of its deductions to 
capital in accordance with § 240.15c3–1e, 
pursuant to its undertaking, the ulti-
mate holding company of the broker or 
dealer shall: 

CONDITIONS REGARDING COMPUTATION OF 
ALLOWABLE CAPITAL AND RISK AL-
LOWANCES 

(a) If it is not an ultimate holding 
company that has a principal regu-
lator, as that term is defined in 
§ 240.15c3–1(c)(13), calculate allowable 
capital and allowances for market, 
credit, and operational risk on a con-
solidated basis as follows: 

(1) Allowable capital. The ultimate 
holding company must compute allow-
able capital as the sum of: 

(i) Common shareholders’ equity on 
the consolidated balance sheet of the 
holding company less: 

(A) Goodwill; 
(B) Deferred tax assets, except those 

permitted for inclusion in Tier 1 cap-
ital by the Board of Governors of the 
Federal Reserve System (‘‘Federal Re-
serve’’) (12 CFR 225, appendix A); 

(C) Other intangible assets; and 

(D) Other deductions from common 
stockholders’ equity as required by the 
Federal Reserve in calculating Tier 1 
capital (as defined in 12 CFR 225, ap-
pendix A); 

(ii) Cumulative and non-cumulative 
preferred stock, except that the 
amount of cumulative preferred stock 
may not exceed 33% of the items in-
cluded in allowable capital pursuant to 
paragraph (a)(1)(i) of this appendix G, 
excluding cumulative preferred stock, 
provided that: 

(A) The stock does not have a matu-
rity date; 

(B) The stock cannot be redeemed at 
the option of the holder of the instru-
ment; 

(C) The stock has no other provisions 
that will require future redemption of 
the issue; and 

(D) The issuer of the stock can defer 
or eliminate dividends; 

(iii) The sum of the following items 
on the consolidated balance sheet, to 
the extent that the sum does not ex-
ceed the sum of the items included in 
allowable capital pursuant to para-
graphs (a)(1)(i) and (ii) of this Appendix 
G: 

(A) Cumulative preferred stock in ex-
cess of the 33% limit specified in para-
graph (a)(1)(ii) of this appendix G and 
subject to the conditions of paragraphs 
(a)(1)(ii)(A) through (D) of this appen-
dix G; 

(B) Subordinated debt if the original 
weighted average maturity of the sub-
ordinated debt is at least five years; 
each subordinated debt instrument 
states clearly on its face that repay-
ment of the debt is not protected by 
any Federal agency or the Securities 
Investor Protection Corporation; the 
subordinated debt is unsecured and 
subordinated in right of payment to all 
senior indebtedness of the ultimate 
holding company; and the subordinated 
debt instrument permits acceleration 
only in the event of bankruptcy or re-
organization of the ultimate holding 
company under Chapters 7 (liquidation) 
and 11 (reorganization) of the U.S. 
Bankruptcy Code; and 

(C) As part of the broker’s or dealer’s 
application to calculate deductions for 
market and credit risk under § 240.15c3– 
1e, an ultimate holding company may 
request to include, for a period of three 
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years after adoption of this appendix G, 
long-term debt that has an original 
weighted average maturity of at least 
five years and that cannot be acceler-
ated, except upon the occurrence of 
certain events as the Commission may 
approve. As part of a subsequent 
amendment to the broker’s or dealer’s 
application, the broker or dealer may 
request permission for the ultimate 
holding company to include long-term 
debt that meets these criteria in allow-
able capital for up to an additional two 
years; and 

(iv) Hybrid capital instruments that 
are permitted for inclusion in Tier 2 
capital by the Federal Reserve (as de-
fined in 12 CFR 225, appendix A); 

(2) Allowance for market risk. The ulti-
mate holding company shall compute 
an allowance for market risk for all 
proprietary positions, including debt 
instruments, equity instruments, com-
modity instruments, foreign exchange 
contracts, and derivative contracts, as 
the aggregate of the following: 

(i) Value at risk. The VaR of its posi-
tions, multiplied by the appropriate 
multiplication factor as set forth in 
§ 240.15c3–1e(d). The VaR of the posi-
tions must be obtained using approved 
VaR models meeting the applicable 
qualitative and quantitative require-
ments of § 240.15c3–1e(d); and 

(ii) Alternative method. For positions 
for which there does not exist adequate 
historical data to support a VaR 
model, the ultimate holding company 
must propose a model that produces a 
suitable allowance for market risk for 
those positions; 

(3) Allowance for credit risk. The ulti-
mate holding company shall compute 
an allowance for credit risk for certain 
assets on the consolidated balance 
sheet and certain off-balance sheet 
items, including loans and loan com-
mitments, exposures due to derivatives 
contracts, structured financial prod-
ucts, and other extensions of credit, 
and credit substitutes as follows: 

(i) By multiplying the credit equiva-
lent amount of the ultimate holding 
company’s exposure to the 
counterparty, as defined in paragraphs 
(a)(3)(i)(A), (B) and (C) of this appendix 
G, by the appropriate credit risk 
weight, as defined in paragraph 
(a)(3)(i)(F) of this appendix G, of the 

asset, off-balance sheet item, or 
counterparty, then multiplying that 
product by 8%, in accordance with the 
following: 

(A) For certain loans and loan com-
mitments, the credit equivalent 
amount is determined by multiplying 
the nominal amount of the contract by 
the following credit conversion factors: 

(1) 0% credit conversion factor for 
loan commitments that: 

(i) May be unconditionally cancelled 
by the lender; or 

(ii) May be cancelled by the lender 
due to credit deterioration of the bor-
rower; 

(2) 20% credit conversion factor for: 
(i) Loan commitments of less than 

one year; or 
(ii) Short-term self-liquidating trade 

related contingencies, including letters 
of credit; 

(3) 50% credit conversion factor for 
loan commitments with an original 
maturity of greater than one year that 
contain transaction contingencies, in-
cluding performance bonds, revolving 
underwriting facilities, note issuance 
facilities and bid bonds; and 

(4) 100% credit conversion factor for 
bankers’ acceptances, stand-by letters 
of credit, and forward purchases of as-
sets, and similar direct credit sub-
stitutes; 

(B) For derivatives contracts and for 
repurchase agreements, reverse repur-
chase agreements, stock lending and 
borrowing, and similar collateralized 
transactions, the credit equivalent 
amount is the sum of the ultimate 
holding company’s maximum potential 
exposure to the counterparty, as de-
fined in paragraph (a)(3)(i)(E) of this 
appendix G, multiplied by the appro-
priate multiplication factor, and the 
ultimate holding company’s current 
exposure to the counterparty, as de-
fined in paragraph (a)(3)(i)(D) of this 
appendix G. The ultimate holding com-
pany must use the multiplication fac-
tor determined according to § 240.15c3– 
1e(d)(1)(v), except that the initial mul-
tiplication factor shall be one, unless 
the Commission determines, based on a 
review of the group-wide internal risk 
management control system and prac-
tices, including a review of the VaR 
models, that another multiplication 
factor is appropriate; 
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(C) The credit equivalent amount for 
other assets shall be the asset’s book 
value on the ultimate holding com-
pany’s consolidated balance sheet or 
other amount as determined according 
to the standards published by the Basel 
Committee on Banking Supervision, as 
amended from time to time; 

(D) The current exposure is the cur-
rent replacement value of a counter-
party’s positions, after applying net-
ting agreements with that 
counterparty meeting the require-
ments of § 240.15c3–1e(c)(4)(iv) and tak-
ing into account the value of collateral 
from the counterparty in accordance 
with § 240.15c3–1e(c)(4)(v); 

(E) The maximum potential exposure is 
the VaR of the counterparty’s posi-
tions with the member of the affiliate 
group, after applying netting agree-
ments with the counterparty meeting 
the requirements of paragraph (c)(4)(iv) 
of § 240.15c3–1e, taking into account the 
value of collateral from the 
counterparty held by the member of 
the affiliate in accordance with para-
graph (c)(4)(v) of § 240.15c3–1e, and tak-
ing into account the current replace-
ment value of the counterparty’s posi-
tions with the member of the affiliate 
group, except that for repurchase 
agreements, reverse repurchase agree-
ments, stock lending and borrowing, 
and similar collateralized transactions, 
maximum potential exposure must be 
calculated using a time horizon of not 
less than five days; 

(F) Credit ratings and credit risk 
weights shall be determined according 
to the provisions of paragraphs 
(c)(4)(vi)(A) and (c)(4)(vi)(B) of 
§ 240.15c3–1e, respectively; 

(G) As part of the broker’s or dealer’s 
initial application or in an amend-
ment, the ultimate holding company 
may request Commission approval to 
reduce allowances for credit risk 
through the use of credit derivatives; 

(H) For the portion of a current expo-
sure covered by a written guarantee, 
where that guarantee is an uncondi-
tional and irrevocable guarantee of the 
due and punctual payment and per-
formance of the obligation and the ul-
timate holding company or member of 
the affiliate group can demand pay-
ment after any payment is missed 
without having to make collection ef-

forts, the ultimate holding company or 
member of the affiliate group may sub-
stitute the credit risk weight of the 
guarantor for the credit risk weight of 
the counterparty; or 

(ii) As part of the broker’s or dealer’s 
initial application or in an amendment 
to the application, the ultimate hold-
ing company may request Commission 
approval to use a method of calculating 
credit risk that is consistent with 
standards published by the Basel Com-
mittee on Banking Supervision in 
International Convergence of Capital 
Measurement and Capital Standards 
(July 1988), as amended from time to 
time; and 

(4) Allowance for operational risk. The 
ultimate holding company shall com-
pute an allowance for operational risk 
in accordance with the standards pub-
lished by the Basel Committee on 
Banking Supervision, as amended from 
time to time. 

CONDITIONS REGARDING REPORTING 
REQUIREMENTS 

(b) File reports with the Commission 
in accordance with the following: 

(1) If it is not an ultimate holding 
company that has a principal regu-
lator, as that term is defined in 
§ 240.15c3–1(c)(13), the ultimate holding 
company shall file with the Commis-
sion: 

(i) A report as of the end of each 
month, filed not later than 30 calendar 
days after the end of the month. A 
monthly report need not be filed for a 
month-end that coincides with a fiscal 
quarter-end. The monthly report shall 
include: 

(A) A consolidated balance sheet and 
income statement (including notes to 
the financial statements) for the ulti-
mate holding company and statements 
of allowable capital and allowances for 
market, credit, and operational risk 
computed pursuant to paragraph (a) of 
this appendix G, except that the con-
solidated balance sheet and income 
statement for the first month of the 
fiscal year may be filed at a later time 
to which the Commission agrees (when 
reviewing the affiliated broker’s or 
dealer’s application under § 240.15c3– 
1e(a)). A statement of comprehensive 
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income (as defined in § 210.1–02 of Regu-
lation S–X of this chapter) shall be in-
cluded in place of an income state-
ment, if required by the applicable gen-
erally accepted accounting principles. 

(B) A graph reflecting, for each busi-
ness line, the daily intra-month VaR; 

(C) Consolidated credit risk informa-
tion, including aggregate current expo-
sure and current exposures (including 
commitments) listed by counterparty 
for the 15 largest exposures; 

(D) The 10 largest commitments list-
ed by counterparty; 

(E) Maximum potential exposure list-
ed by counterparty for the 15 largest 
exposures; 

(F) The aggregate maximum poten-
tial exposure; 

(G) A summary report reflecting the 
geographic distribution of the ultimate 
holding company’s exposures on a con-
solidated basis for each of the top ten 
countries to which it is exposed (by 
residence of the main operating group 
of the counterparty); and 

(H) Certain regular risk reports pro-
vided to the persons responsible for 
managing group-wide risk as the Com-
mission may request from time to 
time; 

(ii) A quarterly report as of the end 
of each fiscal quarter, filed not later 
than 35 calendar days after the end of 
the quarter. The quarterly report shall 
include, in addition to the information 
contained in the monthly report as re-
quired by paragraph (b)(1)(i) of this ap-
pendix G, the following: 

(A) Consolidating balance sheets and 
income statements for the ultimate 
holding company. The consolidating 
balance sheet must provide informa-
tion regarding each material affiliate 
of the ultimate holding company in a 
separate column, but may aggregate 
information regarding members of the 
affiliate group that are not material 
affiliates into one column. Statements 
of comprehensive income (as defined in 
§ 210.1–02 of Regulation S–X) shall be in-
cluded in place of an income state-
ment, if required by the applicable gen-
erally accepted accounting principles; 

(B) The results of backtesting of all 
internal models used to compute allow-
able capital and allowances for market 
and credit risk indicating, for each 

model, the number of backtesting ex-
ceptions; 

(C) A description of all material 
pending legal or arbitration pro-
ceedings, involving either the ultimate 
holding company or any of its affili-
ates, that are required to be disclosed 
by the ultimate holding company 
under generally accepted accounting 
principles; 

(D) The aggregate amount of unse-
cured borrowings and lines of credit, 
segregated into categories, scheduled 
to mature within twelve months from 
the most recent fiscal quarter as to 
each material affiliate; and 

(E) For a quarter-end that coincides 
with the ultimate holding company’s 
fiscal year-end, the ultimate holding 
company need not include consolidated 
and consolidating balance sheets and 
income statements (or statements of 
comprehensive income, as applicable) 
in its quarterly reports. The consoli-
dating balance sheet and income state-
ment (or statement of comprehensive 
income, as applicable) for the quarter- 
end that coincides with the fiscal year- 
end may be filed at a later time to 
which the Commission agrees (when re-
viewing the affiliated broker’s or deal-
er’s application under § 240.15c3–1e(a)); 

(iii) An annual audited report as of 
the end of the ultimate holding com-
pany’s fiscal year, filed not later than 
65 calendar days after the end of the 
fiscal year. The annual report shall in-
clude: 

(A) Consolidated financial state-
ments for the ultimate holding com-
pany audited by a registered public ac-
counting firm, as that term is defined 
in section 2(a)(12) of the Sarbanes- 
Oxley Act of 2002 (15 U.S.C. 7201 et seq.). 
The audit shall be made in accordance 
with the rules promulgated by the Pub-
lic Company Accounting Oversight 
Board. The audited financial state-
ments must include a supporting 
schedule containing statements of al-
lowable capital and allowances for 
market, credit, and operational risk 
computed pursuant to paragraph (a) of 
this appendix G; and 

(B) A supplemental report entitled 
‘‘Accountant’s Report on Internal Risk 
Management Control System’’ pre-
pared by a registered public accounting 
firm, as that term is defined in section 
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2(a)(12) of the Sarbanes-Oxley Act of 
2002 (15 U.S.C. 7201 et seq.), indicating 
the results of the registered public ac-
counting firm’s review of the ultimate 
holding company’s compliance with 
§ 240.15c3–4. The procedures are to be 
performed and the report is to be pre-
pared in accordance with procedures 
agreed upon by the ultimate holding 
company and the registered public ac-
counting firm conducting the review. 
The agreed-upon procedures are to be 
performed and the report is to be pre-
pared in accordance with rules promul-
gated by the Public Company Account-
ing Oversight Board. The ultimate 
holding company must file, before com-
mencement of the initial review, the 
procedures agreed upon by the ulti-
mate holding company and the reg-
istered public accounting firm with the 
Division of Market Regulation, Office 
of Financial Responsibility, at Com-
mission’s principal office in Wash-
ington, DC. Before commencement of 
each subsequent review, the ultimate 
holding company must notify the Com-
mission of any changes in the proce-
dures; 

(iv) An organizational chart, as of 
the ultimate holding company’s fiscal 
year-end, concurrently with its quar-
terly report for the quarter-end that 
coincides with its fiscal year-end. The 
ultimate holding company must pro-
vide quarterly updates of the organiza-
tional chart if a material change in the 
information provided to the Commis-
sion has occurred; 

(2) If the ultimate holding company 
is an entity that has a principal regu-
lator, as that term is defined in 
§ 240.15c3–1(c)(13), the ultimate holding 
company must file with the Commis-
sion: 

(i) A quarterly report as of the end of 
each fiscal quarter, filed not later than 
35 calendar days after the end of the 
quarter, or a later time to which the 
Commission may agree upon applica-
tion. The quarterly report shall in-
clude: 

(A) Consolidated (including notes to 
the financial statements) and consoli-
dating balance sheets and income 
statements for the ultimate holding 
company. Statements of comprehen-
sive income (as defined in § 210.1–02 of 
Regulation S–X) shall be included in 

place of income statements, if required 
by the applicable generally accepted 
accounting principles; 

(B) Its most recent capital measure-
ments computed in accordance with 
the standards published by the Basel 
Committee on Banking Supervision, as 
amended from time to time, as re-
ported to its principal regulator; 

(C) Certain regular risk reports pro-
vided to the persons responsible for 
managing group-wide risk as the Com-
mission may request from time to 
time; and 

(D) For a quarter-end that coincides 
with the ultimate holding company’s 
fiscal year-end, the ultimate holding 
company need not include consolidated 
and consolidating balance sheets and 
income statements (or statements of 
comprehensive income, as applicable) 
in its quarterly reports. The consoli-
dating balance sheet and income state-
ment (or statement of comprehensive 
income, as applicable) for the quarter- 
end that coincides with the fiscal year- 
end may be filed at a later time to 
which the Commission agrees (when re-
viewing the affiliated broker’s or deal-
er’s application under § 240.15c3–1e(a)). 

(ii) An annual audited report as of 
the end of the ultimate holding com-
pany’s fiscal year, filed with the Com-
mission when required to be filed by 
any regulator; 

(3) The reports that the ultimate 
holding company must file in accord-
ance with paragraph (b) of this appen-
dix G will be considered filed when two 
copies are received at the Commis-
sion’s principal office in Washington, 
DC. A person who files reports pursu-
ant to this section for which he or she 
seeks confidential treatment may 
clearly mark each page or segregable 
portion of each page with the words 
‘‘Confidential Treatment Requested.’’ 
The copies shall be addressed to the Di-
vision of Market Regulation, Risk As-
sessment Group; and 

(4) The reports that the ultimate 
holding company must file with the 
Commission in accordance with para-
graph (b) of this Appendix G will be ac-
corded confidential treatment to the 
extent permitted by law. 
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CONDITIONS REGARDING RECORDS TO BE 
MADE 

(c) If it is not an ultimate holding 
company that has a principal regu-
lator, make and keep current the fol-
lowing records: 

(1) A record of the results of funding 
and liquidity stress tests that the ulti-
mate holding company has conducted 
in response to the following events at 
least once each quarter and a record of 
the contingency plan to respond to 
each of these events: 

(i) A credit rating downgrade of the 
ultimate holding company; 

(ii) An inability of the ultimate hold-
ing company to access capital markets 
for unsecured short-term funding; 

(iii) An inability of the ultimate 
holding company to access liquid as-
sets in regulated entities across inter-
national borders when the events de-
scribed in paragraphs (c)(1)(i) or (ii) of 
this appendix G occur; and 

(iv) An inability of the ultimate 
holding company to access credit or as-
sets held at a particular institution 
when the events described in para-
graphs (c)(1)(i) or (ii) of this appendix G 
occur; 

(2) A record of the basis for the deter-
mination of credit risk weights for 
each counterparty; 

(3) A record of the basis for the deter-
mination of internal credit ratings for 
each counterparty; and 

(4) A record of the calculations of al-
lowable capital and allowances for 
market, credit and operational risk 
computed currently at least once per 
month on a consolidated basis. 

CONDITIONS REGARDING PRESERVATION 
OF RECORDS 

(d)(1) Must preserve the following in-
formation, documents, and reports for 
a period of not less than three years in 
an easily accessible place using any 
media acceptable under § 240.17a–4(f): 

(i) The documents created in accord-
ance with paragraph (c) of this Appen-
dix G; 

(ii) Any application or documents 
filed with the Commission pursuant to 
§ 240.15c3–1e and this appendix G and 
any written responses received from 
the Commission; 

(iii) All reports and notices filed with 
the Commission pursuant to § 240.15c3– 
1e and this appendix G; and 

(iv) If the ultimate holding company 
does not have a principal regulator, all 
written policies and procedures con-
cerning the group-wide internal risk 
management control system estab-
lished pursuant to § 240.15c3– 
1e(a)(1)(viii)(C); and 

(2) The ultimate holding company 
may maintain the records referred to 
in paragraph (d)(1) of this appendix G 
either at the ultimate holding com-
pany, at an affiliate, or at a records 
storage facility, provided that the 
records are located within the United 
States. If the records are maintained 
by an entity other than the ultimate 
holding company, the ultimate holding 
company shall obtain and file with the 
Commission a written undertaking by 
the entity maintaining the records, in 
a form acceptable to the Commission, 
signed by a duly authorized person at 
the entity maintaining the records, to 
the effect that the records will be 
treated as if the ultimate holding com-
pany were maintaining the records pur-
suant to this section and that the enti-
ty maintaining the records will permit 
examination of such records at any 
time or from time to time during busi-
ness hours by representatives or des-
ignees of the Commission and will 
promptly furnish the Commission or 
its designee a true, legible, complete, 
and current paper copy of any or all or 
any part of such records. The election 
to operate pursuant to the provisions 
of this paragraph shall not relieve the 
ultimate holding company that is re-
quired to maintain and preserve such 
records from any of its reporting or 
recordkeeping responsibilities under 
this section. 

CONDITIONS REGARDING NOTIFICATION 

(e) The ultimate holding company of 
a broker or dealer that computes cer-
tain of its capital charges in accord-
ance with § 240.15c3–1e shall: 

(1) Send notice promptly (but within 
24 hours) after the occurrence of the 
following events: 

(i) The early warning indications of 
low capital as the Commission may 
agree; 
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(ii) The ultimate holding company 
files a Form 8–K (17 CFR 249.308) with 
the Commission; and 

(iii) A material affiliate declares 
bankruptcy or otherwise becomes in-
solvent; and 

(2) If it is not an ultimate holding 
company that has a principal regu-
lator, as defined in § 240.15c3–1(c)(13), 
send notice promptly (but within 24 
hours) after the occurrence of the fol-
lowing events: 

(i) The ultimate holding company be-
comes aware that an NRSRO has deter-
mined to reduce materially its assess-
ment of the creditworthiness of a ma-
terial affiliate or the credit rating(s) 
assigned to one or more outstanding 
short or long-term obligations of a ma-
terial affiliate; 

(ii) The ultimate holding company 
becomes aware that any financial regu-
latory agency or self-regulatory orga-
nization has taken significant enforce-
ment or regulatory action against a 
material affiliate; and 

(iii) The occurrence of any 
backtesting exception under § 240.15c3– 
1e(d)(1)(iii) or (iv) that would require 
that the ultimate holding company use 
a higher multiplication factor in the 
calculation of its allowances for mar-
ket or credit risk; 

(3) Every notice given or transmitted 
by paragraph (e) of this appendix G will 
be given or transmitted to the Division 
of Market Regulation, Office of Finan-
cial Responsibility, at the principal of-
fice of the Commission in Washington, 
DC. A person who files notification 
pursuant to this section for which he or 
she seeks confidential treatment may 
clearly mark each page or segregable 
portion of each page with the words 
‘‘Confidential Treatment Request.’’ 
For the purposes of this appendix G, 
‘‘notice’’ shall be given or transmitted 
by telegraphic notice or facsimile 
transmission. The notice described by 
paragraph (e)(2) of this appendix G may 
be transmitted by overnight delivery. 
Notices filed pursuant to this para-
graph will be accorded confidential 
treatment to the extent permitted by 
law; and 

(4) Upon the written request of the 
ultimate holding company, or upon its 
own motion, the Commission may 
grant an extension of time or an ex-

emption from any of the requirements 
of this paragraph (e) either uncondi-
tionally or on specified terms and con-
ditions as are necessary or appropriate 
in the public interest or for the protec-
tion of investors. 

[69 FR 34467, June 21, 2004, as amended at 79 
FR 1550, Jan. 8, 2014; 83 FR 50222, Oct. 4, 2018] 

§ 240.15c3–2 [Reserved] 

§ 240.15c3–3 Customer protection—re-
serves and custody of securities. 

(a) Definitions. For the purpose of this 
section: 

(1) The term customer shall mean any 
person from whom or on whose behalf a 
broker or dealer has received or ac-
quired or holds funds or securities for 
the account of that person. The term 
shall not include a broker or dealer, a 
municipal securities dealer, or a gov-
ernment securities broker or govern-
ment securities dealer. The term shall, 
however, include another broker or 
dealer to the extent that broker or 
dealer maintains an omnibus account 
for the account of customers with the 
broker or dealer in compliance with 
Regulation T (12 CFR 220.1 through 
220.12). The term shall not include a 
general partner or director or principal 
officer of the broker or dealer or any 
other person to the extent that person 
has a claim for property or funds which 
by contract, agreement or under-
standing, or by operation of law, is 
part of the capital of the broker or 
dealer or is subordinated to the claims 
of creditors of the broker or dealer. In 
addition, the term shall not include a 
person to the extent that the person 
has a claim for security futures prod-
ucts held in a futures account, or any 
security futures product and any fu-
tures product held in a ‘‘proprietary 
account’’ as defined by the Commodity 
Futures Trading Commission in § 1.3(y) 
of this chapter. The term also shall not 
include a counterparty who has deliv-
ered collateral to an OTC derivatives 
dealer pursuant to a transaction in an 
eligible OTC derivative instrument, or 
pursuant to the OTC derivatives deal-
er’s cash management securities ac-
tivities or ancillary portfolio manage-
ment securities activities, and who has 
received a prominent written notice 
from the OTC derivatives dealer that: 
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(i) Except as otherwise agreed in 
writing by the OTC derivatives dealer 
and the counterparty, the dealer may 
repledge or otherwise use the collateral 
in its business; 

(ii) In the event of the OTC deriva-
tives dealer’s failure, the counterparty 
will likely be considered an unsecured 
creditor of the dealer as to that collat-
eral; 

(iii) The Securities Investor Protec-
tion Act of 1970 (SIPA) does not protect 
the counterparty; and 

(iv) The collateral will not be subject 
to the requirements of § 240.8c–1, 
§ 240.15c2–1, § 240.15c3–2, or § 240.15c3–3. 

(2) The term securities carried for the 
account of a customer (hereinafter also 
‘‘customer securities’’) shall mean: 

(i) Securities received by or on behalf 
of a broker or dealer for the account of 
any customer and securities carried 
long by a broker or dealer for the ac-
count of any customer; and 

(ii) Securities sold to, or bought for, 
a customer by a broker or dealer. 

(3) The term fully paid securities 
means all securities carried for the ac-
count of a customer in a cash account 
as defined in Regulation T (12 CFR 
220.1 et seq.), as well as securities car-
ried for the account of a customer in a 
margin account or any special account 
under Regulation T that have no loan 
value for margin purposes, and all mar-
gin equity securities in such accounts 
if they are fully paid: Provided, how-
ever, that the term fully paid securities 
does not apply to any securities pur-
chased in transactions for which the 
customer has not made full payment. 

(4) The term margin securities means 
those securities carried for the account 
of a customer in a margin account as 
defined in section 4 of Regulation T (12 
CFR 220.4), as well as securities carried 
in any other account (such accounts 
hereinafter referred to as ‘‘margin ac-
counts’’) other than the securities re-
ferred to in paragraph (a)(3) of this sec-
tion. 

(5) The term excess margin securities 
shall mean those securities referred to 
in paragraph (a)(4) of this section car-
ried for the account of a customer hav-
ing a market value in excess of 140 per-
cent of the total of the debit balances 
in the customer’s account or accounts 
encompassed by paragraph (a)(4) of this 

section which the broker or dealer 
identifies as not constituting margin 
securities. 

(6) The term qualified security shall 
mean a security issued by the United 
States or a security in respect of which 
the principal and interest are guaran-
teed by the United States. 

(7) The term bank means a bank as 
defined in section 3(a)(6) of the Act and 
will also mean any building and loan, 
savings and loan or similar banking in-
stitution subject to supervision by a 
Federal banking authority. With re-
spect to a broker or dealer that main-
tains its principal place of business in 
Canada, the term ‘‘bank’’ also means a 
Canadian bank subject to supervision 
by a Canadian authority. 

(8) The term free credit balances 
means liabilities of a broker or dealer 
to customers which are subject to im-
mediate cash payment to customers on 
demand, whether resulting from sales 
of securities, dividends, interest, depos-
its or otherwise, excluding, however, 
funds in commodity accounts which 
are segregated in accordance with the 
Commodity Exchange Act or in a simi-
lar manner, or which are funds carried 
in a proprietary account as that term 
is defined in regulations under the 
Commodity Exchange Act. The term 
‘‘free credit balances’’ also includes, if 
subject to immediate cash payment to 
customers on demand, funds carried in 
a securities account pursuant to a self- 
regulatory organization portfolio mar-
gining rule approved by the Commis-
sion under section 19(b) of the Act (15 
U.S.C. 78s(b)) (‘‘SRO portfolio mar-
gining rule’’), including variation mar-
gin or initial margin, marks to market, 
and proceeds resulting from margin 
paid or released in connection with 
closing out, settling or exercising fu-
tures contracts and options thereon. 

(9) The term other credit balances 
means cash liabilities of a broker or 
dealer to customers other than free 
credit balances and funds in com-
modity accounts which are segregated 
in accordance with the Commodity Ex-
change Act or in a similar manner, or 
funds carried in a proprietary account 
as that term is defined in regulations 
under the Commodity Exchange Act. 
The term ‘‘other credit balances’’ also 
includes funds that are cash liabilities 
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of a broker or dealer to customers 
other than free credit balances and are 
carried in a securities account pursu-
ant to an SRO portfolio margining 
rule, including variation margin or ini-
tial margin, marks to market, and pro-
ceeds resulting from margin paid or re-
leased in connection with closing out, 
settling or exercising futures contracts 
and options thereon. 

(10) The term funds carried for the ac-
count of any customer (hereinafter also 
‘‘customer funds’’) shall mean all free 
credit and other credit balances carried 
for the account of the customer. 

(11) The term principal officer shall 
mean the president, executive vice 
president, treasurer, secretary or any 
other person performing a similar func-
tion with the broker or dealer. 

(12) The term household members and 
other persons related to principals in-
cludes husbands or wives, children, 
sons-in-law or daughters-in-law and 
any household relative to whose sup-
port a principal contributes directly or 
indirectly. For purposes of this para-
graph (a)(12), a principal shall be 
deemed to be a director, general part-
ner, or principal officer of the broker 
or dealer. 

(13) The term affiliated person in-
cludes any person who directly or indi-
rectly controls a broker or dealer or 
any person who is directly or indirectly 
controlled by or under common control 
with the broker or dealer. Ownership of 
10% or more of the common stock of 
the relevant entity will be deemed 
prima facie control of that entity for 
purposes of this paragraph. 

(14) The term securities account shall 
mean an account that is maintained in 
accordance with the requirements of 
section 15(c)(3) of the Act (15 U.S.C. 
78o(c)(3)) and § 240.15c3–3. 

(15) The term futures account (also re-
ferred to as ‘‘commodity account’’) 
shall mean an account that is main-
tained in accordance with the segrega-
tion requirements of section 4d of the 
Commodity Exchange Act (7 U.S.C. 6d) 
and the rules thereunder. 

(16) The term PAB account means a 
proprietary securities account of a 
broker or dealer (which includes a for-
eign broker or dealer, or a foreign bank 
acting as a broker or dealer) other than 
a delivery-versus-payment account or a 

receipt-versus-payment account. The 
term does not include an account that 
has been subordinated to the claims of 
creditors of the carrying broker or 
dealer. 

(17) The term Sweep Program means a 
service provided by a broker or dealer 
where it offers to its customer the op-
tion to automatically transfer free 
credit balances in the securities ac-
count of the customer to either a 
money market mutual fund product as 
described in § 270.2a–7 of this chapter or 
an account at a bank whose deposits 
are insured by the Federal Deposit In-
surance Corporation. 

(b) Physical possession or control of se-
curities. (1) A broker or dealer shall 
promptly obtain and shall thereafter 
maintain the physical possession or 
control of all fully-paid securities and 
excess margin securities carried by a 
broker or dealer for the account of cus-
tomers. 

(2) A broker or dealer shall not be 
deemed to be in violation of the provi-
sions of paragraph (b)(1) of this section 
regarding physical possession or con-
trol of customers’ securities if, solely 
as the result of normal business oper-
ations, temporary lags occur between 
the time when a security is required to 
be in the possession or control of the 
broker or dealer and the time that it is 
placed in the broker’s or dealer’s phys-
ical possession or under its control, 
provided that the broker or dealer 
takes timely steps in good faith to es-
tablish prompt physical possession or 
control. The burden of proof shall be on 
the broker or dealer to establish that 
the failure to obtain physical posses-
sion or control of securities carried for 
the account of customers as required 
by paragraph (b)(1) of this section is 
merely temporary and solely the result 
of normal business operations includ-
ing same day receipt and redelivery 
(turnaround), and to establish that it 
has taken timely steps in good faith to 
place them in its physical possession or 
control. 

(3) A broker or dealer shall not be 
deemed to be in violation of the provi-
sions of paragraph (b)(1) of this section 
regarding physical possession or con-
trol of fully-paid or excess margin se-
curities borrowed from any person, pro-
vided that the broker or dealer and the 
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lender, at or before the time of the 
loan, enter into a written agreement 
that, at a minimum; 

(i) Sets forth in a separate schedule 
or schedules the basis of compensation 
for any loan and generally the rights 
and liabilities of the parties as to the 
borrowed securities; 

(ii) Provides that the lender will be 
given a schedule of the securities actu-
ally borrowed at the time of the bor-
rowing of the securities; 

(iii) Specifies that the broker or deal-
er: 

(A) Must provide to the lender, upon 
the execution of the agreement or by 
the close of the business day of the 
loan if the loan occurs subsequent to 
the execution of the agreement, collat-
eral, which fully secures the loan of se-
curities, consisting exclusively of cash 
or United States Treasury bills and 
Treasury notes or an irrevocable letter 
of credit issued by a bank as defined in 
section 3(a)(6)(A)–(C) of the Act (15 
U.S.C. 78c(a)(6)(A)–(C)) or such other 
collateral as the Commission des-
ignates as permissible by order as nec-
essary or appropriate in the public in-
terest and consistent with the protec-
tion of investors after giving consider-
ation to the collateral’s liquidity, vola-
tility, market depth and location, and 
the issuer’s creditworthiness; and 

(B) Must mark the loan to the mar-
ket not less than daily and, in the 
event that the market value of all the 
outstanding securities loaned at the 
close of trading at the end of the busi-
ness day exceeds 100 percent of the col-
lateral then held by the lender, the 
borrowing broker or dealer must pro-
vide additional collateral of the type 
described in paragraph (b)(3)(iii)(A) of 
this section to the lender by the close 
of the next business day as necessary 
to equal, together with the collateral 
then held by the lender, not less than 
100 percent of the market value of the 
securities loaned; and 

(iv) Contains a prominent notice that 
the provisions of the SIPA may not 
protect the lender with respect to the 
securities loan transaction and that, 
therefore, the collateral delivered to 
the lender may constitute the only 
source of satisfaction of the broker’s or 
dealer’s obligation in the event the 

broker or dealer fails to return the se-
curities. 

(4)(i) Notwithstanding paragraph 
(k)(2)(i) of this section, a broker or 
dealer that retains custody of securi-
ties that are the subject of a repur-
chase agreement between the broker or 
dealer and a counterparty shall: 

(A) Obtain the repurchase agreement 
in writing; 

(B) Confirm in writing the specific 
securities that are the subject of a re-
purchase transaction pursuant to such 
agreement at the end of the trading 
day on which the transaction is 
intitiated and at the end of any other 
day during which other securities are 
substituted if the substitution results 
in a change to issuer, maturity date, 
par amount or coupon rate as specified 
in the previous confirmation; 

(C) Advise the counterparty in the re-
purchase agreement that the Securities 
Investor Protection Corporation has 
taken the position that the provisions 
of the SIPA do not protect the 
counterparty with respect to the repur-
chase agreement; and 

(D) Maintain possession or control of 
securities that are the subject of the 
agreement. 

(ii) For purpose of this paragraph 
(b)(4), securities are in the broker’s or 
dealer’s control only if they are in the 
control of the broker or dealer within 
the meaning of § 240.15c3–3 (c)(1), (c)(3), 
(c)(5) or (c)(6) of this title. 

(iii) A broker or dealer shall not be in 
violation of the requirement to main-
tain possession or control pursuant to 
paragraph (b)(4)(i)(D) during the trad-
ing day if: 

(A) In the written repurchase agree-
ment, the counterparty grants the 
broker or dealer the right to substitute 
other securities for those subject to the 
agreement; and 

(B) The provision in the written re-
purchase agreement governing the 
right, if any, to substitute is imme-
diately preceded by the following dis-
closure statement, which must be 
prominently displayed: 

REQUIRED DISCLOSURE 

The [seller] is not permitted to substitute 
other securities for those subject to this 
agreement and therefore must keep the [buy-
er’s] securities segregated at all times, un-
less in this agreement the [buyer] grants the 
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[seller] the right to substitute other securi-
ties. If the [buyer] grants the right to sub-
stitute, this means that the [buyer’s] securi-
ties will likely be commingled with the [sell-
er’s] own securities during the trading day. 
The [buyer] is advised that, during any trad-
ing day that the [buyer’s] securities are com-
mingled with the [seller’s] securities, they 
will be subject to liens granted by the [sell-
er] to its clearing bank and may be used by 
the [seller] for deliveries on other securities 
transactions. Whenever the securities are 
commingled, the [seller’s] ability to reseg-
regate substitute securities for the [buyer] 
will be subject to the [seller’s] ability to sat-
isfy the clearing lien or to obtain substitute 
securities. 

(iv) A confirmation issued in accord-
ance with paragraph (b)(4)(i)(B) of this 
section shall specify the issuer, matu-
rity date, coupon rate, par amount and 
market value of the security and shall 
further identify a CUSIP or mortgage- 
backed security pool number, as appro-
priate, except that a CUSIP or a pool 
number is not required on the con-
firmation if it is identified in internal 
records of the broker or dealer that 
designate the specific security of the 
counterparty. For purposes of this 
paragraph (b)(4)(iv), the market value 
of any security that is the subject of 
the repurchase transaction shall be the 
most recently available bid price plus 
accrued interest, obtained by any rea-
sonable and consistent methodology. 

(v) This paragraph (b)(4) shall not 
apply to a repurchase agreement be-
tween the broker or dealer and another 
broker or dealer (including a govern-
ment securities broker or dealer), a 
registered municipal securities dealer, 
or a general partner or director or prin-
cipal officer of the broker or dealer or 
any person to the extent that the per-
son’s claim is explicitly subordinated 
to the claims of creditors of the broker 
or dealer. 

(5) A broker or dealer is required to 
obtain and thereafter maintain the 
physical possession or control of secu-
rities carried for a PAB account, unless 
the broker or dealer has provided writ-
ten notice to the account holder that 
the securities may be used in the ordi-
nary course of its securities business, 
and has provided an opportunity for 
the account holder to object. 

(c) Control of securities. Securities 
under the control of a broker or dealer 
shall be deemed to be securities which: 

(1) Are represented by one or more 
certificates in the custody or control of 
a clearing corporation or other sub-
sidiary organization of either national 
securities exchanges or of a registered 
national securities association, or of a 
custodian bank in accordance with a 
system for the central handling of se-
curities complying with the provisions 
of §§ 240.8c–1(g) and 240.15c2–1(g) the de-
livery of which certificates to the 
broker or dealer does not require the 
payment of money or value, and if the 
books or records of the broker or dealer 
identify the customers entitled to re-
ceive specified quantities or units of 
the securities so held for such cus-
tomers collectively; or 

(2) Are carried for the account of any 
customer by a broker or dealer and are 
carried in an omnibus credit account in 
the name of such broker or dealer with 
another broker or dealer in compliance 
with the requirements of section 7(f) of 
Regulation T (12 CFR 220.7(f)), such se-
curities being deemed to be under the 
control of such broker or dealer to the 
extent that it has instructed such car-
rying broker or dealer to maintain 
physical possession or control of them 
free of any charge, lien, or claim of any 
kind in favor of such carrying broker 
or dealer or any persons claiming 
through such carrying broker or deal-
er; or 

(3) Are the subject of bona fide items 
of transfer; provided that securities 
shall be deemed not to be the subject of 
bona fide items of transfer if, within 40 
calendar days after they have been 
transmitted for transfer by the broker 
or dealer to the issuer or its transfer 
agent, new certificates conforming to 
the instructions of the broker or dealer 
have not been received by the broker or 
deal, the broker or dealer has not re-
ceived a written statement by the 
issuer or its transfer agent acknowl-
edging the transfer instructions and 
the possession of the securities or the 
broker or dealer has not obtained a re-
validation of a window ticket from a 
transfer agent with respect to the cer-
tificate delivered for transfer; or 

(4) Are in the custody of a foreign de-
pository, foreign clearing agency or 
foreign custodian bank which the Com-
mission upon application from a broker 
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or dealer, a registered national securi-
ties exchange or a registered national 
securities association, or upon its own 
motion shall designate as a satisfac-
tory control location for securities; or 

(5) Are in the custody or control of a 
bank as defined in section 3(a)(6) of the 
Act, the delivery of which securities to 
the broker or dealer does not require 
the payment of money or value and the 
bank having acknowledged in writing 
that the securities in its custody or 
control are not subject to any right, 
charge, security interest, lien or claim 
of any kind in favor of a bank or any 
person claiming through the bank; or 

(6)(i) Are held in or are in transit be-
tween offices of the broker or dealer; or 
(ii) are held by a corporate subsidiary 
if the broker or dealer owns and exer-
cises a majority of the voting rights of 
all of the voting securities of such sub-
sidiary, assumes or guarantees all of 
the subsidiary’s obligations and liabil-
ities, operates the subsidiary as a 
branch office of the broker or dealer, 
and assumes full responsibility for 
compliance by the subsidiary and all of 
its associated persons with the provi-
sions of the Federal securities laws as 
well as for all of the other acts of the 
subsidiary and such associated persons; 
or 

(7) Are held in such other locations 
as the Commission shall upon applica-
tion from a broker or dealer find and 
designate to be adequate for the pro-
tection of customer securities. 

(d) Requirement to reduce securities to 
possession or control. Not later than the 
next business day, a broker or dealer, 
as of the close of the preceding busi-
ness day, shall determine from its 
books or records the quantity of fully 
paid securities and excess margin secu-
rities in its possession or control and 
the quantity of fully paid securities 
and excess margin securities not in its 
possession or control. In making this 
daily determination inactive margin 
accounts (accounts having no activity 
by reason of purchase or sale of securi-
ties, receipt or delivery of cash or secu-
rities or similar type events) may be 
computed not less than once weekly. If 
such books or records indicate, as of 
such close of the business day, that 
such broker or dealer has not obtained 
physical possession or control of all 

fully paid and excess margin securities 
as required by this section and there 
are securities of the same issue and 
class in any of the following noncon-
trol locations: 

(1) Securities subject to a lien secur-
ing moneys borrowed by the broker or 
dealer or securities loaned to another 
broker or dealer or a clearing corpora-
tion, then the broker or dealer shall, 
not later than the business day fol-
lowing the day on which such deter-
mination is made, issue instructions 
for the release of such securities from 
the lien or return of such loaned secu-
rities and shall obtain physical posses-
sion or control of such securities with-
in two business days following the date 
of issuance of the instructions in the 
case of securities subject to lien secur-
ing borrowed moneys and within five 
business days following the date of 
issuance of instructions in the case of 
securities loaned; or 

(2) Securities included on the bro-
ker’s or dealer’s books or records as 
failed to receive more than 30 calendar 
days, then the broker or dealer shall, 
not later than the business day fol-
lowing the day on which such deter-
mination is made, take prompt steps to 
obtain physical possession or control of 
securities so failed to receive through a 
buy-in procedure or otherwise; or 

(3) Securities receivable by the 
broker or dealer as a security dividend 
receivable, stock split or similar dis-
tribution for more than 45 calendar 
days, then the broker or dealer shall, 
not later than the business day fol-
lowing the day on which such deter-
mination is made, take prompt steps to 
obtain physical possession or control of 
securities so receivable through a buy- 
in procedure or otherwise; or 

(4) Securities included on the bro-
ker’s or dealer’s books or records that 
allocate to a short position of the 
broker or dealer or a short position for 
another person, excluding positions 
covered by paragraph (m) of this sec-
tion, for more than 30 calendar days, 
then the broker or dealer must, not 
later than the business day following 
the day on which the determination is 
made, take prompt steps to obtain 
physical possession or control of such 
securities. For the purposes of this 
paragraph (d)(4), the 30 day time period 
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will not begin to run with respect to a 
syndicate short position established in 
connection with an offering of securi-
ties until the completion of the under-
writer’s participation in the distribu-
tion as determined pursuant to 
§ 242.100(b) of Regulation M of this 
chapter (17 CFR 242.100 through 
242.105); or 

(5) A broker or dealer which is sub-
ject to the requirements of § 240.15c3–3 
with respect to physical possession or 
control of fully paid and excess margin 
securities shall prepare and maintain a 
current and detailed description of the 
procedures which it utilizes to comply 
with the possession or control require-
ments set forth in this section. The 
records required herein shall be made 
available upon request to the Commis-
sion and to the designated examining 
authority for such broker or dealer. 

(e) Special reserve bank accounts for 
the exclusive benefit of customers and 
PAB accounts. (1) Every broker or deal-
er must maintain with a bank or banks 
at all times when deposits are required 
or hereinafter specified a ‘‘Special Re-
serve Bank Account for the Exclusive 
Benefit of Customers’’ (hereinafter re-
ferred to as the Customer Reserve Bank 
Account) and a ‘‘Special Reserve Bank 
Account for Brokers and Dealers’’ 
(hereinafter referred to as the PAB Re-
serve Bank Account), each of which will 
be separate from the other and from 
any other bank account of the broker 
or dealer. Such broker or dealer must 
at all times maintain in the Customer 
Reserve Bank Account and the PAB 
Reserve Bank Account, through depos-
its made therein, cash and/or qualified 
securities in amounts computed in ac-
cordance with the formula attached as 
Exhibit A (17 CFR 240.15c3–3a), as ap-
plied to customer and PAB accounts 
respectively. 

(2) With respect to each computation 
required pursuant to paragraph (e)(1) of 
this section, a broker or dealer must 
not accept or use any of the amounts 
under items comprising Total Credits 
under the formula referred to in para-
graph (e)(1) of this section except for 
the specified purposes indicated under 
items comprising Total Debits under 
the formula, and, to the extent Total 
Credits exceed Total Debits, at least 
the net amount thereof must be main-

tained in the Customer Reserve Bank 
Account and PAB Reserve Bank Ac-
count pursuant to paragraph (e)(1) of 
this section. 

(3) Reserve Bank Account computa-
tions. (i) Computations necessary to de-
termine the amount required to be de-
posited in the Customer Reserve Bank 
Account and PAB Reserve Bank Ac-
count as specified in paragraph (e)(1) of 
this section must be made weekly, as 
of the close of the last business day of 
the week, and the deposit so computed 
must be made no later than one hour 
after the opening of banking business 
on the second following business day; 
provided, however, a broker or dealer 
which has aggregate indebtedness not 
exceeding 800 percent of net capital (as 
defined in § 240.15c3–1) and which car-
ries aggregate customer funds (as de-
fined in paragraph (a)(10) of this sec-
tion), as computed at the last required 
computation pursuant to this section, 
not exceeding $1,000,000, may in the al-
ternative make the Customer Reserve 
Bank Account computation monthly, 
as of the close of the last business day 
of the month, and, in such event, must 
deposit not less than 105 percent of the 
amount so computed no later than one 
hour after the opening of banking busi-
ness on the second following business 
day. 

(ii) If a broker or dealer, computing 
on a monthly basis, has, at the time of 
any required computation, aggregate 
indebtedness in excess of 800 percent of 
net capital, such broker or dealer must 
thereafter compute weekly as aforesaid 
until four successive weekly Customer 
Reserve Bank Account computations 
are made, none of which were made at 
a time when its aggregate indebtedness 
exceeded 800 percent of its net capital. 

(iii) A broker or dealer that does not 
carry the accounts of a ‘‘customer’’ as 
defined by this section or conduct a 
proprietary trading business may make 
the computation to be performed with 
respect to PAB accounts under para-
graph (e)(1) of this section monthly 
rather than weekly. If a broker or deal-
er performing the computation with re-
spect to PAB accounts under paragraph 
(e)(1) of this section on a monthly basis 
is, at the time of any required com-
putation, required to deposit additional 
cash or qualified securities in the PAB 
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Reserve Bank Account, the broker or 
dealer must thereafter perform the 
computation required with respect to 
PAB accounts under paragraph (e)(1) of 
this section weekly until four succes-
sive weekly computations are made, 
none of which is made at a time when 
the broker or dealer was required to de-
posit additional cash or qualified secu-
rities in the PAB Reserve Bank Ac-
count. 

(iv) Computations in addition to the 
computations required in this para-
graph (e)(3), may be made as of the 
close of any business day, and the de-
posits so computed must be made no 
later than one hour after the opening 
of banking business on the second fol-
lowing business day. 

(v) The broker or dealer must make 
and maintain a record of each such 
computation made pursuant to this 
paragraph (e)(3) or otherwise and pre-
serve each such record in accordance 
with § 240.17a–4. 

(4) If the computation performed 
under paragraph (e)(3) of this section 
with respect to PAB accounts results 
in a deposit requirement, the require-
ment may be satisfied to the extent of 
any excess debit in the computation 
performed under paragraph (e)(3) of 
this section with respect to customer 
accounts of the same date. However, a 
deposit requirement resulting from the 
computation performed under para-
graph (e)(3) of this section with respect 
to customer accounts cannot be satis-
fied with excess debits from the com-
putation performed under paragraph 
(e)(3) of this section with respect to 
PAB accounts. 

(5) In determining whether a broker 
or dealer maintains the minimum de-
posits required under this section, the 
broker or dealer must exclude the total 
amount of any cash deposited with an 
affiliated bank. The broker or dealer 
also must exclude cash deposited with 
a non-affiliated bank to the extent that 
the amount of the deposit exceeds 15% 
of the bank’s equity capital as reported 
by the bank in its most recent Call Re-
port or any successor form the bank is 
required to file by its appropriate Fed-
eral banking agency (as defined by sec-
tion 3 of the Federal Deposit Insurance 
Act (12 U.S.C. 1813)). 

(f) Notification of banks. A broker or 
dealer required to maintain a Customer 
Reserve Bank Account and PAB Re-
serve Bank Account prescribed by 
paragraph (e)(1) of this section or who 
maintains a Special Account referred 
to in paragraph (k) of this section must 
obtain and preserve in accordance with 
§ 240.17a–4 a written notification from 
each bank with which it maintains a 
Customer Reserve Bank Account, a 
PAB Reserve Bank Account, or a Spe-
cial Account that the bank was in-
formed that all cash and/or qualified 
securities deposited therein are being 
held by the bank for the exclusive ben-
efit of the customers and account hold-
ers of the broker or dealer in accord-
ance with the regulations of the Com-
mission, and are being kept separate 
from any other accounts maintained by 
the broker or dealer with the bank, and 
the broker or dealer must have a writ-
ten contract with the bank which pro-
vides that the cash and/or qualified se-
curities will at no time be used directly 
or indirectly as security for a loan to 
the broker or dealer by the bank and 
will not be subject to any right, 
charge, security interest, lien, or claim 
of any kind in favor of the bank or any 
person claiming through the bank. 

(g) Withdrawals from the reserve bank 
account. A broker or dealer may make 
withdrawals from a Customer Reserve 
Bank Account and a PAB Reserve 
Bank Account if and to the extent that 
at the time of the withdrawal the 
amount remaining in the Customer Re-
serve Bank Account and PAB Reserve 
Bank Account is not less than the 
amount then required by paragraph (e) 
of this section. A bank may presume 
that any request for withdrawal from a 
reserve bank account is in conformity 
and compliance with this paragraph 
(g). On any business day on which a 
withdrawal is made, the broker or deal-
er shall make a record of the computa-
tion on the basis of which he makes 
such withdrawal, and he shall preserve 
such computation in accordance with 
§ 240.17a–4. 

(h) Buy-in of short security differences. 
A broker or dealer shall within 45 cal-
endar days after the date of the exam-
ination, count, verification and com-
parison of securities pursuant to 
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§ 240.17a–13 or otherwise or to the an-
nual report of financial condition in 
accordance with § 240.17a–5 or 240.17a– 
12, buy-in all short security differences 
which are not resolved during the 45- 
day period. 

(i) Notification in the event of failure to 
make a required deposit. If a broker or 
dealer shall fail to make in its Cus-
tomer Reserve Bank Account, PAB Re-
serve Bank Account or special account 
a deposit, as required by this section, 
the broker or dealer shall by telegram 
immediately notify the Commission 
and the regulatory authority for the 
broker or dealer, which examines such 
broker or dealer as to financial respon-
sibility and shall promptly thereafter 
confirm such notification in writing. 

(j) Treatment of free credit balances. (1) 
A broker or dealer must not accept or 
use any free credit balance carried for 
the account of any customer of the 
broker or dealer unless such broker or 
dealer has established adequate proce-
dures pursuant to which each customer 
for whom a free credit balance is car-
ried will be given or sent, together 
with or as part of the customer’s state-
ment of account, whenever sent but 
not less frequently than once every 
three months, a written statement in-
forming the customer of the amount 
due to the customer by the broker or 
dealer on the date of the statement, 
and that the funds are payable on de-
mand of the customer. 

(2) A broker or dealer must not con-
vert, invest, or transfer to another ac-
count or institution, credit balances 
held in a customer’s account except as 
provided in paragraphs (j)(2)(i) and (ii) 
of this section. 

(i) A broker or dealer is permitted to 
invest or transfer to another account 
or institution, free credit balances in a 
customer’s account only upon a spe-
cific order, authorization, or draft from 
the customer, and only in the manner, 
and under the terms and conditions, 
specified in the order, authorization, or 
draft. 

(ii) A broker or dealer is permitted to 
transfer free credit balances held in a 
customer’s securities account to a 
product in its Sweep Program or to 
transfer a customer’s interest in one 
product in a Sweep Program to another 
product in a Sweep Program, provided: 

(A) For an account opened on or after 
the effective date of this paragraph 
(j)(2)(ii), the customer gives prior writ-
ten affirmative consent to having free 
credit balances in the customer’s secu-
rities account included in the Sweep 
Program after being notified: 

(1) Of the general terms and condi-
tions of the products available through 
the Sweep Program; and 

(2) That the broker or dealer may 
change the products available under 
the Sweep Program. 

(B) For any account: 
(1) The broker or dealer provides the 

customer with the disclosures and no-
tices regarding the Sweep Program re-
quired by each self-regulatory organi-
zation of which the broker or dealer is 
a member; 

(2) The broker or dealer provides no-
tice to the customer, as part of the cus-
tomer’s quarterly statement of ac-
count, that the balance in the bank de-
posit account or shares of the money 
market mutual fund in which the cus-
tomer has a beneficial interest can be 
liquidated on the customer’s order and 
the proceeds returned to the securities 
account or remitted to the customer; 
and 

(3)(i) The broker or dealer provides 
the customer with written notice at 
least 30 calendar days before: 

(A) Making changes to the terms and 
conditions of the Sweep Program; 

(B) Making changes to the terms and 
conditions of a product currently avail-
able through the Sweep Program; 

(C) Changing, adding or deleting 
products available through the Sweep 
Program; or 

(D) Changing the customer’s invest-
ment through the Sweep Program from 
one product to another. 

(ii) The notice must describe the new 
terms and conditions of the Sweep Pro-
gram or product or the new product, 
and the options available to the cus-
tomer if the customer does not accept 
the new terms and conditions or prod-
uct. 

(k) Exemptions. (1) The provisions of 
this section shall not be applicable to a 
broker or dealer meeting all of the fol-
lowing conditions: 

(i) The broker’s or dealer’s trans-
actions as dealer (as principal for its 
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own account) are limited to the pur-
chase, sale, and redemption of redeem-
able securities of registered investment 
companies or of interests or participa-
tions in an insurance company sepa-
rate account, whether or not registered 
as an investment company; except that 
a broker or dealer transacting business 
as a sole proprietor may also effect oc-
casional transactions in other securi-
ties for its own account with or 
through another registered broker or 
dealer; 

(ii) The broker’s or dealer’s trans-
actions as broker (agent) are limited 
to: 

(a) The sale and redemption of re-
deemable securities of registered in-
vestment companies or of interests or 
participations in an insurance com-
pany separate account, whether or not 
registered as an investment company; 

(b) the solicitation of share accounts 
for savings and loan associations in-
sured by an instrumentality of the 
United States; and 

(c) the sale of securities for the ac-
count of a customer to obtain funds for 
immediate reinvestment in redeemable 
securities of registered investment 
companies; and 

(iii) The broker or dealer promptly 
transmits all funds and delivers all se-
curities received in connection with its 
activities as a broker or dealer, and 
does not otherwise hold funds or secu-
rities for, or owe money or securities 
to, customers. 

(iv) Notwithstanding the foregoing, 
this section shall not apply to any in-
surance company which is a registered 
broker-dealer, and which otherwise 
meets all of the conditions in para-
graphs (k)(1) (i), (ii), and (iii) of this 
section, solely by reason of its partici-
pation in transactions that are a part 
of the business of insurance, including 
the purchasing, selling, or holding of 
securities for or on behalf of such com-
pany’s general and separate accounts. 

(2) The provisions of this section 
shall not be applicable to a broker or 
dealer: 

(i) Who carries no margin accounts, 
promptly transmits all customer funds 
and delivers all securities received in 
connection with its activities as a 
broker or dealer, does not otherwise 
hold funds or securities for, or owe 

money or securities to, customers and 
effectuates all financial transactions 
between the broker or dealer and its 
customers through one or more bank 
accounts, each to be designated as 
‘‘Special Account for the Exclusive 
Benefit of Customers of (name of the 
broker or dealer)’’; or 

(ii) Who, as an introducing broker or 
dealer, clears all transactions with and 
for customers on a fully disclosed basis 
with a clearing broker or dealer, and 
who promptly transmits all customer 
funds and securities to the clearing 
broker or dealer which carries all of 
the accounts of such customers and 
maintains and preserves such books 
and records pertaining thereto pursu-
ant to the requirements of §§ 240.17a–3 
and 240.17a–4 of this chapter, as are cus-
tomarily made and kept by a clearing 
broker or dealer. 

(3) Upon written application by a 
broker or dealer, the Commission may 
exempt such broker or dealer from the 
provisions of this section, either un-
conditionally or on specified terms and 
conditions, if the Commission finds 
that the broker or dealer has estab-
lished safeguards for the protection of 
funds and securities of customers com-
parable with those provided for by this 
section and that it is not necessary in 
the public interest or for the protec-
tion of investors to subject the par-
ticular broker or dealer to the provi-
sions of this section. 

(l) Delivery of securities. Nothing stat-
ed in this section shall be construed as 
affecting the absolute right of a cus-
tomer of a broker or dealer to receive 
in the course of normal business oper-
ations following demand made on the 
broker or dealer, the physical delivery 
of certificates for: 

(1) Fully-paid securities to which he 
is entitled, and, 

(2) Margin securities upon full pay-
ment by such customer to the broker 
or dealer of the customer’s indebted-
ness to the broker or dealer; and, sub-
ject to the right of the broker or dealer 
under Regulation T (12 CFR 220) to re-
tain collateral for its own protection 
beyond the requirements of Regulation 
T, excess margin securities not reason-
ably required to collateralize such cus-
tomer’s indebtedness to the broker or 
dealer. 
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(m) Completion of sell orders on behalf 
of customers. If a broker or dealer exe-
cutes a sell order of a customer (other 
than an order to execute a sale of secu-
rities which the seller does not own) 
and if for any reason whatever the 
broker or dealer has not obtained pos-
session of the securities from the cus-
tomer within 10 business days after the 
settlement date, the broker or dealer 
shall immediately thereafter close the 
transaction with the customer by pur-
chasing securities of like kind and 
quantity: Provided, however, The term 
customer for the purpose of this para-
graph (m) shall not include a broker or 
dealer who maintains an omnibus cred-
it account with another broker or deal-
er in compliance with secttion 7(f) of 
Regulation T (12 CFR 220.7(f)). 

NOTE TO PARAGRAPH (m): See 38 FR 12103, 
May 9, 1973 for an order suspending indefi-
nitely the operation of paragraph (m) as to 
sell orders for exempted securities (e.g., U.S. 
Government and municipal obligations). 

(n) Extensions of time. If a registered 
national securities exchange or a reg-
istered national securities association 
is satisfied that a broker or dealer is 
acting in good faith in making the ap-
plication and that exceptional cir-
cumstances warrant such action, such 
exchange or association, on application 
of the broker or dealer, may extend 
any period specified in paragraphs (d) 
(2) through (4), (h) and (m) of this sec-
tion, relating to the requirement that 
such broker or dealer take action with-
in a designated period of time to buy- 
in a security, for one or more limited 
periods commensurate with the cir-
cumstances. Each such exchange or as-
sociation shall make and preserve for a 
period of not less than 3 years a record 
of each extension granted pursuant to 
paragraph (n) of this section which 
shall contain a summary of the jus-
tification for the granting of the exten-
sion. 

(o) Security futures products—(1) Where 
security futures products shall be held. A 
broker or dealer registered with the 
Commission pursuant to section 
15(b)(1) of the Act (15 U.S.C. 78o(b)(1)) 
that is also a futures commission mer-
chant registered with the Commodity 
Futures Trading Commission pursuant 
to section 4f(a)(1) of the Commodity 
Exchange Act (7 U.S.C. 6f(a)(1)): 

(i) Shall hold a customer’s security 
futures products in either a securities 
account or a futures account; and 

(ii) Shall establish written policies or 
procedures for determining whether 
customer security futures products will 
be placed in a securities account or a 
futures account and, if applicable, the 
process by which a customer may elect 
the type or types of account in which 
security futures products will be held 
(including the procedure to be followed 
if a customer fails to make an election 
of account type). 

(2) Disclosure and record requirements. 
(i) Except as provided in paragraph 
(o)(2)(ii), before a broker or dealer reg-
istered with the Commission pursuant 
to section 15(b)(1) of the Act (15 U.S.C. 
78o(b)(1)) accepts the first order for a 
security futures product from or on be-
half of a customer, the broker or dealer 
shall furnish the customer with a dis-
closure document containing the fol-
lowing information: 

(A) A description of the protections 
provided by the requirements set forth 
under this section and SIPA applicable 
to a securities account; 

(B) A description of the protections 
provided by the requirements set forth 
under section 4d of the Commodity Ex-
change Act (7 U.S.C. 6d) applicable to a 
futures account; 

(C) A statement indicating whether 
the customer’s security futures prod-
ucts will be held in a securities account 
or a futures account, or whether the 
firm permits customers to make or 
change an election of account type; and 

(D) A statement that, with respect to 
holding the customer’s security futures 
products in a securities account or a 
futures account, the alternative regu-
latory scheme is not available to the 
customer with relation to that ac-
count. 

(ii) Where a customer account con-
taining an open security futures prod-
uct position is transferred to a broker 
or dealer registered with the Commis-
sion pursuant to section 15(b)(1) of the 
Act (15 U.S.C. 78o(b)(1)), that broker or 
dealer may instead provide the state-
ments described in paragraphs 
(o)(2)(i)(C) and (o)(2)(i)(D) of this sec-
tion no later than ten business days 
after the date the account is received. 
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(3) Changes in account type. A broker 
or dealer registered with the Commis-
sion pursuant to section 15(b)(1) of the 
Act (15 U.S.C. 78o(b)(1)) that is also a 
futures commission merchant reg-
istered pursuant to section 4f(a)(1) of 
the Commodity Exchange Act (7 U.S.C. 
6f(a)(1)) may change the type of ac-
count in which a customer’s security 
futures products will be held; provided 
that: 

(i) The broker or dealer creates a 
record of each change in account type, 
including the name of the customer, 
the account number, the date the 
broker or dealer received the cus-
tomer’s request to change the account 
type, if applicable, and the date the 
change in account type became effec-
tive; and 

(ii) The broker or dealer, at least ten 
days before the customer’s account 
type is changed: 

(A) Notifies the customer in writing 
of the date that the change will become 
effective; and 

(B) Provides the customer with the 
disclosures described in paragraph 
(o)(2)(i) of this section. 

[37 FR 25226, Nov. 29, 1972; 38 FR 6277, Mar. 8, 
1973, as amended at 42 FR 23790, May 10, 1977; 
44 FR 1975, Jan. 9, 1979; 45 FR 37688, June 4, 
1980; 47 FR 21775, May 20, 1982; 47 FR 23920, 
June 2, 1982; 50 FR 41340, Oct. 10, 1985; 52 FR 
30333, Aug. 14, 1987; 63 FR 59400, Nov. 3, 1998; 
67 FR 58299, Sept. 13, 2002; 68 FR 12783, Mar. 
17, 2003; 78 FR 51902, Aug. 21, 2013] 

§ 240.15c3–3a Exhibit A—Formula for 
determination of customer and PAB 
account reserve requirements of 
brokers and dealers under 
§ 240.15c3–3. 

Credits Debits 

1. Free credit balances and other credit balances in customers’ security accounts. (See Note 
A) ............................................................................................................................................... XXX 

2. Monies borrowed collateralized by securities carried for the accounts of customers (See 
Note B) ....................................................................................................................................... XXX 

3. Monies payable against customers’ securities loaned (See Note C) ....................................... XXX 
4. Customers’ securities failed to receive (See Note D) .............................................................. XXX 
5. Credit balances in firm accounts which are attributable to principal sales to customers. ....... XXX 
6. Market value of stock dividends, stock splits and similar distributions receivable outstanding 

over 30 calendar days ............................................................................................................... XXX 
7. Market value of short security count differences over 30 calendar days old ........................... XXX 
8. Market value of short securities and credits (not to be offset by longs or by debits) in all 

suspense accounts over 30 calendar days ............................................................................... XXX 
9. Market value of securities which are in transfer in excess of 40 calendar days and have not 

been confirmed to be in transfer by the transfer agent or the issuer during the 40 days ........ XXX 
10. Debit balances in customers’ cash and margin accounts excluding unsecured accounts 

and accounts doubtful of collection. (See Note E) .................................................................... ........................ XXX 
11. Securities borrowed to effectuate short sales by customers and securities borrowed to 

make delivery on customers’ securities failed to deliver ........................................................... ........................ XXX 
12. Failed to deliver of customers’ securities not older than 30 calendar days ........................... ........................ XXX 
13. Margin required and on deposit with the Options Clearing Corporation for all option con-

tracts written or purchased in customer accounts. (See Note F) ............................................. ........................ XXX 
14. Margin required and on deposit with a clearing agency registered with the Commission 

under section 17A of the Act (15 U.S.C. 78q–1) or a derivatives clearing organization reg-
istered with the Commodity Futures Trading Commission under section 5b of the Com-
modity Exchange Act (7 U.S.C. 7a–1) related to the following types of positions written, pur-
chased or sold in customer accounts: (1) security futures products and (2) futures contracts 
(and options thereon) carried in a securities account pursuant to an SRO portfolio margining 
rule (See Note G) ...................................................................................................................... ........................ XXX 

Total credits .................................................................................................................... ........................
Total debits ..................................................................................................................... ........................

15. Excess of total credits (sum of items 1–9) over total debits (sum of items 10–14) required 
to be on deposit in the ‘‘Reserve Bank Account’’ (§ 240.15c3–3(e)). If the computation is 
made monthly as permitted by this section, the deposit must be not less than 105% of the 
excess of total credits over total debits. .................................................................................... ........................ XXX 

NOTES REGARDING THE CUSTOMER 
RESERVE BANK ACCOUNT COMPUTATION 

NOTE A. Item 1 must include all out-
standing drafts payable to customers 
which have been applied against free 

credit balances or other credit balances 
and must also include checks drawn in 
excess of bank balances per the records 
of the broker or dealer. 
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NOTE B. Item 2 must include the 
amount of options-related or security 
futures product-related Letters of 
Credit obtained by a member of a reg-
istered clearing agency or a derivatives 
clearing organization which are 
collateralized by customers’ securities, 
to the extent of the member’s margin 
requirement at the registered clearing 
agency or derivatives clearing organi-
zation. Item 2 must also include the 
amount of Letters of Credit which are 
collateralized by customers’ securities 
and related to other futures contracts 
(and options thereon) carried in a secu-
rities account pursuant to an SRO 
portfolio margining rule. 

NOTE C. Item 3 must include in addi-
tion to monies payable against cus-
tomers’ securities loaned the amount 
by which the market value of securi-
ties loaned exceeds the collateral value 
received from the lending of such secu-
rities. 

NOTE D. Item 4 must include in addi-
tion to customers’ securities failed to 
receive the amount by which the mar-
ket value of securities failed to receive 
and outstanding more than thirty (30) 
calendar days exceeds their contract 
value. 

NOTE E. (1) Debit balances in margin 
accounts must be reduced by the 
amount by which a specific security 
(other than an exempted security) 
which is collateral for margin accounts 
exceeds in aggregate value 15 percent 
of the aggregate value of all securities 
which collateralize all margin accounts 
receivable; provided, however, the re-
quired reduction must not be in excess 
of the amounts of the debit balance re-
quired to be excluded because of this 
concentration rule. A specified security 
is deemed to be collateral for a margin 
account only to the extent it rep-
resents in value not more than 140 per-
cent of the customer debit balance in a 
margin account. 

(2) Debit balances in special omnibus 
accounts, maintained in compliance 
with the requirements of Section 7(f) of 
Regulation T (12 CFR 220.7(f)) or simi-
lar accounts carried on behalf of an-
other broker or dealer, must be reduced 
by any deficits in such accounts (or if 
a credit, such credit must be increased) 
less any calls for margin, mark to the 
market, or other required deposits 

which are outstanding 5 business days 
or less. 

(3) Debit balances in customers’ cash 
and margin accounts included in the 
formula under Item 10 must be reduced 
by an amount equal to 1 percent of 
their aggregate value. 

(4) Debit balances in cash and margin 
accounts of household members and 
other persons related to principals of a 
broker or dealer and debit balances in 
cash and margin accounts of affiliated 
persons of a broker or dealer must be 
excluded from the Reserve Formula, 
unless the broker or dealer can dem-
onstrate that such debit balances are 
directly related to credit items in the 
formula. 

(5) Debit balances in margin accounts 
(other than omnibus accounts) must be 
reduced by the amount by which any 
single customer’s debit balance exceeds 
25% (to the extent such amount is 
greater than $50,000) of the broker-deal-
er’s tentative net capital (i.e., net cap-
ital prior to securities haircuts) unless 
the broker or dealer can demonstrate 
that the debit balance is directly re-
lated to credit items in the Reserve 
Formula. Related accounts (e.g., the 
separate accounts of an individual, ac-
counts under common control or sub-
ject to cross guarantees) will be 
deemed to be a single customer’s ac-
counts for purposes of this provision. 

If the registered national securities 
exchange or the registered national se-
curities association having responsi-
bility for examining the broker or deal-
er (‘‘designated examining authority’’) 
is satisfied, after taking into account 
the circumstances of the concentrated 
account including the quality, diver-
sity, and marketability of the collat-
eral securing the debit balances or 
margin accounts subject to this provi-
sion, that the concentration of debit 
balances is appropriate, then such des-
ignated examining authority may 
grant a partial or plenary exception 
from this provision. The debit balance 
may be included in the reserve formula 
computation for five business days 
from the day the request is made. 

(6) Debit balances in joint accounts, 
custodian accounts, participation in 
hedge funds or limited partnerships or 
similar type accounts or arrangements 
that include both assets of a person or 
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persons who would be excluded from 
the definition of customer (‘‘noncus-
tomer’’) and assets of a person or per-
sons who would be included in the defi-
nition of customer must be included in 
the Reserve Formula in the following 
manner: If the percentage ownership of 
the non-customer is less than 5 percent 
then the entire debit balance shall be 
included in the formula; if such per-
centage ownership is between 5 percent 
and 50 percent then the portion of the 
debit balance attributable to the non- 
customer must be excluded from the 
formula unless the broker or dealer can 
demonstrate that the debit balance is 
directly related to credit items in the 
formula; or if such percentage owner-
ship is greater than 50 percent, then 
the entire debit balance must be ex-
cluded from the formula unless the 
broker or dealer can demonstrate that 
the debit balance is directly related to 
credit items in the formula. 

NOTE F. Item 13 must include the 
amount of margin required and on de-
posit with the Options Clearing Cor-
poration to the extent such margin is 
represented by cash, proprietary quali-
fied securities and letters of credit 
collateralized by customers’ securities. 

NOTE G. (a) Item 14 must include the 
amount of margin required and on de-
posit with a clearing agency registered 
with the Commission under section 17A 
of the Act (15 U.S.C. 78q–1) or a deriva-
tives clearing organization registered 
with the Commodity Futures Trading 
Commission under section 5b of the 
Commodity Exchange Act (7 U.S.C. 7a– 
1) for customer accounts to the extent 
that the margin is represented by cash, 
proprietary qualified securities, and 
letters of credit collateralized by cus-
tomers’ securities. 

(b) Item 14 will apply only if the 
broker or dealer has the margin related 
to security futures products, or futures 
(and options thereon) carried in a secu-
rities account pursuant to an approved 
SRO portfolio margining program on 
deposit with: 

(1) A registered clearing agency or 
derivatives clearing organization that: 

(i) Maintains security deposits from 
clearing members in connection with 
regulated options or futures trans-
actions and assessment power over 
member firms that equal a combined 

total of at least $2 billion, at least $500 
million of which must be in the form of 
security deposits. For the purposes of 
this Note G, the term ‘‘security depos-
its’’ refers to a general fund, other 
than margin deposits or their equiva-
lent, that consists of cash or securities 
held by a registered clearing agency or 
derivative clearing organization; or 

(ii) Maintains at least $3 billion in 
margin deposits; or 

(iii) Does not meet the requirements 
of paragraphs (b)(1)(i) through (b)(1)(iii) 
of this Note G, if the Commission has 
determined, upon a written request for 
exemption by or for the benefit of the 
broker or dealer, that the broker or 
dealer may utilize such a registered 
clearing agency or derivatives clearing 
organization. The Commission may, in 
its sole discretion, grant such an ex-
emption subject to such conditions as 
are appropriate under the cir-
cumstances, if the Commission deter-
mines that such conditional or uncon-
ditional exemption is necessary or ap-
propriate in the public interest, and is 
consistent with the protection of inves-
tors; and 

(2) A registered clearing agency or 
derivatives clearing organization that, 
if it holds funds or securities deposited 
as margin for security futures products 
or futures in a portfolio margin ac-
count in a bank, as defined in section 
3(a)(6) of the Act (15 U.S.C. 78c(a)(6)), 
obtains and preserves written notifica-
tion from the bank at which it holds 
such funds and securities or at which 
such funds and securities are held on 
its behalf. The written notification will 
state that all funds and/or securities 
deposited with the bank as margin (in-
cluding customer security futures 
products and futures in a portfolio 
margin account), or held by the bank 
and pledged to such registered clearing 
agency or derivatives clearing agency 
as margin, are being held by the bank 
for the exclusive benefit of clearing 
members of the registered clearing 
agency or derivatives clearing organi-
zation (subject to the interest of such 
registered clearing agency or deriva-
tives clearing organization therein), 
and are being kept separate from any 
other accounts maintained by the reg-
istered clearing agency or derivatives 
clearing organization with the bank. 

VerDate Sep<11>2014 14:47 Jul 29, 2019 Jkt 247060 PO 00000 Frm 00456 Fmt 8010 Sfmt 8010 Q:\17\17V4.TXT PC31kp
ay

ne
 o

n 
V

M
O

F
R

W
IN

70
2 

w
ith

 $
$_

JO
B

Page 211 of 1882



447 

Securities and Exchange Commission § 240.15c3–3a 

The written notification also will pro-
vide that such funds and/or securities 
will at no time be used directly or indi-
rectly as security for a loan to the reg-
istered clearing agency or derivatives 
clearing organization by the bank, and 
will be subject to no right, charge, se-
curity interest, lien, or claim of any 
kind in favor of the bank or any person 
claiming through the bank. This provi-
sion, however, will not prohibit a reg-
istered clearing agency or derivatives 
clearing organization from pledging 
customer funds or securities as collat-
eral to a bank for any purpose that the 
rules of the Commission or the reg-
istered clearing agency or derivatives 
clearing organization otherwise per-
mit; and 

(3) A registered clearing agency or 
derivatives clearing organization es-
tablishes, documents, and maintains: 

(i) Safeguards in the handling, trans-
fer, and delivery of cash and securities; 

(ii) Fidelity bond coverage for its em-
ployees and agents who handle cus-
tomer funds or securities. In the case 
of agents of a registered clearing agen-
cy or derivatives clearing organization, 
the agent may provide the fidelity 
bond coverage; and 

(iii) Provisions for periodic examina-
tion by independent public account-
ants; and 

(iv) A derivatives clearing organiza-
tion that, if it is not otherwise reg-
istered with the Commission, has pro-
vided the Commission with a written 
undertaking, in a form acceptable to 
the Commission, executed by a duly 
authorized person at the derivatives 
clearing organization, to the effect 
that, with respect to the clearance and 
settlement of the customer security fu-
tures products and futures in a port-
folio margin account of the broker or 
dealer, the derivatives clearing organi-
zation will permit the Commission to 
examine the books and records of the 
derivatives clearing organization for 
compliance with the requirements set 
forth in § 240.15c3–3a, Note G (b)(1) 
through (3). 

(c) Item 14 will apply only if a broker 
or dealer determines, at least annually, 
that the registered clearing agency or 
derivatives clearing organization with 
which the broker or dealer has on de-
posit margin related to securities fu-

ture products or futures in a portfolio 
margin account meets the conditions 
of this Note G. 

NOTES REGARDING THE PAB RESERVE 
BANK ACCOUNT COMPUTATION 

NOTE 1. Broker-dealers should use the 
formula in Exhibit A for the purposes 
of computing the PAB reserve require-
ment, except that references to ‘‘ac-
counts,’’ ‘‘customer accounts, or ‘‘cus-
tomers’’ will be treated as references to 
PAB accounts. 

NOTE 2. Any credit (including a credit 
applied to reduce a debit) that is in-
cluded in the computation required by 
§ 240.15c3–3 with respect to customer ac-
counts (the ‘‘customer reserve com-
putation’’) may not be included as a 
credit in the computation required by 
§ 240.15c3–3 with respect to PAB ac-
counts (the ‘‘PAB reserve computa-
tion’’). 

NOTE 3. Note E(1) to § 240.15c3–3a does 
not apply to the PAB reserve computa-
tion. 

NOTE 4. Note E(3) to § 240.15c3–3a 
which reduces debit balances by 1% 
does not apply to the PAB reserve com-
putation. 

NOTE 5. Interest receivable, floor bro-
kerage, and commissions receivable of 
another broker or dealer from the 
broker or dealer (excluding clearing de-
posits) that are otherwise allowable as-
sets under § 240.15c3–1 need not be in-
cluded in the PAB reserve computa-
tion, provided the amounts have been 
clearly identified as payables on the 
books of the broker or dealer. Commis-
sions receivable and other receivables 
of another broker or dealer from the 
broker or dealer that are otherwise 
non-allowable assets under § 240.15c3–1 
and clearing deposits of another broker 
or dealer may be included as ‘‘credit 
balances’’ for purposes of the PAB re-
serve computation, provided the com-
missions receivable and other receiv-
ables are subject to immediate cash 
payment to the other broker or dealer 
and the clearing deposit is subject to 
payment within 30 days. 

NOTE 6. Credits included in the PAB 
reserve computation that result from 
the use of securities held for a PAB ac-
count (‘‘PAB securities’’) that are 
pledged to meet intra-day margin calls 
in a cross-margin account established 
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between the Options Clearing Corpora-
tion and any regulated derivatives 
clearing organization may be reduced 
to the extent that the excess margin 
held by the other clearing corporation 
in the cross-margin relationship is used 
the following business day to replace 
the PAB securities that were pre-
viously pledged. In addition, balances 
resulting from a portfolio margin ac-
count that are segregated pursuant to 
Commodity Futures Trading Commis-
sion regulations need not be included 
in the PAB Reserve Bank Account 
computation. 

NOTE 7. Deposits received prior to a 
transaction pending settlement which 
are $5 million or greater for any single 
transaction or $10 million in aggregate 
may be excluded as credits from the 
PAB reserve computation if such bal-
ances are placed and maintained in a 
separate PAB Reserve Bank Account 
by 12 p.m. Eastern Time on the fol-
lowing business day. Thereafter, the 
money representing any such deposits 
may be withdrawn to complete the re-
lated transactions without performing 
a new PAB reserve computation. 

NOTE 8. A credit balance resulting 
from a PAB reserve computation may 
be reduced by the amount that items 
representing such credits are swept 
into money market funds or mutual 
funds of an investment company reg-
istered under the Investment Company 
Act of 1940 on or prior to 10 a.m. East-
ern Time on the deposit date provided 
that the credits swept into any such 
fund are not subject to any right, 
charge, security interest, lien, or claim 
of any kind in favor of the investment 
company or the broker or dealer. Any 
credits that have been swept into 
money market funds or mutual funds 
must be maintained in the name of a 
particular broker or for the benefit of 
another broker. 

NOTE 9. Clearing deposits required to 
be maintained at registered clearing 
agencies may be included as debits in 
the PAB reserve computation to the 
extent the percentage of the deposit, 
which is based upon the clearing agen-
cy’s aggregate deposit requirements 
(e.g., dollar trading volume), that re-
lates to the proprietary business of 
other brokers and dealers can be iden-
tified. 

NOTE 10. A broker or dealer that 
clears PAB accounts through an affil-
iate or third party clearing broker 
must include these PAB account bal-
ances and the omnibus PAB account 
balance in its PAB reserve computa-
tion. 

[78 FR 51904, Aug. 21, 2013, as amended at 79 
FR 1550, Jan. 8, 2014] 

§ 240.15c3–4 Internal risk management 
control systems for OTC derivatives 
dealers. 

(a) An OTC derivatives dealer shall 
establish, document, and maintain a 
system of internal risk management 
controls to assist it in managing the 
risks associated with its business ac-
tivities, including market, credit, le-
verage, liquidity, legal, and oper-
ational risks. 

(b) An OTC derivatives dealer shall 
consider the following when adopting 
its internal control system guidelines, 
policies, and procedures: 

(1) The ownership and governance 
structure of the OTC derivatives deal-
er; 

(2) The composition of the governing 
body of the OTC derivatives dealer; 

(3) The management philosophy of 
the OTC derivatives dealer; 

(4) The scope and nature of estab-
lished risk management guidelines; 

(5) The scope and nature of the per-
missible OTC derivatives activities; 

(6) The sophistication and experience 
of relevant trading, risk management, 
and internal audit personnel; 

(7) The sophistication and 
functionality of information and re-
porting systems; and 

(8) The scope and frequency of moni-
toring, reporting, and auditing activi-
ties. 

(c) An OTC derivatives dealer’s inter-
nal risk management control system 
shall include the following elements: 

(1) A risk control unit that reports 
directly to senior management and is 
independent from business trading 
units; 

(2) Separation of duties between per-
sonnel responsible for entering into a 
transaction and those responsible for 
recording the transaction in the books 
and records of the OTC derivatives 
dealer; 
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(3) Periodic reviews (which may be 
performed by internal audit staff) and 
annual reviews (which must be con-
ducted by independent certified public 
accountants) of the OTC derivatives 
dealer’s risk management systems; 

(4) Definitions of risk, risk moni-
toring, and risk management; and 

(5) Written guidelines, approved by 
the OTC derivatives dealer’s governing 
body, that include and discuss the fol-
lowing: 

(i) The OTC derivatives dealer’s con-
sideration of the elements in paragraph 
(b) of this section; 

(ii) The scope, and the procedures for 
determining the scope, of authorized 
activities or any nonquantitative limi-
tation on the scope of authorized ac-
tivities; 

(iii) Quantitative guidelines for man-
aging the OTC derivatives dealer’s 
overall risk exposure; 

(iv) The type, scope, and frequency of 
reporting by management on risk expo-
sures; 

(v) The procedures for and the timing 
of the governing body’s periodic review 
of the risk monitoring and risk man-
agement written guidelines, systems, 
and processes; 

(vi) The process for monitoring risk 
independent of the business or trading 
units whose activities create the risks 
being monitored; 

(vii) The performance of the risk 
management function by persons inde-
pendent from or senior to the business 
or trading units whose activities create 
the risks; 

(viii) The authority and resources of 
the groups or persons performing the 
risk monitoring and risk management 
functions; 

(ix) The appropriate response by 
management when internal risk man-
agement guidelines have been exceed-
ed; 

(x) The procedures to monitor and 
address the risk that an OTC deriva-
tives transaction contract will be un-
enforceable; 

(xi) The procedures requiring the doc-
umentation of the principal terms of 
OTC derivatives transactions and other 
relevant information regarding such 
transactions; 

(xii) The procedures authorizing spec-
ified employees to commit the OTC de-

rivatives dealer to particular types of 
transactions; 

(xiii) The procedures to prevent the 
OTC derivatives dealer from engaging 
in any securities transaction that is 
not permitted under § 240.15a–1; and 

(xiv) The procedures to prevent the 
OTC derivatives dealer from improp-
erly relying on the exceptions to 
§ 240.15a–1(c) and § 240.15a–1(d), includ-
ing the procedures to determine wheth-
er a counterparty is acting in the ca-
pacity of principal or agent. 

(d) Management must periodically 
review, in accordance with written pro-
cedures, the OTC derivatives dealer’s 
business activities for consistency with 
risk management guidelines including 
that: 

(1) Risks arising from the OTC de-
rivatives dealer’s OTC derivatives ac-
tivities are consistent with prescribed 
guidelines; 

(2) Risk exposure guidelines for each 
business unit are appropriate for the 
business unit; 

(3) The data necessary to conduct the 
risk monitoring and risk management 
function as well as the valuation proc-
ess over the OTC derivatives dealer’s 
portfolio of products is accessible on a 
timely basis and information systems 
are available to capture, monitor, ana-
lyze, and report relevant data; 

(4) Procedures are in place to enable 
management to take action when in-
ternal risk management guidelines 
have been exceeded; 

(5) Procedures are in place to mon-
itor and address the risk that an OTC 
derivatives transaction contract will 
be unenforceable; 

(6) Procedures are in place to identify 
and address any deficiencies in the op-
erating systems and to contain the ex-
tent of losses arising from unidentified 
deficiencies; 

(7) Procedures are in place to author-
ize specified employees to commit the 
OTC derivatives dealer to particular 
types of transactions, to specify any 
quantitative limits on such authority, 
and to provide for the oversight of 
their exercise of such authority; 

(8) Procedures are in place to prevent 
the OTC derivatives dealer from engag-
ing in any securities transaction that 
is not permitted under § 240.15a–1; 
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(9) Procedures are in place to prevent 
the OTC derivatives dealer from im-
properly relying on the exceptions to 
§ 240.15a–1(c) and § 240.15a–1(d), includ-
ing procedures to determine whether a 
counterparty is acting in the capacity 
of principal or agent; 

(10) Procedures are in place to pro-
vide for adequate documentation of the 
principal terms of OTC derivatives 
transactions and other relevant infor-
mation regarding such transactions; 

(11) Personnel resources with appro-
priate expertise are committed to im-
plementing the risk monitoring and 
risk management systems and proc-
esses; and 

(12) Procedures are in place for the 
periodic internal and external review 
of the risk monitoring and risk man-
agement functions. 

[63 FR 59400, Nov. 3, 1998] 

§ 240.15c3–5 Risk management controls 
for brokers or dealers with market 
access. 

(a) For the purpose of this section: 
(1) The term market access shall 

mean: 
(i) Access to trading in securities on 

an exchange or alternative trading sys-
tem as a result of being a member or 
subscriber of the exchange or alter-
native trading system, respectively; or 

(ii) Access to trading in securities on 
an alternative trading system provided 
by a broker-dealer operator of an alter-
native trading system to a non-broker- 
dealer. 

(2) The term regulatory requirements 
shall mean all federal securities laws, 
rules and regulations, and rules of self- 
regulatory organizations, that are ap-
plicable in connection with market ac-
cess. 

(b) A broker or dealer with market 
access, or that provides a customer or 
any other person with access to an ex-
change or alternative trading system 
through use of its market participant 
identifier or otherwise, shall establish, 
document, and maintain a system of 
risk management controls and super-
visory procedures reasonably designed 
to manage the financial, regulatory, 
and other risks of this business activ-
ity. Such broker or dealer shall pre-
serve a copy of its supervisory proce-
dures and a written description of its 

risk management controls as part of 
its books and records in a manner con-
sistent with § 240.17a–4(e)(7). A broker- 
dealer that routes orders on behalf of 
an exchange or alternative trading sys-
tem for the purpose of accessing other 
trading centers with protected 
quotations in compliance with Rule 611 
of Regulation NMS (§ 242.611) for NMS 
stocks, or in compliance with a na-
tional market system plan for listed 
options, shall not be required to com-
ply with this rule with regard to such 
routing services, except with regard to 
paragraph (c)(1)(ii) of this section. 

(c) The risk management controls 
and supervisory procedures required by 
paragraph (b) of this section shall in-
clude the following elements: 

(1) Financial risk management controls 
and supervisory procedures. The risk 
management controls and supervisory 
procedures shall be reasonably de-
signed to systematically limit the fi-
nancial exposure of the broker or deal-
er that could arise as a result of mar-
ket access, including being reasonably 
designed to: 

(i) Prevent the entry of orders that 
exceed appropriate pre-set credit or 
capital thresholds in the aggregate for 
each customer and the broker or dealer 
and, where appropriate, more finely- 
tuned by sector, security, or otherwise 
by rejecting orders if such orders would 
exceed the applicable credit or capital 
thresholds; and 

(ii) Prevent the entry of erroneous 
orders, by rejecting orders that exceed 
appropriate price or size parameters, 
on an order-by-order basis or over a 
short period of time, or that indicate 
duplicative orders. 

(2) Regulatory risk management con-
trols and supervisory procedures. The 
risk management controls and super-
visory procedures shall be reasonably 
designed to ensure compliance with all 
regulatory requirements, including 
being reasonably designed to: 

(i) Prevent the entry of orders unless 
there has been compliance with all reg-
ulatory requirements that must be sat-
isfied on a pre-order entry basis; 

(ii) Prevent the entry of orders for se-
curities for a broker or dealer, cus-
tomer, or other person if such person is 
restricted from trading those securi-
ties; 
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(iii) Restrict access to trading sys-
tems and technology that provide mar-
ket access to persons and accounts pre- 
approved and authorized by the broker 
or dealer; and 

(iv) Assure that appropriate surveil-
lance personnel receive immediate 
post-trade execution reports that re-
sult from market access. 

(d) The financial and regulatory risk 
management controls and supervisory 
procedures described in paragraph (c) 
of this section shall be under the direct 
and exclusive control of the broker or 
dealer that is subject to paragraph (b) 
of this section. 

(1) Notwithstanding the foregoing, a 
broker or dealer that is subject to 
paragraph (b) of this section may rea-
sonably allocate, by written contract, 
after a thorough due diligence review, 
control over specific regulatory risk 
management controls and supervisory 
procedures described in paragraph 
(c)(2) of this section to a customer that 
is a registered broker or dealer, pro-
vided that such broker or dealer sub-
ject to paragraph (b) of this section has 
a reasonable basis for determining that 
such customer, based on its position in 
the transaction and relationship with 
an ultimate customer, has better ac-
cess than the broker or dealer to that 
ultimate customer and its trading in-
formation such that it can more effec-
tively implement the specified controls 
or procedures. 

(2) Any allocation of control pursu-
ant to paragraph (d)(1) of this section 
shall not relieve a broker or dealer 
that is subject to paragraph (b) of this 
section from any obligation under this 
section, including the overall responsi-
bility to establish, document, and 
maintain a system of risk management 
controls and supervisory procedures 
reasonably designed to manage the fi-
nancial, regulatory, and other risks of 
market access. 

(e) A broker or dealer that is subject 
to paragraph (b) of this section shall 
establish, document, and maintain a 
system for regularly reviewing the ef-
fectiveness of the risk management 
controls and supervisory procedures re-
quired by paragraphs (b) and (c) of this 
section and for promptly addressing 
any issues. 

(1) Among other things, the broker or 
dealer shall review, no less frequently 
than annually, the business activity of 
the broker or dealer in connection with 
market access to assure the overall ef-
fectiveness of such risk management 
controls and supervisory procedures. 
Such review shall be conducted in ac-
cordance with written procedures and 
shall be documented. The broker or 
dealer shall preserve a copy of such 
written procedures, and documentation 
of each such review, as part of its 
books and records in a manner con-
sistent with § 240.17a–4(e)(7) and 
§ 240.17a–4(b), respectively. 

(2) The Chief Executive Officer (or 
equivalent officer) of the broker or 
dealer shall, on an annual basis, certify 
that such risk management controls 
and supervisory procedures comply 
with paragraphs (b) and (c) of this sec-
tion, and that the broker or dealer con-
ducted such review, and such certifi-
cations shall be preserved by the 
broker or dealer as part of its books 
and records in a manner consistent 
with § 240.17a–4(b). 

(f) The Commission, by order, may 
exempt from the provisions of this sec-
tion, either unconditionally or on spec-
ified terms and conditions, any broker 
or dealer, if the Commission deter-
mines that such exemption is nec-
essary or appropriate in the public in-
terest consistent with the protection of 
investors. 

[75 FR 69825, Nov. 15, 2010] 

§ 240.15c6–1 Settlement cycle. 
(a) Except as provided in paragraphs 

(b), (c), and (d) of this section, a broker 
or dealer shall not effect or enter into 
a contract for the purchase or sale of a 
security (other than an exempted secu-
rity, government security, municipal 
security, commercial paper, bankers’ 
acceptances, or commercial bills) that 
provides for payment of funds and de-
livery of securities later than the sec-
ond business day after the date of the 
contract unless otherwise expressly 
agreed to by the parties at the time of 
the transaction. 

(b) Paragraphs (a) and (c) of this sec-
tion shall not apply to contracts: 

(1) For the purchase or sale of limited 
partnership interests that are not list-
ed on an exchange or for which 

VerDate Sep<11>2014 14:47 Jul 29, 2019 Jkt 247060 PO 00000 Frm 00461 Fmt 8010 Sfmt 8010 Q:\17\17V4.TXT PC31kp
ay

ne
 o

n 
V

M
O

F
R

W
IN

70
2 

w
ith

 $
$_

JO
B

Page 216 of 1882



452 

17 CFR Ch. II (4–1–19 Edition) § 240.15d–1 

quotations are not disseminated 
through an automated quotation sys-
tem of a registered securities associa-
tion; 

(2) For the purchase or sale of securi-
ties that the Commission may from 
time to time, taking into account then 
existing market practices, exempt by 
order from the requirements of para-
graph (a) of this section, either uncon-
ditionally or on specified terms and 
conditions, if the Commission deter-
mines that such exemption is con-
sistent with the public interest and the 
protection of investors. 

(c) Paragraph (a) of this section shall 
not apply to contracts for the sale for 
cash of securities that are priced after 
4:30 p.m. Eastern time on the date such 
securities are priced and that are sold 
by an issuer to an underwriter pursu-
ant to a firm commitment under-
written offering registered under the 
Securities Act of 1933 or sold to an ini-
tial purchaser by a broker-dealer par-
ticipating in such offering provided 
that a broker or dealer shall not effect 
or enter into a contract for the pur-
chase or sale of such securities that 
provides for payment of funds and de-
livery of securities later than the 
fourth business day after the date of 
the contract unless otherwise expressly 
agreed to by the parties at the time of 
the transaction. 

(d) For purposes of paragraphs (a) 
and (c) of this section, the parties to a 
contract shall be deemed to have ex-
pressly agreed to an alternate date for 
payment of funds and delivery of secu-
rities at the time of the transaction for 
a contract for the sale for cash of secu-
rities pursuant to a firm commitment 
offering if the managing underwriter 
and the issuer have agreed to such date 
for all securities sold pursuant to such 
offering and the parties to the contract 
have not expressly agreed to another 
date for payment of funds and delivery 
of securities at the time of the trans-
action. 

[58 FR 52903, Oct. 13, 1993, as amended at 60 
FR 26622, May 17, 1995; 82 FR 15601, Mar. 29, 
2017] 

REGULATION 15D: REPORTS OF REG-
ISTRANTS UNDER THE SECURITIES ACT 
OF 1933 

ANNUAL REPORTS 

§ 240.15d–1 Requirement of annual re-
ports. 

Every registrant under the Securities 
Act of 1933 shall file an annual report, 
on the appropriate form authorized or 
prescribed therefor, for the fiscal year 
in which the registration statement 
under the Securities Act of 1933 became 
effective and for each fiscal year there-
after, unless the registrant is exempt 
from such filing by section 15(d) of the 
Act or rules thereunder. Annual re-
ports shall be filed within the period 
specified in the appropriate report 
form. 

[47 FR 17052, Apr. 21, 1982, as amended at 61 
FR 49960, Sept. 24, 1996] 

§ 240.15d–2 Special financial report. 

(a) If the registration statement 
under the Securities Act of 1933 did not 
contain certified financial statements 
for the registrant’s last full fiscal year 
(or for the life of the registrant if less 
than a full fiscal year) preceding the 
fiscal year in which the registration 
statement became effective, the reg-
istrant shall, within 90 days after the 
effective date of the registration state-
ment, file a special report furnishing 
certified financial statements for such 
last full fiscal year or other period, as 
the case may be, meeting the require-
ments of the form appropriate for an-
nual reports of the registrant. If the 
registrant is a foreign private issuer as 
defined in § 230.405 of this chapter, then 
the special financial report shall be 
filed on the appropriate form for an-
nual reports of the registrant and shall 
be filed by the later of 90 days after the 
date on which the registration state-
ment became effective, or four months 
following the end of the registrant’s 
latest full fiscal year. 

(b) The report shall be filed under 
cover of the facing sheet of the form 
appropriate for annual reports of the 
registrant, shall indicate on the facing 
sheet that it contains only financial 
statements for the fiscal year in ques-
tion, and shall be signed in accordance 
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with the requirements of the annual re-
port form. 

[13 FR 9326, Dec. 31, 1948, as amended at 36 
FR 1891, Feb. 3, 1971; 58 FR 60306, Nov. 15, 
1993; 73 FR 58324, Oct. 6, 2008; 83 FR 50222, 
Oct. 4, 2018] 

§ 240.15d–3 Reports for depositary 
shares registered on Form F–6. 

Annual and other reports are not re-
quired with respect to Depositary 
Shares registered on Form F–6 (§ 230.36 
of this chapter). The exemption in this 
section does not apply to any deposited 
securities registered on any other form 
under the Securities Act of 1933. 

[62 FR 39768, July 24, 1997] 

§ 240.15d–4 Reporting by Form 40–F 
registrants. 

A registrant that is eligible to use 
Forms 40–F and 6–K and files reports in 
accordance therewith shall be deemed 
to satisfy the requirements of Regula-
tion 15D (§§ 240.15d–1 through 240.15d–21 
of this chapter). 

[56 FR 30075, July 1, 1991] 

§ 240.15d–5 Reporting by successor 
issuers. 

(a) Where in connection with a suc-
cession by merger, consolidation, ex-
change of securities, acquisition of as-
sets or otherwise, securities of any 
issuer that is not required to file re-
ports pursuant to section 15(d) (15 
U.S.C. 78o(d)) of the Act are issued to 
the holders of any class of securities of 
another issuer that is required to file 
such reports, the duty to file reports 
pursuant to such section shall be 
deemed to have been assumed by the 
issuer of the class of securities so 
issued. The successor issuer shall, after 
the consummation of the succession, 
file reports in accordance with section 
15(d) of the Act (15 U.S.C. 78o(d)) and 
the rules and regulations thereunder, 
unless that issuer is exempt from filing 
such reports or the duty to file such re-
ports is suspended under section 15(d) 
of the Act (15 U.S.C. 78o(d)). 

(b) An issuer that is deemed to be a 
successor issuer according to para-
graph (a) of this section shall file re-
ports on the same forms as the prede-
cessor issuer except as follows: 

(1) An issuer that is not a foreign 
issuer shall not be eligible to file on 
Form 20–F (§ 240.220f of this chapter). 

(2) A foreign private issuer shall be 
eligible to file on Form 20–F. 

(c) The provisions of paragraph (a) of 
this section shall not apply to an issuer 
of securities in connection with a suc-
cession that was registered on Form F– 
8 (§ 239.38 of this chapter), Form F–10 
(§ 239.40 of this chapter) or Form F–80 
(§ 239.41 of this chapter). 

[36 FR 3805, Feb. 27, 1971, as amended at 48 
FR 46740, Oct. 14, 1983; 56 FR 30075, July 1, 
1991; 62 FR 39768, July 24, 1997] 

§ 240.15d–6 Suspension of duty to file 
reports. 

If the duty of an issuer to file reports 
pursuant to section 15(d) of the Act as 
to any fiscal year is suspended as pro-
vided in section 15(d) of the Act, such 
issuer shall, within 30 days after the 
beginning of the first fiscal year, file a 
notice on Form 15 informing the Com-
mission of such suspension unless 
Form 15 has already been filed pursu-
ant to Rule 12h–3. If the suspension re-
sulted from the issuer’s merger into, or 
consolidation with, another issuer or 
issuers, the notice shall be filed by the 
successor issuer. 

(Secs. 12(g)(4), 12(h), 13(a), 15(d), 23(a), 48 
Stat. 892, 894, 895, 901; sec. 203(a), 49 Stat. 704; 
secs. 3, 8, 49 Stat. 1377, 1379; secs. 3, 4, 6, 78 
Stat. 565–568, 569, 570–574; sec. 18, 89 Stat. 155; 
sec. 204, 91 Stat. 1500; 15 U.S.C. 78l(g)(4), 
78l(h), 78m(a), 78o(d), 78w(a)) 

[49 FR 12690, Mar. 30, 1984] 

OTHER REPORTS 

§ 240.15d–10 Transition reports. 

(a) Every issuer that changes its fis-
cal closing date shall file a report cov-
ering the resulting transition period 
between the closing date of its most re-
cent fiscal year and the opening date of 
its new fiscal year; Provided, however, 
that an issuer shall file an annual re-
port for any fiscal year that ended be-
fore the date on which the issuer deter-
mined to change its fiscal year end. In 
no event shall the transition report 
cover a period of 12 or more months. 

(b) The report pursuant to this sec-
tion shall be filed for the transition pe-
riod not more than the number of days 
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specified in paragraph (j) of this sec-
tion after either the close of the transi-
tion period or the date of the deter-
mination to change the fiscal closing 
date, whichever is later. The report 
shall be filed on the form appropriate 
for annual reports of the issuer, shall 
cover the period from the close of the 
last fiscal year end and shall indicate 
clearly the period covered. The finan-
cial statements for the transition pe-
riod filed therewith shall be audited. 
Financial statements, which may be 
unaudited, shall be filed for the com-
parable period of the prior year, or a 
footnote, which may be unaudited, 
shall state for the comparable period of 
the prior year, revenues, gross profits, 
income taxes, income or loss from con-
tinuing operations and net income or 
loss. The effects of any discontinued 
operations as classified under the pro-
visions of generally accepted account-
ing principles also shall be shown, if 
applicable. Per share data based upon 
such income or loss and net income or 
loss shall be presented in conformity 
with applicable accounting standards. 
Where called for by the time span to be 
covered, the comparable period finan-
cial statements or footnote shall be in-
cluded in subsequent filings. 

(c) If the transition period covers a 
period of less than six months, in lieu 
of the report required by paragraph (b) 
of this section, a report may be filed 
for the transition period on Form 10–Q 
(§ 249.308 of this chapter) not more than 
the number of days specified in para-
graph (j) of this section after either the 
close of the transition period or the 
date of the determination to change 
the fiscal closing date, whichever is 
later. The report on Form 10–Q shall 
cover the period from the close of the 
last fiscal year end and shall indicate 
clearly the period covered. The finan-
cial statements filed therewith need 
not be audited but, if they are not au-
dited, the issuer shall file with the first 
annual report for the newly adopted 
fiscal year separate audited statements 
of income and cash flows covering the 
transition period. The notes to finan-
cial statements for the transition pe-
riod included in such first annual re-
port may be integrated with the notes 
to financial statements for the full fis-
cal period. A separate audited balance 

sheet as of the end of the transition pe-
riod shall be filed in the annual report 
only if the audited balance sheet as of 
the end of the fiscal year before the 
transition period is not filed. Schedules 
need not be filed in transition reports 
on Form 10–Q. 

(d) Notwithstanding the foregoing in 
paragraphs (a), (b), and (c) of this sec-
tion, if the transition period covers a 
period of one month or less, the issuer 
need not file a separate transition re-
port if either: 

(1) The first report required to be 
filed by the issuer for the newly adopt-
ed fiscal year after the date of the de-
termination to change the fiscal year 
end is an annual report, and that re-
port covers the transition period as 
well as the fiscal year; or 

(2)(i) The issuer files with the first 
annual report for the newly adopted 
fiscal year separate audited statements 
of income and cash flows covering the 
transition period; and 

(ii) The first report required to be 
filed by the issuer for the newly adopt-
ed fiscal year after the date of the de-
termination to change the fiscal year 
end is a quarterly report on Form 10–Q; 
and 

(iii) Information on the transition pe-
riod is included in the issuer’s quar-
terly report on Form 10–Q for the first 
quarterly period (except the fourth 
quarter) of the newly adopted fiscal 
year that ends after the date of the de-
termination to change the fiscal year. 
The information covering the transi-
tion period required by Part II and 
Item 2 of Part I may be combined with 
the information regarding the quarter. 
However, the financial statements re-
quired by Part I, which may be 
unaudited, shall be furnished sepa-
rately for the transition period. 

(e) Every issuer required to file quar-
terly reports on Form 10–Q pursuant to 
§ 240.15d–13 that changes its fiscal year 
end shall: 

(1) File a quarterly report on Form 
10–Q within the time period specified in 
General Instruction A.1. to that form 
for any quarterly period (except the 
fourth quarter) of the old fiscal year 
that ends before the date on which the 
issuer determined to change its fiscal 
year end, except that the issuer need 
not file such quarterly report if the 
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date on which the quarterly period 
ends also is the date on which the tran-
sition period ends; 

(2) File a quarterly report on Form 
10–Q within the time specified in Gen-
eral Instruction A.1 to that form for 
each quarterly period of the old fiscal 
year within the transition period. In 
lieu of a quarterly report for any quar-
ter of the old fiscal year within the 
transition period, the issuer may file a 
quarterly report on Form 10–Q for any 
period of three months within the tran-
sition period that coincides with a 
quarter of the newly adopted fiscal 
year if the quarterly report is filed 
within the number of days specified in 
paragraph (j) of this section after the 
end of such three month period, pro-
vided the issuer thereafter continues 
filing quarterly reports on the basis of 
the quarters of the newly adopted fis-
cal year; 

(3) Commence filing quarterly re-
ports for the quarters of the new fiscal 
year no later than the quarterly report 
for the first quarter of the new fiscal 
year that ends after the date on which 
the issuer determined to change the 
fiscal year end; and 

(4) Unless such information is or will 
be included in the transition report, or 
the first annual report on Form 10–K 
for the newly adopted fiscal year, in-
clude in the initial quarterly report on 
Form 10–Q for the newly adopted fiscal 
year information on any period begin-
ning on the first day after the period 
covered by the issuer’s final quarterly 
report on Form 10–Q or annual report 
on Form 10–K for the old fiscal year. 
The information covering such period 
required by Part II and Item 2 of Part 
I may be combined with the informa-
tion regarding the quarter. However, 
the financial statements required by 
Part I, which may be unaudited, shall 
be furnished separately for such period. 

NOTE TO PARAGRAPHS (c) AND (e): If it is not 
practicable or cannot be cost-justified to fur-
nish in a transition report on Form 10–Q or 
a quarterly report for the newly adopted fis-
cal year financial statements for cor-
responding periods of the prior year where 
required, financial statements may be fur-
nished for the quarters of the preceding fis-
cal year that most nearly are comparable if 
the issuer furnishes an adequate discussion 
of seasonal and other factors that could af-
fect the comparability of information or 

trends reflected, an assessment of the com-
parability of the data, and a representation 
as to the reason recasting has not been un-
dertaken. 

(f) Every successor issuer that has a 
different fiscal year from that of its 
predecessor(s) shall file a transition re-
port pursuant to this section, con-
taining the required information about 
each predecessor, for the transition pe-
riod, if any, between the close of the 
fiscal year covered by the last annual 
report of each predecessor and the date 
of succession. The report shall be filed 
for the transition period on the form 
appropriate for annual reports of the 
issuer not more than the number of 
days specified in paragraph (j) of this 
section after the date of the succession, 
with financial statements in con-
formity with the requirements set 
forth in paragraph (b) of this section. If 
the transition period covers a period of 
less than six months, in lieu of a tran-
sition report on the form appropriate 
for the issuer’s annual reports, the re-
port may be filed for the transition pe-
riod on Form 10-Q not more than the 
number of days specified in paragraph 
(j) of this section after the date of the 
succession, with financial statements 
in conformity with the requirements 
set forth in paragraph (c) of this sec-
tion. Notwithstanding the foregoing, if 
the transition period covers a period of 
one month or less, the successor issuer 
need not file a separate transition re-
port if the information is reported by 
the successor issuer in conformity with 
the requirements set forth in para-
graph (d) of this section. 

(g)(1) Paragraphs (a) through (f) of 
this section shall not apply to foreign 
private issuers. 

(2) Every foreign private issuer that 
changes its fiscal closing date shall file 
a report covering the resulting transi-
tion period between the closing date of 
its most recent year and the opening 
date of its new fiscal year. In no event 
shall a transition report cover a period 
longer than 12 months. 

(3) The report for the transition pe-
riod shall be filed on Form 20–F 
(§ 249.220f of this chapter) responding to 
all items to which such issuer is re-
quired to respond when Form 20–F is 
used as an annual report. The financial 
statements for the transition period 
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filed therewith shall be audited. The 
report shall be filed within four months 
after either the close of the transition 
period or the date on which the issuer 
made the determination to change the 
fiscal closing date, whichever is later. 

(4) If the transition period covers a 
period of six or fewer months, in lieu of 
the report required by paragraph (g)(3) 
of this section, a report for the transi-
tion period may be filed on Form 20–F 
responding to Items 5, 8.A.7., 13, 14, and 
17 or 18 within three months after ei-
ther the close of the transition period 
or the date on which the issuer made 
the determination to change the fiscal 
closing date, whichever is later. The fi-
nancial statements required by either 
Item 17 or Item 18 shall be furnished 
for the transition period. Such finan-
cial statements may be unaudited and 
condensed as permitted in Article 10 of 
Regulation S-X (§ 210.10–01 of this chap-
ter), but if the financial statements are 
unaudited and condensed, the issuer 
shall file with the first annual report 
for the newly adopted fiscal year sepa-
rate audited statements of income and 
cash flows covering the transition pe-
riod. 

(5) Notwithstanding the foregoing in 
paragraphs (g)(2), (g)(3), and (g)(4) of 
this section, if the transition period 
covers a period of one month or less, a 
foreign private issuer need not file a 
separate transition report if the first 
annual report for the newly adopted 
fiscal year covers the transition period 
as well as the fiscal year. 

(h) The provisions of this rule shall 
not apply to investment companies re-
quired to file reports pursuant to Rule 
30a–1 (§ 270.30a–1 of this chapter) under 
the Investment Company Act of 1940 (15 
U.S.C. 80a–1 et seq.). 

(i) No filing fee shall be required for 
a transition report filed pursuant to 
this section. 

(j)(1) For transition reports to be 
filed on the form appropriate for an-
nual reports of the issuer, the number 
of days shall be: 

(i) 60 days (75 days for fiscal years 
ending before December 15, 2006) for 
large accelerated filers (as defined in 
§ 240.12b–2); 

(ii) 75 days for accelerated filers (as 
defined in § 240.12b–2); and 

(iii) 90 days for all other issuers; and 

(2) For transition reports to be filed 
on Form 10–Q (§ 249.308 of this chapter), 
the number of days shall be: 

(i) 40 days for large accelerated filers 
and accelerated filers (as defined in 
§ 240.12b–2); and 

(ii) 45 days for all other issuers. 
(k)(1) Paragraphs (a) through (g) of 

this section shall not apply to asset- 
backed issuers. 

(2) Every asset-backed issuer that 
changes its fiscal closing date shall file 
a report covering the resulting transi-
tion period between the closing date of 
its most recent fiscal year and the 
opening date of its new fiscal year. In 
no event shall a transition report cover 
a period longer than 12 months. 

(3) The report for the transition pe-
riod shall be filed on Form 10–K 
(§ 249.310 of this chapter) responding to 
all items to which such asset-backed 
issuer is required to respond pursuant 
to General Instruction J. of Form 10–K. 
Such report shall be filed within 90 
days after the later of either the close 
of the transition period or the date on 
which the issuer made the determina-
tion to change the fiscal closing date. 

(4) Notwithstanding the foregoing in 
paragraphs (k)(2) and (k)(3) of this sec-
tion, if the transition period covers a 
period of one month or less, an asset- 
backed issuer need not file a separate 
transition report if the first annual re-
port for the newly adopted fiscal year 
covers the transition period as well as 
the fiscal year. 

(5) Any obligation of the asset- 
backed issuer to file distribution re-
ports pursuant to § 240.15d–17 will con-
tinue to apply regardless of a change in 
the asset-backed issuer’s fiscal closing 
date. 

NOTE 1: In addition to the report or reports 
required to be filed pursuant to this section, 
every issuer, except a foreign private issuer 
or an investment company required to file 
reports pursuant to § 270.30b1–1 of this chap-
ter, that changes its fiscal closing date is re-
quired to file a Form 8–K (§ 249.308 of this 
chapter) report that includes the informa-
tion required by Item 5.03 of Form 8–K with-
in the period specified in General Instruction 
B.1. to that form. 
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NOTE 2: The report or reports to be filed 
pursuant to this section must include the 
certification required by § 240.15d–14. 

[54 FR 10318, Mar. 13, 1989, as amended at 56 
FR 30075, July 1, 1991; 64 FR 53912, Oct. 5, 
1999; 67 FR 57289, Sept. 9, 2002; 67 FR 58505, 
Sept. 16, 2002; 69 FR 15618, Mar. 25, 2004; 69 FR 
68236, Nov. 23, 2004; 70 FR 1622, Jan. 7, 2005; 70 
FR 76642, Dec. 27, 2005; 73 FR 978, Jan. 4, 2008; 
73 FR 58324, Oct. 6, 2008; 81 FR 82020, Nov. 18, 
2016; 83 FR 50222, Oct. 4, 2018] 

§ 240.15d–11 Current reports on Form 
8–K (§ 249.308 of this chapter). 

(a) Except as provided in paragraph 
(b) of this section, every registrant 
subject to § 240.15d–1 shall file a current 
report on Form 8–K within the period 
specified in that form unless substan-
tially the same information as that re-
quired by Form 8–K has been pre-
viously reported by the registrant. 

(b) This section shall not apply to 
foreign governments, foreign private 
issuers required to make reports on 
Form 6–K (17 CFR 249.306) pursuant to 
§ 240.15d–16, issuers of American Deposi-
tary Receipts for securities of any for-
eign issuer, or investment companies 
required to file reports pursuant to 
§ 270.30a–1 of this chapter under the In-
vestment Company Act of 1940, except 
where such an investment company is 
required to file: 

(1) Notice of a blackout period pursu-
ant to § 245.104 of this chapter; 

(2) Disclosure pursuant to Instruc-
tion 2 to § 240.14a–11(b)(1) of informa-
tion concerning outstanding shares and 
voting; or 

(3) Disclosure pursuant to Instruc-
tion 2 to § 240.14a–11(b)(10) of the date 
by which a nominating shareholder or 
nominating shareholder group must 
submit the notice required pursuant to 
§ 240.14a–11(b)(10). 

(c) No failure to file a report on Form 
8–K that is required solely pursuant to 
Item 1.01, 1.02, 2.03, 2.04, 2.05, 2.06, 
4.02(a), 5.02(e) or 6.03 of Form 8-K shall 
be deemed to be a violation of 15 U.S.C. 
78j(b) and § 240.10b–-5. 

[42 FR 4429, Jan. 25, 1977, as amended at 50 
FR 27939, July 9, 1985; 68 FR 4355, Jan. 28, 
2002; 69 FR 15618, Mar. 25, 2004; 70 FR 1622, 
Jan. 7, 2005; 71 FR 53263, Sept. 8, 2006; 75 FR 
56792, Sept. 16, 2010; 81 FR 82020, Nov. 18, 2016] 

§ 240.15d–13 Quarterly reports on 
Form 10–Q (§ 249.308 of this chap-
ter). 

(a) Except as provided in paragraphs 
(b) and (c) of this section, every issuer 
that has securities registered pursuant 
to the Securities Act and is required to 
file annual reports pursuant to section 
15(d) of the Act on Form 10–K (§ 249.310 
of this chapter) shall file a quarterly 
report on Form 10–Q (§ 249.308 of this 
chapter) within the period specified in 
General Instruction A.1 to that form 
for each of the first three quarters of 
each fiscal year of the issuer, com-
mencing with the first fiscal quarter 
following the most recent fiscal year 
for which full financial statements 
were included in the registration state-
ment, or, if the registration statement 
included financial statements for an 
interim period after the most recent 
fiscal year end meeting the require-
ments of Article 10 of Regulation S–X, 
or Rule 8–03 of Regulation S–X for 
smaller reporting companies, for the 
first fiscal quarter after the quarter re-
ported upon in the registration state-
ment. The first quarterly report of the 
issuer shall be filed either within 45 
days after the effective date of the reg-
istration statement or on or before the 
date on which such report would have 
been required to be filed if the issuer 
had been required to file reports on 
Form 10–Q as of its last fiscal quarter, 
whichever is later. 

(b) The provisions of this rule shall 
not apply to the following issuers: 

(1) Investment companies required to 
file reports pursuant to § 270.30a–1; 

(2) Foreign private issuers required 
to file reports pursuant to § 240.15d–16; 
and 

(3) Asset-backed issuers required to 
file reports pursuant to § 240.15d–17. 

(c) Part I of the quarterly reports on 
Form 10-Q need not be filed by: 

(1) Mutual life insurance companies; 
or 

(2) Mining companies not in the pro-
duction stage but engaged primarily in 
the exploration for the development of 
mineral deposits other than oil, gas or 
coal, if all of the following conditions 
are met: 

(i) The registrant has not been in 
production during the current fiscal 
year or the two years immediately 
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prior thereto; except that being in pro-
duction for an aggregate period of not 
more than eight months over the 
three-year period shall not be a viola-
tion of this condition. 

(ii) Receipts from the sale of mineral 
products or from the operations of min-
eral producing properties by the reg-
istrant and its subsidiaries combined 
have not exceeded $500,000 in any of the 
most recent six years and have not ag-
gregated more than $1,500,000 in the 
most recent six fiscal years. 

(d) Notwithstanding the foregoing 
provisions of this section, the financial 
information required by Part I of Form 
10–Q shall not be deemed to be ‘‘filed’’ 
for the purpose of section 18 of the Act 
or otherwise subject to the liabilities 
of that section of the Act, but shall be 
subject to all other provisions of the 
Act. 

(e) Notwithstanding the foregoing 
provisions of this section, the financial 
information required by Part I of Form 
10–Q, or financial information sub-
mitted in lieu thereof pursuant to 
paragraph (d) of this section, shall not 
be deemed to be ‘‘filed’’ for the purpose 
of section 18 of the Act or otherwise 
subject to the liabilities of that section 
of the Act, but shall be subject to all 
other provisions of the Act. 

[42 FR 24065, May 12, 1977, as amended at 46 
FR 63255, Dec. 31, 1981; 50 FR 27939, July 9, 
1985; 54 FR 10319, Mar. 13, 1989, 61 FR 30403, 
June 14, 1996; 70 FR 1622, Jan. 7, 2005; 73 FR 
978, Jan. 4, 2008; 81 FR 82020, Nov. 18, 2016] 

§ 240.15d–14 Certification of disclosure 
in annual and quarterly reports. 

(a) Each report, including transition 
reports, filed on Form 10–Q, Form 10–K, 
Form 20–F or Form 40–F (§ 249.308a, 
§ 249.310, § 249.220f or § 249.240f of this 
chapter) under section 15(d) of the Act 
(15 U.S.C. 78o(d)), other than a report 
filed by an Asset-Backed Issuer (as de-
fined in § 229.1101 of this chapter) or a 
report on Form 20–F filed under 
§ 240.15d–19, must include certifications 
in the form specified in the applicable 
exhibit filing requirements of such re-
port, and such certifications must be 
filed as an exhibit to such report. Each 
principal executive and principal finan-
cial officer of the issuer, or persons 
performing similar functions, at the 
time of filing of the report must sign a 

certification. The principal executive 
and principal financial officers of an 
issuer may omit the portion of the in-
troductory language in paragraph 4 as 
well as language in paragraph 4(b) of 
the certification that refers to the cer-
tifying officers’ responsibility for de-
signing, establishing and maintaining 
internal control over financial report-
ing for the issuer until the issuer be-
comes subject to the internal control 
over financial reporting requirements 
in § 240.13a–15 or § 240.15d–15. 

(b) Each periodic report containing 
financial statements filed by an issuer 
pursuant to section 15(d) of the Act (15 
U.S.C. 78o(d)) must be accompanied by 
the certifications required by Section 
1350 of Chapter 63 of Title 18 of the 
United States Code (18 U.S.C. 1350) and 
such certifications must be furnished 
as an exhibit to such report as specified 
in the applicable exhibit requirements 
for such report. Each principal execu-
tive and principal financial officer of 
the issuer (or equivalent thereof) must 
sign a certification. This requirement 
may be satisfied by a single certifi-
cation signed by an issuer’s principal 
executive and principal financial offi-
cers. 

(c) A person required to provide a 
certification specified in paragraph (a), 
(b) or (d) of this section may not have 
the certification signed on his or her 
behalf pursuant to a power of attorney 
or other form of confirming authority. 

(d) Each annual report and transition 
report filed on Form 10–K (§ 249.310 of 
this chapter) by an asset-backed issuer 
under section 15(d) of the Act (15 U.S.C. 
78o(d)) must include a certification in 
the form specified in the applicable ex-
hibit filing requirements of such report 
and such certification must be filed as 
an exhibit to such report. Terms used 
in paragraphs (d) and (e) of this section 
have the same meaning as in Item 1101 
of Regulation AB (§ 229.1101 of this 
chapter). 

(e) With respect to asset-backed 
issuers, the certification required by 
paragraph (d) of this section must be 
signed by either: 

(1) The senior officer in charge of 
securitization of the depositor if the 
depositor is signing the report; or 

(2) The senior officer in charge of the 
servicing function of the servicer if the 
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servicer is signing the report on behalf 
of the issuing entity. If multiple 
servicers are involved in servicing the 
pool assets, the senior officer in charge 
of the servicing function of the master 
servicer (or entity performing the 
equivalent function) must sign if a rep-
resentative of the servicer is to sign 
the report on behalf of the issuing enti-
ty. 

(f) The certification requirements of 
this section do not apply to an Inter-
active Data File, as defined in § 232.11 
of this chapter (Rule 11 of Regulation 
S–T). 

[67 FR 57289, Sept. 9, 2002, as amended at 68 
FR 36666, June 18, 2003; 70 FR 1622, Jan. 7, 
2005; 70 FR 6572, Feb. 8, 2005; 70 FR 42247, July 
21, 2005; 71 FR 76596, Dec. 21, 2006; 73 FR 979, 
Jan. 4, 2008; 74 FR 6819, Feb. 10, 2009; 83 FR 
40878, Aug. 16, 2018] 

§ 240.15d–15 Controls and procedures. 
(a) Every issuer that files reports 

under section 15(d) of the Act (15 U.S.C. 
78o(d)), other than an Asset Backed 
Issuer (as defined in § 229.1101 of this 
chapter), a small business investment 
company registered on Form N–5 
(§§ 239.24 and 274.5 of this chapter), or a 
unit investment trust as defined in sec-
tion 4(2) of the Investment Company 
Act of 1940 (15 U.S.C. 80a–4(2)), must 
maintain disclosure controls and proce-
dures (as defined in paragraph (e) of 
this section) and, if the issuer either 
had been required to file an annual re-
port pursuant to section 13(a) or 15(d) 
of the Act (15 U.S.C. 78m(a) or 78o(d)) 
for the prior fiscal year or had filed an 
annual report with the Commission for 
the prior fiscal year, internal control 
over financial reporting (as defined in 
paragraph (f) of this section). 

(b) Each such issuer’s management 
must evaluate, with the participation 
of the issuer’s principal executive and 
principal financial officers, or persons 
performing similar functions, the effec-
tiveness of the issuer’s disclosure con-
trols and procedures, as of the end of 
each fiscal quarter, except that man-
agement must perform this evaluation: 

(1) In the case of a foreign private 
issuer (as defined in § 240.3b–4) as of the 
end of each fiscal year; and 

(2) In the case of an investment com-
pany registered under section 8 of the 
Investment Company Act of 1940 (15 

U.S.C. 80a–8), within the 90-day period 
prior to the filing date of each report 
requiring certification under § 270.30a–2 
of this chapter. 

(c) The management of each such 
issuer, that either had been required to 
file an annual report pursuant to sec-
tion 13(a) or 15(d) of the Act (15 U.S.C. 
78m(a) or 78o(d)) for the prior fiscal 
year or previously had filed an annual 
report with the Commission for the 
prior fiscal year, other than an invest-
ment company registered under section 
8 of the Investment Company Act of 
1940, must evaluate, with the participa-
tion of the issuer’s principal executive 
and principal financial officers, or per-
sons performing similar functions, the 
effectiveness, as of the end of each fis-
cal year, of the issuer’s internal con-
trol over financial reporting. The 
framework on which management’s 
evaluation of the issuer’s internal con-
trol over financial reporting is based 
must be a suitable, recognized control 
framework that is established by a 
body or group that has followed due- 
process procedures, including the broad 
distribution of the framework for pub-
lic comment. Although there are many 
different ways to conduct an evalua-
tion of the effectiveness of internal 
control over financial reporting to 
meet the requirements of this para-
graph, an evaluation that is conducted 
in accordance with the interpretive 
guidance issued by the Commission in 
Release No. 34–55929 will satisfy the 
evaluation required by this paragraph. 

(d) The management of each such 
issuer that previously either had been 
required to file an annual report pursu-
ant to section 13(a) or 15(d) of the Act 
(15 U.S.C. 78m(a) or 78o(d)) for the prior 
fiscal year or previously had filed an 
annual report with the Commission for 
the prior fiscal year, other than an in-
vestment company registered under 
section 8 of the Investment Company 
Act of 1940 (15 U.S.C. 80a–8), must 
evaluate, with the participation of the 
issuer’s principal executive and prin-
cipal financial officers, or persons per-
forming similar functions, any change 
in the issuer’s internal control over fi-
nancial reporting, that occurred during 
each of the issuer’s fiscal quarters, or 
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fiscal year in the case of a foreign pri-
vate issuer, that has materially af-
fected, or is reasonably likely to mate-
rially affect, the issuer’s internal con-
trol over financial reporting. 

(e) For purposes of this section, the 
term disclosure controls and proce-
dures means controls and other proce-
dures of an issuer that are designed to 
ensure that information required to be 
disclosed by the issuer in the reports 
that it files or submits under the Act 
(15 U.S.C. 78a et seq.) is recorded, proc-
essed, summarized and reported, within 
the time periods specified in the Com-
mission’s rules and forms. Disclosure 
controls and procedures include, with-
out limitation, controls and procedures 
designed to ensure that information re-
quired to be disclosed by an issuer in 
the reports that it files or submits 
under the Act is accumulated and com-
municated to the issuer’s management, 
including its principal executive and 
principal financial officers, or persons 
performing similar functions, as appro-
priate to allow timely decisions regard-
ing required disclosure. 

(f) The term internal control over fi-
nancial reporting is defined as a process 
designed by, or under the supervision 
of, the issuer’s principal executive and 
principal financial officers, or persons 
performing similar functions, and ef-
fected by the issuer’s board of direc-
tors, management and other personnel, 
to provide reasonable assurance regard-
ing the reliability of financial report-
ing and the preparation of financial 
statements for external purposes in ac-
cordance with generally accepted ac-
counting principles and includes those 
policies and procedures that: 

(1) Pertain to the maintenance of 
records that in reasonable detail accu-
rately and fairly reflect the trans-
actions and dispositions of the assets of 
the issuer; 

(2) Provide reasonable assurance that 
transactions are recorded as necessary 
to permit preparation of financial 
statements in accordance with gen-
erally accepted accounting principles, 
and that receipts and expenditures of 
the issuer are being made only in ac-
cordance with authorizations of man-
agement and directors of the issuer; 
and 

(3) Provide reasonable assurance re-
garding prevention or timely detection 
of unauthorized acquisition, use or dis-
position of the issuer’s assets that 
could have a material effect on the fi-
nancial statements. 

[68 FR 36667, June 18, 2003, as amended at 70 
FR 1622, Jan. 7, 2005; 71 FR 76596, Dec. 21, 
2006; 72 FR 35322, June 27, 2007] 

§ 240.15d–16 Reports of foreign private 
issuers on Form 6–K [17 CFR 
249.306]. 

(a) Every foreign private issuer which 
is subject to Rule 15d–1 [17 CFR 240.15d– 
1] shall make reports on Form 6–K, ex-
cept that this rule shall not apply to: 

(1) Investment companies required to 
file reports pursuant to § 270.30a–1 of 
this chapter; 

(2) Issuers of American depositary re-
ceipts for securities of any foreign 
issuer; and 

(3) Asset-backed issuers, as defined in 
§ 229.1101 of this chapter. 

(b) Such reports shall be transmitted 
promptly after the information re-
quired by Form 6–K is made public by 
the issuer, by the country of its domi-
cile or under the laws of which it was 
incorporated or organized or by a for-
eign securities exchange with which 
the issuer has filed the information. 

(c) Reports furnished pursuant to 
this rule shall not be deemed to be 
‘‘filed’’ for the purpose of section 18 of 
the Act or otherwise subject to the li-
abilities of that section. 

[32 FR 7849, May 30, 1967, as amended at 44 
FR 70137, Dec. 6, 1979; 47 FR 54781, Dec. 6, 
1982; 50 FR 27939, July 9, 1985; 56 FR 30075, 
July 1, 1991; 70 FR 1622, Jan. 7, 2005; 81 FR 
82020, Nov. 18, 2016] 

§ 240.15d–17 Reports of asset-backed 
issuers on Form 10–D (§ 249.312 of 
this chapter). 

Every asset-backed issuer subject to 
§ 240.15d–1 shall make reports on Form 
10–D (§ 249.312 of this chapter). Such re-
ports shall be filed within the period 
specified in Form 10–D. 

[70 FR 1622, Jan. 7, 2005] 

§ 240.15d–18 Compliance with serv-
icing criteria for asset-backed secu-
rities. 

(a) This section applies to every class 
of asset-backed securities subject to 
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the reporting requirements of section 
15(d) of the Act (15 U.S.C. 78o(d)). 
Terms used in this section have the 
same meaning as in Item 1101 of Regu-
lation AB (§ 229.1101 of this chapter). 

(b) Reports on assessments of compli-
ance with servicing criteria for asset- 
backed securities required. With regard 
to a class of asset-backed securities 
subject to the reporting requirements 
of section 15(d) of the Act, the annual 
report on Form 10–K (§ 249.308 of this 
chapter) for such class must include 
from each party participating in the 
servicing function a report regarding 
its assessment of compliance with the 
servicing criteria specified in para-
graph (d) of Item 1122 of Regulation AB 
(§ 229.1122(d) of this chapter), as of and 
for the period ending the end of each 
fiscal year, with respect to asset- 
backed securities transactions taken as 
a whole involving the party partici-
pating in the servicing function and 
that are backed by the same asset type 
backing the class of asset-backed secu-
rities (including the asset-backed secu-
rities transaction that is to be the sub-
ject of the report on Form 10–K for that 
fiscal year). 

(c) Attestation reports on assessments of 
compliance with servicing criteria for 
asset-backed securities required. With re-
spect to each report included pursuant 
to paragraph (b) of this section, the an-
nual report on Form 10–K must also in-
clude a report by a registered public 
accounting firm that attests to, and re-
ports on, the assessment made by the 
asserting party. The attestation report 
on assessment of compliance with serv-
icing criteria for asset-backed securi-
ties must be made in accordance with 
standards for attestation engagements 
issued or adopted by the Public Com-
pany Accounting Oversight Board. 

NOTE TO § 240.15d–18: If multiple parties are 
participating in the servicing function, a 
separate assessment report and attestation 
report must be included for each party par-
ticipating in the servicing function. A party 
participating in the servicing function 
means any entity (e.g., master servicer, pri-
mary servicers, trustees) that is performing 
activities that address the criteria in para-
graph (d) of Item 1122 of Regulation AB 
(§ 229.1122(d) of this chapter), unless such en-
tity’s activities relate only to 5% or less of 
the pool assets. 

[70 FR 1622, Jan. 7, 2005] 

§ 240.15d–19 Reports by shell compa-
nies on Form 20–F. 

Every foreign private issuer that was 
a shell company, other than a business 
combination related shell company, 
immediately before a transaction that 
causes it to cease to be a shell com-
pany shall, within four business days of 
completion of that transaction, file a 
report on Form 20–F (§ 249.220f of this 
chapter) containing the information 
that would be required if the issuer 
were filing a form for registration of 
securities on Form 20–F to register 
under the Act all classes of the issuer’s 
securities subject to the reporting re-
quirements of section 13 (15 U.S.C. 78m) 
or section 15(d) (15 U.S.C. 78o(d)) of the 
Act upon consummation of the trans-
action, with such information reflect-
ing the registrant and its securities 
upon consummation of the transaction. 

[70 FR 42247, July 21, 2005] 

§ 240.15d–20 Plain English presen-
tation of specified information. 

(a) Any information included or in-
corporated by reference in a report 
filed under section 15(d) of the Act (15 
U.S.C. 78o(d)) that is required to be dis-
closed pursuant to Item 402, 403, 404 or 
407 of Regulation S–K (§ 229.402, 
§ 229.403, § 229.404 or § 229.407 of this 
chapter) must be presented in a clear, 
concise and understandable manner. 
You must prepare the disclosure using 
the following standards: 

(1) Present information in clear, con-
cise sections, paragraphs and sen-
tences; 

(2) Use short sentences; 
(3) Use definite, concrete, everyday 

words; 
(4) Use the active voice; 
(5) Avoid multiple negatives; 
(6) Use descriptive headings and sub-

headings; 
(7) Use a tabular presentation or bul-

let lists for complex material, wher-
ever possible; 

(8) Avoid legal jargon and highly 
technical business and other termi-
nology; 

(9) Avoid frequent reliance on glos-
saries or defined terms as the primary 
means of explaining information. De-
fine terms in a glossary or other sec-
tion of the document only if the mean-
ing is unclear from the context. Use a 

VerDate Sep<11>2014 14:47 Jul 29, 2019 Jkt 247060 PO 00000 Frm 00471 Fmt 8010 Sfmt 8010 Q:\17\17V4.TXT PC31kp
ay

ne
 o

n 
V

M
O

F
R

W
IN

70
2 

w
ith

 $
$_

JO
B

Page 226 of 1882



462 

17 CFR Ch. II (4–1–19 Edition) § 240.15d–21 

glossary only if it facilitates under-
standing of the disclosure; and 

(10) In designing the presentation of 
the information you may include pic-
tures, logos, charts, graphs and other 
design elements so long as the design is 
not misleading and the required infor-
mation is clear. You are encouraged to 
use tables, schedules, charts and graph-
ic illustrations that present relevant 
data in an understandable manner, so 
long as such presentations are con-
sistent with applicable disclosure re-
quirements and consistent with other 
information in the document. You 
must draw graphs and charts to scale. 
Any information you provide must not 
be misleading. 

(b) [Reserved] 

NOTE TO § 240.15d–20: In drafting the disclo-
sure to comply with this section, you should 
avoid the following: 

1. Legalistic or overly complex presen-
tations that make the substance of the dis-
closure difficult to understand; 

2. Vague ‘‘boilerplate’’ explanations that 
are imprecise and readily subject to different 
interpretations; 

3. Complex information copied directly 
from legal documents without any clear and 
concise explanation of the provision(s); and 

4. Disclosure repeated in different sections 
of the document that increases the size of 
the document but does not enhance the qual-
ity of the information. 

[71 FR 53263, Sept. 8, 2006, as amended at 73 
FR 979, Jan. 4, 2008] 

EXEMPTION OF CERTAIN ISSUERS FROM 
SECTION 15(d) OF THE ACT 

§ 240.15d–21 Reports for employee 
stock purchase, savings and similar 
plans. 

(a) Separate annual and other reports 
need not be filed pursuant to section 
15(d) of the Act with respect to any em-
ployee stock purchase, savings or simi-
lar plan: Provided, 

(1) The issuer of the stock or other 
securities offered to employees through 
their participation in the plan files an-
nual reports on Form 10–K (§ 249.310 of 
this chapter); and 

(2) Such issuer furnishes, as a part of 
its annual report on such form or as an 
amendment thereto, the financial 
statements required by Form 11–K 
(§ 249.311 of this chapter) with respect 
to the plan. 

(b) If the procedure permitted by this 
Rule is followed, the financial state-
ments required by Form 11–K with re-
spect to the plan shall be filed within 
120 days after the end of the fiscal year 
of the plan, either as a part of or as an 
amendment to the annual report of the 
issuer for its last fiscal year, provided 
that if the fiscal year of the plan ends 
within 62 days prior to the end of the 
fiscal year of the issuer, such informa-
tion, financial statements and exhibits 
may be furnished as a part of the 
issuer’s next annual report. If a plan 
subject to the Employee Retirement 
Income Security Act of 1974 uses the 
procedure permitted by this Rule, the 
financial statements required by Form 
11–K shall be filed within 180 days after 
the plan’s fiscal year end. 

[27 FR 7871, Aug. 9, 1962, as amended at 55 FR 
23929, June 13, 1990; 73 FR 979, Jan. 4, 2008] 

§ 240.15d–22 Reporting regarding 
asset-backed securities under sec-
tion 15(d) of the Act. 

(a) With respect to an offering of 
asset-backed securities registered pur-
suant to § 230.415(a)(1)(vii) or 
§ 230.415(a)(1)(xii) of this chapter: 

(1) Annual and other reports need not 
be filed pursuant to section 15(d) of the 
Act (15 U.S.C. 78o(d)) regarding any 
class of securities to which such reg-
istration statement relates until the 
first bona fide sale in a takedown of se-
curities under the registration state-
ment; and 

(2) The starting and suspension dates 
for any reporting obligation under sec-
tion 15(d) of the Act (15 U.S.C. 78o(d)) 
with respect to a takedown of any class 
of asset-backed securities are deter-
mined separately for each takedown of 
securities under the registration state-
ment. 

(b) The duty to file annual and other 
reports pursuant to section 15(d) of the 
Act (15 U.S.C. 78o(d)) regarding any 
class of asset-backed securities is sus-
pended: 

(1) As to any semi-annual fiscal pe-
riod, if, at the beginning of the semi- 
annual fiscal period, other than a pe-
riod in the fiscal year within which the 
registration statement became effec-
tive, or, for offerings conducted pursu-
ant to § 230.415(a)(1)(vii) or 
§ 230.415(a)(1)(xii), the takedown for the 
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offering occurred, there are no asset- 
backed securities of such class that 
were sold in a registered transaction 
held by non-affiliates of the depositor 
and a certification on Form 15 (17 CFR 
249.323) has been filed; or 

(2) When there are no asset-backed 
securities of such class that were sold 
in a registered transaction still out-
standing, immediately upon filing with 
the Commission a certification on 
Form 15 (17 CFR 249.323) if the issuer of 
such class has filed all reports required 
by Section 13(a), without regard to 
Rule 12b–25 (17 CFR 249.322), for the 
shorter of its most recent three fiscal 
years and the portion of the current 
year preceding the date of filing Form 
15, or the period since the issuer be-
came subject to such reporting obliga-
tion. If the certification on Form 15 is 
subsequently withdrawn or denied, the 
issuer shall, within 60 days, file with 
the Commission all reports which 
would have been required if such cer-
tification had not been filed. 

NOTE 1 TO PARAGRAPH (b): Securities held 
of record by a broker, dealer, bank or nomi-
nee for any of them for the accounts of cus-
tomers shall be considered as held by the 
separate accounts for which the securities 
are held. 

NOTE 2 TO PARAGRAPH (b): An issuer may 
not suspend reporting if the issuer and its af-
filiates acquire and resell securities as part 
of a plan or scheme to evade the reporting 
obligations of Section 15(d). 

(c) This section does not affect any 
other reporting obligation applicable 
with respect to any classes of securi-
ties from additional takedowns under 
the same or different registration 
statements or any reporting obligation 
that may be applicable pursuant to sec-
tion 12 of the Act (15 U.S.C. 78l). 

[76 FR 52555, Aug. 23, 2011, as amended at 79 
FR 57344, Sept. 24, 2014] 

§ 240.15d–23 Reporting regarding cer-
tain securities underlying asset- 
backed securities under section 
15(d) of the Act. 

(a) Regarding a class of asset-backed 
securities, if the asset pool for the 
asset-backed securities includes a pool 
asset representing an interest in or the 
right to the payments or cash flows of 
another asset pool, then no separate 
annual and other reports need be filed 

pursuant to section 15(d) of the Act (15 
U.S.C. 78o(d)) because of the separate 
registration of the distribution of the 
pool asset under the Securities Act (15 
U.S.C. 77a et seq.), if the following con-
ditions are met: 

(1) Both the issuing entity for the 
asset-backed securities and the entity 
that issued the pool asset were estab-
lished under the direction of the same 
sponsor and depositor; 

(2) The pool asset was created solely 
to satisfy legal requirements or other-
wise facilitate the structuring of the 
asset-backed securities transaction; 

(3) The pool asset is not part of a 
scheme to avoid the registration or re-
porting requirements of the Act; 

(4) The pool asset is held by the 
issuing entity and is a part of the asset 
pool for the asset-backed securities; 
and 

(5) The offering of the asset-backed 
securities and the offering of the pool 
asset were both registered under the 
Securities Act (15 U.S.C. 77a et seq.). 

(b) Paragraph (a) of this section does 
not affect any reporting obligation ap-
plicable with respect to the asset- 
backed securities or any other report-
ing obligation that may be applicable 
with respect to the pool asset or any 
other securities by the issuer of that 
pool asset pursuant to section 12 or 
15(d) of the Act (15 U.S.C. 78l or 78o(d)). 

(c) This section does not affect any 
obligation to provide information re-
garding the pool asset or the asset pool 
underlying the pool asset in a filing 
with respect to the asset-backed secu-
rities. See Item 1100(d) of Regulation 
AB (§ 229.1100(d) of this chapter). 

(d) Terms used in this section have 
the same meaning as in Item 1101 of 
Regulation AB (§ 229.1101 of this chap-
ter). 

[70 FR 1623, Jan. 7, 2005] 

§ 240.15g–1 Exemptions for certain 
transactions. 

The following transactions shall be 
exempt from 17 CFR 240.15g–2, 17 CFR 
240.15g–3, 17 CFR 240.15g–4, 17 CFR 
240.15g–5, and 17 CFR 240.15g–6: 

(a) Transactions by a broker or deal-
er: 

(1) Whose commissions, commission 
equivalents, mark-ups, and mark- 
downs from transactions in penny 
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stocks during each of the immediately 
preceding three months and during 
eleven or more of the preceding twelve 
months, or during the immediately 
preceding six months, did not exceed 
five percent of its total commissions, 
commission equivalents, mark-ups, and 
mark-downs from transactions in secu-
rities during those months; and 

(2) Who has not been a market maker 
in the penny stock that is the subject 
of the transaction in the immediately 
preceding twelve months. 

NOTE: Prior to April 28, 1993, commissions, 
commission equivalents, mark-ups, and 
mark-downs from transactions in designated 
securities, as defined in 17 CFR 240.15c2– 
6(d)(2) as of April 15, 1992, may be considered 
to be commissions, commission equivalents, 
mark-ups, and mark-downs from trans-
actions in penny stocks for purposes of para-
graph (a)(1) of this section. 

(b) Transactions in which the cus-
tomer is an institutional accredited in-
vestor, as defined in 17 CFR 230.501(a) 
(1), (2), (3), (7), or (8). 

(c) Transactions that meet the re-
quirements of Regulation D (17 CFR 
230.500 et seq), or transactions with an 
issuer not involving any public offering 
pursuant to section 4(2) of the Securi-
ties Act of 1933. 

(d) Transactions in which the cus-
tomer is the issuer, or a director, offi-
cer, general partner, or direct or indi-
rect beneficial owner of more than five 
percent of any class of equity security 
of the issuer, of the penny stock that is 
the subject of the transaction. 

(e) Transactions that are not rec-
ommended by the broker or dealer. 

(f) Any other transaction or class of 
transactions or persons or class of per-
sons that, upon prior written request 
or upon its own motion, the Commis-
sion conditionally or unconditionally 
exempts by order as consistent with 
the public interest and the protection 
of investors. 

[57 FR 18032, Apr. 28, 1992, as amended at 77 
FR 18685, Mar. 28, 2012] 

§ 240.15g–2 Penny stock disclosure 
document relating to the penny 
stock market. 

(a) It shall be unlawful for a broker 
or dealer to effect a transaction in any 
penny stock for or with the account of 
a customer unless, prior to effecting 

such transaction, the broker or dealer 
has furnished to the customer a docu-
ment containing the information set 
forth in Schedule 15G, § 240.15g–100, and 
has obtained from the customer a 
signed and dated acknowledgment of 
receipt of the document. 

(b) Regardless of the form of ac-
knowledgment used to satisfy the re-
quirements of paragraph (a) of this sec-
tion, it shall be unlawful for a broker 
or dealer to effect a transaction in any 
penny stock for or with the account of 
a customer less than two business days 
after the broker or dealer sends such 
document. 

(c) The broker or dealer shall pre-
serve, as part of its records, a copy of 
the written acknowledgment required 
by paragraph (a) of this section for the 
period specified in 17 CFR 240.17a–4(b) 
of this chapter. 

(d) Upon request of the customer, the 
broker or dealer shall furnish the cus-
tomer with a copy of the information 
set forth on the Commission’s Web site 
at http://www.sec.gov/investor/pubs/ 
microcapstock.htm. 

[58 FR 37417, July 12, 1993, as amended at 70 
FR 40632, July 13, 2005] 

§ 240.15g–3 Broker or dealer disclosure 
of quotations and other information 
relating to the penny stock market. 

(a) Requirement. It shall be unlawful 
for a broker or dealer to effect a trans-
action in any penny stock with or for 
the account of a customer unless such 
broker or dealer discloses to such cus-
tomer, within the time periods and in 
the manner required by paragraph (b) 
of this section, the following informa-
tion: 

(1) The inside bid quotation and the 
inside offer quotation for the penny 
stock. 

(2) If paragraph (a)(1) of this section 
does not apply because of the absence 
of an inside bid quotation and an inside 
offer quotation: 

(i) With respect to a transaction ef-
fected with or for a customer on a prin-
cipal basis (other than as provided in 
paragraph (a)(2)(ii) of this section): 

(A) The dealer shall disclose its offer 
price for the security: 

(1) If during the previous five days 
the dealer has effected no fewer than 
three bona fide sales to other dealers 
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consistently at its offer price for the 
security current at the time of those 
sales, and 

(2) If the dealer reasonably believes 
in good faith at the time of the trans-
action with the customer that its offer 
price accurately reflects the price at 
which it is willing to sell one or more 
round lots to another dealer. For pur-
poses of paragraph (a)(2)(i)(A) of this 
section, ‘‘consistently’’ shall con-
stitute, at a minimum, seventy-five 
percent of the dealer’s bona fide inter-
dealer sales during the previous five- 
day period, and, if the dealer has ef-
fected only three bona fide inter-dealer 
sales during such period, all three of 
such sales. 

(B) The dealer shall disclose its bid 
price for the security: 

(1) If during the previous five days 
the dealer has effected no fewer than 
three bona fide purchases from other 
dealers consistently at its bid price for 
the security current at the time of 
those purchases, and 

(2) If the dealer reasonably believes 
in good faith at the time of the trans-
action with the customer that its bid 
price accurately reflects the price at 
which it is willing to buy one or more 
round lots from another dealer. For 
purposes of paragraph (a)(2)(i)(B) of 
this section, ‘‘consistently’’ shall con-
stitute, at a minimum, seventy-five 
percent of the dealer’s bona fide inter-
dealer purchases during the previous 
five-day period, and, if the dealer has 
effected only three bona fide inter-deal-
er purchases during such period, all 
three of such purchases. 

(C) If the dealer’s bid or offer prices 
to the customer do not satisfy the cri-
teria of paragraphs (a)(2)(i)(A) or 
(a)(2)(i)(B) of this section, the dealer 
shall disclose to the customer: 

(1) That it has not effected inter- 
dealer purchases or sales of the penny 
stock consistently at its bid or offer 
price, and 

(2) The price at which it last pur-
chased the penny stock from, or sold 
the penny stock to, respectively, an-
other dealer in a bona fide transaction. 

(ii) With respect to transactions ef-
fected by a broker or dealer with or for 
the account of the customer: 

(A) On an agency basis or 

(B) On a basis other than as a market 
maker in the security, where, after 
having received an order from the cus-
tomer to purchase a penny stock, the 
dealer effects the purchase from an-
other person to offset a contempora-
neous sale of the penny stock to such 
customer, or, after having received an 
order from the customer to sell the 
penny stock, the dealer effects the sale 
to another person to offset a contem-
poraneous purchase from such cus-
tomer, the broker or dealer shall dis-
close the best independent interdealer 
bid and offer prices for the penny stock 
that the broker or dealer obtains 
through reasonable diligence. A 
broker-dealer shall be deemed to have 
exercised reasonable diligence if it ob-
tains quotations from three market 
makers in the security (or all known 
market makers if there are fewer than 
three). 

(3) With respect to bid or offer prices 
and transaction prices disclosed pursu-
ant to paragraph (a) of this section, the 
broker or dealer shall disclose the 
number of shares to which the bid and 
offer prices apply. 

(b) Timing. (1) The information de-
scribed in paragraph (a) of this section: 

(i) Shall be provided to the customer 
orally or in writing prior to effecting 
any transaction with or for the cus-
tomer for the purchase or sale of such 
penny stock; and 

(ii) Shall be given or sent to the cus-
tomer in writing, at or prior to the 
time that any written confirmation of 
the transaction is given or sent to the 
customer pursuant to 17 CFR 240.10b–10 
of this chapter. 

(2) A broker or dealer, at the time of 
making the disclosure pursuant to 
paragraph (b)(1)(i) of this section, shall 
make and preserve as part of its 
records, a record of such disclosure for 
the period specified in 17 CFR 240.17a– 
4(b). 

(c) Definitions. For purposes of this 
section: 

(1) The term bid price shall mean the 
price most recently communicated by 
the dealer to another broker or dealer 
at which the dealer is willing to pur-
chase one or more round lots of the 
penny stock, and shall not include indi-
cations of interest. 
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(2) The term offer price shall mean 
the price most recently communicated 
by the dealer to another broker or 
dealer at which the dealer is willing to 
sell one or more round lots of the 
penny stock, and shall not include indi-
cations of interest. 

(3) The term inside bid quotation for a 
security shall mean the highest bid 
quotation for the security displayed by 
a market maker in the security on a 
Qualifying Electronic Quotation Sys-
tem, at any time in which at least two 
market makers are contemporaneously 
displaying on such system bid and offer 
quotations for the security at specified 
prices. 

(4) The term inside offer quotation for 
a security shall mean the lowest offer 
quotation for the security displayed by 
a market maker in the security on a 
Qualifying Electronic Quotation Sys-
tem, at any time in which at least two 
market makers are contemporaneously 
displaying on such system bid and offer 
quotations for the security at specified 
prices. 

(5) The term Qualifying Electronic 
Quotation System shall mean an auto-
mated interdealer quotation system 
that has the characteristics set forth 
in section 17B(b)(2) of the Act, or such 
other automated interdealer quotation 
system designated by the Commission 
for purposes of this section. 

[57 FR 18033, Apr. 28, 1992] 

§ 240.15g–4 Disclosure of compensation 
to brokers or dealers. 

PRELIMINARY NOTE: Brokers and dealers 
may wish to refer to Securities Exchange 
Act Release No. 30608 (April 20, 1992) for a 
discussion of the procedures for computing 
compensation in active and competitive 
markets, inactive and competitive markets, 
and dominated and controlled markets. 

(a) Disclosure requirement. It shall be 
unlawful for any broker or dealer to ef-
fect a transaction in any penny stock 
for or with the account of a customer 
unless such broker or dealer discloses 
to such customer, within the time peri-
ods and in the manner required by 
paragraph (b) of this section, the aggre-
gate amount of any compensation re-
ceived by such broker or dealer in con-
nection with such transaction. 

(b) Timing. (1) The information de-
scribed in paragraph (a) of this section: 

(i) Shall be provided to the customer 
orally or in writing prior to effecting 
any transaction with or for the cus-
tomer for the purchase or sale of such 
penny stock; and 

(ii) Shall be given or sent to the cus-
tomer in writing, at or prior to the 
time that any written confirmation of 
the transaction is given or sent to the 
customer pursuant to 17 CFR 240.10b– 
10. 

(2) A broker or dealer, at the time of 
making the disclosure pursuant to 
paragraph (b)(1)(i) of this section, shall 
make and preserve as part of its 
records, a record of such disclosure for 
the period specified in 17 CFR 240.17a– 
4(b). 

(c) Definition of compensation. For 
purposes of this section, compensation 
means, with respect to a transaction in 
a penny stock: 

(1) If a broker is acting as agent for 
a customer, the amount of any remu-
neration received or to be received by 
it from such customer in connection 
with such transaction; 

(2) If, after having received a buy 
order from a customer, a dealer other 
than a market maker purchased the 
penny stock as principal from another 
person to offset a contemporaneous 
sale to such customer or, after having 
received a sell order from a customer, 
sold the penny stock as principal to an-
other person to offset a contempora-
neous purchase from such customer, 
the difference between the price to the 
customer and such contemporaneous 
purchase or sale price; or 

(3) If the dealer otherwise is acting as 
principal for its own account, the dif-
ference between the price to the cus-
tomer and the prevailing market price. 

(d) Active and competitive market. For 
purposes of this section only, a market 
may be deemed to be ‘‘active and com-
petitive’’ in determining the prevailing 
market price with respect to a trans-
action by a market maker in a penny 
stock if the aggregate number of trans-
actions effected by such market maker 
in the penny stock in the five business 
days preceding such transaction is less 
than twenty percent of the aggregate 
number of all transactions in the 
penny stock reported on a Qualifying 
Electronic Quotation System (as de-
fined in 17 CFR 240.15g–3(c)(5)) during 
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such five-day period. No presumption 
shall arise that a market is not ‘‘active 
and competitive’’ solely by reason of a 
market maker not meeting the condi-
tions specified in this paragraph. 

[57 FR 18034, Apr. 28, 1992] 

§ 240.15g–5 Disclosure of compensation 
of associated persons in connection 
with penny stock transactions. 

(a) General. It shall be unlawful for a 
broker or dealer to effect a transaction 
in any penny stock for or with the ac-
count of a customer unless the broker 
or dealer discloses to such customer, 
within the time periods and in the 
manner required by paragraph (b) of 
this section, the aggregate amount of 
cash compensation that any associated 
person of the broker or dealer who is a 
natural person and has communicated 
with the customer concerning the 
transaction at or prior to receipt of the 
customer’s transaction order, other 
than any person whose function is sole-
ly clerical or ministerial, has received 
or will receive from any source in con-
nection with the transaction and that 
is determined at or prior to the time of 
the transaction, including separate dis-
closure, if applicable, of the source and 
amount of such compensation that is 
not paid by the broker or dealer. 

(b) Timing. (1) The information de-
scribed in paragraph (a) of this section: 

(i) Shall be provided to the customer 
orally or in writing prior to effecting 
any transaction with or for the cus-
tomer for the purchase or sale of such 
penny stock; and 

(ii) Shall be given or sent to the cus-
tomer in writing, at or prior to the 
time that any written confirmation of 
the transaction is given or sent to the 
customer pursuant to 17 CFR 240.10b– 
10. 

(2) A broker or dealer, at the time of 
making the disclosure pursuant to 
paragraph (b)(1)(i) of this section, shall 
make and preserve as part of its 
records, a record of such disclosure for 
the period specified in 17 CFR 240.17a– 
4(b). 

(c) Contingent compensation arrange-
ments. Where a portion or all of the 
cash or other compensation that the 
associated person may receive in con-
nection with the transaction may be 
determined and paid following the 

transaction based on aggregate sales 
volume levels or other contingencies, 
the written disclosure required by 
paragraph (b)(1)(ii) of this section shall 
state that fact and describe the basis 
upon which such compensation is de-
termined. 

[57 FR 18034, Apr. 28, 1992] 

§ 240.15g–6 Account statements for 
penny stock customers. 

(a) Requirement. It shall be unlawful 
for any broker or dealer that has ef-
fected the sale to any customer, other 
than in a transaction that is exempt 
pursuant to 17 CFR 240.15g–1, of any se-
curity that is a penny stock on the last 
trading day of any calendar month, or 
any successor of such broker or dealer, 
to fail to give or send to such customer 
a written statement containing the in-
formation described in paragraphs (c) 
and (d) of this section with respect to 
each such month in which such secu-
rity is held for the customer’s account 
with the broker or dealer, within ten 
days following the end of such month. 

(b) Exemptions. A broker or dealer 
shall be exempted from the require-
ment of paragraph (a) of this section 
under either of the following cir-
cumstances: 

(1) If the broker or dealer does not ef-
fect any transactions in penny stocks 
for or with the account of the customer 
during a period of six consecutive cal-
endar months, then the broker or deal-
er shall not be required to provide 
monthly statements for each quarterly 
period that is immediately subsequent 
to such six-month period and in which 
the broker or dealer does not effect any 
transaction in penny stocks for or with 
the account of the customer, provided 
that the broker or dealer gives or sends 
to the customer written statements 
containing the information described 
in paragraphs (d) and (e) of this section 
on a quarterly basis, within ten days 
following the end of each such quar-
terly period. 

(2) If, on all but five or fewer trading 
days of any quarterly period, a security 
has a price of five dollars or more, the 
broker or dealer shall not be required 
to provide a monthly statement cov-
ering the security for subsequent quar-
terly periods, until the end of any such 
subsequent quarterly period on the last 
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trading day of which the price of the 
security is less than five dollars. 

(c) Price determinations. For purposes 
of paragraphs (a) and (b) of this sec-
tion, the price of a security on any 
trading day shall be determined at the 
close of business in accordance with 
the provisions of 17 CFR 240.3a51– 
1(d)(1). 

(d) Market and price information. The 
statement required by paragraph (a) of 
this section shall contain at least the 
following information with respect to 
each penny stock covered by paragraph 
(a) of this section, as of the last trad-
ing day of the period to which the 
statement relates: 

(1) The identity and number of shares 
or units of each such security held for 
the customer’s account; and 

(2) The estimated market value of 
the security, to the extent that such 
estimated market value can be deter-
mined in accordance with the following 
provisions: 

(i) The highest inside bid quotation 
for the security on the last trading day 
of the period to which the statement 
relates, multiplied by the number of 
shares or units of the security held for 
the customer’s account; or 

(ii) If paragraph (d)(2)(i) of this sec-
tion is not applicable because of the ab-
sence of an inside bid quotation, and if 
the broker or dealer furnishing the 
statement has effected at least ten sep-
arate Qualifying Purchases in the secu-
rity during the last five trading days of 
the period to which the statement re-
lates, the weighted average price per 
share paid by the broker or dealer in 
all Qualifying Purchases effected dur-
ing such five-day period, multiplied by 
the number of shares or units of the se-
curity held for the customer’s account; 
or 

(iii) If neither of paragraphs (d)(2)(i) 
nor (d)(2)(ii) of this section is applica-
ble, a statement that there is ‘‘no esti-
mated market value’’ with respect to 
the security. 

(e) Legend. In addition to the infor-
mation required by paragraph (d) of 
this section, the written statement re-
quired by paragraph (a) of this section 
shall include a conspicuous legend that 
is identified with the penny stocks de-
scribed in the statement and that con-
tains the following language: 

If this statement contains an estimated 
value, you should be aware that this value 
may be based on a limited number of trades 
or quotes. Therefore, you may not be able to 
sell these securities at a price equal or near 
to the value shown. However, the broker- 
dealer furnishing this statement may not 
refuse to accept your order to sell these se-
curities. Also, the amount you receive from 
a sale generally will be reduced by the 
amount of any commissions or similar 
charges. If an estimated value is not shown 
for a security, a value could not be deter-
mined because of a lack of information. 

(f) Preservation of records. Any broker 
or dealer subject to this section shall 
preserve, as part of its records, copies 
of the written statements required by 
paragraph (a) of this section and keep 
such records for the periods specified in 
17 CFR 240.17a–4(b). 

(g) Definitions. For purposes of this 
section: 

(1) The term Quarterly period shall 
mean any period of three consecutive 
full calendar months. 

(2) The inside bid quotation for a secu-
rity shall mean the highest bid 
quotation for the security displayed by 
a market maker in the security on a 
Qualifying Electronic Quotation Sys-
tem, at any time in which at least two 
market makers are contemporaneously 
displaying on such system bid and offer 
quotations for the security at specified 
prices. 

(3) The term Qualifying Electronic 
Quotation System shall mean an auto-
mated interdealer quotation system 
that has the characteristics set forth 
in section 17B(b)(2) of the Act, or such 
other automated interdealer quotation 
system designated by the Commission 
for purposes of this section. 

(4) The term Qualifying Purchases 
shall mean bona fide purchases by a 
broker or dealer of a penny stock for 
its own account, each of which involves 
at least 100 shares, but excluding any 
block purchase involving more than 
one percent of the outstanding shares 
or units of the security. 

[57 FR 18034, Apr. 28, 1992] 

§ 240.15g–8 Sales of escrowed securi-
ties of blank check companies. 

As a means reasonably designed to 
prevent fraudulent, deceptive, or ma-
nipulative acts or practices, it shall be 
unlawful for any person to sell or offer 
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to sell any security that is deposited 
and held in an escrow or trust account 
pursuant to Rule 419 under the Securi-
ties Act of 1933 (17 CFR 230.419), or any 
interest in or related to such security, 
other than pursuant to a qualified do-
mestic relations order as defined by the 
Internal Revenue Code of 1986, as 
amended (26 U.S.C. 1 et seq.), or Title I 
of the Employee Retirement Income 
Security Act (29 U.S.C. 1001 et seq.), or 
the rules thereunder. 

[57 FR 18045, Apr. 28, 1992] 

§ 240.15g–9 Sales practice require-
ments for certain low-priced securi-
ties. 

(a) As a means reasonably designed 
to prevent fraudulent, deceptive, or 
manipulative acts or practices, it shall 
be unlawful for a broker or dealer to 
sell a penny stock to, or to effect the 
purchase of a penny stock by, any per-
son unless: 

(1) The transaction is exempt under 
paragraph (c) of this section; or 

(2) Prior to the transaction: 
(i) The broker or dealer has approved 

the person’s account for transactions 
in penny stocks in accordance with the 
procedures set forth in paragraph (b) of 
this section; and 

(ii)(A) The broker or dealer has re-
ceived from the person an agreement to 
the transaction setting forth the iden-
tity and quantity of the penny stock to 
be purchased; and 

(B) Regardless of the form of agree-
ment used to satisfy the requirements 
of paragraph (a)(2)(ii)(A) of this sec-
tion, it shall be unlawful for such 
broker or dealer to sell a penny stock 
to, or to effect the purchase of a penny 
stock by, for or with the account of a 
customer less than two business days 
after the broker or dealer sends such 
agreement. 

(b) In order to approve a person’s ac-
count for transactions in penny stocks, 
the broker or dealer must: 

(1) Obtain from the person informa-
tion concerning the person’s financial 
situation, investment experience, and 
investment objectives; 

(2) Reasonably determine, based on 
the information required by paragraph 
(b)(1) of this section and any other in-
formation known by the broker-dealer, 
that transactions in penny stocks are 

suitable for the person, and that the 
person (or the person’s independent ad-
viser in these transactions) has suffi-
cient knowledge and experience in fi-
nancial matters that the person (or the 
person’s independent adviser in these 
transactions) reasonably may be ex-
pected to be capable of evaluating the 
risks of transactions in penny stocks; 

(3) Deliver to the person a written 
statement: 

(i) Setting forth the basis on which 
the broker or dealer made the deter-
mination required by paragraph (b)(2) 
of this section; 

(ii) Stating in a highlighted format 
that it is unlawful for the broker or 
dealer to effect a transaction in a 
penny stock subject to the provisions 
of paragraph (a)(2) of this section un-
less the broker or dealer has received, 
prior to the transaction, a written 
agreement to the transaction from the 
person; and 

(iii) Stating in a highlighted format 
immediately preceding the customer 
signature line that: 

(A) The broker or dealer is required 
by this section to provide the person 
with the written statement; and 

(B) The person should not sign and 
return the written statement to the 
broker or dealer if it does not accu-
rately reflect the person’s financial sit-
uation, investment experience, and in-
vestment objectives; and 

(4)(i) Obtain from the person a signed 
and dated copy of the statement re-
quired by paragraph (b)(3) of this sec-
tion; and 

(ii) Regardless of the form of state-
ment used to satisfy the requirements 
of paragraph (b)(4)(i) of this section, it 
shall be unlawful for such broker or 
dealer to sell a penny stock to, or to ef-
fect the purchase of a penny stock by, 
for or with the account of a customer 
less than two business days after the 
broker or dealer sends such statement. 

(c) For purposes of this section, the 
following transactions shall be exempt: 

(1) Transactions that are exempt 
under 17 CFR 240.15g–1 (a), (b), (d), (e), 
and (f). 

(2) Transactions that meet the re-
quirements of 17 CFR 230.506 (includ-
ing, where applicable, the requirements 
of 17 CFR 230.501 through 230.503, and 17 
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CFR 230.507 through 230.508), or trans-
actions with an issuer not involving 
any public offering pursuant to section 
4(a)(2) of the Securities Act of 1933. 

(3) Transactions in which the pur-
chaser is an established customer of 
the broker or dealer. 

(d) For purposes of this section: 
(1) The term penny stock shall have 

the same meaning as in 17 CFR 
240.3a51–1. 

(2) The term established customer shall 
mean any person for whom the broker 
or dealer, or a clearing broker on be-
half of such broker or dealer, carries an 
account, and who in such account: 

(i) Has effected a securities trans-
action, or made a deposit of funds or 
securities, more than one year pre-
viously; or 

(ii) Has made three purchases of 
penny stocks that occurred on separate 
days and involved different issuers. 

[54 FR 35481, Aug. 28, 1989. Redesignated and 
amended at 58 FR 37417, July 12, 1993; 70 FR 
40632, July 13, 2005; 81 FR 83553, Nov. 21, 2016] 

§ 240.15g–100 Schedule 15G—Informa-
tion to be included in the document 
distributed pursuant to 17 CFR 
240.15g–2. 

SECURITIES AND EXCHANGE 
COMMISSION 

Washington, DC 20549 

SCHEDULE 15G 

Under the Securities Exchange Act of 
1934 

Instructions to Schedule 15G 

A. Schedule 15G (Schedule) may be 
provided to customers in its entirety 
either on paper or electronically. It 
may also be provided to customers 
electronically through a link to the 
SEC’s Web site. 

1. If the Schedule is sent in paper form, 
the format and typeface of the Sched-
ule must be reproduced exactly as pre-
sented. For example, words that are 
capitalized must remain capitalized, 
and words that are underlined or bold 
must remain underlined or bold. The 
typeface must be clear and easy to 
read. The Schedule may be reproduced 
either by photocopy or by printing. 

2. If the Schedule is sent electronically, 
the e-mail containing the Schedule 
must have as a subject line ‘‘Important 
Information on Penny Stocks.’’ The 
Schedule reproduced in the text of the 
e-mail must be clear, easy-to-read type 
presented in a manner reasonably cal-
culated to draw the customer’s atten-
tion to the language in the document, 
especially words that are capitalized, 
underlined or in bold. 

3. If the Schedule is sent electronically 
using a hyperlink to the SEC Web site, 
the e-mail containing the hyperlink 
must have as a subject line: ‘‘Impor-
tant Information on Penny Stocks.’’ 
Immediately before the hyperlink, the 
text of the e-mail must reproduce the 
following statement in clear, easy-to- 
read type presented in a manner rea-
sonably calculated to draw the cus-
tomer’s attention to the words: ‘‘We 
are required by the U.S. Securities and 
Exchange Commission to give you the 
following disclosure statement: http:// 
www.sec.gov/investor/schedule15g.htm. It 
explains some of the risks of investing 
in penny stocks. Please read it care-
fully before you agree to purchase or 
sell a penny stock.’’ 

B. Regardless of how the Schedule is 
provided to the customer, the commu-
nication must also provide the name, 
address, telephone number and e-mail 
address of the broker. E-mail messages 
may also include any privacy or con-
fidentiality information that the 
broker routinely includes in e-mail 
messages sent to customers. No other 
information may be included in these 
communications, other than instruc-
tions on how to provide a signed and 
dated acknowledgement of receipt of 
the Schedule. 

C. The document entitled ‘‘Important 
Information on Penny Stocks’’ must be 
distributed as Schedule 15G and must 
be no more than two pages in length if 
provided in paper form. 

D. The disclosures made through the 
Schedule are in addition to any other 
disclosures that are required under the 
Federal securities laws. 

E. Recipients of the document must 
not be charged any fee for the docu-
ment. 

F. The content of the Schedule is as 
follows: 

[next page] 
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Important Information on Penny Stocks 

The U.S. Securities and Exchange 
Commission (SEC) requires your 
broker to give this statement to you, 
and to obtain your signature to show 
that you have received it, before your 
first trade in a penny stock. This state-
ment contains important informa-
tion—and you should read it carefully 
before you sign it, and before you de-
cide to purchase or sell a penny stock. 

In addition to obtaining your signa-
ture, the SEC requires your broker to 
wait at least two business days after 
sending you this statement before exe-
cuting your first trade to give you time 
to carefully consider your trade. 

Penny Stocks Can Be Very Risky 

Penny stocks are low-priced shares of 
small companies. Penny stocks may 
trade infrequently—which means that 
it may be difficult to sell penny stock 
shares once you have them. Because it 
may also be difficult to find quotations 
for penny stocks, they may be impos-
sible to accurately price. Investors in 
penny stock should be prepared for the 
possibility that they may lose their 
whole investment. 

While penny stocks generally trade 
over-the-counter, they may also trade 
on U.S. securities exchanges, facilities 
of U.S. exchanges, or foreign ex-
changes. You should learn about the 
market in which the penny stock 
trades to determine how much demand 
there is for this stock and how difficult 
it will be to sell. Be especially careful 
if your broker is offering to sell you 
newly issued penny stock that has no 
established trading market. 

The securities you are considering 
have not been approved or disapproved 
by the SEC. Moreover, the SEC has not 
passed upon the fairness or the merits 
of this transaction nor upon the accu-
racy or adequacy of the information 
contained in any prospectus or any 
other information provided by an 
issuer or a broker or dealer. 

Information You Should Get 

In addition to this statement, your 
broker is required to give you a state-
ment of your financial situation and 
investment goals explaining why his or 
her firm has determined that penny 

stocks are a suitable investment for 
you. In addition, your broker is re-
quired to obtain your agreement to the 
proposed penny stock transaction. 

Before you buy penny stock, Federal 
law requires your salesperson to tell 
you the ‘‘offer’’ and the ‘‘bid’’ on the 
stock, and the ‘‘compensation’’ the 
salesperson and the firm receive for the 
trade. The firm also must send a con-
firmation of these prices to you after 
the trade. You will need this price in-
formation to determine what profit or 
loss, if any, you will have when you 
sell your stock. 

The offer price is the wholesale price 
at which the dealer is willing to sell 
stock to other dealers. The bid price is 
the wholesale price at which the dealer 
is willing to buy the stock from other 
dealers. In its trade with you, the deal-
er may add a retail charge to these 
wholesale prices as compensation 
(called a ‘‘markup’’ or ‘‘markdown’’). 

The difference between the bid and 
the offer price is the dealer’s ‘‘spread.’’ 
A spread that is large compared with 
the purchase price can make a resale of 
a stock very costly. To be profitable 
when you sell, the bid price of your 
stock must rise above the amount of 
this spread and the compensation 
charged by both your selling and pur-
chasing dealers. Remember that if the 
dealer has no bid price, you may not be 
able to sell the stock after you buy it, and 
may lose your whole investment. 

After you buy penny stock, your bro-
kerage firm must send you a monthly 
account statement that gives an esti-
mate of the value of each penny stock 
in your account, if there is enough in-
formation to make an estimate. If the 
firm has not bought or sold any penny 
stocks for your account for six months, 
it can provide these statements every 
three months. 

Additional information about low- 
priced securities—including penny 
stocks—is available on the SEC’s Web 
site at http://www.sec.gov/investor/pubs/ 
microcapstock.htm. In addition, your 
broker will send you a copy of this in-
formation upon request. The SEC en-
courages you to learn all you can be-
fore making this investment. 
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Brokers’ Duties and Customers’ Rights 
and Remedies 

Remember that your salesperson is 
not an impartial advisor—he or she is 
being paid to sell you stock. Do not 
rely only on the salesperson, but seek 
outside advice before you buy any 
stock. You can get the disciplinary his-
tory of a salesperson or firm from 
NASD at 1–800–289–9999 or contact 
NASD via the Internet at http:// 
www.nasd.com. You can also get addi-
tional information from your state se-
curities official. The North American 
Securities Administrators Association, 
Inc. can give you contact information 
for your state. You can reach NASAA 
at (202) 737–0900 or via the Internet at 
http://www.nasaa.org. 

If you have problems with a sales-
person, contact the firm’s compliance 
officer. You can also contact the secu-
rities regulators listed above. Finally, 
if you are a victim of fraud, you may 
have rights and remedies under state 
and Federal law. In addition to the reg-
ulators listed above, you also may con-
tact the SEC with complaints at (800) 
SEC–0330 or via the Internet at 
help@sec.gov. 

[70 FR 40632, July 13, 2005] 

NATIONAL AND AFFILIATED SECURITIES 
ASSOCIATIONS 

§ 240.15Aa–1 Registration of a national 
or an affiliated securities associa-
tion. 

Any application for registration of an 
association as a national, or as an af-
filiated, securities association shall be 
made in triplicate on Form X–15AA–1 
accompanied by three copies of the ex-
hibits prescribed by the Commission to 
be filed in connection therewith. 

(Sec. 15A, 52 Stat. 1070; 15 U.S.C. 78o–3) 

[13 FR 8209, Dec. 22, 1948. Redesignated at 30 
FR 11851, Sept. 16, 1965] 

§ 240.15Aj–1 Amendments and supple-
ments to registration statements of 
securities associations. 

Every association applying for reg-
istration or registered as a national se-
curities association or as an affiliated 
securities association shall keep its 
registration statement up-to-date in 
the manner prescribed below: 

(a) Amendments. Promptly after the 
discovery of any inaccuracy in the reg-
istration statement or in any amend-
ment or supplement thereto the asso-
ciation shall file with the Commission 
an amendment correcting such inaccu-
racy. 

(b) Current supplements. Promptly 
after any change which renders no 
longer accurate any information con-
tained or incorporated in the registra-
tion statement or in any amendment 
or supplement thereto the association 
shall file with the Commission a cur-
rent supplement setting forth such 
change, except that: 

(1) Supplements setting forth 
changes in the information called for 
in Exhibit C need not be filed until 10 
days after the calendar month in which 
the changes occur. 

(2) No current supplements need be 
filed with respect to changes in the in-
formation called for in Exhibit B. 

(3) If changes in the information 
called for in items (1) and (2) of Exhibit 
C are reported in any record which is 
published at least once a month by the 
association and promptly filed in trip-
licate with the Commission, no current 
supplement need be filed with respect 
thereto. 

(c) Annual supplements. (1) Promptly 
after March 1 of each year, the associa-
tion shall file with the Commission an 
annual consolidated supplement as of 
such date on Form X–15AJ–2 (§ 249.803) 
except that: 

(i) If the securities association pub-
lishes or cooperates in the publication 
of the information required in Items 
6(a) and 6(b) of Form X–15AJ–2 on an 
annual or more frequent basis, in lieu 
of filing such an item the securities as-
sociation may: 

(A) Identify the publication in which 
such information is available, the 
name, address, and telephone number 
of the person from whom such publica-
tion may be obtained, and the price 
thereof; and 

(B) Certify to the accuracy of such 
information as of its date. 

(ii) Promptly after March 1, 1995, and 
every three years thereafter each asso-
ciation shall file complete Exhibit A to 
Form X–15AJ–2. The information con-
tained in this exhibit shall be up to 
date as of the latest practicable date 
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within 3 months of the date on which 
these exhibits are filed. If the associa-
tion publishes or cooperates in the pub-
lication of the information required in 
this exhibit on an annual or more fre-
quent basis, in lieu of filing such ex-
hibit the association may: 

(A) Identify the publication in which 
such information is available, the 
name, address, and telephone number 
of the person from whom such publica-
tion may be obtained, and the price 
thereof; and 

(B) Certify to the accuracy of such 
information as of its date. If a securi-
ties association keeps the information 
required in this exhibit up to date and 
makes it available to the Commission 
and the public upon request, in lieu of 
filing such an exhibit a securities asso-
ciation may certify that the informa-
tion is kept up to date and is available 
to the Commission and the public upon 
request. 

(2) Promptly after the close of each 
fiscal year of the association, it shall 
file with the Commission a supplement 
setting forth its balance sheet as of the 
close of such year and its income and 
expense statement for such year. 

(d) Filing, dating, etc. Each amend-
ment or supplement shall be filed in 
triplicate, at least one of which must 
be signed and attested, in the same 
manner as required in the case of the 
original registration statement, and 
must conform to the requirements of 
Form X–15Aj–1, except that the annual 
consolidated supplement shall be filed 
on Form X–15Aj–2. All amendments and 
supplements shall be dated and num-
bered in order of filing. One amend-
ment or supplement may include any 
number of changes. In addition to the 
formal filing of amendments and sup-
plements above described, each asso-
ciation shall send to the Commission 
three copies of any notices, reports, 
circulars, loose-leaf insertions, riders, 
new additions, lists or other records of 
changes covered by amendments or 
supplements when, as and if such 
records are made available to members 
of the association. 

(Sec. 15A, 52 Stat. 1070; 15 U.S.C. 78o–3) 

[13 FR 8209, Dec. 22, 1948, as amended at 18 
FR 6259, Oct. 1, 1953. Redesignated at 30 FR 
11851, Sept. 16, 1965; 59 FR 66700, Dec. 28, 1994] 

§ 240.15Al2–1 [Reserved] 

§ 240.15Ba1–1 Definitions. 

As used in the rules and regulations 
prescribed by the Commission pursuant 
to section 15B of the Act (15 U.S.C. 78o- 
4) in §§ 240.15Ba1–1 through 240.15Ba1–8 
and 240.15Bc4–1: 

(a) Guaranteed investment contract has 
the same meaning as in section 
15B(e)(2) of the Act (15 U.S.C. 78o- 
4(e)(2)); provided, however, that the con-
tract relates to investments of pro-
ceeds of municipal securities or munic-
ipal escrow investments. 

(b) Investment strategies has the same 
meaning as in section 15B(e)(3) of the 
Act (15 U.S.C. 78o-4(e)(3)), and includes 
plans or programs for the investment 
of proceeds of municipal securities that 
are not municipal derivatives or guar-
anteed investment contracts, and the 
recommendation of and brokerage of 
municipal escrow investments. 

(c) Managing agent means any person, 
including a trustee, who directs or 
manages, or who participates in direct-
ing or managing, the affairs of any un-
incorporated organization or associa-
tion other than a partnership. 

(d)(1) Municipal advisor. 
(i) In general. Except as otherwise 

provided in paragraphs (d)(2) and (d)(3) 
of this section, the term municipal advi-
sor has the same meaning as in section 
15B(e)(4) of the Act (15 U.S.C. 78o- 
4(e)(4)). Under section 15B(e)(4)(A) of 
the Act (15 U.S.C. 78o-4(e)(4)(A)), the 
term municipal advisor means a person 
(who is not a municipal entity or an 
employee of a municipal entity) that 
provides advice to or on behalf of a mu-
nicipal entity or obligated person with 
respect to municipal financial products 
or the issuance of municipal securities, 
including advice with respect to the 
structure, timing, terms, and other 
similar matters concerning such finan-
cial products or issues; or undertakes a 
solicitation of a municipal entity or an 
obligated person. Under section 
15B(e)(4)(C) of the Act (15 U.S.C. 78o- 
4(e)(4)(C)) and paragraph (d)(2) of this 
section, a municipal advisor does not in-
clude a person that engages in specified 
excluded activities. 

(ii) Advice standard. For purposes of 
the municipal advisor definition under 
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paragraph (d)(1)(i) of this section, ad-
vice excludes, among other things, the 
provision of general information that 
does not involve a recommendation re-
garding municipal financial products 
or the issuance of municipal securities 
(including with respect to the struc-
ture, timing, terms and other similar 
matters concerning such financial 
products or issues). 

(iii) Certain types of municipal advi-
sors. Under section 15B(e)(4)(B) of the 
Act (15 U.S.C. 78o-4(e)(4)(B)), municipal 
advisors include, without limitation, fi-
nancial advisors, guaranteed invest-
ment contract brokers, third-party 
marketers, placement agents, solici-
tors, finders, and swap advisors, to the 
extent that such persons otherwise 
meet the requirements of the munic-
ipal advisor definition in this para-
graph (d)(1). 

(2) Exclusions from municipal advisor 
definition. Pursuant to section 
15B(e)(4)(C) of the Act (15 U.S.C. 78o- 
4(e)(4)(C)), the term municipal advisor 
excludes the following persons with re-
spect to the specified excluded activi-
ties: 

(i) Serving as an underwriter. A 
broker, dealer, or municipal securities 
dealer serving as an underwriter of a 
particular issuance of municipal secu-
rities to the extent that the broker, 
dealer, or municipal securities dealer 
engages in activities that are within 
the scope of an underwriting of such 
issuance of municipal securities. 

(ii) Registered investment advisers—In 
general. Any investment adviser reg-
istered under the Investment Advisers 
Act of 1940 (15 U.S.C. 80b-1 et seq.) or 
any person associated with such reg-
istered investment adviser to the ex-
tent that such registered investment 
adviser or such person is providing in-
vestment advice in such capacity. Sole-
ly for purposes of this paragraph 
(d)(2)(ii), investment advice does not 
include advice concerning whether and 
how to issue municipal securities, ad-
vice concerning the structure, timing, 
and terms of an issuance of municipal 
securities and other similar matters, 
advice concerning municipal deriva-
tives, or a solicitation of a municipal 
entity or obligated person. 

(iii) Registered commodity trading advi-
sors. Any commodity trading advisor 

registered under the Commodity Ex-
change Act (7 U.S.C. 1 et seq.), or person 
associated with a registered com-
modity trading advisor, to the extent 
that such registered commodity trad-
ing advisor or such person is providing 
advice that is related to swaps (as de-
fined in Section 1a(47) of the Com-
modity Exchange Act (7 U.S.C. 1a(47)) 
and section 3(a)(69) of the Act (15 
U.S.C. 78c(a)(69)), and any rules and 
regulations thereunder). 

(iv) Attorneys. Any attorney to the 
extent that the attorney is offering 
legal advice or providing services that 
are of a traditional legal nature with 
respect to the issuance of municipal se-
curities or municipal financial prod-
ucts to a client of such attorney that is 
a municipal entity, obligated person, 
or other participant in the transaction. 
To the extent an attorney represents 
himself or herself as a financial advisor 
or financial expert regarding the 
issuance of municipal securities or mu-
nicipal financial products, however, 
the attorney is not excluded with re-
spect to such financial activities under 
this paragraph (d)(2)(iv). 

(v) Engineers. Any engineer to the ex-
tent that the engineer is providing en-
gineering advice. 

(3) Exemptions from municipal advisor 
definition. The Commission exempts the 
following persons from the definition 
of municipal advisor to the extent they 
are engaging in the specified activities: 

(i) Accountants. Any accountant to 
the extent that the accountant is pro-
viding audit or other attest services, 
preparing financial statements, or 
issuing letters for underwriters for, or 
on behalf of, a municipal entity or obli-
gated person. 

(ii) Public officials and employees. (A) 
Any person serving as a member of a 
governing body, an advisory board, or a 
committee of, or acting in a similar of-
ficial capacity with respect to, or as an 
official of, a municipal entity or obli-
gated person to the extent that such 
person is acting within the scope of 
such person’s official capacity. 

(B) Any employee of a municipal en-
tity or obligated person to the extent 
that such person is acting within the 
scope of such person’s employment. 

(iii) Banks. Any bank, as defined in 
section 3(a)(6) of the Act (15 U.S.C. 
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78c(a)(6)), to the extent the bank pro-
vides advice with respect to the fol-
lowing: 

(A) Any investments that are held in 
a deposit account, savings account, 
certificate of deposit, or other deposit 
instrument issued by a bank; 

(B) Any extension of credit by a bank 
to a municipal entity or obligated per-
son, including the issuance of a letter 
of credit, the making of a direct loan, 
or the purchase of a municipal security 
by the bank for its own account; 

(C) Any funds held in a sweep ac-
count that meets the requirements of 
section 3(a)(4)(B)(v) of the Act (15 
U.S.C. 78c(a)(4)(B)(v)); or 

(D) Any investment made by a bank 
acting in the capacity of an indenture 
trustee or similar capacity. 

(iv) Responses to requests for proposals 
or qualifications. Any person providing 
a response in writing or orally to a re-
quest for proposals or qualifications 
from a municipal entity or obligated 
person for services in connection with 
a municipal financial product or the 
issuance of municipal securities; pro-
vided, however, that such person does 
not receive separate direct or indirect 
compensation for advice provided as 
part of such response. 

(v) Swap dealers. (A) A swap dealer (as 
defined in Section 1a(49) of the Com-
modity Exchange Act (7 U.S.C. 1a(49)) 
and the rules and regulations there-
under) registered under the Commodity 
Exchange Act or associated person of 
the swap dealer recommending a mu-
nicipal derivative or a trading strategy 
that involves a municipal derivative, 
so long as the registered swap dealer or 
associated person is not acting as an ad-
visor to the municipal entity or obli-
gated person with respect to the mu-
nicipal derivative or trading strategy 
pursuant to Section 4s(h)(4) of the 
Commodity Exchange Act and the 
rules and regulations thereunder. 

(B) For purposes of determining 
whether a swap dealer is acting as an 
advisor in this paragraph (d)(3)(v), the 
municipal entity or obligated person 
involved in the transaction will be 
treated as a special entity under Section 
4s(h)(2) of the Commodity Exchange 
Act and the rules and regulations 
thereunder (even if such municipal en-
tity or obligated person does not sat-

isfy the definition of special entity 
under those provisions). 

(vi) Participation by an independent 
registered municipal advisor. Any person 
engaging in municipal advisory activi-
ties in a circumstance in which a mu-
nicipal entity or obligated person is 
otherwise represented by an inde-
pendent registered municipal advisor 
with respect to the same aspects of a 
municipal financial product or an 
issuance of municipal securities, pro-
vided that the following requirements 
are met: 

(A) Independent registered municipal 
advisor. An independent registered mu-
nicipal advisor is providing advice with 
respect to the same aspects of the mu-
nicipal financial product or issuance of 
municipal securities. For purposes of 
this paragraph (d)(3)(vi), the term inde-
pendent registered municipal advisor 
means a municipal advisor registered 
pursuant to section 15B of the Act (15 
U.S.C. 78o–4) and the rules and regula-
tions thereunder and that is not, and 
within at least the past two years was 
not, associated (as defined in section 
15B(e)(7) (15 U.S.C. 78o–4(e)(7)) of the 
Act) with the person seeking to rely on 
this paragraph (d)(3)(vi). 

(B) Required representation. A person 
seeking to rely on this paragraph 
(d)(3)(vi) receives from the municipal 
entity or obligated person a represen-
tation in writing that it is represented 
by, and will rely on the advice of, an 
independent registered municipal advi-
sor, provided that the person receiving 
such representation has a reasonable 
basis for relying on the representation. 

(C) Required disclosures. (1) With re-
spect to a municipal entity, such per-
son discloses in writing to the munic-
ipal entity that, by obtaining such rep-
resentation from the municipal entity, 
such person is not a municipal advisor 
and is not subject to the fiduciary duty 
set forth in section 15B(c)(1) of the Act 
(15 U.S.C. 78o–4(c)(1)) with respect to 
the municipal financial product or 
issuance of municipal securities, and 
provides a copy of such disclosure to 
the independent registered municipal 
advisor. 

(2) With respect to an obligated per-
son, such person discloses in writing to 
the obligated person that, by obtaining 
such representation from the obligated 
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person, such person is not a municipal 
advisor with respect to the municipal 
financial product or issuance of munic-
ipal securities, and provides a copy of 
such disclosure to the independent reg-
istered municipal advisor. 

(3) Each such disclosure must be 
made at a time and in a manner rea-
sonably designed to allow the munic-
ipal entity or obligated person to as-
sess the material incentives and con-
flicts of interest that such person may 
have in connection with the municipal 
advisory activities. 

(vii) Persons that provide advice on cer-
tain investment strategies. A person that 
provides advice with respect to invest-
ment strategies that are not plans or 
programs for the investment of the 
proceeds of municipal securities or the 
recommendation of and brokerage of 
municipal escrow investments. 

(viii) Certain solicitations. A person 
that undertakes a solicitation of a mu-
nicipal entity or obligated person for 
the purpose of obtaining or retaining 
an engagement by a municipal entity 
or by an obligated person of a broker, 
dealer, municipal securities dealer, or 
municipal advisor for or in connection 
with municipal financial products that 
are investment strategies to the extent 
that those investment strategies are 
not plans or programs for the invest-
ment of the proceeds of municipal se-
curities or the recommendation of and 
brokerage of municipal escrow invest-
ments. 

(4) Special rule for separately identifi-
able departments or divisions of banks for 
municipal advisory purposes. If a bank 
engages in municipal advisory activi-
ties through a separately identifiable 
department or division that meets the 
requirements of this paragraph (d)(4), 
the determination of whether those 
municipal advisory activities cause 
any person to be a municipal advisor 
may be made separately for such de-
partment or division. In such event, 
that department or division, rather 
than the bank itself, shall be deemed to 
be the municipal advisor. 

(i) Separately identifiable department or 
division. For purposes of this paragraph 
(d)(4), a separately identifiable depart-
ment or division of a bank is that unit of 
the bank which conducts all of the mu-
nicipal advisory activities of the bank, 

provided that the following require-
ments are met: 

(A) Supervision. Such unit is under 
the direct supervision of an officer or 
officers designated by the board of di-
rectors of the bank as responsible for 
the day-to-day conduct of the bank’s 
municipal advisory activities, includ-
ing the supervision of all bank employ-
ees engaged in the performance of such 
activities. 

(B) Separate records. All of the records 
relating to the bank’s municipal advi-
sory activities are separately main-
tained in, or extractable from, such 
unit’s own facilities or the facilities of 
the bank, and such records are so 
maintained or otherwise accessible as 
to permit independent examination 
thereof and enforcement of applicable 
provisions of the Act, the rules and 
regulations thereunder, and the rules 
of the Municipal Securities Rule-
making Board relating to municipal 
advisors. 

(ii) [Reserved] 
(e) Municipal advisory activities means 

the following activities specified in 
section 15B(e)(4)(A) of the Act (15 
U.S.C. 78o–4(e)(4)(A)) and paragraph 
(d)(1) of this section that, absent the 
availability of an exclusion under para-
graph (d)(2) of this section or an ex-
emption under paragraph (d)(3) of this 
section, would cause a person to be a 
municipal advisor: 

(1) Providing advice to or on behalf of 
a municipal entity or obligated person 
with respect to municipal financial 
products or the issuance of municipal 
securities, including advice with re-
spect to the structure, timing, terms, 
and other similar matters concerning 
such financial products or issues; or 

(2) Solicitation of a municipal entity 
or an obligated person. 

(f) Municipal derivatives means any 
swap (as defined in Section 1a(47) of the 
Commodity Exchange Act (7 U.S.C. 
1a(47)) and section 3(a)(69) of the Act 
(15 U.S.C. 78c(a)(69)), including any 
rules and regulations thereunder) or se-
curity-based swap (as defined in section 
3(a)(68) of the Act (15 U.S.C. 78c(a)(68)), 
including any rules and regulations 
thereunder) to which: 

(1) A municipal entity is a 
counterparty; or 
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(2) An obligated person, acting in 
such capacity, is a counterparty. 

(g) Municipal entity means any State, 
political subdivision of a State, or mu-
nicipal corporate instrumentality of a 
State or of a political subdivision of a 
State, including: 

(1) Any agency, authority, or instru-
mentality of the State, political sub-
division, or municipal corporate in-
strumentality; 

(2) Any plan, program, or pool of as-
sets sponsored or established by the 
State, political subdivision, or munic-
ipal corporate instrumentality or any 
agency, authority, or instrumentality 
thereof; and 

(3) Any other issuer of municipal se-
curities. 

(h) Municipal escrow investments. (1) In 
general. Except as otherwise provided 
in paragraph (h)(2) of this section, mu-
nicipal escrow investments means pro-
ceeds of municipal securities and any 
other funds of a municipal entity that 
are deposited in an escrow account to 
pay the principal of, premium, if any, 
and interest on one or more issues of 
municipal securities. 

(2) Reasonable reliance on representa-
tions. In determining whether or not 
funds to be invested or reinvested con-
stitute municipal escrow investments 
for purposes of this section, a person 
may rely on representations in writing 
made by a knowledgeable official of the 
municipal entity or obligated person 
whose funds are to be invested or rein-
vested regarding the nature of such in-
vestments, provided that the person 
seeking to rely on such representations 
has a reasonable basis for such reli-
ance. 

(i) Municipal financial product has the 
same meaning as in section 15B(e)(5) of 
the Act (15 U.S.C. 78o–4(e)(5)). 

(j) Non-resident means: 
(1) In the case of an individual, one 

who resides in or has his principal of-
fice and place of business in any place 
not subject to the jurisdiction of the 
United States; 

(2) In the case of a corporation, one 
incorporated in or having its principal 
office and place of business in any 
place not subject to the jurisdiction of 
the United States; or 

(3) In the case of a partnership or 
other unincorporated organization or 

association, one having its principal of-
fice and place of business in any place 
not subject to the jurisdiction of the 
United States. 

(k) Obligated person has the same 
meaning as in section 15B(e)(10) of the 
Act (15 U.S.C. 78o–4(e)(10)); provided, 
however, that the term obligated person 
shall not include: 

(1) A person who provides municipal 
bond insurance, letters of credit, or 
other liquidity facilities; 

(2) A person whose financial informa-
tion or operating data is not material 
to a municipal securities offering, 
without reference to any municipal 
bond insurance, letter of credit, liquid-
ity facility, or other credit enhance-
ment; or 

(3) The federal government. 
(l) Principal office and place of business 

means the executive office of the mu-
nicipal advisor from which the officers, 
partners, or managers of the municipal 
advisor direct, control, and coordinate 
the activities of the municipal advisor. 

(m)(1) Proceeds of municipal securi-
ties—In general. Except as otherwise 
provided in paragraphs (m)(2) and 
(m)(3) of this section, proceeds of munic-
ipal securities means monies derived by 
a municipal entity from the sale of mu-
nicipal securities, investment income 
derived from the investment or rein-
vestment of such monies, and any mon-
ies of a municipal entity or obligated 
person held in funds under legal docu-
ments for the municipal securities that 
are reasonably expected to be used as 
security or a source of payment for the 
payment of the debt service on the mu-
nicipal securities, including reserves, 
sinking funds, and pledged funds cre-
ated for such purpose, and the invest-
ment income derived from the invest-
ment or reinvestment of monies in 
such funds. When such monies are 
spent to carry out the authorized pur-
poses of municipal securities, they 
cease to be proceeds of municipal secu-
rities. 

(2) Exception for Section 529 college sav-
ings plans. Solely for purposes of this 
paragraph (m), monies derived from a 
municipal security issued by an edu-
cation trust established by a State 
under Section 529(b) of the Internal 
Revenue Code (26 U.S.C. 529(b)) are not 
proceeds of municipal securities. 
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(3) Reasonable reliance on representa-
tions. In determining whether or not 
funds to be invested constitute pro-
ceeds of municipal securities for pur-
poses of this section, a person may rely 
on representations in writing made by 
a knowledgeable official of the munic-
ipal entity or obligated person whose 
funds are to be invested regarding the 
nature of such funds, provided that the 
person seeking to rely on such rep-
resentations has a reasonable basis for 
such reliance. 

(n) Solicitation of a municipal entity or 
obligated person has the same meaning 
as in section 15B(e)(9) of the Act (15 
U.S.C. 78o–4(e)(9)); provided, however, 
that a solicitation does not include: 

(1) Advertising by a broker, dealer, 
municipal securities dealer, municipal 
advisor, or investment adviser; or 

(2) Solicitation of an obligated per-
son, if such obligated person is not act-
ing in the capacity of an obligated per-
son or the solicitation of the obligated 
person is not in connection with the 
issuance of municipal securities or 
with respect to municipal financial 
products. 

[78 FR 67633, Nov. 12, 2013] 

§ 240.15Ba1–2 Registration of munic-
ipal advisors and information re-
garding certain natural persons. 

(a) Form MA. A person applying for 
registration with the Commission as a 
municipal advisor pursuant to section 
15B of the Act (15 U.S.C. 78o–4) must 
complete Form MA (17 CFR 249.1300) in 
accordance with the instructions in the 
Form and file the Form electronically 
with the Commission. 

(b) Form MA–I. (1) A person applying 
for registration or registered with the 
Commission as a municipal advisor 
pursuant to section 15B of the Act (15 
U.S.C. 78o–4) must complete Form MA– 
I (17 CFR 249.1310) with respect to each 
natural person who is a person associ-
ated with the municipal advisor (as de-
fined in section 15B(e)(7) of the Act (15 
U.S.C. 78o–4(e)(7))) and engaged in mu-
nicipal advisory activities on its behalf 
in accordance with the instructions in 
the Form and file the Form electroni-
cally with the Commission. 

(2) A natural person applying for reg-
istration with the Commission as a 
municipal advisor pursuant to section 

15B of the Act (15 U.S.C. 78o–4), in addi-
tion to completing and filing Form MA 
pursuant to paragraph (a) of this sec-
tion, must complete Form MA–I (17 
CFR 249.1310) in accordance with the 
instructions in the Form and file the 
Form electronically with the Commis-
sion. 

(c) When filed. Each Form MA (17 
CFR 249.1300) shall be considered filed 
with the Commission upon submission 
of a completed Form MA, together 
with all additional required documents, 
including all required filings of Form 
MA–I (17 CFR 249.1310), to the Commis-
sion’s Electronic Data Gathering, 
Analysis, and Retrieval system. 

(d) Form MA and Form MA–I are re-
ports. Each Form MA (17 CFR 249.1300) 
and Form MA–I (17 CFR 249.1310) re-
quired to be filed under this section 
shall constitute a report within the 
meaning of sections 15B(c), 17(a), 18(a), 
32(a) of the Act (15 U.S.C. 78o–4(c), 
78q(a), 78r(a), 78ff(a)) and other applica-
ble provisions of the Act. 

[78 FR 67633, Nov. 12, 2013] 

§ 240.15Ba1–3 Exemption of certain 
natural persons from registration 
under section 15B(a)(1)(B) of the 
Act. 

A natural person municipal advisor 
shall be exempt from section 
15B(a)(1)(B) of the Act (15 U.S.C. 78o– 
4(a)(1)(B)) if he or she: 

(a) Is an associated person of an advi-
sor that is registered with the Commis-
sion pursuant to section 15B(a)(2) of 
the Act (15 U.S.C. 78o–4(a)(2)) and the 
rules and regulations thereunder; and 

(b) Engages in municipal advisory ac-
tivities solely on behalf of a registered 
municipal advisor. 

[78 FR 67633, Nov. 12, 2013] 

§ 240.15Ba1–4 Withdrawal from munic-
ipal advisor registration. 

(a) Form MA–W. Notice of withdrawal 
from registration as a municipal advi-
sor shall be filed on Form MA–W (17 
CFR 249.1320) in accordance with the 
instructions to the Form. 

(b) Electronic filing. Any notice of 
withdrawal on Form MA–W (17 CFR 
249.1320) must be filed electronically. 

(c) Effective date. A notice of with-
drawal from registration shall become 
effective for all matters on the 60th 
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day after the filing thereof, within 
such longer period of time as to which 
the municipal advisor consents or 
which the Commission by order may 
determine as necessary or appropriate 
in the public interest or for the protec-
tion of investors, or within such short-
er period of time as the Commission 
may determine. If a notice of with-
drawal from registration is filed at any 
time subsequent to the date of the 
issuance of a Commission order insti-
tuting proceedings pursuant to section 
15B(c) of the Act (15 U.S.C. 78o–4(c)) to 
censure, place limitations on the ac-
tivities, functions or operations of, or 
suspend or revoke the registration of, 
the municipal advisor, or if prior to the 
effective date of the notice of with-
drawal pursuant to this paragraph (c), 
the Commission institutes such a pro-
ceeding or a proceeding to impose 
terms or conditions upon such with-
drawal, the notice of withdrawal shall 
not become effective pursuant to this 
paragraph (c) except at such time and 
upon such terms and conditions as the 
Commission deems necessary or appro-
priate in the public interest or for the 
protection of investors. 

(d) Form MA–W is a report. Each Form 
MA–W (17 CFR 249.1320) required to be 
filed under this section shall constitute 
a report within the meaning of sections 
15B(c), 17(a), 18(a), 32(a) of the Act (15 
U.S.C. 78o–4(c), 78q(a), 78r(a), 78ff(a)) 
and other applicable provisions of the 
Act. 

[78 FR 67633, Nov. 12, 2013] 

§ 240.15Ba1–5 Amendments to Form 
MA and Form MA–I. 

(a) When amendment is required—Form 
MA. A registered municipal advisor 
shall promptly amend the information 
contained in its Form MA (17 CFR 
249.1300): 

(1) At least annually, within 90 days 
of the end of a municipal advisor’s fis-
cal year, or of the end of the calendar 
year for a sole proprietor; and 

(2) More frequently, if required by 
the General Instructions (17 CFR 
249.1300), as applicable. 

(b) When amendment is required—Form 
MA–I. A registered municipal advisor 
shall promptly amend the information 
contained in Form MA–I (17 CFR 
249.1310) by filing an amended Form 

MA–I whenever the information con-
tained in the Form MA–I becomes inac-
curate for any reason. 

(c) Electronic filing of amendments. A 
registered municipal advisor shall file 
all amendments to Form MA (17 CFR 
249.1300) and Form MA–I (17 CFR 
249.1310) electronically. 

(d) Amendments to Form MA and Form 
MA–I are reports. Each amendment re-
quired to be filed under this section 
shall constitute a report within the 
meaning of sections 15B(c), 17(a), 18(a), 
32(a) of the Act (15 U.S.C. 78o–4(c), 
78q(a), 78r(a), 78ff(a)) and other applica-
ble provisions of the Act. 

[78 FR 67633, Nov. 12, 2013] 

§ 240.15Ba1–6 Consent to service of 
process to be filed by non-resident 
municipal advisors; legal opinion to 
be provided by non-resident munic-
ipal advisors. 

(a)(1) Each non-resident municipal 
advisor applying for registration pursu-
ant to section 15B(a) of the Act (15 
U.S.C. 78o–4(a)) shall, at the time of fil-
ing of the municipal advisor’s applica-
tion on Form MA (17 CFR 249.1300), file 
with the Commission a written irrev-
ocable consent and power of attorney 
on Form MA–NR (17 CFR 249.1330) to 
appoint an agent in the United States, 
other than a Commission member, offi-
cial, or employee, upon whom may be 
served any process, pleadings, or other 
papers in any action brought against 
the non-resident municipal advisor to 
enforce this chapter. 

(2) Each municipal advisor applying 
for registration pursuant to or reg-
istered under section 15B of the Act (15 
U.S.C. 78o–4) shall, at the time of filing 
the relevant Form MA (17 CFR 249.1300) 
or Form MA–I (17 CFR 249.1310), file 
with the Commission a written irrev-
ocable consent and power of attorney 
on Form MA–NR (17 CFR 249.1330) to 
appoint an agent in the United States, 
other than a Commission member, offi-
cial, or employee, upon whom may be 
served any process, pleadings, or other 
papers in any action brought against 
the municipal advisor’s non-resident 
general partner or non-resident man-
aging agent, or non-resident natural 
persons who are persons associated 
with the municipal advisor (as defined 
in section 15B(e)(7) of the Act (15 U.S.C. 
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78o–4(e)(7))) and engaged in municipal 
advisory activities on its behalf, to en-
force this chapter. 

(b) The registered municipal advisor 
shall communicate promptly to the 
Commission by filing a new Form MA– 
NR (17 CFR 249.1330) any change to the 
name or address of the agent for serv-
ice of process of each such non-resident 
municipal advisor, general partner, 
managing agent, or natural persons 
who are persons associated with the 
municipal advisor (as defined in sec-
tion 15B(e)(7) of the Act (15 U.S.C. 78o– 
4(e)(7))) and engaged in municipal advi-
sory activities on its behalf. 

(c)(1) Each registered non-resident 
municipal advisor must promptly ap-
point a successor agent for service of 
process and file a new Form MA–NR (17 
CFR 249.1330) if the non-resident mu-
nicipal advisor discharges its identified 
agent for service of process or if its 
agent for service of process is unwilling 
or unable to accept service on behalf of 
the non-resident municipal advisor. 

(2) Each registered municipal advisor 
must require each of its non-resident 
general partners or non-resident man-
aging agents, or non-resident natural 
persons who are persons associated 
with the municipal advisor (as defined 
in section 15B(e)(7) of the Act (15 U.S.C. 
78o–4(e)(7))) and engaged in municipal 
advisory activities on its behalf, to 
promptly appoint a successor agent for 
service of process and the registered 
municipal advisor must file a new 
Form MA–NR (17 CFR 249.1330) if such 
non-resident general partner, man-
aging agent, or associated person dis-
charges the identified agent for service 
of process or if the agent for service of 
process is unwilling or unable to accept 
service on behalf such person. 

(d) Each non-resident municipal advi-
sor applying for registration pursuant 
to section 15B(a) of the Act (15 U.S.C. 
78o–4(a)) shall provide an opinion of 
counsel on Form MA (17 CFR 249.1300) 
that the municipal advisor can, as a 
matter of law, provide the Commission 
with access to the books and records of 
the municipal advisor as required by 
law and that the municipal advisor 
can, as a matter of law, submit to in-
spection and examination by the Com-
mission. 

(e) Form MA–NR (17 CFR 249.1330) 
must be filed electronically. 

[78 FR 67633, Nov. 12, 2013] 

§ 240.15Ba1–7 Registration of suc-
cessor to municipal advisor. 

(a) In the event that a municipal ad-
visor succeeds to and continues the 
business of a municipal advisor reg-
istered pursuant to section 15B(a) of 
the Act (15 U.S.C. 78o–4(a)), the reg-
istration of the predecessor shall be 
deemed to remain effective as the reg-
istration of the successor if the suc-
cessor, within 30 days after the succes-
sion, files an application for registra-
tion on Form MA (17 CFR 249.1300), and 
the predecessor files a notice of with-
drawal from registration on Form MA– 
W (17 CFR 249.1320); provided, however, 
that the registration of the predecessor 
municipal advisor will cease to be ef-
fective as the registration of the suc-
cessor municipal advisor 45 days after 
the application for registration on 
Form MA is filed by the successor. 

(b) Notwithstanding paragraph (a) of 
this section, if a municipal advisor suc-
ceeds to and continues the business of 
a registered predecessor municipal ad-
visor, and the succession is based sole-
ly on a change in the predecessor’s date 
or state of incorporation, form of orga-
nization, or composition of a partner-
ship, the successor may, within 30 days 
after the succession, amend the reg-
istration of the predecessor municipal 
advisor on Form MA (17 CFR 249.1300) 
to reflect these changes. This amend-
ment shall be deemed an application 
for registration filed by the predecessor 
and adopted by the successor. 

[78 FR 67633, Nov. 12, 2013] 

§ 240.15Ba1–8 Books and records to be 
made and maintained by municipal 
advisors. 

(a) Every person registered or re-
quired to be registered under section 
15B of the Act (15 U.S.C. 78o-4) and the 
rules and regulations thereunder shall 
make and keep true, accurate, and cur-
rent the following books and records 
relating to its municipal advisory ac-
tivities: 
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(1) Originals or copies of all written 
communications received, and origi-
nals or copies of all written commu-
nications sent, by such municipal advi-
sor (including inter-office memoranda 
and communications) relating to mu-
nicipal advisory activities, regardless 
of the format of such communications; 

(2) All check books, bank statements, 
general ledgers, cancelled checks and 
cash reconciliations of the municipal 
advisor; 

(3) A copy of each version of the mu-
nicipal advisor’s policies and proce-
dures, if any, that: 

(i) Are in effect; or 
(ii) At any time within the last five 

years were in effect, not including 
those in effect prior to July 1, 2014; 

(4) A copy of any document created 
by the municipal advisor that was ma-
terial to making a recommendation to 
a municipal entity or obligated person 
or that memorializes the basis for that 
recommendation; 

(5) All written agreements (or copies 
thereof) entered into by the municipal 
advisor with any municipal entity, em-
ployee of a municipal entity, or an ob-
ligated person or otherwise relating to 
the business of such municipal advisor 
as such; 

(6) A record of the names of persons 
who are currently, or within the past 
five years were, associated with the 
municipal advisor, not including per-
sons associated with the municipal ad-
visor prior to July 1, 2014; 

(7) Books and records containing a 
list or other record of: 

(i) The names, titles, and business 
and residence addresses of all persons 
associated with the municipal advisor; 

(ii) All municipal entities or obli-
gated persons with which the munic-
ipal advisor is engaging or has engaged 
in municipal advisory activities in the 
past five years, not including those 
prior to July 1, 2014; 

(iii) The name and business address 
of each person to whom the municipal 
advisor provides or agrees to provide, 
directly or indirectly, payment to so-
licit a municipal entity, an employee 
of a municipal entity, or an obligated 
person on its behalf; and 

(iv) The name and business address of 
each person that provides or agrees to 
provide, directly or indirectly, pay-

ment to the municipal advisor to so-
licit a municipal entity, an employee 
of a municipal entity, or an obligated 
person on its behalf; and 

(8) Written consents to service of 
process from each natural person who 
is a person associated with the munic-
ipal advisor and engages in municipal 
advisory activities solely on behalf of 
such municipal advisor. 

(b)(1) All books and records required 
to be made under this section shall be 
maintained and preserved for a period 
of not less than five years, the first two 
years in an easily accessible place. 

(2) Partnership articles and any 
amendments thereto, articles of incor-
poration, charters, minute books, and 
stock certificate books of the munic-
ipal advisor and of any predecessor, ex-
cluding those that were only in effect 
prior to July 1, 2014, shall be main-
tained in the principal office of the mu-
nicipal advisor and preserved until at 
least three years after termination of 
the business or withdrawal from reg-
istration as a municipal advisor. 

(c) A municipal advisor subject to 
paragraph (a) of this section, before 
ceasing to conduct or discontinuing 
business as a municipal advisor, shall 
arrange for and be responsible for the 
preservation of the books and records 
required to be maintained and pre-
served under this section for the re-
mainder of the period specified in this 
section, and shall notify the Commis-
sion in writing, at its principal office 
in Washington, DC, of the exact ad-
dress where such books and records 
will be maintained during such period. 

(d) Electronic storage permitted. (1) 
General. The records required to be 
maintained and preserved pursuant to 
this part may be maintained and pre-
served for the required time on: 

(i) Electronic storage media, includ-
ing any digital storage medium or sys-
tem that meets the terms of this sec-
tion; or 

(ii) Paper documents. 
(2) General requirements. The munic-

ipal advisor must: 
(i) Arrange and index the records in a 

way that permits easy location, access, 
and retrieval of any particular record; 

(ii) Provide promptly any of the fol-
lowing that the Commission (by its 
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staff or other representatives) may re-
quest: 

(A) A legible, true, and complete 
copy of the record in the medium and 
format in which it is stored; 

(B) A legible, true, and complete 
printout of the record; and 

(C) Means to access, view, and print 
the records; and 

(iii) Separately store, for the time re-
quired for preservation of the record, a 
duplicate copy of the record on any me-
dium allowed by this section. 

(3) Special requirements for electronic 
storage media. In the case of records on 
electronic storage media, the munic-
ipal advisor must establish and main-
tain procedures: 

(i) To maintain and preserve the 
records, so as to reasonably safeguard 
them from loss, alteration, or destruc-
tion; 

(ii) To limit access to the records to 
properly authorized personnel and the 
Commission (including its staff and 
other representatives); and 

(iii) To reasonably ensure that any 
reproduction of a non-electronic record 
on electronic storage media is com-
plete, true, and legible when retrieved. 

(e)(1) Any book or other record made, 
kept, maintained, and preserved in 
compliance with §§ 240.17a–3 and 
240.17a–4, rules of the Municipal Securi-
ties Rulemaking Board, or § 275.204–2 
under the Investment Advisers Act of 
1940 (15 U.S.C. 80b–1 et seq.), which is 
substantially the same as a book or 
other record required to be made, kept, 
maintained, and preserved under this 
section, shall satisfy the requirements 
of this section. 

(2) A record made and kept pursuant 
to any provision of paragraph (a) of 
this section that contains all the infor-
mation required under any other provi-
sion of paragraph (a) of this section, 
need not be maintained in duplicate in 
order to meet the requirements of the 
other provisions of paragraph (a) of 
this section. 

(f)(1) Except as provided in paragraph 
(f)(3) of this section, each non-resident 
municipal advisor registered or apply-
ing for registration pursuant to section 
15B of the Act (15 U.S.C. 78o-4) and the 
rules and regulations thereunder shall 
keep, maintain, and preserve, at a 
place within the United States des-

ignated in a notice from such munic-
ipal advisor as provided in paragraph 
(f)(2) of this section, true, correct, com-
plete, and current copies of books and 
records that such municipal advisor is 
required to make, keep current, main-
tain or preserve pursuant to any provi-
sions of any rule or regulation of the 
Commission adopted under the Act. 

(2) Except as provided in paragraph 
(f)(3) of this section, each non-resident 
municipal advisor subject to paragraph 
(f)(1) of this section shall furnish to the 
Commission a written notice speci-
fying the address of the place within 
the United States where the copies of 
the books and records required to be 
kept, maintained, and preserved by 
such municipal advisor pursuant to 
paragraph (f)(1) of this section are lo-
cated. Each non-resident municipal ad-
visor registered or applying for reg-
istration when this paragraph becomes 
effective shall file such notice within 
30 calendar days after this paragraph 
becomes effective. Each non-resident 
municipal advisor that files an applica-
tion for registration after this para-
graph becomes effective shall file such 
notice with such application for reg-
istration. 

(3) Notwithstanding the provisions of 
paragraphs (f)(1) and (2) of this section, 
a non-resident municipal advisor need 
not keep, maintain, or preserve within 
the United States copies of the books 
and records referred to in paragraphs 
(f)(1) and (2) of this section, if: 

(i) Such non-resident municipal advi-
sor files with the Commission, at the 
time or within the period provided by 
paragraph (f)(2) of this section, a writ-
ten undertaking, in a form acceptable 
to the Commission and signed by a 
duly authorized person, to furnish to 
the Commission, upon demand, at the 
Commission’s principal office in Wash-
ington, DC, or at any Regional Office of 
the Commission designated in such de-
mand, true, correct, complete, and cur-
rent copies of any or all of the books 
and records which such municipal advi-
sor is required to make, keep current, 
maintain, or preserve pursuant to any 
provision of any rule or regulation of 
the Commission adopted under the Act, 
or any part of such books and records 
that may be specified in such demand. 
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Such undertaking shall be in substan-
tially the following form: 

The undersigned hereby undertakes to fur-
nish at its own expense to the Securities and 
Exchange Commission at the Commission’s 
principal office in Washington, DC or at any 
Regional Office of the Commission specified 
in a demand for copies of books and records 
made by or on behalf of the Commission, 
true, correct, complete, and current copies of 
any or all, or any part, of the books and 
records that the undersigned is required to 
make, keep current, maintain, or preserve 
pursuant to any provision of any rule or reg-
ulation of the Securities and Exchange Com-
mission under the Securities Exchange Act 
of 1934. This undertaking shall be suspended 
during any period when the undersigned is 
making, keeping current, maintaining, and 
preserving copies of all of said books and 
records at a place within the United States 
in compliance with 17 CFR 240.15Ba1–7(f)(1) 
and (2). This undertaking shall be binding 
upon the undersigned and the heirs, succes-
sors and assigns of the undersigned, and the 
written irrevocable consents and powers of 
attorney of the undersigned, its general part-
ners, and managing agents filed with the Se-
curities and Exchange Commission shall ex-
tend to and cover any action to enforce the 
same. 

and 
(ii) Such non-resident municipal ad-

visor furnishes to the Commission, at 
such municipal advisor’s own expense 
14 calendar days after written demand 
therefor forwarded to such municipal 
advisor by registered mail at such mu-
nicipal advisor’s last address of record 
filed with the Commission and signed 
by the Secretary of the Commission or 
such person as the Commission may 
authorize to act in its behalf, true, cor-
rect, complete, and current copies of 
any or all books and records which 
such municipal advisor is required to 
make, keep current, maintain, or pre-
serve pursuant to any provision of any 
rule or regulation of the Commission 
adopted under the Act, or any part of 
such books and records that may be 
specified in said written demand. Such 
copies shall be furnished to the Com-
mission at the Commission’s principal 
office in Washington, DC, or at any Re-
gional Office of the Commission which 
may be specified in said written de-
mand. 

[78 FR 67633, Nov. 12, 2013, as amended at 79 
FR 2779, Jan. 16, 2014] 

§ 240.15Ba2–1 Application for registra-
tion of municipal securities dealers 
which are banks or separately iden-
tifiable departments or divisions of 
banks. 

(a) An application for registration, 
pursuant to Section 15B(a) of the Act, 
of a municipal securities dealer which 
is a bank (as defined in section 3(a)(6) 
of the Act) or a separately identifiable 
department or division of a bank (as 
defined by the Municipal Securities 
Rulemaking Board), shall be filed with 
the Commission on Form MSD (§ 249.950 
of this chapter), in accordance with the 
instructions contained therein. 

(b) If the information contained in 
any application for registration pursu-
ant to paragraph (a) of this section, or 
in any amendment to such application, 
is or becomes inaccurate for any rea-
son, applicant shall promptly file an 
amendment on Form MSD (§ 249.950 of 
this chapter) correcting such informa-
tion. 

(c) Every amendment filed pursuant 
to this rule shall constitute a ‘‘report’’ 
within the meaning of sections 17 and 
32(a) of the Act (15 U.S.C. 78q and 78ff 
(a)). 

[40 FR 49776, Oct. 24, 1975] 

§ 240.15Ba2–2 Application for registra-
tion of non-bank municipal securi-
ties dealers whose business is ex-
clusively intrastate. 

(a) An application for registration, 
pursuant to section 15B(a) of the Act, 
of a municipal securities dealer who is 
not subject to the requirements of 
§ 240.15Ba2–1, that is filed on or after 
January 25, 1993, shall be filed with the 
Central Registration Depository (oper-
ated by the Financial Industry Regu-
latory Authority, Inc.) on Form BD in 
accordance with the instructions con-
tained therein. 

(b) Every applicant shall file with its 
application for registration a state-
ment that such applicant is filing for 
registration as an intrastate dealer in 
accordance with the requirements of 
this section. Such statement shall be 
deemed a part of the application for 
registration. 

(c) If the information contained in 
any application for registration filed 
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pursuant to paragraph (a) of this sec-
tion, or in any amendment to such ap-
plication, is or becomes inaccurate for 
any reason, the dealer shall promptly 
file with the Central Registration De-
pository an amendment on Form BD 
correcting such information. 

(d) Every application or amendment 
filed with the Central Registration De-
pository pursuant to this section shall 
constitute a ‘‘report’’ filed with the 
Commission within the meaning of 
Sections 15(b), 15B(c), 17(a), 18(a), 32(a) 
(15 U.S.C. 78o(b), 78o–4(c), 78q(a), 78r(a), 
78ff(a)) and other applicable provisions 
of the Act. 

[58 FR 14, Jan. 4, 1993, as amended at 64 FR 
25148, May 10, 1999; 64 FR 37594, July 12, 1999; 
64 FR 42596, Aug. 5, 1999; 73 FR 4692, Jan. 28, 
2008] 

§ 240.15Ba2–4 Registration of suc-
cessor to registered municipal secu-
rities dealer. 

(a) In the event that a municipal se-
curities dealer succeeds to and con-
tinues the business of a registered mu-
nicipal securities dealer, the registra-
tion of the predecessor shall be deemed 
to remain effective as the registration 
of the successor if the successor, within 
30 days after such succession, files an 
application for registration on Form 
MSD, in the case of a municipal securi-
ties dealer that is a bank or a sepa-
rately identifiable department or divi-
sion of a bank, or Form BD, in the case 
of any other municipal securities deal-
er, and the predecessor files a notice of 
withdrawal from registration on Form 
MSDW or Form BDW, as the case may 
be; Provided, however, That the reg-
istration of the predecessor dealer will 
cease to be effective as the registration 
of the successor dealer 45 days after the 
application for registration on Form 
MSD or Form BD is filed by such suc-
cessor. 

(b) Notwithstanding paragraph (a) of 
this section, if a municipal securities 
dealer succeeds to and continues the 
business of a registered predecessor 
municipal securities dealer, and the 
succession is based solely on a change 
in the predecessor’s date or state of in-
corporation, form of organization, or 
composition of a partnership, the suc-
cessor may, within 30 days after the 
succession, amend the registration of 

the predecessor dealer on Form MSD, 
in the case of a predecessor municipal 
securities dealer that is a bank or a 
separately identifiable department or 
division of a bank, or on Form BD, in 
the case of any other municipal securi-
ties dealer, to reflect these changes. 
This amendment shall be deemed an 
application for registration filed by the 
predecessor and adopted by the suc-
cessor. 

[58 FR 10, Jan. 4, 1993] 

§ 240.15Ba2–5 Registration of fidu-
ciaries. 

The registration of a municipal secu-
rities dealer shall be deemed to be the 
registration of any executor, adminis-
trator, guardian, conservator, assignee 
for the benefit of creditors, receiver, 
trustee in insolvency or bankruptcy, or 
other fiduciary, appointed or qualified 
by order, judgment, or decree of a 
court of competent jurisdiction to con-
tinue the business of such registered 
municipal securities dealer, provided 
that such fiduciary files with the Com-
mission, within 30 days after entering 
upon the performance of his duties, a 
statement setting forth as to such fidu-
ciary substantially the information re-
quired by Form MSD, if the municipal 
securities dealer is a bank or a sepa-
rately identifiable department of a 
bank, or Form BD, if the municipal se-
curities dealer is other than a bank or 
a separately identifiable department or 
division of a bank. 

[41 FR 28948, July 14, 1976] 

§ 240.15Ba2–6 [Reserved] 

§ 240.15Bc3–1 Withdrawal from reg-
istration of municipal securities 
dealers. 

(a) Notice of withdrawal from reg-
istration as a municipal securities 
dealer pursuant to Section 15B(c) (15 
U.S.C. 78o–4(c)) shall be filed on Form 
MSDW (17 CFR 249.1110), in the case of 
a municipal securities dealer which is a 
bank or a separately identifiable de-
partment or division of a bank, or 
Form BDW (17 CFR 249.501a), in the 
case of any other municipal securities 
dealer, in accordance with the instruc-
tions contained therein. Prior to filing 
a notice of withdrawal from registra-
tion on Form MSDW (17 CFR 249.1110) 
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or Form BDW (17 CFR 249.501a), a mu-
nicipal securities dealer shall amend 
Form MSD (17 CFR 249.1100) in accord-
ance with § 240.15Ba2–1(b) or amend 
Form BD (17 CFR 249.501) in accordance 
with § 240.15Ba2–2(c) to update any in-
accurate information. 

(b) Every notice of withdrawal from 
registration as a municipal securities 
dealer that is filed on Form BDW (17 
CFR 249.501a) shall be filed with the 
Central Registration Depository (oper-
ated by the Financial Industry Regu-
latory Authority, Inc.) in accordance 
with applicable filing requirements. 
Every notice of withdrawal of Form 
MSDW (17 CFR 249.1110) shall be filed 
with the Commission. 

(c) A notice of withdrawal from reg-
istration filed by a municipal securi-
ties dealer pursuant to Section 15B(c) 
(15 U.S.C. 78o–4(c)) shall become effec-
tive for all matters on the 60th day 
after the filing thereof with the Com-
mission, within such longer period of 
time as to which such municipal secu-
rities dealer consents or which the 
Commission by order may determine as 
necessary or appropriate in the public 
interest or for the protection of inves-
tors, or within such shorter period of 
time as the Commission may deter-
mine. If a notice of withdrawal from 
registration is filed with the Commis-
sion at any time subsequent to the 
date of the issuance of a Commission 
order instituting proceedings pursuant 
to Section 15B(c) (15 U.S.C. 78o–4(c)) to 
censure, place limitations on the ac-
tivities, functions or operations of, or 
suspend or revoke the registration of, 
such municipal securities dealer, or if 
prior to the effective date of the notice 
of withdrawal pursuant to this para-
graph (c), the Commission institutes 
such a proceeding or a proceeding to 
impose terms or conditions upon such 
withdrawal, the notice of withdrawal 
shall not become effective pursuant to 
this paragraph (c) except at such time 
and upon such terms and conditions as 
the Commission deems necessary or ap-
propriate in the public interest or for 
the protection of investors. 

(d) Every notice of withdrawal filed 
with the Central Registration Deposi-
tory pursuant to this section shall con-
stitute a ‘‘report’’ filed with the Com-
mission within the meaning of Sections 

15B(c), 17(a), 18(a), 32(a) (15 U.S.C. 78o– 
4(c), 78q(a), 78r(a), 78ff(a)) and other ap-
plicable provisions of the Act. 

(e) The Commission, by order, may 
exempt any broker or dealer from the 
filing requirements provided in Form 
BDW (17 CFR 249.501a) under conditions 
that differ from the filing instructions 
contained in Form BDW. 

[64 FR 25148, May 10, 1999, as amended at 64 
FR 42596, Aug. 5, 1999; 73 FR 4692, Jan. 28, 
2008] 

§ 240.15Bc4–1 Persons associated with 
municipal advisors. 

A person associated, seeking to be-
come associated, or, at the time of the 
alleged misconduct, associated or seek-
ing to become associated with a munic-
ipal advisor, shall be subject to a Com-
mission order that censures or places 
limitations on the activities or func-
tions of such person, or suspends for a 
period not exceeding twelve months or 
bars such person from being associated 
with a broker, dealer, investment ad-
viser, municipal securities dealer, mu-
nicipal advisor, transfer agent, or na-
tionally recognized statistical rating 
organization, if the Commission finds, 
on the record after notice and oppor-
tunity for hearing, that such censure, 
placing of limitations, suspension, or 
bar is in the public interest and that 
such person has committed any act, or 
is subject to an order or finding, enu-
merated in subparagraph (A), (D), (E), 
(H), or (G) of paragraph (4) of section 
15(b) of the Act (15 U.S.C. 78o(b)(4)(A), 
78o(b)(4)(D), 78o(b)(4)(E), 78o(b)(4)(H), 
78o(b)(4)(G)), has been convicted of any 
offense specified in subparagraph (B) of 
such paragraph (4) (15 U.S.C. 
78o(b)(4)(B)) within 10 years of the com-
mencement of the proceedings under 
section 15B(c)(4) (15 U.S.C. 78o–4(c)(4)), 
or is enjoined from any action, con-
duct, or practice specified in subpara-
graph (C) of such paragraph (4) (15 
U.S.C. 78o(b)(4)(C)). It shall be unlawful 
for any person as to whom an order en-
tered pursuant to section 15B(c)(4) of 
the Act (15 U.S.C. 78o–4(c)(4)) or section 
15B(c)(5) of the Act (15 U.S.C. 78o– 
4(c)(5)) suspending or barring him from 
being associated with a municipal advi-
sor is in effect willfully to become, or 
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to be, associated with a municipal ad-
visor without the consent of the Com-
mission, and it shall be unlawful for 
any municipal advisor to permit such a 
person to become, or remain, a person 
associated with it without the consent 
of the Commission, if such municipal 
advisor knew, or, in the exercise of rea-
sonable care should have known, of 
such order. 

[78 FR 67638, Nov. 12, 2013] 

§ 240.15Bc7–1 Availability of examina-
tion reports. 

(a) Upon written request, copies of 
any report of an examination of a mu-
nicipal securities dealer made by the 
Commission or furnished to it by an 
appropriate regulatory agency pursu-
ant to section 17(c)(3) of the Act or by 
a registered securities association pur-
suant to section 15B(c)(7)(B) of the Act 
shall be made available to the Munic-
ipal Securities Rulemaking Board (the 
‘‘Board’’) by the Commission subject to 
the following limitations: 

(1) The Board shall establish by rule 
and shall maintain adequate proce-
dures for ensuring the confidentiality 
of any information made available to it 
by the Commission pursuant to section 
15B(c)(7)(B) of the Act; 

(2) Information made available to the 
Board shall not identify any municipal 
securities broker, municipal securities 
dealer, or associated person that is the 
subject of a non-public examination re-
port. 

(b) If information to be made avail-
able to the Board is furnished to the 
Commission on a separate form pre-
pared by an appropriate regulatory 
agency other than the Commission or 
by a registered securities association, 
that form, rather than a copy of any 
report of an examination, will be made 
available to the Board, provided that 
the conditions set forth in this para-
graph are satisfied. Within sixty days 
of every six month period ending May 
31 and November 30, each appropriate 
regulatory agency or registered securi-
ties association making available in-
formation on a separate form shall fur-
nish to the Commission two copies of a 
form containing the information set 
forth in paragraphs (b)(1) through (b)(8) 
of this section. The Commission shall 
make one copy of the form promptly 

available to the Board. Copies of any 
forms furnished pursuant to this para-
graph shall not identify any municipal 
securities broker, municipal securities 
dealer, or associated person that is the 
subject of an examination from which 
information was derived for the form; 
however, the Commission may obtain 
for its own use, upon request, the iden-
tity of any such examinee or the full 
examination reports. Furnished forms 
shall include the following informa-
tion: 

(1) The report period. 
(2)(i) With respect to a registered se-

curities association, the number of ex-
aminations that formed the basis of 
the report and, of these examinations, 
the number that were routine, special, 
and financial/operational. 

(ii) With respect to an appropriate 
regulatory agency that is a bank agen-
cy, the number of examinations that 
formed the basis of the report and, of 
these examinations, the number that 
were routine, special, and financial/ 
operational. The number of examina-
tions that formed the basis of the re-
port of bank dealers and the number of 
examinations of separately identifiable 
departments or divisions of banks ef-
fecting municipal securities trans-
actions. 

(3) Indications of the violations of 
each Board rule found in examinations 
that formed the basis for the report. 

(4) Copies of public notices issued 
during the report period of any formal 
actions and non-public information re-
garding any actions taken on viola-
tions of Board rules. 

(5) Any comments concerning any 
questionable practices relating to mu-
nicipal securities activities, whether or 
not covered by provisions of the Act 
and the rules and regulations there-
under, including the rules of the Board. 

(6) Descriptions of any significant or 
recurring customer complaints relat-
ing to municipal securities activities 
received by the appropriate regulatory 
agency or registered securities associa-
tion during the report period or by mu-
nicipal securities dealers during the 12 
month period preceding the examina-
tion. 

(7) Description of any novel issues or 
interpretations arising under the 
Board’s rules. 
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(8) Description of any changes to ex-
isting Board rules or additional rules 
that would improve the regulatory 
scheme for municipal securities profes-
sionals or assist in the enforcement of 
the Board’s rules. 

(c) Copies of any report of an exam-
ination of a municipal securities 
broker or municipal securities dealer 
made by the Commission or furnished 
to it pursuant to section 15B(c)(7)(B) or 
17(c)(3) of the Act, or separate forms 
made available to the Commission pur-
suant to paragraph (b) of this section, 
will be maintained in a non-public file. 

[50 FR 48556, Nov. 26, 1985] 

REGISTRATION OF GOVERNMENT SECURI-
TIES BROKERS AND GOVERNMENT SECU-
RITIES DEALERS 

SOURCE: Sections 240.15.Ca1–1 through 
240.15Cc1–1 appear at 52 FR 16839, May 6, 1987, 
unless otherwise noted. 

§ 240.15Ca1–1 Notice of government se-
curities broker-dealer activities. 

(a) Every government securities 
broker or government securities dealer 
that is a broker or dealer registered 
pursuant to section 15 or 15B of the Act 
(other than a financial institution as 
defined in section 3(a)(46) of the Act) 
shall file with the Commission written 
notice on Form BD (§ 249.501 of this 
chapter) in accordance with the in-
structions contained therein that it is 
a government securities broker or gov-
ernment securities dealer. After July 
25, 1987, every broker or dealer subject 
to this paragraph shall file notice that 
it is a government securities broker or 
government securities dealer prior to 
or on the date it begins acting as a gov-
ernment securities broker or govern-
ment securities dealer. 

(b) Every government securities 
broker or government securities dealer 
required to file notice under paragraph 
(a) of this section shall file with the 
Commission written notice on Form 
BD in accordance with the instructions 
contained therein when it ceases to be 
a government securities broker or gov-
ernment securities dealer. Notice shall 
be filed within 30 days after the date 
the broker or dealer has ceased acting 
as a government securities broker or a 
government securities dealer. 

(c) Any notice required pursuant to 
this section shall be considered filed 
with the Commission if it is filed with 
the Central Registration Depository 
(operated by the Financial Industry 
Regulatory Authority, Inc.) in accord-
ance with applicable filing require-
ments. 

[52 FR 16839, May 6, 1987, as amended at 58 
FR 14, Jan. 4, 1993; 64 FR 25148, May 10, 1999; 
73 FR 4693, Jan. 28, 2008] 

§ 240.15Ca2–1 Application for registra-
tion as a government securities 
broker or government securities 
dealer. 

(a) An application for registration 
pursuant to Section 15C(a)(1)(A) of the 
Act, of a government securities broker 
or government securities dealer that is 
filed on or after January 25, 1993, shall 
be filed with the Central Registration 
Depository (operated by the Financial 
Industry Regulatory Authority, Inc.) 
on Form BD in accordance with the in-
structions contained therein. 

(b) Every application or amendment 
filed pursuant to this section shall con-
stitute a ‘‘report’’ filed with the Com-
mission within the meaning of Sections 
15, 15C, 17(a), 18, 32(a), and other appli-
cable provisions of the Act. 

[58 FR 15, Jan. 4, 1993, as amended at 64 FR 
37594, July 12, 1999; 64 FR 42596, Aug. 5, 1999; 
73 FR 4693, Jan. 28, 2008] 

§ 240.15Ca2–2 [Reserved] 

§ 240.15Ca2–3 Registration of suc-
cessor to registered government se-
curities broker or government secu-
rities dealer. 

(a) In the event that a government 
securities broker or government secu-
rities dealer succeeds to and continues 
the business of a government securities 
broker or government securities dealer 
registered pursuant to section 
15C(a)(1)(A) of the Act, the registration 
of the predecessor shall be deemed to 
remain effective as the registration of 
the successor if the successor, within 30 
days after such succession, files an ap-
plication for registration on Form BD, 
and the predecessor files a notice of 
withdrawal from registration on Form 
BDW; Provided, however, That the reg-
istration of the predecessor govern-
ment securities broker or government 
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securities dealer will cease to be effec-
tive as the registration of the successor 
government securities broker or gov-
ernment securities dealer 45 days after 
the application for registration on 
Form BD is filed by such successor. 

(b) Notwithstanding paragraph (a) of 
this section, if a government securities 
broker or government securities dealer 
succeeds to and continues the business 
of a predecessor government securities 
broker or government securities dealer 
that is registered pursuant to section 
15C(a)(1)(A) of the Act, and the succes-
sion is based solely on a change in the 
predecessor’s date or state of incorpo-
ration, form of organization, or com-
position of a partnership, the successor 
may, within 30 days after the succes-
sion, amend the registration of the 
predecessor broker or dealer on Form 
BD to reflect these changes. This 
amendment shall be deemed an appli-
cation for registration filed by the 
predecessor and adopted by the suc-
cessor. 

[58 FR 11, Jan. 4, 1993] 

§ 240.15Ca2–4 Registration of fidu-
ciaries. 

The registration of a government se-
curities broker or government securi-
ties dealer pursuant to section 15C of 
the Act shall be deemed to be the reg-
istration of any executor, adminis-
trator, guardian, conservator, assignee 
for the benefit of creditors, receiver, 
trustee in insolvency or bankruptcy, or 
other fiduciary, appointed or qualified 
by order, judgment, or decree of a 
court of competent jurisdiction to con-
tinue the business of such registered 
government securities broker or gov-
ernment securities dealer, provided 
that such fiduciary files with the Com-
mission, no more than 30 days after en-
tering upon the performance of its du-
ties, a statement setting forth as to 
such fiduciary substantially the infor-
mation required by Form BD. 

§ 240.15Ca2–5 Consent to service of 
process to be furnished by non-resi-
dent government securities brokers 
or government securities dealers 
and by non-resident general part-
ners or managing agents of govern-
ment securities brokers or govern-
ment securities dealers. 

(a) Each non-resident government se-
curities broker or government securi-
ties dealer applying for registration 
pursuant to section 15C(a)(1)(A) of the 
Act, each non-resident general partner 
of a government securities broker or 
government securities dealer partner-
ship that is applying for such registra-
tion, and each non-resident managing 
agent of any other unincorporated gov-
ernment securities broker or govern-
ment securities dealer that is applying 
for registration, shall furnish to the 
Commission, in a form acceptable to 
the Commission, a written irrevocable 
consent and power of attorney that— 

(1) Designates the Securities and Ex-
change Commission as an agent of such 
government securities broker or gov-
ernment securities dealer upon whom 
may be served any process, pleadings, 
or other papers in any civil suit or ac-
tion brought in any appropriate court 
in any place subject to the jurisdiction 
of the United States, with respect to 
any cause of action, 

(i) That accrues during the period be-
ginning when such government securi-
ties broker or government securities 
dealer becomes registered pursuant to 
section 15C(a)(1)(A) of the Act and end-
ing either when such registration is 
cancelled or revoked, or when a notice 
filed by such government securities 
broker or government securities dealer 
to withdraw from such registration be-
comes effective, whichever is earlier, 

(ii) That arises out of any activity, in 
any place subject to the jurisdiction of 
the United States, occurring in connec-
tion with the conduct of the business of 
such government securities broker or 
government securities dealer, and 

(iii) That is founded, directly or indi-
rectly, upon the Securities Act of 1933, 
the Securities Exchange Act of 1934, 
the Trust Indenture Act of 1939, the In-
vestment Company Act of 1940, the In-
vestment Advisers Act of 1940, or any 
rule or regulation under any of those 
Acts, and 
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(2) Stipulates and agrees that any 
such civil suit or action may be com-
menced against such government secu-
rities broker or government securities 
dealer by the service of process upon 
the Commission and the forwarding of 
a copy thereof as provided in paragraph 
(c) of this section and that the service 
as aforesaid of any such process, plead-
ings, or other papers upon the Commis-
sion shall be taken and held in all 
courts to be as valid and binding as if 
due process service thereof had been 
made. 

(b) Each government securities 
broker or government securities dealer 
registered pursuant to section 
15C(a)(1)(A) of the Act that becomes a 
non-resident government securities 
broker or government securities deal-
er, and each general partner or man-
aging agent of an unincorporated gov-
ernment securities broker or govern-
ment securities dealer registered or ap-
plying for registration pursuant to sec-
tion 15C(a)(1)(A) of the Act who be-
comes a non-resident after such reg-
istration or filing of an application for 
such registration, shall furnish such 
consent and power of attorney no more 
than 30 days thereafter. 

(c) Service of any process, pleadings, 
or other papers on the Commission 
under this rule shall be made by deliv-
ering the requisite number of copies 
thereof to the Secretary of the Com-
mission or to such other person as the 
Commission may authorize to act in its 
behalf. Whenever any process, plead-
ings, or other papers as aforesaid are 
served upon the Commission, it shall 
promptly forward a copy thereof by 
registered or certified mail to the ap-
propriate defendants at their last ad-
dress of record filed with the Commis-
sion; but any failure by the Commis-
sion to forward such a copy shall have 
no effect on the validity of the service 
made upon the Commission. The Com-
mission shall be furnished a sufficient 
number of copies for such purpose, and 
one copy for its file. 

(d) For purposes of this rule the fol-
lowing definitions shall apply: 

(1) The term managing agent shall 
mean any person, including a trustee, 
who directs or manages or who partici-
pates in the directing or managing of 
the affairs of any unincorporated orga-

nization or association that is not a 
partnership. 

(2) The term non-resident government 
securities broker or government securities 
dealer shall mean (i) in the case of an 
individual, one who is domiciled in or 
has his principal place of business in 
any place not subject to the jurisdic-
tion of the United States, (ii) in the 
case of a corporation, one incorporated 
in or having its principal place of busi-
ness in any place not subject to the ju-
risdiction of the United States; (iii) in 
the case of a partnership or other unin-
corporated organization or association, 
one having its principal place of busi-
ness in any place not subject to the ju-
risdiction of the United States. 

(3) A general partner or managing 
agent of a government securities 
broker or government securities dealer 
shall be deemed to be a non-resident if 
he is domiciled in any place not subject 
to the jurisdiction of the United 
States. 

§ 240.15Cc1–1 Withdrawal from reg-
istration of government securities 
brokers or government securities 
dealers. 

(a) Notice of withdrawal from reg-
istration as a government securities 
broker or government securities dealer 
pursuant to Section 15C(a)(1)(A) of the 
Act (15 U.S.C. 78o–5(a)(1)(A)) shall be 
filed on Form BDW (17 CFR 249.501a) in 
accordance with the instructions con-
tained therein. Every notice of with-
drawal from registration as a govern-
ment securities broker or dealer shall 
be filed with the Central Registration 
Depository (operated by the Financial 
Industry Regulatory Authority, Inc.) in 
accordance with applicable filing re-
quirements. Prior to filing a notice of 
withdrawal from registration on Form 
BDW (17 CFR 249.501a), a government 
securities broker or government secu-
rities dealer shall amend Form BD (17 
CFR 249.501) in accordance with 17 CFR 
400.5(a) to update any inaccurate infor-
mation. 

(b) A notice of withdrawal from reg-
istration filed by a government securi-
ties broker or government securities 
dealer shall become effective for all 
matters on the 60th day after the filing 
thereof with the Commission, within 
such longer period of time as to which 
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such government securities broker or 
government securities dealer consents 
or the Commission by order may deter-
mine as necessary or appropriate in the 
public interest or for the protection of 
investors, or within such shorter period 
of time as the Commission may deter-
mine. If a notice of withdrawal from 
registration is filed with the Commis-
sion at any time subsequent to the 
date of the issuance of a Commission 
order instituting proceedings pursuant 
to Section 15C(c) (15 U.S.C. 78o–5(c)) to 
censure, place limitations on the ac-
tivities, functions or operations of, or 
suspend or revoke the registration of 
such government securities broker or 
government securities dealer, or if 
prior to the effective date of the notice 
of withdrawal pursuant to this para-
graph (b), the Commission institutes 
such a proceeding or a proceeding to 
impose terms or conditions upon such 
withdrawal, the notice of withdrawal 
shall not become effective pursuant to 
this paragraph (b) except at such time 
and upon such terms and conditions as 
the Commission deems necessary or ap-
propriate in the public interest or for 
the protection of investors. 

(c) Every notice of withdrawal filed 
with the Central Registration Deposi-
tory pursuant to this section shall con-
stitute a ‘‘report’’ filed with the Com-
mission within the meaning of Sections 
15(b), 15C(c), 17(a), 18(a), 32(a) (15 U.S.C. 
78o(b), 78o–5(c), 78q(a), 78r(a), 78ff(a)) 
and other applicable provisions of the 
Act. 

(d) The Commission, by order, may 
exempt any broker or dealer from the 
filing requirements provided in Form 
BDW (17 CFR 249.501a) under conditions 
that differ from the filing instructions 
contained in Form BDW. 

[64 FR 25148, May 10, 1999, as amended at 64 
FR 42596, Aug. 5, 1999; 73 FR 4693, Jan. 28, 
2008] 

REGISTRATION AND REGULATION OF SE-
CURITY-BASED SWAP DEALERS AND 
MAJOR SECURITY-BASED SWAP PAR-
TICIPANTS 

SOURCE: Sections 240.15Fb1–1 through 
240.15Fb6–2 appear at 80 FR 49013, Aug. 14, 
2015, unless otherwise noted. 

§ 240.15Fb1–1. Signatures. 
(a) Required signatures to, or within, 

any electronic submission (including, 
without limitation, signatories within 
the forms and certifications required 
by §§ 240.15Fb2–1, 240.15Fb2–4, and 
240.15Fb6–2) must be in typed form 
rather than manual format. Signatures 
in an HTML, XML or XBRL document 
that are not required may, but are not 
required to, be presented in a graphic 
or image file within the electronic fil-
ing. When used in connection with an 
electronic filing, the term ‘‘signature’’ 
means an electronic entry in the form 
of a magnetic impulse or other form of 
computer data compilation of any let-
ters or series of letters or characters 
comprising a name, executed, adopted 
or authorized as a signature. 

(b) Each signatory to an electronic 
filing (including, without limitation, 
each signatory to the forms and certifi-
cations required by §§ 240.15Fb2–1, 
240.15Fb2–4, and 240.15Fb6–2) shall 
manually sign a signature page or 
other document authenticating, ac-
knowledging or otherwise adopting his 
or her signature that appears in typed 
form within the electronic filing. Such 
document shall be executed before or 
at the time the electronic filing is 
made. Upon request, the security-based 
swap dealer or major security-based 
swap participant shall furnish to the 
Commission or its staff a copy of any 
or all documents retained pursuant to 
this paragraph (b). 

(c) A person required to provide a sig-
nature on an electronic submission (in-
cluding, without limitation, each sig-
natory to the forms and certifications 
required by §§ 240.15Fb2–1, 240.15Fb2–4, 
and 240.15Fb6–2) may not have the form 
or certification signed on his or her be-
half pursuant to a power of attorney or 
other form of confirming authority. 

(d) Each manually signed signature 
page or other document authen-
ticating, acknowledging or otherwise 
adopting his or her signature that ap-
pears in typed form within the elec-
tronic filing— 

(1) On Schedule F to Form SBSE 
(§ 249.1600 of this chapter), SBSE–A 
(§ 249.1600a of this chapter), or SBSE– 
BD (§ 249.1600b of this chapter), as ap-
propriate, shall be retained by the filer 
until at least three years after the 
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form or certification has been replaced 
or is no longer effective; 

(2) On Form SBSE–C (§ 249.1600c of 
this chapter) shall be retained by the 
filer until at least three years after the 
Form was filed with the Commission. 

§ 240.15Fb2–1 Registration of security- 
based swap dealers and major secu-
rity-based swap participants. 

(a) Application. An application for 
registration of a security-based swap 
dealer or a major security-based swap 
participant that is filed pursuant to 
Section 15F(b) of the Securities Ex-
change Act of 1934 (15 U.S.C. 78o–10(b)) 
shall be filed on Form SBSE (§ 249.1600 
of this chapter) or Form SBSE–A 
(§ 249.1600a of this chapter) or Form 
SBSE–BD (§ 249.1600b of this chapter), 
as appropriate, in accordance with 
paragraph (c) and the instructions to 
the forms. Applicants shall also file as 
part of their application the required 
certifications on Form SBSE–C 
(§ 249.1600c of this chapter). 

(b) Senior Officer Certification. A sen-
ior officer shall certify on Form SBSE– 
C (§ 249.1600c of this chapter) that; 

(1) After due inquiry, he or she has 
reasonably determined that the secu-
rity-based swap dealer or major secu-
rity-based swap participant has devel-
oped and implemented written policies 
and procedures reasonably designed to 
prevent violation of federal securities 
laws and the rules thereunder, and 

(2) He or she has documented the 
process by which he or she reached 
such determination. 

(c) Filing—(1) Electronic filing. Every 
application for registration of a secu-
rity-based swap dealer or major secu-
rity-based swap participant and any 
additional registration documents 
shall be filed electronically with the 
Commission through the Commission’s 
EDGAR system. 

(2) Filing date. An application of a se-
curity-based swap dealer or a major se-
curity-based swap participant sub-
mitted pursuant to paragraph (a) of 
this section shall be considered filed 
when an applicant has submitted a 
complete Form SBSE–C (§ 249.1600c of 
this chapter) and a complete Form 
SBSE (§ 249.1600 of this chapter), Form 
SBSE–A (§ 249.1600a of this chapter), or 
Form SBSE–BD (§ 249.1600b of this 

chapter), as appropriate, and all re-
quired additional documents electroni-
cally with the Commission. 

(d) Conditional registration. An appli-
cant that has submitted a complete 
Form SBSE–C (§ 249.1600c of this chap-
ter) and a complete Form SBSE 
(§ 249.1600 of this chapter) or Form 
SBSE–A (§ 249.1600a of this chapter) or 
Form SBSE–BD (§ 249.1600b of this 
chapter), as applicable, in accordance 
with paragraph (b) within the time pe-
riods set forth in § 240.3a67–8 (if the per-
son is a major security-based swap par-
ticipant) or § 240.3a71–2(b) (if the person 
is a security-based swap dealer), and 
has not withdrawn its registration 
shall be conditionally registered. 

(e) Commission decision. The Commis-
sion may deny or grant ongoing reg-
istration to a security-based swap deal-
er or major security-based swap partic-
ipant based on a security-based swap 
dealer’s or major security-based swap 
participant’s application, filed pursu-
ant to paragraph (a) of this section. 
The Commission will grant ongoing 
registration if it finds that the require-
ments of Section 15F(b) of the Securi-
ties Exchange Act of 1934 (15 U.S.C. 
78o–10(b)) are satisfied. The Commis-
sion may institute proceedings to de-
termine whether ongoing registration 
should be denied if it does not or can-
not make such finding or if the appli-
cant is subject to a statutory disquali-
fication (as described in Sections 
3(a)(39)(A) through (F) of the Securities 
Exchange Act of 1934 (15 U.S.C. 
78c(a)(39)(A)–(F)), or the Commission is 
aware of inaccurate statements in the 
application. Such proceedings shall in-
clude notice of the grounds for denial 
under consideration and opportunity 
for hearing. At the conclusion of such 
proceedings, the Commission shall 
grant or deny such registration. 

§ 240.15Fb2–3 Amendments to Form 
SBSE, Form SBSE–A, and Form 
SBSE–BD. 

If a security-based swap dealer or a 
major security-based swap participant 
finds that the information contained in 
its Form SBSE (§ 249.1600 of this chap-
ter), Form SBSE–A (§ 249.1600a of this 
chapter), or Form SBSE–BD (§ 249.1600b 
of this chapter), as appropriate, or in 
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any amendment thereto, is or has be-
come inaccurate for any reason, the se-
curity-based swap dealer or a major se-
curity-based swap participant shall 
promptly file an amendment electroni-
cally with the Commission through the 
Commission’s EDGAR system on the 
appropriate Form to correct such infor-
mation. 

§ 240.15Fb2–4 Nonresident security- 
based swap dealers and major secu-
rity-based swap participants. 

(a) Definition. For purposes of this 
section, the terms nonresident security- 
based swap dealer and nonresident major 
security-based swap participant shall 
mean: 

(1) In the case of an individual, one 
who resides, or has his or her principal 
place of business, in any place not in 
the United States; 

(2) In the case of a corporation, one 
incorporated in or having its principal 
place of business in any place not in 
the United States; or 

(3) In the case of a partnership or 
other unincorporated organization or 
association, one having its principal 
place of business in any place not in 
the United States. 

(b) Power of attorney. (1) Each non-
resident security-based swap dealer and 
nonresident major security-based swap 
participant registered or applying for 
registration pursuant to Section 15F(b) 
of the Securities Exchange Act of 1934 
(15 U.S.C. 78o–10(b)) shall obtain a writ-
ten irrevocable consent and power of 
attorney appointing an agent in the 
United States, other than the Commis-
sion or a Commission member, official 
or employee, upon whom may be served 
any process, pleadings, or other papers 
in any action brought against the non-
resident security-based swap dealer or 
nonresident major security-based swap 
participant to enforce the Securities 
Exchange Act of 1934 (15 U.S.C. 78a et 
seq.). This consent and power of attor-
ney must be signed by the nonresident 
security-based swap dealer or non-
resident major security-based swap 
participant and the named agent(s) for 
service of process. 

(2) Each nonresident security-based 
swap dealer and nonresident major se-
curity-based swap participant reg-
istered or applying for registration 

pursuant to section 15F(b) of the Secu-
rities Exchange Act of 1934 (15 U.S.C. 
78o–10(b)) shall, at the time of filing its 
application on Form SBSE (§ 249.1600 of 
this chapter), Form SBSE–A (§ 249.1600a 
of this chapter), or Form SBSE–BD 
(§ 249.1600b of this chapter), as appro-
priate, furnish to the Commission the 
name and address of its United States 
agent for service of process on Sched-
ule F to the appropriate form. 

(3) Any change of a nonresident secu-
rity-based swap dealer’s and non-
resident major security-based swap 
participant’s agent for service of proc-
ess and any change of name or address 
of a nonresident security-based swap 
dealer’s and nonresident major secu-
rity-based swap participant’s existing 
agent for service of process shall be 
communicated promptly to the Com-
mission through amendment of the 
Schedule F of Form SBSE (§ 249.1600 of 
this chapter), Form SBSE–A (§ 249.1600a 
of this chapter), or Form SBSE–BD 
(§ 249.1600b of this chapter), as appro-
priate. 

(4) Each nonresident security-based 
swap dealer and nonresident major se-
curity-based swap participant must 
promptly appoint a successor agent for 
service of process, consistent with the 
process described in paragraph (b)(1), if 
the nonresident security-based swap 
dealer and nonresident major security- 
based swap participant discharges its 
identified agent for service of process 
or if its agent for service of process is 
unwilling or unable to accept service 
on behalf of the nonresident security- 
based swap dealer or nonresident major 
security-based swap participant. 

(5) Each nonresident security-based 
swap dealer and nonresident major se-
curity-based swap participant must 
maintain, as part of its books and 
records, the agreement identified in 
paragraphs (b)(1) and (b)(4) of this sec-
tion for at least three years after the 
agreement is terminated. 

(c) Access to books and records—(1) Cer-
tification and opinion of counsel. Each 
nonresident security-based swap dealer 
and nonresident major security-based 
swap participant applying for registra-
tion pursuant to Section 15F(b) of the 
Securities Exchange Act of 1934 (15 
U.S.C. 78o–10(b) shall: 
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(i) Certify on Schedule F of Form 
SBSE (§ 249.1600 of this chapter), Form 
SBSE–A (§ 249.1600a of this chapter), or 
Form SBSE–BD (§ 249.1600b of this 
chapter), as appropriate, that the non-
resident security-based swap dealer and 
nonresident major security-based swap 
participant can, as a matter of law, and 
will provide the Commission with 
prompt access to the books and records 
of such nonresident security-based 
swap dealer and nonresident major se-
curity-based swap participant, and can, 
as a matter of law, and will submit to 
onsite inspection and examination by 
the Commission; and 

(ii) Provide an opinion of counsel 
that the nonresident security-based 
swap dealer and nonresident major se-
curity-based swap participant can, as a 
matter of law, provide the Commission 
with prompt access to the books and 
records of such nonresident security- 
based swap dealer and nonresident 
major security-based swap participant, 
and can, as a matter of law, submit to 
onsite inspection and examination by 
the Commission. 

(2) Amendments. Each nonresident se-
curity-based swap dealer and non-
resident major security-based swap 
participant shall re-certify, on Sched-
ule F to Form SBSE (§ 249.1600 of this 
chapter), Form SBSE–A (§ 249.1600a of 
this chapter), or Form SBSE–BD 
(§ 249.1600b of this chapter), as applica-
ble, within 90 days after any changes in 
the legal or regulatory framework that 
would impact the nonresident security- 
based swap dealer’s or nonresident 
major security-based swap partici-
pant’s ability to provide, or the man-
ner in which it provides the Commis-
sion with prompt access to its books 
and records, or would impact the Com-
mission’s ability to inspect and exam-
ine the nonresident security-based 
swap dealer or nonresident major secu-
rity-based swap participant. The re- 
certification shall be accompanied by a 
revised opinion of counsel describing 
how, as a matter of law, the non-
resident security-based swap dealer or 
nonresident major security-based swap 
participant will continue to meet its 
obligations to provide the Commission 
with prompt access to its books and 
records and to be subject to Commis-

sion inspection and examination under 
the new regulatory regime. 

§ 240.15Fb2–5 Registration of suc-
cessor to registered security-based 
swap dealer or a major security- 
based swap participant. 

(a) In the event that a security-based 
swap dealer or major security-based 
swap participant succeeds to and con-
tinues the business of a security-based 
swap dealer or major security-based 
swap participant registered pursuant 
to Section 15F(b) of the Securities Ex-
change Act of 1934 (15 U.S.C. 78o–10(b)), 
the registration of the predecessor 
shall be deemed to remain effective as 
the registration of the successor if the 
successor, within 30 days after such 
succession, files an application for reg-
istration in accordance with 
§ 240.15Fb2–1, and the predecessor files a 
notice of withdrawal from registration 
on Form SBSE–W (§ 249.1601 of this 
chapter). 

(b) Notwithstanding paragraph (a) of 
this section, if a security-based swap 
dealer or major security-based swap 
participant succeeds to and continues 
the business of a registered predecessor 
security-based swap dealer or major se-
curity-based swap participant, and the 
succession is based solely on a change 
in the predecessor’s date or state of in-
corporation, form of organization, or 
composition of a partnership, the suc-
cessor may, within 30 days after the 
succession, amend the registration of 
the predecessor security-based swap 
dealer or major security-based swap 
participant on Form SBSE (§ 249.1600 of 
this chapter), Form SBSE–A (§ 249.1600a 
of this chapter), or Form SBSE–BD 
(§ 249.1600b of this chapter), as appro-
priate, to reflect these changes. This 
amendment shall be deemed an appli-
cation for registration filed by the 
predecessor and adopted by the suc-
cessor. 

§ 240.15Fb2–6 Registration of fidu-
ciaries. 

The registration of a security-based 
swap dealer or a major security-based 
swap participant shall be deemed to be 
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the registration of any executor, ad-
ministrator, guardian, conservator, as-
signee for the benefit of creditors, re-
ceiver, trustee in insolvency or bank-
ruptcy, or other fiduciary, appointed or 
qualified by order, judgment, or decree 
of a court of competent jurisdiction to 
continue the business of such reg-
istered security-based swap dealer or a 
major security-based swap participant; 
Provided, that such fiduciary files with 
the Commission, within 30 days after 
entering upon the performance of his 
or her duties, an amended Form SBSE 
(§ 249.1600 of this chapter), Form SBSE– 
A (§ 249.1600a of this chapter), or Form 
SBSE–BD (§ 249.1600b of this chapter), 
as appropriate, indicating the fidu-
ciary’s position with respect to man-
agement of the firm and, as an addi-
tional document, a copy of the order, 
judgment, decree, or other document 
appointing the fiduciary. 

§ 240.15Fb3–1 Duration of registration. 
(a) General. A person registered as a 

security-based swap dealer or major se-
curity-based swap participant in ac-
cordance with § 240.15Fb2–1 will con-
tinue to be so registered until the ef-
fective date of any cancellation, rev-
ocation or withdrawal of such registra-
tion. 

(b) Conditional registration. Notwith-
standing paragraph (a) of this section, 
conditional registration shall expire on 
the date the registrant withdraws from 
registration or the Commission grants 
or denies the person’s ongoing registra-
tion in accordance with § 240.15Fb2–1(e). 

§ 240.15Fb3–2 Withdrawal from reg-
istration. 

(a) Notice of withdrawal from reg-
istration as a security-based swap deal-
er or major security-based swap partic-
ipant pursuant to Section 15F(b) of the 
Securities Exchange Act of 1934 (15 
U.S.C. 78o–10(b)) shall be filed on Form 
SBSE–W (§ 249.1601 of this chapter) in 
accordance with the instructions con-
tained therein. Every notice of with-
drawal from registration as a security- 
based swap dealer or major security- 
based swap participant shall be filed 
electronically with the Commission 
through the Commission’s EDGAR sys-
tem. Prior to filing a notice of with-
drawal from registration on Form 

SBSE–W, a security-based swap dealer 
or major security-based swap partici-
pant shall amend its Form SBSE 
(§ 249.1600 of this chapter), Form SBSE– 
A (§ 249.1600a of this chapter) or Form 
SBSE–BD (§ 249.1600b of this chapter), 
as appropriate, in accordance with 
§ 240.15Fb2–3(a) to update any inac-
curate information. 

(b) A notice of withdrawal from reg-
istration filed by a security-based swap 
dealer or major security-based swap 
participant pursuant to Section 15F(b) 
of the Securities Exchange Act of 1934 
(15 U.S.C. 78o–10(b)) shall become effec-
tive for all matters (except as provided 
in this paragraph (b)) on the 60th day 
after the filing thereof with the Com-
mission or its designee, within such 
longer period of time as to which such 
security-based swap dealer or major se-
curity-based swap participant consents 
or which the Commission by order may 
determine as necessary or appropriate 
in the public interest or for the protec-
tion of investors, or within such short-
er period of time as the Commission 
may determine. If a notice of with-
drawal from registration is filed with 
the Commission at any time subse-
quent to the date of the issuance of a 
Commission order instituting pro-
ceedings to censure, place limitations 
on the activities, functions or oper-
ations of, or suspend or revoke the reg-
istration of, such security-based swap 
dealer or major security-based swap 
participant, or if prior to the effective 
date of the notice of withdrawal pursu-
ant to this paragraph (b), the Commis-
sion institutes such a proceeding or a 
proceeding to impose terms or condi-
tions upon such withdrawal, the notice 
of withdrawal shall not become effec-
tive pursuant to this paragraph (b) ex-
cept at such time and upon such terms 
and conditions as the Commission 
deems necessary or appropriate in the 
public interest or for the protection of 
investors. 

§ 240.15Fb3–3 Cancellation and revoca-
tion of registration. 

(a) Cancellation. If the Commission 
finds that any person registered pursu-
ant to § 240.15Fb2–1 is no longer in ex-
istence or has ceased to do business as 
a security-based swap dealer or major 
security-based swap participant, the 
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Commission shall by order cancel the 
registration of such person. 

(b) Revocation. The Commission, by 
order, shall censure, place limitations 
on the activities, functions, or oper-
ations of, or revoke the registration of 
any security-based swap dealer or 
major security-based swap participant 
that has registered with the Commis-
sion if it makes a finding as specified 
in Section 15F(l)(2) of the Securities 
Exchange Act of 1934 (15 U.S.C. 78o– 
10(l)(2)). 

§ 240.15Fb6–1 Associated persons. 
Unless otherwise ordered by the Com-

mission, when it files an application to 
register with the Commission as a se-
curity-based swap dealer or major secu-
rity-based swap participant, a security- 
based swap dealer or a major security- 
based swap participant may permit a 
person that is associated with such se-
curity-based swap dealer or major secu-
rity-based swap participant that is not 
a natural person and that is subject to 
statutory disqualification to effect or 
be involved in effecting security-based 
swaps on its behalf, provided that the 
statutory disqualification(s), described 
in Sections 3(a)(39)(A) through (F) of 
the Securities Exchange Act of 1934 (15 
U.S.C. 78c(a)(39)(A)–(F)), occurred prior 
to the compliance date of this rule, and 
provided that it identifies each such as-
sociated person on Schedule C of Form 
SBSE (§ 249.1600 of this chapter), Form 
SBSE–A (§ 249.1600a of this chapter), or 
Form SBSE–BD (§ 249.1600b of this 
chapter), as appropriate. 

EFFECTIVE DATE NOTE: At 84 FR 4947, Feb. 
19, 2019, § 240.15Fb6–1 was removed, effective 
Apr. 22, 2019. 

§ 240.15Fb6–2 Associated person cer-
tification. 

(a) Certification. No registered secu-
rity-based swap dealer or major secu-
rity-based swap participant shall act as 
a security-based swap dealer or major 
security-based swap participant unless 
it has certified electronically on Form 
SBSE–C (Section 249.1600c of this chap-
ter) that it neither knows, nor in the 
exercise of reasonable care should have 
known, that any person associated 
with such security-based swap dealer 
or major security-based swap partici-
pant who effects or is involved in ef-

fecting security-based swaps on behalf 
of the security-based swap dealer or 
major security-based swap participant 
is subject to a statutory disqualifica-
tion, as described in Sections 
3(a)(39)(A) through (F) of the Securities 
Exchange Act of 1934 (15 U.S.C. 
78c(a)(39)(A)–(F)), unless otherwise spe-
cifically provided by rule, regulation or 
order of the Commission. 

(b) To support the certification re-
quired by paragraph (a) of this section, 
the security-based swap dealer’s or 
major security-based swap partici-
pant’s Chief Compliance Officer, or his 
or her designee, shall review and sign 
the questionnaire or application for 
employment, which the security-based 
swap dealer or major security-based 
swap participant is required to obtain 
pursuant to the relevant recordkeeping 
rule applicable to such security-based 
swap dealer or major security-based 
swap participant, executed by each as-
sociated person who is a natural person 
and who effects or is involved in effect-
ing security based swaps on the secu-
rity-based swap dealer’s or major secu-
rity-based swap participant’s behalf. 
The questionnaire or application shall 
serve as a basis for a background check 
of the associated person to verify that 
the person is not subject to statutory 
disqualification. 

§ 240.15Fh–1 Scope and reliance on 
representations. 

(a) Scope. Sections 240.15Fh–1 through 
240.15Fh–6, and 240.15Fk–1 are not in-
tended to limit, or restrict, the appli-
cability of other provisions of the fed-
eral securities laws, including but not 
limited to section 17(a) of the Securi-
ties Act of 1933 and sections 9 and 10(b) 
of the Act, and rules and regulations 
thereunder, or other applicable laws 
and rules and regulations. Sections 
240.15Fh–1 through 240.15Fh–6, and 
240.15Fk–1 apply, as relevant, in con-
nection with entering into security- 
based swaps and continue to apply, as 
appropriate, over the term of executed 
security-based swaps. Sections 
240.15Fh–3(a) through 240.15Fh–3(f), 
240.15Fh–4(b) and 240.15Fh–5 are not ap-
plicable to security-based swaps that 
security-based swap dealers or major 
security-based swap participants enter 
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into with their majority-owned affili-
ates. For these purposes the counter-
parties to a security-based swap are 
majority-owned affiliates if one 
counterparty directly or indirectly 
owns a majority interest in the other, 
or if a third party directly or indirectly 
owns a majority interest in both 
counterparties to the security-based 
swap, where ‘‘majority interest’’ is the 
right to vote or direct the vote of a ma-
jority of a class of voting securities of 
an entity, the power to sell or direct 
the sale of a majority of a class of vot-
ing securities of an entity, or the right 
to receive upon dissolution or the con-
tribution of a majority of the capital of 
a partnership. 

(b) Reliance on representations. A secu-
rity-based swap dealer or major secu-
rity-based swap participant may rely 
on written representations from the 
counterparty or its representative to 
satisfy its due diligence requirements 
under § 240.15Fh, unless it has informa-
tion that would cause a reasonable per-
son to question the accuracy of the 
representation. 

[81 FR 30144, May 13, 2016] 

§ 240.15Fh–2 Definitions. 
As used in §§ 240.15Fh–1 through 

240.15Fh–6: 
(a) Act as an advisor to a special entity. 

A security-based swap dealer acts as an 
advisor to a special entity when it rec-
ommends a security-based swap or a 
trading strategy that involves the use 
of a security-based swap to the special 
entity, unless: 

(1) With respect to a special entity as 
defined in § 240.15Fh–2(d)(3): 

(i) The special entity represents in 
writing that it has a fiduciary as de-
fined in section 3 of the Employee Re-
tirement Income Security Act of 1974 
(29 U.S.C. 1002) that is responsible for 
representing the special entity in con-
nection with the security-based swap; 

(ii) The fiduciary represents in writ-
ing that it acknowledges that the secu-
rity-based swap dealer is not acting as 
an advisor; and 

(iii) The special entity represents in 
writing: 

(A) That it will comply in good faith 
with written policies and procedures 
reasonably designed to ensure that any 
recommendation the special entity re-

ceives from the security-based swap 
dealer involving a security-based swap 
transaction is evaluated by a fiduciary 
before the transaction is entered into; 
or 

(B) That any recommendation the 
special entity receives from the secu-
rity-based swap dealer involving a se-
curity-based swap transaction will be 
evaluated by a fiduciary before the 
transaction is entered into. 

(2) With respect to any special entity: 
(i) The special entity represents in 

writing that: 
(A) It acknowledges that the secu-

rity-based swap dealer is not acting as 
an advisor; and 

(B) The special entity will rely on ad-
vice from a qualified independent rep-
resentative as defined in § 240.15Fh–5(a); 
and 

(ii) The security-based swap dealer 
discloses to the special entity that it is 
not undertaking to act in the best in-
terest of the special entity, as other-
wise required by section 15F(h)(4) of 
the Act. 

(b) Eligible contract participant means 
any person as defined in section 3(a)(65) 
of the Act and the rules and regula-
tions thereunder and in section 1a of 
the Commodity Exchange Act (7 U.S.C. 
1a) and the rules and regulations there-
under. 

(c) Security-based swap dealer or major 
security-based swap participant includes, 
where relevant, an associated person of 
the security-based swap dealer or 
major security-based swap participant. 

(d) Special entity means: 
(1) A Federal agency; 
(2) A State, State agency, city, coun-

ty, municipality, other political sub-
division of a State, or any instrumen-
tality, department, or a corporation of 
or established by a State or political 
subdivision of a State; 

(3) Any employee benefit plan, sub-
ject to Title I of the Employee Retire-
ment Income Security Act of 1974 (29 
U.S.C. 1002); 

(4) Any employee benefit plan defined 
in section 3 of the Employee Retire-
ment Income Security Act of 1974 (29 
U.S.C. 1002) and not otherwise defined 
as a special entity, unless such em-
ployee benefit plan elects not to be a 
special entity by notifying a security- 
based swap dealer or major security- 

VerDate Sep<11>2014 14:47 Jul 29, 2019 Jkt 247060 PO 00000 Frm 00506 Fmt 8010 Sfmt 8010 Q:\17\17V4.TXT PC31kp
ay

ne
 o

n 
V

M
O

F
R

W
IN

70
2 

w
ith

 $
$_

JO
B

Page 261 of 1882



497 

Securities and Exchange Commission § 240.15Fh–3 

based swap participant of its election 
prior to entering into a security-based 
swap with the particular security- 
based swap dealer or major security- 
based swap participant; 

(5) Any governmental plan, as defined 
in section 3(32) of the Employee Retire-
ment Income Security Act of 1974 (29 
U.S.C. 1002(32)); or 

(6) Any endowment, including an en-
dowment that is an organization de-
scribed in section 501(c)(3) of the Inter-
nal Revenue Code of 1986. 

(e) A person is subject to a statutory 
disqualification for purposes of 
§ 240.15Fh–5 if that person would be sub-
ject to a statutory disqualification, as 
described in section 3(a)(39)(A)–(F) of 
the Act. 

[81 FR 30144, May 13, 2016] 

§ 240.15Fh–3 Business conduct require-
ments. 

(a) Counterparty status—(1) Eligible 
contract participant. A security-based 
swap dealer or a major security-based 
swap participant shall verify that a 
counterparty meets the eligibility 
standards for an eligible contract par-
ticipant before entering into a secu-
rity-based swap with that 
counterparty, provided that the re-
quirements of this paragraph (a)(1) 
shall not apply to a transaction exe-
cuted on a registered national securi-
ties exchange. 

(2) Special entity. A security-based 
swap dealer or a major security-based 
swap participant shall verify whether a 
counterparty is a special entity before 
entering into a security-based swap 
with that counterparty, unless the 
transaction is executed on a registered 
or exempt security-based swap execu-
tion facility or registered national se-
curities exchange, and the security- 
based swap dealer or major security- 
based swap participant does not know 
the identity of the counterparty at a 
reasonably sufficient time prior to exe-
cution of the transaction to permit the 
security-based swap dealer or major se-
curity-based swap participant to com-
ply with the obligations of paragraph 
(a) of this section. 

(3) Special entity election. In verifying 
the special entity status of a 
counterparty pursuant to § 240.15Fh– 
3(a)(2), a security-based swap dealer or 

major security-based swap participant 
shall verify whether a counterparty is 
eligible to elect not to be a special en-
tity under § 240.15Fh–2(d)(4) and, if so, 
notify such counterparty of its right to 
make such an election. 

(b) Disclosure. At a reasonably suffi-
cient time prior to entering into a se-
curity-based swap, a security-based 
swap dealer or major security-based 
swap participant shall disclose to a 
counterparty, other than a security- 
based swap dealer, major security- 
based swap participant, swap dealer or 
major swap participant, material infor-
mation concerning the security-based 
swap in a manner reasonably designed 
to allow the counterparty to assess the 
material risks and characteristics and 
material incentives or conflicts of in-
terest, as described below, so long as 
the identity of the counterparty is 
known to the security-based swap deal-
er or major security-based swap partic-
ipant at a reasonably sufficient time 
prior to execution of the transaction to 
permit the security-based swap dealer 
or major security-based swap partici-
pant to comply with the obligations of 
paragraph (b) of this section. 

(1) Material risks and characteristics 
means the material risks and charac-
teristics of the particular security- 
based swap, which may include: 

(i) Market, credit, liquidity, foreign 
currency, legal, operational, and any 
other applicable risks; and 

(ii) The material economic terms of 
the security-based swap, the terms re-
lating to the operation of the security- 
based swap, and the rights and obliga-
tions of the parties during the term of 
the security-based swap. 

(2) Material incentives or conflicts of in-
terest means any material incentives or 
conflicts of interest that the security- 
based swap dealer or major security- 
based swap participant may have in 
connection with the security-based 
swap, including any compensation or 
other incentives from any source other 
than the counterparty in connection 
with the security-based swap to be en-
tered into with the counterparty. 

(3) Record. The security-based swap 
dealer or major security-based swap 
participant shall make a written 
record of the non-written disclosures 
made pursuant to this paragraph (b), 
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and provide a written version of these 
disclosures to its counterparties in a 
timely manner, but in any case no 
later than the delivery of the trade ac-
knowledgement of the particular trans-
action pursuant to § 240.15Fi–1. 

(c) Daily mark. A security-based swap 
dealer or major security-based swap 
participant shall disclose the daily 
mark to the counterparty, other than a 
security-based swap dealer, major secu-
rity-based swap participant, swap deal-
er or major swap participant, which 
shall be: 

(1) For a cleared security-based swap, 
upon request of the counterparty, the 
daily mark that the security-based 
swap dealer or major security-based 
swap participant receives from the ap-
propriate clearing agency; 

(2) For an uncleared security-based 
swap, the midpoint between the bid and 
offer, or the calculated equivalent 
thereof, as of the close of business, un-
less the parties agree in writing other-
wise to a different time, on each busi-
ness day during the term of the secu-
rity-based swap. The daily mark may 
be based on market quotations for 
comparable security-based swaps, 
mathematical models or a combination 
thereof. The security-based swap dealer 
or major security-based swap partici-
pant shall also disclose its data sources 
and a description of the methodology 
and assumptions used to prepare the 
daily mark, and promptly disclose any 
material changes to such data sources, 
methodology and assumptions during 
the term of the security-based swap; 
and 

(3) The security-based swap dealer or 
major security-based swap participant 
shall provide the daily mark without 
charge to the counterparty and with-
out restrictions on the internal use of 
the daily mark by the counterparty. 

(d) Disclosure regarding clearing rights. 
A security-based swap dealer or major 
security-based swap participant shall 
disclose the following information to a 
counterparty, other than a security- 
based swap dealer, major security- 
based swap participant, swap dealer or 
major swap participant, so long as the 
identity of the counterparty is known 
to the security-based swap dealer or 
major security-based swap participant 
at a reasonably sufficient time prior to 

execution of the transaction to permit 
the security-based swap dealer or 
major security-based swap participant 
to comply with the obligations of para-
graph (d) of this section: 

(1) For security-based swaps subject to 
clearing requirement. Before entering 
into a security-based swap subject to 
the clearing requirement under section 
3C(a) of the Act, a security-based swap 
dealer or major security-based swap 
participant shall: 

(i) Disclose to the counterparty the 
names of the clearing agencies that ac-
cept the security-based swap for clear-
ing, and through which of those clear-
ing agencies the security-based swap 
dealer or major security-based swap 
participant is authorized or permitted, 
directly or through a designated clear-
ing member, to clear the security- 
based swap; and 

(ii) Notify the counterparty that it 
shall have the sole right to select 
which of the clearing agencies de-
scribed in paragraph (d)(1)(i) of this 
section shall be used to clear the secu-
rity-based swap subject to section 
3C(g)(5) of the Act. 

(2) For security-based swaps not subject 
to clearing requirement. Before entering 
into a security-based swap not subject 
to the clearing requirement under sec-
tion 3C(a) of the Act, a security-based 
swap dealer or major security-based 
swap participant shall: 

(i) Determine whether the security- 
based swap is accepted for clearing by 
one or more clearing agencies; 

(ii) Disclose to the counterparty the 
names of the clearing agencies that ac-
cept the security-based swap for clear-
ing, and whether the security-based 
swap dealer or major security-based 
swap participant is authorized or per-
mitted, directly or through a des-
ignated clearing member, to clear the 
security-based swap through such 
clearing agencies; and 

(iii) Notify the counterparty that it 
may elect to require clearing of the se-
curity-based swap and shall have the 
sole right to select the clearing agency 
at which the security-based swap will 
be cleared, provided it is a clearing 
agency at which the security-based 
swap dealer or major security-based 
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swap participant is authorized or per-
mitted, directly or through a des-
ignated clearing member, to clear the 
security-based swap. 

(3) Record. The security-based swap 
dealer or major security-based swap 
participant shall make a written 
record of the non-written disclosures 
made pursuant to this paragraph (d), 
and provide a written version of these 
disclosures to its counterparties in a 
timely manner, but in any case no 
later than the delivery of the trade ac-
knowledgement of the particular trans-
action pursuant to § 240.15Fi–1. 

(e) Know your counterparty. Each se-
curity-based swap dealer shall estab-
lish, maintain and enforce written poli-
cies and procedures reasonably de-
signed to obtain and retain a record of 
the essential facts concerning each 
counterparty whose identity is known 
to the security-based swap dealer that 
are necessary for conducting business 
with such counterparty. For purposes 
of paragraph (e) of this section, the es-
sential facts concerning a counterparty 
are: 

(1) Facts required to comply with ap-
plicable laws, regulations and rules; 

(2) Facts required to implement the 
security-based swap dealer’s credit and 
operational risk management policies 
in connection with transactions en-
tered into with such counterparty; and 

(3) Information regarding the author-
ity of any person acting for such 
counterparty. 

(f) Recommendations of security-based 
swaps or trading strategies. (1) A secu-
rity-based swap dealer that rec-
ommends a security-based swap or 
trading strategy involving a security- 
based swap to a counterparty, other 
than a security-based swap dealer, 
major security-based swap participant, 
swap dealer, or major swap participant, 
must: 

(i) Undertake reasonable diligence to 
understand the potential risks and re-
wards associated with the rec-
ommended security-based swap or trad-
ing strategy involving a security-based 
swap; and 

(ii) Have a reasonable basis to believe 
that a recommended security-based 
swap or trading strategy involving a 
security-based swap is suitable for the 
counterparty. To establish a reason-

able basis for a recommendation, a se-
curity-based swap dealer must have or 
obtain relevant information regarding 
the counterparty, including the 
counterparty’s investment profile, 
trading objectives, and its ability to 
absorb potential losses associated with 
the recommended security-based swap 
or trading strategy involving a secu-
rity-based swap. 

(2) A security-based swap dealer may 
also fulfill its obligations under para-
graph (f)(1)(ii) of this section with re-
spect to an institutional counterparty, 
if: 

(i) The security-based swap dealer 
reasonably determines that the 
counterparty, or an agent to which the 
counterparty has delegated decision- 
making authority, is capable of inde-
pendently evaluating investment risks 
with regard to the relevant security- 
based swap or trading strategy involv-
ing a security-based swap; 

(ii) The counterparty or its agent af-
firmatively represents in writing that 
it is exercising independent judgment 
in evaluating the recommendations of 
the security-based swap dealer with re-
gard to the relevant security-based 
swap or trading strategy involving a 
security-based swap; and 

(iii) The security-based swap dealer 
discloses that it is acting in its capac-
ity as a counterparty, and is not under-
taking to assess the suitability of the 
security-based swap or trading strat-
egy for the counterparty. 

(3) A security-based swap dealer will 
be deemed to have satisfied its obliga-
tions under paragraph (f)(2)(i) of this 
section if it receives written represen-
tations, as provided in § 240.15Fh–1(b), 
that: 

(i) In the case of a counterparty that 
is not a special entity, the 
counterparty has complied in good 
faith with written policies and proce-
dures that are reasonably designed to 
ensure that the persons responsible for 
evaluating the recommendation and 
making trading decisions on behalf of 
the counterparty are capable of doing 
so; or 

(ii) In the case of a counterparty that 
is a special entity, satisfy the terms of 
the safe harbor in § 240.15Fh–5(b). 

(4) For purposes of paragraph (f)(2) of 
this section, an institutional 
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counterparty is a counterparty that is 
an eligible contract participant as de-
fined in clauses (A)(i), (ii), (iii), (iv), 
(viii), (ix) or (x), or clause (B)(ii) (other 
than a person described in clause 
(A)(v)) of section 1a(18) of the Com-
modity Exchange Act (7 U.S.C. 1(a)(18)) 
and the rules and regulations there-
under, or any person (whether a nat-
ural person, corporation, partnership, 
trust or otherwise) with total assets of 
at least $50 million. 

(g) Fair and balanced communications. 
A security-based swap dealer or major 
security-based swap participant shall 
communicate with counterparties in a 
fair and balanced manner based on 
principles of fair dealing and good 
faith. In particular: 

(1) Communications must provide a 
sound basis for evaluating the facts 
with regard to any particular security- 
based swap or trading strategy involv-
ing a security-based swap; 

(2) Communications may not imply 
that past performance will recur or 
make any exaggerated or unwarranted 
claim, opinion or forecast; and 

(3) Any statement referring to the 
potential opportunities or advantages 
presented by a security-based swap 
shall be balanced by an equally de-
tailed statement of the corresponding 
risks. 

(h) Supervision—(1) In general. A secu-
rity-based swap dealer or major secu-
rity-based swap participant shall estab-
lish and maintain a system to super-
vise, and shall diligently supervise, its 
business and the activities of its asso-
ciated persons. Such a system shall be 
reasonably designed to prevent viola-
tions of the provisions of applicable 
federal securities laws and the rules 
and regulations thereunder relating to 
its business as a security-based swap 
dealer or major security-based swap 
participant, respectively. 

(2) Minimum requirements. The system 
required by paragraph (h)(1) of this sec-
tion shall, at a minimum, provide for: 

(i) The designation of at least one 
person with authority to carry out the 
supervisory responsibilities of the se-
curity-based swap dealer or major secu-
rity-based swap participant for each 
type of business in which it engages for 
which registration as a security-based 

swap dealer or major security-based 
swap participant is required; 

(ii) The use of reasonable efforts to 
determine that all supervisors are 
qualified, either by virtue of experience 
or training, to carry out their assigned 
responsibilities; and 

(iii) Establishment, maintenance and 
enforcement of written policies and 
procedures addressing the supervision 
of the types of security-based swap 
business in which the security-based 
swap dealer or major security-based 
swap participant is engaged and the ac-
tivities of its associated persons that 
are reasonably designed to prevent vio-
lations of applicable federal securities 
laws and the rules and regulations 
thereunder, and that include, at a min-
imum: 

(A) Procedures for the review by a su-
pervisor of transactions for which reg-
istration as a security-based swap deal-
er or major security-based swap partic-
ipant is required; 

(B) Procedures for the review by a su-
pervisor of incoming and outgoing 
written (including electronic) cor-
respondence with counterparties or po-
tential counterparties and internal 
written communications relating to 
the security-based swap dealer’s or 
major security-based swap partici-
pant’s business involving security- 
based swaps; 

(C) Procedures for a periodic review, 
at least annually, of the security-based 
swap business in which the security- 
based swap dealer or major security- 
based swap participant engages that is 
reasonably designed to assist in detect-
ing and preventing violations of appli-
cable federal securities laws and the 
rules and regulations thereunder; 

(D) Procedures to conduct a reason-
able investigation regarding the good 
character, business repute, qualifica-
tions, and experience of any person 
prior to that person’s association with 
the security-based swap dealer or 
major security-based swap participant; 

(E) Procedures to consider whether 
to permit an associated person to es-
tablish or maintain a securities or 
commodities account or a trading rela-
tionship in the name of, or for the ben-
efit of such associated person, at an-
other security-based swap dealer, 
broker, dealer, investment adviser, or 
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other financial institution; and if per-
mitted, procedures to supervise the 
trading at the other security-based 
swap dealer, broker, dealer, investment 
adviser, or financial institution; 

(F) A description of the supervisory 
system, including the titles, qualifica-
tions and locations of supervisory per-
sons and the responsibilities of each su-
pervisory person with respect to the 
types of business in which the security- 
based swap dealer or major security- 
based swap participant is engaged; 

(G) Procedures prohibiting an associ-
ated person who performs a supervisory 
function from supervising his or her 
own activities or reporting to, or hav-
ing his or her compensation or contin-
ued employment determined by, a per-
son or persons he or she is supervising; 
provided, however, that if the security- 
based swap dealer or major security- 
based swap participant determines, 
with respect to any of its supervisory 
personnel, that compliance with this 
requirement is not possible because of 
the firm’s size or a supervisory person’s 
position within the firm, the security- 
based swap dealer or major security- 
based swap participant must document 
the factors used to reach such deter-
mination and how the supervisory ar-
rangement with respect to such super-
visory personnel otherwise complies 
with paragraph (h)(1) of this section, 
and include a summary of such deter-
mination in the annual compliance re-
port prepared by the security-based 
swap dealer’s or major security-based 
swap participant’s chief compliance of-
ficer pursuant to § 240.15Fk–1(c); 

(H) Procedures reasonably designed 
to prevent the supervisory system re-
quired by paragraph (h)(1) of this sec-
tion from being compromised due to 
the conflicts of interest that may be 
present with respect to the associated 
person being supervised, including the 
position of such person, the revenue 
such person generates for the security- 
based swap dealer or major security- 
based swap participant, or any com-
pensation that the associated person 
conducting the supervision may derive 
from the associated person being super-
vised; and 

(I) Procedures reasonably designed, 
taking into consideration the nature of 
such security-based swap dealer’s or 

major security-based swap partici-
pant’s business, to comply with the du-
ties set forth in section 15F(j) of the 
Act. 

(3) Failure to supervise. A security- 
based swap dealer or major security- 
based swap participant or an associated 
person of a security-based swap dealer 
or major security-based swap partici-
pant shall not be deemed to have failed 
to diligently supervise any other per-
son, if such other person is not subject 
to his or her supervision, or if: 

(i) The security-based swap dealer or 
major security-based swap participant 
has established and maintained written 
policies and procedures as required in 
§ 240.15Fh–3(h)(2)(iii), and a documented 
system for applying those policies and 
procedures, that would reasonably be 
expected to prevent and detect, insofar 
as practicable, any violation of the fed-
eral securities laws and the rules and 
regulations thereunder relating to se-
curity-based swaps; and 

(ii) The security-based swap dealer or 
major security-based swap participant, 
or associated person of the security- 
based swap dealer or major security- 
based swap participant, has reasonably 
discharged the duties and obligations 
required by such written policies and 
procedures and documented system and 
did not have a reasonable basis to be-
lieve that such written policies and 
procedures and documented system 
were not being followed. 

(4) Maintenance of written supervisory 
procedures. A security-based swap deal-
er or major security-based swap partic-
ipant shall: 

(i) Promptly amend its written super-
visory procedures as appropriate when 
material changes occur in applicable 
securities laws or rules or regulations 
thereunder, and when material changes 
occur in its business or supervisory 
system; and 

(ii) Promptly communicate any ma-
terial amendments to its supervisory 
procedures to all associated persons to 
whom such amendments are relevant 
based on their activities and respon-
sibilities. 

[81 FR 30144, May 13, 2016] 
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§ 240.15Fh–4 Antifraud provisions for 
security-based swap dealers and 
major security-based swap partici-
pants; special requirements for se-
curity-based swap dealers acting as 
advisors to special entities. 

(a) Antifraud provisions. It shall be 
unlawful for a security-based swap 
dealer or major security-based swap 
participant: 

(1) To employ any device, scheme, or 
artifice to defraud any special entity or 
prospective customer who is a special 
entity; 

(2) To engage in any transaction, 
practice, or course of business that op-
erates as a fraud or deceit on any spe-
cial entity or prospective customer 
who is a special entity; or 

(3) To engage in any act, practice, or 
course of business that is fraudulent, 
deceptive, or manipulative. 

(b) Special requirements for security- 
based swap dealers acting as advisors to 
special entities. A security-based swap 
dealer that acts as an advisor to a spe-
cial entity regarding a security-based 
swap shall comply with the following 
requirements: 

(1) Duty. The security-based swap 
dealer shall have a duty to make a rea-
sonable determination that any secu-
rity-based swap or trading strategy in-
volving a security-based swap rec-
ommended by the security-based swap 
dealer is in the best interests of the 
special entity. 

(2) Reasonable efforts. The security- 
based swap dealer shall make reason-
able efforts to obtain such information 
that the security-based swap dealer 
considers necessary to make a reason-
able determination that a security- 
based swap or trading strategy involv-
ing a security-based swap is in the best 
interests of the special entity. This in-
formation shall include, but not be lim-
ited to: 

(i) The authority of the special entity 
to enter into a security-based swap; 

(ii) The financial status of the special 
entity, as well as future funding needs; 

(iii) The tax status of the special en-
tity; 

(iv) The hedging, investment, financ-
ing or other objectives of the special 
entity; 

(v) The experience of the special enti-
ty with respect to entering into secu-

rity-based swaps, generally, and secu-
rity-based swaps of the type and com-
plexity being recommended; 

(vi) Whether the special entity has 
the financial capability to withstand 
changes in market conditions during 
the term of the security-based swap; 
and 

(vii) Such other information as is rel-
evant to the particular facts and cir-
cumstances of the special entity, mar-
ket conditions and the type of secu-
rity-based swap or trading strategy in-
volving a security-based swap being 
recommended. 

(3) Exception. The requirements of 
this paragraph (b) shall not apply with 
respect to a security-based swap if: 

(i) The transaction is executed on a 
registered or exempt security-based 
swap execution facility or registered 
national securities exchange; and 

(ii) The security-based swap dealer 
does not know the identity of the 
counterparty at a reasonably sufficient 
time prior to execution of the trans-
action to permit the security-based 
swap dealer to comply with the obliga-
tions of paragraph (b) of this section. 

[81 FR 30144, May 13, 2016] 

§ 240.15Fh–5 Special requirements for 
security-based swap dealers and 
major security-based swap partici-
pants acting as counterparties to 
special entities. 

(a)(1) A security-based swap dealer or 
major security-based swap participant 
that offers to enter into or enters into 
a security-based swap with a special 
entity, other than a special entity de-
fined in § 240.15Fh–2(d)(3), must have a 
reasonable basis to believe that the 
special entity has a qualified inde-
pendent representative. For these pur-
poses, a qualified independent rep-
resentative is a representative that: 

(i) Has sufficient knowledge to evalu-
ate the transaction and risks; 

(ii) Is not subject to a statutory dis-
qualification; 

(iii) Undertakes a duty to act in the 
best interests of the special entity; 

(iv) Makes appropriate and timely 
disclosures to the special entity of ma-
terial information concerning the secu-
rity-based swap; 
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(v) Evaluates, consistent with any 
guidelines provided by the special enti-
ty, the fair pricing and the appro-
priateness of the security-based swap; 

(vi) In the case of a special entity de-
fined in §§ 240.15Fh–2(d)(2) or (5), is a 
person that is subject to rules of the 
Commission, the Commodity Futures 
Trading Commission or a self-regu-
latory organization subject to the ju-
risdiction of the Commission or the 
Commodity Futures Trading Commis-
sion prohibiting it from engaging in 
specified activities if certain political 
contributions have been made, provided 
that this paragraph (a)(1)(vi) shall not 
apply if the independent representative 
is an employee of the special entity; 
and 

(vii) Is independent of the security- 
based swap dealer or major security- 
based swap participant. 

(A) A representative of a special enti-
ty is independent of a security-based 
swap dealer or major security-based 
swap participant if the representative 
does not have a relationship with the 
security-based swap dealer or major se-
curity-based swap participant, whether 
compensatory or otherwise, that rea-
sonably could affect the independent 
judgment or decision-making of the 
representative. 

(B) A representative of a special enti-
ty will be deemed to be independent of 
a security-based swap dealer or major 
security-based swap participant if: 

(1) The representative is not and, 
within one year of representing the 
special entity in connection with the 
security-based swap, was not an associ-
ated person of the security-based swap 
dealer or major security-based swap 
participant; 

(2) The representative provides time-
ly disclosures to the special entity of 
all material conflicts of interest that 
could reasonably affect the judgment 
or decision making of the representa-
tive with respect to its obligations to 
the special entity and complies with 
policies and procedures reasonably de-
signed to manage and mitigate such 
material conflicts of interest; and 

(3) The security-based swap dealer or 
major security-based swap participant 
did not refer, recommend, or introduce 
the representative to the special entity 
within one year of the representative’s 

representation of the special entity in 
connection with the security-based 
swap. 

(2) A security-based swap dealer or 
major security-based swap participant 
that offers to enter into or enters into 
a security-based swap with a special 
entity as defined in § 240.15Fh–2(d)(3) 
must have a reasonable basis to believe 
that the special entity has a represent-
ative that is a fiduciary as defined in 
section 3 of the Employee Retirement 
Income Security Act of 1974 (29 U.S.C. 
1002). 

(b) Safe harbor. (1) A security-based 
swap dealer or major security-based 
swap participant shall be deemed to 
have a reasonable basis to believe that 
the special entity, other than a special 
entity defined in § 240.15Fh–2(d)(3), has 
a representative that satisfies the ap-
plicable requirements of paragraph 
(a)(1) of this section, provided that: 

(i) The special entity represents in 
writing to the security-based swap 
dealer or major security-based swap 
participant that it has complied in 
good faith with written policies and 
procedures reasonably designed to en-
sure that it has selected a representa-
tive that satisfies the applicable re-
quirements of paragraph (a)(1) of this 
section, and that such policies and pro-
cedures provide for ongoing monitoring 
of the performance of such representa-
tive consistent with the requirements 
of paragraph (a)(1) of this section; and 

(ii) The representative represents in 
writing to the special entity and secu-
rity-based swap dealer or major secu-
rity-based swap participant that the 
representative: 

(A) Has policies and procedures rea-
sonably designed to ensure that it sat-
isfies the applicable requirements of 
paragraph (a)(1) of this section; 

(B) Meets the independence test in 
paragraph (a)(1)(vii) of this section; has 
the knowledge required under para-
graph (a)(1)(i) of this section; is not 
subject to a statutory disqualification 
under paragraph (a)(1)(ii) of this sec-
tion; undertakes a duty to act in the 
best interests of the special entity as 
required under paragraph (a)(1)(iii) of 
this section; and is subject to the re-
quirements regarding political con-
tributions, as applicable, under para-
graph (a)(1)(vi) of this section; and 
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(C) Is legally obligated to comply 
with the applicable requirements of 
paragraph (a)(1) of this section by 
agreement, condition of employment, 
law, rule, regulation, or other enforce-
able duty. 

(2) A security-based swap dealer or 
major security-based swap participant 
shall be deemed to have a reasonable 
basis to believe that a special entity 
defined in § 240.15Fh–2(d)(3) of this sec-
tion has a representative that satisfies 
the applicable requirements in para-
graph (a)(2) of this section, provided 
that the special entity provides in 
writing to the security-based swap 
dealer or major security-based swap 
participant the representative’s name 
and contact information, and rep-
resents in writing that the representa-
tive is a fiduciary as defined in section 
3 of the Employee Retirement Income 
Security Act of 1974 (29 U.S.C. 1002). 

(c) Before initiation of a security- 
based swap with a special entity, a se-
curity-based swap dealer shall disclose 
to the special entity in writing the ca-
pacity in which the security-based 
swap dealer is acting in connection 
with the security-based swap and, if 
the security-based swap dealer engages 
in business with the counterparty in 
more than one capacity, the security- 
based swap dealer shall disclose the 
material differences between such ca-
pacities and any other financial trans-
action or service involving the 
counterparty. 

(d) The requirements of this section 
shall not apply with respect to a secu-
rity-based swap if: 

(1) The transaction is executed on a 
registered or exempt security-based 
swap execution facility or registered 
national securities exchange; and 

(2) The security-based swap dealer or 
major security-based swap participant 
does not know the identity of the 
counterparty at a reasonably sufficient 
time prior to execution of the trans-
action to permit the security-based 
swap dealer or major security-based 
swap participant to comply with the 
obligations of paragraphs (a) through 
(c) of this section. 

[81 FR 30144, May 13, 2016] 

§ 240.15Fh–6 Political contributions by 
certain security-based swap deal-
ers. 

(a) Definitions. For the purposes of 
this section: 

(1) The term contribution means any 
gift, subscription, loan, advance, or de-
posit of money or anything of value 
made: 

(i) For the purpose of influencing any 
election for federal, state or local of-
fice; 

(ii) For payment of debt incurred in 
connection with any such election; or 

(iii) For transition or inaugural ex-
penses incurred by the successful can-
didate for state or local office. 

(2) The term covered associate means: 
(i) Any general partner, managing 

member or executive officer, or other 
person with a similar status or func-
tion; 

(ii) Any employee who solicits a mu-
nicipal entity to enter into a security- 
based swap with the security-based 
swap dealer and any person who super-
vises, directly or indirectly, such em-
ployee; and 

(iii) A political action committee 
controlled by the security-based swap 
dealer or by a person described in para-
graphs (a)(2)(i) and (ii) of this section. 

(3) The term executive officer of a secu-
rity-based swap dealer means: 

(i) The president; 
(ii) Any vice president in charge of a 

principal business unit, division or 
function (such as sales, administration 
or finance); 

(iii) Any other officer of the security- 
based swap dealer who performs a pol-
icy-making function; or 

(iv) Any other person who performs 
similar policy-making functions for 
the security-based swap dealer. 

(4) The term municipal entity is de-
fined in section 15B(e)(8) of the Act. 

(5) The term official of a municipal en-
tity means any person (including any 
election committee for such person) 
who was, at the time of the contribu-
tion, an incumbent, candidate or suc-
cessful candidate for elective office of a 
municipal entity, if the office: 

(i) Is directly or indirectly respon-
sible for, or can influence the outcome 
of, the selection of a security-based 
swap dealer by a municipal entity; or 
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(ii) Has authority to appoint any per-
son who is directly or indirectly re-
sponsible for, or can influence the out-
come of, the selection of a security- 
based swap dealer by a municipal enti-
ty. 

(6) The term payment means any gift, 
subscription, loan, advance, or deposit 
of money or anything of value. 

(7) The term regulated person means: 
(i) A person that is subject to rules of 

the Commission, the Commodity Fu-
tures Trading Commission or a self- 
regulatory organization subject to the 
jurisdiction of the Commission or the 
Commodity Futures Trading Commis-
sion prohibiting it from engaging in 
specified activities if certain political 
contributions have been made, or its 
officers or employees; 

(ii) A general partner, managing 
member or executive officer of such 
person, or other individual with a simi-
lar status or function; or 

(iii) An employee of such person who 
solicits a municipal entity for the se-
curity-based swap dealer and any per-
son who supervises, directly or indi-
rectly, such employee. 

(8) The term solicit means a direct or 
indirect communication by any person 
with a municipal entity for the purpose 
of obtaining or retaining an engage-
ment related to a security-based swap. 

(b) Prohibitions and exceptions. (1) It 
shall be unlawful for a security-based 
swap dealer to offer to enter into, or 
enter into, a security-based swap, or a 
trading strategy involving a security- 
based swap, with a municipal entity 
within two years after any contribu-
tion to an official of such municipal 
entity was made by the security-based 
swap dealer, or by any covered asso-
ciate of the security-based swap dealer. 

(2) The prohibition in paragraph 
(b)(1) of this section does not apply: 

(i) If the only contributions made by 
the security-based swap dealer to an of-
ficial of such municipal entity were 
made by a covered associate, if a nat-
ural person: 

(A) To officials for whom the covered 
associate was entitled to vote at the 
time of the contributions, if the con-
tributions in the aggregate do not ex-
ceed $350 to any one official per elec-
tion; or 

(B) To officials for whom the covered 
associate was not entitled to vote at 
the time of the contributions, if the 
contributions in the aggregate do not 
exceed $150 to any one official, per elec-
tion; 

(ii) To a security-based swap dealer 
as a result of a contribution made by a 
natural person more than six months 
prior to becoming a covered associate 
of the security-based swap dealer, how-
ever, this exclusion shall not apply if 
the natural person, after becoming a 
covered associate, solicits the munic-
ipal entity on behalf of the security- 
based swap dealer to offer to enter 
into, or to enter into, security-based 
swap, or a trading strategy involving a 
security-based swap; or 

(iii) With respect to a security-based 
swap that is executed on a registered 
national securities exchange or reg-
istered or exempt security-based swap 
execution facility where the security- 
based swap dealer does not know the 
identity of the counterparty to the 
transaction at a reasonably sufficient 
time prior to execution of the trans-
action to permit the security-based 
swap dealer to comply with the obliga-
tions of paragraph (b)(1) of this section. 

(3) No security-based swap dealer or 
any covered associate of the security- 
based swap dealer shall: 

(i) Provide or agree to provide, di-
rectly or indirectly, payment to any 
person to solicit a municipal entity to 
offer to enter into, or to enter into, a 
security-based swap or any trading 
strategy involving a security-based 
swap with that security-based swap 
dealer unless such person is a regulated 
person; or 

(ii) Coordinate, or solicit any person 
or political action committee to make, 
any: 

(A) Contribution to an official of a 
municipal entity with which the secu-
rity-based swap dealer is offering to 
enter into, or has entered into, a secu-
rity-based swap or a trading strategy 
involving a security-based swap; or 

(B) Payment to a political party of a 
state or locality with which the secu-
rity-based swap dealer is offering to 
enter into, or has entered into, a secu-
rity-based swap or a trading strategy 
involving a security-based swap. 
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(c) Circumvention of rule. No security- 
based swap dealer shall, directly or in-
directly, through or by any other per-
son or means, do any act that would re-
sult in a violation of paragraph (a) or 
(b) of this section. 

(d) Requests for exemption. The Com-
mission, upon application, may condi-
tionally or unconditionally exempt a 
security-based swap dealer from the 
prohibition under paragraph (b)(1) of 
this section. In determining whether to 
grant an exemption, the Commission 
will consider, among other factors: 

(1) Whether the exemption is nec-
essary or appropriate in the public in-
terest and consistent with the protec-
tion of investors and the purposes of 
the Act; 

(2) Whether the security-based swap 
dealer: 

(i) Before the contribution resulting 
in the prohibition was made, adopted 
and implemented policies and proce-
dures reasonably designed to prevent 
violations of this section; 

(ii) Prior to or at the time the con-
tribution which resulted in such prohi-
bition was made, had no actual knowl-
edge of the contribution; and 

(iii) After learning of the contribu-
tion: 

(A) Has taken all available steps to 
cause the contributor involved in mak-
ing the contribution which resulted in 
such prohibition to obtain a return of 
the contribution; and 

(B) Has taken such other remedial or 
preventive measures as may be appro-
priate under the circumstances; 

(3) Whether, at the time of the con-
tribution, the contributor was a cov-
ered associate or otherwise an em-
ployee of the security-based swap deal-
er, or was seeking such employment; 

(4) The timing and amount of the 
contribution which resulted in the pro-
hibition; 

(5) The nature of the election (e.g., 
federal, state or local); and 

(6) The contributor’s apparent intent 
or motive in making the contribution 
that resulted in the prohibition, as evi-
denced by the facts and circumstances 
surrounding the contribution. 

(e) Prohibitions inapplicable. (1) The 
prohibitions under paragraph (b) of this 
section shall not apply to a contribu-

tion made by a covered associate of the 
security-based swap dealer if: 

(i) The security-based swap dealer 
discovered the contribution within 120 
calendar days of the date of such con-
tribution; 

(ii) The contribution did not exceed 
$350; and 

(iii) The covered associate obtained a 
return of the contribution within 60 
calendar days of the date of discovery 
of the contribution by the security- 
based swap dealer. 

(2) A security-based swap dealer that 
has more than 50 covered associates 
may not rely on paragraph (e)(1) of this 
section more than three times in any 
12-month period, while a security-based 
swap dealer that has 50 or fewer cov-
ered associates may not rely on para-
graph (e)(1) of this section more than 
twice in any 12-month period. 

(3) A security-based swap dealer may 
not rely on paragraph (e)(1) of this sec-
tion more than once for any covered 
associate, regardless of the time be-
tween contributions. 

[81 FR 30144, May 13, 2016] 

§ 240.15Fi–1 Definitions. 
For the purposes of § 240.15Fi–1 and 

§ 240.15Fi–2: 
(a) The term business day means any 

day other than a Saturday, Sunday, or 
legal holiday. 

(b) The term clearing agency means a 
clearing agency as defined in section 
3(a)(23) of the Securities Exchange Act 
of 1934 (15 U.S.C. 78c(a)(23)) that is reg-
istered pursuant to section 17A of the 
Securities Exchange Act of 1934 (15 
U.S.C. 78q–1) and provides central 
counterparty services for security- 
based swap transactions. 

(c) The term clearing transaction 
means a security-based swap that has a 
clearing agency as a direct 
counterparty. 

(d) The term day of execution means 
the calendar day of the counterparty to 
the security-based swap transaction 
that ends the latest, provided that if a 
security-based swap transaction is 

(1) Entered into after 4:00 p.m. in the 
place of a counterparty; or 

(2) Entered into on a day that is not 
a business day in the place of a 
counterparty, then such security-based 
swap transaction shall be deemed to 
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have been entered into by that 
counterparty on the immediately suc-
ceeding business day of that 
counterparty, and the day of execution 
shall be determined with reference to 
such business day. 

(e) The term execution means the 
point at which the counterparties be-
come irrevocably bound to a trans-
action under applicable law. 

(f) The term security-based swap exe-
cution facility means a security-based 
swap execution facility as defined in 
section 3(a)(77) of the Securities Ex-
change Act of 1934 (15 U.S.C. 78c(a)(77)) 
that is registered pursuant to section 
3D of the Securities Exchange Act of 
1934 (15 U.S.C. 78c–4). 

(g) The term national securities ex-
change means an exchange as defined in 
section 3(a)(1) of the Securities Ex-
change Act of 1934 (15 U.S.C. 78c(a)(1)) 
that is registered pursuant to section 6 
of the Securities Exchange Act of 1934 
(15 U.S.C. 78f). 

(h) The term trade acknowledgment 
means a written or electronic record of 
a security-based swap transaction sent 
by one counterparty of the security- 
based swap transaction to the other. 

(i) The term verification means the 
process by which a trade acknowledg-
ment has been manually, electroni-
cally, or by some other legally equiva-
lent means, signed by the receiving 
counterparty. 

[81 FR 39844, June 17, 2016] 

§ 240.15Fi–2 Acknowledgment and 
verification of security-based swap 
transactions. 

(a) Trade acknowledgment requirement. 
In any transaction in which a security- 
based swap dealer or major security- 
based swap participant purchases from 
or sells to any counterparty a security- 
based swap, a trade acknowledgment 
must be provided by: 

(1) The security-based swap dealer, if 
the transaction is between a security- 
based swap dealer and a major secu-
rity-based swap participant; 

(2) The security-based swap dealer or 
major security-based swap participant, 
if only one counterparty in the trans-
action is a security-based swap dealer 
or major security-based swap partici-
pant; or 

(3) The counterparty that the 
counterparties have agreed will provide 
the trade acknowledgment in any 
transaction other than one described 
by paragraph (a)(1) or (a)(2) of this sec-
tion. 

(b) Prescribed time. Any trade ac-
knowledgment required by paragraph 
(a) of this section must be provided 
promptly, but in any event by the end 
of the first business day following the 
day of execution. 

(c) Form and content of trade acknowl-
edgment. Any trade acknowledgment 
required by paragraph (a) of this sec-
tion must be provided through elec-
tronic means that provide reasonable 
assurance of delivery and a record of 
transmittal, and must disclose all the 
terms of the security-based swap trans-
action. 

(d) Trade verification. (1) A security- 
based swap dealer or major security- 
based swap participant must establish, 
maintain, and enforce written policies 
and procedures that are reasonably de-
signed to obtain prompt verification of 
the terms of a trade acknowledgment 
provided pursuant to paragraph (a) of 
this section. 

(2) A security-based swap dealer or 
major security-based swap participant 
must promptly verify the accuracy of, 
or dispute with its counterparty, the 
terms of a trade acknowledgment it re-
ceives pursuant to paragraph (a) of this 
section. 

(e) Exception for clearing transactions. 
A security-based swap dealer or major 
security-based swap participant is ex-
cepted from the requirements of this 
section with respect to any clearing 
transaction. 

(f) Exception for transactions exe-
cuted on a security-based swap execu-
tion facility or national securities ex-
change or accepted for clearing by a 
clearing agency. 

(1) A security-based swap dealer or 
major security-based swap participant 
is excepted from the requirements of 
this subsection with respect to any se-
curity-based swap transaction executed 
on a security-based swap execution fa-
cility or national securities exchange, 
provided that the rules, procedures or 
processes of the security-based swap 
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execution facility or national securi-
ties exchange provide for the acknowl-
edgment and verification of all terms 
of the security-based swap transaction 
no later than the time required by 
paragraphs (b) and (d)(2) of this sec-
tion. 

(2) A security-based swap dealer or 
major security-based swap participant 
is excepted from the requirements of 
this subsection with respect to any se-
curity-based swap transaction that is 
submitted for clearing to a clearing 
agency, provided that: 

(i) The security-based swap trans-
action is submitted for clearing as soon 
as technologically practicable, but in 
any event no later than the time estab-
lished for providing a trade acknowl-
edgment under paragraph (b) of this 
section; and 

(ii) The rules, procedures or processes 
of the clearing agency provide for the 
acknowledgment and verification of all 
terms of the security-based swap trans-
action prior to or at the same time 
that the security-based swap trans-
action is accepted for clearing. 

(3) If a security-based swap dealer or 
major security-based swap participant 
receives notice that a security-based 
swap transaction has not been ac-
knowledged and verified pursuant to 
the rules, procedures or processes of a 
security-based swap execution facility 
or a national securities exchange, or 
accepted for clearing by a clearing 
agency, the security-based swap dealer 
or major security-based swap partici-
pant shall comply with the require-
ments of this section with respect to 
such security-based swap transaction 
as if such security-based swap trans-
action were executed at the time the 
security-based swap dealer or major se-
curity-based swap participant receives 
such notice. 

(g) Exemption from § 240.10b–10. A secu-
rity-based swap dealer or major secu-
rity-based swap participant that is also 
a broker or dealer, is purchasing from 
or selling to any counterparty, and 
that complies with paragraph (a) or 
(d)(2) of this section with respect to the 
security-based swap transaction, is ex-
empt from the requirements of 
§ 240.10b–10 with respect to the secu-
rity-based swap transaction. 

[81 FR 39844, June 17, 2016] 

§ 240.15Fk–1 Designation of chief com-
pliance officer for security-based 
swap dealers and major security- 
based swap participants. 

(a) In general. A security-based swap 
dealer and major security-based swap 
participant shall designate an indi-
vidual to serve as a chief compliance 
officer on its registration form. 

(b) Duties. The chief compliance offi-
cer shall: 

(1) Report directly to the board of di-
rectors or to the senior officer of the 
security-based swap dealer or major se-
curity-based swap participant; and 

(2) Take reasonable steps to ensure 
that the registrant establishes, main-
tains and reviews written policies and 
procedures reasonably designed to 
achieve compliance with the Act and 
the rules and regulations thereunder 
relating to its business as a security- 
based swap dealer or major security- 
based swap participant by: 

(i) Reviewing the compliance of the 
security-based swap dealer or major se-
curity-based swap participant with re-
spect to the security-based swap dealer 
and major security-based swap partici-
pant requirements described in section 
15F of the Act, and the rules and regu-
lations thereunder, where the review 
shall involve preparing the registrant’s 
annual assessment of its written poli-
cies and procedures reasonably de-
signed to achieve compliance with sec-
tion 15F of the Act, and the rules and 
regulations thereunder, by the secu-
rity-based swap dealer or major secu-
rity-based swap participant; 

(ii) Taking reasonable steps to ensure 
that the registrant establishes, main-
tains and reviews policies and proce-
dures reasonably designed to remediate 
non-compliance issues identified by the 
chief compliance officer through any 
means, including any: 

(A) Compliance office review; 
(B) Look-back; 
(C) Internal or external audit finding; 
(D) Self-reporting to the Commission 

and other appropriate authorities; or 
(E) Complaint that can be validated; 

and 
(iii) Taking reasonable steps to en-

sure that the registrant establishes and 
follows procedures reasonably designed 
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for the handling, management re-
sponse, remediation, retesting, and res-
olution of non-compliance issues; 

(3) In consultation with the board of 
directors or the senior officer of the se-
curity-based swap dealer or major secu-
rity-based swap participant, take rea-
sonable steps to resolve any material 
conflicts of interest that may arise; 
and 

(4) Administer each policy and proce-
dure that is required to be established 
pursuant to section 15F of the Act and 
the rules and regulations thereunder. 

(c) Annual reports—(1) In general. The 
chief compliance officer shall annually 
prepare and sign a compliance report 
that contains a description of the writ-
ten policies and procedures of the secu-
rity-based swap dealer or major secu-
rity-based swap participant described 
in paragraph (b) of this section (includ-
ing the code of ethics and conflict of 
interest policies). 

(2) Requirements. (i) Each compliance 
report shall also contain, at a min-
imum, a description of: 

(A) The security-based swap dealer or 
major security-based swap partici-
pant’s assessment of the effectiveness 
of its policies and procedures relating 
to its business as a security-based swap 
dealer or major security-based partici-
pant; 

(B) Any material changes to the reg-
istrant’s policies and procedures since 
the date of the preceding compliance 
report; 

(C) Any areas for improvement, and 
recommended potential or prospective 
changes or improvements to its com-
pliance program and resources devoted 
to compliance; 

(D) Any material non-compliance 
matters identified; and 

(E) The financial, managerial, oper-
ational, and staffing resources set aside 
for compliance with the Act and the 
rules and regulations thereunder relat-
ing to its business as a security-based 
swap dealer or major security-based 
swap participant, including any mate-
rial deficiencies in such resources. 

(ii) A compliance report under para-
graph (c)(1) of this section also shall: 

(A) Be submitted to the Commission 
within 30 days following the deadline 
for filing the security-based swap deal-
er’s or major security-based swap par-

ticipant’s annual financial report with 
the Commission pursuant to section 
15F of the Act and rules and regula-
tions thereunder; 

(B) Be submitted to the board of di-
rectors and audit committee (or equiv-
alent bodies) and the senior officer of 
the security-based swap dealer or 
major security-based swap participant 
prior to submission to the Commission; 

(C) Be discussed in one or more meet-
ings conducted by the senior officer 
with the chief compliance officer(s) in 
the preceding 12 months, the subject of 
which addresses the obligations in this 
section; and 

(D) Include a certification by the 
chief compliance officer or senior offi-
cer that, to the best of his or her 
knowledge and reasonable belief and 
under penalty of law, the information 
contained in the compliance report is 
accurate and complete in all material 
respects. 

(iii) Extensions of time. A security- 
based swap dealer or major security- 
based swap participant may request 
from the Commission an extension of 
time to submit its compliance report, 
provided the registrant’s failure to 
timely submit the report could not be 
eliminated by the registrant without 
unreasonable effort or expense. Exten-
sions of the deadline will be granted at 
the discretion of the Commission. 

(iv) Incorporation by reference. A secu-
rity-based swap dealer or major secu-
rity-based swap participant may incor-
porate by reference sections of a com-
pliance report that have been sub-
mitted within the current or imme-
diately preceding reporting period to 
the Commission. 

(v) Amendments. A security-based 
swap dealer or major security-based 
swap participant shall promptly sub-
mit an amended compliance report if 
material errors or omissions in the re-
port are identified. An amendment 
must contain the certification required 
under paragraph (c)(2)(ii)(D) of this sec-
tion. 

(d) Compensation and removal. The 
compensation and removal of the chief 
compliance officer shall require the ap-
proval of a majority of the board of di-
rectors of the security-based swap deal-
er or major security-based swap partic-
ipant. 
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(e) Definitions. For purposes of this 
section, references to: 

(1) The board or board of directors 
shall include a body performing a func-
tion similar to the board of directors. 

(2) The senior officer shall include the 
chief executive officer or other equiva-
lent officer. 

(3) Complaint that can be validated 
shall include any written complaint by 
a counterparty involving the security- 
based swap dealer or major security- 
based swap participant or associated 
person of a security-based swap dealer 
or major security-based swap partici-
pant that can be supported upon rea-
sonable investigation. 

(4) A material non-compliance matter 
means any non-compliance matter 
about which the board of directors of 
the security-based swap dealer or 
major security-based swap participant 
would reasonably need to know to 
oversee the compliance of the security- 
based swap dealer or major security- 
based swap participant, and that in-
volves, without limitation: 

(i) A violation of the federal securi-
ties laws relating to its business as a 
security-based swap dealer or major se-
curity-based swap participant by the 
firm or its officers, directors, employ-
ees or agents; 

(ii) A violation of the policies and 
procedures relating to its business as a 
security-based swap dealer or major se-

curity-based swap participant by the 
firm or its officers, directors, employ-
ees or agents; or 

(iii) A weakness in the design or im-
plementation of the policies and proce-
dures relating to its business as a secu-
rity-based swap dealer or major secu-
rity-based swap participant. 

[81 FR 30144, May 13, 2016] 

§ 240.15Ga–1 Repurchases and replace-
ments relating to asset-backed secu-
rities. 

(a) General. With respect to any 
asset-backed security (as that term is 
defined in Section 3(a)(79) of the Secu-
rities Exchange Act of 1934 (15 U.S.C. 
78c(a)(79)) for which the underlying 
transaction agreements contain a cov-
enant to repurchase or replace an un-
derlying asset for breach of a represen-
tation or warranty, a securitizer (as 
that term is defined in Section 15G(a) 
of the Securities Exchange Act of 1934) 
shall disclose fulfilled and unfulfilled 
repurchase requests across all trusts by 
providing the information required in 
paragraph (a)(1) of this section con-
cerning all assets securitized by the 
securitizer that were the subject of a 
demand to repurchase or replace for 
breach of the representations and war-
ranties concerning the pool assets for 
all asset-backed securities held by non- 
affiliates of the securitizer during the 
reporting period. 
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(1) The table shall: 
(i) Disclose the asset class and group 

the issuing entities by asset class (col-
umn (a)). 

(ii) Disclose the name of the issuing 
entity (as that term is defined in Item 
1101(f) of Regulation AB (17 CFR 
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229.1101(f)) of the asset-backed securi-
ties. List the issuing entities in order 
of the date of formation (column (a)). 

INSTRUCTION TO PARAGRAPH (a)(1)(ii): In-
clude all issuing entities with outstanding 
asset-backed securities during the reporting 
period. 

(iii) For each named issuing entity, 
indicate by check mark whether the 
transaction was registered under the 
Securities Act of 1933 (column (b)) and 
disclose the CIK number of the issuing 
entity (column (a)). 

(iv) Disclose the name of the origi-
nator of the underlying assets (column 
(c)). 

INSTRUCTION TO PARAGRAPH (a)(1)(iv): In-
clude all originators that originated assets 
in the asset pool for each issuing entity. 

(v) Disclose the number, outstanding 
principal balance and percentage by 
principal balance of assets at the time 
of securitization (columns (d) through 
(f)). 

(vi) Disclose the number, outstanding 
principal balance and percentage by 
principal balance of assets that were 
subject of a demand to repurchase or 
replace for breach of representations 
and warranties (columns (g) through 
(i)). 

(vii) Disclose the number, out-
standing principal balance and percent-
age by principal balance of assets that 
were repurchased or replaced for 
breach of representations and warran-
ties (columns (j) through (l)). 

(viii) Disclose the number, out-
standing principal balance and percent-
age by principal balance of assets that 
are pending repurchase or replacement 
for breach of representations and war-
ranties due to the expiration of a cure 
period (columns (m) through (o)). 

(ix) Disclose the number, outstanding 
principal balance and percentage by 
principal balance of assets that are 
pending repurchase or replacement for 
breach of representations and warran-
ties because the demand is currently in 
dispute (columns (p) through (r)). 

(x) Disclose the number, outstanding 
principal balance and percentage by 
principal balance of assets that were 
not repurchased or replaced because 
the demand was withdrawn (columns 
(s) through (u)). 

(xi) Disclose the number, outstanding 
principal balance and percentage by 
principal balance of assets that were 
not repurchased or replaced because 
the demand was rejected (columns (v) 
through (x)). 

INSTRUCTION TO PARAGRAPHS (a)(1)(vi) 
THROUGH (xi): For purposes of these (a)(1)(vi) 
through (xi) the outstanding principal bal-
ance shall be the principal balance as of the 
reporting period end date and the percentage 
by principal balance shall be the outstanding 
principal balance of an asset divided by the 
outstanding principal balance of the asset 
pool as of the reporting period end date. 

(xii) Provide totals by asset class, 
issuing entity and for all issuing enti-
ties for columns that require number of 
assets and principal amounts (columns 
(d), (e), (g), (h), (j), (k), (m), (n) (p), (q), 
(s), (t), (v) and (w)). 

INSTRUCTION 1 TO PARAGRAPH (a)(1): The 
table should include any activity during the 
reporting period, including activity related 
to assets subject to demands made prior to 
the beginning of the reporting period. 

INSTRUCTION 2 TO PARAGRAPH (a)(1): Indi-
cate by footnote and provide narrative dis-
closure in order to further explain the infor-
mation presented in the table, as appro-
priate. 

(2) If any of the information required 
by this paragraph (a) is unknown and 
not available to the securitizer without 
unreasonable effort or expense, such in-
formation may be omitted, provided 
the securitizer provides the informa-
tion it possesses or can acquire without 
unreasonable effort or expense, and the 
securitizer includes a statement show-
ing that unreasonable effort or expense 
would be involved in obtaining the 
omitted information. Further, if a 
securitizer requested and was unable to 
obtain all information with respect to 
investor demands upon a trustee that 
occurred prior to July 22, 2010, so state 
by footnote. In this case, also state 
that the disclosures do not contain in-
vestor demands upon a trustee made 
prior to July 22, 2010. 

(b) In the case of multiple affiliated 
securitizers for a single asset-backed 
securities transaction, if one 
securitizer has filed all the disclosures 
required in order to meet the obliga-
tions under paragraph (a) of this sec-
tion, other affiliated securitizers shall 
not be required to separately provide 
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and file the same disclosures related to 
the same asset-backed security. 

(c) The disclosures in paragraph (a) of 
this section shall be provided by a 
securitizer: 

(1) For the three year period ended 
December 31, 2011, by any securitizer 
that issued an asset-backed security 
during the period, or organized and ini-
tiated an asset-backed securities trans-
action during the period, by 
securitizing an asset, either directly or 
indirectly, including through an affil-
iate, in each case, if the underlying 
transaction agreements provide a cov-
enant to repurchase or replace an un-
derlying asset for breach of a represen-
tation or warranty and the securitizer 
has asset-backed securities, containing 
such a covenant, outstanding and held 
by non-affiliates as of the end of the 
three year period. If a securitizer has 
no activity to report, it shall indicate 
by checking the appropriate box on 
Form ABS–15G (17 CFR 249.1400). The 
requirement of this paragraph (c)(1) ap-
plies to all issuances of asset-backed 
securities whether or not publicly reg-
istered under the provisions of the Se-
curities Act of 1933. The disclosures re-
quired by this paragraph (c)(1) shall be 
filed no later than February 14, 2012. 

INSTRUCTION TO PARAGRAPH (c)(1): For de-
mands made prior to January 1, 2009, the dis-
closure should include any related activity 
subsequent to January 1, 2009 associated 
with such demand. 

(2) For each calendar quarter, by any 
securitizer that issued an asset-backed 
security during the period, or orga-
nized and initiated an asset-backed se-
curities transaction by securitizing an 
asset, either directly or indirectly, in-
cluding through an affiliate, or had 
outstanding asset-backed securities 
held by non-affiliates during the pe-
riod, in each case, if the underlying 
transaction agreements provide a cov-
enant to repurchase or replace an un-
derlying asset for breach of a represen-
tation or warranty. The disclosures re-
quired by this paragraph (c)(2) shall be 
filed no later than 45 calendar days 
after the end of such calendar quarter: 

(i) Except that, a securitizer may 
suspend its duty to provide periodic 
quarterly disclosures if no activity oc-
curred during the initial filing period 
in paragraph (c)(1) of this section or 

during a calendar quarter that is re-
quired to be reported under paragraph 
(a) of this section. A securitizer shall 
indicate that it has no activity to re-
port by checking the appropriate box 
on Form ABS–15G (17 CFR 249.1400). 
Thereafter, a periodic quarterly report 
required by this paragraph (c)(2) will 
only be required if a change in the de-
mand, repurchase or replacement ac-
tivity occurs that is required to be re-
ported under paragraph (a) of this sec-
tion during a calendar quarter; and 

(ii) Except that, annually, any 
securitizer that has suspended its duty 
to provide quarterly disclosures pursu-
ant to paragraph (c)(2)(i) of this section 
must confirm that no activity occurred 
during the previous calendar year by 
checking the appropriate box on Form 
ABS–15G (17 CFR 249.1400). The con-
firmation required by this paragraph 
(c)(2)(ii) shall be filed no later than 45 
days after each calendar year. 

(3) Except that, if a securitizer has no 
asset-backed securities outstanding 
held by non-affiliates, the duty under 
paragraph (c)(2) of this section to file 
periodically the disclosures required by 
paragraph (a) of this section shall be 
terminated immediately upon filing a 
notice on Form ABS–15G (17 CFR 
249.1400). 

[76 FR 4511, Jan. 26, 2011, as amended at 76 
FR 54375, Sept. 1, 2011; 79 FR 57344, Sept. 24, 
2014] 

§ 240.16a–1 Definition of terms. 
Terms defined in this rule shall apply 

solely to section 16 of the Act and the 
rules thereunder. These terms shall not 
be limited to section 16(a) of the Act 
but also shall apply to all other sub-
sections under section 16 of the Act. 

(a) The term beneficial owner shall 
have the following applications: 

(1) Solely for purposes of determining 
whether a person is a beneficial owner 
of more than ten percent of any class 
of equity securities registered pursuant 
to section 12 of the Act, the term 
‘‘beneficial owner’’ shall mean any per-
son who is deemed a beneficial owner 
pursuant to section 13(d) of the Act and 
the rules thereunder; provided, however, 
that the following institutions or per-
sons shall not be deemed the beneficial 
owner of securities of such class held 
for the benefit of third parties or in 
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customer or fiduciary accounts in the 
ordinary course of business (or in the 
case of an employee benefit plan speci-
fied in paragraph (a)(1)(vi) of this sec-
tion, of securities of such class allo-
cated to plan participants where par-
ticipants have voting power) as long as 
such shares are acquired by such insti-
tutions or persons without the purpose 
or effect of changing or influencing 
control of the issuer or engaging in any 
arrangement subject to Rule 13d–3(b) 
(§ 240.13d–3(b)): 

(i) A broker or dealer registered 
under section 15 of the Act (15 U.S.C. 
78o); 

(ii) A bank as defined in section 
3(a)(6) of the Act (15 U.S.C. 78c); 

(iii) An insurance company as defined 
in section 3(a)(19) of the Act (15 U.S.C. 
78c); 

(iv) An investment company reg-
istered under section 8 of the Invest-
ment Company Act of 1940 (15 U.S.C. 
80a–8); 

(v) Any person registered as an in-
vestment adviser under Section 203 of 
the Investment Advisers Act of 1940 (15 
U.S.C. 80b–3) or under the laws of any 
state; 

(vi) An employee benefit plan as de-
fined in Section 3(3) of the Employee 
Retirement Income Security Act of 
1974, as amended, 29 U.S.C. 1001 et seq. 
(‘‘ERISA’’) that is subject to the provi-
sions of ERISA, or any such plan that 
is not subject to ERISA that is main-
tained primarily for the benefit of the 
employees of a state or local govern-
ment or instrumentality, or an endow-
ment fund; 

(vii) A parent holding company or 
control person, provided the aggregate 
amount held directly by the parent or 
control person, and directly and indi-
rectly by their subsidiaries or affiliates 
that are not persons specified in 
§ 240.16a–1 (a)(1)(i) through (x), does not 
exceed one percent of the securities of 
the subject class; 

(viii) A savings association as defined 
in Section 3(b) of the Federal Deposit 
Insurance Act (12 U.S.C. 1813); 

(ix) A church plan that is excluded 
from the definition of an investment 
company under section 3(c)(14) of the 
Investment Company Act of 1940 (15 
U.S.C. 80a–30; 

(x) A non-U.S. institution that is the 
functional equivalent of any of the in-
stitutions listed in paragraphs (a)(1)(i) 
through (ix) of this section, so long as 
the non-U.S. institution is subject to a 
regulatory scheme that is substan-
tially comparable to the regulatory 
scheme applicable to the equivalent 
U.S. institution and the non-U.S. insti-
tution is eligible to file a Schedule 13G 
pursuant to § 240.13d–1(b)(1)(ii)(J); and 

(xi) A group, provided that all the 
members are persons specified in 
§ 240.16a–1 (a)(1)(i) through (x). 

NOTE TO PARAGRAPH (a): Pursuant to this 
section, a person deemed a beneficial owner 
of more than ten percent of any class of eq-
uity securities registered under section 12 of 
the Act would file a Form 3 (§ 249.103), but 
the securities holdings disclosed on Form 3, 
and changes in beneficial ownership reported 
on subsequent Forms 4 (§ 249.104) or 5 
(§ 249.105), would be determined by the defini-
tion of ‘‘beneficial owner’’ in paragraph (a)(2) 
of this section. 

(2) Other than for purposes of deter-
mining whether a person is a beneficial 
owner of more than ten percent of any 
class of equity securities registered 
under Section 12 of the Act, the term 
beneficial owner shall mean any person 
who, directly or indirectly, through 
any contract, arrangement, under-
standing, relationship or otherwise, 
has or shares a direct or indirect pecu-
niary interest in the equity securities, 
subject to the following: 

(i) The term pecuniary interest in any 
class of equity securities shall mean 
the opportunity, directly or indirectly, 
to profit or share in any profit derived 
from a transaction in the subject secu-
rities. 

(ii) The term indirect pecuniary inter-
est in any class of equity securities 
shall include, but not be limited to: 

(A) Securities held by members of a 
person’s immediate family sharing the 
same household; provided, however, 
that the presumption of such beneficial 
ownership may be rebutted; see also 
§ 240.16a–1(a)(4); 

(B) A general partner’s proportionate 
interest in the portfolio securities held 
by a general or limited partnership. 
The general partner’s proportionate in-
terest, as evidenced by the partnership 
agreement in effect at the time of the 
transaction and the partnership’s most 

VerDate Sep<11>2014 14:47 Jul 29, 2019 Jkt 247060 PO 00000 Frm 00524 Fmt 8010 Sfmt 8010 Q:\17\17V4.TXT PC31kp
ay

ne
 o

n 
V

M
O

F
R

W
IN

70
2 

w
ith

 $
$_

JO
B

Page 279 of 1882



515 

Securities and Exchange Commission § 240.16a–1 

recent financial statements, shall be 
the greater of: 

(1) The general partner’s share of the 
partnership’s profits, including profits 
attributed to any limited partnership 
interests held by the general partner 
and any other interests in profits that 
arise from the purchase and sale of the 
partnership’s portfolio securities; or 

(2) The general partner’s share of the 
partnership capital account, including 
the share attributable to any limited 
partnership interest held by the gen-
eral partner. 

(C) A performance-related fee, other 
than an asset-based fee, received by 
any broker, dealer, bank, insurance 
company, investment company, invest-
ment adviser, investment manager, 
trustee or person or entity performing 
a similar function; provided, however, 
that no pecuniary interest shall be 
present where: 

(1) The performance-related fee, re-
gardless of when payable, is calculated 
based upon net capital gains and/or net 
capital appreciation generated from 
the portfolio or from the fiduciary’s 
overall performance over a period of 
one year or more; and 

(2) Equity securities of the issuer do 
not account for more than ten percent 
of the market value of the portfolio. A 
right to a nonperformance-related fee 
alone shall not represent a pecuniary 
interest in the securities; 

(D) A person’s right to dividends that 
is separated or separable from the un-
derlying securities. Otherwise, a right 
to dividends alone shall not represent a 
pecuniary interest in the securities; 

(E) A person’s interest in securities 
held by a trust, as specified in § 240.16a– 
8(b); and 

(F) A person’s right to acquire equity 
securities through the exercise or con-
version of any derivative security, 
whether or not presently exercisable. 

(iii) A shareholder shall not be 
deemed to have a pecuniary interest in 
the portfolio securities held by a cor-
poration or similar entity in which the 
person owns securities if the share-
holder is not a controlling shareholder 
of the entity and does not have or 
share investment control over the enti-
ty’s portfolio. 

(3) Where more than one person sub-
ject to section 16 of the Act is deemed 

to be a beneficial owner of the same eq-
uity securities, all such persons must 
report as beneficial owners of the secu-
rities, either separately or jointly, as 
provided in § 240.16a–3(j). In such cases, 
the amount of short-swing profit recov-
erable shall not be increased above the 
amount recoverable if there were only 
one beneficial owner. 

(4) Any person filing a statement pur-
suant to section 16(a) of the Act may 
state that the filing shall not be 
deemed an admission that such person 
is, for purposes of section 16 of the Act 
or otherwise, the beneficial owner of 
any equity securities covered by the 
statement. 

(5) The following interests are 
deemed not to confer beneficial owner-
ship for purposes of section 16 of the 
Act: 

(i) Interests in portfolio securities 
held by any investment company reg-
istered under the Investment Company 
Act of 1940 (15 U.S.C. 80a–1 et seq.); and 

(ii) Interests in securities comprising 
part of a broad-based, publicly traded 
market basket or index of stocks, ap-
proved for trading by the appropriate 
federal governmental authority. 

(b) The term call equivalent position 
shall mean a derivative security posi-
tion that increases in value as the 
value of the underlying equity in-
creases, including, but not limited to, a 
long convertible security, a long call 
option, and a short put option position. 

(c) The term derivative securities shall 
mean any option, warrant, convertible 
security, stock appreciation right, or 
similar right with an exercise or con-
version privilege at a price related to 
an equity security, or similar securi-
ties with a value derived from the 
value of an equity security, but shall 
not include: 

(1) Rights of a pledgee of securities to 
sell the pledged securities; 

(2) Rights of all holders of a class of 
securities of an issuer to receive secu-
rities pro rata, or obligations to dis-
pose of securities, as a result of a merg-
er, exchange offer, or consolidation in-
volving the issuer of the securities; 

(3) Rights or obligations to surrender 
a security, or have a security withheld, 
upon the receipt or exercise of a deriv-
ative security or the receipt or vesting 
of equity securities, in order to satisfy 
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the exercise price or the tax with-
holding consequences of receipt, exer-
cise or vesting; 

(4) Interests in broad-based index op-
tions, broad-based index futures, and 
broad-based publicly traded market 
baskets of stocks approved for trading 
by the appropriate federal govern-
mental authority; 

(5) Interests or rights to participate 
in employee benefit plans of the issuer; 

(6) Rights with an exercise or conver-
sion privilege at a price that is not 
fixed; or 

(7) Options granted to an underwriter 
in a registered public offering for the 
purpose of satisfying over-allotments 
in such offering. 

(d) The term equity security of such 
issuer shall mean any equity security 
or derivative security relating to an 
issuer, whether or not issued by that 
issuer. 

(e) The term immediate family shall 
mean any child, stepchild, grandchild, 
parent, stepparent, grandparent, 
spouse, sibling, mother-in-law, father- 
in-law, son-in-law, daughter-in-law, 
brother-in-law, or sister-in-law, and 
shall include adoptive relationships. 

(f) The term ‘‘officer’’ shall mean an 
issuer’s president, principal financial 
officer, principal accounting officer (or, 
if there is no such accounting officer, 
the controller), any vice-president of 
the issuer in charge of a principal busi-
ness unit, division or function (such as 
sales, administration or finance), any 
other officer who performs a policy- 
making function, or any other person 
who performs similar policy-making 
functions for the issuer. Officers of the 
issuer’s parent(s) or subsidiaries shall 
be deemed officers of the issuer if they 
perform such policy-making functions 
for the issuer. In addition, when the 
issuer is a limited partnership, officers 
or employees of the general partner(s) 
who perform policy-making functions 
for the limited partnership are deemed 
officers of the limited partnership. 
When the issuer is a trust, officers or 
employees of the trustee(s) who per-
form policy-making functions for the 
trust are deemed officers of the trust. 

NOTE: ‘‘Policy-making function’’ is not in-
tended to include policy-making functions 
that are not significant. If pursuant to Item 
401(b) of Regulation S-K (§ 229.401(b)) the 

issuer identifies a person as an ‘‘executive of-
ficer,’’ it is presumed that the Board of Di-
rectors has made that judgment and that the 
persons so identified are the officers for pur-
poses of Section 16 of the Act, as are such 
other persons enumerated in this paragraph 
(f) but not in Item 401(b). 

(g) The term portfolio securities shall 
mean all securities owned by an entity, 
other than securities issued by the en-
tity. 

(h) The term put equivalent position 
shall mean a derivative security posi-
tion that increases in value as the 
value of the underlying equity de-
creases, including, but not limited to, a 
long put option and a short call option 
position. 

[56 FR 7265, Feb. 21, 1991, as amended at 56 
FR 19927, May 1, 1991; 61 FR 30391, June 14, 
1996; 63 FR 2868, Jan. 16, 1998; 73 FR 60093, 
Oct. 9, 2008; 76 FR 71876, Nov. 21, 2011] 

§ 240.15Ga–2 Findings and conclusions 
of third-party due diligence reports. 

(a) The issuer or underwriter of an of-
fering of any asset-backed security (as 
that term is defined in Section 3(a)(79) 
of the Act (15 U.S.C. 78c(a)(79))) that is 
to be rated by a nationally recognized 
statistical rating organization must 
furnish Form ABS–15G (§ 249.1400 of this 
chapter) to the Commission containing 
the findings and conclusions of any 
third-party due diligence report ob-
tained by the issuer or underwriter at 
least five business days prior to the 
first sale in the offering. 

Instruction to paragraph (a): Disclo-
sure of the findings and conclusions in-
cludes, but is not limited to, disclosure 
of the criteria against which the loans 
were evaluated, and how the evaluated 
loans compared to those criteria along 
with the basis for including any loans 
not meeting those criteria. This disclo-
sure is only required for an initial rat-
ing and does not need to be furnished 
in connection with any subsequent rat-
ing actions. For purposes of this rule, 
the date of first sale is the date on 
which the first investor is irrevocably 
contractually committed to invest, 
which, depending on the terms and con-
ditions of the contract, could be the 
date on which the issuer receives the 
investor’s subscription agreement or 
check. 
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(b) In the case where the issuer and 
one or more underwriters have ob-
tained the same third-party due dili-
gence report related to a particular 
asset-backed securities transaction, if 
any one such party has furnished all 
the disclosures required in order to 
meet the obligations under paragraph 
(a) of this section, the other party or 
parties are not required to separately 
furnish the same disclosures related to 
such third-party due diligence report. 

(c) If the disclosure required by this 
rule has been made in the prospectus 
(including an attribution to the third- 
party that provided the third-party due 
diligence report), the issuer or under-
writer may refer to that section of the 
prospectus in Form ABS–15G rather 
than providing the findings and conclu-
sions itself directly in Form ABS–15G. 

(d) For purposes of paragraphs (a) 
and (b) of this section, issuer is defined 
in Rule 17g–10(d)(2) (§ 240.17g–10(d)(2) of 
this chapter) and third-party due dili-
gence report means any report con-
taining findings and conclusions of any 
due diligence services as defined in Rule 
17g–10(d)(1) (§ 240.17g–10(d)(1) of this 
chapter) performed by a third party. 

(e) The requirements of this rule 
would not apply to an offering of an 
asset-backed security if certain condi-
tions are met, including: 

(i) The offering is not required to be, 
and is not, registered under the Securi-
ties Act of 1933; 

(ii) The issuer of the rated security is 
not a U.S. person (as defined under Se-
curities Act Rule 902(k)); and 

(iii) the security issued by the issuer 
will be offered and sold upon issuance, 
and any underwriter or arranger linked 
to the security will effect transactions 
of the security after issuance, only in 
transactions that occur outside the 
United States. 

(f) The requirements of this rule 
would not apply to an offering of an 
asset-backed security if certain condi-
tions are met, including: 

(i) The issuer of the rated security is 
a municipal issuer; and 

(ii) The offering is not required to be, 
and is not, registered under the Securi-
ties Act of 1933. 

(g) For purposes of paragraph (f) of 
this section, a municipal issuer is an 
issuer (as that term is defined in Rule 

17g–10(d)(2) (§ 240.17g–10(d)(2) of this 
chapter)) that is any State or Territory 
of the United States, the District of 
Columbia, any political subdivision of 
any State, Territory or the District of 
Columbia, or any public instrumen-
tality of one or more States, Terri-
tories or the District of Columbia. 

(h) An offering of an asset-backed se-
curity that is exempted from the re-
quirements of this rule pursuant to 
paragraph (f) of this section remains 
subject to the requirements of Section 
15E(s)(4)(A) of the Act (15 U.S.C. 78o– 
7(s)(4)(A)), which requires that the 
issuer or underwriter of any asset- 
backed security shall make publicly 
available the findings and conclusions 
of any third-party due diligence report 
obtained by the issuer or underwriter. 

[79 FR 55261, Sept. 15, 2014; 79 FR 61576, Oct. 
14, 2014] 

§ 240.16a–2 Persons and transactions 
subject to section 16. 

Any person who is the beneficial 
owner, directly or indirectly, of more 
than ten percent of any class of equity 
securities (‘‘ten percent beneficial 
owner’’) registered pursuant to section 
12 of the Act (15 U.S.C. 78l), any direc-
tor or officer of the issuer of such secu-
rities, and any person specified in sec-
tion 30(h) of the Investment Company 
Act of 1940 (15 U.S.C. 80a–29(h)), includ-
ing any person specified in § 240.16a–8, 
shall be subject to the provisions of 
section 16 of the Act (15 U.S.C. 78p). 
The rules under section 16 of the Act 
apply to any class of equity securities 
of an issuer whether or not registered 
under section 12 of the Act. The rules 
under section 16 of the Act also apply 
to non-equity securities as provided by 
the Investment Company Act of 1940. 
With respect to transactions by per-
sons subject to section 16 of the Act: 

(a) A transaction(s) carried out by a 
director or officer in the six months 
prior to the director or officer becom-
ing subject to section 16 of the Act 
shall be subject to section 16 of the Act 
and reported on the first required Form 
4 only if the transaction(s) occurred 
within six months of the transaction 
giving rise to the Form 4 filing obliga-
tion and the director or officer became 
subject to section 16 of the Act solely 
as a result of the issuer registering a 

VerDate Sep<11>2014 14:47 Jul 29, 2019 Jkt 247060 PO 00000 Frm 00527 Fmt 8010 Sfmt 8010 Q:\17\17V4.TXT PC31kp
ay

ne
 o

n 
V

M
O

F
R

W
IN

70
2 

w
ith

 $
$_

JO
B

Page 282 of 1882



518 

17 CFR Ch. II (4–1–19 Edition) § 240.16a–3 

class of equity securities pursuant to 
section 12 of the Act. 

(b) A transaction(s) following the ces-
sation of director or officer status shall 
be subject to section 16 of the Act only 
if: 

(1) Executed within a period of less 
than six months of an opposite trans-
action subject to section 16(b) of the 
Act that occurred while that person 
was a director or officer; and 

(2) Not otherwise exempted from sec-
tion 16(b) of the Act pursuant to the 
provisions of this chapter. 

NOTE TO PARAGRAPH (b): For purposes of 
this paragraph, an acquisition and a disposi-
tion each shall be an opposite transaction 
with respect to the other. 

(c) The transaction that results in a 
person becoming a ten percent bene-
ficial owner is not subject to section 16 
of the Act unless the person otherwise 
is subject to section 16 of the Act. A 
ten percent beneficial owner not other-
wise subject to section 16 of the Act 
must report only those transactions 
conducted while the beneficial owner of 
more than ten percent of a class of eq-
uity securities of the issuer registered 
pursuant to section 12 of the Act. 

(d)(1) Transactions by a person or en-
tity shall be exempt from the provi-
sions of section 16 of the Act for the 12 
months following appointment and 
qualification, to the extent such person 
or entity is acting as: 

(i) Executor or administrator of the 
estate of a decedent; 

(ii) Guardian or member of a com-
mittee for an incompetent; 

(iii) Receiver, trustee in bankruptcy, 
assignee for the benefit of creditors, 
conservator, liquidating agent, or 
other similar person duly authorized 
by law to administer the estate or as-
sets of another person; or 

(iv) Fiduciary in a similar capacity. 
(2) Transactions by such person or 

entity acting in a capacity specified in 
paragraph (d)(1) of this section after 
the period specified in that paragraph 
shall be subject to section 16 of the Act 
only where the estate, trust or other 
entity is a beneficial owner of more 
than ten percent of any class of equity 

security registered pursuant to section 
12 of the Act. 

[56 FR 7265, Feb. 21, 1991, as amended at 61 
FR 30392, June 14, 1996; 67 FR 43535, June 28, 
2002; 76 FR 71877, Nov. 21, 2011] 

§ 240.16a–3 Reporting transactions and 
holdings. 

(a) Initial statements of beneficial 
ownership of equity securities required 
by section 16(a) of the Act shall be filed 
on Form 3. Statements of changes in 
beneficial ownership required by that 
section shall be filed on Form 4. An-
nual statements shall be filed on Form 
5. At the election of the reporting per-
son, any transaction required to be re-
ported on Form 5 may be reported on 
an earlier filed Form 4. All such state-
ments shall be prepared and filed in ac-
cordance with the requirements of the 
applicable form. 

(b) A person filing statements pursu-
ant to section 16(a) of the Act with re-
spect to any class of equity securities 
registered pursuant to section 12 of the 
Act need not file an additional state-
ment on Form 3: 

(1) When an additional class of equity 
securities of the same issuer becomes 
registered pursuant to section 12 of the 
Act; or 

(2) When such person assumes a dif-
ferent or an additional relationship to 
the same issuer (for example, when an 
officer becomes a director). 

(c) Any issuer that has equity securi-
ties listed on more than one national 
securities exchange may designate one 
exchange as the only exchange with 
which reports pursuant to section 16(a) 
of the Act need be filed. Such designa-
tion shall be made in writing and shall 
be filed with the Commission and with 
each national securities exchange on 
which any equity security of the issuer 
is listed at the time of such election. 
The reporting person’s obligation to 
file reports with each national securi-
ties exchange on which any equity se-
curity of the issuer is listed shall be 
satisfied by filing with the exchange so 
designated. 

(d) Any person required to file a 
statement with respect to securities of 
a single issuer under both section 16(a) 
of the Act (15 U.S.C. 78p(a)) and section 
30(h) of the Investment Company Act 
of 1940 (15 U.S.C. 80a–29(h)) may file a 
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single statement containing the re-
quired information, which will be 
deemed to be filed under both Acts. 

(e) Any person required to file a 
statement under section 16(a) of the 
Act shall, not later than the time the 
statement is transmitted for filing 
with the Commission, send or deliver a 
duplicate to the person designated by 
the issuer to receive such statements, 
or, in the absence of such a designa-
tion, to the issuer’s corporate sec-
retary or person performing equivalent 
functions. 

(f)(1) A Form 5 shall be filed by every 
person who at any time during the 
issuer’s fiscal year was subject to sec-
tion 16 of the Act with respect to such 
issuer, except as provided in paragraph 
(f)(2) of this section. The Form shall be 
filed within 45 days after the issuer’s 
fiscal year end, and shall disclose the 
following holdings and transactions 
not reported previously on Forms 3, 4 
or 5: 

(i) All transactions during the most 
recent fiscal year that were exempt 
from section 16(b) of the Act, except: 

(A) Exercises and conversions of de-
rivative securities exempt under either 
§ 240.16b–3 or § 240.16b–6(b), and any 
transaction exempt under § 240.16b–3(d), 
§ 240.16b–3(e), or § 240.16b–3(f) (these are 
required to be reported on Form 4); 

(B) Transactions exempt from section 
16(b) of the Act pursuant to § 240.16b– 
3(c), which shall be exempt from sec-
tion 16(a) of the Act; and 

(C) Transactions exempt from section 
16(a) of the Act pursuant to another 
rule; 

(ii) Transactions that constituted 
small acquisitions pursuant to 
§ 240.16a–6(a); 

(iii) All holdings and transactions 
that should have been reported during 
the most recent fiscal year, but were 
not; and 

(iv) With respect to the first Form 5 
requirement for a reporting person, all 
holdings and transactions that should 
have been reported in each of the 
issuer’s last two fiscal years but were 
not, based on the reporting person’s 
reasonable belief in good faith in the 
completeness and accuracy of the in-
formation. 

(2) Notwithstanding the above, no 
Form 5 shall be required where all 

transactions otherwise required to be 
reported on the Form 5 have been re-
ported before the due date of the Form 
5. 

Persons no longer subject to section 16 of 
the Act, but who were subject to the Section 
at any time during the issuer’s fiscal year, 
must file a Form 5 unless paragraph (f)(2) is 
satisfied. See also § 240.16a–2(b) regarding the 
reporting obligations of persons ceasing to 
be officers or directors. 

(g)(1) A Form 4 must be filed to re-
port: All transactions not exempt from 
section 16(b) of the Act; All trans-
actions exempt from section 16(b) of 
the Act pursuant to § 240.16b–3(d), 
§ 240.16b–3(e), or § 240.16b–3(f); and all ex-
ercises and conversions of derivative 
securities, regardless of whether ex-
empt from section 16(b) of the Act. 
Form 4 must be filed before the end of 
the second business day following the 
day on which the subject transaction 
has been executed. 

(2) Solely for purposes of section 
16(a)(2)(C) of the Act and paragraph 
(g)(1) of this section, the date on which 
the executing broker, dealer or plan ad-
ministrator notifies the reporting per-
son of the execution of the transaction 
is deemed the date of execution for a 
transaction where the following condi-
tions are satisfied: 

(i) the transaction is pursuant to a 
contract, instruction or written plan 
for the purchase or sale of equity secu-
rities of the issuer (as defined in § 16a– 
1(d)) that satisfies the affirmative de-
fense conditions of § 240.10b5–1(c) of this 
chapter; and 

(ii) the reporting person does not se-
lect the date of execution. 

(3) Solely for purposes of section 
16(a)(2)(C) of the Act and paragraph 
(g)(1) of this section, the date on which 
the plan administrator notifies the re-
porting person that the transaction has 
been executed is deemed the date of 
execution for a discretionary trans-
action (as defined in § 16b–3(b)(1)) for 
which the reporting person does not se-
lect the date of execution. 

(4) In the case of the transactions de-
scribed in paragraphs (g)(2) and (g)(3) of 
this section, if the notification date is 
later than the third business day fol-
lowing the trade date of the trans-
action, the date of execution is deemed 
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to be the third business day following 
the trade date of the transaction. 

(5) At the option of the reporting per-
son, transactions that are reportable 
on Form 5 may be reported on Form 4, 
so long as the Form 4 is filed no later 
than the due date of the Form 5 on 
which the transaction is otherwise re-
quired to be reported. 

(h) The date of filing with the Com-
mission shall be the date of receipt by 
the Commission. 

(i) Signatures. Where Section 16 of the 
Act, or the rules or forms thereunder, 
require a document filed with or fur-
nished to the Commission to be signed, 
such document shall be manually 
signed, or signed using either typed 
signatures or duplicated or facsimile 
versions of manual signatures. Where 
typed, duplicated or facsimile signa-
tures are used, each signatory to the 
filing shall manually sign a signature 
page or other document authen-
ticating, acknowledging or otherwise 
adopting his or her signature that ap-
pears in the filing. Such document 
shall be executed before or at the time 
the filing is made and shall be retained 
by the filer for a period of five years. 
Upon request, the filer shall furnish to 
the Commission or its staff a copy of 
any or all documents retained pursuant 
to this section. 

(j) Where more than one person sub-
ject to section 16 of the Act is deemed 
to be a beneficial owner of the same eq-
uity securities, all such persons must 
report as beneficial owners of the secu-
rities, either separately or jointly. 
Where persons in a group are deemed to 
be beneficial owners of equity securi-
ties pursuant to § 240.16a–1(a)(1) due to 
the aggregation of holdings, a single 
Form 3, 4 or 5 may be filed on behalf of 
all persons in the group. Joint and 
group filings must include all required 
information for each beneficial owner, 
and such filings must be signed by each 
beneficial owner, or on behalf of such 
owner by an authorized person. 

(k) Any issuer that maintains a cor-
porate Web site shall post on that Web 
site by the end of the business day 
after filing any Form 3, 4 or 5 filed 
under section 16(a) of the Act as to the 
equity securities of that issuer. Each 
such form shall remain accessible on 
such issuer’s Web site for at least a 12- 

month period. In the case of an issuer 
that is an investment company and 
that does not maintain its own Web 
site, if any of the issuer’s investment 
adviser, sponsor, depositor, trustee, ad-
ministrator, principal underwriter, or 
any affiliated person of the investment 
company maintains a Web site that in-
cludes the name of the issuer, the 
issuer shall comply with the posting 
requirements by posting the forms on 
one such Web site. 

[56 FR 7265, Feb. 21, 1991, as amended at 60 
FR 26622, May 17, 1995; 61 FR 30392, 30404, 
June 14, 1996; 67 FR 43535, June 28, 2002; 67 FR 
56467, Sept. 3, 2002; 68 FR 25799, May 13, 2003; 
76 FR 71877, Nov. 21, 2011] 

§ 240.16a–4 Derivative securities. 

(a) For purposes of section 16 of the 
Act, both derivative securities and the 
underlying securities to which they re-
late shall be deemed to be the same 
class of equity securities, except that 
the acquisition or disposition of any 
derivative security shall be separately 
reported. 

(b) The exercise or conversion of a 
call equivalent position shall be re-
ported on Form 4 and treated for re-
porting purposes as: 

(1) A purchase of the underlying secu-
rity; and 

(2) A closing of the derivative secu-
rity position. 

(c) The exercise or conversion of a 
put equivalent position shall be re-
ported on Form 4 and treated for re-
porting purposes as: 

(1) A sale of the underlying security; 
and 

(2) A closing of the derivative secu-
rity position. 

(d) The disposition or closing of a 
long derivative security position, as a 
result of cancellation or expiration, 
shall be exempt from section 16(a) of 
the Act if exempt from section 16(b) of 
the Act pursuant to § 240.16b–6(d). 

NOTE TO § 240.16a–4: A purchase or sale re-
sulting from an exercise or conversion of a 
derivative security may be exempt from sec-
tion 16(b) of the Act pursuant to § 240.16b–3 or 
§ 240.16b–6(b). 

[56 FR 7265, Feb. 21, 1991, as amended at 56 
FR 19927, May 1, 1991; 61 FR 30392, June 14, 
1996] 
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§ 240.16a–5 Odd-lot dealers. 

Transactions by an odd-lot dealer (a) 
in odd-lots as reasonably necessary to 
carry on odd-lot transactions, or (b) in 
round lots to offset odd-lot trans-
actions previously or simultaneously 
executed or reasonably anticipated in 
the usual course of business, shall be 
exempt from the provisions of section 
16(a) of the Act with respect to partici-
pation by such odd-lot dealer in such 
transaction. 

§ 240.16a–6 Small acquisitions. 

(a) Any acquisition of an equity secu-
rity or the right to acquire such securi-
ties, other than an acquisition from 
the issuer (including an employee ben-
efit plan sponsored by the issuer), not 
exceeding $10,000 in market value shall 
be reported on Form 5, subject to the 
following conditions: 

(1) Such acquisition, when aggre-
gated with other acquisitions of securi-
ties of the same class (including securi-
ties underlying derivative securities, 
but excluding acquisitions exempted by 
rule from section 16(b) or previously re-
ported on Form 4 or Form 5) within the 
prior six months, does not exceed a 
total of $10,000 in market value; and 

(2) The person making the acquisi-
tion does not within six months there-
after make any disposition, other than 
by a transaction exempt from section 
16(b) of the Act. 

(b) If an acquisition no longer quali-
fies for the reporting deferral in para-
graph (a) of this section, all such acqui-
sitions that have not yet been reported 
must be reported on Form 4 before the 
end of the second business day fol-
lowing the day on which the conditions 
of paragraph (a) of this section are no 
longer met. 

[56 FR 7265, Feb. 21, 1991, as amended at 61 
FR 30392, June 14, 1996; 67 FR 56467, Sept. 3, 
2002] 

§ 240.16a–7 Transactions effected in 
connection with a distribution. 

(a) Any purchase and sale, or sale and 
purchase, of a security that is made in 
connection with the distribution of a 
substantial block of securities shall be 
exempt from the provisions of section 
16(a) of the Act, to the extent specified 

in this rule, subject to the following 
conditions: 

(1) The person effecting the trans-
action is engaged in the business of dis-
tributing securities and is partici-
pating in good faith, in the ordinary 
course of such business, in the distribu-
tion of such block of securities; and 

(2) The security involved in the 
transaction is: 

(i) Part of such block of securities 
and is acquired by the person effecting 
the transaction, with a view to dis-
tribution thereof, from the issuer or 
other person on whose behalf such se-
curities are being distributed or from a 
person who is participating in good 
faith in the distribution of such block 
of securities; or 

(ii) A security purchased in good 
faith by or for the account of the per-
son effecting the transaction for the 
purpose of stabilizing the market price 
of securities of the class being distrib-
uted or to cover an over-allotment or 
other short position created in connec-
tion with such distribution. 

(b) Each person participating in the 
transaction must qualify on an indi-
vidual basis for an exemption pursuant 
to this section. 

§ 240.16a–8 Trusts. 
(a) Persons subject to section 16—(1) 

Trusts. A trust shall be subject to sec-
tion 16 of the Act with respect to secu-
rities of the issuer if the trust is a ben-
eficial owner, pursuant to § 240.16a– 
1(a)(1), of more than ten percent of any 
class of equity securities of the issuer 
registered pursuant to section 12 of the 
Act (‘‘ten percent beneficial owner’’). 

(2) Trustees, beneficiaries, and settlors. 
In determining whether a trustee, ben-
eficiary, or settlor is a ten percent ben-
eficial owner with respect to the issuer: 

(i) Such persons shall be deemed the 
beneficial owner of the issuer’s securi-
ties held by the trust, to the extent 
specified by § 240.16a–1(a)(1); and 

(ii) Settlors shall be deemed the ben-
eficial owner of the issuer’s securities 
held by the trust where they have the 
power to revoke the trust without the 
consent of another person. 

(b) Trust Holdings and Transactions. 
Holdings and transactions in the 
issuer’s securities held by a trust shall 
be reported by the trustee on behalf of 
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the trust, if the trust is subject to sec-
tion 16 of the Act, except as provided 
below. Holdings and transactions in the 
issuer’s securities held by a trust 
(whether or not subject to section 16 of 
the Act) may be reportable by other 
parties as follows: 

(1) Trusts. The trust need not report 
holdings and transactions in the 
issuer’s securities held by the trust in 
an employee benefit plan subject to the 
Employee Retirement Income Security 
Act over which no trustee exercises in-
vestment control. 

(2) Trustees. If, as provided by 
§ 240.16a–1(a)(2), a trustee subject to 
section 16 of the Act has a pecuniary 
interest in any holding or transaction 
in the issuer’s securities held by the 
trust, such holding or transaction shall 
be attributed to the trustee and shall 
be reported by the trustee in the trust-
ee’s individual capacity, as well as on 
behalf of the trust. With respect to per-
formance fees and holdings of the 
trustee’s immediate family, trustees 
shall be deemed to have a pecuniary in-
terest in the trust holdings and trans-
actions in the following circumstances: 

(i) A performance fee is received that 
does not meet the proviso of § 240.16a– 
1(a)(2)(ii)(C); or 

(ii) At least one beneficiary of the 
trust is a member of the trustee’s im-
mediate family. The pecuniary interest 
of the immediate family member(s) 
shall be attributed to and reported by 
the trustee. 

(3) Beneficiaries. A beneficiary subject 
to section 16 of the Act shall have or 
share reporting obligations with re-
spect to transactions in the issuer’s se-
curities held by the trust, if the bene-
ficiary is a beneficial owner of the se-
curities pursuant to § 240.16a–1(a)(2), as 
follows: 

(i) If a beneficiary shares investment 
control with the trustee with respect 
to a trust transaction, the transaction 
shall be attributed to and reported by 
both the beneficiary and the trust; 

(ii) If a beneficiary has investment 
control with respect to a trust trans-
action without consultation with the 
trustee, the transaction shall be attrib-
uted to and reported by the beneficiary 
only; and 

(iii) In making a determination as to 
whether a beneficiary is the beneficial 

owner of the securities pursuant to 
§ 240.16a–1(a)(2), beneficiaries shall be 
deemed to have a pecuniary interest in 
the issuer’s securities held by the trust 
to the extent of their pro rata interest 
in the trust where the trustee does not 
exercise exclusive investment control. 

NOTE TO PARAGRAPH (b)(3): Transactions 
and holdings attributed to a trust bene-
ficiary may be reported by the trustee on be-
half of the beneficiary, provided that the re-
port is signed by the beneficiary or other au-
thorized person. Where the transactions and 
holdings are attributed both to the trustee 
and trust beneficiary, a joint report may be 
filed in accordance with § 240.16a–3(j). 

(4) Settlors. If a settlor subject to sec-
tion 16 of the Act reserves the right to 
revoke the trust without the consent of 
another person, the trust holdings and 
transactions shall be attributed to and 
reported by the settlor instead of the 
trust; Provided, however, That if the 
settlor does not exercise or share in-
vestment control over the issuer’s se-
curities held by the trust, the trust 
holdings and transactions shall be at-
tributed to and reported by the trust 
instead of the settlor. 

(c) Remainder interests. Remainder in-
terests in a trust are deemed not to 
confer beneficial ownership for pur-
poses of section 16 of the Act, provided 
that the persons with the remainder in-
terests have no power, directly or indi-
rectly, to exercise or share investment 
control over the trust. 

(d) A trust, trustee, beneficiary or 
settlor becoming subject to section 
16(a) of the Act pursuant to this rule 
also shall be subject to sections 16(b) 
and 16(c) of the Act. 

[56 FR 7265, Feb. 21, 1991, as amended at 56 
FR 19927, May 1, 1991; 61 FR 30392, June 14, 
1996; 67 FR 56467, Sept. 3, 2002] 

§ 240.16a–9 Stock splits, stock divi-
dends, and pro rata rights. 

The following shall be exempt from 
section 16 of the Act: 

(a) The increase or decrease in the 
number of securities held as a result of 
a stock split or stock dividend applying 
equally to all securities of a class, in-
cluding a stock dividend in which eq-
uity securities of a different issuer are 
distributed; and 
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(b) The acquisition of rights, such as 
shareholder or pre-emptive rights, pur-
suant to a pro rata grant to all holders 
of the same class of equity securities 
registered under section 12 of the Act. 

NOTE: The exercise or sale of a pro rata 
right shall be reported pursuant to § 240.16a– 
4 and the exercise shall be eligible for exemp-
tion from section 16(b) of the Act pursuant 
to § 240.16b–6(b). 

[56 FR 7265, Feb. 21, 1991, as amended at 61 
FR 30393, June 14, 1996] 

§ 240.16a–10 Exemptions under section 
16(a). 

Except as provided in § 240.16a–6, any 
transaction exempted from the require-
ments of section 16(a) of the Act, inso-
far as it is otherwise subject to the pro-
visions of section 16(b), shall be like-
wise exempt from section 16(b) of the 
Act. 

§ 240.16a–11 Dividend or interest rein-
vestment plans. 

Any acquisition of securities result-
ing from the reinvestment of dividends 
or interest on securities of the same 
issuer shall be exempt from section 16 
of the Act if the acquisition is made 
pursuant to a plan providing for the 
regular reinvestment of dividends or 
interest and the plan provides for 
broad-based participation, does not dis-
criminate in favor of employees of the 
issuer, and operates on substantially 
the same terms for all plan partici-
pants. 

[61 FR 30393, June 14, 1996] 

§ 240.16a–12 Domestic relations orders. 
The acquisition or disposition of eq-

uity securities pursuant to a domestic 
relations order, as defined in the Inter-
nal Revenue Code or Title I of the Em-
ployee Retirement Income Security 
Act, or the rules thereunder, shall be 
exempt from section 16 of the Act. 

[61 FR 30393, June 14, 1996] 

§ 240.16a–13 Change in form of bene-
ficial ownership. 

A transaction, other than the exer-
cise or conversion of a derivative secu-
rity or deposit into or withdrawal from 
a voting trust, that effects only a 
change in the form of beneficial owner-
ship without changing a person’s pecu-

niary interest in the subject equity se-
curities shall be exempt from section 16 
of the Act. 

[61 FR 30393, June 14, 1996] 

EXEMPTION OF CERTAIN TRANSACTIONS 
FROM SECTION 16(b) 

SOURCE: Sections 240.16b–1 through 240.16b– 
8 appear at 56 FR 7270, Feb. 21, 1991, unless 
otherwise noted. 

§ 240.16b–1 Transactions approved by 
a regulatory authority. 

Any purchase and sale, or sale and 
purchase, of a security shall be exempt 
from section 16(b) of the Act, if the 
transaction is effected by an invest-
ment company registered under the In-
vestment Company Act of 1940 (15 
U.S.C. 80a–1 et seq.) and both the pur-
chase and sale of such security have 
been exempted from the provisions of 
section 17(a) (15 U.S.C. 80a–17(a)) of the 
Investment Company Act of 1940, by 
rule or order of the Commission. 

[56 FR 7270, Feb. 21, 1991, as amended at 61 
FR 30404, June 14, 1996; 76 FR 71877, Nov. 21, 
2011] 

§ 240.16b–2 [Reserved] 

§ 240.16b–3 Transactions between an 
issuer and its officers or directors. 

(a) General. A transaction between 
the issuer (including an employee ben-
efit plan sponsored by the issuer) and 
an officer or director of the issuer that 
involves issuer equity securities shall 
be exempt from section 16(b) of the Act 
if the transaction satisfies the applica-
ble conditions set forth in this section. 

(b) Definitions—(1) A Discretionary 
Transaction shall mean a transaction 
pursuant to an employee benefit plan 
that: 

(i) Is at the volition of a plan partici-
pant; 

(ii) Is not made in connection with 
the participant’s death, disability, re-
tirement or termination of employ-
ment; 

(iii) Is not required to be made avail-
able to a plan participant pursuant to 
a provision of the Internal Revenue 
Code; and 

(iv) Results in either an intra-plan 
transfer involving an issuer equity se-
curities fund, or a cash distribution 
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funded by a volitional disposition of an 
issuer equity security. 

(2) An Excess Benefit Plan shall mean 
an employee benefit plan that is oper-
ated in conjunction with a Qualified 
Plan, and provides only the benefits or 
contributions that would be provided 
under a Qualified Plan but for any ben-
efit or contribution limitations set 
forth in the Internal Revenue Code of 
1986, or any successor provisions there-
of. 

(3)(i) A Non-Employee Director shall 
mean a director who: 

(A) Is not currently an officer (as de-
fined in § 240.16a-1(f)) of the issuer or a 
parent or subsidiary of the issuer, or 
otherwise currently employed by the 
issuer or a parent or subsidiary of the 
issuer; 

(B) Does not receive compensation, 
either directly or indirectly, from the 
issuer or a parent or subsidiary of the 
issuer, for services rendered as a con-
sultant or in any capacity other than 
as a director, except for an amount 
that does not exceed the dollar amount 
for which disclosure would be required 
pursuant to § 229.404(a) of this chapter; 
and 

(C) Does not possess an interest in 
any other transaction for which disclo-
sure would be required pursuant to 
§ 229.404(a) of this chapter. 

(ii) Notwithstanding paragraph 
(b)(3)(i) of this section, a Non-Employee 
Director of a closed-end investment 
company shall mean a director who is 
not an ‘‘interested person’’ of the 
issuer, as that term is defined in Sec-
tion 2(a)(19) of the Investment Com-
pany Act of 1940. 

(4) A Qualified Plan shall mean an 
employee benefit plan that satisfies 
the coverage and participation require-
ments of sections 410 and 401(a)(26) of 
the Internal Revenue Code of 1986, or 
any successor provisions thereof. 

(5) A Stock Purchase Plan shall mean 
an employee benefit plan that satisfies 
the coverage and participation require-
ments of sections 423(b)(3) and 423(b)(5), 
or section 410, of the Internal Revenue 
Code of 1986, or any successor provi-
sions thereof. 

(c) Tax-conditioned plans. Any trans-
action (other than a Discretionary 
Transaction) pursuant to a Qualified 
Plan, an Excess Benefit Plan, or a 

Stock Purchase Plan shall be exempt 
without condition. 

(d) Acquisitions from the issuer. Any 
transaction, other than a Discre-
tionary Transaction, involving an ac-
quisition from the issuer (including 
without limitation a grant or award), 
whether or not intended for a compen-
satory or other particular purpose, 
shall be exempt if: 

(1) The transaction is approved by 
the board of directors of the issuer, or 
a committee of the board of directors 
that is composed solely of two or more 
Non-Employee Directors; 

(2) The transaction is approved or 
ratified, in compliance with section 14 
of the Act, by either: the affirmative 
votes of the holders of a majority of 
the securities of the issuer present, or 
represented, and entitled to vote at a 
meeting duly held in accordance with 
the applicable laws of the state or 
other jurisdiction in which the issuer is 
incorporated; or the written consent of 
the holders of a majority of the securi-
ties of the issuer entitled to vote; pro-
vided that such ratification occurs no 
later than the date of the next annual 
meeting of shareholders; or 

(3) The issuer equity securities so ac-
quired are held by the officer or direc-
tor for a period of six months following 
the date of such acquisition, provided 
that this condition shall be satisfied 
with respect to a derivative security if 
at least six months elapse from the 
date of acquisition of the derivative se-
curity to the date of disposition of the 
derivative security (other than upon 
exercise or conversion) or its under-
lying equity security. 

(e) Dispositions to the issuer. Any 
transaction, other than a Discre-
tionary Transaction, involving the dis-
position to the issuer of issuer equity 
securities, whether or not intended for 
a compensatory or other particular 
purpose, shall be exempt, provided that 
the terms of such disposition are ap-
proved in advance in the manner pre-
scribed by either paragraph (d)(1) or 
paragraph (d)(2) of this section. 

(f) Discretionary Transactions. A Dis-
cretionary Transaction shall be exempt 
only if effected pursuant to an election 
made at least six months following the 
date of the most recent election, with 
respect to any plan of the issuer, that 
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effected a Discretionary Transaction 
that was: 

(1) An acquisition, if the transaction 
to be exempted would be a disposition; 
or 

(2) A disposition, if the transaction 
to be exempted would be an acquisi-
tion. 

NOTES TO § 240.16b–3 

NOTE (1): The exercise or conversion of a 
derivative security that does not satisfy the 
conditions of this section is eligible for ex-
emption from section 16(b) of the Act to the 
extent that the conditions of § 240.16b–6(b) 
are satisfied. 

NOTE (2): Section 16(a) reporting require-
ments applicable to transactions exempt 
pursuant to this section are set forth in 
§ 240.16a–3(f) and (g) and § 240.16a–4. 

NOTE (3): The approval conditions of para-
graphs (d)(1), (d)(2) and (e) of this section re-
quire the approval of each specific trans-
action, and are not satisfied by approval of a 
plan in its entirety except for the approval of 
a plan pursuant to which the terms and con-
ditions of each transaction are fixed in ad-
vance, such as a formula plan. Where the 
terms of a subsequent transaction (such as 
the exercise price of an option, or the provi-
sion of an exercise or tax withholding right) 
are provided for in a transaction as initially 
approved pursuant to paragraphs (d)(1), (d)(2) 
or (e), such subsequent transaction shall not 
require further specific approval. 

NOTE (4): For purposes of determining a di-
rector’s status under those portions of para-
graph (b)(3)(i) that reference § 229.404(a) of 
this chapter, an issuer may rely on the dis-
closure provided under § 229.404(a) of this 
chapter for the issuer’s most recent fiscal 
year contained in the most recent filing in 
which disclosure required under § 229.404(a) is 
presented. Where a transaction disclosed in 
that filing was terminated before the direc-
tor’s proposed service as a Non-Employee Di-
rector, that transaction will not bar such 
service. The issuer must believe in good faith 
that any current or contemplated trans-
action in which the director participates will 
not be required to be disclosed under 
§ 229.404(a) of this chapter, based on informa-
tion readily available to the issuer and the 
director at the time such director proposes 
to act as a Non-Employee Director. At such 
time as the issuer believes in good faith, 
based on readily available information, that 
a current or contemplated transaction with 
a director will be required to be disclosed 
under § 229.404(a) in a future filing, the direc-
tor no longer is eligible to serve as a Non- 
Employee Director; provided, however, that 
this determination does not result in retro-
active loss of a Rule 16b-3 exemption for a 
transaction previously approved by the di-
rector while serving as a Non-Employee Di-

rector consistent with this note. In making 
the determinations specified in this Note, 
the issuer may rely on information it ob-
tains from the director, for example, pursu-
ant to a response to an inquiry. 

[61 FR 30393, June 14, 1996, as amended at 70 
FR 46089, Aug. 9, 2005; 71 FR 53263, Sept. 8, 
2006] 

§ 240.16b–4 [Reserved] 

§ 240.16b–5 Bona fide gifts and inherit-
ance. 

Both the acquisition and the disposi-
tion of equity securities shall be ex-
empt from the operation of section 
16(b) of the Act if they are: (a) Bona 
fide gifts; or (b) transfers of securities 
by will or the laws of descent and dis-
tribution. 

§ 240.16b–6 Derivative securities. 

(a) The establishment of or increase 
in a call equivalent position or liquida-
tion of or decrease in a put equivalent 
position shall be deemed a purchase of 
the underlying security for purposes of 
section 16(b) of the Act, and the estab-
lishment of or increase in a put equiva-
lent position or liquidation of or de-
crease in a call equivalent position 
shall be deemed a sale of the under-
lying securities for purposes of section 
16(b) of the Act: Provided, however, 
That if the increase or decrease occurs 
as a result of the fixing of the exercise 
price of a right initially issued without 
a fixed price, where the date the price 
is fixed is not known in advance and is 
outside the control of the recipient, the 
increase or decrease shall be exempt 
from section 16(b) of the Act with re-
spect to any offsetting transaction 
within the six months prior to the date 
the price is fixed. 

(b) The closing of a derivative secu-
rity position as a result of its exercise 
or conversion shall be exempt from the 
operation of section 16(b) of the Act, 
and the acquisition of underlying secu-
rities at a fixed exercise price due to 
the exercise or conversion of a call 
equivalent position or the disposition 
of underlying securities at a fixed exer-
cise price due to the exercise of a put 
equivalent position shall be exempt 
from the operation of section 16(b) of 
the Act: Provided, however, That the ac-
quisition of underlying securities from 
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the exercise of an out-of-the-money op-
tion, warrant, or right shall not be ex-
empt unless the exercise is necessary 
to comport with the sequential exer-
cise provisions of the Internal Revenue 
Code (26 U.S.C. 422A). 

NOTE TO PARAGRAPH (b): The exercise or 
conversion of a derivative security that does 
not satisfy the conditions of this section is 
eligible for exemption from section 16(b) of 
the Act to the extent that the conditions of 
§ 240.16b–3 are satisfied. 

(c) In determining the short-swing 
profit recoverable pursuant to section 
16(b) of the Act from transactions in-
volving the purchase and sale or sale 
and purchase of derivative and other 
securities, the following rules apply: 

(1) Short-swing profits in trans-
actions involving the purchase and sale 
or sale and purchase of derivative secu-
rities that have identical characteris-
tics (e.g., purchases and sales of call 
options of the same strike price and ex-
piration date, or purchases and sales of 
the same series of convertible deben-
tures) shall be measured by the actual 
prices paid or received in the short- 
swing transactions. 

(2) Short-swing profits in trans-
actions involving the purchase and sale 
or sale and purchase of derivative secu-
rities having different characteristics 
but related to the same underlying se-
curity (e.g., the purchase of a call op-
tion and the sale of a convertible de-
benture) or derivative securities and 
underlying securities shall not exceed 
the difference in price of the under-
lying security on the date of purchase 
or sale and the date of sale or purchase. 
Such profits may be measured by cal-
culating the short-swing profits that 
would have been realized had the sub-
ject transactions involved purchases 
and sales solely of the derivative secu-
rity that was purchased or solely of the 
derivative security that was sold, val-
ued as of the time of the matching pur-
chase or sale, and calculated for the 
lesser of the number of underlying se-
curities actually purchased or sold. 

(d) Upon cancellation or expiration of 
an option within six months of the 
writing of the option, any profit de-
rived from writing the option shall be 
recoverable under section 16(b) of the 
Act. The profit shall not exceed the 
premium received for writing the op-

tion. The disposition or closing of a 
long derivative security position, as a 
result of cancellation or expiration, 
shall be exempt from section 16(b) of 
the Act where no value is received from 
the cancellation or expiration. 

[56 FR 7270, Feb. 21, 1991, as amended at 61 
FR 30394, June 14, 1996] 

§ 240.16b–7 Mergers, reclassifications, 
and consolidations. 

(a) The following transactions shall 
be exempt from the provisions of sec-
tion 16(b) of the Act: 

(1) The acquisition of a security of a 
company, pursuant to a merger, reclas-
sification or consolidation, in exchange 
for a security of a company that before 
the merger, reclassification or consoli-
dation, owned 85 percent or more of ei-
ther: 

(i) The equity securities of all other 
companies involved in the merger, re-
classification or consolidation, or in 
the case of a consolidation, the result-
ing company; or 

(ii) The combined assets of all the 
companies involved in the merger, re-
classification or consolidation, com-
puted according to their book values 
before the merger, reclassification or 
consolidation as determined by ref-
erence to their most recent available 
financial statements for a 12 month pe-
riod before the merger, reclassification 
or consolidation, or such shorter time 
as the company has been in existence. 

(2) The disposition of a security, pur-
suant to a merger, reclassification or 
consolidation, of a company that be-
fore the merger, reclassification or 
consolidation, owned 85 percent or 
more of either: 

(i) The equity securities of all other 
companies involved in the merger, re-
classification or consolidation or, in 
the case of a consolidation, the result-
ing company; or 

(ii) The combined assets of all the 
companies undergoing merger, reclassi-
fication or consolidation, computed ac-
cording to their book values before the 
merger, reclassification or consolida-
tion as determined by reference to 
their most recent available financial 
statements for a 12 month period be-
fore the merger, reclassification or 
consolidation. 
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(b) A merger within the meaning of 
this section shall include the sale or 
purchase of substantially all the assets 
of one company by another in exchange 
for equity securities which are then 
distributed to the security holders of 
the company that sold its assets. 

(c) The exemption provided by this 
section applies to any securities trans-
action that satisfies the conditions 
specified in this section and is not con-
ditioned on the transaction satisfying 
any other conditions. 

(d) Notwithstanding the foregoing, if 
a person subject to section 16 of the 
Act makes any non-exempt purchase of 
a security in any company involved in 
the merger, reclassification or consoli-
dation and any non-exempt sale of a se-
curity in any company involved in the 
merger, reclassification or consolida-
tion within any period of less than six 
months during which the merger, re-
classification or consolidation took 
place, the exemption provided by this 
section shall be unavailable to the ex-
tent of such purchase and sale. 

[70 FR 46089, Aug. 9, 2005] 

§ 240.16b–8 Voting trusts. 
Any acquisition or disposition of an 

equity security or certificate rep-
resenting equity securities involved in 
the deposit or withdrawal from a vot-
ing trust or deposit agreement shall be 
exempt from section 16(b) of the Act if 
substantially all of the assets held 
under the voting trust or deposit agree-
ment immediately after the deposit or 
immediately prior to the withdrawal 
consisted of equity securities of the 
same class as the security deposited or 
withdrawn: Provided, however, That 
this exemption shall not apply if there 
is a non-exempt purchase or sale of an 
equity security of the class deposited 
within six months (including the date 
of withdrawal or deposit) of a non-ex-
empt sale or purchase, respectively, of 
any certificate representing such eq-
uity security (other than the actual de-
posit or withdrawal). 

EXEMPTION OF CERTAIN TRANSACTIONS 
FROM SECTION 16(c) 

SOURCE: Sections 240.16c–1 through 240.16c– 
4 appear at 56 FR 7273, Feb. 21, 1991, unless 
otherwise noted. 

§ 240.16c–1 Brokers. 
Any transaction shall be exempt 

from section 16(c) of the Act to the ex-
tent necessary to render lawful the 
execution by a broker of an order for 
an account in which the broker has no 
direct or indirect interest. 

§ 240.16c–2 Transactions effected in 
connection with a distribution. 

Any transaction shall be exempt 
from section 16(c) of the Act to the ex-
tent necessary to render lawful any 
sale made by or on behalf of a dealer in 
connection with a distribution of a sub-
stantial block of securities, where the 
sale is represented by an over-allot-
ment in which the dealer is partici-
pating as a member of an underwriting 
group, or the dealer or a person acting 
on the dealer’s behalf intends in good 
faith to offset such sale with a security 
to be acquired by or on behalf of the 
dealer as a participant in an under-
writing, selling, or soliciting-dealer 
group of which the dealer is a member 
at the time of the sale, whether or not 
the security to be acquired is subject 
to a prior offering to existing security 
holders or some other class of persons. 

§ 240.16c–3 Exemption of sales of secu-
rities to be acquired. 

(a) Whenever any person is entitled, 
incident to ownership of an issued se-
curity and without the payment of con-
sideration, to receive another security 
‘‘when issued’’ or ‘‘when distributed,’’ 
the sale of the security to be acquired 
shall be exempt from the operation of 
section 16(c) of the Act: Provided, That: 

(1) The sale is made subject to the 
same conditions as those attaching to 
the right of acquisition; 

(2) Such person exercises reasonable 
diligence to deliver such security to 
the purchaser promptly after the right 
of acquisition matures; and 

(3) Such person reports the sale on 
the appropriate form for reporting 
transactions by persons subject to sec-
tion 16(a) of the Act. 

(b) This section shall not exempt 
transactions involving both a sale of 
the issued security and a sale of a secu-
rity ‘‘when issued’’ or ‘‘when distrib-
uted’’ if the combined transactions re-
sult in a sale of more securities than 
the aggregate of issued securities 
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owned by the seller plus those to be re-
ceived for the other security ‘‘when 
issued’’ or ‘‘when distributed.’’ 

§ 240.16c–4 Derivative securities. 
Establishing or increasing a put 

equivalent position shall be exempt 
from section 16(c) of the Act, so long as 
the amount of securities underlying 
the put equivalent position does not 
exceed the amount of underlying secu-
rities otherwise owned. 

ARBITRAGE TRANSACTIONS 

§ 240.16e–1 Arbitrage transactions 
under section 16. 

It shall be unlawful for any director 
or officer of an issuer of an equity secu-
rity which is registered pursuant to 
section 12 of the Act to effect any for-
eign or domestic arbitrage transaction 
in any equity security of such issuer, 
whether registered or not, unless he 
shall include such transaction in the 
statements required by section 16(a) 
and shall account to such issuer for the 
profits arising from such transaction, 
as provided in section 16(b). The provi-
sion of section 16(c) shall not apply to 
such arbitrage transactions. The provi-
sions of section 16 shall not apply to 
any bona fide foreign or domestic arbi-
trage transaction insofar as it is ef-
fected by any person other than such 
director or officer of the issuer of such 
security. 

(Secs. 4, 12, 13, 15, 16, 19, 24, 48 Stat. 77, 892, 
894, 895, 896, 85, as amended, 901; 15 U.S.C. 77d, 
78l, 78m, 78o, 78p, 77s, 78x) 

[30 FR 2025, Feb. 13, 1965] 

PRESERVATION OF RECORDS AND RE-
PORTS OF CERTAIN STABILIZING AC-
TIVITIES 

§ 240.17a–1 Recordkeeping rule for na-
tional securities exchanges, na-
tional securities associations, reg-
istered clearing agencies and the 
Municipal Securities Rulemaking 
Board. 

(a) Every national securities ex-
change, national securities association, 
registered clearing agency and the Mu-
nicipal Securities Rulemaking Board 
shall keep and preserve at least one 
copy of all documents, including all 
correspondence, memoranda, papers, 

books, notices, accounts, and other 
such records as shall be made or re-
ceived by it in the course of its busi-
ness as such and in the conduct of its 
self-regulatory activity. 

(b) Every national securities ex-
change, national securities association, 
registered clearing agency and the Mu-
nicipal Securities Rulemaking Board 
shall keep all such documents for a pe-
riod of not less than five years, the 
first two years in an easily accessible 
place, subject to the destruction and 
disposition provisions of Rule 17a–6. 

(c) Every national securities ex-
change, registered securities associa-
tion, registered clearing agency and 
the Municipal Securities Rulemaking 
Board shall, upon request of any rep-
resentative of the Commission, 
promptly furnish to the possession of 
such representative copies of any docu-
ments required to be kept and pre-
served by it pursuant to paragraphs (a) 
and (b) of this section. 

[45 FR 79426, Dec. 1, 1980] 

§ 240.17a–2 Recordkeeping require-
ments relating to stabilizing activi-
ties. 

(a) Scope of section. This section shall 
apply to any person who effects any 
purchase of a security subject to 
§ 242.104 of this chapter for the purpose 
of, or who participates in a syndicate 
or group that engages in, ‘‘stabilizing,’’ 
as defined in § 242.100 of this chapter, 
the price of any security; or effects a 
purchase that is a ‘‘syndicate covering 
transaction,’’ as defined in § 242.100 of 
this chapter; or imposes a ‘‘penalty 
bid,’’ as defined in § 242.100 of this chap-
ter: 

(1) With respect to which a registra-
tion statement has been, or is to be, 
filed pursuant to the Securities Act of 
1933 (15 U.S.C. 77a et seq.); or 

(2) Which is being, or is to be, offered 
pursuant to an exemption from reg-
istration under Regulation A (§§ 230.251 
through 230.263 of this chapter) adopted 
under the Securities Act of 1933 (15 
U.S.C. 77a et seq.); or 

(3) Which is being, or is to be, other-
wise offered, if the aggregate offering 
price of the securities being offered ex-
ceeds $5,000,000. 
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(b) Definitions. For purposes of this 
section, the following definitions shall 
apply: 

(1) The term manager shall mean the 
person stabilizing or effecting syn-
dicate covering transactions or impos-
ing a penalty bid for its sole account or 
for the account of a syndicate or group 
in which it is a participant, and who, 
by contract or otherwise, deals with 
the issuer, organizes the selling effort, 
receives some benefit from the under-
writing that is not shared by other un-
derwriters, or represents any other un-
derwriters in such matters as main-
taining the records of the distribution 
and arranging for allotments of the se-
curities offered. 

(2) The term exempted security means 
an exempted security as defined in sec-
tion 3(a)(12) of the Act, including secu-
rities issued, or guaranteed both as to 
principal and interest, by the Inter-
national Bank for Reconstruction and 
Development. 

(c) Records relating to stabilizing, syn-
dicate covering transactions, and penalty 
bids required to be maintained by man-
ager. Any person subject to this section 
who acts as a manager and stabilizes or 
effects syndicate covering transactions 
or imposes a penalty bid shall: 

(1) Promptly record and maintain the 
following separately retrievable infor-
mation, for a period of not less than 
three years, the first two years in an 
easily accessible place; Provided, how-
ever, That if the information is in a 
record required to be made pursuant to 
§ 240.17a–3 or § 240.17a–4, or otherwise 
preserved, such information need not 
be maintained in a separate file if the 
person can sort promptly and retrieve 
the information as if it had been kept 
in a separate file as a record made pur-
suant to, and preserves the information 
in accordance with the time periods 
specified in, this paragraph (c)(1): 

(i) The name and class of any secu-
rity stabilized or any security in which 
syndicate covering transactions have 
been effected or a penalty bid has been 
imposed; 

(ii) The price, date, and time at 
which each stabilizing purchase or syn-
dicate covering transaction was ef-
fected by the manager or by any par-
ticipant in the syndicate or group, and 
whether any penalties were assessed; 

(iii) The names and the addresses of 
the members of the syndicate or group; 

(iv) Their respective commitments, 
or, in the case of a standby or contin-
gent underwriting, the percentage par-
ticipation of each member of the syn-
dicate or group therein; and 

(v) The dates when any penalty bid 
was in effect. 

(2) Promptly furnish to each of the 
members of the syndicate or group the 
name and class of any security being 
stabilized, and the date and time at 
which the first stabilizing purchase 
was effected by the manager or by any 
participant in the syndicate or group; 
and 

(3) Promptly notify each of the mem-
bers of such syndicate or group of the 
date and time when stabilizing was ter-
minated. 

(d) Notification to manager. Any per-
son who has a participation in a syn-
dicate account but who is not a man-
ager of such account, and who effects 
one or more stabilizing purchases or 
syndicate covering transactions for its 
sole account or for the account of a 
syndicate or group, shall within three 
business days following such purchase 
notify the manager of the price, date, 
and time at which such stabilizing pur-
chase or syndicate covering trans-
action was effected, and shall in addi-
tion notify the manager of the date and 
time when such stabilizing purchase or 
syndicate covering transaction was ter-
minated. The manager shall maintain 
such notifications in a separate file, to-
gether with the information required 
by paragraph (c)(1) of this section, for a 
period of not less than three years, the 
first two years in an easily accessible 
place. 

(Secs. 9(a)(6), 10(b), 17(a) and 23(a) of the Act, 
15 U.S.C. 78i(a)(6), 78j(b), 78q(a) and 78w(a)) 

[48 FR 41378, Sept. 15, 1983, as amended at 62 
FR 544, Jan. 3, 1997] 

§ 240.17a–3 Records to be made by cer-
tain exchange members, brokers 
and dealers. 

(a) Every member of a national secu-
rities exchange who transacts a busi-
ness in securities directly with others 
than members of a national securities 
exchange, and every broker or dealer 
who transacts a business in securities 
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through the medium of any such mem-
ber, and every broker or dealer reg-
istered pursuant to section 15 of the 
Securities Exchange Act of 1934, as 
amended, (48 Stat. 895, 49 Stat. 1377, 52 
Stat. 1075; 15 U.S.C. 78o) shall make and 
keep current the following books and 
records relating to its business: 

(1) Blotters (or other records of origi-
nal entry) containing an itemized daily 
record of all purchases and sales of se-
curities, all receipts and deliveries of 
securities (including certificate num-
bers), all receipts and disbursements of 
cash and all other debits and credits. 
Such records shall show the account 
for which each such transaction was ef-
fected, the name and amount of securi-
ties, the unit and aggregate purchase 
or sale price (if any), the trade date, 
and the name or other designation of 
the person from whom purchased or re-
ceived or to whom sold or delivered. 

(2) Ledgers (or other records) reflect-
ing all assets and liabilities, income 
and expense and capital accounts. 

(3) Ledger accounts (or other records) 
itemizing separately as to each cash 
and margin account of every customer 
and of such member, broker or dealer 
and partners thereof, all purchases, 
sales, receipts and deliveries of securi-
ties and commodities for such account 
and all other debits and credits to such 
account. 

(4) Ledgers (or other records) reflect-
ing the following: 

(i) Securities in transfer; 
(ii) Dividends and interest received; 
(iii) Securities borrowed and securi-

ties loaned; 
(iv) Moneys borrowed and moneys 

loaned (together with a record of the 
collateral therefor and any substi-
tutions in such collateral); 

(v) Securities failed to receive and 
failed to deliver; 

(vi) All long and all short securities 
record differences arising from the ex-
amination, count, verification and 
comparison pursuant to §§ 240.17a–5, 
240.17a–12, and 240.17a–13 (by date of ex-
amination, count, verification and 
comparison showing for each security 
the number of long or short count dif-
ferences); 

(vii) Repurchase and reverse repur-
chase agreements; 

(5) A securities record or ledger re-
flecting separately for each security as 
of the clearance dates all ‘‘long’’ or 
‘‘short’’ positions (including securities 
in safekeeping and securities that are 
the subjects of repurchase or reverse 
repurchase agreements) carried by such 
member, broker or dealer for its ac-
count of for the account of its cus-
tomers or partners or others and show-
ing the location of all securities long 
and the offsetting position to all secu-
rities short, including long security 
count differences and short security 
count differences classified by the date 
of the physical count and verification 
in which they were discovered, and in 
all cases the name or designation of 
the account in which each position is 
carried. 

(6)(i) A memorandum of each broker-
age order, and of any other instruction, 
given or received for the purchase or 
sale of securities, whether executed or 
unexecuted. The memorandum shall 
show the terms and conditions of the 
order or instructions and of any modi-
fication or cancellation thereof; the ac-
count for which entered; the time the 
order was received; the time of entry; 
the price at which executed; the iden-
tity of each associated person, if any, 
responsible for the account; the iden-
tity of any other person who entered or 
accepted the order on behalf of the cus-
tomer or, if a customer entered the 
order on an electronic system, a nota-
tion of that entry; and, to the extent 
feasible, the time of execution or can-
cellation. The memorandum need not 
show the identity of any person, other 
than the associated person responsible 
for the account, who may have entered 
or accepted the order if the order is en-
tered into an electronic system that 
generates the memorandum and if that 
system is not capable of receiving an 
entry of the identity of any person 
other than the responsible associated 
person; in that circumstance, the mem-
ber, broker or dealer shall produce 
upon request by a representative of a 
securities regulatory authority a sepa-
rate record which identifies each other 
person. An order entered pursuant to 
the exercise of discretionary authority 
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by the member, broker or dealer, or as-
sociated person thereof, shall be so des-
ignated. The term instruction shall in-
clude instructions between partners 
and employees of a member, broker or 
dealer. The term time of entry shall 
mean the time when the member, 
broker or dealer transmits the order or 
instruction for execution. 

(ii) This memorandum need not be 
made as to a purchase, sale or redemp-
tion of a security on a subscription 
way basis directly from or to the 
issuer, if the member, broker or dealer 
maintains a copy of the customer’s 
subscription agreement regarding a 
purchase, or a copy of any other docu-
ment required by the issuer regarding a 
sale or redemption. 

(7) A memorandum of each purchase 
and sale for the account of the mem-
ber, broker, or dealer showing the price 
and, to the extent feasible, the time of 
execution; and, in addition, where the 
purchase or sale is with a customer 
other than a broker or dealer, a memo-
randum of each order received, showing 
the time of receipt; the terms and con-
ditions of the order and of any modi-
fication thereof; the account for which 
it was entered; the identity of each as-
sociated person, if any, responsible for 
the account; the identity of any other 
person who entered or accepted the 
order on behalf of the customer or, if a 
customer entered the order on an elec-
tronic system, a notation of that 
entry. The memorandum need not show 
the identity of any person other than 
the associated person responsible for 
the account who may have entered the 
order if the order is entered into an 
electronic system that generates the 
memorandum and if that system is not 
capable of receiving an entry of the 
identity of any person other than the 
responsible associated person: in that 
circumstance, the member, broker or 
dealer shall produce upon request by a 
representative of a securities regu-
latory authority a separate record 
which identifies each other person. An 
order with a customer other than a 
member, broker or dealer entered pur-
suant to the exercise of discretionary 
authority by the member, broker or 
dealer, or associated person thereof, 
shall be so designated. 

(8) Copies of confirmations of all pur-
chases and sales of securities, including 
all repurchase and reverse repurchase 
agreements, and copies of notices of all 
other debits and credits for securities, 
cash and other items for the account of 
customers and partners of such mem-
ber, broker or dealer. 

(9) A record in respect of each cash 
and margin account with such member, 
broker or dealer indicating 

(i) The name and address of the bene-
ficial owner of such account, and 

(ii) Except with respect to exempt 
employee benefit plan securities as de-
fined in § 240.14a–1(d), but only to the 
extent such securities are held by em-
ployee benefit plans established by the 
issuer of the securities, whether or not 
the beneficial owner of securities reg-
istered in the name of such members, 
brokers or dealers, or a registered 
clearing agency or its nominee objects 
to disclosure of his or her identity, ad-
dress and securities positions to 
issuers, and 

(iii) In the case of a margin account, 
the signature of such owner; Provided, 
That, in the case of a joint account or 
an account of a corporation, such 
records are required only in respect of 
the person or persons authorized to 
transact business for such account. 

(10) A record of all puts, calls, 
spreads, straddles and other options in 
which such member, broker or dealer 
has any direct or indirect interest or 
which such members, broker or dealer 
has granted or guaranteed, containing, 
at least, an identification of the secu-
rity and the number of units involved. 
An OTC derivatives dealer shall also 
keep a record of all eligible OTC deriv-
ative instruments as defined in § 240.3b– 
13 in which the OTC derivatives dealer 
has any direct or indirect interest or 
which it has written or guaranteed, 
containing, at a minimum, an identi-
fication of the security or other instru-
ment, the number of units involved, 
and the identity of the counterparty. 

(11) A record of the proof of money 
balances of all ledger accounts in the 
form of trial balances, and a record of 
the computation of aggregate indebted-
ness and net capital, as of the trial bal-
ance date, pursuant to § 240.15c3–1; Pro-
vided, however, (i) That such computa-
tion need not be made by any member, 
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broker or dealer unconditionally ex-
empt from § 240.15c3–1 by paragraph 
(b)(1) or (b)(3), thereof; and (ii) that any 
member of an exchange whose mem-
bers are exempt from § 240.15c3–1 by 
paragraph (b)(2) thereof shall make a 
record of the computation of aggregate 
indebtedness and net capital as of the 
trial balance date in accordance with 
the capital rules of at least one of the 
exchanges therein listed of which it is 
a member. Such trial balances and 
computations shall be prepared cur-
rently at least once a month. 

(12)(i) A questionnaire or application 
for employment executed by each ‘‘as-
sociated person’’ (as defined in para-
graph (h)(4) of this section) of the 
member, broker or dealer, which ques-
tionnaire or application shall be ap-
proved in writing by an authorized rep-
resentative of the member, broker or 
dealer and shall contain at least the 
following information with respect to 
the associated person: 

(A) The associated person’s name, ad-
dress, social security number, and the 
starting date of the associated person’s 
employment or other association with 
the member, broker or dealer; 

(B) The associated person’s date of 
birth; 

(C) A complete, consecutive state-
ment of all the associated person’s 
business connections for at least the 
preceding ten years, including whether 
the employment was part-time or full- 
time; 

(D) A record of any denial of member-
ship or registration, and of any dis-
ciplinary action taken, or sanction im-
posed, upon the associated person by 
any federal or state agency, or by any 
national securities exchange or na-
tional securities association, including 
any finding that the associated person 
was a cause of any disciplinary action 
or had violated any law; 

(E) A record of any denial, suspen-
sion, expulsion or revocation of mem-
bership or registration of any member, 
broker or dealer with which the associ-
ated person was associated in any ca-
pacity when such action was taken; 

(F) A record of any permanent or 
temporary injunction entered against 
the associated person or any member, 
broker or dealer with which the associ-
ated person was associated in any ca-

pacity at the time such injunction was 
entered; 

(G) A record of any arrest or indict-
ment for any felony, or any mis-
demeanor pertaining to securities, 
commodities, banking, insurance or 
real estate (including, but not limited 
to, acting or being associated with a 
broker-dealer, investment company, 
investment adviser, futures sponsor, 
bank, or savings and loan association), 
fraud, false statements or omissions, 
wrongful taking of property or bribery, 
forgery, counterfeiting or extortion, 
and the disposition of the foregoing. 

(H) A record of any other name or 
names by which the associated person 
has been known or which the associ-
ated person has used; 

Provided, however, That if such associ-
ated person has been registered as a 
registered representative of such mem-
ber, broker or dealer with, or the asso-
ciated person’s employment has been 
approved by, the Financial Industry 
Regulatory Authority, Inc., the Amer-
ican Stock Exchange LLC, the Boston 
Stock Exchange, Inc., the Chicago 
Stock Exchange, Inc., New York Stock 
Exchange LLC, NYSE Arca, Inc., the 
Philadelphia Stock Exchange, Inc., the 
Chicago Board Options Exchange, In-
corporated, the National Stock Ex-
change, Inc. or the International Secu-
rities Exchange, LLC, then retention of 
a full, correct, and complete copy of 
any and all applications for such reg-
istration or approval shall be deemed 
to satisfy the requirements of this 
paragraph. 

(ii) A record listing every associated 
person of the member, broker or dealer 
which shows, for each associated per-
son, every office of the member, broker 
or dealer where the associated person 
regularly conducts the business of han-
dling funds or securities or effecting 
any transactions in, or inducing or at-
tempting to induce the purchase or 
sale of any security for the member, 
broker or dealer, and the Central Reg-
istration Depository number, if any, 
and every internal identification num-
ber or code assigned to that person by 
the member, broker or dealer. 

(13) Records required to be main-
tained pursuant to paragraph (d) of 
§ 240.17f–2. 
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(14) Copies of all Forms X–17F–1A 
filed pursuant to § 240.17f–1, all agree-
ments between reporting institutions 
regarding registration or other aspects 
of § 240.17f–1, and all confirmations or 
other information received from the 
Commission or its designee as a result 
of inquiry. 

(15) Records required to be main-
tained pursuant to paragraph (e) of 
§ 240.17f–2. 

(16)(i) The following records regard-
ing any internal broker-dealer system 
of which such a broker or dealer is the 
sponsor: 

(A) A record of the broker’s or deal-
er’s customers that have access to an 
internal broker-dealer system spon-
sored by such broker or dealer (identi-
fying any affiliations between such 
customers and the broker or dealer); 

(B) Daily summaries of trading in the 
internal broker-dealer system, includ-
ing: 

(1) Securities for which transactions 
have been executed through use of such 
system; and 

(2) Transaction volume (separately 
stated for trading occurring during 
hours when consolidated trade report-
ing facilities are and are not in oper-
ation): 

(i) With respect to equity securities, 
stated in number of trades, number of 
shares, and total U.S. dollar value; 

(ii) With respect to debt securities, 
stated in total settlement value in U.S. 
dollars; and 

(iii) With respect to other securities, 
stated in number of trades, number of 
units of securities, and in dollar value, 
or other appropriate commonly used 
measure of value of such securities; 
and 

(C) Time-sequenced records of each 
transaction effected through the inter-
nal broker-dealer system, including 
date and time executed, price, size, se-
curity traded, counterparty identifica-
tion information, and method of execu-
tion (if internal broker-dealer system 
allows alternative means or locations 
for execution, such as routing to an-
other market, matching with limit or-
ders, or executing against the 
quotations of the broker or dealer 
sponsoring the system). 

(ii) For purposes of paragraph (a) of 
this section, the term: 

(A) Internal broker-dealer system shall 
mean any facility, other than a na-
tional securities exchange, an ex-
change exempt from registration based 
on limited volume, or an alternative 
trading system as defined in Regula-
tion ATS, §§ 242.300 through 242.303 of 
this chapter, that provides a mecha-
nism, automated in full or in part, for 
collecting, receiving, disseminating, or 
displaying system orders and facili-
tating agreement to the basic terms of 
a purchase or sale of a security be-
tween a customer and the sponsor, or 
between two customers of the sponsor, 
through use of the internal broker- 
dealer system or through the broker or 
dealer sponsor of such system; 

(B) Sponsor shall mean any broker or 
dealer that organizes, operates, admin-
isters, or otherwise directly controls 
an internal broker-dealer trading sys-
tem or, if the operator of the internal 
broker-dealer system is not a reg-
istered broker or dealer, any broker or 
dealer that, pursuant to contract, af-
filiation, or other agreement with the 
system operator, is involved on a reg-
ular basis with executing transactions 
in connection with use of the internal 
broker-dealer system, other than solely 
for its own account or as a customer 
with access to the internal broker-deal-
er system; and 

(C) System order means any order or 
other communication or indication 
submitted by any customer with access 
to the internal broker-dealer system 
for entry into a trading system an-
nouncing an interest in purchasing or 
selling a security. The term ‘‘system 
order’’ does not include inquiries or in-
dications of interest that are not en-
tered into the internal broker-dealer 
system. 

(17) For each account with a natural 
person as a customer or owner: 

(i)(A) An account record including 
the customer’s or owner’s name, tax 
identification number, address, tele-
phone number, date of birth, employ-
ment status (including occupation and 
whether the customer is an associated 
person of a member, broker or dealer), 
annual income, net worth (excluding 
value of primary residence), and the 
account’s investment objectives. In the 
case of a joint account, the account 
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record must include personal informa-
tion for each joint owner who is a nat-
ural person; however, financial infor-
mation for the individual joint owners 
may be combined. The account record 
shall indicate whether it has been 
signed by the associated person respon-
sible for the account, if any, and ap-
proved or accepted by a principal of the 
member, broker or dealer. For ac-
counts in existence on the effective 
date of this section, the member, 
broker or dealer must obtain this infor-
mation within three years of the effec-
tive date of the section. 

(B) A record indicating that: 
(1) The member, broker or dealer has 

furnished to each customer or owner 
within three years of the effective date 
of this section, and to each customer or 
owner who opened an account after the 
effective date of this section within 
thirty days of the opening of the ac-
count, and thereafter at intervals no 
greater than thirty-six months, a copy 
of the account record or an alternate 
document with all information re-
quired by paragraph (a)(17)(i)(A) of this 
section. The member, broker or dealer 
may elect to send this notification 
with the next statement mailed to the 
customer or owner after the opening of 
the account. The member, broker or 
dealer may choose to exclude any tax 
identification number and date of birth 
from the account record or alternative 
document furnished to the customer or 
owner. The member, broker or dealer 
shall include with the account record 
or alternative document provided to 
each customer or owner an explanation 
of any terms regarding investment ob-
jectives. The account record or alter-
nate document furnished to the cus-
tomer or owner shall include or be ac-
companied by prominent statements 
that the customer or owner should 
mark any corrections and return the 
account record or alternate document 
to the member, broker or dealer, and 
that the customer or owner should no-
tify the member, broker or dealer of 
any future changes to information con-
tained in the account record. 

(2) For each account record updated 
to reflect a change in the name or ad-
dress of the customer or owner, the 
member, broker or dealer furnished a 
notification of that change to the cus-

tomer’s old address, or to each joint 
owner, and the associated person, if 
any, responsible for that account, on or 
before the 30th day after the date the 
member, broker or dealer received no-
tice of the change. 

(3) For each change in the account’s 
investment objectives the member, 
broker or dealer has furnished to each 
customer or owner, and the associated 
person, if any, responsible for that ac-
count a copy of the updated customer 
account record or alternative docu-
ment with all information required to 
be furnished by paragraph 
(a)(17)(i)(B)(1) of this section, on or be-
fore the 30th day after the date the 
member, broker or dealer received no-
tice of any change, or, if the account 
was updated for some reason other 
than the firm receiving notice of a 
change, after the date the account 
record was updated. The member, 
broker or dealer may elect to send this 
notification with the next statement 
scheduled to be mailed to the customer 
or owner. 

(C) For purposes of this paragraph 
(a)(17), the neglect, refusal, or inability 
of a customer or owner to provide or 
update any account record information 
required under paragraph (a)(17)(i)(A) 
of this section shall excuse the mem-
ber, broker or dealer from obtaining 
that required information. 

(D) The account record requirements 
in paragraph (a)(17)(i)(A) of this section 
shall only apply to accounts for which 
the member, broker or dealer is, or has 
within the past 36 months been, re-
quired to make a suitability deter-
mination under the federal securities 
laws or under the requirements of a 
self-regulatory organization of which it 
is a member. Additionally, the fur-
nishing requirement in paragraph 
(a)(17)(i)(B)(1) of this section shall not 
be applicable to an account for which, 
within the last 36 months, the member, 
broker or dealer has not been required 
to make a suitability determination 
under the federal securities laws or 
under the requirements of a self-regu-
latory organization of which it is a 
member. This paragraph (a)(17)(i)(D) 
does not relieve a member, broker or 
dealer from any obligation arising 
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from the rules of a self-regulatory or-
ganization of which it is a member re-
garding the collection of information 
from a customer or owner. 

(ii) If an account is a discretionary 
account, a record containing the dated 
signature of each customer or owner 
granting the authority and the dated 
signature of each natural person to 
whom discretionary authority was 
granted. 

(iii) A record for each account indi-
cating that each customer or owner 
was furnished with a copy of each writ-
ten agreement entered into on or after 
the effective date of this paragraph 
pertaining to that account and that, if 
requested by the customer or owner, 
the customer or owner was furnished 
with a fully executed copy of each 
agreement. 

(18) A record: 
(i) As to each associated person of 

each written customer complaint re-
ceived by the member, broker or dealer 
concerning that associated person. The 
record shall include the complainant’s 
name, address, and account number; 
the date the complaint was received; 
the name of any other associated per-
son identified in the complaint; a de-
scription of the nature of the com-
plaint; and the disposition of the com-
plaint. Instead of the record, a mem-
ber, broker or dealer may maintain a 
copy of each original complaint in a 
separate file by the associated person 
named in the complaint along with a 
record of the disposition of the com-
plaint. 

(ii) Indicating that each customer of 
the member, broker or dealer has been 
provided with a notice containing the 
address and telephone number of the 
department of the member, broker or 
dealer to which any complaints as to 
the account may be directed. 

(19) A record: 
(i) As to each associated person list-

ing each purchase and sale of a secu-
rity attributable, for compensation 
purposes, to that associated person. 
The record shall include the amount of 
compensation if monetary and a de-
scription of the compensation if non- 
monetary. In lieu of making this 
record, a member, broker or dealer 
may elect to produce the required in-
formation promptly upon request of a 

representative of a securities regu-
latory authority. 

(ii) Of all agreements pertaining to 
the relationship between each associ-
ated person and the member, broker or 
dealer including a summary of each as-
sociated person’s compensation ar-
rangement or plan with the member, 
broker or dealer, including commission 
and concession schedules and, to the 
extent that compensation is based on 
factors other than remuneration per 
trade, the method by which the com-
pensation is determined. 

(20) A record, which need not be sepa-
rate from the advertisements, sales lit-
erature, or communications, docu-
menting that the member, broker or 
dealer has complied with, or adopted 
policies and procedures reasonably de-
signed to establish compliance with, 
applicable federal requirements and 
rules of a self-regulatory organization 
of which the member, broker or dealer 
is a member which require that adver-
tisements, sales literature, or any 
other communications with the public 
by a member, broker or dealer or its 
associated persons be approved by a 
principal. 

(21) A record for each office listing, 
by name or title, each person at that 
office who, without delay, can explain 
the types of records the firm maintains 
at that office and the information con-
tained in those records. 

(22) A record listing each principal of 
a member, broker or dealer responsible 
for establishing policies and procedures 
that are reasonably designed to ensure 
compliance with any applicable federal 
requirements or rules of a self-regu-
latory organization of which the mem-
ber, broker or dealer is a member that 
require acceptance or approval of a 
record by a principal. 

(23) A record documenting the credit, 
market, and liquidity risk manage-
ment controls established and main-
tained by the broker or dealer to assist 
it in analyzing and managing the risks 
associated with its business activities, 
Provided, that the records required by 
this paragraph (a)(23) need only be 
made if the broker or dealer has more 
than: 

(i) $1,000,000 in aggregate credit items 
as computed under § 240.15c3–3a; or 
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(ii) $20,000,000 in capital, which in-
cludes debt subordinated in accordance 
with § 240.15c3–1d. 

(b)(1) This section shall not be 
deemed to require a member of a na-
tional securities exchange, a broker, or 
dealer who transacts a business in se-
curities through the medium of any 
such member, or a broker or dealer reg-
istered pursuant to section 15 of the 
Act, to make or keep such records of 
transactions cleared for such member, 
broker, or dealer as are customarily 
made and kept by a clearing broker or 
dealer pursuant to the requirements of 
§§ 240.17a–3 and 240.17a–4: Provided, That 
the clearing broker or dealer has and 
maintains net capital of not less than 
$25,000 and is otherwise in compliance 
with § 240.15c3–1 or the capital rules of 
the exchange of which such clearing 
broker or dealer is a member if the 
members of such exchange are exempt 
from § 240.15c3–1 by paragraph (b)(2) 
thereof. 

(2) This section shall not be deemed 
to require a member of a national secu-
rities exchange, a broker, or dealer who 
transacts a business in securities 
through the medium of any such mem-
ber, or a broker or dealer registered 
pursuant to section 15 of the Act, to 
make or keep such records of trans-
actions cleared for such member, 
broker or dealer by a bank as are cus-
tomarily made and kept by a clearing 
broker or dealer pursuant to the re-
quirements of §§ 240.17a–3 and 240.17a–4: 
Provided, That such member, broker, or 
dealer obtains from such bank an 
agreement in writing to the effect that 
the records made and kept by such 
bank are the property of the member, 
broker, or dealer: And provided further, 
That such bank files with the Commis-
sion a written undertaking in form ac-
ceptable to the Commission and signed 
by a duly authorized person, that such 
books and records are available for ex-
amination by representatives of the 
Commission as specified in section 
17(a) of the Act, and that it will furnish 
to the Commission, upon demand, at 
its principal office in Washington, DC, 
or at any regional office of the Com-
mission designated in such demand, 
true, correct, complete, and current 
copies of any or all of such records. 

Such undertaking shall include the fol-
lowing provisions: 

The undersigned hereby undertakes to 
maintain and preserve on behalf of [BD] the 
books and records required to be maintained 
and preserved by [BD] pursuant to Rules 17a– 
3 and 17a–4 under the Securities Exchange 
Act of 1934 and to permit examination of 
such books and records at any time or from 
time to time during business hours by exam-
iners or other representatives of the Securi-
ties and Exchange Commission, and to fur-
nish to said Commission at its principal of-
fice in Washington, DC, or at any regional 
office of said Commission specified in a de-
mand made by or on behalf of said Commis-
sion for copies of books and records, true, 
correct, complete, and current copies of any 
or all, or any part, of such books and records. 
This undertaking shall be binding upon the 
undersigned, and the successors and assigns 
of the undersigned. 

Nothing herein contained shall be 
deemed to relieve such member, 
broker, or dealer from the responsi-
bility that such books and records be 
accurately maintained and preserved 
as specified in §§ 240.17a–3 and 240.17a–4. 

(c) This section shall not be deemed 
to require a member of a national secu-
rities exchange, or a broker or dealer 
registered pursuant to section 15 of the 
Securities Exchange Act of 1934 (48 
Stat. 895, 49 Stat. 1377; 15 U.S.C. 78o) as 
amended, to make or keep such records 
as are required by paragraph (a) re-
flecting the sale of United States Tax 
Savings Notes, United States Defense 
Savings Stamps, or United States De-
fense Savings Bonds, Series E, F and G. 

(d) The records specified in paragraph 
(a) of this section shall not be required 
with respect to any cash transaction of 
$100 or less involving only subscription 
rights or warrants which by their 
terms expire within 90 days after the 
issuance thereof. 

(e) For purposes of transactions in 
municipal securities by municipal se-
curities brokers and municipal securi-
ties dealers, compliance with Rule G–8 
of the Municipal Securities Rule-
making Board will be deemed to be in 
compliance with this section. 

(f) Security futures products. The pro-
visions of this section shall not apply 
to security futures product trans-
actions and positions in a futures ac-
count (as that term is defined in 
§ 240.15c3–3(a)(15)); provided, that the 
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Commodity Futures Trading Commis-
sion’s recordkeeping rules apply to 
those transactions and positions. 

(g) Every member, broker or dealer 
shall make and keep current, as to 
each office, the books and records de-
scribed in paragraphs (a)(1), (a)(6), 
(a)(7), (a)(12), (a)(17), (a)(18)(i), (a)(19), 
(a)(20), (a)(21), and (a)(22) of this sec-
tion. 

(h) When used in this section: 
(1) The term office means any loca-

tion where one or more associated per-
sons regularly conduct the business of 
handling funds or securities or effect-
ing any transactions in, or inducing or 
attempting to induce the purchase or 
sale of, any security. 

(2) The term principal means any in-
dividual registered with a registered 
national securities association as a 
principal or branch manager of a mem-
ber, broker or dealer or any other per-
son who has been delegated supervisory 
responsibility over associated persons 
by the member, broker or dealer. 

(3) The term securities regulatory au-
thority means the Commission, any 
self-regulatory organization, or any se-
curities commission (or any agency or 
office performing like functions) of the 
States. 

(4) The term associated person means 
an ‘‘associated person of a member’’ or 
‘‘associated person of a broker or deal-
er’’ as defined in sections 3(a)(21) and 
3(a)(18) of the Act (15 U.S.C. 78c(a)(21) 
and (a)(18)) respectively, but shall not 
include persons whose functions are 
solely clerical or ministerial. 

CROSS REFERENCE: For interpretative re-
lease applicable to § 240.17a–3, see No. 3040 in 
tabulation, part 241 of this chapter. 

[13 FR 8212, Dec. 22, 1948] 

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting § 240.17a–3, see the List of 
CFR Sections Affected, which appears in the 
Finding Aids section of the printed volume 
and at www.govinfo.gov. 

§ 240.17a–4 Records to be preserved by 
certain exchange members, brokers 
and dealers. 

(a) Every member, broker and dealer 
subject to § 240.17a–3 shall preserve for 
a period of not less than six years, the 
first two years in an easily accessible 
place, all records required to be made 
pursuant to paragraphs § 240.17a–3(a)(1), 

(a)(2), (a)(3), (a)(5), (a)(21), (a)(22), and 
analogous records created pursuant to 
paragraph § 240.17a–3(f). 

(b) Every member, broker and dealer 
subject to § 240.17a–3 shall preserve for 
a period of not less than three years, 
the first two years in an easily acces-
sible place: 

(1) All records required to be made 
pursuant to § 240.17a–3(a)(4), (a)(6), 
(a)(7), (a)(8), (a)(9), (a)(10), (a)(16), 
(a)(18), (a)(19), (a)(20), and analogous 
records created pursuant to § 240.17a– 
3(g). 

(2) All check books, bank statements, 
cancelled checks and cash reconcili-
ations. 

(3) All bills receivable or payable (or 
copies thereof), paid or unpaid, relating 
to the business of such member, broker 
or dealer, as such. 

(4) Originals of all communications 
received and copies of all communica-
tions sent (and any approvals thereof) 
by the member, broker or dealer (in-
cluding inter-office memoranda and 
communications) relating to its busi-
ness as such, including all communica-
tions which are subject to rules of a 
self-regulatory organization of which 
the member, broker or dealer is a 
member regarding communications 
with the public. As used in this para-
graph (b)(4), the term communications 
includes sales scripts. 

(5) All trial balances, computations 
of aggregate indebtedness and net cap-
ital (and working papers in connection 
therewith), financial statements, 
branch office reconciliations, and in-
ternal audit working papers, relating 
to the business of such member, broker 
or dealer, as such. 

(6) All guarantees of accounts and all 
powers of attorney and other evidence 
of the granting of any discretionary 
authority given in respect of any ac-
count, and copies of resolutions em-
powering an agent to act on behalf of a 
corporation. 

(7) All written agreements (or copies 
thereof) entered into by such member, 
broker or dealer relating to its busi-
ness as such, including agreements 
with respect to any account. 

(8) Records which contain the fol-
lowing information in support of 
amounts included in the report pre-
pared as of the audit date on Form X– 
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17A–5 (§ 249.617 of this chapter) Part II 
or Part IIA or Part IIB and in annual 
audited financial statements required 
by § 240.17a–5(d) and § 240.17a–12(b): 

(i) Money balance position, long or 
short, including description, quantity, 
price and valuation of each security in-
cluding contractual commitments in 
customers’ accounts, in cash and fully 
secured accounts, partly secured ac-
counts, unsecured accounts, and in se-
curities accounts payable to cus-
tomers; 

(ii) Money balance and position, long 
or short, including description, quan-
tity, price and valuation of each secu-
rity including contractual commit-
ments in non-customers’ accounts, in 
cash and fully secured accounts, partly 
secured and unsecured accounts, and in 
securities accounts payable to non-cus-
tomers; 

(iii) Position, long or short, including 
description, quantity, price and valu-
ation of each security including con-
tractual commitments included in the 
Computation of Net Capital as commit-
ments, securities owned, securities 
owned not readily marketable, and 
other investments owned not readily 
marketable; 

(iv) Amount of secured demand note, 
description of collateral securing such 
secured demand note including quan-
tity, price and valuation of each secu-
rity and cash balance securing such se-
cured demand note; 

(v) Description of futures commodity 
contracts, contract value on trade 
date, market value, gain or loss, and 
liquidating equity or deficit in cus-
tomers’ and non-customers’ accounts; 

(vi) Description of futures com-
modity contracts, contract value on 
trade date, market value, gain or loss 
and liquidating equity or deficit in 
trading and investment accounts; 

(vii) Description, money balance, 
quantity, price and valuation of each 
spot commodity position or commit-
ments in customers’ and non-cus-
tomers’ accounts; 

(viii) Description, money balance, 
quantity, price and valuation of each 
spot commodity position or commit-
ments in trading and investment ac-
counts; 

(ix) Number of shares, description of 
security, exercise price, cost and mar-

ket value of put and call options in-
cluding short out of the money options 
having no market or exercise value, 
showing listed and unlisted put and 
call options separately; 

(x) Quantity, price, and valuation of 
each security underlying the haircut 
for undue concentration made in the 
Computation for Net Capital; 

(xi) Description, quantity, price and 
valuation of each security and com-
modity position or contractual com-
mitment, long or short, in each joint 
account in which the broker or dealer 
has an interest, including each partici-
pant’s interest and margin deposit; 

(xii) Description, settlement date, 
contract amount, quantity, market 
price, and valuation for each aged 
failed to deliver requiring a charge in 
the Computation of Net Capital pursu-
ant to § 240.15c3–1; 

(xiii) Detail relating to information 
for possession or control requirements 
under § 240.15c3–3 and reported on the 
schedule in Part II or IIA of Form X– 
17A–5 (§ 249.617 of this chapter); 

(xiv) Detail of all items, not other-
wise substantiated, which are charged 
or credited in the Computation of Net 
Capital pursuant to § 240.15c3–1, such as 
cash margin deficiencies, deductions 
related to securities values and undue 
concentration, aged securities dif-
ferences and insurance claims receiv-
able; and 

(xv) Other schedules which are spe-
cifically prescribed by the Commission 
as necessary to support information re-
ported as required by § 240.17a–5 and 
§ 240.17a–12. 

(9) The records required to be made 
pursuant to § 240.15c3–3(d)(5) and (o). 

(10) The records required to be made 
pursuant to § 240.15c3–4 and the results 
of the periodic reviews conducted pur-
suant to § 240.15c3–4(d). 

(11) All notices relating to an inter-
nal broker-dealer system provided to 
the customers of the broker or dealer 
that sponsors such internal broker- 
dealer system, as defined in paragraph 
(a)(16)(ii)(A) of § 240.17a–3. Notices, 
whether written or communicated 
through the internal broker-dealer 
trading system or other automated 
means, shall be preserved under this 
paragraph (b)(11) if they are provided 
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to all customers with access to an in-
ternal broker-dealer system, or to one 
or more classes of customers. Examples 
of notices to be preserved under this 
paragraph (b)(11) include, but are not 
limited to, notices addressing hours of 
system operations, system malfunc-
tions, changes to system procedures, 
maintenance of hardware and software, 
and instructions pertaining to access 
to the internal broker-dealer system. 

(12) The records required to be made 
pursuant to § 240.15c3–1e(c)(4)(vi). 

(13) The written policies and proce-
dures the broker-dealer establishes, 
documents, maintains, and enforces to 
assess creditworthiness for the purpose 
of § 240.15c3–1(c)(2)(vi)(E), 
(c)(2)(vi)(F)(1), (c)(2)(vi)(F)(2), and 
(c)(2)(vi)(H). 

(c) Every member, broker and dealer 
subject to § 240.17a–3 shall preserve for 
a period of not less than six years after 
the closing of any customer’s account 
any account cards or records which re-
late to the terms and conditions with 
respect to the opening and mainte-
nance of the account. 

(d) Every member, broker and dealer 
subject to § 240.17a–3 shall preserve dur-
ing the life of the enterprise and of any 
successor enterprise all partnership ar-
ticles or, in the case of a corporation, 
all articles of incorporation or charter, 
minute books and stock certificate 
books (or, in the case of any other form 
of legal entity, all records such as arti-
cles of organization or formation, and 
minute books used for a purpose simi-
lar to those records required for cor-
porations or partnerships), all Forms 
BD (§ 249.501 of this chapter), all Forms 
BDW (§ 249.501a of this chapter), all 
amendments to these forms, all li-
censes or other documentation showing 
the registration of the member, broker 
or dealer with any securities regu-
latory authority. 

(e) Every member, broker and dealer 
subject to § 240.17a–3 shall maintain and 
preserve in an easily accessible place: 

(1) All records required under para-
graph (a)(12) of § 240.17a–3 until at least 
three years after the associated per-
son’s employment and any other con-
nection with the member, broker or 
dealer has terminated. 

(2) All records required under para-
graph (a)(13) of § 240.17a–3 until at least 

three years after the termination of 
employment or association of those 
persons required by § 240.17f–2 to be 
fingerprinted; and 

(3) All records required pursuant to 
paragraph (a)(15) of § 240.17a–3 for the 
life of the enterprise. 

(4) All records required pursuant to 
paragraph (a)(14) of § 240.17a–3 for three 
years. 

(5) All account record information re-
quired pursuant to § 240.17a–3(a)(17) 
until at least six years after the earlier 
of the date the account was closed or 
the date on which the information was 
replaced or updated. 

(6) Each report which a securities 
regulatory authority has requested or 
required the member, broker or dealer 
to make and furnish to it pursuant to 
an order or settlement, and each secu-
rities regulatory authority examina-
tion report until three years after the 
date of the report. 

(7) Each compliance, supervisory, and 
procedures manual, including any up-
dates, modifications, and revisions to 
the manual, describing the policies and 
practices of the member, broker or 
dealer with respect to compliance with 
applicable laws and rules, and super-
vision of the activities of each natural 
person associated with the member, 
broker or dealer until three years after 
the termination of the use of the man-
ual. 

(8) All reports produced to review for 
unusual activity in customer accounts 
until eighteen months after the date 
the report was generated. In lieu of 
maintaining the reports, a member, 
broker or dealer may produce promptly 
the reports upon request by a rep-
resentative of a securities regulatory 
authority. If a report was generated in 
a computer system that has been 
changed in the most recent eighteen 
month period in a manner such that 
the report cannot be reproduced using 
historical data in the same format as it 
was originally generated, the report 
may be produced by using the histor-
ical data in the current system, but 
must be accompanied by a record ex-
plaining each system change which af-
fected the reports. If a report is gen-
erated in a computer system that has 
been changed in the most recent eight-
een month period in a manner such 
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that the report cannot be reproduced in 
any format using historical data, the 
member, broker or dealer shall prompt-
ly produce upon request a record of the 
parameters that were used to generate 
the report at the time specified by a 
representative of a securities regu-
latory authority, including a record of 
the frequency with which the reports 
were generated. 

(9) All records required pursuant to 
§ 240.17a–3(a)(23) until three years after 
the termination of the use of the risk 
management controls documented 
therein. 

(f) The records required to be main-
tained and preserved pursuant to 
§§ 240.17a–3 and 240.17a–4 may be imme-
diately produced or reproduced on 
‘‘micrographic media’’ (as defined in 
this section) or by means of ‘‘electronic 
storage media’’ (as defined in this sec-
tion) that meet the conditions set forth 
in this paragraph and be maintained 
and preserved for the required time in 
that form. 

(1) For purposes of this section: 
(i) The term micrographic media 

means microfilm or microfiche, or any 
similar medium; and 

(ii) The term electronic storage media 
means any digital storage medium or 
system and, in the case of both para-
graphs (f)(1)(i) and (f)(1)(ii) of this sec-
tion, that meets the applicable condi-
tions set forth in this paragraph (f). 

(2) If electronic storage media is used 
by a member, broker, or dealer, it shall 
comply with the following require-
ments: 

(i) The member, broker, or dealer 
must notify its examining authority 
designated pursuant to section 17(d) of 
the Act (15 U.S.C. 78q(d)) prior to em-
ploying electronic storage media. If 
employing any electronic storage 
media other than optical disk tech-
nology (including CD-ROM), the mem-
ber, broker, or dealer must notify its 
designated examining authority at 
least 90 days prior to employing such 
storage media. In either case, the mem-
ber, broker, or dealer must provide its 
own representation or one from the 
storage medium vendor or other third 
party with appropriate expertise that 
the selected storage media meets the 
conditions set forth in this paragraph 
(f)(2). 

(ii) The electronic storage media 
must: 

(A) Preserve the records exclusively 
in a non-rewriteable, non-erasable for-
mat; 

(B) Verify automatically the quality 
and accuracy of the storage media re-
cording process; 

(C) Serialize the original and, if ap-
plicable, duplicate units of storage 
media, and time-date for the required 
period of retention the information 
placed on such electronic storage 
media; and 

(D) Have the capacity to readily 
download indexes and records preserved 
on the electronic storage media to any 
medium acceptable under this para-
graph (f) as required by the Commis-
sion or the self-regulatory organiza-
tions of which the member, broker, or 
dealer is a member. 

(3) If a member, broker, or dealer 
uses micrographic media or electronic 
storage media, it shall: 

(i) At all times have available, for ex-
amination by the staffs of the Commis-
sion and self-regulatory organizations 
of which it is a member, facilities for 
immediate, easily readable projection 
or production of micrographic media or 
electronic storage media images and 
for producing easily readable images. 

(ii) Be ready at all times to provide, 
and immediately provide, any facsimile 
enlargement which the staffs of the 
Commission, any self-regulatory orga-
nization of which it is a member, or 
any State securities regulator having 
jurisdiction over the member, broker 
or dealer may request. 

(iii) Store separately from the origi-
nal, a duplicate copy of the record 
stored on any medium acceptable 
under § 240.17a–4 for the time required. 

(iv) Organize and index accurately all 
information maintained on both origi-
nal and any duplicate storage media. 

(A) At all times, a member, broker, 
or dealer must be able to have such in-
dexes available for examination by the 
staffs of the Commission and the self- 
regulatory organizations of which the 
broker or dealer is a member. 

(B) Each index must be duplicated 
and the duplicate copies must be stored 
separately from the original copy of 
each index. 
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(C) Original and duplicate indexes 
must be preserved for the time required 
for the indexed records. 

(v) The member, broker, or dealer 
must have in place an audit system 
providing for accountability regarding 
inputting of records required to be 
maintained and preserved pursuant to 
§§ 240.17a–3 and 240.17a–4 to electronic 
storage media and inputting of any 
changes made to every original and du-
plicate record maintained and pre-
served thereby. 

(A) At all times, a member, broker, 
or dealer must be able to have the re-
sults of such audit system available for 
examination by the staffs of the Com-
mission and the self-regulatory organi-
zations of which the broker or dealer is 
a member. 

(B) The audit results must be pre-
served for the time required for the au-
dited records. 

(vi) The member, broker, or dealer 
must maintain, keep current, and pro-
vide promptly upon request by the 
staffs of the Commission or the self- 
regulatory organizations of which the 
member, broker, or broker-dealer is a 
member all information necessary to 
access records and indexes stored on 
the electronic storage media; or place 
in escrow and keep current a copy of 
the physical and logical file format of 
the electronic storage media, the field 
format of all different information 
types written on the electronic storage 
media and the source code, together 
with the appropriate documentation 
and information necessary to access 
records and indexes. 

(vii) For every member, broker, or 
dealer exclusively using electronic 
storage media for some or all of its 
record preservation under this section, 
at least one third party (‘‘the under-
signed’’), who has access to and the 
ability to download information from 
the member’s, broker’s, or dealer’s 
electronic storage media to any accept-
able medium under this section, shall 
file with the designated examining au-
thority for the member, broker, or 
dealer the following undertakings with 
respect to such records: 

The undersigned hereby undertakes to fur-
nish promptly to the U.S. Securities and Ex-
change Commission (‘‘Commission’’), its des-
ignees or representatives, any self-regu-

latory organization of which it is a member, 
or any State securities regulator having ju-
risdiction over the member, broker or dealer, 
upon reasonable request, such information as 
is deemed necessary by the staffs of the Com-
mission, any self-regulatory organization of 
which it is a member, or any State securities 
regulator having jurisdiction over the mem-
ber, broker or dealer to download informa-
tion kept on the broker’s or dealer’s elec-
tronic storage media to any medium accept-
able under Rule 17a–4. 

Furthermore, the undersigned hereby un-
dertakes to take reasonable steps to provide 
access to information contained on the bro-
ker’s or dealer’s electronic storage media, 
including, as appropriate, arrangements for 
the downloading of any record required to be 
maintained and preserved by the broker or 
dealer pursuant to Rules 17a–3 and 17a–4 
under the Securities Exchange Act of 1934 in 
a format acceptable to the staffs of the Com-
mission, any self-regulatory organization of 
which it is a member, or any State securities 
regulator having jurisdiction over the mem-
ber, broker or dealer. Such arrangements 
will provide specifically that in the event of 
a failure on the part of a broker or dealer to 
download the record into a readable format 
and after reasonable notice to the broker or 
dealer, upon being provided with the appro-
priate electronic storage medium, the under-
signed will undertake to do so, as the staffs 
of the Commission, any self-regulatory orga-
nization of which it is a member, or any 
State securities regulator having jurisdic-
tion over the member, broker or dealer may 
request. 

(g) If a person who has been subject 
to § 240.17a–3 ceases to transact a busi-
ness in securities directly with others 
than members of a national securities 
exchange, or ceases to transact a busi-
ness in securities through the medium 
of a member of a national securities 
exchange, or ceases to be registered 
pursuant to section 15 of the Securities 
Exchange Act of 1934 as amended (48 
Stat. 895, 49 Stat. 1377; 15 U.S.C. 78o), 
such person shall, for the remainder of 
the periods of time specified in this 
section, continue to preserve the 
records which he theretofore preserved 
pursuant to this section. 

(h) For purposes of transactions in 
municipal securities by municipal se-
curities brokers and municipal securi-
ties dealers, compliance with Rule G–9 
of the Municipal Securities Rule-
making Board will be deemed to be in 
compliance with this section. 

(i) If the records required to be main-
tained and preserved pursuant to the 
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provisions of §§ 240.17a–3 and 240.17a–4 
are prepared or maintained by an out-
side service bureau, depository, bank 
which does not operate pursuant to 
§ 240.17a–3(b)(2), or other recordkeeping 
service on behalf of the member, 
broker or dealer required to maintain 
and preserve such records, such outside 
entity shall file with the Commission a 
written undertaking in form acceptable 
to the Commission, signed by a duly 
authorized person, to the effect that 
such records are the property of the 
member, broker or dealer required to 
maintain and preserve such records and 
will be surrendered promptly on re-
quest of the member, broker or dealer 
and including the following provision: 

With respect to any books and records 
maintained or preserved on behalf of [BD], 
the undersigned hereby undertakes to permit 
examination of such books and records at 
any time or from time to time during busi-
ness hours by representatives or designees of 
the Securities and Exchange Commission, 
and to promptly furnish to said Commission 
or its designee true, correct, complete and 
current hard copy of any or all or any part 
of such books and records. 

Agreement with an outside entity shall 
not relieve such member, broker or 
dealer from the responsibility to pre-
pare and maintain records as specified 
in this section or in § 240.17a–3. 

(j) Every member, broker and dealer 
subject to this section shall furnish 
promptly to a representative of the 
Commission legible, true, complete, 
and current copies of those records of 
the member, broker or dealer that are 
required to be preserved under this sec-
tion, or any other records of the mem-
ber, broker or dealer subject to exam-
ination under section 17(b) of the Act 
(15 U.S.C. 78q(b)) that are requested by 
the representative of the Commission. 

(k) Exchanges of futures for physical. 
(1) Except as provided in paragraph 
(k)(2) of this section, upon request of 
any designee or representative of the 
Commission or of any self-regulatory 
organization of which it is a member, 
every member, broker or dealer subject 
to this section shall request and obtain 
from its customers documentation re-
garding an exchange of security futures 
products for physical securities, includ-
ing documentation of underlying cash 
transactions and exchanges. Upon re-

ceipt of such documentation, the mem-
ber, broker or dealer shall promptly 
provide that documentation to the re-
questing designee or representative. 

(2) This paragraph (k) does not apply 
to an underlying cash transaction(s) or 
exchange(s) that was effected through 
a member, broker or dealer registered 
with the Commission and is of a type 
required to be recorded pursuant to 
§ 240.17a–3. 

(l) Records for the most recent two 
year period required to be made pursu-
ant to § 240.17a–3(g) and paragraphs 
(b)(4) and (e)(7) of this section which 
relate to an office shall be maintained 
at the office to which they relate. If an 
office is a private residence where only 
one associated person (or multiple as-
sociated persons who reside at that lo-
cation and are members of the same 
immediate family) regularly conducts 
business, and it is not held out to the 
public as an office nor are funds or se-
curities of any customer of the mem-
ber, broker or dealer handled there, the 
member, broker or dealer need not 
maintain records at that office, but the 
records must be maintained at another 
location within the same State as the 
member, broker or dealer may select. 
Rather than maintain the records at 
each office, the member, broker or 
dealer may choose to produce the 
records promptly at the request of a 
representative of a securities regu-
latory authority at the office to which 
they relate or at another location 
agreed to by the representative. 

(m) When used in this section: 
(1) The term office shall have the 

meaning set forth in § 240.17a–3(h)(1). 
(2) The term principal shall have the 

meaning set forth in § 240.17a–3(h)(2). 
(3) The term securities regulatory au-

thority shall have the meaning set forth 
in § 240.17a–3(h)(3). 

(4) The term associated person shall 
have the meaning set forth in § 240.17a– 
3(h)(4). 

CROSS REFERENCE: For interpretative re-
leases applicable to § 240.17a–4, see No. 3040 
and No. 8024 in tabulation, part 241 of this 
chapter. 

[13 FR 8212, Dec. 22, 1948] 

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting § 240.17a–4, see the List of 
CFR Sections Affected, which appears in the 
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Finding Aids section of the printed volume 
and at www.govinfo.gov. 

§ 240.17a–5 Reports to be made by cer-
tain brokers and dealers. 

(a) Filing of monthly and quarterly re-
ports. (1) This paragraph (a) shall apply 
to every broker or dealer registered 
pursuant to section 15 of the Act. 

(2)(i) Every broker or dealer subject 
to this paragraph (a) who clears trans-
actions or carries customer accounts 
must file with the Commission Part I 
of Form X–17A–5 (§ 249.617 of this chap-
ter) within 10 business days after the 
end of each month. 

(ii) Every broker or dealer subject to 
this paragraph (a) who clears trans-
actions or carries customer accounts 
must file with the Commission Part II 
of Form X–17A–5 (§ 249.617 of this chap-
ter) within 17 business days after the 
end of the calendar quarter and within 
17 business days after the end of the 
fiscal year of the broker or dealer 
where that date is not the end of a cal-
endar quarter. Certain of such brokers 
or dealers shall file Part IIA in lieu 
thereof if the nature of their business 
is limited as described in the instruc-
tions to Part II of Form X–17A–5 
(§ 249.617 of this chapter). 

(iii) Every broker or dealer that nei-
ther clears transactions nor carries 
customer accounts must file with the 
Commission Part IIA of Form X–17A–5 
(§ 249.617 of this chapter) within 17 busi-
ness days after the end of each cal-
endar quarter and within 17 business 
days after the end of the fiscal year of 
the broker or dealer where that date is 
not the end of a calendar quarter. 

(iv) Upon receiving written notice 
from the Commission or the examining 
authority designated pursuant to sec-
tion 17(d) (‘‘designated examining au-
thority’’) of the Act, a broker or dealer 
who receives such notice must file with 
the Commission monthly, or at such 
times as shall be specified, Part II or 
Part IIA of Form X–17A–5 (§ 249.617 of 
this chapter and such other financial 
or operational information as shall be 
required by the Commission or the des-
ignated examining authority. 

(3) The reports provided for in this 
paragraph (a) that must be filed with 
the Commission shall be considered 
filed when received at the Commis-

sion’s principal office in Washington, 
DC, and the regional office of the Com-
mission for the region in which the 
broker or dealer has its principal place 
of business. All reports filed pursuant 
to this paragraph (a) shall be deemed 
to be confidential. 

(4) The provisions of paragraphs (a)(2) 
and (3) of this section shall not apply 
to a member of a national securities 
exchange or a registered national secu-
rities association if said exchange or 
association maintains records con-
taining the information required by 
Part I, Part II or Part IIA of Form X– 
17A–5 (§ 249.617 of this chapter), as to 
such member, and transmits to the 
Commission a copy of the applicable 
parts of Form X–17A–5 (§ 249.617 of this 
chapter) as to such member, pursuant 
to a plan, the procedures and provi-
sions of which have been submitted to 
and declared effective by the Commis-
sion. Any such plan filed by a national 
securities exchange or a registered na-
tional securities association may pro-
vide that when a member is also a 
member of one or more national securi-
ties exchanges, or of one or more na-
tional securities exchanges and a reg-
istered national securities association, 
the information required to be sub-
mitted with respect to any such mem-
ber may be submitted by only one spec-
ified national securities exchange or 
registered national securities associa-
tion. For the purposes of this section, a 
plan filed with the Commission by a 
national securities exchange or a reg-
istered national securities association 
shall not become effective unless the 
Commission, having due regard for the 
fulfillment of the Commission’s duties 
and responsibilities under the provi-
sions of the Act, declares the plan to be 
effective. Further, the Commission, in 
declaring any such plan effective, may 
impose such terms and conditions re-
lating to the provisions of the plan and 
the period of its effectiveness as may 
be deemed necessary or appropriate in 
the public interest, for the protection 
of investors, or to carry out the Com-
mission’s duties and responsibilities 
under the Act. 

(5) Every broker or dealer subject to 
this paragraph (a) must file Form Cus-
tody (§ 249.639 of this chapter) with its 
designated examining authority within 
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17 business days after the end of each 
calendar quarter and within 17 business 
days after the end of the fiscal year of 
the broker or dealer where that date is 
not the end of a calendar quarter. The 
designated examining authority must 
maintain the information obtained 
through the filing of Form Custody and 
transmit the information to the Com-
mission, at such time as it transmits 
the applicable part of Form X–17A–5 
(§ 249.617 of this chapter) as required in 
paragraph (a)(4) of this section. 

(6) Each broker or dealer that com-
putes certain of its capital charges in 
accordance with § 240.15c3–1e must file 
the following additional reports: 

(i) Within 17 business days after the 
end of each month that is not a quar-
ter, as of month-end: 

(A) For each product for which the 
broker or dealer calculates a deduction 
for market risk other than in accord-
ance with § 240.15c3–1e(b)(1) or (b)(3), 
the product category and the amount 
of the deduction for market risk; 

(B) A graph reflecting, for each busi-
ness line, the daily intra-month VaR; 

(C) The aggregate value at risk for 
the broker or dealer; 

(D) For each product for which the 
broker or dealer uses scenario analysis, 
the product category and the deduction 
for market risk; 

(E) Credit risk information on de-
rivatives exposures, including: 

(1) Overall current exposure; 
(2) Current exposure (including com-

mitments) listed by counterparty for 
the 15 largest exposures; 

(3) The 10 largest commitments listed 
by counterparty; 

(4) The broker or dealer’s maximum 
potential exposure listed by 
counterparty for the 15 largest expo-
sures; 

(5) The broker or dealer’s aggregate 
maximum potential exposure; 

(6) A summary report reflecting the 
broker or dealer’s current and max-
imum potential exposures by credit 
rating category; and 

(7) A summary report reflecting the 
broker or dealer’s current exposure for 
each of the top ten countries to which 
the broker or dealer is exposed (by resi-
dence of the main operating group of 
the counterparty); and 

(F) Regular risk reports supplied to 
the broker’s or dealer’s senior manage-
ment in the format described in the ap-
plication; and 

(ii) Within 17 business days after the 
end of each quarter: 

(A) Each of the reports required to be 
filed in paragraph (a)(6)(i) of this sec-
tion; 

(B) A report identifying the number 
of business days for which the actual 
daily net trading loss exceeded the cor-
responding daily VaR; and 

(C) The results of backtesting of all 
internal models used to compute allow-
able capital, including VaR and credit 
risk models, indicating the number of 
backtesting exceptions. 

(7) Upon written application by a 
broker or dealer to its designated ex-
amining authority, the designated ex-
amining authority may extend the 
time for filing the information re-
quired by this paragraph (a). The des-
ignated examining authority for the 
broker or dealer shall maintain, in the 
manner prescribed in § 240.17a–1, a 
record of each extension granted. 

(b) Report filed upon termination of 
membership interest. (1) If a broker or 
dealer holding any membership inter-
est in a national securities exchange or 
registered national securities associa-
tion ceases to be a member in good 
standing of such exchange or associa-
tion, such broker or dealer shall, with-
in two business days after such event, 
file with the Commission Part II or 
Part IIA of Form X–17A–5 (§ 249.617 of 
this chapter) as determined by the 
standards set forth in paragraphs (a)(2) 
(ii) and (iii) of this section as of the 
date of such event. The report shall be 
filed at the Commission’s principal of-
fice in Washington, DC, and with the 
regional office of the Commission for 
the region in which the broker or deal-
er has its principal place of business: 
Provided, however, That such report 
need not be made or filed if the Com-
mission, upon written request or upon 
its own motion, exempts such broker 
or dealer, either unconditionally or on 
specified terms and conditions, from 
such requirement: Provided, further, 
That the Commission may, upon re-
quest of the broker or dealer, grant ex-
tensions of time for filing the report 
specified herein for good cause shown. 
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(2) The broker or dealer must attach 
to the report required by paragraph 
(b)(1) of this section an oath or affirma-
tion that to the best knowledge and be-
lief of the person making the oath or 
affirmation the information contained 
in the report is true and correct. The 
oath or affirmation must be made be-
fore a person duly authorized to admin-
ister such oaths or affirmations. If the 
broker or dealer is a sole proprietor-
ship, the oath or affirmation must be 
made by the proprietor; if a partner-
ship, by a general partner; if a corpora-
tion, by a duly authorized officer; or if 
a limited liability company or limited 
liability partnership, by the chief exec-
utive officer, chief financial officer, 
manager, managing member, or those 
members vested with management au-
thority for the limited liability com-
pany or limited liability partnership. 

(3) For the purposes of this paragraph 
(b) ‘‘membership interest’’ shall in-
clude the following: full membership, 
allied membership, associated member-
ship, floor privileges, and any other in-
terest that entitles a broker or dealer 
to the exercise of any privilege on an 
exchange or with an association. 

(4) For the purposes of this paragraph 
(b), any broker or dealer shall be 
deemed to have ceased to be a member 
in good standing of such exchange or 
association when the broker or dealer 
has resigned, withdrawn, or been sus-
pended or expelled from a membership 
interest in such exchange or associa-
tion, or has directly or through any as-
sociated person sold or entered into an 
agreement for the sale of a membership 
interest which would on consummation 
thereof result in the termination of the 
broker’s or dealer’s membership inter-
est in such exchange or association. 

(5) Whenever any national securities 
exchange or registered national securi-
ties association takes any action which 
causes any broker or dealer which is a 
member of such exchange or associa-
tion to cease to be a member in good 
standing of such exchange or associa-
tion or when such exchange or associa-
tion learns of any action by such mem-
ber of any other person which causes 
such broker or dealer to cease to be a 
member in good standing of such ex-
change or association, such exchange 
or association shall report such action 

promptly to the Commission, fur-
nishing information as to the cir-
cumstances surrounding the event, and 
shall send a copy of such notification 
to the broker or dealer and notify such 
broker or dealer of its responsibilities 
under this paragraph (b). 

(c) Customer Statements—(1) Who must 
furnish the statements. Every broker or 
dealer shall file with the Commission 
at its principal office in Washington, 
DC, with the regional office of the 
Commission for the region in which the 
broker or dealer has its principal place 
of business, and with each national se-
curities exchange and registered na-
tional securities association of which it 
is a member, and shall send to its cus-
tomers the statements prescribed by 
paragraphs (c) (2) and (3) of this sec-
tion, except as provided in paragraph 
(c)(5) of this section or if the activities 
of such broker or dealer are limited to 
any one or combination of the fol-
lowing and are conducted in the man-
ner prescribed herein: 

(i) As introducing broker or dealer, 
the forwarding of all the transactions 
of customers of the introducing broker 
or dealerto a clearing broker or dealer 
on a fully disclosed basis: Provided, 
That such clearing broker or dealer re-
flects such transactions on its books 
and records in accounts it carries in 
the names of such customers and that 
the introducing broker or dealer does 
not hold funds or securities for, or owe 
funds or securities to, customers other 
than funds and securities promptly for-
warded to the clearing broker or dealer 
or to customers; 

(ii) The prompt forwarding of sub-
scriptions for securities to the issuer, 
underwriter or other distributor of 
such securities and of receiving checks, 
drafts, notes, or other evidences of in-
debtedness payable solely to the issuer, 
underwriter or other distributor who 
delivers the security directly to the 
subscriber or to a custodian bank, if 
the broker or dealer does not otherwise 
hold funds or securities for, or owe 
money or securities to, customers; 

(iii) The sale and redemption of re-
deemable shares of registered invest-
ment companies or the solicitation of 
share accounts of savings and loan as-
sociations and otherwise qualified to 
maintain net capital of no less than 
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what is required under § 240.15c3– 
1(a)(2)(iv) or the offering to extend any 
credit to or participate in arranging a 
loan for a customer to purchase insur-
ance in connection with the sale of re-
deemable shares of registered invest-
ment companies; or 

(iv) Conduct which would exempt the 
broker or dealer from the provisions of 
§ 240.17a–13 by reason of the provisions 
of paragraph (a) of that section. 

(2) Audited statements to be furnished. 
Audited statements shall be furnished 
within 105 days after the end of the fis-
cal year of the broker or dealer. The 
statements may be furnished 30 days 
after that time limit has expired if the 
broker or dealer sends them with the 
next mailing of the broker’s or dealer’s 
quarterly customer statements of ac-
count. In that case, the broker or deal-
er must include a statement in that 
mailing of the amount of the broker’s 
or dealer’s net capital and its required 
net capital in accordance with 
§ 240.15c3–1, as of a fiscal month end 
that is within the 75-day period imme-
diately preceding the date the state-
ments are sent to customers. The au-
dited statements shall include the fol-
lowing: 

(i) A Statement of Financial Condi-
tion with appropriate notes prepared in 
accordance with U.S. generally accept-
ed accounting principles which shall be 
audited if the financial statements fur-
nished in accordance with paragraph 
(d) of this section are required to be 
certified; 

(ii) A footnote containing a state-
ment of the amount of the broker’s or 
dealer’s net capital and its required net 
capital, computed in accordance with 
§ 240.15c3–1. Such statement shall in-
clude summary financial statements of 
subsidiaries consolidated pursuant to 
Appendix C of § 240.15c3–1, where mate-
rial, and the effect thereof on the net 
capital and required net capital of the 
broker or dealer; 

(iii) A statement indicating that the 
Statement of Financial Condition of 
the most recent financial report of the 
broker or dealer under paragraph 
(d)(1)(i)(A) of this section is available 
for examination at the principal office 
of the broker or dealer and at the re-
gional office of the Commission for the 

region in which the broker or dealer 
has its principal place of business; and 

(iv) If, in connection with the most 
recent annual reports required under 
paragraph (d) of this section, the report 
of the independent public accountant 
required under paragraph (d)(1)(i)(C) of 
this section covering the report of the 
broker or dealer required under para-
graph (d)(1)(i)(B)(1) of this section iden-
tifies one or more material weaknesses, a 
statement by the broker or dealer that 
one or more material weaknesses have 
been identified and that a copy of the 
report of the independent public ac-
countant required under paragraph 
(d)(1)(i)(C) of this section is currently 
available for the customer’s inspection 
at the principal office of the Commis-
sion in Washington, DC, and the re-
gional office of the Commission for the 
region in which the broker or dealer 
has its principal place of business. 

(3) Unaudited statements to be fur-
nished. Unaudited statements dated 6 
months from the date of the audited 
statements required to be furnished by 
paragraphs (c)(1) and (2) of this section 
shall be furnished within 65 days after 
the date of the unaudited statements. 
The unaudited statements may be fur-
nished 70 days after that time limit has 
expired if the broker or dealer sends 
them with the next mailing of the bro-
ker’s or dealer’s quarterly customer 
statements of account. In that case, 
the broker or dealer must include a 
statement in that mailing of the 
amount of the broker’s or dealer’s net 
capital and its required net capital in 
accordance with § 240.15c3–1, as of a fis-
cal month end that is within the 75-day 
period immediately preceding the date 
the statements are sent to customers. 
The unaudited statements shall con-
tain the information specified in para-
graphs (c)(2)(i) and (ii) of this section. 

(4) Definition of ‘‘customer.’’ For pur-
poses of this paragraph (c), the term 
customer includes any person other 
than: 

(i) Another broker or dealer who is 
exempted by paragraph (c)(1) of this 
section; 

(ii) A general, special or limited part-
ner or director or officer of a broker or 
dealer; or 

(iii) Any person to the extent that 
such person has a claim for property or 
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funds which by contract, agreement or 
understanding, or by operation of law, 
is part of the capital of the broker or 
dealer or is subordinated to the claims 
of creditors of the broker or dealer, for 
or with whom a broker or dealer has ef-
fected a securities transaction in a par-
ticular month, which month shall be 
either the month preceding the balance 
sheet date or the month following the 
balance sheet date in which the state-
ment is sent. 
The term ‘‘customer’’ also includes any 
person for whom the broker or dealer 
holds securities for safekeeping or as 
collateral or for whom the broker or 
dealer carries a free credit balance in 
the month in which customers are de-
termined for purposes of this paragraph 
(c). 

(5) Exemption from sending certain fi-
nancial information to customers. A 
broker or dealer is not required to send 
to its customers the statements pre-
scribed by paragraphs (c)(2) and (c)(3) 
of this section if the following condi-
tions are met: 

(i) The broker or dealer semi-annu-
ally sends its customers, at the times 
it otherwise is required to send its cus-
tomers the statements prescribed by 
paragraphs (c)(2) and (c)(3) of this sec-
tion, a financial disclosure statement 
that includes: 

(A) The amount of the broker’s or 
dealer’s net capital and its required net 
capital in accordance with § 240.15c3–1, 
as of the date of the statements pre-
scribed by paragraphs (c)(2) and (c)(3) 
of this section; 

(B) To the extent required under 
paragraph (c)(2)(ii) of this section, a de-
scription of the effect on the broker’s 
or dealer’s net capital and required net 
capital of the consolidation of the as-
sets and liabilities of subsidiaries or af-
filiates consolidated pursuant to Ap-
pendix C of § 240.15c3–1; and 

(C) Any statements otherwise re-
quired by paragraphs (c)(2)(iii) and (iv) 
of this section. 

(ii) The financial disclosure state-
ment is given prominence in the mate-
rials delivered to customers of the 
broker or dealer and includes an appro-
priate caption stating that customers 
may obtain the statements prescribed 
by paragraphs (c)(2) and (c)(3) of this 
section, at no cost, by: 

(A) Accessing the broker’s or dealer’s 
Website at the specified Internet Uni-
form Resource Locator (URL); or 

(B) Calling the broker’s or dealer’s 
specified toll-free telephone number. 

(iii) Not later than 90 days after the 
date of the audited statements pre-
scribed by paragraph (c)(2) of this sec-
tion and not later than 75 days after 
the date of the unaudited statements 
prescribed by paragraph (c)(3) of this 
section, the broker or dealer publishes 
the statements on its Website, acces-
sible by hyperlinks in either textual or 
button format, which are separate, 
prominent links, are clearly visible, 
and are placed in each of the following 
locations: 

(A) On the broker’s or dealer’s 
Website home page; and 

(B) On each page at which a customer 
can enter or log on to the broker’s or 
dealer’s Website; and 

(C) If the Websites for two or more 
brokers or dealers can be accessed from 
the same Home page, on the Home page 
of the Website of each broker or dealer. 

(iv) The broker or dealer maintains a 
toll-free telephone number that cus-
tomers can call to request a copy of the 
statements prescribed by paragraphs 
(c)(2) and (c)(3) of this section. 

(v) If a customer requests a copy of 
the statements prescribed by para-
graphs (c)(2) and (c)(3) of this section, 
the broker or dealer sends it promptly 
at no cost to the customer. 

(d) Annual reports. (1)(i) Except as 
provided in paragraphs (d)(1)(iii) and 
(d)(1)(iv) of this section, every broker 
or dealer registered under section 15 of 
the Act must file annually: 

(A) A financial report as described in 
paragraph (d)(2) of this section; and 

(B)(1) If the broker or dealer did not 
claim it was exempt from § 240.15c3–3 
throughout the most recent fiscal year, 
a compliance report as described in 
paragraph (d)(3) of this section exe-
cuted by the person who makes the 
oath or affirmation under paragraph 
(e)(2) of this section; or 

(2) If the broker or dealer did claim 
that it was exempt from § 240.15c3–3 
throughout the most recent fiscal year, 
an exemption report as described in 
paragraph (d)(4) of this section exe-
cuted by the person who makes the 
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oath or affirmation under paragraph 
(e)(2) of this section; 

(C) Except as provided in paragraph 
(e)(1)(i) of this section, a report pre-
pared by an independent public ac-
countant, under the engagement provi-
sions in paragraph (g) of this section, 
covering each report required to be 
filed under paragraphs (d)(1)(i)(A) and 
(B) of this section. 

(ii) The reports required to be filed 
under this paragraph (d) must be as of 
the same fiscal year end each year, un-
less a change is approved in writing by 
the designated examining authority for 
the broker or dealer under paragraph 
(n) of this section. A copy of the writ-
ten approval must be sent to the Com-
mission’s principal office in Wash-
ington, DC, and the regional office of 
the Commission for the region in which 
the broker or dealer has its principal 
place of business. 

(iii) A broker or dealer succeeding to 
and continuing the business of another 
broker or dealer need not file the re-
ports under this paragraph (d) as of a 
date in the fiscal year in which the suc-
cession occurs if the predecessor broker 
or dealer has filed reports in compli-
ance with this paragraph (d) as of a 
date in such fiscal year. 

(iv) A broker or dealer that is a mem-
ber of a national securities exchange, 
has transacted a business in securities 
solely with or for other members of a 
national securities exchange, and has 
not carried any margin account, credit 
balance, or security for any person who 
is defined as a customer in paragraph 
(c)(4) of this section, is not required to 
file reports under this paragraph (d). 

(2) Financial report. The financial re-
port must contain: 

(i) A Statement of Financial Condi-
tion, a Statement of Income, a State-
ment of Cash Flows, a Statement of 
Changes in Stockholders’ or Partners’ 
or Sole Proprietor’s Equity, and a 
Statement of Changes in Liabilities 
Subordinated to Claims of General 
Creditors. The statements must be pre-
pared in accordance with U.S. gen-
erally accepted accounting principles 
and must be in a format that is con-
sistent with the statements contained 
in Form X–17A–5 (§ 249.617 of this chap-
ter) Part II or Part IIA. If the State-
ment of Financial Condition filed in 

accordance with instructions to Form 
X–17A–5, Part II or Part IIA, is not con-
solidated, a summary of financial data, 
including the assets, liabilities, and net 
worth or stockholders’ equity, for sub-
sidiaries not consolidated in the Part II 
or Part IIA Statement of Financial 
Condition as filed by the broker or 
dealer must be included in the notes to 
the financial statements reported on 
by the independent public accountant. 

NOTE 1 TO PARAGRAPH (d)(2)(i). If there is 
other comprehensive income in the period(s) 
presented, the financial report must contain 
a Statement of Comprehensive Income (as 
defined in § 210.1–02 of Regulation S–X of this 
chapter) in place of a Statement of Income. 

(ii) Supporting schedules that in-
clude, from Part II or Part IIA of Form 
X–17A–5 (§ 249.617 of this chapter), a 
Computation of Net Capital Under 
§ 240.15c3–1, a Computation for Deter-
mination of the Reserve Requirements 
under Exhibit A of § 240.15c3–3, and In-
formation Relating to the Possession 
or Control Requirements Under 
§ 240.15c3–3. 

(iii) If either the Computation of Net 
Capital under § 240.15c3–1 or the Com-
putation for Determination of the Re-
serve Requirements Under Exhibit A of 
§ 240.15c3–3 in the financial report is 
materially different from the cor-
responding computation in the most 
recent Part II or Part IIA of Form X– 
17A–5 (§ 249.617 of this chapter) filed by 
the broker or dealer pursuant to para-
graph (a) of this section, a reconcili-
ation, including appropriate expla-
nations, between the computation in 
the financial report and the computa-
tion in the most recent Part II or Part 
IIA of Form X–17A–5 filed by the 
broker or dealer. If no material dif-
ferences exist, a statement so indi-
cating must be included in the finan-
cial report. 

(3) Compliance report. (i) The compli-
ance report must contain: 

(A) Statements as to whether: 
(1) The broker or dealer has estab-

lished and maintained Internal Control 
Over Compliance as that term is defined 
in paragraph (d)(3)(ii) of this section; 

(2) The Internal Control Over Compli-
ance of the broker or dealer was effec-
tive during the most recent fiscal year; 
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(3) The Internal Control Over Compli-
ance of the broker or dealer was effec-
tive as of the end of the most recent 
fiscal year; 

(4) The broker or dealer was in com-
pliance with §§ 240.15c3–1 and 240.15c3– 
3(e) as of the end of the most recent fis-
cal year; and 

(5) The information the broker or 
dealer used to state whether it was in 
compliance with §§ 240.15c3–1 and 
240.15c3–3(e) was derived from the 
books and records of the broker or 
dealer. 

(B) If applicable, a description of 
each material weakness in the Internal 
Control Over Compliance of the broker 
or dealer during the most recent fiscal 
year. 

(C) If applicable, a description of any 
instance of non-compliance with 
§§ 240.15c3–1 or 240.15c3–3(e) as of the 
end of the most recent fiscal year. 

(ii) The term Internal Control Over 
Compliance means internal controls 
that have the objective of providing 
the broker or dealer with reasonable 
assurance that non-compliance with 
§ 240.15c3–1, § 240.15c3–3, § 240.17a–13, or 
any rule of the designated examining 
authority of the broker or dealer that 
requires account statements to be sent 
to the customers of the broker or deal-
er (an ‘‘Account Statement Rule’’) will 
be prevented or detected on a timely 
basis. 

(iii) The broker or dealer is not per-
mitted to conclude that its Internal 
Control Over Compliance was effective 
during the most recent fiscal year if 
there were one or more material weak-
nesses in its Internal Control Over 
Compliance during the most recent fis-
cal year. The broker or dealer is not 
permitted to conclude that its Internal 
Control Over Compliance was effective 
as of the end of the most recent fiscal 
year if there were one or more material 
weaknesses in its internal control as of 
the end of the most recent fiscal year. 
A material weakness is a deficiency, or a 
combination of deficiencies, in Internal 
Control Over Compliance such that 
there is a reasonable possibility that 
non-compliance with §§ 240.15c3–1 or 
240.15c3–3(e) will not be prevented or 
detected on a timely basis or that non- 
compliance to a material extent with 
§ 240.15c3–3, except for paragraph (e), 

§ 240.17a–13, or any Account Statement 
Rule will not be prevented or detected 
on a timely basis. A deficiency in Inter-
nal Control Over Compliance exists when 
the design or operation of a control 
does not allow the management or em-
ployees of the broker or dealer, in the 
normal course of performing their as-
signed functions, to prevent or detect 
on a timely basis non-compliance with 
§ 240.15c3–1, § 240.15c3–3, § 240.17a–13, or 
any Account Statement Rule. 

(4) Exemption report. The exemption 
report must contain the following 
statements made to the best knowledge 
and belief of the broker or dealer: 

(i) A statement that identifies the 
provisions in § 240.15c3–3(k) under which 
the broker or dealer claimed an exemp-
tion from § 240.15c3–3; 

(ii) A statement that the broker or 
dealer met the identified exemption 
provisions in § 240.15c3–3(k) throughout 
the most recent fiscal year without ex-
ception or that it met the identified ex-
emption provisions in § 240.15c3–3(k) 
throughout the most recent fiscal year 
except as described under paragraph 
(d)(4)(iii) of this section; and 

(iii) If applicable, a statement that 
identifies each exception during the 
most recent fiscal year in meeting the 
identified exemption provisions in 
§ 240.15c3–3(k) and that briefly describes 
the nature of each exception and the 
approximate date(s) on which the ex-
ception existed. 

(5) The annual reports must be filed 
not more than sixty (60) calendar days 
after the end of the fiscal year of the 
broker or dealer. 

(6) The annual reports must be filed 
at the regional office of the Commis-
sion for the region in which the broker 
or dealer has its principal place of busi-
ness, the Commission’s principal office 
in Washington, DC, the principal office 
of the designated examining authority 
for the broker or dealer, and with the 
Securities Investor Protection Cor-
poration (‘‘SIPC’’) if the broker or 
dealer is a member of SIPC. Copies of 
the reports must be provided to all self- 
regulatory organizations of which the 
broker or dealer is a member, unless 
the self-regulatory organization by 
rule waives this requirement. 
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(e) Nature and form of reports. The an-
nual reportsfiled pursuant to para-
graph (d) of this section must be pre-
pared and filed in accordance with the 
following requirements: 

(1)(i) The broker or dealer is not re-
quired to engage an independent public 
accountant to provide the reports re-
quired under paragraph (d)(1)(i)(C) of 
this section if, since the date of the 
registration of the broker or dealer 
under section 15 of the Act (15 U.S.C. 
78o) or of the previous annual reports 
filed under paragraph (d) of this sec-
tion: 

(A) The securities business of the 
broker or dealer has been limited to 
acting as broker (agent) for the issuer 
in soliciting subscriptions for securi-
ties of the issuer, the broker has 
promptly transmitted to the issuer all 
funds and promptly delivered to the 
subscriber all securities received in 
connection with the transaction, and 
the broker has not otherwise held 
funds or securities for or owed money 
or securities to customers; or 

(B) The securities business of the 
broker or dealer has been limited to 
buying and selling evidences of indebt-
edness secured by mortgage, deed of 
trust, or other lien upon real estate or 
leasehold interests, and the broker or 
dealer has not carried any margin ac-
count, credit balance, or security for 
any securities customer. 

(ii) A broker or dealer that files an-
nual reports under paragraph (d) of this 
section that are not covered by reports 
prepared by an independent public ac-
countant must include in the oath or 
affirmation required by paragraph 
(e)(2) of this section a statement of the 
facts and circumstances relied upon as 
a basis for exemption from the require-
ment that the annual reports filed 
under paragraph (d) of this section be 
covered by reports prepared by an inde-
pendent public accountant. 

(2) The broker or dealer must attach 
to the financial report an oath or affir-
mation that, to the best knowledge and 
belief of the person making the oath or 
affirmation, 

(i) The financial report is true and 
correct; and 

(ii) Neither the broker or dealer, nor 
any partner, officer, director, or equiv-
alent person, as the case may be, has 

any proprietary interest in any ac-
count classified solely as that of a cus-
tomer. 

The oath or affirmation must be 
made before a person duly authorized 
to administer such oaths or affirma-
tions. If the broker or dealer is a sole 
proprietorship, the oath or affirmation 
must be made by the proprietor; if a 
partnership, by a general partner; if a 
corporation, by a duly authorized offi-
cer; or if a limited liability company or 
limited liability partnership, by the 
chief executive officer, chief financial 
officer, manager, managing member, or 
those members vested with manage-
ment authority for the limited liabil-
ity company or limited liability part-
nership. 

(3) The annual reports filed under 
paragraph (d) of this section are not 
confidential, except that, if the State-
ment of Financial Condition in a for-
mat that is consistent with Form X– 
17A–5 (§ 249.617 of this chapter), Part II, 
or Part IIA, is bound separately from 
the balance of the annual reports filed 
under paragraph (d) of this section, and 
each page of the balance of the annual 
reports is stamped ‘‘confidential,’’ then 
the balance of the annual reports shall 
be deemed confidential to the extent 
permitted by law. However, the annual 
reports, including the confidential por-
tions, will be available for official use 
by any official or employee of the U.S. 
or any State, by national securities ex-
changes and registered national securi-
ties associations of which the broker or 
dealer filing such a report is a member, 
by the Public Company Accounting 
Oversight Board, and by any other per-
son if the Commission authorizes dis-
closure of the annual reports to that 
person as being in the public interest. 
Nothing contained in this paragraph 
may be construed to be in derogation 
of the rules of any registered national 
securities association or national secu-
rities exchange that give to customers 
of a member broker or dealer the right, 
upon request to the member broker or 
dealer, to obtain information relative 
to its financial condition. 

(4)(i) The broker or dealer must file 
with SIPC a report on the SIPC annual 
general assessment reconciliation or 
exclusion from membership forms that 
contains such information and is in 
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such format as determined by SIPC by 
rule and approved by the Commission. 

(ii) Until the earlier of two years 
after the date paragraph (e)(4)(i) of this 
section is effective or SIPC adopts a 
rule under paragraph (e)(4)(i) of this 
section and the rule is approved by the 
Commission, the broker or dealer must 
file with SIPC a supplemental report 
on the status of the membership of the 
broker or dealer in SIPC if, under para-
graph (d)(1)(i)(C) of this section, the 
broker or dealer is required to file re-
ports prepared by an independent pub-
lic accountant. The supplemental re-
port must include the independent pub-
lic accountant’s report on applying 
agreed-upon procedures based on the 
performance of the procedures enumer-
ated in paragraph (e)(4)(ii)(C) of this 
section. The supplemental report must 
cover the SIPC annual general assess-
ment reconciliation or exclusion from 
membership forms not previously re-
ported on under this paragraph (e)(4) 
that were required to be filed on or 
prior to the date of the annual reports 
required by paragraph (d) of this sec-
tion: Provided, that the broker or deal-
er is not required to file the supple-
mental report on the SIPC annual gen-
eral assessment reconciliation or ex-
clusion from membership form for any 
period during which the SIPC assess-
ment is a specified dollar value as pro-
vided for in section 4(d)(1)(c) of the Se-
curities Investor Protection Act of 
1970, as amended. The supplemental re-
port must be filed with the regional of-
fice of the Commission for the region 
in which the broker or dealer has its 
principal place of business, the Com-
mission’s principal office in Wash-
ington, DC, the principal office of the 
designated examining authority for the 
broker or dealer, and the principal of-
fice of SIPC. The supplemental report 
must include the following: 

(A) A schedule of assessment pay-
ments showing any overpayments ap-
plied and overpayments carried for-
ward including: payment dates, 
amounts, and name of SIPC collection 
agent to whom mailed; or 

(B) If exclusion from membership was 
claimed, a statement that the broker 
or dealer qualified for exclusion from 
membership under the Securities In-

vestor Protection Act of 1970, as 
amended; and 

(C) An independent public accountant’s 
report. The independent public account-
ant must be engaged to perform the 
following procedures: 

(1) Comparison of listed assessment 
payments with respective cash dis-
bursements record entries; 

(2) For all or any portion of a fiscal 
year, comparison of amounts reflected 
in the annual reports required by para-
graph (d) of this section with amounts 
reported in the Annual General Assess-
ment Reconciliation (Form SIPC–7); 

(3) Comparison of adjustments re-
ported in Form SIPC–7 with supporting 
schedules and working papers sup-
porting the adjustments; 

(4) Proof of the arithmetical accu-
racy of the calculations reflected in 
Form SIPC–7 and in the schedules and 
working papers supporting any adjust-
ments; and 

(5) Comparison of the amount of any 
overpayment applied with the Form 
SIPC–7 on which it was computed; or 

(6) If exclusion from membership is 
claimed, a comparison of the income or 
loss reported in the financial report re-
quired by paragraph (d)(2) of this sec-
tion with the Certification of Exclusion 
from Membership (Form SIPC–3). 

(f)(1) Qualifications of independent 
public accountant. The independent pub-
lic accountant must be qualified and 
independent in accordance with § 210.2– 
01 of this chapter and the independent 
public accountant must be registered 
with the Public Company Accounting 
Oversight Board if required by the Sar-
banes-Oxley Act of 2002. 

(2) Statement regarding independent 
public accountant. (i) Every broker or 
dealer that is required to file annual 
reports under paragraph (d) of this sec-
tion must file no later than December 
10 of each year (or 30 calendar days 
after the effective date of its registra-
tion as a broker or dealer, if earlier) a 
statement as prescribed in paragraph 
(f)(2)(ii) of this section with the Com-
mission’s principal office in Wash-
ington, DC, the regional office of the 
Commission for the region in which its 
principal place of business is located, 
and the principal office of the des-
ignated examining authority for the 
broker or dealer. The statement must 
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be dated no later than December 1 (or 
20 calendar days after the effective 
date of its registration as a broker or 
dealer, if earlier). If the engagement of 
an independent public accountant is of 
a continuing nature, providing for suc-
cessive engagements, no further filing 
is required. If the engagement is for a 
single year, or if the most recent en-
gagement has been terminated or 
amended, a new statement must be 
filed by the required date. 

(ii) The statement must be headed 
‘‘Statement regarding independent 
public accountant under Rule 17a– 
5(f)(2)’’ and must contain the following 
information and representations: 

(A) Name, address, telephone num-
ber, and registration number of the 
broker or dealer. 

(B) Name, address, and telephone 
number of the independent public ac-
countant. 

(C) The date of the fiscal year of the 
annual reports of the broker or dealer 
covered by the engagement. 

(D) Whether the engagement is for a 
single year or is of a continuing na-
ture. 

(E) A representation that the inde-
pendent public accountant has under-
taken the items enumerated in para-
graphs (g)(1) and (2) of this section. 

(F) Except as provided in paragraph 
(f)(2)(iii) of this section, a representa-
tion that the broker or dealer agrees to 
allow representatives of the Commis-
sion or its designated examining au-
thority, if requested in writing for pur-
poses of an examination of the broker 
or dealer, to review the audit docu-
mentation associated with the reports 
of the independent public accountant 
filed under paragraph (d)(1)(i)(C) of this 
section. For purposes of this para-
graph, ‘‘audit documentation’’ has the 
meaning provided in standards of the 
Public Company Accounting Oversight 
Board. The Commission anticipates 
that, if requested, it will accord con-
fidential treatment to all documents it 
may obtain from an independent public 
accountant under this paragraph to the 
extent permitted by law. 

(G) Except as provided in paragraph 
(f)(2)(iii) of this section, a representa-
tion that the broker or dealer agrees to 
allow the independent public account-
ant to discuss with representatives of 

the Commission and its designated ex-
amining authority, if requested in 
writing for purposes of an examination 
of the broker or dealer, the findings as-
sociated with the reports of the inde-
pendent public accountant filed under 
paragraph (d)(1)(i)(C) of this section. 

(iii) If a broker or dealer neither 
clears transactions nor carries cus-
tomer accounts, the broker or dealer is 
not required to include the representa-
tions in paragraphs (f)(2)(ii)(F) and (G) 
of this section. 

(iv) Any broker or dealer that is not 
required to file reports prepared by an 
independent public accountant under 
paragraph (d)(1)(i)(C) of this section 
must file a statement required under 
paragraph (f)(2)(i) of this section indi-
cating the date as of which the 
unaudited reports will be prepared. 

(3) Replacement of accountant. A 
broker or dealer must file a notice that 
must be received by the Commission’s 
principal office in Washington, DC, the 
regional office of the Commission for 
the region in which its principal place 
of business is located, and the principal 
office of the designated examining au-
thority for the broker or dealer not 
more than 15 business days after: 

(i) The broker or dealer has notified 
the independent public accountant that 
provided the reports the broker or deal-
er filed under paragraph (d)(1)(i)(C) of 
this section for the most recent fiscal 
year that the independent public ac-
countant’s services will not be used in 
future engagements; or 

(ii) The broker or dealer has notified 
an independent public accountant that 
was engaged to provide the reports re-
quired under paragraph (d)(1)(i)(C) of 
this section that the engagement has 
been terminated; or 

(iii) An independent public account-
ant has notified the broker or dealer 
that the independent public accountant 
would not continue under an engage-
ment to provide the reports required 
under paragraph (d)(1)(i)(C) of this sec-
tion; or 

(iv) A new independent public ac-
countant has been engaged to provide 
the reports required under paragraph 
(d)(1)(i)(C) of this section without any 
notice of termination having been 
given to or by the previously engaged 
independent public accountant. 
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(v) The notice must include: 
(A) The date of notification of the 

termination of the engagement or of 
the engagement of the new independent 
public accountant, as applicable; and 

(B) The details of any issues arising 
during the 24 months (or the period of 
the engagement, if less than 24 months) 
preceding the termination or new en-
gagement relating to any matter of ac-
counting principles or practices, finan-
cial statement disclosure, auditing 
scope or procedure, or compliance with 
applicable rules of the Commission, 
which issues, if not resolved to the sat-
isfaction of the former independent 
public accountant, would have caused 
the independent public accountant to 
make reference to them in the report 
of the independent public accountant. 
The issues required to be reported in-
clude both those resolved to the former 
independent public accountant’s satis-
faction and those not resolved to the 
former accountant’s satisfaction. 
Issues contemplated by this section are 
those that occur at the decision-mak-
ing level—that is, between principal fi-
nancial officers of the broker or dealer 
and personnel of the accounting firm 
responsible for rendering its report. 
The notice must also state whether the 
accountant’s report filed under para-
graph (d)(1)(i)(C) of this section for any 
of the past two fiscal years contained 
an adverse opinion or a disclaimer of 
opinion or was qualified as to uncer-
tainties, audit scope, or accounting 
principles, and must describe the na-
ture of each such adverse opinion, dis-
claimer of opinion, or qualification. 
The broker or dealer must also request 
the former independent public account-
ant to furnish the broker or dealer 
with a letter addressed to the Commis-
sion stating whether the independent 
public accountant agrees with the 
statements contained in the notice of 
the broker or dealer and, if not, stating 
the respects in which independent pub-
lic accountant does not agree. The 
broker or dealer must file three copies 
of the notice and the accountant’s let-
ter, one copy of which must be manu-
ally signed by the sole proprietor, a 
general partner, or a duly authorized 
corporate, limited liability company, 
or limited liability partnership officer 
or member, as appropriate, and by the 

independent public accountant, respec-
tively. 

(g) Engagement of independent public 
accountant. The independent public ac-
countant engaged by the broker or 
dealer to provide the reports required 
under paragraph (d)(1)(i)(C) of this sec-
tion must, as part of the engagement, 
undertake the following, as applicable: 

(1) To prepare an independent public 
accountant’s report based on an exam-
ination of the financial report required 
to be filed by the broker or dealer 
under paragraph (d)(1)(i)(A) of this sec-
tion in accordance with standards of 
the Public Company Accounting Over-
sight Board; and 

(2)(i) To prepare an independent pub-
lic accountant’s report based on an ex-
amination of the statements required 
under paragraphs (d)(3)(i)(A)(2) through 
(5) of this section in the compliance re-
port required to be filed by the broker 
or dealer under paragraph (d)(1)(i)(B)(1) 
of this section in accordance with 
standards of the Public Company Ac-
counting Oversight Board; or 

(ii) To prepare an independent public 
accountant’s report based on a review 
of the statements required under para-
graphs (d)(4)(i) through (iii) of this sec-
tion in the exemption report required 
to be filed by the broker or dealer 
under paragraph (d)(1)(i)(B)(2) of this 
section in accordance with standards of 
the Public Company Accounting Over-
sight Board. 

(h) Notification of non-compliance or 
material weakness. If, during the course 
of preparing the independent public ac-
countant’s reports required under para-
graph (d)(1)(i)(C) of this section, the 
independent public accountant deter-
mines that the broker or dealer is not 
in compliance with § 240.15c3–1, 
§ 240.15c3–3, or § 240.17a–13 or any rule of 
the designated examining authority of 
the broker or dealer that requires ac-
count statements to be sent to the cus-
tomers of the broker or dealer, as ap-
plicable, or the independent public ac-
countant determines that any material 
weaknesses (as defined in paragraph 
(d)(3)(iii) of this section) exist, the 
independent public accountant must 
immediately notify the chief financial 
officer of the broker or dealer of the 
nature of the non-compliance or mate-
rial weakness. If the notice from the 
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accountant concerns an instance of 
non-compliance that would require a 
broker or dealer to provide a notifica-
tion under § 240.15c3–1, § 240.15c3–3, or 
§ 240.17a–11, or if the notice concerns a 
material weakness, the broker or deal-
er must provide a notification in ac-
cordance with § 240.15c3–1, § 240.15c3–3, 
or § 240.17a–11, as applicable, and pro-
vide a copy of the notification to the 
independent public accountant. If the 
independent public accountant does 
not receive the notification within one 
business day, or if the independent pub-
lic accountant does not agree with the 
statements in the notification, then 
the independent public accountant 
must notify the Commission and the 
designated examining authority within 
one business day. The report from the 
accountant must, if the broker or deal-
er failed to file a notification, describe 
any instances of non-compliance that 
required a notification under § 240.15c3– 
1, § 240.15c3–3, or § 240.17a–11, or any ma-
terial weaknesses. If the broker or 
dealer filed a notification, the report 
from the accountant must detail the 
aspects of the notification of the 
broker or dealer with which the ac-
countant does not agree. 

Note to paragraph (h): The attention 
of the broker or dealer and the inde-
pendent public accountant is called to 
the fact that under § 240.17a–11(b)(1), 
among other things, a broker or dealer 
whose net capital declines below the 
minimum required pursuant to 
§ 240.15c3–1 shall give notice of such de-
ficiency that same day in accordance 
with § 240.17a–11(g) and the notice shall 
specify the broker or dealer’s net cap-
ital requirement and its current 
amount of net capital. The attention of 
the broker or dealer and accountant 
also is called to the fact that under 
§ 240.15c3–3(i), if a broker or dealer shall 
fail to make a reserve bank account or 
special account deposit, as required by 
§ 240.15c3–3, the broker or dealer shall 
by telegram immediately notify the 
Commission and the regulatory author-
ity for the broker or dealer, which ex-
amines such broker or dealer as to fi-
nancial responsibility and shall 
promptly thereafter confirm such noti-
fication in writing. 

(i) Reports of the independent public 
accountant required under paragraph 

(d)(1)(i)(C) of this section—(1) Technical 
requirements. The independent public 
accountant’s reports must: 

(i) Be dated; 
(ii) Be signed manually; 
(iii) Indicate the city and state where 

issued; and 
(iv) Identify without detailed enu-

meration the items covered by the re-
ports. 

(2) Representations. The independent 
public accountant’s reports must: 

(i) State whether the examinations 
or review, as applicable, were made in 
accordance with standards of the Pub-
lic Company Accounting Oversight 
Board; 

(ii) Identify any examination and, if 
applicable, review procedures deemed 
necessary by the independent public 
accountant under the circumstances of 
the particular case that have been 
omitted and the reason for their omis-
sion. 

(iii) Nothing in this section may be 
construed to imply authority for the 
omission of any procedure that inde-
pendent public accountants would ordi-
narily employ in the course of an ex-
amination or review made for the pur-
pose of expressing the opinions or con-
clusions required under this section. 

(3) Opinion or conclusion to be ex-
pressed. The independent public ac-
countant’s reports must state clearly: 

(i) The opinion of the independent 
public accountant with respect to the 
financial report required under para-
graph (d)(1)(i)(A) of this section and the 
accounting principles and practices re-
flected in that report; 

(ii) The opinion of the independent 
public accountant with respect to the 
financial report required under para-
graph (d)(1)(i)(A) of this section, as to 
the consistency of the application of 
the accounting principles, or as to any 
changes in those principles, that have a 
material effect on the financial state-
ments; and 

(iii)(A) The opinion of the inde-
pendent public accountant with respect 
to the statements required under para-
graphs (d)(3)(i)(A)(2) through (5) of this 
section in the compliance report re-
quired under paragraph (d)(1)(i)(B)(1) of 
this section; or 

(B) The conclusion of the inde-
pendent public accountant with respect 
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to the statements required under para-
graphs (d)(4)(i) through (iii) of this sec-
tion in the exemption report required 
under paragraph (d)(1)(i)(B)(2) of this 
section. 

(4) Exceptions. Any matters to which 
the independent public accountant 
takes exception must be clearly identi-
fied, the exceptions must be specifi-
cally and clearly stated, and, to the ex-
tent practicable, the effect of each 
such exception on any related items 
contained in the annual reports re-
quired under paragraph (d) of this sec-
tion must be given. 

(j) [Reserved] 
(k) Supplemental reports. Each broker 

or dealer that computes certain of its 
capital charges in accordance with 
§ 240.15c3–1e shall file concurrently with 
the annual audit report a supplemental 
report on management controls, which 
shall be prepared by a registered public 
accounting firm (as that term is de-
fined in section 2(a)(12) of the Sar-
banes-Oxley Act of 2002 (15 U.S.C. 7201 
et seq.)). The supplemental report shall 
indicate the results of the accountant’s 
review of the internal risk manage-
ment control system established and 
documented by the broker or dealer in 
accordance with § 240.15c3–4. This re-
view shall be conducted in accordance 
with procedures agreed upon by the 
broker or dealer and the registered 
public accounting firm conducting the 
review. The agreed upon procedures are 
to be performed and the report is to be 
prepared in accordance with the rules 
promulgated by the Public Company 
Accounting Oversight Board. The pur-
pose of the review is to confirm that 
the broker or dealer has established, 
documented, and is in compliance with 
the internal risk management controls 
established in accordance with 
§ 240.15c3–4. Before commencement of 
the review and no later than December 
10 of each year, the broker or dealer 
shall file a statement with the Division 
of Market Regulation, Office of Finan-
cial Responsibility, at the Commis-
sion’s principal office in Washington, 
DC that includes: 

(1) A description of the agreed-upon 
procedures agreed to by the broker or 
dealer and the registered public ac-
counting firm; and 

(2) A notice describing changes in 
those agreed-upon procedures, if any. If 
there are no changes, the broker or 
dealer should so indicate. 

(l) Use of certain statements filed with 
the Securities and Exchange Commission. 
At the request of any broker or dealer 
who is (1) an investment company reg-
istered under the Investment Company 
Act of 1940, or (2) a sponsor or depositor 
of such a registered investment com-
pany who effects transactions in secu-
rities only with, or on behalf of, such 
registered investment company, the 
Commission will accept the financial 
statements filed pursuant to section 13 
or 15(d) of the Securities Exchange Act 
of 1934 or section 30 of the Investment 
Company Act of 1940 and the rules and 
regulations promulgated thereunder as 
a filing pursuant to paragraph (d) of 
this section. Such a filing shall be 
deemed to satisfy the requirements of 
this section for any calendar year in 
which such financial statements are 
filed, provided that the statements so 
filed meet the requirements of the 
other rules under which they are filed 
with respect to time of filing and con-
tent. 

(m) Extentions and exemptions. (1) A 
broker’s or dealer’s designated exam-
ining authority may extend the period 
under paragraph (d) of this section for 
filing annual reports. The designated 
examining authority for the broker or 
dealer shall maintain, in the manner 
prescribed in § 240.17a–1, a record of 
each extension granted. 

(2) Any ‘‘bank’’ as defined in section 
3(a)(6) of the Act (48 Stat. 882; 15 U.S.C. 
78c) and any ‘‘insurance company’’ as 
defined in section 3(a)(19) of the Act (78 
Stat. 565; 15 U.S.C. 78c) registered as a 
broker or dealer to sell variable con-
tracts but exempt from § 240.15c3–1 
shall be exempt from the provisions of 
this section. 

(3) On written request of any na-
tional securities exchange, registered 
national securities association, broker 
or dealer, or on its own motion, the 
Commission may grant an extension of 
time or an exemption from any of the 
requirements of this section either un-
conditionally or on specified terms and 
conditions. 
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(4) The provisions of § 240.17a–5 shall 
not apply to a broker or dealer reg-
istered pursuant to section 15(b)(11)(A) 
of the Act (15 U.S.C. 78o(b)(11)(A)) that 
is not a member of either a national se-
curities exchange pursuant to section 
6(a) of the Act (15 U.S.C. 78f(a)) or a na-
tional securities association registered 
pursuant to section 15A(a) of the Act 
(15 U.S.C. 78o–3(a)). 

(n) Notification of change of fiscal year. 
(1) In the event any broker or dealer 
finds it necessary to change its fiscal 
year, it must file, with the Commis-
sion’s principal office in Washington, 
DC, the regional office of the Commis-
sion for the region in which the broker 
or dealer has its principal place of busi-
ness and the principal office of the des-
ignated examining authority for such 
broker or dealer, a notice of such 
change. 

(2) Such notice shall contain a de-
tailed explanation of the reasons for 
the change. Any change in the filing 
period for the annual report must be 
approved in writing by the designated 
examining authority of the broker or 
dealer 

(o) Filing requirements. For purposes 
of filing requirements as described in 
§ 240.17a–5, such filing shall be deemed 
to have been accomplished upon re-
ceipt at the Commission’s principal of-
fice in Washington, DC, with duplicate 
originals simultaneously filed at the 
locations prescribed in the particular 
paragraph of § 240.17a–5 which is appli-
cable. 

(p) Compliance with § 240.17a–12. An 
OTC derivatives dealer may comply 
with § 240.17a–5 by complying with the 
provisions of § 240.17a–12. 

CROSS REFERENCE: For interpretative re-
lease applicable to § 240.17a–5, see No. 51 in 
tabulation, part 211 of this chapter. 

[40 FR 59713, Dec. 30, 1975] 

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting § 240.17a–5, see the List of 
CFR Sections Affected, which appears in the 
Finding Aids section of the printed volume 
and at www.govinfo.gov. 

§ 240.17a–6 Right of national securities 
exchange, national securities asso-
ciation, registered clearing agency 
or the Municipal Securities Rule-
making Board to destroy or dispose 
of documents. 

(a) Any document kept by or on file 
with a national securities exchange, 
national securities association, reg-
istered clearing agency or the Munic-
ipal Securities Rulemaking Board pur-
suant to the Act or any rule or regula-
tion thereunder may be destroyed or 
otherwise disposed of by such ex-
change, association, clearing agency or 
the Municipal Securities Rulemaking 
Board at the end of five years or at 
such earlier date as is specified in a 
plan for the destruction or disposition 
of any such documents if such plan has 
been filed with the Commission by such 
exchange, association, clearing agency 
or the Municipal Securities Rule-
making Board and has been declared 
effective by the Commission. 

(b) Such plan may provide that any 
such document may be transferred to 
microfilm or other recording medium 
after such time as specified in the plan 
and thereafter be maintained and pre-
served in that form. If a national secu-
rities exchange, association, clearing 
agency or the Municipal Securities 
Rulemaking Board uses microfilm or 
other recording medium it shall: 

(1) Be ready at all times to provide, 
and immediately provide, easily read-
able projection of the microfilm or 
other recording medium and easily 
readable hard copy thereof; 

(2) Provide indexes permitting the 
immediate location of any such docu-
ment on the microfilm or other record-
ing medium; and 

(3) In the case of microfilm, store a 
duplicate copy of the microfilm sepa-
rately from the original microfilm for 
the time required. 

(c) For the purposes of this rule a 
plan filed with the Commission by a 
national securities exchange, associa-
tion, clearing agency or the Municipal 
Securities Rulemaking Board shall not 
become effective unless the Commis-
sion, having due regard for the public 
interest and for the protection of inves-
tors, declares the plan to be effective. 
The Commission in its declaration may 
limit the applications, reports, and 
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documents as to which it shall apply, 
and may impose any other terms and 
conditions to the plan and to the pe-
riod of its effectiveness which it deems 
necessary or appropriate in the public 
interest or for the protection of inves-
tors. 

[45 FR 79426, Dec. 1, 1980] 

§ 240.17a–7 Records of non-resident 
brokers and dealers. 

(a)(1) Except as provided in para-
graphs (b) and (c) of this section, each 
non-resident broker or dealer reg-
istered or applying for registration 
pursuant to section 15 of the Securities 
Exchange Act of 1934, as amended, shall 
keep, maintain, and preserve, at a 
place within the United States des-
ignated in a notice from him as pro-
vided in paragraph (a)(2) of this sec-
tion, true, correct, complete and cur-
rent copies of the books and records 
which he is required to make, keep cur-
rent, maintain or preserve pursuant to 
any provision of any rule or regulation 
of the Commission adopted under the 
act. 

(2) Except as provided in paragraph 
(b) of this section, each non-resident 
broker or dealer subject to this section 
shall furnish to the Commission a writ-
ten notice specifying the address of the 
place within the United States where 
the copies of the books and records re-
quired to be kept and preserved by him 
pursuant to paragraph (a)(1) of this sec-
tion are located. Each non-resident 
broker or dealer registered or applying 
for registration when this section be-
comes effective shall file such notice 
within 30 days after such rule becomes 
effective. Each non-resident broker or 
dealer who files an application for reg-
istration after this section becomes ef-
fective shall file such notice with such 
application for registration. 

(b) Notwithstanding the provisions of 
paragraph (a) of this section, a non- 
resident broker or dealer subject to 
this section need not keep or preserve 
within the United States copies of the 
books and records referred to in said 
paragraph (a) of this section, if: 

(1) Such broker or dealer files with 
the Commission, at the time or within 
the period provided by paragraph (a)(2) 
of this section, a written undertaking 
in form acceptable to the Commission 

and signed by a person thereunto duly 
authorized, to furnish to the Commis-
sion, upon demand, at its principal of-
fice in Washington, DC, or at any Re-
gional Office of the Commission des-
ignated in such demand, true, correct, 
complete and current copies of any or 
all of the books and records which he is 
required to make, keep current, main-
tain, or preserve pursuant to any provi-
sion of any rule or regulation of the 
Commission adopted under the act, or 
any part of such books and records 
which may be specified in such de-
mand. Such undertaking shall be in 
substantially the following form: 

The undersigned hereby undertakes to fur-
nish at his own expense to the Securities and 
Exchange Commission at its principal office 
in Washington, DC, or at any Regional Office 
of said Commission specified in a demand for 
copies of books and records made by or on 
behalf of said Commission, true, correct, 
complete, and current copies of any or all, or 
any part, of the books and records which the 
undersigned is required to make, keep cur-
rent or preserve pursuant to any provision of 
any rule or regulation of the Securities and 
Exchange Commission under the Securities 
Exchange Act of 1934. This undertaking shall 
be suspended during any period when the un-
dersigned is making, keeping current, and 
preserving copies of all of said books and 
records at a place within the United States 
in compliance with § 240.17a–7 (Rule X–17A–7) 
under the Securities Exchange Act of 1934. 
This undertaking shall be binding upon the 
undersigned and the heirs, successors and as-
signs of the undersigned, and the written ir-
revocable consents and powers of attorney of 
the undersigned, its general partners and 
managing agents filed with the Securities 
and Exchange Commission shall extend to 
and cover any action to enforce same. 

and 
(2) Such broker or dealer furnishes to 

the Commission at his own expense 
within 14 days after written demand 
therefor forwarded to him by registered 
mail at his last address of record filed 
with the Commission and signed by the 
Secretary of the Commission or such 
other person as the Commission may 
authorize to act in its behalf, true, cor-
rect, complete and current copies of 
any or all books and records which 
such broker or dealer is required to 
make, keep current or preserve pursu-
ant to any provision of any rule or reg-
ulation of the Commission adopted 
under the act, or any part of such 
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books and records which may be speci-
fied in said written demand. Such cop-
ies shall be furnished to the Commis-
sion at its principal office in Wash-
ington, DC, or at any Regional Office of 
the Commission which may be speci-
fied in said written demand. 

(c) The provisions of this section 
shall not apply to a broker or dealer 
registered pursuant to section 
15(b)(11)(A) of the Act (15 U.S.C. 
78o(b)(11)(A)) that is not a member of 
either a national securities exchange 
pursuant to section 6(a) of the Act (15 
U.S.C. 78f(a)) or a national securities 
association registered pursuant to sec-
tion 15A(a) of the Act (15 U.S.C. 78o– 
3(a)). 

(d) For purposes of this section the 
following definitions shall apply: 

(1) The term broker shall have the 
meaning set out in section 3(a)(4) of the 
Securities Exchange Act of 1934; 

(2) The term dealer shall have the 
meaning set out in section 3(a)(5) of the 
Securities Exchange Act of 1934; 

(3) The term non-resident broker or 
dealer shall mean (i) in the case of an 
individual, one who resides in or has 
his principal place of business in any 
place not subject to the jurisdiction of 
the United States; (ii) in the case of a 
corporation, one incorporated in or 
having its principal place of business in 
any place not subject to the jurisdic-
tion of the United States; (iii) in the 
case of a partnership of other unincor-
porated organization or association, 
one having its principal place of busi-
ness in any place not subject to the ju-
risdiction of the United States. 

[21 FR 5524, July 24, 1956, as amended at 59 
FR 5945, Feb. 9, 1994; 67 FR 58300, Sept. 13, 
2002; 73 FR 32228, June 5, 2008] 

§ 240.17a–8 Financial recordkeeping 
and reporting of currency and for-
eign transactions. 

Every registered broker or dealer 
who is subject to the requirements of 
the Currency and Foreign Transactions 
Reporting Act of 1970 shall comply 
with the reporting, recordkeeping and 
record retention requirements of chap-
ter X of title 31 of the Code of Federal 
Regulations. Where chapter X of title 
31 of the Code of Federal Regulations 
and § 240.17a–4 of this chapter require 
the same records or reports to be pre-

served for different periods of time, 
such records or reports shall be pre-
served for the longer period of time. 

[46 FR 61455, Dec. 17, 1981, as amended at 76 
FR 11328, Mar. 2, 2011] 

§ 240.17a–9T Records to be made and 
retained by certain exchange mem-
bers, brokers and dealers. 

This section applies to every mem-
ber, broker or dealer registered pursu-
ant to Section 15 of the Act, (15 U.S.C. 
78o), that is required to maintain, as of 
December 29, December 30 and Decem-
ber 31, 1999, minimum net capital of 
$250,000 pursuant to § 240.15c3–1(a)(2)(i). 

(a) You must make before January 1, 
2000, for each of December 29, December 
30 and December 31, 1999, separate cop-
ies of the blotters pursuant to § 240.17a– 
3(a)(1). 

(b) You must make before January 1, 
2000, as of the close of business for each 
of December 29, December 30 and De-
cember 31, 1999, a separate copy of the 
securities record or ledger pursuant to 
§ 240.17a–3(a)(5). 

(c) You must preserve these records 
for a period of not less than one year. 

(d) The provisions of § 240.17a–4(i) 
shall apply as if part of this § 240.17a– 
9T. 

(e) You may preserve these records in 
any format that is acceptable and in 
compliance with the conditions de-
scribed in § 240.17a–4(f). 

(f) You must furnish promptly to a 
representative of the Commission such 
legible, true and complete copies of 
those records, as may be requested. 

(g) This temporary section will ex-
pire on July 1, 2001. 

[64 FR 42029, Aug. 3, 1999] 

§ 240.17a–10 Report on revenue and ex-
penses. 

(a)(1) Every broker or dealer exempt-
ed from the filing requirements of 
paragraph (a) of § 240.17a–5 shall, not 
later than 17 business days after the 
close of each calendar year, file the 
Facing Page, a Statement of Income 
(Loss) and balance sheet from Part IIA 
of Form X–17A–5 (§ 249.617 of this chap-
ter) and Schedule I of Form X–17A–5 
(§ 249.617 of this chapter) for such cal-
endar year. 

(2) Every broker or dealer subject to 
the filing requirements of paragraph 
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(a) of § 240.17a–5 shall submit Schedule I 
of Form X–17A–5 (§ 249.617 of this chap-
ter) with its Form X–17A–5 (§ 249.617 of 
this chapter) for the calendar quarter 
ending December 31 of each year. 

(b) The provisions of paragraph (a) of 
this section shall not apply to a mem-
ber of a national securities exchange or 
a registered national securities asso-
ciation which maintains records con-
taining the information required by 
Form X–17A–5 (§ 249.617 of this chapter) 
as to each of its members, and which 
transmits to the Commission a copy of 
the record as to each such member, 
pursuant to a plan the procedures and 
provisions of which have been sub-
mitted to and declared effective by the 
Commission. Any such plan filed by a 
national securities exchange or a reg-
istered national securities association 
may provide that when a member is 
also a member of one or more national 
securities exchanges, or of one or more 
national securities exchanges and a 
registered national securities associa-
tion, the information required to be 
submitted with respect to any such 
member may be transmitted by only 
one specified national securities ex-
change or registered national securi-
ties association. For the purpose of 
this section, a plan filed with the Com-
mission by a national securities ex-
change or a registered national securi-
ties association shall not become effec-
tive unless the Commission, having due 
regard for the public interest, for the 
protection of investors, and for the ful-
fillment of the Commission’s functions 
under the provisions of the Act, de-
clares the plan to be effective. Further, 
the Commission, in declaring any such 
plan effective, may impose such terms 
and conditions relating to the provi-
sions of the plan and the period of its 
effectiveness as may be deemed nec-
essary or appropriate in the public in-
terest, for the protection of investors, 
or to carry out the Commission’s du-
ties under the Act. 

(c) Individual reports filed by, or on 
behalf of, brokers, dealers, or members 
of national securities exchanges pursu-
ant to this section are to be considered 
nonpublic information, except in cases 
where the Commission determines that 
it is in the public interest to direct 
otherwise. 

(d) In the event any broker or dealer 
finds that it cannot file the annual re-
port required by paragraph (a) of this 
section within the time specified with-
out undue hardship, it may file with 
the Commission’s principal office in 
Washington, DC, prior to the date upon 
which the report is due, an application 
for an extension of time to a specified 
date which shall not be later than 60 
days after the close of the calendar 
year for which the report is to be made. 
The application shall state the reasons 
for the requested extension and shall 
contain an agreement to file the report 
on or before the specified date. 

(Sec. 17, 48 Stat. 897; 15 U.S.C. 78q) 

[33 FR 10390, July 20, 1968, as amended at 35 
FR 3804, Feb. 27, 1970; 35 FR 7644, May 16, 
1970; 37 FR 13615, July 12, 1972; 40 FR 59717, 
Dec. 30, 1975; 42 FR 23789, May 10, 1977; 46 FR 
60193, Dec. 9, 1981] 

§ 240.17a–11 Notification provisions for 
brokers and dealers. 

(a) This section shall apply to every 
broker or dealer registered with the 
Commission pursuant to section 15 of 
the Act. 

(b)(1) Every broker or dealer whose 
net capital declines below the min-
imum amount required pursuant to 
§ 240.15c3–1, or is insolvent as that term 
is defined in § 240.15c3–1(c)(16), must 
give notice of such deficiency that 
same day in accordance with paragraph 
(g) of this section.The notice shall 
specify the broker or dealer’s net cap-
ital requirement and its current 
amount of net capital. If a broker or 
dealer is informed by its designated ex-
amining authority or the Commission 
that it is, or has been, in violation of 
§ 240.15c3–1 and the broker or dealer has 
not given notice of the capital defi-
ciency under this § 240.17a–11, the 
broker or dealer, even if it does not 
agree that it is, or has been, in viola-
tion of § 240.15c3–1, shall give notice of 
the claimed deficiency, which notice 
may specify the broker’s or dealer’s 
reasons for its disagreement. 

(2) In addition to the requirements of 
paragraph (b)(1) of this section, an OTC 
derivatives dealer or broker or dealer 
permitted to compute net capital pur-
suant to the alternative method of 
§ 240.15c3–1e shall also provide notice if 
its tentative net capital falls below the 
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minimum amount required pursuant to 
§ 240.15c3–1. The notice shall specify the 
tentative net capital requirements, and 
current amount of net capital and ten-
tative net capital, of the OTC deriva-
tives dealer or the broker or dealer per-
mitted to compute net capital pursu-
ant to the alternative method of 
§ 240.15c3–1e. 

(c) Every broker or dealer shall send 
notice promptly (but within 24 hours) 
after the occurrence of the events spec-
ified in paragraphs (c)(1), (c)(2), (c)(3), 
(c)(4) or (c)(5) of this section in accord-
ance with paragraph (g) of this section: 

(1) If a computation made by a 
broker or dealer subject to the aggre-
gate indebtedness standard of 
§ 240.15c3–1 shows that its aggregate in-
debtedness is in excess of 1,200 percent 
of its net capital; or 

(2) If a computation made by a 
broker or dealer, which has elected the 
alternative standard of § 240.15c3–1, 
shows that its net capital is less than 5 
percent of aggregate debit items com-
puted in accordance with § 240.15c3–3a 
Exhibit A: Formula for Determination 
Reserve Requirement of Brokers and 
Dealers under § 240.15c3–3; or 

(3) If a computation made by a 
broker or dealer pursuant to § 240.15c3– 
1 shows that its total net capital is less 
than 120 percent of the broker’s or 
dealer’s required minimum net capital, 
or if a computation made by an OTC 
derivatives dealer pursuant to 
§ 240.15c3–1 shows that its total ten-
tative net capital is less than 120 per-
cent of the dealer’s required minimum 
tentative net capital. 

(4) The occurrence of the fourth and 
each subsequent backtesting exception 
under § 240.15c3–1f(e)(1)(iv) during any 
250 business day measurement period. 

(5) If a computation made by a 
broker or dealer pursuant to § 240.15c3– 
1 shows that the total amount of 
money payable against all securities 
loaned or subject to a repurchase 
agreement or the total contract value 
of all securities borrowed or subject to 
a reverse repurchase agreement is in 
excess of 2500 percent of its tentative 
net capital; provided, however, that for 
purposes of this leverage test trans-
actions involving government securi-
ties, as defined in section 3(a)(42) of the 
Act (15 U.S.C. 78c(a)(42)), must be ex-

cluded from the calculation; provided 
further, however, that a broker or deal-
er will not be required to send the no-
tice required by this paragraph (c)(5) if 
it reports monthly its securities lend-
ing and borrowing and repurchase and 
reverse repurchase activity (including 
the total amount of money payable 
against securities loaned or subject to 
a repurchase agreement and the total 
contract value of securities borrowed 
or subject to a reverse repurchase 
agreement) to its designated exam-
ining authority in a form acceptable to 
its designated examining authority. 

(d) Every broker or dealer who fails 
to make and keep current the books 
and records required by § 240.17a–3, 
shall give notice of this fact that same 
day in accordance with paragraph (g) of 
this section, specifying the books and 
records which have not been made or 
which are not current. The broker or 
dealer shall also transmit a report in 
accordance with paragraph (g) of this 
section within 48 hours of the notice 
stating what the broker or dealer has 
done or is doing to correct the situa-
tion. 

(e) Whenever any broker or dealer 
discovers, or is notified by an inde-
pendent public accountant under 
§ 240.17a–12(i)(2), of the existence of any 
material inadequacy as defined in 
§ 240.17a–12(h)(2), or whenever any 
broker or dealer discovers, or is noti-
fied by an independent public account-
ant under § 240.17a–5(h), of the existence 
of any material weakness as defined in 
§ 240.17a–5(d)(3)(iii), the broker or deal-
er must: 

(1) Give notice, in accordance with 
paragraph (g) of this section, of the 
material inadequacy or material weak-
ness within 24 hours of the discovery or 
notification of the material inadequacy 
or the material weakness; and 

(2) Transmit a report, in accordance 
with paragraph (g) of this section, 
within 48 hours of the notice stating 
what the broker or dealer has done or 
is doing to correct the situation. 

(f) Every national securities ex-
change or national securities associa-
tion that learns that a member broker 
or dealer has failed to send notice or 
transmit a report as required by para-
graphs (b), (c), (d), or (e) of this section, 
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even after being advised by the securi-
ties exchange or the national securities 
association to send notice or transmit 
a report, shall immediately give notice 
of such failure in accordance with para-
graph (g) of this section. 

(g) Every notice or report required to 
be given or transmitted by this section 
shall be given or transmitted to the 
principal office of the Commission in 
Washington, D.C., the regional office of 
the Commission for the region in which 
the broker or dealer has its principal 
place of business, the designated exam-
ining authority of which such broker 
or dealer is a member, and the Com-
modity Futures Trading Commission if 
the broker or dealer is registered as a 
futures commission merchant with 
such Commission. For the purposes of 
this section, ‘‘notice’’ shall be given or 
transmitted by telegraphic notice or 
facsimile transmission. The report re-
quired by paragraphs (d) or (e)(2) of 
this section may be transmitted by 
overnight delivery. 

(h) Other notice provisions relating 
to the Commission’s financial responsi-
bility or reporting rules are contained 
in § 240.15c3–1(a)(6)(iv)(B), § 240.15c3– 
1(a)(6)(v), § 240.15c3–1(a)(7)(ii), § 240.15c3– 
1(a)(7)(iii), § 240.15c3–1(c)(2)(x)(B)(1), 
§ 240.15c3–1(c)(2)(x)(F)(3), § 240.15c3–1(e), 
§ 240.15c3–1d(c)(2), § 240.15c3–3(i), 
§ 240.17a–5(h) and § 240.17a–12(i)(2). 

(i) The provisions of this section 
shall not apply to a broker or dealer 
registered pursuant to section 
15(b)(11)(A) of the Act (15 U.S.C. 
78o(b)(11)(A)) that is not a member of 
either a national securities exchange 
pursuant to section 6(a) of the Act (15 
U.S.C. 78f(a)) or a national securities 
association registered pursuant to sec-
tion 15A(a) of the Act (15 U.S.C. 78o– 
3(a)). 

[58 FR 37657, July 13, 1993, as amended at 59 
FR 5945, Feb. 9, 1994; 63 FR 59401, Nov. 3, 1998; 
67 FR 58300, Sept. 13, 2002; 69 FR 34472, June 
21, 2004; 73 FR 32228, June 5, 2008; 78 FR 51907, 
Aug. 21, 2013; 78 FR 51933, Aug. 21, 2013] 

§ 240.17a–12 Reports to be made by 
certain OTC derivatives dealers. 

(a) Filing of quarterly reports. (1) This 
paragraph (a) shall apply to every OTC 
derivatives dealer registered pursuant 
to Section 15 of the Act (15 U.S.C. 78o). 

(i) Every OTC derivatives dealer shall 
file Part IIB of Form X–17A–5 (§ 249.617 
of this chapter) within 17 business days 
after the end of each calendar quarter 
and within 17 business days after the 
date selected for the annual audit of fi-
nancial statements where said date is 
other than the end of the calendar 
quarter. 

(ii) Upon receiving from the Commis-
sion written notice that additional re-
porting is required, an OTC derivatives 
dealer shall file monthly, or at such 
times as shall be specified, Part IIB of 
Form X–17A–5 (§ 249.617 of this chapter) 
and such other financial or operational 
information as shall be required by the 
Commission. 

(2) The reports provided for in this 
paragraph (a) shall be considered filed 
when received at the Commission’s 
principal office in Washington, DC. All 
reports filed pursuant to this para-
graph (a) shall be deemed to be con-
fidential. 

(3) Upon written application by an 
OTC derivatives dealer to the Commis-
sion, the Commission may extend the 
time for filing the information re-
quired by this paragraph (a). The writ-
ten application shall be filed with the 
Commission at its principal office in 
Washington DC. 

(b) Annual filing of audited financial 
statements. (1)(i) Every OTC derivatives 
dealer registered pursuant to Section 
15 of the Act (15 U.S.C. 78o) shall file 
annually, on a calendar or fiscal year 
basis, a report which shall be audited 
by a certified public accountant. Re-
ports filed pursuant to this paragraph 
(b) shall be as of the same fixed or de-
terminable date each year, unless a 
change is approved in writing by the 
Commission. 

(ii) An OTC derivatives dealer suc-
ceeding to and continuing the business 
of another OTC derivatives dealer need 
not file a report under this paragraph 
(b) as of a date in the fiscal or calendar 
year in which the succession occurs if 
the predecessor OTC derivatives dealer 
has filed a report in compliance with 
this paragraph (b) as of a date in such 
fiscal or calendar year. 

(2) The annual audit report shall con-
tain a Statement of Financial Condi-
tion (in a format and on a basis which 
is consistent with the total reported on 
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the Statement of Financial Condition 
contained in Form X–17A–5 (§ 249.617 of 
this chapter), Part IIB, a Statement of 
Income, a Statement of Cash Flows, a 
Statement of Changes in Stockholders’ 
or Partners’ or Sole Proprietor’s Eq-
uity, and a Statement of Changes in 
Liabilities Subordinated to Claims of 
General Creditors. Such statements 
shall be in a format which is consistent 
with such statements as contained in 
Form X–17A–5 (§ 249.617 of this chapter), 
Part IIB. If the Statement of Financial 
Condition filed in accordance with in-
structions to Form X–17A–5 (§ 249.617 of 
this chapter), Part IIB, is not consoli-
dated, a summary of financial data for 
subsidiaries not consolidated in the 
Part IIB Statement of Financial Condi-
tion as filed by the OTC derivatives 
dealer shall be included in the notes to 
the consolidated statement of financial 
condition reported on by the certified 
public accountant. The summary finan-
cial data shall include the assets, li-
abilities, and net worth or stock-
holders’ equity of the unconsolidated 
subsidiaries. 

NOTE 1 TO PARAGRAPH (b)(2). If there is 
other comprehensive income in the period(s) 
presented, the financial report must contain 
a Statement of Comprehensive Income (as 
defined in § 210.1–02 of Regulation S–X of this 
chapter) in place of a Statement of Income. 

(3) Supporting schedules shall in-
clude, from Part IIB of Form X–17A–5 
(§ 249.617 of this chapter), a Computa-
tion of Net Capital under § 240.15c3–1. 

(4) A reconciliation, including appro-
priate explanations, of the Computa-
tion of Net Capital under § 240.15c3–1 
contained in the audit report with the 
broker’s or dealer’s corresponding 
unaudited most recent Part IIB filing 
shall be filed with the report when ma-
terial differences exist. If no material 
differences exist, a statement so indi-
cating shall be filed. 

(5) The annual audit report shall be 
filed not more than sixty days after the 
date of the financial statements. 

(6) Two copies of the annual audit re-
port shall be filed at the Commission’s 
principal office in Washington, DC. 

(c) Nature and form of reports. The fi-
nancial statements filed pursuant to 
paragraph (b) of this section shall be 
prepared and filed in accordance with 
the following requirements: 

(1) An audit shall be conducted by a 
certified public accountant who shall 
be in fact independent as defined in 
paragraph (f) of this section, and it 
shall give an opinion covering the 
statements filed pursuant to paragraph 
(b) of this section. 

(2) Attached to the report shall be an 
oath or affirmation that, to the best 
knowledge and belief of the person 
making such oath or affirmation, the 
financial statements and schedules are 
true and correct and neither the OTC 
derivatives dealer, nor any partner, of-
ficer, or director, as the case may be, 
has any significant interest in any 
counterparty or in any account classi-
fied solely as that of a counterparty. 
The oath or affirmation shall be made 
before a person duly authorized to ad-
minister such oaths or affirmations. If 
the OTC derivatives dealer is a sole 
proprietorship, the oath or affirmation 
shall be made by the proprietor; if a 
partnership, by a general partner; or if 
a corporation, by a duly authorized of-
ficer. 

(3) All of the statements filed pursu-
ant to paragraph (b) of this section 
shall be confidential except that they 
shall be available for use by any offi-
cial or employee of the United States 
or by any other person to whom the 
Commission authorizes disclosure of 
such information as being in the public 
interest. 

(d) Qualification of accountants. The 
Commission will not recognize any per-
son as a certified public accountant 
who is not duly registered and in good 
standing as such under the laws of the 
State of his principal office. 

(e) Designation of accountant. (1) 
Every OTC derivatives dealer shall file 
no later than December 10 of each year 
with the Commission’s principal office 
in Washington, DC a statement indi-
cating the existence of an agreement, 
dated no later than December 1 of that 
year, with a certified public account-
ant covering a contractual commit-
ment to conduct the OTC derivatives 
dealer’s annual audit during the fol-
lowing calendar year. 

(2) If the agreement is of a con-
tinuing nature, providing for succes-
sive yearly audits, no further filing is 
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required. If the agreement is for a sin-
gle audit, or if the continuing agree-
ment previously filed has been termi-
nated or amended, a new statement 
must be filed by the required date. 

(3) The statement shall be headed 
‘‘Notice pursuant to § 240.17a–12(e)’’ and 
shall contain the following informa-
tion: 

(i) Name, address, telephone number, 
and registration number of the OTC de-
rivatives dealer; 

(ii) Name, address, and telephone 
number of the certified public account-
ing firm; and 

(iii) The audit date of the OTC de-
rivatives dealer for the year covered by 
the agreement. 

(4) Notwithstanding the date of filing 
specified in paragraph (e)(1) of this sec-
tion, every OTC derivatives dealer 
shall file the notice provided for in 
paragraph (e) of this section within 30 
days following the effective date of reg-
istration as an OTC derivatives dealer. 

(f) Independence of accountant. A cer-
tified public accountant shall be inde-
pendent in accordance with the provi-
sions of § 210.2–01(b) and (c) of this 
chapter. 

(g) Replacement of accountant. (1) An 
OTC derivatives dealer shall file a no-
tice that must be received by the Com-
mission’s principal office in Wash-
ington, DC not more than 15 business 
days after: 

(i) The OTC derivatives dealer has 
notified the certified public accountant 
whose opinion covered the most recent 
financial statements filed under para-
graph (b) of this section that the cer-
tified public accountant’s services will 
not be utilized in future engagements; 
or 

(ii) The OTC derivatives dealer has 
notified a certified public accountant 
who was engaged to give an opinion 
covering the financial statements to be 
filed under paragraph (b) of this section 
that the engagement has been termi-
nated; or 

(iii) A certified public accountant has 
notified the OTC derivatives dealer 
that it will not continue under an en-
gagement or give an opinion covering 
the financial statements to be filed 
under paragraph (b) of this section; or 

(iv) A new certified public account-
ant has been engaged to give an opin-

ion covering the financial statements 
to be filed under paragraph (b) of this 
section without any notice of termi-
nation having been given to or by the 
previously engaged certified public ac-
countant. 

(2) Such notice shall state the date of 
notification of the termination of the 
engagement of the former certified 
public accountant or the engagement 
of the new certified public accountant, 
as applicable, and the details of any 
disagreements existing during the 24 
months (or the period of the engage-
ment, if less) preceding such termi-
nation or new engagement relating to 
any matter of accounting principles or 
practices, financial statement disclo-
sure, auditing scope or procedure, or 
compliance with applicable rules of the 
Commission, which disagreements, if 
not resolved to the satisfaction of the 
former certified public accountant, 
would have caused the former certified 
public accountant to make reference to 
them in connection with the report on 
the subject matter of the disagree-
ments. The disagreements required to 
be reported in response to the pre-
ceding sentence include both those re-
solved to the former certified public 
accountant’s satisfaction and those not 
resolved to the former certified public 
accountant’s satisfaction. Disagree-
ments contemplated by this section are 
those that occur at the decision-mak-
ing level (i.e., between principal finan-
cial officers of the OTC derivatives 
dealer and personnel of the certified 
public accounting firm responsible for 
rendering its report). The notice shall 
also state whether the certified public 
accountant’s report on the financial 
statements for any of the past two 
years contained an adverse opinion or a 
disclaimer of opinion or was qualified 
as to uncertainties, audit scope, or ac-
counting principles, and describe the 
nature of each such adverse opinion, 
disclaimer of opinion, or qualification. 
The OTC derivatives dealer shall also 
request the former certified public ac-
countant to furnish the OTC deriva-
tives dealer with a letter addressed to 
the Commission stating whether the 
former certified public accountant 
agrees with the statements contained 
in the notice of the OTC derivatives 
dealer and, if not, stating the respects 
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in which the former certified public ac-
countant does not agree. The OTC de-
rivatives dealer shall file three copies 
of the notice and the certified public 
accountant’s letter, one copy of which 
shall be manually signed by the sole 
proprietor, or a general partner or a 
duly authorized corporate officer, as 
appropriate, and by the certified public 
accountant. 

(h) Audit objectives. (1) The audit shall 
be made in accordance with U.S. Gen-
erally Accepted Auditing Standards 
and shall include a review of the ac-
counting system, the internal account-
ing controls, and procedures for safe-
guarding securities including appro-
priate tests thereof for the period since 
the date of the prior audited financial 
statements. The audit shall include all 
procedures necessary under the cir-
cumstances to enable the certified pub-
lic accountant to express an opinion on 
the statement of financial condition, 
results of operations, cash flows, and 
the Computation of Net Capital under 
§ 240.15c3–1. The scope of the audit and 
review of the accounting system, the 
internal accounting controls, and pro-
cedures for safeguarding securities 
shall be sufficient to provide reason-
able assurance that any material inad-
equacies existing at the date of the ex-
amination in the following are dis-
closed: 

(i) The accounting system; 
(ii) The internal accounting controls; 

and 
(iii) The procedures for safeguarding 

securities. 
(2) A material inadequacy in the ac-

counting system, internal accounting 
controls, procedures for safeguarding 
securities, and practices and proce-
dures referred to in paragraph (h) (1) of 
this section that must be reported 
under these audit objectives includes 
any condition which has contributed 
substantially to or, if appropriate cor-
rective action is not taken, could rea-
sonably be expected to: 

(i) Inhibit an OTC derivatives dealer 
from promptly completing securities 
transactions or promptly discharging 
its responsibilities to counterparties, 
other brokers and dealers, or creditors; 

(ii) Result in material financial loss; 

(iii) Result in material 
misstatements of the OTC derivatives 
dealer’s financial statements; or 

(iv) Result in violations of the Com-
mission’s recordkeeping or financial 
responsibility rules to an extent that 
could reasonably be expected to result 
in the conditions described in para-
graphs (h)(2)(i), (ii), or (iii) of this sec-
tion. 

(i) Extent and timing of audit proce-
dures. (1) The extent and timing of 
audit procedures are matters for the 
certified public accountant to deter-
mine on the basis of its review and 
evaluation of existing internal controls 
and other audit procedures performed 
in accordance with U.S. Generally Ac-
cepted Auditing Standards and the 
audit objectives set forth in paragraph 
(h) of this section. 

(2) If, during the course of the audit 
or interim work, the certified public 
accountant determines that any mate-
rial inadequacies exist in the account-
ing system, internal accounting con-
trols, procedures for safeguarding secu-
rities, or as otherwise defined in para-
graph (h)(2) of this section, then the 
certified public accountant shall call it 
to the attention of the chief financial 
officer of the OTC derivatives dealer, 
who shall inform the Commission by 
telegraphic or facsimile notice within 
24 hours thereafter as set forth in 
§ 240.17a–11(e) and (g). The OTC deriva-
tives dealer shall also furnish the cer-
tified public accountant with a copy of 
said notice to the Commission by tele-
gram or facsimile within the same 24 
hour period. If the certified public ac-
countant fails to receive such notice 
from the OTC derivatives dealer within 
that 24 hour period, or if the certified 
public accountant disagrees with the 
statements contained in the notice of 
the OTC derivatives dealer, the cer-
tified public accountant shall inform 
the Commission by report of material 
inadequacy within 24 hours thereafter 
as set forth in § 240.17a–11(g). Such re-
port from the certified public account-
ant shall, if the OTC derivatives dealer 
failed to file a notice, describe any ma-
terial inadequacies found to exist. If 
the OTC derivatives dealer filed a no-
tice, the certified public accountant 
shall file a report detailing the aspects, 
if any, of the OTC derivatives dealer’s 
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notice with which the certified public 
accountant does not agree. 

(j) Accountant’s report, general provi-
sions—(1) Technical requirements. The 
certified public accountant’s report 
shall be dated; be signed manually; in-
dicate the city and state where issued; 
and identify without detailed enumera-
tion the financial statements and 
schedules covered by the report. 

(2) Representations as to the audit. The 
certified public accountant’s report 
shall state that the audit was made in 
accordance with U.S. Generally Ac-
cepted Auditing Standards; state 
whether the certified public account-
ant reviewed the procedures followed 
for safeguarding securities; and des-
ignate any auditing procedures deemed 
necessary by the certified public ac-
countant under the circumstances of 
the particular case that have been 
omitted, and the reason for their omis-
sion. Nothing in this section shall be 
construed to imply authority for the 
omission of any procedure which cer-
tified public accountants would ordi-
narily employ in the course of an audit 
made for the purpose of expressing the 
opinions required under this section. 

(3) Opinion to be expressed. The cer-
tified public accountant’s report shall 
state clearly the opinion of the cer-
tified public accountant: 

(i) In respect of the financial state-
ments and schedules covered by the re-
port and the accounting principles and 
practices reflected therein; and 

(ii) As to the consistency of the ap-
plication of the accounting principles, 
or as to any changes in such principles 
which have a material effect on the fi-
nancial statements. 

(4) Exceptions. Any matters to which 
the certified public accountant takes 
exception shall be clearly identified, 
explained, and, to the extent prac-
ticable, the effect of each such excep-
tion on the related financial state-
ments shall be provided. 

(5) Definitions. For the purpose of this 
section, the terms audit (or examina-
tion), accountant’s report, and certified 
shall have the meanings given in 
§ 210.1–02 of this chapter. 

(k) Accountant’s report on material in-
adequacies and reportable conditions. The 
OTC derivatives dealer shall file con-
currently with the annual audit report 

a supplemental report by the certified 
public accountant describing any ma-
terial inadequacies or any matter that 
would be deemed to be a reportable 
condition under U.S. Generally Accept-
ed Auditing Standards that are unre-
solved as of the date of the certified 
public accountant’s report. The report 
shall also describe any material inad-
equacies found to have existed since 
the date of the previous audit. The sup-
plemental report shall indicate any 
corrective action taken or proposed by 
the OTC derivatives dealer with regard 
to any identified material inadequacies 
or reportable conditions. If the audit 
did not disclose any material inadequa-
cies or reportable conditions, the sup-
plemental report shall so state. 

(l) Accountant’s report on management 
controls. (1) The OTC derivatives dealer 
shall file concurrently with the annual 
audit report a supplemental report by 
the certified public accountant indi-
cating the results of the certified pub-
lic accountant’s review of the OTC de-
rivatives dealer’s internal risk man-
agement control system with respect 
to the requirements of § 240.15c3–4. This 
review shall be conducted in accord-
ance with procedures agreed to by the 
OTC derivatives dealer and the cer-
tified public accountant conducting 
the review. The purpose of the review 
is to confirm that the OTC derivatives 
dealer has established, documented, 
and maintained an internal risk man-
agement control system in accordance 
with § 240.15c3–4, and is in compliance 
with that internal risk management 
control system. 

(2) The agreed-upon procedures are to 
be performed, and the report is to be 
prepared, in accordance with U.S. Gen-
erally Accepted Attestation Standards. 

(3) Prior to the commencement of the 
initial review, every OTC derivatives 
dealer shall file the procedures to be 
performed pursuant to paragraph (l)(1) 
of this section with the Commission’s 
principal office in Washington, DC. 
Prior to the commencement of any 
subsequent review, every OTC deriva-
tives dealer shall file with the Commis-
sion’s principal office in Washington, 
DC a notice of changes to the agreed- 
upon procedures. 
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(m) Accountant’s report on inventory 
pricing and modeling. (1) The OTC de-
rivatives dealer shall file concurrently 
with the annual audit report a supple-
mental report by the certified public 
accountant indicating the results of 
the certified public accountant’s re-
view of the broker’s or dealer’s inven-
tory pricing and modeling procedures. 
This review shall be conducted in ac-
cordance with procedures agreed to by 
the OTC derivatives dealer and by the 
certified public accountant conducting 
the review. The purpose of the review 
is to confirm that the pricing and mod-
eling procedures relied upon by the 
OTC derivatives dealer conform to the 
procedures submitted to the Commis-
sion as part of its OTC derivatives deal-
er application, and that the procedures 
comply with the qualitative and quan-
titative standards set forth in 
§ 240.15c3–1f. 

(2) The agreed-upon procedures are to 
be performed and the report is to be 
prepared in accordance with U.S. Gen-
erally Accepted Attestation Standards. 

(3) Every OTC derivatives dealer 
shall file prior to the commencement 
of the initial review, the procedures to 
be performed pursuant to paragraph 
(m)(1) of this section with the Commis-
sion’s principal office in Washington, 
DC. Prior to the commencement of 
each subsequent review, every OTC de-
rivatives dealer shall file with the 
Commission’s principal office in Wash-
ington, DC notice of changes in the 
agreed-upon procedures. 

(n) Extensions and exemptions. Upon 
the written request of the OTC deriva-
tives dealer, or on its own motion, the 
Commission may grant an extension of 
time or an exemption from any of the 
requirements of this section either un-
conditionally or on specified terms and 
conditions. 

(o) Notification of change of fiscal year. 
(1) In the event any OTC derivatives 
dealer finds it necessary to change its 
fiscal year, it must file a notice of such 
change with the Commission’s prin-
cipal office in Washington, DC. 

(2) Such notice shall contain a de-
tailed explanation of the reasons for 
the change. Any change in the filing 
period for the audit report must be ap-
proved by the Commission. 

(p) Filing requirements. For purposes 
of filing requirements as described in 
§ 240.17a–12, these filings shall be 
deemed to have been accomplished 
upon receipt at the Commission’s prin-
cipal office in Washington, DC. 

[63 FR 59401, Nov. 3, 1998, as amended at 69 
FR 34494, June 21, 2004; 83 FR 50223, Oct. 4, 
2018] 

§ 240.17a–13 Quarterly security counts 
to be made by certain exchange 
members, brokers, and dealers. 

(a) This section shall apply to every 
member of a national securities ex-
change who transacts a business in se-
curities directly with or for others 
than members of a national securities 
exchange, every broker or dealer (other 
than a member) who transacts a busi-
ness in securities through the medium 
of any member of a national securities 
exchange, and every broker or dealer 
registered pursuant to section 15 of the 
Act; except that a broker or dealer 
meeting all of the following conditions 
shall be exempt from the provisions of 
this section: 

(1) His dealer transactions (as prin-
cipal for his own account) are limited 
to the purchase, sale, and redemption 
of redeemable shares of registered in-
vestment companies or of interests or 
participations in an insurance com-
pany separate account, whether or not 
registered as an investment company; 
except that a broker or dealer 
transacting business as a sole propri-
etor may also effect occasional trans-
actions in other securities for his own 
account with or through another reg-
istered broker-dealer; 

(2) His transactions as broker (agent) 
are limited to: 

(i) The sale and redemption of re-
deemable securities of registered in-
vestment companies or of interests or 
participations in an insurance com-
pany separate account, whether or not 
registered as an investment company; 

(ii) The solicitation of share accounts 
for savings and loan associations in-
sured by an instrumentality of the 
United States; and 

(iii) The sale of securities for the ac-
count of a customer to obtain funds for 
immediate reinvestment in redeemable 
securities of registered investment 
companies; and 
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(3) He promptly transmits all funds 
and delivers all securities received in 
connection with his activities as a 
broker or dealer, and does not other-
wise hold funds or securities for, or owe 
money or securities to, customers. 
Notwithstanding the foregoing, this 
rule shall not apply to any insurance 
company which is a registered broker- 
dealer, and which otherwise meets all 
of the conditions in paragraphs (a)(1), 
(2), and (3) of this section, solely by 
reason of its participation in trans-
actions that are a part of the business 
of insurance, including the purchasing, 
selling, or holding of securities for or 
on behalf of such company’s general 
and separate accounts. 

(b) Any member, broker, or dealer 
who is subject to the provisions of this 
rule shall at least once in each cal-
endar quarter-year: 

(1) Physically examine and count all 
securities held including securities 
that are the subjects of repurchase or 
reverse repurchase agreements; 

(2) Account for all securities in trans-
fer, in transit, pledged, loaned, bor-
rowed, deposited, failed to receive, 
failed to deliver, subject to repurchase 
or reverse repurchase agreements or 
otherwise subject to his control or di-
rection but not in his physical posses-
sion by examination and comparison of 
the supporting detail records with the 
appropriate ledger control accounts; 

(3) Verify all securities in transfer, in 
transit, pledge, loaned, borrowed, de-
posited, failed to receive, failed to de-
liver, subject to repurchase or reverse 
repurchase agreements or otherwise 
subject to his control or direction but 
not in his physical possession, where 
such securities have been in said status 
for longer than thirty days; 

(4) Compare the results of the count 
and verification with his records; and 

(5) Record on the books and records 
of the member, broker, or dealer all un-
resolved differences setting forth the 
security involved and date of compari-
son in a security count difference ac-
count no later than 7 business days 
after the date of each required quar-
terly security examination, count, and 
verification in accordance with the re-
quirements provided in paragraph (c) of 
this section. Provided, however, That no 
examination, count, verification, and 

comparison for the purpose of this sec-
tion shall be within 2 months of or 
more than 4 months following a prior 
examination, count, verification, and 
comparison made hereunder. 

(c) The examination, count, 
verification, and comparison may be 
made either as of a date certain or on 
a cyclical basis covering the entire list 
of securities. In either case the rec-
ordation shall be effected within 7 busi-
ness days subsequent to the examina-
tion, count, verification, and compari-
son of a particular security. In the 
event that an examination, count, 
verification, and comparison is made 
on a cyclical basis, it shall not extend 
over more than 1 calendar quarter- 
year, and no security shall be exam-
ined, counted, verified, or compared for 
the purpose of this rule less than 2 
months or more than 4 months after a 
prior examination, count, verification, 
and comparison. 

(d) The examination, count, 
verification, and comparison shall be 
made or supervised by persons whose 
regular duties do not require them to 
have direct responsibility for the prop-
er care and protection of the securities 
or the making or preservation of the 
subject records. 

(e) The provisions of this section 
shall not apply to a broker or dealer 
registered pursuant to section 
15(b)(11)(A) of the Act (15 U.S.C. 
78o(b)(11)(A)) that is not a member of 
either a national securities exchange 
pursuant to section 6(a) of the Act (15 
U.S.C. 78f(a)) or a national securities 
association registered pursuant to sec-
tion 15A(a) of the Act (15 U.S.C. 78o– 
3(a)). 

(f) The Commission may, upon writ-
ten request, exempt from the provi-
sions of this section, either uncondi-
tionally or on specified terms and con-
ditions, any member, broker, or dealer 
who satisfies the Commission that it is 
not necessary in the public interest 
and for the protection of investors to 
subject the particular member, broker, 
or dealer to certain or all of the provi-
sions of this section, because of the 
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special nature of his business, the safe-
guards he has established for the pro-
tection of customers’ funds and securi-
ties, or such other reason as the Com-
mission deems appropriate. 

[36 FR 21179, Nov. 4, 1971, as amended at 42 
FR 23790, May 10, 1977; 52 FR 22299, June 11, 
1987; 67 FR 58300, Sept. 13, 2002] 

§ 240.17a–18 [Reserved] 

§ 240.17a–19 Form X–17A–19 Report by 
national securities exchanges and 
registered national securities asso-
ciations of changes in the member-
ship status of any of their members. 

Every national securities exchange 
and every registered national securi-
ties association shall file with the 
Commission at its principal office in 
Washington, DC, and with the Securi-
ties Investor Protection Corporation 
such information as is required by 
§ 249.635 of this chapter on Form X–17A– 
19 within 5 business days of the occur-
rence of the initiation of the member-
ship of any person or the suspension or 
termination of the membership of any 
member. Nothing in this section shall 
be deemed to relieve a national securi-
ties exchange or a registered national 
securities association of its respon-
sibilities under § 240.17a–5(b)(5) except 
that, to the extent a national securi-
ties exchange or a registered national 
securities association promptly files a 
report on Form X–17A–19 including 
therewith, inter alia, information suffi-
cient to satisfy the requirements of 
§ 240.17a–5(b)(5), it shall not be required 
to file a report pursuant to § 240.17a– 
5(b). Upon the occurrence of the events 
described in this paragraph, every na-
tional securities exchange and every 
registered national securities associa-
tion shall notify in writing such mem-
ber of its responsibilities under 
§ 240.17a–5(b). 

[45 FR 39841, June 12, 1980] 

§ 240.17a–21 Reports of the Municipal 
Securities Rulemaking Board. 

(a) Annual Report of the Municipal Se-
curities Rulemaking Board. The Munic-
ipal Securities Rulemaking Board shall 
file annual reports with the Commis-
sion as follows: 

(1) Prior to October 1, 1976, the Mu-
nicipal Securities Rulemaking Board 

shall file with the Commission an an-
nual report for the period from its for-
mation until June 30, 1976 and shall in-
clude whatever information, data and 
recommendations it considers advis-
able with regard to matters within its 
jurisdiction. 

(2) Prior to December 1, 1977, the Mu-
nicipal Securities Rulemaking Board 
shall file with the Commission an an-
nual report for the period from July 1, 
1976 until September 30, 1977 and shall 
include whatever information, data and 
recommendations it considers advis-
able with regard to matters within its 
jurisdiction. 

(3) Prior to December 1 of each year 
beginning in 1978, the Municipal Secu-
rities Rulemaking Board shall file with 
the Commission an annual report for 
the twelve months immediately pre-
ceding October 1 of that year and shall 
include whatever information, data and 
recommendations it considers advis-
able with regard to matters within its 
jurisdiction. 

(4) The Municipal Securities Rule-
making Board shall include in its an-
nual report a statement and an anal-
ysis of its expenses and operations in-
cluding: 

(i) A balance sheet as of the end of 
the period covered by the report and a 
statement of revenues and expenses for 
the Board for that period; 

(ii) The rules of the Board including 
any written interpretations of the 
rules or staff interpretive letters, ex-
cept that this information may be in-
cluded in the annual report once every 
three years and shall be up to date as 
of the latest practicable date within 3 
months of the date on which this infor-
mation is filed. If the Board publishes 
or cooperates in the publication of this 
information on an annual or more fre-
quent basis, in lieu of including such 
information in the annual report the 
Board may: 

(A) Identify the publication in which 
such information is available, the 
name, address, and telephone number 
of the person from whom such publica-
tion may be obtained, and the price 
thereof; and 

(B) Certify to the accuracy of such 
information as of its date. If the Board 
keeps this information up to date and 
makes it available to the Commission 
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and the public upon request, in lieu of 
filing such information the Board may 
certify that the information is kept up 
to date and is available to the Commis-
sion and the public upon request; 

(iii) The following information con-
cerning members of the Board: 

(A) Name; 
(B) Dates of commencement and ter-

mination of present term of office; 
(C) Length of time each member has 

held such office; 
(D) Name of principal organization 

with which connected; 
(E) Title; and 
(F) City wherein the principal office 

of such organization is located; 
(iv) Address of the Board, the name 

and address of each person authorized 
to receive notices on behalf of the 
Board from the Commission, and the 
name and address of counsel to the 
Board, if any; and 

(v) A list, including addresses, as of 
the latest practicable date, alphabeti-
cally arranged, of all municipal securi-
ties brokers and municipal securities 
dealers which have paid to the Board 
fees and charges to defray the costs 
and expenses of operating the Board. 

(5) Within 10 days after the discovery 
of any material inaccuracy in its an-
nual report or in any amendment 
thereto the Municipal Securities Rule-
making Board shall file with the Com-
mission an amendment correcting such 
inaccuracy. 

(b) Supplemental reports of the Munic-
ipal Securities Rulemaking Board. The 
Municipal Securities Rulemaking 
Board shall file supplemental reports 
to the Commission as follows: 

(1) Within 10 days after issuing or 
making generally available to munic-
ipal securities brokers and municipal 
securities dealers any materials (in-
cluding notices, circulars, bulletins, 
lists, periodicals, etc.), the Municipal 
Securities Rulemaking Board shall file 
with the Commission three copies of 
such material (unless such material is 
filed with the Commission pursuant to 
Rule 19b–4). 

(2) Within 10 days after any action is 
taken which renders no longer accurate 
any of the information required by 
paragraphs (a)(3) (iii), (iv), (v), and (vi) 
of this section to be contained in the 
annual report of the Municipal Securi-

ties Rulemaking Board (except action 
reported to the Commission pursuant 
to Rule 19b–4), the Board shall file with 
the Commission written notification in 
triplicate setting forth the nature of 
such action and the effective date 
thereof. Such notice may be filed ei-
ther in the form of a letter or in the 
form of a notice made generally avail-
able to municipal securities brokers 
and municipal securities dealers. 

[41 FR 36200, Aug. 27, 1976, as amended at 59 
FR 66701, Dec. 28, 1994] 

§ 240.17a–22 Supplemental material of 
registered clearing agencies. 

Within ten days after issuing, or 
making generally available, to its par-
ticipants or to other entities with 
whom it has a significant relationship, 
such as pledgees, transfer agents, or 
self-regulatory organizations, any ma-
terial (including, for example, manu-
als, notices, circulars, bulletins, lists, 
or periodicals), a registered clearing 
agency shall file three copies of such 
material with the Commission. A reg-
istered clearing agency for which the 
Commission is not the appropriate reg-
ulatory agency shall at the same time 
file one copy of such material with its 
appropriate regulatory agency. 

[45 FR 73914, Nov. 7, 1980] 

§ 240.17a–25 Electronic submission of 
securities transaction information 
by exchange members, brokers, and 
dealers. 

(a) Every member, broker, or dealer 
subject to § 240.17a–3 shall, upon re-
quest, electronically submit to the 
Commission the securities transaction 
information as required in this section: 

(1) If the transaction was a propri-
etary transaction effected or caused to 
be effected by the member, broker, or 
dealer for any account in which such 
member, broker, or dealer, or person 
associated with the member, broker, or 
dealer, is directly or indirectly inter-
ested, such member, broker or dealer 
shall submit the following information: 

(i) Clearing house number, or alpha 
symbol of the member, broker, or deal-
er submitting the information; 

(ii) Clearing house number(s), or 
alpha symbol(s) of the member(s), 
broker(s) or dealer(s) on the opposite 
side of the transaction; 
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(iii) Identifying symbol assigned to 
the security; 

(iv) Date transaction was executed; 
(v) Number of shares, or quantity of 

bonds or options contracts, for each 
specific transaction; whether each 
transaction was a purchase, sale, or 
short sale; and, if an options contract, 
whether open long or short or close 
long or short; 

(vi) Transaction price; 
(vii) Account number; and 
(viii) The identity of the exchange or 

other market where the transaction 
was executed. 

(2) If the transaction was effected or 
caused to be effected by the member, 
broker, or dealer for any customer ac-
count, such member, broker, or dealer 
shall submit the following information: 

(i) Information contained in para-
graphs (a)(1)(i) through (a)(1)(viii) of 
this section; 

(ii) Customer name, address(es), 
branch office number, registered rep-
resentative number, whether the order 
was solicited or unsolicited, date ac-
count opened, and the customer’s tax 
identification number(s); and 

(iii) If the transaction was effected 
for a customer of another member, 
broker, or dealer, whether the other 
member, broker, or dealer was acting 
as principal or agent on the trans-
action. 

(b) In addition to the information in 
paragraph (a) of this section, a mem-
ber, broker, or dealer shall, upon re-
quest, electronically submit to the 
Commission the following securities 
transaction information for trans-
actions involving entities that trade 
using multiple accounts: 

(1)(i) If part or all of an account’s 
transactions at the reporting member, 
broker, or dealer have been transferred 
or otherwise forwarded to one or more 
accounts at another member, broker, 
or dealer, an identifier for this type of 
transaction; and 

(ii) If part or all of an account’s 
transactions at the reporting member, 
broker, or dealer have been transferred 
or otherwise received from one or more 
other members, brokers, or dealers, an 
identifier for this type of transaction. 

(2)(i) If part or all of an account’s 
transactions at the reporting member, 
broker, or dealer have been transferred 

or otherwise received from another ac-
count at the reporting member, broker, 
or dealer, an identifier for this type of 
transaction; and 

(ii) If part or all of an account’s 
transactions at the reporting member, 
broker, or dealer have been transferred 
or otherwise forwarded to one or more 
other accounts at the reporting mem-
ber, broker, or dealer, an identifier for 
this type of transaction. 

(3) If an account’s transaction was 
processed by a depository institution, 
the identifier assigned to the account 
by the depository institution. 

(c) Every member, broker, or dealer 
shall, upon request, submit to the Com-
mission and, keep current, information 
containing the full name, title, ad-
dress, telephone number(s), facsimile 
number(s), and electronic-mail ad-
dress(es) for each person designated by 
the member, broker, or dealer as re-
sponsible for processing securities 
transaction information requests from 
the Commission. 

(d) The member, broker, or dealer 
should comply with the format for the 
electronic submission of the securities 
transaction information described in 
paragraphs (a) and (b) of this section as 
specified by the member, broker, or 
dealer’s designated self-regulatory or-
ganization under § 240.17d–1, unless oth-
erwise specified by Commission rule. 

[66 FR 35843, July 9, 2001] 

§ 240.17d–1 Examination for compli-
ance with applicable financial re-
sponsibility rules. 

(a) Where a member of SIPC is a 
member of more than one self-regu-
latory organization, the Commission 
shall designate by written notice to 
one of such organizations responsi-
bility for examining such member for 
compliance with applicable financial 
responsibility rules. In making such 
designations the Commission shall 
take into consideration the regulatory 
capabilities and procedures of the self- 
regulatory organizations, availability 
of staff, convenience of location, un-
necessary regulatory duplication, and 
such other factors as the Commission 
may consider germane to the protec-
tion of investors, the cooperation and 
coordination among self-regulatory or-
ganizations, and the development of a 
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national market system and a national 
system for the clearance and settle-
ment of securities transactions. 

(b) Upon designation of responsibility 
pursuant to paragraph (a) of this sec-
tion, all other self-regulatory organiza-
tions of which such person is a member 
shall be relieved of such responsibility 
to the extent specified. 

(c) After the Commission has acted 
pursuant to paragraphs (a) and (b) of 
this section, any self-regulatory orga-
nization relieved of responsibility with 
respect to a member may notify cus-
tomers of, and persons doing business 
with, such member of the limited na-
ture of its responsibility for such mem-
ber’s compliance with applicable finan-
cial responsibility rules. 

[41 FR 18809, May 7, 1976] 

§ 240.17d–2 Program for allocation of 
regulatory responsibility. 

(a) Any two or more self-regulatory 
organizations may file with the Com-
mission within ninety (90) days of the 
effective date of this rule, and there-
after as changes in designation are nec-
essary or appropriate, a plan for allo-
cating among the self-regulatory orga-
nizations the responsibility to receive 
regulatory reports from persons who 
are members or participants of more 
than one of such self-regulatory orga-
nizations to examine such persons for 
compliance, or to enforce compliance 
by such persons, with specified provi-
sions of the Securities Exchange Act of 
1934, the rules and regulations there-
under, and the rules of such self-regu-
latory organizations, or to carry out 
other specified regulatory functions 
with respect to such persons. 

(b) Any plan filed hereunder may 
contain provisions for the allocation 
among the parties of expenses reason-
ably incurred by the self-regulatory or-
ganization having regulatory respon-
sibilities under the plan. 

(c) After appropriate notice and op-
portunity for comment, the Commis-
sion may, by written notice, declare 
such a plan, or any part of the plan, ef-
fective if it finds the plan, or any part 
thereof, necessary or appropriate in the 
public interest and for the protection 
of investors, to foster cooperation and 
coordination among self-regulatory or-
ganizations, or to remove impediments 

to and foster the development of the 
national market system and a national 
system for the clearance and settle-
ment of securities transactions and in 
conformity with the factors set forth 
in section 17(d) of the Securities Ex-
change Act of 1934. 

(d) Upon the effectiveness of such a 
plan or part thereof, any self-regu-
latory organization which is a party to 
the plan shall be relieved of responsi-
bility as to any person for whom such 
responsibility is allocated under the 
plan to another self-regulatory organi-
zation to the extent of such allocation. 

(e) Nothing herein shall preclude any 
self-regulatory organization from en-
tering into more than one plan filed 
hereunder. 

(f) After the Commission has de-
clared a plan or part thereof effective 
pursuant to paragraph (c) of this sec-
tion or acted pursuant to paragraph (g) 
of this section, a self-regulatory orga-
nization relieved of responsibility may 
notify customers of, and persons doing 
business with, such member or partici-
pant of the limited nature of its re-
sponsibility for such member’s or par-
ticipant’s acts, practices, and course of 
business. 

(g) In the event that plans declared 
effective pursuant to paragraph (c) of 
this section do not provide for all mem-
bers or participants or do not allocate 
all regulatory responsibilities, the 
Commission may, after due consider-
ation of the factors enumerated in sec-
tion 17(d)(1) and notice and opportunity 
for comment, designate one or more of 
the self-regulatory organizations re-
sponsible for specified regulatory re-
sponsibilities with respect to such 
members or participants. 

[41 FR 49093, Nov. 8, 1976] 

§ 240.17f–1 Requirements for reporting 
and inquiry with respect to missing, 
lost, counterfeit or stolen securities. 

(a) Definitions. For purposes of this 
section: 

(1) The term reporting institution shall 
include every national securities ex-
change, member thereof, registered se-
curities association, broker, dealer, 
municipal securities dealer, govern-
ment securities broker, government se-
curities dealer, registered transfer 
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agent, registered clearing agency, par-
ticipant therein, member of the Fed-
eral Reserve System and bank whose 
deposits are insured by the Federal De-
posit Insurance Corporation; 

(2) The term uncertificated security 
shall mean a security not represented 
by an instrument and the transfer of 
which is registered upon books main-
tained for that purpose by or on behalf 
of the issuer; 

(3) The term global certificate securities 
issue shall mean a securities issue for 
which a single master certificate rep-
resenting the entire issue is registered 
in the nominee name of a registered 
clearing agency and for which bene-
ficial owners cannot receive negotiable 
securities certificates; 

(4) The term customer shall mean any 
person with whom the reporting insti-
tution has entered into at least one 
prior securities-related transaction; 
and 

(5) The term securities-related trans-
action shall mean a purpose, sale or 
pledge of investment securities, or a 
custodial arrangement for investment 
securities. 

(6) The term securities certificate 
means any physical instrument that 
represents or purports to represent 
ownership in a security that was print-
ed by or on behalf of the issuer thereof 
and shall include any such instrument 
that is or was: 

(i) Printed but not issued; 
(ii) Issued and outstanding, including 

treasury securities; 
(iii) Cancelled, which for this purpose 

means either or both of the procedures 
set forth in § 240.17Ad–19(a)(1); or 

(iv) Counterfeit or reasonably be-
lieved to be counterfeit. 

(7) The term issuer shall include an 
issuer’s: 

(i) Transfer agent(s), paying agent(s), 
tender agent(s), and person(s) providing 
similar services; and 

(ii) Corporate predecessor(s) and suc-
cessor(s). 

(8) The term missing shall include any 
securities certificate that: 

(i) Cannot be located or accounted 
for, but is not believed to be lost or 
stolen; or 

(ii) A transfer agent claims or be-
lieves was destroyed in any manner 
other than by the transfer agent’s own 

certificate destruction procedures as 
provided in § 240.17Ad–19. 

(b) Every reporting institution shall 
register with the Commission or its 
designee in accordance with instruc-
tions issued by the Commission except: 

(1) A member of a national securities 
exchange who effects securities trans-
actions through the trading facilities 
of the exchange and has not received or 
held customer securities within the 
last six months; 

(2) A reporting institution that, with-
in the last six months, limited its secu-
rities activities exclusively to 
uncertificated securities, global securi-
ties issues or any securities issue for 
which neither record nor beneficial 
owners can obtain a negotiable securi-
ties certificate; or 

(3) A reporting institution whose 
business activities, within the last six 
months, did not involve the handling of 
securities certificates. 

(c) Reporting requirements—(1) Stolen 
securities. (i) Every reporting institu-
tion shall report to the Commission or 
its designee, and to a registered trans-
fer agent for the issue, the discovery of 
the theft or loss of any securities cer-
tificates where there is substantial 
basis for believing that criminal activ-
ity was involved. Such report shall be 
made within one business day of the 
discovery and, if the certificate num-
bers of the securities cannot be 
ascertained at that time, they shall be 
reported as soon thereafter as possible. 

(ii) Every reporting institution shall 
promptly report to the Federal Bureau 
of Investigation upon the discovery of 
the theft or loss of any securities cer-
tificate where there is substantial basis 
for believing that criminal activity 
was involved. 

(2) Missing or lost securities. Every re-
porting institution shall report to the 
Commission or its designee, and to a 
registered transfer agent for the issue, 
the discovery of the loss of any securi-
ties certificate where criminal actions 
are not suspected when the securities 
certificate has been missing or lost for 
a period of two business days. Such re-
port shall be made within one business 
day of the end of such period except 
that: 
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(i) Securities certificates lost, miss-
ing, or stolen while in transit to cus-
tomers, transfer agents, banks, brokers 
or dealers shall be reported by the de-
livering institution by the later of two 
business days after notice of non-re-
ceipt or as soon after such notice as 
the certificate numbers of the securi-
ties can be ascertained. 

(ii) Where a shipment of retired secu-
rities certificates is in transit between 
any transfer agents, banks, brokers, 
dealers, or other reporting institutions, 
with no affiliation existing between 
such entities, and the delivering insti-
tution fails to receive notice of receipt 
or non-receipt of the certificates, the 
delivering institution shall act to de-
termine the facts. In the event of non- 
delivery where the certificates are not 
recovered by the delivering institution, 
the delivering institution shall report 
the certificates as lost, stolen, or miss-
ing to the Commission or its designee 
within a reasonable time under the cir-
cumstances but in any event within 
twenty business days from the date of 
shipment. 

(iii) Securities certificates considered 
lost or missing as a result of securities 
counts or verifications required by 
rule, regulation or otherwise (e.g., divi-
dend record date verification made as a 
result of firm policy or internal audit 
function report) shall be reported by 
the later of ten business days after 
completion of such securities count or 
verification or as soon after such count 
or verification as the certificate num-
bers of the securities can be 
ascertained. 

(iv) Securities certificates not re-
ceived during the completion of deliv-
ery, deposit or withdrawal shall be re-
ported in the following manner: 

(A) Where delivery of the securities 
certificates is through a clearing agen-
cy, the delivering institution shall sup-
ply to the receiving institution the cer-
tificate number of the security within 
two business days from the date of re-
quest from the receiving institution. 
The receiving institution shall report 
within one business day of notification 
of the certificate number; 

(B) Where the delivery of securities 
certificates is in person and where the 
delivering institution has a receipt, the 
delivering institution shall supply the 

receiving institution the certificate 
numbers of the securities within two 
business days from the date of request 
from the receiving institution. The re-
ceiving institution shall report within 
one business day of notification of the 
certificate number; 

(C) Where the delivery of securities 
certificates is in person and where the 
delivering institution has no receipt, 
the delivering institution shall report 
within two business days of notifica-
tion of non-receipt by the receiving in-
stitution; or 

(D) Where delivery of securities cer-
tificates is made by mail or via draft, if 
payment is not received within ten 
business days, the delivering institu-
tion shall confirm with the receiving 
institution the failure to receive such 
delivery; if confirmation shows non-re-
ceipt, the delivering institution shall 
report within two business days of such 
confirmation. 

(3) Counterfeit securities. Every report-
ing institution shall report the dis-
covery of any counterfeit securities 
certificate to the Commission or its 
designee, to a registered transfer agent 
for the issue, and to the Federal Bu-
reau of Investigation within one busi-
ness day of such discovery. 

(4) Transfer agent reporting obligations. 
Every transfer agent shall make the re-
ports required above only if it receives 
notification of the loss, theft or coun-
terfeiting from a non-reporting institu-
tion or if it receives notification other 
than on a Form X–17F–1A or if the cer-
tificate was in its possession at the 
time of the loss. 

(5) Recovery. Every reporting institu-
tion that originally reported a lost, 
missing or stolen securities certificate 
pursuant to this Section shall report 
recovery of that securities certificate 
to the Commission or its designee and 
to a registered transfer agent for the 
issue within one business day of such 
recovery or finding. Every reporting in-
stitution that originally made a report 
in which criminality was indicated also 
shall notify the Federal Bureau of In-
vestigation that the securities certifi-
cate has been recovered. 

(6) Information to be reported. All re-
ports made pursuant to this Section 
shall include, if applicable or available, 
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the following information with respect 
to each securities certificate: 

(i) Issuer; 
(ii) Type of security and series; 
(iii) Date of issue; 
(iv) Maturity date; 
(v) Denomination; 
(vi) Interest rate; 
(vii) Certificate number, including al-

phabetical prefix or suffix; 
(viii) Name in which registered; 
(ix) Distinguishing characteristics, if 

counterfeit; 
(x) Date of discovery of loss or recov-

ery; 
(xi) CUSIP number; 
(xii) Financial Industry Numbering 

System (‘‘FINS’’) Number; and 
(xiii) Type of loss. 
(7) Forms. Reporting institutions 

shall make all reports to the Commis-
sion or its designee and to a registered 
transfer agent for the issue pursuant to 
this section on Form X–17F–1A. Report-
ing institutions shall make reports to 
the Federal Bureau of Investigation 
pursuant to this Section on Form X– 
17F–1A, unless the reporting institu-
tion is a member of the Federal Re-
serve System or a bank whose deposits 
are insured by the Federal Deposit In-
surance Corporation, in which case re-
ports may be made on the form re-
quired by the institution’s appropriate 
regulatory agency for reports to the 
Federal Bureau of Investigation. 

(d) Required inquiries. (1) Every re-
porting institution (except a reporting 
institution that, acting in its capacity 
as transfer agent, paying agent, ex-
change agent or tender agent for an eq-
uity issue, or registrar for a bond or 
other debt issue, compares all trans-
actions against a shareholder or bond-
holder list and a current list of stop 
transfers) shall inquire of the Commis-
sion or its designee with respect to 
every securities certificate which 
comes into its possession or keeping, 
whether by pledge, transfer or other-
wise, to ascertain whether such securi-
ties certificate has been reported as 
missing, lost, counterfeit or stolen, un-
less: 

(i) The securities certificate is re-
ceived directly from the issuer or 
issuing agent at issuance; 

(ii) The securities certificate is re-
ceived from another reporting institu-

tion or from a Federal Reserve Bank or 
Branch; 

(iii) The securities certificate is re-
ceived from a customer of the report-
ing institution; and 

(A) Is registered in the name of such 
customer or its nominee; or 

(B) Was previously sold to such cus-
tomer, as verified by the internal 
records of the reporting institution; 

(iv) The securities certificate is re-
ceived as part of a transaction which 
has an aggregate face value of $10,000 
or less in the case of bonds, or market 
value of $10,000 or less in the case of 
stocks; or 

(v) The securities certificate is re-
ceived directly from a drop which is af-
filiated with a reporting institution for 
the purposes of receiving or delivering 
certificates on behalf of the reporting 
institution. 

(2) Form of inquiry. Inquiries shall be 
made in such manner as prescribed by 
the Commission or its designee. 

(3) A reporting institution shall 
make required inquiries by the end of 
the fifth business day after a securities 
certificate comes into its possession or 
keeping, provided that such inquiries 
shall be made before the certificate is 
sold, used as collateral, or sent to an-
other reporting institution. 

(e) Permissive reports and inquiries. 
Every reporting insitution may report 
to or inquire of the Commission or its 
designee with respect to any securities 
certificate not otherwise required by 
this section to be the subject of a re-
port or inquiry. The Commission on 
written request or upon its own motion 
may permit reports to and inquiries of 
the system by any other person or enti-
ty upon such terms and conditions as it 
deems appropriate and necessary in the 
public interest and for the protection 
of investors. 

(f) Exemptions. The following types of 
securities are not subject to para-
graphs (c) and (d) of this section: 

(1) Security issues not assigned 
CUSIP numbers; 

(2) Bond coupons; 
(3) Uncertificated securities; 
(4) Global securities issues; and 
(5) Any securities issue for which nei-

ther record nor beneficial owners can 
obtain a negotiable securities certifi-
cates. 
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(g) Recordkeeping. Every reporting in-
stitution shall maintain and preserve 
in an easily accessible place for three 
years copies of all Forms X–17F–1A 
filed pursuant to this section, all 
agreements between reporting institu-
tions regarding registration or other 
aspects of this section, and all con-
firmations or other information re-
ceived from the Commission or its des-
ignee as a result of inquiry. 

(Secs. 2, 17, and 23, 15 U.S.C. 78b, 78q, 78w) 

[44 FR 31503, May 31, 1979; 45 FR 14022, Mar. 
3, 1980, as amended at 53 FR 37289, Sept. 26, 
1988; 53 FR 40721, Oct. 18, 1988; 68 FR 74400, 
Dec. 23, 2003] 

§ 240.17f–2 Fingerprinting of securities 
industry personnel. 

(a) Exemptions for the fingerprinting re-
quirement. Except as otherwise provided 
in paragraph (a)(1) or (2) of this sec-
tion, every member of a national secu-
rities exchange, broker, dealer, reg-
istered transfer agent and registered 
clearing agency shall require that each 
of its partners, directors, officers and 
employees be fingerprinted and shall 
submit, or cause to be submitted, the 
fingerprints of such persons to the At-
torney General of the United States or 
its designee for identification and ap-
propriate processing. 

(1) Permissive exemptions. Every mem-
ber of a national securities exchange, 
broker, dealer, registered transfer 
agent and registered clearing agency 
may claim one or more of the exemp-
tions in paragraph (a)(1) (i), (ii), (iii) or 
(iv) of this section; Provided, That all 
the requirements of paragraph (e) of 
this section are also satisfied. 

(i) Member of a national securities ex-
change, broker, dealer or registered clear-
ing agency. Every person who is a part-
ner, director, officer or employee of a 
member of a national securities ex-
change, broker, dealer, or registered 
clearing agency shall be exempt if that 
person: 

(A) Is not engaged in the sale of secu-
rities; 

(B) Does not regularly have access to 
the keeping, handling or processing of 
(1) securities, (2) monies, or (3) the 
original books and records relating to 
the securities or the monies; and 

(C) Does not have direct supervisory 
responsibility over persons engaged in 

the activities referred to in paragraphs 
(a)(1)(i) (A) and (B) of this section. 

(ii) Registered transfer agents. Every 
person who is a partner, director, offi-
cer or employee of a registered transfer 
agent shall be exempt if that person: 

(A) Is not engaged in transfer agent 
functions (as defined in section 3(a)(25) 
of the Securities Exchange Act of 1934) 
or activities incidental thereto; or 

(B) Meets the conditions in para-
graphs (a)(1)(i) (B) and (C) of this sec-
tion. 

(iii) Registered broker-dealers engaged 
in sales of certain securities. Every part-
ner, director, officer and employee of a 
registered broker or dealer who satis-
fies paragraph (a)(1)(i)(B) of this sec-
tion shall be exempt if that broker or 
dealer: 

(A) Is engaged exclusively in the sale 
of shares of registered open-end man-
agement investment companies, vari-
able contracts, or interests in limited 
partnerships, unit investment trusts or 
real estate investment trusts; Provided, 
That those securities ordinarily are 
not evidenced by certificates; 

(B) Is current in its continuing obli-
gation under §§ 240.15b1–1 and 15b3–1(b) 
to update Item 10 of Form BD to dis-
close the existence of any statutory 
disqualification set forth in sections 
3(a)(39), 15(b)(4) and 15(b)(6) of the Secu-
rities Exchange Act of 1934; 

(C) Has insurance or bonding indem-
nifying it for losses to customers 
caused by the fraudulent or criminal 
acts of any of its partners, directors, 
officers or employees for whom an ex-
emption is being claimed under para-
graph (a)(1)(iii) of this section; and 

(D) Is subject to the jurisdiction of a 
state insurance department with re-
spect to its sale of variable contracts. 

(iv) Illegible fingerprint cards. Every 
person who is a partner, director, offi-
cer or employee shall be exempt if that 
member of a national securities ex-
change, broker, dealer, registered 
transfer agent or registered clearing 
agency, on at least three occasions: 

(A) Attempts in good faith to obtain 
from such person a complete set of fin-
gerprints acceptable to the Attorney 
General or its designee for identifica-
tion and appropriate processing by re-
quiring that person to be fingerprinted, 
by having that person’s fingerprints 
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rolled by a person competent to do so 
and by submitting the fingerprint 
cards for that person to the Attorney 
General of the United States or its des-
ignee in accordance with proper proce-
dures; 

(B) Has that person’s fingerprint 
cards returned to it by the Attorney 
General of the United States or its des-
ignee without that person’s finger-
prints having been identified because 
the fingerprints were illegible; and 

(C) Retains the returned fingerprint 
cards and any other required records in 
accordance with paragraph (d) of this 
section and §§ 240.17a–3(a)(13), 17a–4(e)(2) 
and 240.17Ad–7(e)(1) under the Securi-
ties Exchange Act of 1934. 

(2) Other exemptions by application to 
the Commission. The Commission, upon 
specified terms, conditions and periods, 
may grant exemptions to any class of 
partners, directors, officers or employ-
ees of any member of a national securi-
ties exchange, broker, dealer, reg-
istered transfer agent or registered 
clearing agency, if the Commission 
finds that such action is not incon-
sistent with the public interest or the 
protection of investors. 

(b) Fingerprinting pursuant to other 
law. Every member of a national secu-
rities exchange, broker, dealer, reg-
istered transfer agent and registered 
clearing agency may satisfy the 
fingerprinting requirement of section 
17(f)(2) of the Securities Exchange Act 
of 1934 as to any partner, director, offi-
cer or employee, if: 

(1) The person, in connection with his 
or her present employment with such 
organization, has been fingerprinted 
pursuant to any other law, statute, 
rule or regulation of any state or fed-
eral government or agency thereof; 

(2) The fingerprint cards for that per-
son are submitted, or are caused to be 
submitted, to the Attorney General of 
the United States or its designee for 
identification and appropriate proc-
essing, and the Attorney General or its 
designee has processed those finger-
print cards; and 

(3) The processed fingerprint cards or 
any substitute records, together with 
any information received from the At-
torney General or its designee, are 
maintained in accordance with para-
graph (d) of this section. 

(c) Fingerprinting plans of self-regu-
latory organizations. The fingerprinting 
requirement of section 17(f)(2) of the 
Securities Exchange Act of 1934 may be 
satisfied by submitting appropriate and 
complete fingerprint cards to a reg-
istered national securities exchange or 
to a registered national securities asso-
ciation which, pursuant to a plan filed 
with, and declared effective by, the 
Commission, forwards such fingerprint 
cards to the Attorney General of the 
United States or its designee for identi-
fication and appropriate processing. 
Any plan filed by a registered national 
securities exchange or a registered na-
tional securities association shall not 
become effective, unless declared effec-
tive by the Commission as not incon-
sistent with the public interest or the 
protection of investors; and, in declar-
ing any such plan effective, the Com-
mission may impose any terms and 
conditions relating to the provisions of 
the plan and the period of its effective-
ness as it may deem necessary or ap-
propriate in the public interest, for the 
protection of investors, or otherwise in 
furtherance of the purposes of the Se-
curities Exchange Act of 1934. 

(d) Record maintenance—(1) Mainte-
nance of processed fingerprint cards and 
other related information. Every member 
of a national securities exchange, 
broker, dealer, registered transfer 
agent and registered clearing agency 
shall maintain the processed finger-
print card or any substitute record 
when such card is not returned after 
processing, together with any informa-
tion received from the Attorney Gen-
eral or its designee, for every person 
required to be fingerprinted under sec-
tion 17(f)(2) of the Securities Exchange 
Act of 1934 and for persons who have 
complied with this section pursuant to 
paragraph (b) or (c) of this section. 
Every substitute record shall state the 
name of the person whose fingerprint 
card was submitted to the Attorney 
General of the United States, the name 
of the member of a national securities 
exchange, broker, dealer, registered 
transfer agent or registered clearing 
agency that submitted the fingerprint 
card, the name of the person or organi-
zation that rolled the fingerprints, the 
date on which the fingerprints were 
rolled, and the date the fingerprint 
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card was submitted to the Attorney 
General of the United States. The proc-
essed fingerprint card and every other 
substitute record containing the infor-
mation required by this paragraph, to-
gether with any information received 
from the Attorney General of the 
United States, shall be kept in an eas-
ily accessible place at the organiza-
tion’s principal office and shall be 
made available upon request to the 
Commission, the appropriate regu-
latory agency (if not the Commission) 
or other designated examining author-
ity. The organization’s principal office 
must provide to the regional, branch or 
satellite office actually employing the 
person written evidence that the per-
son’s fingerprints have been processed 
by the FBI, and must provide to that 
office a copy of any criminal history 
record information received from the 
FBI. All fingerprint cards, records and 
information required to be maintained 
under this paragraph shall be retained 
for a period of not less than three years 
after termination of that person’s em-
ployment or relationship with the or-
ganization. 

(2) Record maintenance by designated 
examining authorities. The records re-
quired to be maintained and preserved 
by a member of a national securities 
exchange, broker, or dealer pursuant to 
the requirements of paragraph (d)(1) of 
this section may be maintained and 
preserved on behalf of that member, 
broker, or dealer by a self-regulatory 
organization that is also the des-
ignated examining authority for that 
member, broker or dealer, Provided 
That the self-regulatory organization 
has filed in accordance with § 240.17f– 
2(c) a fingerprinting plan or amend-
ments to an existing plan concerning 
the storage and maintenance of records 
and that plan, as amended, has been de-
clared effective by the Commission, 
and Provided Further That: 

(i) Such records are subject at any 
time, or from time to time, to reason-
able periodic, special or other examina-
tions by representatives of the Com-
mission; and 

(ii) The self-regulatory organization 
furnishes to the Commission, upon de-
mand, at either the principal office or 
at the regional office complete, correct 

and current hard copies of any and all 
such records. 

(3) Reproduction of records on micro-
film. The records required to be main-
tained pursuant to paragraph (d)(1) of 
this section may be produced or repro-
duced on microfilm and preserved in 
that form. If such microfilm substi-
tution for hard copy is made by a mem-
ber of a national securities exchange, 
broker, dealer, registered transfer 
agent or registered clearing agency, or 
by a self-regulatory organization main-
taining and storing records pursuant to 
paragraph (d)(2) of this section, it shall 
at all times: 

(i) Have available for examination by 
the Commission, the appropriate regu-
latory agency (if not the Commission) 
or other designated examining author-
ity, facilities for the immediate, easily 
readable projection of the microfilm 
and for the production of easily read-
able and legible facsimile enlarge-
ments; 

(ii) File and index the films in such a 
manner as to permit the immediate lo-
cation and retrieval of any particular 
record; 

(iii) Be ready to provide, and imme-
diately provide, any facsimile enlarge-
ment which the Commission, the ap-
propriate regulatory agency (if not the 
Commission) or other designated exam-
ining authority by their examiners or 
other representatives may request; and 

(iv) For the period for which the 
microfilm records are required to be 
maintained, store separately from the 
original microfilm records a copy of 
the microfilm records. 

(e) Notice requirement. Every member 
of a national securities exchange, 
broker, dealer, registered transfer 
agent and registered clearing agency 
that claims one or more of the exemp-
tions in paragraph (a)(1) of this section 
shall make and keep current a state-
ment entitled ‘‘Notice Pursuant to 
Rule 17f–2’’ containing the information 
specified in paragraph (e)(1) of this sec-
tion. 

(1) Contents of statement. The Notice 
required by paragraph (e) of this sec-
tion shall: 

(i) State the name of the organiza-
tion and state whether it is a member 
of a national securities exchange, 
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broker, dealer, registered transfer 
agent, or registered clearing agency; 

(ii) Identify by division, department, 
class, or name and position within the 
organization all persons who are 
claimed to have satisfied the 
fingerprinting requirement of section 
17(f)(2) of the Securities Exchange Act 
of 1934 pursuant to paragraph (b) of this 
section; 

(iii) Identify by division, department, 
class, title or position within the orga-
nization all persons claimed to be ex-
empt under paragraphs (a)(1)(i) through 
(iii) of this section, and identify by 
name all persons claimed to be exempt 
under paragraph (a)(1)(iv). Persons 
identified under this paragraph 
(e)(1)(iii) shall be exempt from the re-
quirement of section 17(f)(2) of the Se-
curities Exchange Act of 1934 unless 
notified to the contrary by the Com-
mission; 

(iv) Describe, in generic terms, the 
nature of the duties of the person or 
classes of persons, and the nature of 
the functions and operations of the di-
visions and departments, identified as 
exempt in paragraph (e)(1)(iii) of this 
section; and 

(v) Describe the security measures 
utilized to ensure that only those per-
sons who have been fingerprinted in ac-
cordance with the fingerprinting re-
quirement of section 17(f)(2) of the Se-
curities Exchange Act of 1934 or who 
are exempt under paragraph (a)(1)(iv) 
of this section have access to the keep-
ing, handling or processing of securi-
ties or monies or the original books 
and records relating thereto. 

(2) Record maintenance. A copy of the 
Notice required to be made and kept 
current under paragraph (e) of this sec-
tion shall be kept in an easily acces-
sible place at the organization’s prin-
cipal office and at the office employing 
the persons for whom exemptions are 
claimed and shall be made available 
upon request for inspection by the 
Commission, appropriate regulatory 
agency (if not the Commission) or 
other designated examining authority. 

(3) Exemption from the notice require-
ment. A registered transfer agent that 
performs transfer agent functions only 
on behalf of itself as an issuer and that 
receives fewer than 500 items for trans-
fer and fewer than 500 items for proc-

essing during any six consecutive 
months shall be exempt from the no-
tice requirement of paragraph (c) of 
this section. 

[47 FR 54060, Dec. 1, 1982] 

NATIONALLY RECOGNIZED STATISTICAL 
RATING ORGANIZATIONS 

SOURCE: 72 FR 33620, June 18, 2007, unless 
otherwise noted. 

§ 240.17g–1 Application for registration 
as a nationally recognized statis-
tical rating organization. 

(a) Initial application. A credit rating 
agency applying to the Commission to 
be registered under section 15E of the 
Act (15 U.S.C. 78o–7) as a nationally 
recognized statistical rating organiza-
tion must file with the Commission 
two paper copies of an initial applica-
tion on Form NRSRO (§ 249b.300 of this 
chapter) that follows all applicable in-
structions for the Form. 

(b) Application to register for an addi-
tional class of credit ratings. A nation-
ally recognized statistical rating orga-
nization applying to register for an ad-
ditional class of the credit ratings de-
scribed in section 3(a)(62)(B) of the Act 
(15 U.S.C. 78c(a)(62)(B)) must file with 
the Commission two paper copies of an 
application to add a class of credit rat-
ings on Form NRSRO that follows all 
applicable instructions for the Form. 
The application will be subject to the 
requirements of section 15E(a)(2) of the 
Act (15 U.S.C. 78o–7(a)(2)). 

(c) Supplementing an application prior 
to final action by the Commission. An ap-
plicant must promptly file with the 
Commission two paper copies of a writ-
ten notice if information submitted to 
the Commission in an initial applica-
tion to be registered as a nationally 
recognized statistical rating organiza-
tion or in an application to register for 
an additional class of credit ratings is 
found to be or becomes materially in-
accurate prior to the date of a Commis-
sion order granting or denying the ap-
plication. The notice must identify the 
information that was found to be mate-
rially inaccurate. The applicant also 
must promptly file with the Commis-
sion two paper copies of an application 

VerDate Sep<11>2014 14:47 Jul 29, 2019 Jkt 247060 PO 00000 Frm 00588 Fmt 8010 Sfmt 8010 Q:\17\17V4.TXT PC31kp
ay

ne
 o

n 
V

M
O

F
R

W
IN

70
2 

w
ith

 $
$_

JO
B

Page 343 of 1882



579 

Securities and Exchange Commission § 240.17g–1 

supplement on Form NRSRO that fol-
lows all applicable instructions for the 
Form. 

(d) Withdrawing an application. An ap-
plicant may withdraw an initial appli-
cation to be registered as a nationally 
recognized statistical rating organiza-
tion or an application to register for an 
additional class of credit ratings prior 
to the date of a Commission order 
granting or denying the application. To 
withdraw the application, the appli-
cant must furnish the Commission 
with two paper copies of a written no-
tice of withdrawal executed by a duly 
authorized person. 

(e) Update of registration. A nationally 
recognized statistical rating organiza-
tion amending materially inaccurate 
information in its application for reg-
istration pursuant to section 15E(b)(1) 
of the Act (15 U.S.C. 78o–7(b)(1)) must 
promptly file with the Commission an 
update of its registration on Form 
NRSRO that follows all applicable in-
structions for the Form. A Form 
NRSRO and the information and docu-
ments in Exhibits 2 through 9 to Form 
NRSRO, as applicable, filed under this 
paragraph must be filed electronically 
with the Commission on EDGAR as a 
PDF document in the format required 
by the EDGAR Filer Manual, as defined 
in Rule 11 of Regulation S–T (§ 232.11 of 
this chapter). 

(f) Annual certification. A nationally 
recognized statistical rating organiza-
tion amending its application for reg-
istration pursuant to section 15E(b)(2) 
of the Act (15 U.S.C. 78o–7(b)(2)) must 
file with the Commission an annual 
certification on Form NRSRO that fol-
lows all applicable instructions for the 
Form not later than 90 days after the 
end of each calendar year. A Form 
NRSRO and the information and docu-
ments in Exhibits 1 through 9 to Form 
NRSRO filed under this paragraph 
must be filed electronically with the 
Commission on EDGAR as a PDF docu-
ment in the format required by the 
EDGAR Filer Manual, as defined in 
Rule 11 of Regulation S–T. 

(g) Withdrawal from registration. A na-
tionally recognized statistical rating 
organization withdrawing from reg-
istration pursuant to section 15E(e)(1) 
of the Act (15 U.S.C. 78o–7(e)(1)) must 
furnish the Commission with a notice 

of withdrawal from registration on 
Form NRSRO that follows all applica-
ble instructions for the Form. The 
withdrawal from registration will be-
come effective 45 calendar days after 
the notice is furnished to the Commis-
sion upon such terms and conditions as 
the Commission may establish as nec-
essary in the public interest or for the 
protection of investors. A Form 
NRSRO furnished under this paragraph 
must be furnished electronically with 
the Commission on EDGAR as a PDF 
document in the format required by 
the EDGAR Filer Manual, as defined in 
Rule 11 of Regulation S–T. 

(h) Filing or furnishing Form NRSRO. 
A Form NRSRO filed or furnished, as 
applicable, under any paragraph of this 
section will be considered filed with or 
furnished to the Commission on the 
date the Commission receives a com-
plete and properly executed Form 
NRSRO that follows all applicable in-
structions for the Form. Information 
filed or furnished, as applicable, on a 
confidential basis and for which con-
fidential treatment has been requested 
pursuant to applicable Commission 
rules will be accorded confidential 
treatment to the extent permitted by 
law. 

(i) Public availability of Form NRSRO. 
A nationally recognized statistical rat-
ing organization must make its current 
Form NRSRO and information and doc-
uments in Exhibits 1 through 9 to Form 
NRSRO publicly and freely available 
on an easily accessible portion of its 
corporate Internet Web site within 10 
business days after the date of the 
Commission order granting an initial 
application for registration as a na-
tionally recognized statistical rating 
organization or an application to reg-
ister for an additional class of credit 
ratings and within 10 business days 
after filing with or furnishing to, as ap-
plicable, the Commission a Form 
NRSRO under paragraph (e), (f), or (g) 
of this section. In addition, a nation-
ally recognized statistical rating orga-
nization must make its most recently 
filed Exhibit 1 to Form NRSRO freely 
available in writing to any individual 
who requests a copy of the Exhibit. 

[13 FR 8178, Dec. 22, 1948, as amended at 79 
FR 55262, Sept. 15, 2014] 
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§ 240.17g–2 Records to be made and re-
tained by nationally recognized sta-
tistical rating organizations. 

(a) Records required to be made and re-
tained. A nationally recognized statis-
tical rating organization must make 
and retain the following books and 
records, which must be complete and 
current: 

(1) Records of original entry into the 
accounting system of the nationally 
recognized statistical rating organiza-
tion and records reflecting entries to 
and balances in all general ledger ac-
counts of the nationally recognized 
statistical rating organization for each 
fiscal year. 

(2) Records with respect to each cur-
rent credit rating of the nationally rec-
ognized statistical rating organization 
indicating (as applicable): 

(i) The identity of any credit ana-
lyst(s) that participated in determining 
the credit rating; 

(ii) The identity of the person(s) that 
approved the credit rating before it was 
issued; 

(iii) If a quantitative model was a 
substantial component in the process 
of determining the credit rating of a 
security or money market instrument 
issued by an asset pool or as part of 
any asset-backed securities trans-
action, a record of the rationale for 
any material difference between the 
credit rating implied by the model and 
the final credit rating issued; and 

(iv) Whether the credit rating was so-
licited or unsolicited. 

(3) An account record for each person 
(for example, an obligor, issuer, under-
writer, or other user) that has paid the 
nationally recognized statistical rating 
organization for the issuance or main-
tenance of a credit rating indicating: 

(i) The identity and address of the 
person; and 

(ii) The credit rating(s) determined 
or maintained for the person. 

(4) An account record for each sub-
scriber to the credit ratings and/or 
credit analysis reports of the nation-
ally recognized statistical rating orga-
nization indicating the identity and ad-
dress of the subscriber. 

(5) A record listing the general types 
of services and products offered by the 
nationally recognized statistical rating 
organization. 

(6) A record documenting the estab-
lished procedures and methodologies 
used by the nationally recognized sta-
tistical rating organization to deter-
mine credit ratings. 

(7) A record that lists each security 
and money market instrument and its 
corresponding credit rating issued by 
an asset pool or as part of any asset- 
backed securities transaction where 
the nationally recognized statistical 
rating organization, in determining the 
credit rating for the security or money 
market instrument, treats assets with-
in such pool or as a part of such trans-
action that are not subject to a credit 
rating of the nationally recognized sta-
tistical rating organization by any or a 
combination of the following methods: 

(i) Determining credit ratings for the 
unrated assets; 

(ii) Performing credit assessments or 
determining private credit ratings for 
the unrated assets; 

(iii) Determining credit ratings or 
private credit ratings, or performing 
credit assessments for the unrated as-
sets by taking into consideration the 
internal credit analysis of another per-
son; or 

(iv) Determining credit ratings or 
private credit ratings, or performing 
credit assessments for the unrated as-
sets by taking into consideration (but 
not necessarily adopting) the credit 
ratings of another nationally recog-
nized statistical rating organization. 

(8) For each outstanding credit rat-
ing, a record showing all rating actions 
and the date of such actions from the 
initial credit rating to the current 
credit rating identified by the name of 
the rated security or obligor and, if ap-
plicable, the CUSIP of the rated secu-
rity or the Central Index Key (CIK) 
number of the rated obligor. 

(9) A record documenting the policies 
and procedures the nationally recog-
nized statistical rating organization is 
required to establish, maintain, and en-
force pursuant to section 15E(h)(4)(A) 
of the Act (15 U.S.C. 78o–7(h)(4)(A)) and 
§ 240.17g–8(c). 

(b) Records required to be retained. A 
nationally recognized statistical rating 
organization must retain the following 
books and records (excluding drafts of 
documents) that relate to its business 
as a credit rating agency: 
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(1) Significant records (for example, 
bank statements, invoices, and trial 
balances) underlying the information 
included in the annual financial re-
ports the nationally recognized statis-
tical rating organization filed with or 
furnished to, as applicable, the Com-
mission pursuant to § 240.17g–3. 

(2) Internal records, including non-
public information and work papers, 
used to form the basis of a credit rat-
ing issued by the nationally recognized 
statistical rating organization. 

(3) Credit analysis reports, credit as-
sessment reports, and private credit 
rating reports of the nationally recog-
nized statistical rating organization 
and internal records, including non-
public information and work papers, 
used to form the basis for the opinions 
expressed in these reports. 

(4) Compliance reports and compli-
ance exception reports. 

(5) Internal audit plans, internal 
audit reports, documents relating to 
internal audit follow-up measures, and 
all records identified by the internal 
auditors of the nationally recognized 
statistical rating organization as nec-
essary to perform the audit of an activ-
ity that relates to its business as a 
credit rating agency. 

(6) Marketing materials of the na-
tionally recognized statistical rating 
organization that are published or oth-
erwise made available to persons that 
are not associated with the nationally 
recognized statistical rating organiza-
tion. 

(7) External and internal communica-
tions, including electronic communica-
tions, received and sent by the nation-
ally recognized statistical rating orga-
nization and its employees that relate 
to initiating, determining, maintain-
ing, monitoring, changing,, or with-
drawing a credit rating. 

(8) Any written communications re-
ceived from persons not associated 
with the nationally recognized statis-
tical rating organization that contain 
complaints about the performance of a 
credit analyst in initiating, deter-
mining, maintaining, monitoring, 
changing, or withdrawing a credit rat-
ing. 

(9) Internal documents that contain 
information, analysis, or statistics 
that were used to develop a procedure 

or methodology to treat the credit rat-
ings of another nationally recognized 
statistical rating organization for the 
purpose of determining a credit rating 
for a security or money market instru-
ment issued by an asset pool or part of 
any asset-backed securities trans-
action. 

(10) For each security or money mar-
ket instrument identified in the record 
required to be made and retained under 
paragraph (a)(7) of this section, any 
document that contains a description 
of how assets within such pool or as a 
part of such transaction not rated by 
the nationally recognized statistical 
rating organization but rated by an-
other nationally recognized statistical 
rating organization were treated for 
the purpose of determining the credit 
rating of the security or money market 
instrument. 

(11) Forms NRSRO (including Exhib-
its and accompanying information and 
documents) the nationally recognized 
statistical rating organization filed 
with or furnished to, as applicable, the 
Commission. 

(12) The internal control structure 
the nationally recognized statistical 
rating organization is required to es-
tablish, maintain, enforce, and docu-
ment pursuant to section 15E(c)(3)(A) 
of the Act (15 U.S.C. 78o–7(c)(3)(A)). 

(13) The policies and procedures the 
nationally recognized statistical rating 
organization is required to establish, 
maintain, enforce, and document pur-
suant to § 240.17g–8(a). 

(14) The policies and procedures the 
nationally recognized statistical rating 
organization is required to establish, 
maintain, enforce, and document pur-
suant to § 240.17g–8(b). 

(15) The standards of training, experi-
ence, and competence for credit ana-
lysts the nationally recognized statis-
tical rating organization is required to 
establish, maintain, enforce, and docu-
ment pursuant to § 240.17g–9. 

(c) Record retention periods. The 
records required to be retained pursu-
ant to paragraphs (a) and (b) of this 
section must be retained for three 
years after the date the record is made 
or received, except that a record iden-
tified in paragraph (a)(9), (b)(12), 
(b)(13), (b)(14), or (b)(15) of this section 
must be retained until three years 
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after the date the record is replaced 
with an updated record. 

(d) Manner of retention. An original, 
or a true and complete copy of the 
original, of each record required to be 
retained pursuant to paragraphs (a) 
and (b) of this section must be main-
tained in a manner that, for the appli-
cable retention period specified in 
paragraph (c) of this section, makes 
the original record or copy easily ac-
cessible to the principal office of the 
nationally recognized statistical rating 
organization and to any other office 
that conducted activities causing the 
record to be made or received. 

(e) Third-party record custodian. The 
records required to be retained pursu-
ant to paragraphs (a) and (b) of this 
section may be made or retained by a 
third-party record custodian, provided 
the nationally recognized statistical 
rating organization furnishes the Com-
mission at its principal office in Wash-
ington, DC with a written undertaking 
of the custodian executed by a duly au-
thorized person. The undertaking must 
be in substantially the following form: 

The undersigned acknowledges that books 
and records it has made or is retaining for 
[the nationally recognized statistical rating 
organization] are the exclusive property of 
[the nationally recognized statistical rating 
organization]. The undersigned undertakes 
that upon the request of [the nationally rec-
ognized statistical rating organization] it 
will promptly provide the books and records 
to [the nationally recognized statistical rat-
ing organization] or the U.S. Securities and 
Exchange Commission (‘‘Commission’’) or its 
representatives and that upon the request of 
the Commission it will promptly permit ex-
amination by the Commission or its rep-
resentatives of the records at any time or 
from time to time during business hours and 
promptly furnish to the Commission or its 
representatives a true and complete copy of 
any or all or any part of such books and 
records. 

A nationally recognized statistical rat-
ing organization that engages a third- 
party record custodian remains respon-
sible for complying with every provi-
sion of this section. 

(f) A nationally recognized statistical 
rating organization must promptly fur-
nish the Commission or its representa-
tives with legible, complete, and cur-
rent copies, and, if specifically re-
quested, English translations of those 

records of the nationally recognized 
statistical rating organization required 
to be retained pursuant to paragraphs 
(a) and (b) this section, or any other 
records of the nationally recognized 
statistical rating organization subject 
to examination under section 17(b) of 
the Act (15 U.S.C. 78q(b)) that are re-
quested by the Commission or its rep-
resentatives. 

[72 FR 33620, June 18, 2007, as amended at 74 
FR 6482, Feb. 9, 2009; 74 FR 63863, Dec. 4, 2009; 
79 FR 55263, Nov. 14, 2014] 

§ 240.17g–3 Annual financial and other 
reports to be filed or furnished by 
nationally recognized statistical 
rating organizations. 

(a) A nationally recognized statis-
tical rating organization must annu-
ally, not more than 90 calendar days 
after the end of its fiscal year (as indi-
cated on its current Form NRSRO): 

(1) File with the Commission a finan-
cial report, as of the end of the fiscal 
year, containing audited financial 
statements of the nationally recog-
nized statistical rating organization or 
audited consolidated financial state-
ments of its parent if the nationally 
recognized statistical rating organiza-
tion is a separately identifiable divi-
sion or department of the parent. The 
audited financial statements must: 

(i) Include a balance sheet, an income 
statement (or a statement of com-
prehensive income, as defined in § 210.1– 
02 of Regulation S–X of this chapter, if 
required by the applicable generally 
accepted accounting principles noted 
in paragraph (a)(1)(ii) of this section) 
and statement of cash flows, and a 
statement of changes in ownership eq-
uity; 

(ii) Be prepared in accordance with 
generally accepted accounting prin-
ciples in the jurisdiction in which the 
nationally recognized statistical rating 
organization or its parent is incor-
porated, organized, or has its principal 
office; and 

(iii) Be certified by an accountant 
who is qualified and independent in ac-
cordance with paragraphs (a), (b), and 
(c)(1), (2), (3), (4), (5) and (8) of § 210.2–01 
of this chapter. The accountant must 
give an opinion on the financial state-
ments in accordance with paragraphs 

VerDate Sep<11>2014 14:47 Jul 29, 2019 Jkt 247060 PO 00000 Frm 00592 Fmt 8010 Sfmt 8010 Q:\17\17V4.TXT PC31kp
ay

ne
 o

n 
V

M
O

F
R

W
IN

70
2 

w
ith

 $
$_

JO
B

Page 347 of 1882



583 

Securities and Exchange Commission § 240.17g–3 

(a) through (d) of § 210.2–02 of this chap-
ter. 

(2) File with the Commission a finan-
cial report, as of the end of the fiscal 
year, containing, if applicable, 
unaudited consolidating financial 
statements of the parent of the nation-
ally recognized statistical rating orga-
nization that include the nationally 
recognized statistical rating organiza-
tion. 

NOTE TO PARAGRAPH (a)(2): This financial 
report must be filed only if the audited fi-
nancial statements provided pursuant to 
paragraph (a)(1) of this section are consoli-
dated financial statements of the parent of 
the nationally recognized statistical rating 
organization. 

(3) File with the Commission an 
unaudited financial report, as of the 
end of the fiscal year, providing infor-
mation concerning the revenue of the 
nationally recognized statistical rating 
organization in each of the following 
categories (as applicable) for the fiscal 
year: 

(i) Revenue from determining and 
maintaining credit ratings; 

(ii) Revenue from subscribers; 
(iii) Revenue from granting licenses 

or rights to publish credit ratings; and 
(iv) Revenue from all other services 

and products (include descriptions of 
any major sources of revenue). 

(4) File with the Commission an 
unaudited financial report, as of the 
end of the fiscal year, providing the 
total aggregate and median annual 
compensation of the credit analysts of 
the nationally recognized statistical 
rating organization for the fiscal year. 

NOTE TO PARAGRAPH (a)(4): In calculating 
total and median annual compensation, the 
nationally recognized statistical rating orga-
nization may exclude deferred compensation, 
provided such exclusion is noted in the re-
port. 

(5) File with the Commission an 
unaudited financial report, as of the 
end of the fiscal year, listing the 20 
largest issuers and subscribers that 
used credit rating services provided by 
the nationally recognized statistical 
rating organization by amount of net 
revenue attributable to the issuer or 
subscriber during the fiscal year. Addi-
tionally, include on the list any obligor 
or underwriter that used the credit rat-
ing services provided by the nationally 

recognized statistical rating organiza-
tion if the net revenue attributable to 
the obligor or underwriter during the 
fiscal year equaled or exceeded the net 
revenue attributable to the 20th largest 
issuer or subscriber. Include the net 
revenue amount for each person on the 
list. 

NOTE TO PARAGRAPH (a)(5): A person is 
deemed to have ‘‘used the credit rating serv-
ices’’ of the nationally recognized statistical 
rating organization if the person is any of 
the following: an obligor that is rated by the 
nationally recognized statistical rating orga-
nization (regardless of whether the obligor 
paid for the credit rating); an issuer that has 
securities or money market instruments sub-
ject to a credit rating of the nationally rec-
ognized statistical rating organization (re-
gardless of whether the issuer paid for the 
credit rating); any other person that has 
paid the nationally recognized statistical 
rating organization to determine a credit 
rating with respect to a specific obligor, se-
curity, or money market instrument; or a 
subscriber to the credit ratings, credit rat-
ings data, or credit analysis of the nation-
ally recognized statistical rating organiza-
tion. In calculating net revenue attributable 
to a person, the nationally recognized statis-
tical rating organization should include all 
revenue earned by the nationally recognized 
statistical rating organization for any type 
of service or product, regardless of whether 
related to credit rating services, and net of 
any rebates and allowances paid or owed to 
the person by the nationally recognized sta-
tistical rating organization. 

(6) Furnish the Commission with an 
unaudited report, as of the end of the 
fiscal year, of the number of credit rat-
ings actions (upgrades, downgrades, 
placements on credit watch, and with-
drawals) taken during the fiscal year in 
each class of credit ratings identified 
in section 3(a)(62)(B) of the Act (15 
U.S.C. 78c(a)(62)(B)) for which the na-
tionally recognized statistical rating 
organization is registered with the 
Commission. 

NOTE TO PARAGRAPH (a)(6): A nationally 
recognized statistical rating organization 
registered in the class of credit ratings de-
scribed in section 3(a)(62)(B)(iv) of the Act 
(15 U.S.C. 78c(a)(62)(B)(iv)) must include 
credit ratings actions taken on credit rat-
ings of any security or money market instru-
ment issued by an asset pool or as part of 
any asset-backed securities transaction for 
purposes of reporting the number of credit 
ratings actions in this class. 
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(7)(i) File with the Commission an 
unaudited report containing an assess-
ment by management of the effective-
ness during the fiscal year of the inter-
nal control structure governing the im-
plementation of and adherence to poli-
cies, procedures, and methodologies for 
determining credit ratings the nation-
ally recognized statistical rating orga-
nization is required to establish, main-
tain, enforce, and document pursuant 
to section 15E(c)(3)(A) of the Act (15 
U.S.C. 78o–7(c)(3)(A)) that includes: 

(A) A description of the responsi-
bility of management in establishing 
and maintaining an effective internal 
control structure; 

(B) A description of each material 
weakness in the internal control struc-
ture identified during the fiscal year, if 
any, and a description, if applicable, of 
how each identified material weakness 
was addressed; and 

(C) A statement as to whether the in-
ternal control structure was effective 
as of the end of the fiscal year. 

(ii) Management is not permitted to 
conclude that the internal control 
structure of the nationally recognized 
statistical rating organization was ef-
fective as of the end of the fiscal year 
if there were one or more material 
weaknesses in the internal control 
structure as of the end of the fiscal 
year. 

(iii) For purposes of this paragraph 
(a)(7), a deficiency in the internal con-
trol structure exists when the design or 
operation of a control does not allow 
management or employees, in the nor-
mal course of performing their as-
signed functions, to prevent or detect a 
failure of the nationally recognized 
statistical rating organization to: 

(A) Implement a policy, procedure, or 
methodology for determining credit 
ratings in accordance with the policies 
and procedures of the nationally recog-
nized statistical rating organization; or 

(B) Adhere to an implemented policy, 
procedure, or methodology for deter-
mining credit ratings. 

(iv) For purposes of this paragraph 
(a)(7), a material weakness exists if a 
deficiency, or a combination of defi-
ciencies, in the design or operation of 
the internal control structure creates a 
reasonable possibility that a failure 
identified in paragraph (a)(7)(iii) of this 

section that is material will not be pre-
vented or detected on a timely basis. 

(8) File with the Commission an 
unaudited annual report on the compli-
ance of the nationally recognized sta-
tistical rating organization with the 
securities laws and the policies and 
procedures of the nationally recognized 
statistical rating organization pursu-
ant to section 15E(j)(5)(B) of the Act (15 
U.S.C. 78o–7(j)(5)(B)). 

(b)(1) The nationally recognized sta-
tistical rating organization must at-
tach to the reports filed or furnished, 
as applicable, pursuant to paragraphs 
(a)(1) through (6) of this section a 
signed statement by a duly authorized 
person associated with the nationally 
recognized statistical rating organiza-
tion stating that the person has re-
sponsibility for the reports and, to the 
best knowledge of the person, the re-
ports fairly present, in all material re-
spects, the financial condition, results 
of operations, cash flows, revenues, an-
alyst compensation, and credit rating 
actions of the nationally recognized 
statistical rating organization for the 
period presented; and 

(2) The nationally recognized statis-
tical rating organization must attach 
to the report filed pursuant to para-
graph (a)(7) of this section a signed 
statement by the chief executive offi-
cer of the nationally recognized statis-
tical rating organization or, if the na-
tionally recognized statistical rating 
organization does not have a chief ex-
ecutive officer, an individual per-
forming similar functions, stating that 
the chief executive officer or equiva-
lent individual has responsibility for 
the report and, to the best knowledge 
of the chief executive officer or equiva-
lent individual, the report fairly pre-
sents, in all material respects: an as-
sessment by management of the effec-
tiveness of the internal control struc-
ture during the fiscal year that in-
cludes a description of the responsi-
bility of management in establishing 
and maintaining an effective internal 
control structure; a description of each 
material weakness in the internal con-
trol structure identified during the fis-
cal year, if any, and a description, if 
applicable, of how each identified ma-
terial weakness was addressed; and an 
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assessment by management of the ef-
fectiveness of the internal control 
structure as of the end of the fiscal 
year. 

(c) The Commission may grant an ex-
tension of time or an exemption with 
respect to any requirements in this 
section either unconditionally or on 
specified terms and conditions on the 
written request of a nationally recog-
nized statistical rating organization if 
the Commission finds that such exten-
sion or exemption is necessary or ap-
propriate in the public interest and 
consistent with the protection of inves-
tors. 

(d) Electronic filing. The reports must 
be filed with or furnished to, as appli-
cable, the Commission electronically 
on EDGAR as PDF documents in the 
format required by the EDGAR Filer 
Manual, as defined in Rule 11 of Regu-
lation S–T. 

(e) Confidential treatment. Information 
in a report filed or furnished, as appli-
cable, on a confidential basis and for 
which confidential treatment has been 
requested pursuant to applicable Com-
mission rules will be accorded con-
fidential treatment to the extent per-
mitted by law. Confidential treatment 
may be requested by marking each 
page ‘‘Confidential Treatment Re-
quested’’ and by complying with Com-
mission rules governing confidential 
treatment. 

[72 FR 33620, June 18, 2007, as amended at 74 
FR 6482, Feb. 9, 2009; 79 FR 55263, Sept. 15, 
2014; 79 FR 61576, Nov. 14, 2014; 83 FR 50223, 
Oct. 4, 2018] 

§ 240.17g–4 Prevention of misuse of 
material nonpublic information. 

(a) The written policies and proce-
dures a nationally recognized statis-
tical rating organization establishes, 
maintains, and enforces to prevent the 
misuse of material, nonpublic informa-
tion pursuant to section 15E(g)(1) of 
the Act (15 U.S.C. 78o–7(g)(1)) must in-
clude policies and procedures reason-
ably designed to prevent: 

(1) The inappropriate dissemination 
within and outside the nationally rec-
ognized statistical rating organization 
of material nonpublic information ob-
tained in connection with the perform-
ance of credit rating services; 

(2) A person within the nationally 
recognized statistical rating organiza-
tion from purchasing, selling, or other-
wise benefiting from any transaction in 
securities or money market instru-
ments when the person is aware of ma-
terial nonpublic information obtained 
in connection with the performance of 
credit rating services that affects the 
securities or money market instru-
ments; and 

(3) The inappropriate dissemination 
within and outside the nationally rec-
ognized statistical rating organization 
of a pending credit rating action before 
issuing the credit rating on the Inter-
net or through another readily acces-
sible means. 

(b) For the purposes of this section, 
the term person within a nationally rec-
ognized statistical rating organization 
means a nationally recognized statis-
tical rating organization, its credit rat-
ing affiliates identified on Form 
NRSRO, and any partner, officer, direc-
tor, branch manager, and employee of 
the nationally recognized statistical 
rating organization or its credit rating 
affiliates (or any person occupying a 
similar status or performing similar 
functions). 

§ 240.17g–5 Conflicts of interest. 
(a) A person within a nationally rec-

ognized statistical rating organization 
is prohibited from having a conflict of 
interest relating to the issuance or 
maintenance of a credit rating identi-
fied in paragraph (b) of this section, 
unless: 

(1) The nationally recognized statis-
tical rating organization has disclosed 
the type of conflict of interest in Ex-
hibit 6 to Form NRSRO in accordance 
with section 15E(a)(1)(B)(vi) of the Act 
(15 U.S.C. 78o–7(a)(1)(B)(vi)) and 
§ 240.17g–1; 

(2) The nationally recognized statis-
tical rating organization has estab-
lished and is maintaining and enforcing 
written policies and procedures to ad-
dress and manage conflicts of interest 
in accordance with section 15E(h) of 
the Act (15 U.S.C. 78o–7(h)); and 

(3) In the case of the conflict of inter-
est identified in paragraph (b)(9) of this 
section relating to issuing or maintain-
ing a credit rating for a security or 
money market instrument issued by an 
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asset pool or as part of any asset- 
backed securities transaction, the na-
tionally recognized statistical rating 
organization: 

(i) Maintains on a password-protected 
Internet Web site a list of each such se-
curity or money market instrument for 
which it is currently in the process of 
determining an initial credit rating in 
chronological order and identifying the 
type of security or money market in-
strument, the name of the issuer, the 
date the rating process was initiated, 
and the Internet Web site address 
where the issuer, sponsor, or under-
writer of the security or money market 
instrument represents that the infor-
mation described in paragraphs 
(a)(3)(iii)(C) through (E) of this section 
can be accessed; 

(ii) Provides free and unlimited ac-
cess to such password-protected Inter-
net Web site during the applicable cal-
endar year to any nationally recog-
nized statistical rating organization 
that provides it with a copy of the cer-
tification described in paragraph (e) of 
this section that covers that calendar 
year, provided that such certification 
indicates that the nationally recog-
nized statistical rating organization 
providing the certification either: 

(A) Determined and maintained cred-
it ratings for at least 10% of the issued 
securities and money market instru-
ments for which it accessed informa-
tion pursuant to 17 CFR 240.17g– 
5(a)(3)(iii) in the calendar year prior to 
the year covered by the certification, if 
it accessed such information for 10 or 
more issued securities or money mar-
ket instruments; or 

(B) Has not accessed information pur-
suant to 17 CFR 240.17g–5(a)(3) 10 or 
more times during the most recently 
ended calendar year; and 

(iii) Obtains from the issuer, sponsor, 
or underwriter of each such security or 
money market instrument a written 
representation that can reasonably be 
relied upon that the issuer, sponsor, or 
underwriter will: 

(A) Maintain the information de-
scribed in paragraphs (a)(3)(iii)(C) 
through (E) of this section available at 
an identified password-protected Inter-
net Web site that presents the informa-
tion in a manner indicating which in-
formation currently should be relied on 

to determine or monitor the credit rat-
ing; 

(B) Provide access to such password- 
protected Internet Web site during the 
applicable calendar year to any nation-
ally recognized statistical rating orga-
nization that provides it with a copy of 
the certification described in para-
graph (e) of this section that covers 
that calendar year, provided that such 
certification indicates that the nation-
ally recognized statistical rating orga-
nization providing the certification ei-
ther: 

(1) Determined and maintained credit 
ratings for at least 10% of the issued 
securities and money market instru-
ments for which it accessed informa-
tion pursuant to 17 CFR 240.17g– 
5(a)(3)(iii) in the calendar year prior to 
the year covered by the certification, if 
it accessed such information for 10 or 
more issued securities or money mar-
ket instruments; or 

(2) Has not accessed information pur-
suant to 17 CFR 240.17g–5(a)(3) 10 or 
more times during the most recently 
ended calendar year. 

(C) Post on such password-protected 
Internet Web site all information the 
issuer, sponsor, or underwriter provides 
to the nationally recognized statistical 
rating organization, or contracts with 
a third party to provide to the nation-
ally recognized statistical rating orga-
nization, for the purpose of deter-
mining the initial credit rating for the 
security or money market instrument, 
including information about the char-
acteristics of the assets underlying or 
referenced by the security or money 
market instrument, and the legal 
structure of the security or money 
market instrument, at the same time 
such information is provided to the na-
tionally recognized statistical rating 
organization; and 

(D) Post on such password-protected 
Internet Web site all information the 
issuer, sponsor, or underwriter provides 
to the nationally recognized statistical 
rating organization, or contracts with 
a third party to provide to the nation-
ally recognized statistical rating orga-
nization, for the purpose of under-
taking credit rating surveillance on 
the security or money market instru-
ment, including information about the 
characteristics and performance of the 
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assets underlying or referenced by the 
security or money market instrument 
at the same time such information is 
provided to the nationally recognized 
statistical rating organization. 

(E) Post on such password-protected 
Internet Web site, promptly after re-
ceipt, any executed Form ABS Due 
Diligence–15E (§ 249b.500 of this chap-
ter) containing information about the 
security or money market instrument 
delivered by a person employed to pro-
vide third-party due diligence services 
with respect to the security or money 
market instrument. 

(b) Conflicts of interest. For purposes 
of this section, each of the following is 
a conflict of interest: 

(1) Being paid by issuers or under-
writers to determine credit ratings 
with respect to securities or money 
market instruments they issue or un-
derwrite. 

(2) Being paid by obligors to deter-
mine credit ratings with respect to the 
obligors. 

(3) Being paid for services in addition 
to determining credit ratings by 
issuers, underwriters, or obligors that 
have paid the nationally recognized 
statistical rating organization to de-
termine a credit rating. 

(4) Being paid by persons for sub-
scriptions to receive or access the cred-
it ratings of the nationally recognized 
statistical rating organization and/or 
for other services offered by the na-
tionally recognized statistical rating 
organization where such persons may 
use the credit ratings of the nationally 
recognized statistical rating organiza-
tion to comply with, and obtain bene-
fits or relief under, statutes and regu-
lations using the term nationally recog-
nized statistical rating organization. 

(5) Being paid by persons for sub-
scriptions to receive or access the cred-
it ratings of the nationally recognized 
statistical rating organization and/or 
for other services offered by the na-
tionally recognized statistical rating 
organization where such persons also 
may own investments or have entered 
into transactions that could be favor-
ably or adversely impacted by a credit 
rating issued by the nationally recog-
nized statistical rating organization. 

(6) Allowing persons within the na-
tionally recognized statistical rating 

organization to directly own securities 
or money market instruments of, or 
having other direct ownership interests 
in, issuers or obligors subject to a cred-
it rating determined by the nationally 
recognized statistical rating organiza-
tion. 

(7) Allowing persons within the na-
tionally recognized statistical rating 
organization to have a business rela-
tionship that is more than an arms 
length ordinary course of business rela-
tionship with issuers or obligors sub-
ject to a credit rating determined by 
the nationally recognized statistical 
rating organization. 

(8) Having a person associated with 
the nationally recognized statistical 
rating organization that is a broker or 
dealer engaged in the business of un-
derwriting securities or money market 
instruments. 

(9) Issuing or maintaining a credit 
rating for a security or money market 
instrument issued by an asset pool or 
as part of any asset-backed securities 
transaction that was paid for by the 
issuer, sponsor, or underwriter of the 
security or money market instrument; 

(10) Any other type of conflict of in-
terest relating to the issuance of credit 
ratings by the nationally recognized 
statistical rating organization that is 
material to the nationally recognized 
statistical rating organization and that 
is identified by the nationally recog-
nized statistical rating organization in 
Exhibit 6 to Form NRSRO in accord-
ance with section 15E(a)(1)(B)(vi) of the 
Act (15 U.S.C. 78o–7(a)(1)(B)(vi)) and 
§ 240.17g–1. 

(c) Prohibited conflicts. A nationally 
recognized statistical rating organiza-
tion is prohibited from having the fol-
lowing conflicts of interest relating to 
the issuance or maintenance of a credit 
rating as a credit rating agency: 

(1) The nationally recognized statis-
tical rating organization issues or 
maintains a credit rating solicited by a 
person that, in the most recently ended 
fiscal year, provided the nationally 
recognized statistical rating organiza-
tion with net revenue (as reported 
under § 240.17g–3) equaling or exceeding 
10% of the total net revenue of the na-
tionally recognized statistical rating 
organization for the fiscal year; 
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(2) The nationally recognized statis-
tical rating organization issues or 
maintains a credit rating with respect 
to a person (excluding a sovereign na-
tion or an agency of a sovereign na-
tion) where the nationally recognized 
statistical rating organization, a credit 
analyst that participated in deter-
mining the credit rating, or a person 
responsible for approving the credit 
rating, directly owns securities of, or 
has any other direct ownership interest 
in, the person that is subject to the 
credit rating; 

(3) The nationally recognized statis-
tical rating organization issues or 
maintains a credit rating with respect 
to a person associated with the nation-
ally recognized statistical rating orga-
nization; 

(4) The nationally recognized statis-
tical rating organization issues or 
maintains a credit rating where a cred-
it analyst who participated in deter-
mining the credit rating, or a person 
responsible for approving the credit 
rating, is an officer or director of the 
person that is subject to the credit rat-
ing; 

(5) The nationally recognized statis-
tical rating organization issues or 
maintains a credit rating with respect 
to an obligor or security where the na-
tionally recognized statistical rating 
organization or a person associated 
with the nationally recognized statis-
tical rating organization made rec-
ommendations to the obligor or the 
issuer, underwriter, or sponsor of the 
security about the corporate or legal 
structure, assets, liabilities, or activi-
ties of the obligor or issuer of the secu-
rity; 

(6) The nationally recognized statis-
tical rating organization issues or 
maintains a credit rating where the fee 
paid for the rating was negotiated, dis-
cussed, or arranged by a person within 
the nationally recognized statistical 
rating organization who has responsi-
bility for participating in determining 
credit ratings or for developing or ap-
proving procedures or methodologies 
used for determining credit ratings, in-
cluding qualitative and quantitative 
models; 

(7) The nationally recognized statis-
tical rating organization issues or 
maintains a credit rating where a cred-

it analyst who participated in deter-
mining or monitoring the credit rating, 
or a person responsible for approving 
the credit rating received gifts, includ-
ing entertainment, from the obligor 
being rated, or from the issuer, under-
writer, or sponsor of the securities 
being rated, other than items provided 
in the context of normal business ac-
tivities such as meetings that have an 
aggregate value of no more than $25; or 

(8) The nationally recognized statis-
tical rating organization issues or 
maintains a credit rating where a per-
son within the nationally recognized 
statistical rating organization who 
participates in determining or moni-
toring the credit rating, or developing 
or approving procedures or methodolo-
gies used for determining the credit 
rating, including qualitative and quan-
titative models, also: 

(i) Participates in sales or marketing 
of a product or service of the nation-
ally recognized statistical rating orga-
nization or a product or service of an 
affiliate of the nationally recognized 
statistical rating organization; or 

(ii) Is influenced by sales or mar-
keting considerations. 

(d) For the purposes of this section, 
the term person within a nationally rec-
ognized statistical rating organization 
means a nationally recognized statis-
tical rating organization, its credit rat-
ing affiliates identified on Form 
NRSRO, and any partner, officer, direc-
tor, branch manager, and employee of 
the nationally recognized statistical 
rating organization or its credit rating 
affiliates (or any person occupying a 
similar status or performing similar 
functions). 

(e) Certification. In order to access a 
password-protected Internet Web site 
described in paragraph (a)(3) of this 
section, a nationally recognized statis-
tical rating organization must furnish 
to the Commission, for each calendar 
year for which it is requesting a pass-
word, the following certification, 
signed by a person duly authorized by 
the certifying entity: 

The undersigned hereby certifies that it 
will access the Internet Web sites described 
in 17 CFR 240.17g–5(a)(3) solely for the pur-
pose of determining or monitoring credit 
ratings. Further, the undersigned certifies 
that it will keep the information it accesses 
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pursuant to 17 CFR 240.17g–5(a)(3) confiden-
tial and treat it as material nonpublic infor-
mation subject to its written policies and 
procedures established, maintained, and en-
forced pursuant to section 15E(g)(1) of the 
Act (15 U.S.C. 78o–7(g)(1)) and 17 CFR 240.17g– 
4. Further, the undersigned certifies that it 
will determine and maintain credit ratings 
for at least 10% of the issued securities and 
money market instruments for which it ac-
cesses information pursuant to 17 CFR 
240.17g–5(a)(3)(iii), if it accesses such infor-
mation for 10 or more issued securities or 
money market instruments in the calendar 
year covered by the certification. Further, 
the undersigned certifies one of the following 
as applicable: (1) In the most recent calendar 
year during which it accessed information 
pursuant to 17 CFR 240.17g–5(a)(3), the under-
signed accessed information for [Insert Num-
ber] issued securities and money market in-
struments through Internet Web sites de-
scribed in 17 CFR 240.17g–5(a)(3) and deter-
mined and maintained credit ratings for [In-
sert Number] of such securities and money 
market instruments; or (2) The undersigned 
previously has not accessed information pur-
suant to 17 CFR 240.17g–5(a)(3) 10 or more 
times during the most recently ended cal-
endar year. 

(f) Upon written application by a na-
tionally recognized statistical rating 
organization, the Commission may ex-
empt, either unconditionally or on 
specified terms and conditions, such 
nationally recognized statistical rating 
organization from the provisions of 
paragraph (c)(8) of this section if the 
Commission finds that due to the small 
size of the nationally recognized statis-
tical rating organization it is not ap-
propriate to require the separation 
within the nationally recognized sta-
tistical rating organization of the pro-
duction of credit ratings from sales and 
marketing activities and such exemp-
tion is in the public interest. 

(g) In a proceeding pursuant to sec-
tion 15E(d)(1) of the Act (15 U.S.C. 78o– 
7(d)(1)), the Commission shall suspend 
or revoke the registration of a nation-
ally recognized statistical rating orga-
nization if the Commission finds, in 
lieu of a finding specified under sec-
tions 15E(d)(1)(A), (B), (C), (D), (E), or 
(F) of the Act (15 U.S.C. 78o–7(d)(1)(A) 
through (F)), that the nationally recog-
nized statistical rating organization 
has violated a rule issued under section 
15E(h) of the Act (15 U.S.C. 78o–7(h)) 

and that the violation affected a credit 
rating. 

[72 FR 33620, June 18, 2007, as amended at 74 
FR 6482, Feb. 9, 2009; 74 FR 63864, Dec. 4, 2009; 
79 FR 55264, Sept. 15, 2014; 79 FR 61576, Oct. 
14, 2014] 

§ 240.17g–6 Prohibited acts and prac-
tices. 

(a) Prohibitions. A nationally recog-
nized statistical rating organization is 
prohibited from engaging in any of the 
following unfair, coercive, or abusive 
practices: 

(1) Conditioning or threatening to 
condition the issuance of a credit rat-
ing on the purchase by an obligor or 
issuer, or an affiliate of the obligor or 
issuer, of any other services or prod-
ucts, including pre-credit rating assess-
ment products, of the nationally recog-
nized statistical rating organization or 
any person associated with the nation-
ally recognized statistical rating orga-
nization. 

(2) Issuing, or offering or threatening 
to issue, a credit rating that is not de-
termined in accordance with the na-
tionally recognized statistical rating 
organization’s established procedures 
and methodologies for determining 
credit ratings, based on whether the 
rated person, or an affiliate of the 
rated person, purchases or will pur-
chase the credit rating or any other 
service or product of the nationally 
recognized statistical rating organiza-
tion or any person associated with the 
nationally recognized statistical rating 
organization. 

(3) Modifying, or offering or threat-
ening to modify, a credit rating in a 
manner that is contrary to the nation-
ally recognized statistical rating orga-
nization’s established procedures and 
methodologies for modifying credit 
ratings based on whether the rated per-
son, or an affiliate of the rated person, 
purchases or will purchase the credit 
rating or any other service or product 
of the nationally recognized statistical 
rating organization or any person asso-
ciated with the nationally recognized 
statistical rating organization. 

(4) Issuing or threatening to issue a 
lower credit rating, lowering or threat-
ening to lower an existing credit rat-
ing, refusing to issue a credit rating, or 
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withdrawing or threatening to with-
draw a credit rating, with respect to 
securities or money market instru-
ments issued by an asset pool or as 
part of any asset-backed securities 
transaction, unless all or a portion of 
the assets within such pool or part of 
such transaction also are rated by the 
nationally recognized statistical rating 
organization, where such practice is 
engaged in by the nationally recog-
nized statistical rating organization 
for an anticompetitive purpose. 

[13 FR 8178, Dec. 22, 1948, as amended at 79 
FR 55264, Sept. 15, 2014] 

§ 240.17g–7 Disclosure requirements. 
(a) Disclosures to be made when taking 

a rating action. Except as provided in 
paragraph (a)(3) of this section, a na-
tionally recognized statistical rating 
organization must publish the items 
described in paragraphs (a)(1) and (2) of 
this section, as applicable, when taking 
a rating action with respect to a credit 
rating assigned to an obligor, security, 
or money market instrument in a class 
of credit ratings for which the nation-
ally recognized statistical rating orga-
nization is registered. For purposes of 
this section, the term rating action 
means any of the following: the publi-
cation of an expected or preliminary 
credit rating assigned to an obligor, se-
curity, or money market instrument 
before the publication of an initial 
credit rating; an initial credit rating; 
an upgrade or downgrade of an existing 
credit rating (including a downgrade 
to, or assignment of, default); and an 
affirmation or withdrawal of an exist-
ing credit rating if the affirmation or 
withdrawal is the result of a review of 
the credit rating assigned to the obli-
gor, security, or money market instru-
ment by the nationally recognized sta-
tistical rating organization using ap-
plicable procedures and methodologies 
for determining credit ratings. The 
items described in paragraphs (a)(1) 
and (2) of this section must be pub-
lished in the same manner as the credit 
rating that is the result or subject of 
the rating action and made available to 
the same persons who can receive or 
access the credit rating that is the re-
sult or subject of the rating action. 

(1) Information disclosure form. A form 
generated by the nationally recognized 

statistical rating organization that 
meets the requirements of paragraphs 
(a)(1)(i) through (iii) of this section. 

(i) Format. The form generated by the 
nationally recognized statistical rating 
organization must be in a format that: 

(A) Organizes the information into 
numbered items that are identified by 
the type of information being disclosed 
and a reference to the paragraph in 
this section that specifies the disclo-
sure of the information, and are in the 
order that the paragraphs specifying 
the information to be disclosed are 
codified in this section; 

Note to paragraph (a)(1)(i)(A): A given 
item in the form should be identified 
by a title that identifies the type of in-
formation and references paragraph 
(a)(1)(ii)(A), (B), (C), (D), (E), (F), (G), 
(H), (I), (J), (K), (L), (M), (N), or (a)(2) 
of this section based on the informa-
tion being disclosed in the item. For 
example, the information specified in 
paragraph (a)(1)(ii)(C) of this section 
should be identified with the caption 
‘‘Main Assumptions and Principles 
Used to Construct the Rating Method-
ology used to Determine the Credit 
Rating as required by Paragraph 
(a)(1)(ii)(C) of Rule 17g–7’’). The form 
must organize the items of information 
in the following order: items 1 through 
14 must contain the information speci-
fied in paragraphs (a)(1)(ii)(A) through 
(N) of this section, respectively, and 
item 15 must contain the certifications 
specified in paragraph (a)(2) of this sec-
tion (the information specified in each 
paragraph comprising a separate item). 
For example, item 3 must contain the 
information specified in paragraph 
(a)(1)(ii)(C) of this section. 

(B) Is easy to use and helpful for 
users of credit ratings to understand 
the information contained in the form; 
and 

(C) Provides the content described in 
paragraphs (a)(1)(ii)(K) through (M) of 
this section in a manner that is di-
rectly comparable across types of obli-
gors, securities, and money market in-
struments. 

(ii) Content. The form generated by 
the nationally recognized statistical 
rating organization must contain the 
following information about the credit 
rating: 
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(A) The symbol, number, or score in 
the rating scale used by the nationally 
recognized statistical rating organiza-
tion to denote credit rating categories 
and notches within categories assigned 
to the obligor, security, or money mar-
ket instrument that is the subject of 
the credit rating and, as applicable, the 
identity of the obligor or the identity 
and a description of the security or 
money market instrument; 

(B) The version of the procedure or 
methodology used to determine the 
credit rating; 

(C) The main assumptions and prin-
ciples used in constructing the proce-
dures and methodologies used to deter-
mine the credit rating, including quali-
tative methodologies and quantitative 
inputs, and, if the credit rating is for a 
structured finance product, assump-
tions about the correlation of defaults 
across the underlying assets; 

(D) The potential limitations of the 
credit rating, including the types of 
risks excluded from the credit rating 
that the nationally recognized statis-
tical rating organization does not com-
ment on, including, as applicable, li-
quidity, market, and other risks; 

(E) Information on the uncertainty of 
the credit rating including: 

(1) Information on the reliability, ac-
curacy, and quality of the data relied 
on in determining the credit rating; 
and 

(2) A statement relating to the ex-
tent to which data essential to the de-
termination of the credit rating were 
reliable or limited, including: 

(i) Any limits on the scope of histor-
ical data; and 

(ii) Any limits on accessibility to cer-
tain documents or other types of infor-
mation that would have better in-
formed the credit rating; 

(F) Whether and to what extent the 
nationally recognized statistical rating 
organization used due diligence serv-
ices of a third party in taking the rat-
ing action, and, if the nationally recog-
nized statistical rating organization 
used such services, either: 

(1) A description of the information 
that the third party reviewed in con-
ducting the due diligence services and 
a summary of the findings and conclu-
sions of the third party; or 

(2) A cross-reference to a Form ABS 
Due Diligence–15E executed by the 
third party that is published with the 
form, provided the cross-referenced 
Form ABS Due Diligence–15E (§ 249b.500 
of this chapter) contains a description 
of the information that the third party 
reviewed in conducting the due dili-
gence services and a summary of the 
findings and conclusions of the third 
party; 

(G) If applicable, how servicer or re-
mittance reports were used, and with 
what frequency, to conduct surveil-
lance of the credit rating; 

(H) A description of the types of data 
about any obligor, issuer, security, or 
money market instrument that were 
relied upon for the purpose of deter-
mining the credit rating; 

(I) A statement containing an overall 
assessment of the quality of informa-
tion available and considered in deter-
mining the credit rating for the obli-
gor, security, or money market instru-
ment, in relation to the quality of in-
formation available to the nationally 
recognized statistical rating organiza-
tion in rating similar obligors, securi-
ties, or money market instruments; 

(J) Information relating to conflicts 
of interest of the nationally recognized 
statistical rating organization, which 
must include: 

(1) As applicable, a statement that 
the nationally recognized statistical 
rating organization was: 

(i) Paid to determine the credit rat-
ing by the obligor being rated or the 
issuer, underwriter, depositor, or spon-
sor of the security or money market 
instrument being rated; 

(ii) Paid to determine the credit rat-
ing by a person other than the obligor 
being rated or the issuer, underwriter, 
depositor, or sponsor of the security or 
money market instrument being rated; 
or 

(iii) Not paid to determine the credit 
rating; 

(2) If applicable, in a statement re-
quired under paragraph (a)(1)(ii)(J)(1)(i) 
or (ii) of this section, a statement that 
the nationally recognized statistical 
rating organization also was paid for 
services other than determining credit 
ratings during the most recently ended 
fiscal year by the person that paid the 
nationally recognized statistical rating 
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organization to determine the credit 
rating; and 

(3) If the rating action results from a 
review conducted pursuant to section 
15E(h)(4)(A) of the Act (15 U.S.C. 78o– 
7(h)(4)(A)) and § 240.17g–8(c), the fol-
lowing information (as applicable): 

(i) If the rating action is a revision of 
a credit rating pursuant to § 240.17g– 
8(c)(2)(i)(A), an explanation that the 
reason for the action is the discovery 
that a credit rating assigned to the ob-
ligor, security, or money market in-
strument in one or more prior rating 
actions was influenced by a conflict of 
interest, including a description of the 
nature of the conflict, the date and as-
sociated credit rating of each prior rat-
ing action that the nationally recog-
nized statistical rating organization 
has determined was influenced by the 
conflict, and a description of the im-
pact the conflict had on the prior rat-
ing action or actions; or 

(ii) If the rating action is an affirma-
tion of a credit rating pursuant to 
§ 240.17g–8(c)(2)(i)(B), an explanation 
that the reason for the action is the 
discovery that a credit rating assigned 
to the obligor, security, or money mar-
ket instrument in one or more prior 
rating actions was influenced by a con-
flict of interest, including a description 
of the nature of the conflict, an expla-
nation of why no rating action was 
taken to revise the credit rating not-
withstanding the presence of the con-
flict, the date and associated credit 
rating of each prior rating action the 
nationally recognized statistical rating 
organization has determined was influ-
enced by the conflict, and a description 
of the impact the conflict had on the 
prior rating action or actions. 

(K) An explanation or measure of the 
potential volatility of the credit rat-
ing, including: 

(1) Any factors that are reasonably 
likely to lead to a change in the credit 
rating; and 

(2) The magnitude of the change that 
could occur under different market 
conditions determined by the nation-
ally recognized statistical rating orga-
nization to be relevant to the rating; 

(L) Information on the content of the 
credit rating, including: 

(1) If applicable, the historical per-
formance of the credit rating; and 

(2) The expected probability of de-
fault and the expected loss in the event 
of default; 

(M) Information on the sensitivity of 
the credit rating to assumptions made 
by the nationally recognized statistical 
rating organization, including: 

(1) Five assumptions made in the rat-
ings process that, without accounting 
for any other factor, would have the 
greatest impact on the credit rating if 
the assumptions were proven false or 
inaccurate; provided that, if the na-
tionally recognized statistical rating 
organization has made fewer than five 
such assumptions, it need only disclose 
information on the assumptions that 
would have an impact on the credit 
rating; and 

(2) An analysis, using specific exam-
ples, of how each of the assumptions 
identified in paragraph (a)(1)(ii)(M)(1) 
of this section impacts the credit rat-
ing; 

(N)(1) If the credit rating is assigned 
to an asset-backed security as defined 
in section 3(a)(79) of the Act (15 U.S.C. 
78c(a)(79)), information on: 

(i) The representations, warranties, 
and enforcement mechanisms available 
to investors which were disclosed in 
the prospectus, private placement 
memorandum or other offering docu-
ments for the asset-backed security 
and that relate to the asset pool under-
lying the asset-backed security; and 

(ii) How they differ from the rep-
resentations, warranties, and enforce-
ment mechanisms in issuances of simi-
lar securities; 

(2) A nationally recognized statis-
tical rating organization must include 
the information required under para-
graph (a)(1)(ii)(N)(1) of this section 
only if the rating action is a prelimi-
nary credit rating, an initial credit rat-
ing, or, in the case of a rating action 
other than a preliminary credit rating 
or initial credit rating, the rating ac-
tion is the first rating action taken 
after a material change in the rep-
resentations, warranties, or enforce-
ment mechanisms described in para-
graph (a)(1)(ii)(N)(1) of this section and 
the rating action involves an asset- 
backed security that was initially 
rated by the nationally recognized sta-
tistical rating organization on or after 
September 26, 2011. 
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(iii) Attestation. The nationally recog-
nized statistical rating organization 
must attach to the form a signed state-
ment by a person within the nationally 
recognized statistical rating organiza-
tion stating that the person has re-
sponsibility for the rating action and, 
to the best knowledge of the person: 

(A) No part of the credit rating was 
influenced by any other business ac-
tivities; 

(B) The credit rating was based solely 
upon the merits of the obligor, secu-
rity, or money market instrument 
being rated; and 

(C) The credit rating was an inde-
pendent evaluation of the credit risk of 
the obligor, security, or money market 
instrument. 

(2) Third-party due diligence certifi-
cation. Any executed Form ABS Due 
Diligence–15E (§ 249b.500 of this chap-
ter) containing information about the 
security or money market instrument 
subject to the rating action that is re-
ceived by the nationally recognized 
statistical rating organization or ob-
tained by the nationally recognized 
statistical rating organization through 
an Internet Web site maintained by the 
issuer, sponsor, or underwriter of the 
security or money market instrument 
pursuant to § 240.17g–5(a)(3). 

(3) Exemption. The provisions of para-
graphs (a)(1) and (a)(2) do not apply to 
a rating action if: 

(i) The rated obligor or issuer of the 
rated security or money market instru-
ment is not a U.S. person (as defined in 
§ 230.902(k) of this chapter); and 

(ii) The nationally recognized statis-
tical rating organization has a reason-
able basis to conclude that a security 
or money market instrument issued by 
the rated obligor or the issuer will be 
offered and sold upon issuance, and 
that any underwriter or arranger 
linked to the security or money mar-
ket instrument will effect transactions 
in the security or money market in-
strument after issuance, only in trans-
actions that occur outside the United 
States. 

(b) Disclosure of credit rating his-
tories—(1) Credit ratings subject to the 
disclosure requirement. A nationally rec-
ognized statistical rating organization 
must publicly disclose for free on an 

easily accessible portion of its cor-
porate Internet Web site: 

(i) For a class of credit rating in 
which the nationally recognized statis-
tical rating organization is registered 
with the Commission as of the effective 
date of paragraph (b) of this section, 
the credit rating assigned to each obli-
gor, security, and money market in-
strument in the class that was out-
standing as of, or initially determined 
on or after, the date three years prior 
to the effective date of this rule, and 
any subsequent upgrade or downgrade 
of the credit rating (including a down-
grade to, or assignment of, default), 
and a withdrawal of the credit rating; 
and 

(ii) For a class of credit rating in 
which the nationally recognized statis-
tical rating organization is registered 
with the Commission after the effec-
tive date of paragraph (b) of this sec-
tion, the credit rating assigned to each 
obligor, security, and money market 
instrument in the class that was out-
standing as of, or initially determined 
on or after, the date three years prior 
to the date the nationally recognized 
statistical rating organization is reg-
istered in the class, and any subse-
quent upgrade or downgrade of the 
credit rating (including a downgrade 
to, or assignment of, default), and a 
withdrawal of the credit rating. 

(2) Information. A nationally recog-
nized statistical rating organization 
must include, at a minimum, the fol-
lowing information with each credit 
rating disclosed pursuant to paragraph 
(b)(1) of this section: 

(i) The identity of the nationally rec-
ognized statistical rating organization 
disclosing the rating action; 

(ii) The date of the rating action; 
(iii) If the rating action is taken with 

respect to a credit rating of an obligor 
as an entity, the following identifying 
information about the obligor, as appli-
cable: 

(A) The Legal Entity Identifier 
issued by a utility endorsed or other-
wise governed by the Global LEI Regu-
latory Oversight Committee or the 
Global LEI Foundation (LEI) of the ob-
ligor, if available, or, if an LEI is not 
available, the Central Index Key (CIK) 
number of the obligor, if available; and 

(B) The name of the obligor. 
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(iv) If the rating action is taken with 
respect to a credit rating of a security 
or money market instrument, as appli-
cable: 

(A) The LEI of the issuer of the secu-
rity or money market instrument, if 
available, or, if an LEI is not available, 
the CIK number of the issuer of the se-
curity or money market instrument, if 
available; 

(B) The name of the issuer of the se-
curity or money market instrument; 
and 

(C) The CUSIP of the security or 
money market instrument; 

(v) A classification of the rating ac-
tion as either: 

(A) An addition to the rating history 
disclosure because the credit rating 
was outstanding as of the date three 
years prior to the effective date of the 
requirements in paragraph (b) of this 
section or because the credit rating 
was outstanding as of the date three 
years prior to the nationally recog-
nized statistical rating organization 
becoming registered in the class of 
credit ratings; 

(B) An initial credit rating; 
(C) An upgrade of an existing credit 

rating; 
(D) A downgrade of an existing credit 

rating, which would include classifying 
the obligor, security, or money market 
instrument as in default, if applicable; 
or 

(E) A withdrawal of an existing cred-
it rating and, if the classification is 
withdrawal, the nationally recognized 
statistical rating organization also 
must classify the reason for the with-
drawal as either: 

(1) The obligor defaulted, or the secu-
rity or money market instrument went 
into default; 

(2) The obligation subject to the cred-
it rating was extinguished by payment 
in full of all outstanding principal and 
interest due on the obligation accord-
ing to the terms of the obligation; or 

(3) The credit rating was withdrawn 
for reasons other than those set forth 
in paragraph (b)(2)(v)(E)(1) or (2) of this 
section; and 

(vi) The classification of the class or 
subclass that applies to the credit rat-
ing as either: 

(A) Financial institutions, brokers, 
or dealers; 

(B) Insurance companies; 
(C) Corporate issuers; or 
(D) Issuers of structured finance 

products in one of the following sub-
classes: 

(1) Residential mortgage backed se-
curities (‘‘RMBS’’) (for purposes of this 
subclass, RMBS means a securitization 
primarily of residential mortgages); 

(2) Commercial mortgage backed se-
curities (‘‘CMBS’’) (for purposes of this 
subclass, CMBS means a securitization 
primarily of commercial mortgages); 

(3) Collateralized loan obligations 
(‘‘CLOs’’) (for purposes of this subclass, 
a CLO means a securitization primarily 
of commercial loans); 

(4) Collateralized debt obligations 
(‘‘CDOs’’) (for purposes of this subclass, 
a CDO means a securitization pri-
marily of other debt instruments such 
as RMBS, CMBS, CLOs, CDOs, other 
asset backed securities, and corporate 
bonds); 

(5) Asset-backed commercial paper 
conduits (‘‘ABCP’’) (for purposes of this 
subclass, ABCP means short term 
notes issued by a structure that 
securitizes a variety of financial assets, 
such as trade receivables or credit card 
receivables, which secure the notes); 

(6) Other asset-backed securities 
(‘‘other ABS’’) (for purposes of this 
subclass, other ABS means a 
securitization primarily of auto loans, 
auto leases, floor plans, credit card re-
ceivables, student loans, consumer 
loans, or equipment leases); or 

(7) Other structured finance products 
(‘‘other SFPs’’) (for purposes of this 
subclass, other SFPs means any struc-
tured finance product not identified in 
paragraphs (b)(2)(iv)(D)(1) through (6)) 
of this section; or 

(E) Issuers of government securities, 
municipal securities, or securities 
issued by a foreign government in one 
of the following subclasses: 

(1) Sovereign issuers; 
(2) U.S. public finance; or 
(3) International public finance; and 
(vii) The credit rating symbol, num-

ber, or score in the applicable rating 
scale of the nationally recognized sta-
tistical rating organization assigned to 
the obligor, security, or money market 
instrument as a result of the rating ac-
tion or, if the credit rating remained 
unchanged as a result of the action, the 
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credit rating symbol, number, or score 
in the applicable rating scale of the na-
tionally recognized statistical rating 
organization assigned to the obligor, 
security, or money market instrument 
as of the date of the rating action (in 
either case, include a credit rating in a 
default category, if applicable). 

(3) Format and frequency of updating. 
The information identified in para-
graph (b)(2) of this section must be dis-
closed in an interactive data file that 
uses an XBRL (eXtensible Business Re-
porting Language) format and the List 
of XBRL Tags for nationally recog-
nized statistical rating organizations 
as published on the Internet Web site 
of the Commission, and must be up-
dated no less frequently than monthly. 

(4) Timing. The nationally recognized 
statistical rating organization must 
disclose the information required in 
paragraph (b)(2) of this section: 

(i) Within twelve months from the 
date the rating action is taken, if the 
credit rating subject to the action was 
paid for by the obligor being rated or 
by the issuer, underwriter, depositor, 
or sponsor of the security being rated; 
or 

(ii) Within twenty-four months from 
the date the rating action is taken, if 
the credit rating subject to the action 
is not a credit rating described in para-
graph (b)(4)(i) of this section. 

(5) Removal of a credit rating history. 
The nationally recognized statistical 
rating organization may cease dis-
closing a rating history of an obligor, 
security, or money market instrument 
if at least 15 years have elapsed since a 
rating action classified as a withdrawal 
of a credit rating pursuant to para-
graph (b)(2)(v)(E) of this section was 
disclosed in the rating history of the 
obligor, security, or money market in-
strument. 

[79 FR 55264, Sept. 15, 2014] 

§ 240.17g–8 Policies, procedures, and 
internal controls. 

(a) Policies and procedures with respect 
to the procedures and methodologies used 
to determine credit ratings. A nationally 
recognized statistical rating organiza-
tion must establish, maintain, enforce, 
and document policies and procedures 
reasonably designed to ensure: 

(1) That the procedures and meth-
odologies, including qualitative and 
quantitative data and models, the na-
tionally recognized statistical rating 
organization uses to determine credit 
ratings are approved by its board of di-
rectors or a body performing a function 
similar to that of a board of directors. 

(2) That the procedures and meth-
odologies, including qualitative and 
quantitative data and models, the na-
tionally recognized statistical rating 
organization uses to determine credit 
ratings are developed and modified in 
accordance with the policies and proce-
dures of the nationally recognized sta-
tistical rating organization. 

(3) That material changes to the pro-
cedures and methodologies, including 
changes to qualitative and quan-
titative data and models, the nation-
ally recognized statistical rating orga-
nization uses to determine credit rat-
ings are: 

(i) Applied consistently to all current 
and future credit ratings to which the 
changed procedures or methodologies 
apply; and 

(ii) To the extent that the changes 
are to surveillance or monitoring pro-
cedures and methodologies, applied to 
current credit ratings to which the 
changed procedures or methodologies 
apply within a reasonable period of 
time, taking into consideration the 
number of credit ratings impacted, the 
complexity of the procedures and 
methodologies used to determine the 
credit ratings, and the type of obligor, 
security, or money market instrument 
being rated. 

(4) That the nationally recognized 
statistical rating organization prompt-
ly publishes on an easily accessible 
portion of its corporate Internet Web 
site: 

(i) Material changes to the proce-
dures and methodologies, including to 
qualitative models or quantitative in-
puts, the nationally recognized statis-
tical rating organization uses to deter-
mine credit ratings, the reason for the 
changes, and the likelihood the 
changes will result in changes to any 
current credit ratings; and 

(ii) Notice of the existence of a sig-
nificant error identified in a procedure 
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or methodology, including a quali-
tative or quantitative model, the na-
tionally recognized statistical rating 
organization uses to determine credit 
ratings that may result in a change to 
current credit ratings. 

(5) That the nationally recognized 
statistical rating organization dis-
closes the version of a credit rating 
procedure or methodology, including 
the qualitative methodology or quan-
titative inputs, used with respect to a 
particular credit rating. 

(b) Policies and procedures with respect 
to credit rating symbols, numbers, or 
scores. A nationally recognized statis-
tical rating organization must estab-
lish, maintain, enforce, and document 
policies and procedures that are rea-
sonably designed to: 

(1) Assess the probability that an 
issuer of a security or money market 
instrument will default, fail to make 
timely payments, or otherwise not 
make payments to investors in accord-
ance with the terms of the security or 
money market instrument. 

(2) Clearly define each symbol, num-
ber, or score in the rating scale used by 
the nationally recognized statistical 
rating organization to denote a credit 
rating category and notches within a 
category for each class of credit rat-
ings for which the nationally recog-
nized statistical rating organization is 
registered (including subclasses within 
each class) and to include such defini-
tions in Exhibit 1 to Form NRSRO 
(§ 249b.300 of this chapter). 

(3) Apply any symbol, number, or 
score defined pursuant to paragraph 
(b)(2) of this section in a manner that 
is consistent for all types of obligors, 
securities, and money market instru-
ments for which the symbol, number, 
or score is used. 

(c) Policies and procedures with respect 
to look-back reviews. The policies and 
procedures a nationally recognized sta-
tistical rating organization is required 
to establish, maintain, and enforce pur-
suant to section 15E(h)(4)(A) of the Act 
(15 U.S.C. 78o–7(h)(4)(A)) must address 
instances in which a review conducted 
pursuant to those policies and proce-
dures determines that a conflict of in-
terest influenced a credit rating as-
signed to an obligor, security, or 
money market instrument by includ-

ing, at a minimum, procedures that are 
reasonably designed to ensure that the 
nationally recognized statistical rating 
organization will: 

(1) Promptly determine whether the 
current credit rating assigned to the 
obligor, security, or money market in-
strument must be revised so that it no 
longer is influenced by a conflict of in-
terest and is solely a product of the 
documented procedures and methodolo-
gies the nationally recognized statis-
tical rating organization uses to deter-
mine credit ratings; and 

(2)(i) Promptly publish, based on the 
determination of whether a current 
credit rating referred to in paragraph 
(c)(1) of this section must be revised (as 
applicable): 

(A) A revised credit rating, if appro-
priate, and include with the publica-
tion of the revised credit rating the in-
formation required by § 240.17g– 
7(a)(1)(ii)(J)(3)(i); or 

(B) An affirmation of the credit rat-
ing, if appropriate, and include with 
the publication of the affirmation the 
information required by § 240.17g– 
7(a)(1)(ii)(J)(3)(ii). 

(ii) If the credit rating is not revised 
or affirmed pursuant to paragraph 
(c)(2)(i) of this section within fifteen 
calendar days of the date of the dis-
covery that the credit rating was influ-
enced by a conflict of interest, publish 
a rating action placing the credit rat-
ing on watch or review and include 
with the publication an explanation 
that the reason for the action is the 
discovery that the credit rating was in-
fluenced by a conflict of interest. 

(d) Internal control structures. A na-
tionally recognized statistical rating 
organization must take into consider-
ation the factors identified in para-
graphs (d)(1) through (4) of this section 
when establishing, maintaining, en-
forcing, and documenting an effective 
internal control structure governing 
the implementation of and adherence 
to policies, procedures, and methodolo-
gies for determining credit ratings pur-
suant to section 15E(c)(3)(A) of the Act. 

(1) With respect to establishing the 
internal control structure, the nation-
ally recognized statistical rating orga-
nization must take into consideration: 
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(i) Controls reasonably designed to 
ensure that a newly developed method-
ology or proposed update to an in-use 
methodology for determining credit 
ratings is subject to an appropriate re-
view process (for example, by persons 
who are independent from the persons 
that developed the methodology or 
methodology update) and to manage-
ment approval prior to the new or up-
dated methodology being employed by 
the nationally recognized statistical 
rating organization to determine credit 
ratings; 

(ii) Controls reasonably designed to 
ensure that a newly developed method-
ology or update to an in-use method-
ology for determining credit ratings is 
disclosed to the public for consultation 
prior to the new or updated method-
ology being employed by the nationally 
recognized statistical rating organiza-
tion to determine credit ratings, that 
the nationally recognized statistical 
rating organization makes comments 
received as part of the consultation 
publicly available, and that the nation-
ally recognized statistical rating orga-
nization considers the comments before 
implementing the methodology; 

(iii) Controls reasonably designed to 
ensure that in-use methodologies for 
determining credit ratings are periodi-
cally reviewed (for example, by persons 
who are independent from the persons 
who developed and/or use the method-
ology) in order to analyze whether the 
methodology should be updated; 

(iv) Controls reasonably designed to 
ensure that market participants have 
an opportunity to provide comment on 
whether in-use methodologies for de-
termining credit ratings should be up-
dated, that the nationally recognized 
statistical rating organization makes 
any such comments received publicly 
available, and that the nationally rec-
ognized statistical rating organization 
considers the comments; 

(v) Controls reasonably designed to 
ensure that newly developed or updated 
quantitative models proposed to be in-
corporated into a credit rating method-
ology are evaluated and validated prior 
to being put into use; 

(vi) Controls reasonably designed to 
ensure that quantitative models incor-
porated into in-use credit rating meth-

odologies are periodically reviewed and 
back-tested; 

(vii) Controls reasonably designed to 
ensure that a nationally recognized 
statistical rating organization engages 
in analysis before commencing the rat-
ing of a class of obligors, securities, or 
money market instruments the nation-
ally recognized statistical rating orga-
nization has not previously rated to de-
termine whether the nationally recog-
nized statistical rating organization 
has sufficient competency, access to 
necessary information, and resources 
to rate the type of obligor, security, or 
money market instrument; 

(viii) Controls reasonably designed to 
ensure that a nationally recognized 
statistical rating organization engages 
in analysis before commencing the rat-
ing of an ‘‘exotic’’ or ‘‘bespoke’’ type of 
obligor, security, or money market in-
strument to review the feasibility of 
determining a credit rating; 

(ix) Controls reasonably designed to 
ensure that measures (for example, sta-
tistics) are used to evaluate the per-
formance of credit ratings as part of 
the review of in-use methodologies for 
determining credit ratings to analyze 
whether the methodologies should be 
updated or the work of the analysts 
employing the methodologies should be 
reviewed; 

(x) Controls reasonably designed to 
ensure that, with respect to deter-
mining credit ratings, the work and 
conclusions of the lead credit analyst 
developing an initial credit rating or 
conducting surveillance on an existing 
credit rating is reviewed by other ana-
lysts, supervisors, or senior managers 
before a rating action is formally 
taken (for example, having the work 
reviewed through a rating committee 
process); 

(xi) Controls reasonably designed to 
ensure that a credit analyst documents 
the steps taken in developing an initial 
credit rating or conducting surveil-
lance on an existing credit rating with 
sufficient detail to permit an after-the- 
fact review or internal audit of the rat-
ing file to analyze whether the analyst 
adhered to the nationally recognized 
statistical rating organization’s proce-
dures and methodologies for deter-
mining credit ratings; 
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(xii) Controls reasonably designed to 
ensure that the nationally recognized 
statistical rating organization con-
ducts periodic reviews or internal au-
dits of rating files to analyze whether 
analysts adhere to the nationally rec-
ognized statistical rating organiza-
tion’s procedures and methodologies 
for determining credit ratings; and 

(xiii) Any other controls necessary to 
establish an effective internal control 
structure taking into consideration the 
nature of the business of the nationally 
recognized statistical rating organiza-
tion, including its size, activities, orga-
nizational structure, and business 
model. 

(2) With respect to maintaining the 
internal control structure, the nation-
ally recognized statistical rating orga-
nization must take into consideration: 

(i) Controls reasonably designed to 
ensure that the nationally recognized 
statistical rating organization con-
ducts periodic reviews of whether it 
has devoted sufficient resources to im-
plement and operate the documented 
internal control structure as designed; 

(ii) Controls reasonably designed to 
ensure that the nationally recognized 
statistical rating organization con-
ducts periodic reviews or ongoing mon-
itoring to evaluate the effectiveness of 
the internal control structure and 
whether it should be updated; 

(iii) Controls reasonably designed to 
ensure that any identified deficiencies 
in the internal control structure are 
assessed and addressed on a timely 
basis; 

(iv) Any other controls necessary to 
maintain an effective internal control 
structure taking into consideration the 
nature of the business of the nationally 
recognized statistical rating organiza-
tion, including its size, activities, orga-
nizational structure, and business 
model. 

(3) With respect to enforcing the in-
ternal control structure, the nationally 
recognized statistical rating organiza-
tion must take into consideration: 

(i) Controls designed to ensure that 
additional training is provided or dis-
cipline taken with respect to employ-
ees who fail to adhere to requirements 
imposed by the internal control struc-
ture; 

(ii) Controls designed to ensure that 
a process is in place for employees to 
report failures to adhere to the inter-
nal control structure; and 

(iii) Any other controls necessary to 
enforce an effective internal control 
structure taking into consideration the 
nature of the business of the nationally 
recognized statistical rating organiza-
tion, including its size, activities, orga-
nizational structure, and business 
model. 

(4) With respect to documenting the 
internal control structure, the nation-
ally recognized statistical rating orga-
nization must take into consideration 
any controls necessary to document an 
effective internal control structure 
taking into consideration the nature of 
the business of the nationally recog-
nized statistical rating organization, 
including its size, activities, organiza-
tional structure, and business model. 

[79 FR 55267, Sept. 15, 2014] 

§ 240.17g–9 Standards of training, ex-
perience, and competence for credit 
analysts. 

(a) A nationally recognized statis-
tical rating organization must estab-
lish, maintain, enforce, and document 
standards of training, experience, and 
competence for the individuals it em-
ploys to participate in the determina-
tion of credit ratings that are reason-
ably designed to achieve the objective 
that the nationally recognized statis-
tical rating organization produces ac-
curate credit ratings in the classes of 
credit ratings for which the nationally 
recognized statistical rating organiza-
tion is registered. 

(b) The nationally recognized statis-
tical rating organization must consider 
the following when establishing the 
standards required under paragraph (a) 
of this section: 

(1) If the credit rating procedures and 
methodologies used by the individual 
involve qualitative analysis, the 
knowledge necessary to effectively 
evaluate and process the data relevant 
to the creditworthiness of the obligor 
being rated or the issuer of the securi-
ties or money market instruments 
being rated; 

(2) If the credit rating procedures and 
methodologies used by the individual 
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involve quantitative analysis, the tech-
nical expertise necessary to understand 
any models and model inputs that are 
a part of the procedures and meth-
odologies; 

(3) The classes and subclasses of cred-
it ratings for which the individual par-
ticipates in determining credit ratings 
and the factors relevant to such classes 
and subclasses, including the geo-
graphic location, sector, industry, reg-
ulatory and legal framework, and un-
derlying assets, applicable to the obli-
gors or issuers in the classes and sub-
classes; and 

(4) The complexity of the obligors, 
securities, or money market instru-
ments for which the individual partici-
pates in determining credit ratings. 

(c) The nationally recognized statis-
tical rating organization must include 
the following in the standards required 
under paragraph (a) of this section: 

(1) A requirement for periodic testing 
of the individuals employed by the na-
tionally recognized statistical rating 
organization to participate in the de-
termination of credit ratings on their 
knowledge of the procedures and meth-
odologies used by the nationally recog-
nized statistical rating organization to 
determine credit ratings in the classes 
and subclasses of credit ratings for 
which the individual participates in de-
termining credit ratings; and 

(2) A requirement that at least one 
individual with an appropriate level of 
experience in performing credit anal-
ysis, but not less than three years, par-
ticipates in the determination of a 
credit rating. 

[79 FR 55269, Sept. 15, 2014] 

§ 240.17g–10 Certification of providers 
of third-party due diligence serv-
ices in connection with asset- 
backed securities. 

(a) The written certification that a 
person employed to provide third-party 
due diligence services is required to 
provide to a nationally recognized sta-
tistical rating organization pursuant 
to section 15E(s)(4)(B) of the Act (15 
U.S.C. 78o–7(s)(4)(B)) must be on Form 
ABS Due Diligence–15E (§ 249b.500 of 
this chapter). 

(b) The written certification must be 
signed by an individual who is duly au-
thorized by the person providing the 

third-party due diligence services to 
make such a certification. 

(c) A person employed to provide 
third-party due diligence services will 
be deemed to have satisfied its obliga-
tions under section 15E(s)(4)(B) of the 
Act (15 U.S.C. 78o–7(s)(4)(B)) if the per-
son promptly delivers an executed 
Form ABS Due Diligence–15E (§ 249b.500 
of this chapter) after completion of the 
due diligence services to: 

(1) A nationally recognized statis-
tical rating organization that provided 
a written request for the Form prior to 
the completion of the due diligence 
services stating that the services relate 
to a credit rating the nationally recog-
nized statistical rating organization is 
producing; 

(2) A nationally recognized statis-
tical rating organization that provides 
a written request for the Form after 
the completion of the due diligence 
services stating that the services relate 
to a credit rating the nationally recog-
nized statistical rating organization is 
producing; and 

(3) The issuer or underwriter of the 
asset-backed security for which the due 
diligence services relate that main-
tains the Internet Web site with re-
spect to the asset-backed security pur-
suant to § 240.17g–5(a)(3). 

(d) For purposes of section 
15E(s)(4)(B) of the Act (15 U.S.C. 78o– 
7(s)(4)(B)) and this section: 

(1) The term due diligence services 
means a review of the assets under-
lying an asset-backed security, as de-
fined in section 3(a)(79) of the Act (15 
U.S.C. 78c(a)(79)) for the purpose of 
making findings with respect to: 

(i) The accuracy of the information 
or data about the assets provided, di-
rectly or indirectly, by the securitizer 
or originator of the assets; 

(ii) Whether the origination of the as-
sets conformed to, or deviated from, 
stated underwriting or credit extension 
guidelines, standards, criteria, or other 
requirements; 

(iii) The value of collateral securing 
the assets; 

(iv) Whether the originator of the as-
sets complied with federal, state, or 
local laws or regulations; or 

(v) Any other factor or characteristic 
of the assets that would be material to 
the likelihood that the issuer of the 
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asset-backed security will pay interest 
and principal in accordance with appli-
cable terms and conditions. 

(2) The term issuer includes a spon-
sor, as defined in § 229.1101 of this chap-
ter, or depositor, as defined in § 229.1101 
of this chapter, that participates in the 
issuance of an asset-backed security, as 
defined in section 3(a)(79) of the Act (15 
U.S.C. 78c(a)(79)). 

(3) The term originator has the same 
meaning as in section 15G(a)(4) of the 
Act (15 U.S.C. 78o–9(a)(4)). 

(4) The term securitizer has the same 
meaning as in section 15G(a)(3) of the 
Act (15 U.S.C. 78o–9(a)(3)). 

[79 FR 55270, Sept. 15, 2014] 

§ 240.17h–1T Risk assessment record-
keeping requirements for associ-
ated persons of brokers and deal-
ers. 

(a) Requirement to maintain and pre-
serve information. (1) Every broker or 
dealer registered with the Commission 
pursuant to section 15 of the Act, and 
every municipal securities dealer reg-
istered pursuant to Section 15B of the 
Act for which the Commission is the 
appropriate regulatory agency, unless 
exempt pursuant to paragraph (d) of 
this section, shall maintain and pre-
serve the following information: 

(i) An organizational chart which in-
cludes the broker or dealer and all its 
associated persons. Included in the or-
ganizational chart shall be a designa-
tion of which associated persons are 
Material Associated Persons as that 
term is used in paragraph (a)(2) of this 
section; 

(ii) Written policies, procedures, or 
systems concerning the broker or deal-
er’s: 

(A) Method(s) for monitoring and 
controlling financial and operational 
risks to it resulting from the activities 
of any of its associated persons, other 
than a natural person; 

(B) Financing and capital adequacy, 
including information regarding 
sources of funding, together with a nar-
rative discussion by management of 
the liquidity of the material assets, the 
structure of debt capital, and sources 
of alternative funding; and 

(C) Trading positions and risks, such 
as records regarding reporting respon-
sibilities for trading activities, policies 

relating to restrictions or limitations 
on trading securities and financial in-
struments or products, and a descrip-
tion of the types of reviews conducted 
to monitor existing positions, and limi-
tations or restrictions on trading ac-
tivities. 

(iii) A description of all material 
pending legal or arbitration pro-
ceedings involving a Material Associ-
ated Person or the broker or dealer 
that are required to be disclosed by the 
ultimate holding company under gen-
erally accepted accounting principles 
on a consolidated basis; 

(iv) Consolidated and consolidating 
balance sheets, prepared in accordance 
with generally accepted accounting 
principles, which may be unaudited and 
which shall include the notes to the fi-
nancial statements, as of quarter end 
for the broker or dealer and its ulti-
mate holding company; 

(v) Quarterly consolidated and con-
solidating income statements and con-
solidated cash flow statements, pre-
pared in accordance with generally ac-
cepted accounting principles, which 
may be unaudited and which shall in-
clude the notes to the financial state-
ments, for the broker or dealer and its 
ultimate holding company; 

NOTE 1 TO PARAGRAPH (a)(1)(v). Statements 
of comprehensive income (as defined in 
§ 210.1–02 of Regulation S–X of this chapter) 
must be included in place of income state-
ments, if required by the applicable gen-
erally accepted accounting principles. 

(vi) The amount as of quarter end, 
and at month end if greater than quar-
ter end, of the aggregate long and short 
securities and commodities positions 
held by each Material Associated Per-
son, including a separate listing of 
each single unhedged securities or 
commodities position, other than U.S. 
government or agency securities, that 
exceeds the Materiality Threshold at 
any month end; 

(vii) The notional or contractual 
amounts, and in the case of options, 
the value of the underlying instru-
ments, as of quarter end, of financial 
instruments with off-balance sheet risk 
and financial instruments with con-
centrations of credit risk where the 
Material Associated Person operates a 
trading book, with a separate entry of 
each commitment where the credit 
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risk (defined as the possibility that a 
loss may occur from the failure of an-
other party to perform according to 
the terms of a contract) with respect to 
a counterparty exceeds the Materiality 
Threshold at quarter end; 

(viii) The aggregate amount as of 
quarter end, and the amount at month 
end if greater than quarter end, of all 
bridge loans and those other material 
unsecured extensions of credit (not in-
cluding intra-group receivables) with 
an initial or remaining maturity of less 
than one year by each Material Associ-
ated Person, together with the allow-
ance for losses for such transactions, 
including a specific description of any 
extensions of credit to a single bor-
rower exceeding the Materiality 
Threshold at any month end; 

(ix) The aggregate amount as of quar-
ter end, and the amount at month end 
if greater than quarter end, of commer-
cial paper, secured and other unsecured 
borrowing, bank loans, lines of credit, 
or any other borrowings, and the prin-
cipal installments of long-term or me-
dium-term debt, scheduled to mature 
within twelve months from the most 
recent fiscal quarter for the broker or 
dealer and each Material Associated 
Person; and 

(x) Data relating to real estate ac-
tivities, including mortgage loans and 
investments in real estate, but not in-
cluding trading positions in whole 
loans, conducted by each Material As-
sociated Person, including: 

(A) Real estate loans and invest-
ments by type of property, such as con-
struction and development, residential, 
commercial and industrial or farmland; 

(B) The geographic distribution, as of 
quarter end, by type of loan or invest-
ment where the amount exceeds the 
Materiality Threshold at quarter end; 

(C) The aggregate carrying value of 
loans which each Material Associated 
Person deems to be not current as to 
interest or principal, together with the 
Material Associated Person’s criteria 
for the determination of which loans 
are not current, or which are in the 
process of foreclosure or that have been 
restructured; 

(D) The allowance for losses on loans 
and on investment real estate by type 
of loan or investment, and the activity 

in the allowance for losses account; 
and 

(E) Information about risk con-
centration in the real estate invest-
ment and loan portfolio, including in-
formation about risk concentration to 
a single borrower or location of prop-
erty if the risk concentration exceeds 
the Materiality Threshold at quarter 
end. 

(2) The determination of whether an 
associated person of a broker or dealer 
is a Material Associated Person shall 
involve consideration of all aspects of 
the activities of, and the relationship 
between, both entities, including with-
out limitation, the following factors: 

(i) The legal relationship between the 
broker or dealer and the associated 
person; 

(ii) The overall financing require-
ments of the broker or dealer and the 
associated person, and the degree, if 
any, to which the broker or dealer and 
the associated person are financially 
dependent on each other; 

(iii) The degree, if any, to which the 
broker or dealer or its customers rely 
on the associated person for oper-
ational support or services in connec-
tion with the broker’s or dealer’s busi-
ness; 

(iv) The level of risk present in the 
activities of the broker’s or dealer’s as-
sociated persons; and 

(v) The extent to which the associ-
ated person has the authority or the 
ability to cause a withdrawal of capital 
from the broker or dealer. 

(3) The information, reports and 
records required by the provisions of 
this section shall be maintained and 
preserved in accordance with the provi-
sions of § 240.17a–4 and shall be kept for 
a period of not less than three years in 
an easily accessible place. 

(4) For the purposes of this section 
and § 240.17h–2T, the term ‘‘Materiality 
Threshold’’ shall mean the greater of: 

(i) $100 million; or 
(ii) 10 percent of the broker or deal-

er’s tentative net capital based on the 
most recently filed Form X–17A–5 or 10 
percent of the Material Associated Per-
son’s tangible net worth, whichever is 
greater. 

(b) Special provisions with respect to 
material associated persons subject to the 
supervision of certain domestic regulators. 
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A broker or dealer shall be deemed to 
be in compliance with the record-
keeping requirements of paragraph (a) 
of this section with respect to a Mate-
rial Associated Person if: 

(1) Such Material Associated Person 
is subject to examination by, or the re-
porting requirements of, a Federal 
banking agency and the broker or deal-
er maintains in accordance with the 
provisions of this section copies of all 
reports submitted by such Material As-
sociated Person with the Federal bank-
ing agency pursuant to section 5211 of 
the Revised Statutes, section 9 of the 
Federal Reserve Act, section 7(a) of the 
Federal Deposit Insurance Act, section 
10(b) of the Home Owners’ Loan Act, or 
section 5 of the Bank Holding Company 
Act of 1956 other than the Form FR 
2068; or 

(2) If such Material Associated Per-
son is subject to the supervision of an 
insurance commissioner or other simi-
lar official or agency of a state, and the 
broker or dealer maintains in accord-
ance with the provisions of this section 
copies of the Annual and Quarterly 
Statements with Schedules and Exhib-
its prepared by the insurance company 
on forms prescribed by the National 
Association of Insurance Commis-
sioners; or 

(3) In the event an insurance com-
pany is not required to prepare Quar-
terly Statements on forms prescribed 
by the National Association of Insur-
ance Commissioners, the broker or 
dealer must maintain and preserve the 
records required by paragraph (a) of 
this section on a quarterly basis; or 

(4) In the case of a Material Associ-
ated Person that is subject to the su-
pervision of the Commodity Futures 
Trading Commission, the broker or 
dealer maintains in accordance with 
the provisions of this section copies of 
the reports filed on Forms 1 FR-FCM 
or 1 FR-IB by such Material Associated 
Person with the Commodity Futures 
Trading Commission. 

(c) Special provisions with respect to 
material associated persons subject to the 
supervision of a foreign financial regu-
latory authority. A broker or dealer 
shall be deemed to be in compliance 
with the recordkeeping requirements of 
paragraph (a) of this section with re-
spect to a Material Associated Person 

if such broker or dealer maintains in 
accordance with the provisions of this 
section copies of the reports filed by 
such Material Associated Persons with 
a Foreign Financial Regulatory Au-
thority. The broker or dealer shall 
maintain a copy of the original report 
and a copy translated into the English 
language. For the purposes of this sec-
tion, the term Foreign Financial Regu-
latory Authority shall have the mean-
ing set forth in section 3(a)(51) of the 
Act. 

(d) Exemptions. (1) The provisions of 
this section shall not apply to any 
broker or dealer which is exempt from 
the provisions of § 240.15c3–3: 

(i) Pursuant to paragraph (k)(1) of 
§ 240.15c3–3; or 

(ii) Pursuant to paragraph (k)(2) of 
§ 240.15c3–3; or 

(iii) If the broker or dealer does not 
qualify for an exemption from the pro-
visions of § 240.15c3–3 and such broker 
or dealer does not hold funds or securi-
ties for, or owe money or securities to, 
customers and does not carry the ac-
counts of or for customers; unless 

(iv) In the case of paragraphs 
(d)(1)(ii) or (d)(1)(iii) of this section, the 
broker or dealer maintains capital in-
cluding debt subordinated in accord-
ance with appendix D of § 240.15c3–1 
equal to or greater than $20,000,000. 

(2) The provisions of this section 
shall not apply to any broker or dealer 
which maintains capital including debt 
subordinated in accordance with appen-
dix D of section 240.15c3–1 of less than 
$250,000, even if the broker or dealer 
hold funds or securities for, or owes 
money or securities to, customers or 
carries the accounts of or for cus-
tomers. 

(3) In calculating capital for the pur-
poses of this paragraph, a broker or 
dealer shall include the equity capital 
and subordinated debt of any other reg-
istered brokers or dealers that are as-
sociated with the broker or dealer and 
are not otherwise exempt from the pro-
visions pursuant to paragraph (d)(1)(i) 
of this section. 

(4) The provisions of this section 
shall not apply to a broker or dealer 
that computes certain of its capital 
charges in accordance with § 240.15c3–1e 
if that broker or dealer is affiliated 
with an ultimate holding company that 
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is not an ultimate holding company 
that has a principal regulator, as de-
fined in § 240.15c3–1(c)(13). 

(5) The Commission may, upon writ-
ten application by a Reporting Broker 
or Dealer, exempt from the provisions 
of this section, either unconditionally 
or on specified terms and conditions, 
any brokers or dealers associated with 
such Reporting Broker or Dealer. The 
term ‘‘Reporting Broker or Dealer’’ 
shall mean, in the case of a broker or 
dealer that is associated with other 
registered brokers or dealers, the 
broker or dealer which maintains the 
greatest amount of net capital as re-
ported on its most recently fixed Form 
X–17A–5. In granting exemptions under 
this section, the Commission shall con-
sider, among other factors, whether the 
records and other information required 
to be maintained pursuant to this sec-
tion concerning the Material Associ-
ated Persons of the broker or dealer as-
sociated with the Reporting Broker or 
Dealer will be available to the Commis-
sion pursuant to § 240.17h–2T. 

(e) Location of records. A broker or 
dealer required to maintain records 
concerning a Material Associated Per-
son pursuant to this section may main-
tain those records either at the Mate-
rial Associated Person or at a records 
storage facility provided that the 
records are located within the bound-
aries of the United States and the 
records are kept in an easily accessible 
place, as that term is used in § 240.17a– 
4. In order to operate pursuant to the 
provisions of this paragraph, the Mate-
rial Associated Person or other entity 
maintaining the records shall file with 
the Commission a written undertaking 
in form acceptable to the Commission, 
signed by a duly authorized person, to 
the effect that the records will be 
treated as if the broker or dealer was 
maintaining the records pursuant to 
this section and that the entity main-
taining the records undertakes to per-
mit examination of such records at any 
time or from time to time during busi-
ness hours by representatives or des-
ignees of the Commission and to 
promptly furnish the Commission or 
its designee true, correct, complete and 
current hard copy of any or all or any 
part of such records. The election to 
operate pursuant to the provisions of 

this paragraph shall not relieve the 
broker or dealer required to maintain 
and preserve such records from any of 
its responsibilities under this section 
or section 240.17h–2T. 

(f) Confidentiality. All information ob-
tained by the Commission pursuant to 
the provisions of this section from a 
broker or dealer concerning a Material 
Associated Person shall be deemed con-
fidential information for the purposes 
of section 24(b) of the Act. 

(g) Temporary implementation schedule. 
Every broker or dealer subject to the 
requirements of this section shall 
maintain and preserve the information 
required by paragraphs (a)(1)(i), (ii), 
and (iii) of this section commencing 
September 30, 1992. Commencing De-
cember 31, 1992, the provisions of this 
section shall apply in their entirety. 

[57 FR 32168, July 21, 1992, as amended at 58 
FR 25774, Apr. 28, 1993; 69 FR 34472, June 21, 
2004; 69 FR 34494, June 21, 2004; 76 FR 50122, 
Aug. 12, 2011; 78 FR 42865, July 18, 2013; 83 FR 
50223, Oct. 4, 2018] 

§ 240.17h–2T Risk assessment report-
ing requirements for brokers and 
dealers. 

(a) Reporting requirements of risk as-
sessment information required to be main-
tained by section 240.17h–1T. (1) Every 
broker or dealer registered with the 
Commission pursuant to section 15 of 
the Act, and every municipal securities 
dealer registered pursuant to section 
15B of the Act for which the Commis-
sion is the appropriate regulatory 
agency, unless exempt pursuant to 
paragraph (b) of this section, shall file 
a Form 17–H within 60 calendar days 
after the end of each fiscal quarter. 
The Form 17–H for the fourth fiscal 
quarter shall be filed within 60 cal-
endar days of the end of the fiscal year. 
The cumulative year-end financial 
statements required by section 240.17h– 
1T may be filed separately within 105 
calendar days of the end of the fiscal 
year. 

(2) The reports required to be filed 
pursuant to paragraph (a)(1) of this sec-
tion shall be considered filed when re-
ceived at the Commission’s principal 
office in Washington, DC. 

(3) For the purposes of this section, 
the term Material Associated Person 
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shall have the meaning used in 
§ 240.17h–1T. 

(b) Exemptions. (1) The provisions of 
this section shall not apply to any 
broker or dealer which is exempt from 
the provisions of section 240.15c3–3: 

(i) Pursuant to paragraph (k)(1) of 
§ 240.15c3–3; or 

(ii) Pursuant to paragraph (k)(2) of 
§ 240.15c3–3; or 

(iii) If the broker or dealer does not 
qualify for an exemption from the pro-
visions of § 240.15c3–3 and such broker 
or dealer does not hold funds or securi-
ties for, or owe money or securities to, 
customers and does not carry the ac-
counts of or for customers; unless 

(iv) In the case of paragraphs 
(b)(1)(ii) or (b)(1)(iii) of this section, the 
broker or dealer maintains capital in-
cluding debt subordinated in accord-
ance with appendix D of § 240.15c3–1 
equal to or greater than $20,000,000. 

(2) The provisions of this section 
shall not apply to any broker or dealer 
which maintains capital including debt 
subordinated in accordance with appen-
dix D of § 240.15c3–1 of less than $250,000, 
even if the broker or dealer hold funds 
or securities for, or owes money or se-
curities to, customers or carries the ac-
counts of or for customers. 

(3) In calculating capital and subordi-
nated debt for the purposes of this sec-
tion, a broker or dealer shall include 
the equity capital and subordinated 
debt of any other registered brokers or 
dealers that are associated with the 
broker or dealer and are not otherwise 
exempt from the provisions pursuant 
to paragraph (b)(1)(i) of this section. 

(4) The provisions of this section 
shall not apply to a broker or dealer 
that computes certain of its capital 
charges in accordance with § 240.15c3–1e 
if that broker or dealer is affiliated 
with an ultimate holding company that 
is not an ultimate holding company 
that has a principal regulator, as de-
fined in § 240.15c3–1(c)(13). 

(5) The Commission may, upon writ-
ten application by a Reporting Broker 
or Dealer, exempt from the provisions 
of this section, either unconditionally 
or on specified terms and conditions, 
any brokers or dealers associated with 
the Reporting Broker or Dealer. The 
term ‘‘Reporting Broker or Dealer’’ 
shall mean, in the case of a broker or 

dealer that is associated with other 
registered brokers or dealers, the 
broker or dealer which maintains the 
greatest amount of net capital as re-
ported on its most recently filed Form 
X–17A–5. In granting exemptions under 
this section, the Commission shall con-
sider, among other factors, whether the 
records and other information required 
to be maintained pursuant to § 240.17h– 
1T concerning the Material Associated 
Persons of the broker or dealer associ-
ated with the Reporting Broker or 
Dealer will be available to the Commis-
sion pursuant to the provisions of this 
section. 

(c) Special provisions with respect to 
material associated persons subject to the 
supervision of certain domestic regulators. 
A broker or dealer shall be deemed to 
be in compliance with the reporting re-
quirements of paragraph (a) of this sec-
tion with respect to a Material Associ-
ated Person if: 

(1) Such Material Associated Person 
is subject to examination by or the re-
porting requirements of a Federal 
banking agency and the broker or deal-
er or such Material Associated Person 
furnishes in accordance with paragraph 
(a) of this section copies of reports 
filed on Form FR Y–9C, Form FR Y–6, 
Form FR Y–7, and Form FR 2068 by the 
Material Associated Person with the 
Federal banking agency pursuant to 
section 5211 of the Revised Statutes, 
section 9 of the Federal Reserve Act, 
section 7(a) of the Federal Deposit In-
surance Act, section 10(b) of the Home 
Owners’ Loan Act, or section 5 of the 
Bank Holding Company Act of 1956; or 

(2) If the Material Associated Person 
is subject to the supervision of an in-
surance commissioner or other similar 
official agency of a state; and 

(i) In the case of a Material Associ-
ated Person organized as a public stock 
company, the broker or dealer fur-
nishes in accordance with the provi-
sions of this section copies of the fil-
ings made by the insurance company 
pursuant to sections 13 or 15 of the Act 
and the Investment Company Act of 
1940; or 

(ii) In the case of Material Associated 
Person organized as a mutual insur-
ance company or a non-public stock 

VerDate Sep<11>2014 14:47 Jul 29, 2019 Jkt 247060 PO 00000 Frm 00614 Fmt 8010 Sfmt 8010 Q:\17\17V4.TXT PC31kp
ay

ne
 o

n 
V

M
O

F
R

W
IN

70
2 

w
ith

 $
$_

JO
B

Page 369 of 1882



605 

Securities and Exchange Commission § 240.17Ab2–1 

company, the broker or dealer fur-
nishes in accordance with the provi-
sions of this section copies of the An-
nual and Quarterly Statements pre-
pared by the insurance company on 
forms prescribed by the National Asso-
ciation of Insurance Commissioners. 
The Annual Statement furnished to the 
Commission pursuant to this section 
shall include: The classification (dis-
tribution by state) section from the 
schedule of real estate; distribution by 
state, the interest overdue (more than 
three months), in process of fore-
closure, and foreclosed properties 
transferred to real estate during the 
year sections from the schedule of 
mortgages; and the quality and matu-
rity distribution of all bonds at state-
ment values and by major types of 
issues section from the schedule of 
bonds and stocks. All other Schedules 
and Exhibits to such Annual and Quar-
terly Statements shall be maintained 
at the broker-dealer pursuant to the 
provisions of § 240.17h–1T but not fur-
nished to the Commission. 

(iii) In the event an insurance com-
pany organized as a stock or mutual 
company is not required to prepare 
Quarterly Statements, the broker or 
dealer must file with the Commission a 
Form 17–H in accordance with the pro-
visions of this section on a quarterly 
basis. 

(3) In the case of a Material Associ-
ated Person that is subject to the su-
pervision of the Commodity Futures 
Trading Commission, the broker or 
dealer furnishes in accordance with the 
provisions of this section copies of the 
reports filed by the Material Associ-
ated Person with the Commodity Fu-
tures Trading Commission on Forms 1 
FR-FCM or 1 FR-IB. 

(4) No broker or dealer shall be re-
quired to furnish to the Commission 
any examination report of any Federal 
banking agency or any supervisory rec-
ommendations or analyses contained 
therein with respect to a Material As-
sociated Person that is subject to the 
regulation of a Federal banking agen-
cy. All information received by the 
Commission pursuant to this section 
concerning a Material Associated Per-
son that is subject to examination by 
or the reporting requirements of a Fed-
eral banking agency shall be deemed 

confidential for the purposes of section 
24(b) of the Act. 

(5) The furnishing of any information 
or documents by a broker or dealer 
pursuant to this section shall not con-
stitute an admission for any purpose 
that a Material Associated Person is 
otherwise subject to the Act. Any doc-
uments or information furnished to the 
Commission by a broker or dealer pur-
suant to this rule shall not be deemed 
to be ‘‘filed’’ for the purposes of the li-
abilities set forth in section 18 of the 
Act. 

(d) Special provisions with respect to 
material associated persons subject to the 
supervision of a foreign financial regu-
latory authority. A broker or dealer 
shall be deemed to be in compliance 
with the reporting requirements of this 
section with respect to a Material As-
sociated Person if such broker or deal-
er furnishes in accordance with the 
provisions of this section copies of the 
reports filed by such Material Associ-
ated Person with a Foreign Financial 
Regulatory Authority. The broker or 
dealer shall file a copy of the original 
report and a copy translated into the 
English language. For the purposes of 
this section, the term Foreign Finan-
cial Regulatory Authority shall have 
the meaning set forth in section 
3(a)(51) of the Act. 

(e) Confidentiality. All information 
obtained by the Commission pursuant 
to the provisions of this section from a 
broker or dealer concerning a Material 
Associated Person shall be deemed con-
fidential information for the purposes 
of section 24(b) of the Act. 

(f) Temporary implementation schedule. 
Every broker or dealer subject to the 
requirements of this section shall file 
the information required by Items 1, 2 
and 3 of Form 17–H by October 31, 1992. 
Commencing December 31, 1992, the 
provisions of this section shall apply in 
their entirety. 

[57 FR 32170, July 21, 1992, as amended at 69 
FR 34472, June 21, 2004; 69 FR 34494, June 21, 
2004; 78 FR 42865, July 18, 2013] 

§ 240.17Ab2–1 Registration of clearing 
agencies. 

(a) An application for registration or 
for exemption from registration as a 
clearing agency, as defined in section 
3(a)(23) of the Act, or an amendment to 
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any such application shall be filed with 
the Commission on Form CA–1, in ac-
cordance with the instructions thereto. 

(b) Any applicant for registration or 
for exemption from registration as a 
clearing agency whose application is 
filed with the Commission on or before 
November 24, 1975, on and in accord-
ance with the instructions to Form 
CA–1, with respect to the clearing 
agency activities described in the ap-
plication shall, during the period from 
December 1, 1975 until the Commission 
grants registration, denies registration 
or grants an exemption from registra-
tion, be exempt from the registration 
provisions of section 17A(b) of the Act 
and the rules and regulations there-
under and, unless the Commission shall 
otherwise provide by rule or by order, 
the provisions of the Act and the rules 
and regulations thereunder which 
would be applicable to clearing agen-
cies as a result of registration under 
the Act. 

(c)(1) The Commission, upon the re-
quest of a clearing agency, may grant 
registration of the clearing agency in 
accordance with sections 17A(b) and 
19(a)(1) of the Act but exempt the reg-
istrant from one or more of the re-
quirements as to which the Commis-
sion is directed to make a determina-
tion pursuant to paragraphs (A) 
through (I) of section 17A(b)(3) of the 
Act, provided that any such registra-
tion shall be effective only for eighteen 
months from the date the registration 
is made effective (or such longer period 
as the Commission may provide by 
order). 

(2) In the case of any clearing agency 
registered in accordance with para-
graph (c)(1) of this section, not later 
than nine months from the date such 
registration is made effective the Com-
mission either will grant registration 
in accordance with sections 17A(b) and 
19(a)(1) of the Act, without exempting 
the registrant from one or more of the 
requirements as to which the Commis-
sion is directed to make a determina-
tion pursuant to subparagraphs (A) 
through (I) of section 17A(b)(3) of the 
Act, or will institute proceedings in ac-
cordance with section 19(a)(1)(B) of the 
Act to determine whether registration 
should be denied at the expiration of 

the registration granted in accordance 
with paragraph (c)(1) of this section. 

(d) The filing of an amendment to an 
application for registration or for ex-
emption from registration as a clearing 
agency, which registration or exemp-
tion has not been granted, or the filing 
of additional information or documents 
prior to the granting of registration or 
an exemption from registration shall 
extend to ninety days from the date 
such filing is made (or to such longer 
period as to which the applicant con-
sents) the period within which the 
Commission shall grant registration, 
institute proceedings to determine 
whether such registration shall be de-
nied, or conditionally or uncondition-
ally exempt registrant from the reg-
istration and other provisions of sec-
tion 17A of the Act or the rules or regu-
lations thereunder. 

(e) If any information reported at 
items 1–3 of Form CA–1 is or becomes 
inaccurate, misleading or incomplete 
for any reason, whether before or after 
registration or an exemption from reg-
istration has been granted, the reg-
istrant shall file promptly an amend-
ment on Form CA–1 correcting the in-
accurate, misleading or incomplete in-
formation. 

(f) Every application for registration 
or for exemption from registration as a 
clearing agency or amendment to, or 
additional information or document 
filed in connection with, any such ap-
plication shall constitute a ‘‘report’’ or 
‘‘application’’ within the meaning of 
sections 17, 17A, 19 and 32(a) of the Act. 

[40 FR 52358, Nov. 10, 1975] 

§ 240.17Ab2–2 Determinations affecting 
covered clearing agencies. 

(a) The Commission may, if it deems 
appropriate, upon application by any 
clearing agency or member of a clear-
ing agency, or on its own initiative, de-
termine whether a covered clearing 
agency is systemically important in 
multiple jurisdictions. In determining 
whether a covered clearing agency is 
systemically important in multiple ju-
risdictions, the Commission may con-
sider: 

(1) Whether the covered clearing 
agency is a designated clearing agency; 
and 
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(2) Whether the clearing agency has 
been determined to be systemically im-
portant by one or more jurisdictions 
other than the United States through a 
process that includes consideration of 
whether the foreseeable effects of a 
failure or disruption of the designated 
clearing agency could threaten the sta-
bility of each relevant jurisdiction’s fi-
nancial system. 

(b) The Commission may, if it deems 
appropriate, determine whether any of 
the activities of a clearing agency pro-
viding central counterparty services, in 
addition to clearing agencies registered 
with the Commission for the purpose of 
clearing security-based swaps, have a 
more complex risk profile. In deter-
mining whether a clearing agency’s ac-
tivity has a more complex risk profile, 
the Commission may consider whether 
the clearing agency clears financial in-
struments that are characterized by 
discrete jump-to-default price changes 
or that are highly correlated with po-
tential participant defaults. 

(c) The Commission may, if it deems 
appropriate, upon application by any 
clearing agency or member of a clear-
ing agency, or on its own initiative, de-
termine whether to rescind any deter-
mination made pursuant to paragraph 
(a) or (b) of this section. In deter-
mining whether to rescind any such de-
termination, the Commission may con-
sider a change in circumstances such 
that the covered clearing agency no 
longer meets the criteria supporting 
the determination in effect. 

(d) The Commission shall publish no-
tice of its intention to consider making 
a determination under paragraph (a), 
(b), or (c) of this section, together with 
a brief statement of the grounds under 
consideration therefor, and provide at 
least a 30-day public comment period 
prior to any such determination, giving 
all interested persons an opportunity 
to submit written data, views, and ar-
guments concerning such proposed de-
termination. The Commission may pro-
vide the clearing agency subject to the 
proposed determination opportunity 
for hearing regarding the proposed de-
termination. 

(e) Notice of determinations under 
paragraph (a), (b), or (c) of this section 
shall be given by prompt publication 

thereof, together with a statement of 
written reasons therefor. 

(f) For purposes of this rule, the 
terms covered clearing agency, des-
ignated clearing agency, and systemically 
important in multiple jurisdictions shall 
have the meanings set forth in 
§ 240.17Ad–22(a). 

[81 FR 70901, Oct. 13, 2016] 

§ 240.17Ac2–1 Application for registra-
tion of transfer agents. 

(a) An application for registration, 
pursuant to section 17A(c) of the Act, 
of a transfer agent for which the Com-
mission is the appropriate regulatory 
agency, as defined in section 3(a)(34)(B) 
of the Act, shall be filed with the Com-
mission on Form TA–1, in accordance 
with the instructions contained therein 
and shall become effective on the thir-
tieth day following the date on which 
the application is filed, unless the 
Commission takes affirmative action 
to accelerate, deny or postpone such 
registration in accord- ance with the 
provisions of section 17A(c) of the Act. 

(b) The filing of any amendment to 
an application for registration as a 
transfer agent pursuant to paragraph 
(a) of this section, which registration 
has not become effective, shall post-
pone the effective date of the registra-
tion until the thirtieth day following 
the date on which the amendment is 
filed, unless the Commission takes af-
firmative action to accelerate, deny or 
postpone the registration in accord- 
ance with the provisions of section 
17A(c) of the Act. 

(c) If any of the information reported 
on Form TA–1 (§ 249b.100 of this chap-
ter) becomes inaccurate, misleading, or 
incomplete, the registrant shall correct 
the information by filing an amend-
ment within sixty days following the 
date on which the information becomes 
inaccurate, misleading, or incomplete. 

(d) Every registration and amend-
ment filed pursuant to this section 
shall be filed with the Commission 
electronically in the Commission’s 
EDGAR system. Transfer agents should 
refer to Form TA–1 and the instruc-
tions to the form (§ 249b.100 of this 
chapter) and to the EDGAR Filer Man-
ual (§ 232.301 of this chapter) for the 
technical requirements and instruc-
tions for electronic filing. Transfer 
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agents that have previously filed a 
Form TA–1 with the Commission must 
refile the information on their Form 
TA–1, as amended, in electronic format 
in EDGAR as an amended Form TA–1. 

(e) Every registration and amend-
ment filed pursuant to this section 
shall constitute a ‘‘report’’ or ‘‘appli-
cation’’ within the meaning of sections 
17, 17A(c), and 32(a) of the Act. 

[40 FR 51184, Nov. 4, 1975, as amended at 51 
FR 12127, Apr. 9, 1986; 71 FR 74708, Dec. 12, 
2006] 

§ 240.17Ac2–2 Annual reporting re-
quirement for registered transfer 
agents. 

(a) Every transfer agent registered on 
December 31 must file a report cov-
ering the reporting period on Form 
TA–2 (§ 249b.102 of this chapter) by 
March 31 following the end of the re-
porting period. Form TA–2 must be 
completed in accordance with the in-
structions contained in the Form. A 
transfer agent may file an amendment 
to Form TA–2 pursuant to the instruc-
tions on the form to correct informa-
tion that has become inaccurate, in-
complete, or misleading. A transfer 
agent may file an amendment at any 
time; however, in order to be timely 
filed, all required portions of the form 
must be completed and filed in accord-
ance with this section and the instruc-
tions to the form by the date the form 
is required to be filed with the Com-
mission. 

(1) A registered transfer agent that 
received fewer than 1,000 items for 
transfer in the reporting period and 
that did not maintain master 
securityholder files for more than 1,000 
individual securityholder accounts as 
of December 31 of the reporting period 
must complete Questions 1 through 5, 
11, and the signature section of Form 
TA–2. 

(2) A named transfer agent that en-
gaged a service company to perform all 
of its transfer agent functions during 
the reporting period must complete 
Questions 1 through 3 and the signa-
ture section of Form TA–2. 

(3) A named transfer agent that en-
gaged a service company to perform 
some but not all of its transfer agent 
functions during the reporting period 
must complete all of Form TA–2 but 

should enter zero (0) for those ques-
tions that relate to transfer agent 
functions performed by the service 
company on behalf of the named trans-
fer agent. 

(b) For purposes of this section, the 
term reporting period shall mean the 
calendar year ending December 31 for 
which Form TA–2 is being filed. The 
term named transfer agent shall have 
the same meaning as defined in 
§ 240.17Ad–9(j). The term service com-
pany shall have the same meaning as 
defined in § 240.17Ad–9(k). 

(c) Every annual report and amend-
ment filed pursuant to this section 
shall be filed with the Commission 
electronically in the Commission’s 
EDGAR system. Transfer agents should 
refer to Form TA–2 and the instruc-
tions to the form (§ 249b.102 of this 
chapter) and the EDGAR Filer Manual 
(§ 232.301 of this chapter) for further in-
formation regarding electronic filing. 
Every registered transfer agent must 
file an electronic Form TA–1 with the 
Commission, or an electronic amend-
ment to its Form TA–1 if the transfer 
agent previously filed a paper Form 
TA–1 with the Commission, before it 
may file an electronic Form TA–2 or 
Form TA–W with the Commission. 

[65 FR 36610, June 9, 2000, as amended at 71 
FR 74708, Dec. 12, 2006] 

§ 240.17Ac3–1 Withdrawal from reg-
istration with the Commission. 

(a) Notice of withdrawal from reg-
istration as a transfer agent with the 
Commission pursuant to section 
17A(c)(4) of the Act shall be filed on 
Form TA-W in accordance with the in-
structions contained thereon. 

(b) Except as hereinafter provided, a 
notice to withdraw from registration 
filed by a transfer agent pursuant to 
section 17A(c)(4) of the Act shall be-
come effective on the sixtieth day after 
the filing thereof with the Commission 
or within such shorter period of time 
as the Commission may determine. If a 
notice to withdraw from registration is 
filed with the Commission at any time 
subsequent to the date of issuance of a 
Commission order instituting pro-
ceedings pursuant to section 17A(c)(3) 
of the Act, or if prior to the effective 
date of the notice of withdrawal the 
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Commission institutes such a pro-
ceeding or a proceeding to impose 
terms and conditions upon such with-
drawal, the notice of withdrawal shall 
not become effective except at such 
time and upon such terms and condi-
tions as the Commission deems nec-
essary or appropriate in the public in-
terest, for the protection of investors, 
or in furtherance of the purposes of 
section 17A. 

(c) Every withdrawal from registra-
tion filed pursuant to this section shall 
be filed with the Commission electroni-
cally in the Commission’s EDGAR sys-
tem. Transfer agents should refer to 
Form TA–W and the instructions to the 
form (§ 249b.101 of this chapter) and the 
EDGAR Filer Manual (§ 232.301 of this 
chapter) for further information re-
garding electronic filing. 

(d) Every notice of withdrawal filed 
pursuant to this rule shall constitute a 
‘‘report’’ within the meaning of sec-
tions 17 and 32(a) of the Act. 

[42 FR 44984, Sept. 8, 1977, as amended at 71 
FR 74709, Dec. 12, 2006] 

§ 240.17Ad–1 Definitions. 
As used in this section and 

§§ 240.17Ad–2, 240.17Ad–3, 240.17Ad–4, 
240.17Ad–5, 240.17Ad–6, and 240.17Ad–7: 

(a)(1) The term item means: 
(i) A certificate or certificates of the 

same issue of securities covered by one 
ticket (or, if there is no ticket, pre-
sented by one presentor) presented for 
transfer, or an instruction to a transfer 
agent which holds securities registered 
in the name of the presentor to trans-
fer or to make available all or a por-
tion of those securities; 

(ii) Each line on a ‘‘deposit shipment 
control list’’ or a ‘‘withdrawal ship-
ment control list’’ submitted by a reg-
istered clearing agency; or 

(iii) In the case of an outside reg-
istrar, each certificate to be counter-
signed. 

(2) If a ‘‘deposit shipment control 
list’’ or ‘‘withdrawal shipment control 
list’’ contains both routine and non- 
routine transfer instructions, a reg-
istered transfer agent shall at its op-
tion: 

(i) Retain all transfer instructions 
listed on the shipment control list and 
treat each line on the shipment control 
list as a routine item; or 

(ii) Return promptly to the reg-
istered clearing agency a shipment 
control list line containing non-routine 
transfer instructions (together with a 
copy of the shipment control list, an 
explanation for the return instructions 
and all routine transfer instructions 
reflected on the same line) and treat 
each line on the shipment control list 
that reflects retained transfer instruc-
tions as a routine item. 

(3) A deposit shipment control list 
means a list of transfer instructions 
that accompanies certificates to be 
cancelled and reissued in the nominee 
name of a registered clearing agency. 

(4) A withdrawal shipment control list 
means a list of instructions (either in 
paper or electronic medium) that: 

(i) Directs issuance of certificates in 
the names of persons or entities other 
than the registered clearing agency; 
and 

(ii) Accompanies certificates to be 
cancelled which are registered in the 
nominee name of a registered clearing 
agency, or directs the transfer agent to 
reduce certificate or position balances 
maintained by the transfer agent on 
behalf of a registered clearing agency 
under that clearing agency’s transfer 
agent custody program 

(b) The term outside registrar with re-
spect to a transfer item means a trans-
fer agent which performs only the reg-
istrar function for the certificate or 
certificates presented for transfer and 
includes the persons performing simi-
lar functions with respect to debt 
issues. 

(c) An item is made available when 
(1) In the case of an item for which 

the services of an outside registrar are 
not required, or which has been re-
ceived from an outside registrar after 
processing, the transfer agent dis-
patches or mails the item to, or the 
item is awaiting pick-up by, the 
presentor or a person designated by the 
presentor, or 

(2) In the case of an item for which 
the services of an outside registrar are 
required, the transfer agent dispatches 
or mails the item to, or the item is 
awaiting pick-up by, the outside reg-
istrar, or 

(3) In the case of an item for which 
an outside registrar has completed 
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processing, the outside registrar dis-
patches or mails the item to, or the 
item is awaiting pick-up by, the pre-
senting transfer agent. 

(d) The transfer of an item is accom-
plished when, in accordance with the 
presentor’s instructions, all acts nec-
essary to cancel the certificate or cer-
tificates presented for transfer and to 
issue a new certificate or certificates, 
including the performance of the reg-
istrar function, are completed and the 
item is made available to the presentor 
by the transfer agent, or when, in ac-
cordance with the presentor’s instruc-
tions, a transfer agent which holds se-
curities registered in the name of the 
presentor completes all acts necessary 
to issue a new certificate or certifi-
cates representing all or a portion of 
those securities and makes available 
the new certificate or certificates to 
the presentor or a person designated by 
the presentor or, with respect to those 
transfers of record ownership to be ac-
complished without the physical 
issuance of certificates, completes reg-
istration of change in ownership of all 
or a portion of those securities. 

(e) The turnaround of an item is com-
pleted when transfer is accomplished 
or, when an outside registrar is in-
volved, the transfer agent in accord-
ance with the presentor’s instructions 
completes all acts necessary to cancel 
the certificate or certificates presented 
for transfer and to issue a new certifi-
cate or certificates, and the item is 
made available to an outside registrar. 

(f) The term process means the ac-
complishing by an outside registrar of 
all acts necessary to perform the reg-
istrar function and to make available 
to the presenting transfer agent the 
completed certificate or certificates or 
to advise the presenting transfer agent, 
orally or in writing, why performance 
of the registrar function is delayed or 
may not be completed. 

(g) The receipt of an item or a written 
inquiry or request occurs when the 
item or written inquiry or request ar-
rives at the premises at which the 
transfer agent performs transfer agent 
functions, as defined in section 3(a)(25) 
of the Act. 

(h) A business day is any day during 
which the transfer agent is normally 
open for business and excludes Satur-

days, Sundays, and legal holidays, or 
other holidays normally observed by 
the transfer agent. 

(i) An item is routine if it does not (1) 
require requisitioning certificates of an 
issue for which the transfer agent, 
under the terms of its agency, does not 
maintain a supply of certificates; (2) 
include a certificate as to which the 
transfer agent has received notice of a 
stop order, adverse claim, or any other 
restriction on transfer; (3) require any 
additional certificates, documentation, 
instructions, assignments, guarantees, 
endorsements, explanations, or opin-
ions of counsel before transfer may be 
effected; (4) require review of sup-
porting documentation other than as-
signments, endorsements or stock pow-
ers, certified corporate resolutions, sig-
nature, or other common and ordinary 
guarantees, or appropriate tax, or tax 
waivers; (5) involve a transfer in con-
nection with a reorganization, tender 
offer, exchange, redemption, or liquida-
tion; (6) include a warrant, right, or 
convertible security presented for 
transfer of record ownership within 
five business days before any day upon 
which exercise or conversion privileges 
lapse or change; (7) include a warrant, 
right, or convertible security presented 
for exercise or conversion; or (8) in-
clude a security of an issue which with-
in the previous 15 business days was of-
fered to the public, pursuant to a reg-
istration statement effective under the 
Securities Act of 1933, in an offering 
not of a continuing nature. 

(j) The term depository-eligible securi-
ties issue means an issue of securities 
that is eligible for deposit at any secu-
rities depository that is registered with 
the Commission under the Securities 
Exchange Act of 1934 as a clearing 
agency. 

(Secs. 2, 17, 17A and 23(a) (15 U.S.C. 78b, 78q, 
78q–1 and 78w(a)); secs. 3, 17A and 23(a), 15 
U.S.C. 78c, 78q–1 and 78w(a)) 

[42 FR 32411, June 24, 1977, as amended at 49 
FR 40575, Oct. 17, 1984; 51 FR 36551, Oct. 14, 
1986] 

§ 240.17Ad–2 Turnaround, processing, 
and forwarding of items. 

(a) Every registered transfer agent 
(except when acting as an outside reg-
istrar) shall turnaround within three 

VerDate Sep<11>2014 14:47 Jul 29, 2019 Jkt 247060 PO 00000 Frm 00620 Fmt 8010 Sfmt 8010 Q:\17\17V4.TXT PC31kp
ay

ne
 o

n 
V

M
O

F
R

W
IN

70
2 

w
ith

 $
$_

JO
B

Page 375 of 1882



611 

Securities and Exchange Commission § 240.17Ad–2 

business days of receipt at least 90 per-
cent of all routine items received for 
transfer during a month. For the pur-
poses of this paragraph, items received 
at or before noon on a business day 
shall be deemed to have been received 
at noon on that day, and items re-
ceived after noon on a business day or 
received on a day not a business day 
shall be deemed to have been received 
at noon on the next business day. 

(b) Every registered transfer agent 
acting as an outside registrar shall 
process at least 90 percent of all items 
received during a month (1) by the 
opening of business on the next busi-
ness day, in the case of items received 
at or before noon on a business day, 
and (2) by noon of the next business 
day, in the case of items received after 
noon on a business day. For the pur-
poses of paragraphs (b) and (d) of this 
section, ‘‘items received’’ shall not in-
clude any item enumerated in 
§ 240.17Ad–1(i) (5), (6), (7), or (8) or any 
item which is not accompanied by a 
debit or cancelled certificate. For the 
purposes of this paragraph, items re-
ceived on a day not a business day 
shall be deemed to have been received 
before noon on the next business day. 

(c) Any registered transfer agent 
which fails to comply with paragraph 
(a) of this section with respect to any 
month shall, within ten business days 
following the end of such month, file 
with the Commission and the transfer 
agent’s appropriate regulatory agency, 
if it is not the Commission, a written 
notice in accordance with paragraph 
(h) of this section. Such notice shall 
state the number of routine items and 
the number of non-routine items re-
ceived for transfer during the month, 
the number of routine items which the 
registered transfer agent failed to turn-
around in accordance with the require-
ments of paragraph (a) of this section, 
the percentage that such routine items 
represent of all routine items received 
during the month, the reasons for such 
failure, the steps which have been 
taken, are being taken or will be taken 
to prevent a future failure and the 
number of routine items, aged in incre-
ments of one business day, which as of 
the close of business on the last busi-
ness day of the month have been in its 

possession for more than four business 
days and have not been turned around. 

(d) Any registered transfer agent 
which fails to comply with paragraph 
(b) of this section with respect to any 
month shall, within ten business days 
following the end of such month, file 
with the Commission and the transfer 
agent’s appropriate regulatory agency, 
if it is not the Commission, a written 
notice in accordance with paragraph 
(h) of this section. Such notice shall 
state the number of items received for 
processing during the month, the num-
ber of items which the registered trans-
fer agent failed to process in accord-
ance with the requirements of para-
graph (b) of this section, the percent-
age that such items represent of all 
items received during the month, the 
reasons for such failure and the steps 
which have been taken, are being taken 
or will be taken to prevent a future 
failure and the number of items which 
as of the close of business on the last 
business day of the month have been in 
the transfer agent’s possession for 
more than the time allowed for proc-
essing and have not been processed. 

(e)(1) Except as provided in paragraph 
(e)(2) of this section, all routine items 
not turned around within three busi-
ness days of receipt as required by 
paragraph (a) of this section and all 
items not processed within the periods 
required by paragraph (b) of this sec-
tion shall be turned around promptly, 
and all nonroutine items shall receive 
diligent and continuous attention and 
shall be turned around as soon as pos-
sible. 

(2) A transfer agent that is exempt 
under § 240.17Ad–4(b) and that has re-
ceived 30 days notice of depository-eli-
gibility of an issue for which it per-
forms transfer agent functions shall 
turnaround ninety percent of all rou-
tine items received during a month 
within five business days of receipt. 
Such transfer agent shall devote dili-
gent and continuous attention to the 
remaining ten percent of routine items 
and shall turnaround these items as 
soon as possible. 

(f) A registered transfer agent which 
receives items at locations other than 
the premises at which it performs 
transfer agent functions shall have ap-
propriate procedures to assure, and 
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shall assure, that items are forwarded 
to such premises promptly. 

(g) A registered transfer agent which 
receives processed items from an out-
side registrar shall have appropriate 
procedures to assure, and shall assure, 
that such items are made available 
promptly to the presentor. 

(h) Any notice required by this sec-
tion or § 240.17Ad–4 shall be filed as fol-
lows: 

(1) Any notice required to be filed 
with the Commission shall be filed in 
triplicate with the principal office of 
the Commission in Washington, DC 
20549 and, in the case of a registered 
transfer agent for which the Commis-
sion is the appropriate regulatory 
agency, an additional copy shall be 
filed with the regional office of the 
Commission for the region in which the 
registered transfer agent has its prin-
cipal office for transfer agent activi-
ties. 

(2) Any notice required to be filed 
with the Comptroller of the Currency 
shall be filed with the Office of the 
Comptroller of the Currency, Adminis-
trator of National Banks, Washington, 
DC 20219. 

(3) Any notice required to be filed 
with the Board of Governors of the 
Federal Reserve System shall be filed 
with the Board of Governors of the 
Federal Reserve System, Washington, 
DC 20251 and with the Federal Reserve 
Bank of the district in which the reg-
istered transfer agent’s principal bank-
ing operations are conducted. 

(4) Any notice required to be filed 
with the Federal Deposit Insurance 
Corporation shall be filed with the Fed-
eral Deposit Insurance Corporation, 
Washington, DC 20429. 

[42 FR 32412, June 24, 1977, as amended at 49 
FR 40575, Oct. 17, 1984; 59 FR 5946, Feb. 9, 1994; 
73 FR 32228, June 5, 2008] 

§ 240.17Ad–3 Limitations on expansion. 

(a) Any registered transfer agent 
which is required to file any notice 
pursuant to § 240.17Ad–2 (c) or (d) for 
each of three consecutive months shall 
not from the fifth business day after 
the end of the third such month until 
the end of the next following period of 
three successive months during which 
no such notices have been required: 

(1) Initiate the performance of any 
transfer agent function or activity for 
an issue for which the transfer agent 
does not perform, or is not under agree-
ment to perform, transfer agent func-
tions prior to such fifth business day; 
and 

(2) With respect to an issue for which 
transfer agent functions are being per-
formed on such fifth business day, ini-
tiate for that issue the performance of 
an additional transfer agent function 
or activity which the transfer agent 
does not perform, or is not under agree-
ment to perform, prior to such fifth 
business day. 

(b) Any registered transfer agent 
which for each of two consecutive 
months fails to turn around at least 
75% of all routine items in accordance 
with the requirements of § 240.17Ad–2(a) 
or to process at least 75% of all items 
in accordance with the requirements of 
§ 240.17Ad–2(b) shall be subject to the 
limitations imposed by paragraph (a) 
of this section and further shall, within 
twenty business days after the close of 
the second such month, send to the 
chief executive officer of each issuer 
for which such registered transfer 
agent acts a copy of the written notice 
filed pursuant to § 240.17Ad–2 (c) or (d) 
with respect to the second such month. 

(Secs. 2, 17, 17A and 23(a) (15 U.S.C. 78b, 78q, 
78q–1 and 78w(a))) 

[42 FR 32412, June 24, 1977] 

§ 240.17Ad–4 Applicability of 
§§ 240.17Ad–2, 240.17Ad–3 and 
240.17Ad–6(a) (1) through (7) and 
(11). 

(a) Sections 240.17Ad–2, 240.17Ad–3 
and 240.17Ad–6(a) (1) through (7) and 
(11) shall not apply to interests in lim-
ited partnerships, to redeemable secu-
rities of investment companies reg-
istered under section 8 of the Invest-
ment Company Act of 1940, or to inter-
ests in dividend reinvestment pro-
grams. 

(b)(1) For purposes of this section, ex-
empt transfer agent means a transfer 
agent that during any six consecutive 
months shall have received fewer than 
500 items for transfer and fewer than 
500 items for processing. 

(2) Except as provided in paragraph 
(c) of this section, an exempt transfer 
agent that satisfies the requirements 
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of paragraph (b)(3) shall be exempt 
from the provisions of §§ 240.17Ad–2 (a), 
(b), (c), (d) and (h), 240.17Ad–3 and 
240.17Ad–6(a) (2) through (7) and (11). 

(3) Within ten business days fol-
lowing the close of the sixth consecu-
tive month described in paragraph 
(b)(1) of this section, an exempt trans-
fer agent shall: 

(i) If its appropriate regulatory agen-
cy is either the Commission or the Of-
fice of the Comptroller of the Cur-
rency, prepare and maintain in its pos-
session a document certifying that the 
transfer agent qualifies as exempt 
under paragraph (b)(1) of this section; 
or 

(ii) If its appropriate regulatory 
agency is either the Board of Gov-
ernors of the Federal Reserve System 
or the Federal Deposit Insurance Cor-
poration, file with the appropriate reg-
ulatory agency a notice certifying that 
it qualifies as exempt under paragraph 
(b)(1) of this section. 

(c) Within five business days fol-
lowing the close of each month, every 
exempt transfer agent shall calculate 
the number of items which it received 
during the preceding six months. 
Whenever any exempt transfer agent 
no longer qualifies as such under para-
graph (b)(1), within ten business days 
after the end of such month: (1) It shall 
prepare and maintain in its possession 
a document so stating, if subject to 
paragraph (b)(3)(i) of this section; or (2) 
it shall file with its appropriate regu-
latory agency a notice to that effect, if 
subject to paragraph (b)(3)(ii) of this 
section. Thereafter, beginning with the 
first month following the month in 
which such document is required to be 
prepared or such notice is required to 
be filed, the registered transfer agent 
no longer shall be exempt under para-
graph (b) of this section. Any reg-
istered transfer agent which has ceased 
to be an exempt transfer agent under 
this paragraph shall not qualify again 
for exemption until it has conducted 
its transfer agent operations pursuant 
to the foregoing sections for six con-
secutive months following the month 
in which it was required to prepare the 

document or prepare and file the notice 
specified in this paragraph. 

(Secs. 2, 17, 17A and 23(a) (15 U.S.C. 78b, 78q, 
78q–1 and 78w(a))) 

[42 FR 32413, June 24, 1977, as amended at 48 
FR 28246, June 21, 1983] 

§ 240.17Ad–5 Written inquiries and re-
quests. 

(a) When any person makes a written 
inquiry to a registered transfer agent 
concerning the status of an item pre-
sented for transfer during the pre-
ceding six months by such person or 
anyone acting on his behalf, which in-
quiry identifies the issue, the number 
of shares (or principal amount of debt 
securities or number of units if relat-
ing to any other kind of security) pre-
sented, the approximate date of pre-
sentment and the name in which it is 
registered, the registered transfer 
agent shall, within five business days 
following receipt of the inquiry, re-
spond, stating whether the item has 
been received; if received, whether it 
has been transferred; if received and 
not transferred, the reason for the 
delay and what additional matter, if 
any, is necessary before transfer may 
be effected; and, if received and trans-
ferred, the date and manner in which 
the completed item was made avail-
able, the addressee and address to 
which it was made available and the 
number of any new certificate which 
was registered and the name in which 
it was registered. If a new certificate is 
dispatched or mailed to the presentor 
within five business days following re-
ceipt of an inquiry pertaining to that 
certificate, no further response to the 
inquiry shall be required pursuant to 
this paragraph. 

(b) When any broker-dealer requests 
in writing that a registered transfer 
agent acknowledge the transfer in-
structions and the possession of a secu-
rity presented for transfer by such 
broker-dealer or revalidate a window 
ticket with respect to such security 
and the request identifies the issue, the 
number of shares (or principal amount 
of debt securities or number of units if 
relating to any other kind of security), 
the approximate date of presentment, 
the certificate number and the name in 
which it is registered, every registered 
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transfer agent shall, within five busi-
ness days following receipt of the re-
quest, in writing, confirm or deny pos-
session of the security, and, if the reg-
istered transfer agent has possession, 
(1) acknowledge the transfer instruc-
tions or (2) revalidate the window tick-
et. If a new certificate is dispatched or 
mailed to the presentor within five 
business days following receipt of a re-
quest pertaining to that certificate, no 
further response to the inquiry shall be 
required pursuant to this paragraph. 

(c) When any person, or anyone act-
ing under his authority, requests in 
writing that a transfer agent confirm 
possession as of a given date of a cer-
tificate presented by such person dur-
ing the 30 days before the date the in-
quiry is received and the request iden-
tifies the issue, the number of shares 
(or principal amount of debt securities 
or number of units if relating to any 
other kind of security), the approxi-
mate date of presentment, the certifi-
cate number and the name in which the 
certificate was registered, every reg-
istered transfer agent shall, within ten 
business days following receipt of the 
request and upon assurance of payment 
of a reasonable fee if required by such 
transfer agent, make available a writ-
ten response to such person, or anyone 
acting under his authority, confirming 
or denying possession of such security 
as of such given date. 

(d) When any person requests in writ-
ing a transcript of such person’s ac-
count with respect to a particular 
issue, either as the account appears 
currently or as it appeared on a spe-
cific date not more than six months 
prior to the date the registered trans-
fer agent receives the request, every 
registered transfer agent shall, within 
twenty business days following receipt 
of the request and upon assurance of 
payment of a reasonable fee if required 
by such transfer agent, make available 
to such person a transcript, ledger or 
statement of account in sufficient de-
tail to permit reconstruction of such 
account as of the date for which the 
transcript was requested. 

(e)(1) Response to written inquiries con-
cerning dividend and interest payments. 
A registered transfer agent shall re-
spond, within ten business days of re-
ceipt, to current claims that contain 

sufficient detail. A registered transfer 
agent shall respond, within twenty 
business days of receipt, to aged claims 
that contain sufficient detail. The re-
sponse shall indicate in writing that 
the inquiry has been received, whether 
the claim requires further research 
and, if so, a reasonable estimate of how 
long that research may take. If no fur-
ther research is required, the response 
shall indicate whether that claim is 
being or will be paid and, if not, the 
reason for not paying the claim. A reg-
istered transfer agent shall devote dili-
gent attention to unresolved inquiries 
and shall resolve all inquiries as soon 
as possible. 

(2) Misdirected written inquiries con-
cerning dividend and interest payments. 
In the event that a transfer agent is 
not the dividend disbursing or interest 
paying agent for an issue that is the 
subject of a claim under this section, 
but performed those or any transfer 
agent services for that issue within the 
preceding three years, the transfer 
agent shall provide in writing to the 
inquirer, within ten business days of 
receipt of the inquiry, the name and 
address of the current dividend dis-
bursing or interest paying agent. If the 
transfer agent did not perform those or 
other transfer agent services for the 
issue within the preceding three years, 
the transfer agent must respond to the 
inquiry and may respond by returning 
the inquiry with a statement that the 
transfer agent is not the current divi-
dend disbursing or interest paying 
agent and that it does not know the 
name and address of the current divi-
dend disbursing or interest paying 
agent. 

(3) As used in this paragraph: 
(i) A current claim means a written in-

quiry concerning non-payment or in-
correct payment of dividends or inter-
est, the payment date for which oc-
curred within the preceding six 
months. 

(ii) An aged claim means a written in-
quiry concerning non-payment or in-
correct payment of dividends or inter-
est, the payment date for which oc-
curred more than six months before the 
inquiry. 

(iii) Sufficient detail means a written 
inquiry or request that identifies: The 
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issue; the name(s) in which the securi-
ties are registered; the number of 
shares (or principal amount of debt se-
curities or number of units for any 
other kind of security) involved; the 
approximate record date(s) or payment 
date(s) relating to the claim; and, with 
respect to registered broker-dealers, 
registered clearing agencies, or banks, 
certificate numbers. 

(f) Telephone response. (1) A transfer 
agent may satisfy the written response 
requirements of this section by a tele-
phone response to the inquirer if: 

(i) The telephone response resolves 
that inquiry; and 

(ii) The inquirer does not request a 
written response. 

(2) When any person makes a written 
inquiry or request that would qualify 
under paragraph (e) of this section ex-
cept that it fails to provide sufficient 
detail as specified in paragraph 
(e)(3)(iii) of this section, a registered 
transfer agent may telephone the in-
quirer to obtain the necessary addi-
tional detail within the time periods 
specified in paragraph (e)(1) of this sec-
tion. If the transfer agent does not re-
ceive the additional detail within ten 
business days, the transfer agent im-
mediately shall make a written request 
for the additional information. 

(g)(1) When any person makes a writ-
ten inquiry or request which would 
qualify under paragraph (a), (b), (c), or 
(d) of this section except that it fails to 
provide all of the information specified 
in those paragraphs, or requests infor-
mation which refers to a time earlier 
than the time periods specified in those 
paragraphs, a registered transfer agent 
shall confirm promptly receipt of the 
inquiry or request and respond to it as 
soon as possible. 

(2) When any person makes a written 
inquiry or request which would qualify 
under paragraph (e) of this section ex-
cept that it fails to provide sufficient 
detail as specified in paragraph 
(e)(3)(iii) of this section, a registered 
transfer agent must respond to the in-
quiry within the time periods specified 
in paragraph (e)(1) of this section. A 
registered transfer agent may respond 
to such an inquiry in accordance with 
paragraph (e)(1) of this section as 
though sufficient detail had been pro-
vided, or may return it to the inquirer, 

requesting the additional necessary de-
tails. 

(Secs. 2, 17, 17A and 23(a) (15 U.S.C. 78b, 78q, 
78q–1 and 78w(a))) 

[42 FR 32413, June 24, 1977, as amended at 51 
FR 5707, Feb. 18, 1986] 

§ 240.17Ad–6 Recordkeeping. 
(a) Every registered transfer agent 

shall make and keep current the fol-
lowing: 

(1) A receipt, ticket, schedule, log or 
other record showing the business day 
each routine item and each non-routine 
item is (i) received from the presentor 
and, if applicable, from the outside reg-
istrar and (ii) made available to the 
presentor and, if applicable, to the out-
side registrar; 

(2) A log, tally, journal, schedule or 
other record showing for each month: 

(i) The number of routine items re-
ceived; 

(ii) The number of routine items re-
ceived during the month that were 
turned around within three business 
days of receipt; 

(iii) The number of routine items re-
ceived during the month that were not 
turned around within three business 
days of receipt; 

(iv) The number of non-routine items 
received during the month; 

(v) The number of non-routine items 
received during the month that were 
turned around; 

(vi) The number of routine items 
that, as of the close of business on the 
last business day of each month, have 
been in such registered transfer agent’s 
possession for more than four business 
days, aged in increments of one busi-
ness day (beginning on the fifth busi-
ness day); and 

(vii) The number of non-routine 
items in such registered transfer 
agent’s possession as of the close of 
business on the last business day of 
each month; 

(3) With respect to items for which 
the registered transfer agent acts as an 
outside registrar: 

(i) A receipt, ticket, schedule, log or 
other record showing the date and 
time: 

(A) Each item is (1) received from the 
presenting transfer agent and (2) made 
available to the presenting transfer 
agent; 
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(B) Each written or oral notice of re-
fusal to perform the registrar function 
is made available to the presenting 
transfer agent (and the substance of 
the notice); and 

(ii) A log, tally, journal, schedule or 
other record showing for each month: 

(A) The number of items received; 
(B) The number of items processed 

within the time required by § 240.17Ad– 
2(b); and 

(C) The number of items not proc-
essed within the time required by 
§ 240.17Ad–2(b); 

(4) A record of calculations dem-
onstrating the registered transfer 
agent’s monitoring of its performance 
under § 240.17Ad–2 (a) and (b); 

(5) A copy of any written notice filed 
pursuant to § 240.17Ad–2; 

(6) Any written inquiry or request, 
including those not subject to the re-
quirements of § 240.17Ad–5, concerning 
an item, showing the date received; a 
copy of any written response to an in-
quiry or request, showing the date dis-
patched or mailed to the presentor; if 
no response to an inquiry or request 
was made, the date the certificate in-
volved was made available to the 
presentor; or, in the case of an inquiry 
or request under § 240.17Ad–5(a) re-
sponded to by telephone, a telephone 
log or memorandum showing the date 
and substance of any telephone re-
sponse to the inquiry; 

(7) A log, journal, schedule or other 
record showing the number of inquiries 
subject to § 240.17Ad–5 (a), (b), (c) and 
(d) received during each month but not 
responded to within the required time 
frames and the number of such inquir-
ies pending as of the close of business 
on the last business day of each month; 

(8) Any document, resolution, con-
tract, appointment or other writing, 
any supporting document, concerning 
the appointment and the termination 
of such appointment of such registered 
transfer agent to act in any capacity 
for any issue on behalf of the issuer, on 
behalf of itself as the issuer or on be-
half of any person who was engaged by 
the issuer to act on behalf of the 
issuer; 

(9) Any record of an active (i.e., 
unreleased) stop order, notice of ad-
verse claim or any other restriction on 
transfer; 

(10) A copy of any transfer journal 
and registrar journal prepared by such 
registered transfer agent; and 

(11) Any document upon which the 
transfer agent bases its determination 
that an item received for transfer was 
received in connection with a reorga-
nization, tender offer, exchange, re-
demption, liquidation, conversion or 
the sale of securities registered pursu-
ant to the Securities Act of 1933 and, 
accordingly, was not routine under 
§ 240.17Ad–1(i) (5) or (8). 

(b) Every registered transfer agent 
which, under the terms of its agency, 
maintains securityholder records for 
an issue or which acts as a registrar for 
an issue shall, with respect to such 
issue, obtain from the issuer or its 
transfer agent and retain documenta-
tion setting forth the total number of 
shares or principal amount of debt se-
curities or total number of units if re-
lating to any other kind of security au-
thorized and the total issued and out-
standing pursuant to issuer authoriza-
tion. 

(c) Every registered transfer agent 
which, under the terms of its agency, 
maintains securityholder records for 
an issue shall, with respect to such 
issue, retain each cancelled registered 
bond, debenture, share, warrant or 
right, other registered evidence of in-
debtedness, or other certificate of own-
ership and all accompanying docu-
mentation, except legal papers re-
turned to the presentor. 

(Secs. 2, 17, 17A and 23(a) (15 U.S.C. 78b, 78q, 
78q–1 and 78w(a))) 

[42 FR 32413, June 24, 1977] 

§ 240.17Ad–7 Record retention. 

(a) The records required by 
§ 240.17Ad–6(a)(1), (3)(i), (6) or (11) shall 
be maintained for a period of not less 
than two years, the first six months in 
an easily accessible place. 

(b) The records required by 
§ 240.17Ad–6(a) (2), (3)(ii), (4), (5) or (7) 
shall be maintained for a period of not 
less than two years, the first year in an 
easily accessible place. 

(c) The records required by § 240.17Ad– 
6(a) (8), (9) and (10) and (b) shall be 
maintained in an easily accessible 
place during the continuance of the 
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transfer agency and shall be main-
tained for one year after termination 
of the transfer agency. 

(d) The records required by 
§ 240.17Ad–6(c) shall be maintained for a 
period of not less than six years, the 
first six months in an easily accessible 
place. 

(e) Every registered transfer agent 
shall maintain in an easily accessible 
place: 

(1) All records required under 
§ 240.17f–2(d) until at least three years 
after the termination of employment 
of those persons required by § 240.17f–2 
to be fingerprinted; and 

(2) All records required pursuant to 
§ 240.17f–2(e). 

(f) Subject to the conditions set forth 
in this section, the records required to 
be maintained pursuant to § 240.17Ad–6 
may be retained using electronic or 
micrographic media and may be pre-
served in those formats for the time re-
quired by § 240.17Ad–7. Records stored 
electronically or micrographically in 
accordance with this paragraph may 
serve as a substitute for the hard copy 
records required to be maintained pur-
suant to § 240.17Ad–6. 

(1) For purposes of this section: 
(i) The term micrographic media 

means microfilm or microfiche or any 
similar medium. 

(ii) The term electronic storage media 
means any digital storage medium or 
system. 

(iii) The term ARA means your ap-
propriate regulatory agency as that 
term is defined in 15 U.S.C. 78c(a)(34). 

(2) If you as a registered transfer 
agent use electronic storage media or 
micrographic media to store your 
records, you must: 

(i) Have available at all times for ex-
amination by the staffs of the Commis-
sion and of your ARA facilities to 
project or produce immediately easily 
readable images of such records; 

(ii) Be ready at all times to provide 
such records that the staffs of the Com-
mission and your ARA or their rep-
resentatives may request; 

(iii) Create an accurate index of such 
records, store the index with those 
records, and have the index available 
at all times for examination by the 
staffs of the Commission and your 
ARA; 

(iv) Have quality assurance proce-
dures to verify the quality and accu-
racy of the electronic or micrographic 
recording process; and 

(v) Maintain separately from the 
originals duplicates of the records and 
the index that you store on electronic 
storage media or micrographic media. 
You may store the duplicates of the in-
dexed records on any medium per-
mitted by this section. You must pre-
serve the duplicate records and index 
for the same time that is required by 
this section for the indexed records, 
and you must have them available at 
all times for examination by the staffs 
of the Commission and your ARA. 

(3) Any electronic storage media that 
you use to store your records must: 

(i) Ensure the security and integrity 
of the records by means of manual and 
automated controls that assure the au-
thenticity and quality of the electronic 
facsimile, detect attempts to alter or 
remove the records, and provide means 
to recover altered, damaged, or lost 
records resulting from any cause; 

(ii) Externally label all removable 
units of storage media using a unique 
identifier that allows the manual asso-
ciation of that removable storage unit 
with its place and order in the record-
keeping system; and 

(iii) Uniquely identify files and inter-
nally label each file with its unique 
name, the date and time of file cre-
ation, the date and time of last modi-
fication or extension, and a file se-
quence number when the file spans 
more than one volume. 

(4) If you use electronic storage 
media or micrographic media to store 
your records, you must establish an 
audit system that accounts for the 
inputting of and any changes to every 
record that is stored on electronic stor-
age media or micrographic media. The 
results of such audit system must: 

(i) Be available at all times for exam-
ination by the staffs of the Commission 
and your ARA; and 

(ii) Be preserved for the same time 
that is required by this section for the 
underlying records. 

(5) If you use electronic storage 
media or micrographic media to store 
your records, you must: 

(i) Maintain, keep current, and pro-
vide promptly upon request by the 
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staffs of the Commission and your ARA 
all information necessary to access the 
records and indexes stored on elec-
tronic storage media or micrographic 
media; and 

(ii) Place, or have a third party place 
on your behalf, in escrow with an inde-
pendent third party and keep current a 
copy of the physical and logical format 
of the electronic storage or micro-
graphic media, the field format of all 
different information types written on 
the electronic storage media and 
source code, and the appropriate docu-
mentation and information necessary 
to access records and indexes. The 
independent escrow agent must file an 
undertaking signed by a duly author-
ized person with the Commission and 
your ARA stating that: 

‘‘[Name of Third Party] hereby undertakes 
to furnish promptly upon request to the U.S. 
Securities and Exchange Commission, its 
designees, or representatives, upon reason-
able request, a current copy of the physical 
and logical format of the electronic storage 
or micrographic media, the field format of 
all different information types written on 
the electronic storage media and source 
code, and the appropriate documentation and 
information necessary to access the records 
and indexes of [Name of Transfer Agent]’s 
electronic records management system. 

(6) (i) If you use a third party to 
maintain or preserve some or all of the 
required records using electronic stor-
age media or micrographic media, such 
third party shall file a written under-
taking signed by a duly authorized per-
son with the Commission and your 
ARA stating that: 

‘‘With respect to any books and records 
maintained or preserved on behalf of [Name 
of Transfer Agent], [Name of Third Party] 
hereby undertakes to permit examination of 
such books and records at any time or from 
time to time during business hours by rep-
resentatives or designees of the U.S. Securi-
ties and Exchange Commission, and to 
promptly furnish to said Commission or its 
designee true, correct, complete, and current 
hard copies of any or all or any part of such 
books and records.’’ 

(ii) Agreement with a third party to 
maintain your records shall not relieve 
you from the responsibility to prepare 
and maintain records as specified in 
this section or in § 240.17Ad–6. 

(g) If the records required to be main-
tained and preserved by a registered 

transfer agent pursuant to the require-
ments of §§ 240.17Ad–6 and 240.17Ad–7 
are maintained and preserved on behalf 
of the registered transfer agent by an 
outside service bureau, other record-
keeping service or the issuer, the reg-
istered transfer agent shall obtain, 
from such outside service bureau, other 
recordkeeping service or the issuer, an 
agreement, in writing, to the effect 
that: 

(1) Such records are subject at any 
time, or from time to time, to reason-
able periodic, special, or other exami-
nations by representatives of the Com-
mission and the appropriate regulatory 
agency for such registered transfer 
agent if it is not the Commission; and 

(2) The outside service bureau, rec-
ordkeeping service, or issuer will fur-
nish to the Commission and the appro-
priate regulatory agency, upon de-
mand, at either the principal office or 
at any regional office, complete, cor-
rect and current hard copies of any and 
all such records. 

(h) When a registered transfer agent 
ceases to perform transfer agent func-
tions for an issue, the responsibility of 
such transfer agent under § 240.17Ad–7 
to retain the records required to be 
made and kept current under 
§ 240.17Ad–6(a) (1), (6), (9), (10) and (11), 
(b) and (c) shall end upon the delivery 
of such records to the successor trans-
fer agent. 

(i) The records required by 
§§ 240.17Ad–17(d) and 240.17Ad–19(c) shall 
be maintained for a period of not less 
than three years, the first year in an 
easily accessible place. 

[42 FR 32414, June 24, 1977, as amended at 47 
FR 54063, Dec. 1, 1982; 62 FR 52237, Oct. 7, 1997; 
66 FR 21659, May 1, 2001; 68 FR 74401, Dec. 23, 
2003; 68 FR 75054, Dec. 29, 2003; 78 FR 4874, 
Jan. 23, 2013] 

§ 240.17Ad–8 Securities position list-
ings. 

(a) For purposes of this section, the 
term securities position listing means, 
with respect to the securities of any 
issuer held by a registered clearing 
agency in the name of the clearing 
agency or its nominee, a list of those 
participants in the clearing agency on 
whose behalf the clearing agency holds 
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the issuer’s securities and of the par-
ticipants’ respective positions in such 
securities as of a specified date. 

(b) Upon request, a registered clear-
ing agency shall furnish a securities 
position listing promptly to each issuer 
whose securities are held in the name 
of the clearing agency or its nominee. 
A registered clearing agency may 
charge issuers requesting securities po-
sition listings a fee designed to recover 
the reasonable costs of providing the 
securities position listing to the issuer. 

(Secs. 2, 17A, and 23(a) (15 U.S.C. 78b, 78q–1, 
and 78w(a))) 

[44 FR 76777, Dec. 28, 1979] 

§ 240.17Ad–9 Definitions. 
As used in this section and 

§§ 240.17Ad–10, 240.17Ad–11, 240.17Ad–12 
and 240.17Ad–13: 

(a) Certificate detail, with respect to 
certificated securities, includes, at a 
minimum, all of the following, and 
with respect to uncertificated securi-
ties, includes items (2) through (8): 

(1) The certificate number. 
(2) The number of shares for equity 

securities or the principal dollar 
amount for debt securities; 

(3) The securityholder’s registration; 
(4) The address of the registered 

securityholder; 
(5) The issue date of the security; 
(6) The cancellation date of the secu-

rity; 
(7) In the case of redeemable securi-

ties of investment companies, an ap-
propriate description of each debit and 
credit (i.e., designation indicating pur-
chase, redemption, or transfer); and 

(8) Any other identifying information 
about securities and securityholders 
the transfer agent reasonably deems 
essential to its recordkeeping system 
for the efficient and effective research 
of record differences. 

(b) Master securityholder file is the of-
ficial list of individual securityholder 
accounts. With respect to 
uncertificated securities of companies 
registered under the Investment Com-
pany Act of 1940, the master 
securityholder file may consist of mul-
tiple, but linked, automated files. 

(c) A subsidiary file is any list or 
record of accounts, securityholders, or 

certificates that evidences debits or 
credits that have not been posted to 
the master securityholder file. 

(d) A control book is the record or 
other document that shows the total 
number of shares (in the case of equity 
securities) or the principal dollar 
amount (in the case of debt securities) 
authorized and issued by the issuer. 

(e) A credit is an addition of appro-
priate certificate detail to the master 
securityholder file. 

(f) A debit is a cancellation of appro-
priate certificate detail from the mas-
ter securityholder file. 

(g) A record difference occurs when ei-
ther: 

(1) The total number of shares or 
total principal dollar amount of securi-
ties in the master securityholder file 
does not equal the number of shares or 
principal dollar amount in the control 
book; or 

(2) The security transferred or re-
deemed contains certificate detail dif-
ferent from the certificate detail cur-
rently on the master securityholder 
file, which difference cannot be imme-
diately resolved. 

(h) A recordkeeping transfer agent is 
the registered transfer agent that 
maintains and updates the master 
securityholder file. 

(i) A co-transfer agent is the reg-
istered transfer agent that transfers se-
curities but does not maintain and up-
date the master securityholder file. 

(j) A named transfer agent is the reg-
istered transfer agent that is engaged 
by an issuer to perform transfer agent 
functions for an issue of securities but 
has engaged a service company to per-
form some or all of those functions. 

(k) A service company is the registered 
transfer agent engaged by a named 
transfer agent to perform transfer 
agent functions for that named trans-
fer agent. 

(l) A file includes automated and 
manual records. 

(Secs. 2, 17(a), 17A(d) and 23(a) thereof, 15 
U.S.C. 78b, 78q(a), 78q–1(d) and 78w(a)) 

[48 FR 28246, June 21, 1983] 
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§ 240.17Ad–10 Prompt posting of cer-
tificate detail to master 
securityholder files, maintenance of 
accurate securityholder files, com-
munications between co-transfer 
agents and recordkeeping transfer 
agents, maintenance of current con-
trol book, retention of certificate 
detail and ‘‘buy-in’’ of physical over- 
issuance. 

(a)(1) Every recordkeeping transfer 
agent shall promptly and accurately 
post to the master securityholder file 
debits and credits containing minimum 
and appropriate certificate detail rep-
resenting every security transferred, 
purchased, redeemed or issued; Pro-
vided, however, That if a security trans-
ferred or redeemed contains certificate 
detail different from that currently 
posted to the master securityholder 
file, the credit shall be posted to the 
master securityholder file and the 
debit and related certificate detail 
shall be maintained in a subsidiary file 
until resolved. The recordkeeping 
transfer agent shall exercise diligent 
and continuous attention to resolve 
the resulting record difference and, 
once resolved, shall post to the master 
securityholder file the debit main-
tained in the subsidiary file. Postings 
of certificate detail shall remain on the 
master securityholder file until a debit 
to a securityholder acount is appro-
priate. 

(2) As used in this paragraph, the 
term promptly means the following 
number of days after issuance, pur-
chase, transfer, or redemption of a se-
curity: 

(i) With respect to recordkeeping 
transfer agents (other than transfer 
agents that perform transfer agent 
functions with respect to redeemable 
securities issued by investment compa-
nies registered under section 8 of the 
Investment Company Act of 1940) that 
are exempt transfer agents under 
§ 240.17Ad–4(b), 30 calendar days; 

(ii) With respect to recordkeeping 
transfer agents (other than transfer 
agents that perform transfer agent 
functions with respect to redeemable 
securities issued by investment compa-
nies registered under section 8 of the 
Investment Company Act of 1940) that: 

(A) Perform transfer agent functions 
solely for their own or their affiliated 
companies’ securities issues, and 

(B) Employ batch posting systems, 
ten business days; and 

(iii) With respect to all other record-
keeping transfer agents, five business 
days; Provided, however, That all secu-
rities transferred, purchased, redeemed 
or issued prior to record date, but post-
ed subsequent thereto, shall be posted 
as of the record date. 

(3) With respect to posting certificate 
detail from transfer journals received 
by the recordkeeping transfer agent 
from a co-transfer agent, the time 
frames set forth in paragraph (a)(2) 
shall commence upon receipt of those 
journals by the recordkeeping transfer 
agent. 

(b) Every recordkeeping transfer 
agent shall maintain and keep current 
an accurate master securityholder file 
and subsidiary files. If such transfer 
agent has any record difference, its 
master securityholder file and sub-
sidiary files must accurately represent 
all relevant debits and credits until the 
record difference is resolve. The record-
keeping transfer agent shall exercise 
diligent and continuous attention to 
resolve all record differences. 

(c)(1) Every co-transfer agent shall 
dispatch or mail promptly to the rec-
ordkeeping transfer agent a record of 
debits and credits for every security 
transferred or issued. For the purposes 
of this paragraph, ‘‘promptly’’ means 
within two business days following 
transfer of each security, and, with re-
spect to transfers occurring within five 
business days of record date, daily. 

(2) Within three business days fol-
lowing the end of each month, every 
co-transfer agent shall mail to the rec-
ordkeeping transfer agent for each 
issue of securities for which it acts as 
a co-transfer agent, a report setting 
forth: 

(i) The principal dollar amount of 
debt securities or the number of shares 
and related market value of equity se-
curities comprising any buy-in exe-
cuted by the co-transfer agent during 
the preceding month pursuant to para-
graph (g) of this section; and 

(ii) The reason for the buy-in. 
(d) Every co-transfer agent shall re-

spond promptly to all inquiries from 
the recordkeeping transfer agent re-
garding records required to be dis-
patched or mailed by the co-transfer 
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agent pursuant to § 240.17Ad–10(c). For 
the purposes of this paragraph, 
‘‘promptly’’ means within five business 
days of receipt of an inquiry from a 
recordkeeping transfer agent. 

(e) Every recordkeeping transfer 
agent shall maintain and keep current 
an accurate control book for each issue 
of securities. A change in the control 
book shall not be made except upon 
written authorization from a duly au-
thorized agent of the issuer. 

(f) Every recordkeeping transfer 
agent shall retain a record of all cer-
tificate detail deleted from the master 
securityholder file for a period of six 
years from the date of deletion. In lieu 
of maintaining a hard copy, a record-
keeping transfer agent may comply 
with this paragraph by complying with 
§ 240.17Ad–7(f) or § 240.17Ad–7(g). 

(g)(1) A registered transfer agent, in 
the event of any actual physical 
overissuance that such transfer agent 
caused and of which it has knowledge, 
shall, within 60 days of the discovery of 
such overissuance, buy in securities 
equal to the number of shares in the 
case of equity securities or the prin-
cipal dollar amount in the case of debt 
securities. During the sixty-day period, 
the registered transfer agent shall de-
vote diligent attention to resolving the 
overissuance and recovering the cer-
tificates. This paragraph requires a 
buy-in only by the transfer agent that 
erroneously issued the certificate(s) 
giving rise to the physical 
overissuance, and applies only to those 
physical overissuances created by 
transfers or issuances subsequent to 
September 30, 1983. 

(2) If a transfer agent obtains a letter 
from the party holding the overissued 
certificates that confirms that the 
overissued certificate(s) will be re-
turned to the transfer agent not later 
than thirty days after the expiration of 
the sixty-day period, the transfer agent 
need not buy in securities by the six-
tieth day. If, however, the certificate(s) 
are not returned to the transfer agent 
within the additional thirty-day pe-
riod, the transfer agent immediately 
must execute the buy-in in accordance 
with paragraph (g)(1) of this section. 

(3) If the certificates involved are 
covered by a surety bond indemnifying 
the transfer agent for all expenses in-

curred as a result of actual 
overissuance, the transfer agent need 
not buy in the securities. The transfer 
agent, however, shall devote diligent 
attention to resolving the overissuance 
and recovering the certificates. 

(4) For purposes of this paragraph, 
discovery of the overissuance occurs 
when the transfer agent identifies the 
erroneously issued certificate(s) and 
the registered securityholder(s). 

(h) Subsequent to the effective date 
of this section, registered transfer 
agents that: 

(1) Assume the maintenance and up-
dating of master securityholder files 
from predecessor transfer agents, 

(2) Establish a new master 
securityholder file for a particular 
issue, or 

(3) Convert from manual to auto-
mated systems, 

must carry over any existing certifi-
cate detail required by this section on 
the master securityholder file. 

A recordkeeping transfer agent shall 
not be required to add certificate detail 
to the master securityholder file re-
specting certificates issued prior to the 
effective date of this section. 

(Secs. 2, 17(a), 17A(d) and 23(a) thereof, 15 
U.S.C. 78b, 78q(a), 78q–1(d) and 78w(a)) 

[48 FR 28246, June 21, 1983, as amended at 51 
FR 5708, Feb. 18, 1986] 

§ 240.17Ad–11 Reports regarding aged 
record differences, buy-ins and fail-
ure to post certificate detail to mas-
ter securityholder and subsidiary 
files. 

(a) Definitions. (1) Issuer capitalization 
means the market value of the issuer’s 
authorized and outstanding equity se-
curities or, with respect to a municipal 
securities issuer, the market value of 
all debt issues for which the transfer 
agent performs recordkeeping func-
tions on behalf of that issuer, deter-
mined by reference to the control book 
and current market prices. 

(2) An aged record difference is a 
record difference that has existed for 
more than thirty calendar days. 

(b) Reports to Issuers. (1) Within ten 
business days following the end of each 
month, every recordkeeping transfer 
agent shall report the information 
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specified in paragraph (d)(1) of this sec-
tion to the persons specified in para-
graph (b)(3) of this section, when the 
aggregate market value of aged record 
differences in all equity securities 
issues or debt securities issues main-
tained on behalf of a particular issuer 
exceeds the thresholds set forth in the 
table below. 

Issuer capitalization 

Aggregate market value 
of aged record differences 

exceeds 

For equity 
securities 

For debt se-
curities 

(1) $5 million or less .................. $50,000 $100,000 
(2) Greater than $5 million but 

less than $50 million .............. 250,000 500,000 
(3) Greater than $50 million but 

less than $150 million ............ 500,000 1,000,000 
(4) Greater than $150 million .... 1,000,000 2,000,000 

(2) Within ten business days fol-
lowing the end of each month (or with-
in ten days thereafter in the case of a 
named transfer agent that receives a 
report from a service company pursu-
ant to paragraph (b)(3)(i)(C)), every rec-
ordkeeping transfer agent shall report 
the information specified in paragraph 
(d)(2) of this section to the persons 
specified in paragraph (b)(3) of this sec-
tion, with respect to each issue of secu-
rities for which it acts as record-
keeping transfer agent, concerning any 
securities bought-in pursuant to 
§ 240.17Ad–10(g) or reported as bought-in 
pursuant to § 240.17Ad–10(c) during the 
preceding month. 

(3) The report shall be sent: 
(i) By every recordkeeping transfer 

agent (other than a recordkeeping 
transfer agent that performs transfer 
agent functions solely for its own secu-
rities): 

(A) To the official performing cor-
porate secretary functions for the 
issuer of the securities for which the 
aged record difference exists or for 
which the buy-in occurred; 

(B) With respect to an issue of munic-
ipal securities, to the chief financial 
officer of the issuer of the securities for 
which the aged record difference exists 
or for which the buy-in occurred; or 

(C) If it acts as a service company, to 
the named transfer agent; and 

(ii) By every named transfer agent 
that is engaged by an issuer to main-
tain and update the master 
securityholder file: 

(A) To the official performing cor-
porate secretary functions for the 
issuer of the securities for which the 
aged record difference exists or for 
which the buy-in occurred; or 

(B) With respect to an issue of munic-
ipal securities, to the chief financial 
officer of the issuer of the securities for 
which the aged record difference exists 
or for which the buy-in occurred. 

(c) Reports to appropriate regulatory 
agencies (1) Within ten business days 
following the end of each calendar 
quarter, every recordkeeping transfer 
agent shall report the information 
specified in paragraph (d)(1) of this sec-
tion to its appropriate regulatory agen-
cy in accordance with § 240.17Ad–2(h), 
when the aggregate market value of 
aged record differences for all issues 
for which it performs recordkeeping 
functions exceeds the thresholds speci-
fied below: 

(i) $300,000 if it is a recordkeeping 
transfer agent for 5 or fewer issues; 

(ii) $500,000 for 6–24 issues; 
(iii) $800,000 for 25–49 issues; 
(iv) $1 million for 50–74 issues; 
(v) $1.2 million for 75–99 issues; 
(vi) $1.4 million for 100–499 issues; 
(vii) $1.6 million for 500–999 issues; 
(viii) $2.6 million for 1,000–1,999 

issues; and 
(ix) An additional $1 million for each 

additional 1,000 issues. 
(2) Within ten business days fol-

lowing the end of each calendar quar-
ter, every recordkeeping transfer agent 
shall report the information specified 
in paragraph (d)(2) of this section to its 
appropriate regulatory agency in ac-
cordance with § 240.17Ad–2(h), con-
cerning buy-ins of all issues for which 
it acts as recordkeeping transfer agent, 
when the aggregate market value of all 
buy-ins executed pursuant to 
§ 240.17Ad–10(g) during that calendar 
quarter exceeds $100,000. 

(3) When the recordkeeping transfer 
agent has any debits or credits for se-
curities transferred, purchased, re-
deemed or issued that are unposted to 
the master securityholder and/or sub-
sidiary files for more than five business 
days after debits and credits are re-
quired to be posted to the master 
securityholder file or subsidiary files 
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pursuant to § 240.17Ad–10, it shall im-
mediately report such fact to its appro-
priate regulatory agency in accordance 
with § 240.17Ad–2(h) and shall state in 
that report what steps have been, and 
are being, taken to correct the situa-
tion. 

(d) Content of reports. (1) Each report 
pursuant to paragraphs (b)(1) and (c)(1) 
of this section shall set forth with re-
spect to each issue of securities: 

(i) The principal dollar amount and 
related market value of debt securities 
or the number of shares and related 
market value of equity securities com-
prising the aged record difference (in-
cluding information concerning aged 
record differences existing as of the ef-
fective date of this section); 

(ii) The reasons for the aged record 
difference; and 

(iii) The steps being taken or to be 
taken to resolve the aged record dif-
ference. 

(2) Each report pursuant to para-
graphs (b)(2) and (c)(2) of this section 
shall set forth with respect to each 
issue of securities: 

(i) The principal dollar amount of 
debt securities and related market 
value or the number of shares and re-
lated market value of equity securities 
comprising any buy-in executed pursu-
ant to § 240.17Ad–10(g); 

(ii) The party that executed the buy- 
in; and 

(iii) The reason for the buy-in. 
(e) For purposes of this section, the 

market value of an issue shall be deter-
mined as of the last business day on 
which market value information is 
available during the reporting period. 

(f) A copy of any report required 
under this section shall be retained by 
the reporting transfer agent for a pe-
riod of not less than three years, the 
first year in an easily accessible place. 

(Secs. 2, 17(a), 17A(d) and 23(a) thereof, 15 
U.S.C. 78b, 78q(a), 78q–1(d) and 78w(a)) 

[48 FR 28247, June 21, 1983] 

§ 240.17Ad–12 Safeguarding of funds 
and securities. 

(a) Any registered transfer agent 
that has custody or possession of any 
funds or securities related to its trans-
fer agent activities shall assure that: 

(1) All such securities are held in 
safekeeping and are handled, in light of 

all facts and circumstances, in a man-
ner reasonably free from risk of theft, 
loss or destruction (other than by a 
transfer agent’s certificate destruction 
procedures pursuant to § 240.17Ad-19); 
and 

(2) All such funds are protected, in 
light of all facts and circumstances, 
against misuse. In evaluating which 
particular safeguards and procedures 
must be employed, the cost of the var-
ious safeguards and procedures as well 
as the nature and degree of potential 
financial exposure are two relevant 
factors. 

(b) For purposes of this section, the 
term securities shall have the same 
meaning as the term securities certifi-
cate as defined in § 240.17f–1(a)(6). 

(Secs. 2, 17(a), 17A(d) and 23(a) thereof, 15 
U.S.C. 78b, 78q(a), 78q–1(d) and 78w(a)) 

[48 FR 28248, June 21, 1983, as amended at 68 
FR 74401, Dec. 23, 2003] 

§ 240.17Ad–13 Annual study and eval-
uation of internal accounting con-
trol. 

(a) Accountant’s report. Every reg-
istered transfer agent, except as pro-
vided in paragraph (d) of this section, 
shall file annually with the Commis-
sion and the transfer agent’s appro-
priate regulatory agency in accordance 
with § 240.17Ad–2(h), a report specified 
in paragraph (a)(1) of this section pre-
pared by an independent accountant 
concerning the transfer agent’s system 
of internal accounting control and re-
lated procedures for the transfer of 
record ownership and the safeguarding 
of related securities and funds. That re-
port shall be filed within 90 calendar 
days of the date of the study and eval-
uation set forth in paragraph (a)(1). 

(1) The accountant’s report shall: 
(i) State whether the study and eval-

uation was made in accordance with 
generally accepted auditing standards 
using the criteria set forth in para-
graph (a)(3) of this section; 

(ii) Describe any material inadequa-
cies found to exist as of the date of the 
study and evaluation and any correc-
tive action taken, or if no material in-
adequacy existed, the report shall so 
state; 

(iii) Comment on the current status 
of any material inadequacy described 
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in the immediately preceding report; 
and 

(iv) Indicate the date of the study 
and evaluation. 

(2) The study and evaluation of the 
transfer agent’s system of internal ac-
counting control for the transfer of 
record ownership and the safeguarding 
of related securities and funds shall 
cover the following: 

(i) Transferring securities related to 
changes of ownership (i.e., cancellation 
of certificates or other instruments ev-
idencing prior ownership and issuance 
of certificates or instruments evidenc-
ing current ownership); 

(ii) Registering changes of ownership 
on the books and records of the issuer; 

(iii) Transferring record ownership as 
a result of corporate actions (e.g., 
issuance, retirement, redemption, liq-
uidation, conversion, exchange, tender 
offer or other types of reorganization); 

(iv) Dividend disbursement or inter-
est paying-agent activities; 

(v) Administering dividend reinvest-
ment programs; and 

(vi) Distributing statements respect-
ing initial offerings of securities. 

(3) For purposes of this report, the 
objectives of a transfer agent’s system 
of internal accounting control for the 
transfer of record ownership and the 
safeguarding of related securities and 
funds should be to provide reasonable, 
but not absolute, assurance that secu-
rities and funds are safeguarded 
against loss from unauthorized use or 
disposition and that transfer agent ac-
tivities are performed promptly and ac-
curately. For purposes of this report, a 
material inadequacy is a condition for 
which the independent accountant be-
lieves that the prescribed procedures or 
the degree of compliance with them do 
not reduce to a relatively low level the 
risk that errors or irregularities, in 
amounts that would have a significant 
adverse effect on the transfer agent’s 
ability promptly and accurately to 
transfer record ownership and safe-
guard related securities and funds, 
would occur or not be detected within 
a timely period by employees in the 
normal course of performing their as-
signed functions. Occurrence of errors 
or irregularities more frequently than 
in isolated instances may be evidence 
that the system has a material inad-

equacy. A significant adverse effect on 
a transfer agent’s ability promptly and 
accurately to transfer record owner-
ship and safeguard related securities 
and funds could result from any condi-
tion or conditions that individually, or 
taken as a whole, would reasonably be 
expected to: 

(i) Inhibit the transfer agent from 
promptly and accurately discharging 
its responsibilities under its contrac-
tual agreement with the issuer; 

(ii) Result in material financial loss 
to the transfer agent; or 

(iii) Result in a violation of 
§ 240.17Ad–2, 17Ad–10 or 17Ad–12(a). 

(b) Notice of corrective action. If the 
accountant’s report describes any ma-
terial inadequacy, the transfer agent 
shall, within sixty calendar days after 
receipt of the report, notify the Com-
mission and its appropriate regulatory 
agency in writing regarding the correc-
tive action taken or proposed to be 
taken. 

(c) Record retention. The accountant’s 
report and any documents required by 
paragraph (b) of this section shall be 
maintained by the transfer agent for at 
least three years, the first year in an 
easily accessible place. 

(d) Exemptions. The requirements of 
§ 240.17Ad–13 shall not apply to reg-
istered transfer agents that qualify for 
exemptions pursuant to this paragraph, 
17Ad–13(d). 

(1) A registered transfer agent shall 
be exempt if it performs transfer agent 
functions solely for: 

(i) Its own securities; 
(ii) Securities issued by a subsidiary 

in which it owns 51% or more of the 
subsidiary’s capital stock; and 

(iii) Securities issued by another cor-
poration that owns 51% or more of the 
capital stock of the registered transfer 
agent. 

(2) A registered transfer agent shall 
be exempt if it: 

(i) Is an exempt transfer agent pursu-
ant to § 240.17AD–4(b); and 

(ii) In the case of a transfer agent 
that performs transfer agent functions 
for redeemable securities issued by 
companies registered under section 8 of 
the Investment Company Act of 1940, 
maintains master securityholder files 
consisting of fewer than 1000 share-
holder accounts, in the aggregate, for 
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each of such issues for which it per-
forms transfer agent functions. 

(3) A registered transfer agent shall 
be exempt if it is a bank or financial 
institution subject to regulation by the 
Board of Governors of the Federal Re-
serve System, the Office of the Comp-
troller of the Currency or the Federal 
Deposit Insurance Corporation, pro-
vided that it is not notified to the con-
trary by its appropriate regulatory 
agency and provided that a report simi-
lar in scope to the requirements of 
§ 240.17Ad–13(a) is prepared for either 
the bank’s board of directors or an 
audit committee of the board of direc-
tors. 

(Secs. 2, 17(a), 17A(d) and 23(a) thereof, 15 
U.S.C. 78b, 78q(a), 78q–1(d) and 78w(a)) 

[48 FR 28248, June 21, 1983] 

§ 240.17Ad–14 Tender agents. 
(a) Establishing book-entry depository 

accounts. When securities of a subject 
company have been declared eligible by 
one or more qualified registered securi-
ties depositories for the services of 
those depositories at the time a tender 
or exchange offer is commenced, no 
registered transfer agent shall act on 
behalf of the bidder as a depositary, in 
the case of a tender offer, or an ex-
change agent, in the case of an ex-
change offer, in connection with a ten-
der or exchange offer, unless that 
transfer agent has established, within 
two business days after commencement 
of the offer, specially designated ac-
counts. These accounts shall be main-
tained throughout the duration of the 
offer, including protection periods, 
with all qualified registered securities 
depositories holding the subject com-
pany’s securities, for purposes of re-
ceiving from depository participants 
securities being tendered to the bidder 
by book-entry delivery pursuant to 
transmittal letters and other docu-
mentation and for purposes of allowing 
tender agents to return to depository 
participants by book-entry movement 
securities withdrawn from the offer. 

(b) Exclusions. The rule shall not 
apply to tender or exchange offers (1) 
that are made for a class of securities 
of a subject company that has fewer 
than (i) 500 security holders of record 
for that class, or (ii) 500,000 shares of 

that class outstanding; or (2) that are 
made exclusively to security holders of 
fewer than 100 shares of a class of secu-
rities. 

(c) Definitions. For purposes of this 
rule, (1) the terms subject company, 
business day, security holders, and trans-
mittal letter shall be given the meanings 
provided in § 240.14d–1(b); (2) unless the 
context otherwise requires, a tender or 
exchange offer shall be deemed to have 
commenced as specified in § 240.14d–2; 
(3) the term bidder shall mean any per-
son who makes a tender or exchange 
offer or on whose behalf a tender or ex-
change offer is made; (4) a qualified reg-
istered securities depository shall mean a 
registered clearing agency having rules 
and procedures approved by the Com-
mission pursuant to section 19 of the 
Securities Exchange Act of 1934 to en-
able book-entry delivery of the securi-
ties of the subject company to, and re-
turn of those securities from, the 
transfer agent through the facilities of 
that securities depository; and (5) the 
term depositary refers to that agent of 
the bidder receiving securities from 
tendering depository participants and 
paying those participants for shares 
tendered. The term exchange agent re-
fers to the agent performing like func-
tions in connection with an exchange 
offer. 

(d) Exemptions. The Commission may 
exempt from the provisions of this 
rule, either unconditionally or on spec-
ified terms and conditions, any reg-
istered transfer agent, tender or ex-
change offer, or class of tender or ex-
change offers, if the Commission deter-
mines that an exemption is consistent 
with the public interest, the protection 
of investors, the prompt and accurate 
clearance and settlement of securities 
transactions, the maintenance of fair 
and orderly markets, or the removal of 
impediments to a national clearance 
and settlement system. 

(Secs. 2, 11A(a)(1)(B), 14(d)(4), 15(c)(3), 15(c)(6), 
17A(a), 17A(d)(1), and 23(a) of the Securities 
Exchange Act of 1934 (15 U.S.C. 78b, 78k– 
1(a)(1)(B), 78n(d)(4), 78o(c)(3), 78o(c)(6), 78q– 
1(a), 78q–1(d)(1) and 78w(a))) 

[49 FR 3071, Jan. 25, 1984] 
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§ 240.17Ad–15 Signature guarantees. 
(a) Definitions. For purposes of this 

section, the following terms shall 
mean: 

(1) Act means the Securities Ex-
change Act of 1934; 

(2) Eligible Guarantor Institution 
means: 

(i) Banks (as that term is defined in 
section 3(a) of the Federal Deposit In-
surance Act [12 U.S.C. 1813(a)]); 

(ii) Brokers, dealers municipal secu-
rities dealers, municipal securities bro-
kers, government securities dealers, 
and government securities brokers, as 
those terms are defined under the Act; 

(iii) Credit unions (as that term is de-
fined in Section 19 (b)(1)(A) of the Fed-
eral Reserve Act [12 U.S.C. 461(b)]); 

(iv) National securities exchanges, 
registered securities associations, 
clearing agencies, as those terms are 
used under the Act; and 

(v) Savings associations (as that 
term is defined in section 3(b) of the 
Federal Deposit Insurance Act [12 
U.S.C. 1813(b)]). 

(3) Guarantee means a guarantee of 
the signature of the person endorsing a 
certificated security, or originating an 
instruction to transfer ownership of a 
security or instructions concerning 
transfer of securities. 

(b) Acceptance of signature guarantees. 
A registered transfer agent shall not, 
directly or indirectly, engage in any 
activity in connection with a guar-
antee, including the acceptance or re-
jection of such guarantee, that results 
in the inequitable treatment of any eli-
gible guarantor institution or a class of 
institutions. 

(c) Transfer agent’s standards and pro-
cedures. Every registered transfer agent 
shall establish: 

(1) Written standards for the accept-
ance of guarantees of securities trans-
fers from eligible guarantor institu-
tions; and 

(2) Procedures, including written 
guidelines where appropriate, to ensure 
that those standards are used in deter-
mining whether to accept or reject 
guarantees from eligible guarantor in-
stitutions. Such standards and proce-
dures shall not establish terms and 
conditions (including those pertaining 
to financial condition) that, as written 
or applied, treat different classes of eli-

gible guarantor institutions inequi-
tably, or result in the rejection of a 
guarantee from an eligible guarantor 
institution solely because the guar-
antor institution is of a particular type 
specified in paragraphs (a)(2)(i)– 
(a)(2)(v) of this section. 

(d) Rejection of items presented for 
transfer. (1) No registered transfer 
agent shall reject a request for transfer 
of a certificated or uncertificated secu-
rity because the certificate, instruc-
tion, or documents accompanying the 
certificate or instruction includes an 
unacceptable guarantee, unless the 
transfer agent determines that the 
guarantor, if it is an eligible guarantor 
institution, does not satisfy the trans-
fer agent’s written standards or proce-
dures. 

(2) A registered transfer agent shall 
notify the guarantor and the presentor 
of the rejection and the reasons for the 
rejection within two business days 
after rejecting a transfer request be-
cause of a determination that the guar-
antor does not satisfy the transfer 
agent’s written standards or proce-
dures. Notification to the presentor 
may be accomplished by making the 
rejected item available to the 
presentor. Notification to the guar-
antor may be accomplished by tele-
phone, facsimile, or ordinary mail. 

(e) Record retention. (1) Every reg-
istered transfer agent shall maintain a 
copy of the standards and procedures 
specified in paragraph (c) of this sec-
tion in an easily accessible place. 

(2) Every registered transfer agent 
shall make available a copy of the 
standards and procedures specified in 
paragraph (c) of this section to any 
person requesting a copy of such stand-
ards and procedures. The registered 
transfer agent shall respond within 
three days of a request for such stand-
ards and procedures by sending the re-
questing party a copy of the requested 
transfer agent’s standards and proce-
dures. 

(3) Every registered transfer agent 
shall maintain, for a period of three 
years following the date of the rejec-
tion, a record of transfers rejected, in-
cluding the reason for the rejection, 
who the guarantor was and whether the 
guarantor failed to meet the transfer 
agent’s guarantee standards. 
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(f) Exclusions. Nothing in this section 
shall prohibit a transfer agent from re-
jecting a request for transfer of a cer-
tificated or uncertificated security: 

(1) For reasons unrelated to accept-
ance of the guarantor institution; 

(2) Because the person acting on be-
half of the guarantor institution is not 
authorized by that institution to act 
on its behalf, provided that the trans-
fer agent maintains a list of people au-
thorized to act on behalf of that guar-
antor institution; or 

(3) Because the eligible guarantor in-
stitution of a type specified in para-
graph (a)(2)(ii) of this section is neither 
a member of a clearing corporation nor 
maintains net capital of at least 
$100,000. 

(g) Signature guarantee program. (1) A 
registered transfer agent shall be 
deemed to comply with paragraph (c) 
of this section if its standards and pro-
cedures include: 

(i) Rejecting a request for transfer 
because the guarantor is neither a 
member of nor a participant in a signa-
ture guarantee program; or 

(ii) Accepting a guarantee from an el-
igible guarantor institution who, at 
the time of issuing the guarantee, is a 
member of or participant in a signa-
ture guarantee program. 

(2) Within the first six months after 
revising its standards and procedures 
to include a signature guarantee pro-
gram, the transfer agent shall not re-
ject a request for transfer because the 
guarantor is neither a member of nor 
participant in a signature guarantee 
program, unless the transfer agent has 
given that guarantor ninety days writ-
ten notice of the transfer agent’s in-
tent to reject transfers with guaran-
tees from non-participating or non- 
member guarantors. 

(3) For purposes of paragraph (g) of 
this section, the term ‘‘signature guar-
antee program,’’ means a program, the 
terms and conditions of which the 
transfer agent reasonably determines: 

(i) To facilitate the equitable treat-
ment of eligible guarantor institutions; 
and 

(ii) To promote the prompt, accurate 
and safe transfer of securities by pro-
viding: 

(A) Adequate protection to the trans-
fer agent against risk of financial loss 

in the event persons have no recourse 
against the eligible guarantor institu-
tion; and 

(B) Adequate protection to the trans-
fer agent against the issuance of unau-
thorized guarantees. 

[57 FR 1095, Jan. 10, 1992] 

§ 240.17Ad–16 Notice of assumption or 
termination of transfer agent serv-
ices. 

(a) A registered transfer agent that 
ceases to perform transfer agent serv-
ices on behalf of an issuer of securities, 
including a registered transfer agent 
that ceases to perform transfer agent 
services on behalf of an issuer of secu-
rities because of a merger or acquisi-
tion by another transfer agent, shall 
send written notice of such termi-
nation to the appropriate qualified reg-
istered securities depository on or be-
fore the later of ten calendar days prior 
to the effective date of such termi-
nation or the day the transfer agent is 
notified of the effective date of such 
termination. Such notice shall include 
the full name, address, telephone num-
ber, and Financial Industry Number 
Standard (‘‘FINS’’) number of the 
transfer agent ceasing to perform the 
transfer agent services for the issuer; 
the issuer’s name; the issue or issues 
handled and their CUSIP number(s); 
and if known, the name, address, and 
telephone number of the transfer agent 
that thereafter will provide transfer 
services for the issuer. If no successor 
transfer agent is known, the notice 
shall include the name and address of a 
contact person at the issuer. 

(b) A registered transfer agent that 
changes its name or address or that as-
sumes transfer agent services on behalf 
of an issuer of securities, including a 
transfer agent that assumes transfer 
agent services on behalf of an issuer of 
securities because of a merger or acqui-
sition of another transfer agent, shall 
send written notice of such to the ap-
propriate qualified registered securi-
ties depository on or before the later of 
ten calendar days prior to the effective 
date of such change in status or the 
day the transfer agent is notified of the 
effective date of such change in status. 
A notice regarding a change of name or 
address shall include the full name, ad-
dress, telephone number, and FINS 
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number of the transfer agent and the 
location where certificates are received 
for transfer. A notice regarding the as-
sumption of transfer agent services on 
behalf of an issuer of securities, includ-
ing assumption of transfer agent serv-
ices resulting from the merger or ac-
quisition of another transfer agent, 
shall include the full name, address, 
telephone number, and FINS number of 
the transfer agent assuming the trans-
fer agent services for the issuer; the 
issuer’s name; and the issue or issues 
handled and their CUSIP number(s). 

(c) The notice described in para-
graphs (a) and (b) of this section shall 
be delivered by means of secure com-
munication. For purposes of this sec-
tion, secure communication shall in-
clude telegraph, overnight mail, fac-
simile, or any other form of secure 
communication. 

(d)(1) The appropriate qualified reg-
istered securities depository that re-
ceives notices pursuant to paragraphs 
(a) and (b) of this section shall deliver 
within 24 hours a copy of such notices 
to each qualified registered securities 
depository. A qualified registered secu-
rities depository that receives notice 
pursuant to this section shall deliver a 
copy of such notices to its own partici-
pants within 24 hours. 

(2) A qualified registered securities 
depository may comply with its notice 
requirements under paragraph (d)(1) of 
this section by making available the 
notice of all material information from 
the notice within 24 hours in a manner 
set forth in the rules of the qualified 
registered securities depository. 

(3) A qualified registered securities 
depository shall maintain such notices 
for a period of not less than two years, 
the first six months in an easily acces-
sible place. Such notice shall be made 
available to the Commission or other 
persons as the Commission may des-
ignate by order. 

(4) A registered transfer agent that 
provides notice pursuant to paragraphs 
(a) and (b) of this section shall main-
tain such notice for a period of not less 
than two years, the first six months in 
an easily accessible place. 

(e) For purposes of this section, a 
qualified registered securities depository 
shall mean a clearing agency reg-
istered under section 17A of the Act (15 

U.S.C. 78q-1) that performs clearing 
agency functions as described in sec-
tion 3(a)(23)(A)(i) of the Act (15 U.S.C. 
78c(a)(23)(A)(i)) and that has rules and 
procedures concerning its responsi-
bility for maintaining, updating, and 
providing appropriate access to the in-
formation it receives pursuant to this 
section. 

(f) For purposes of this section, an 
appropriate qualified registered securities 
depository shall mean the qualified reg-
istered securities depository that the 
Commission so designates by order or, 
in the absence of such designation, the 
qualified registered securities deposi-
tory that is the largest holder of record 
of all qualified registered securities de-
positories as of the most recent record 
date. 

[59 FR 63661, Dec. 8, 1994] 

§ 240.17Ad–17 Lost securityholders and 
unresponsive payees. 

(a)(1) Every recordkeeping transfer 
agent whose master securityholder file 
includes accounts of lost 
securityholders and every broker or 
dealer that has customer security ac-
counts that include accounts of lost 
securityholders shall exercise reason-
able care to ascertain the correct ad-
dresses of such securityholders. In ex-
ercising reasonable care to ascertain 
such lost securityholders’ correct ad-
dresses, each such recordkeeping trans-
fer agent and each such broker or deal-
er shall conduct two database searches 
using at least one information data-
base service. The transfer agent, 
broker, or dealer shall search by tax-
payer identification number or by 
name if a search based on taxpayer 
identification number is not reason-
ably likely to locate the 
securityholder. Such database searches 
must be conducted without charge to a 
lost securityholder and with the fol-
lowing frequency: 

(i) Between three and twelve months 
of such securityholder becoming a lost 
securityholder; and 

(ii) Between six and twelve months 
after the first search for such lost 
securityholder by the transfer agent, 
broker, or dealer. 

(2) A transfer agent, broker, or dealer 
may not use a search method or service 
to establish contact with lost 
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securityholders that results in a charge 
to a lost securityholder prior to com-
pleting the searches set forth in para-
graph (a)(1) of this section. 

(3) A transfer agent, broker, or dealer 
need not conduct the searches set forth 
in paragraph (a)(1) of this section for a 
lost securityholder if: 

(i) It has received documentation 
that such securityholder is deceased; or 

(ii) The aggregate value of assets 
listed in the lost securityholder’s ac-
count, including all dividend, interest, 
and other payments due to the lost 
securityholder and all securities owned 
by the lost securityholder as recorded 
in the master securityholder files of 
the transfer agent or in the customer 
security account records of the broker 
or dealer, is less than $25; or 

(iii) The securityholder is not a nat-
ural person. 

(b) For purposes of this section: 
(1) Information data base service means 

either: 
(i) Any automated data base service 

that contains addresses from the entire 
United States geographic area, con-
tains the names of at least 50% of the 
United States adult population, is in-
dexed by taxpayer identification num-
ber or name, and is updated at least 
four times a year; or 

(ii) Any service or combination of 
services which produces results com-
parable to those of the service de-
scribed in paragraph (b)(1)(i) of this 
section in locating lost 
securityholders. 

(2) Lost securityholder means a 
securityholder: 

(i) To whom an item of correspond-
ence that was sent to the 
securityholder at the address contained 
in the transfer agent’s master 
securityholder file or customer secu-
rity account records of the broker or 
dealer has been returned as undeliver-
able; provided, however, that if such 
item is re-sent within one month to the 
lost securityholder, the transfer agent, 
broker, or dealer may deem the 
securityholder to be a lost 
securityholder as of the day the resent 
item is returned as undeliverable; and 

(ii) For whom the transfer agent, 
broker, or dealer has not received in-
formation regarding the 
securityholder’s new address. 

(c)(1) The paying agent, as defined in 
paragraph (c)(2) of this section, shall 
provide not less than one written noti-
fication to each unresponsive payee, as 
defined in paragraph (c)(3) of this sec-
tion, stating that such unresponsive 
payee has been sent a check that has 
not yet been negotiated. Such notifica-
tion may be sent with a check or other 
mailing subsequently sent to the unre-
sponsive payee but must be provided no 
later than seven (7) months (or 210 
days) after the sending of the not yet 
negotiated check. The paying agent 
shall not be required to send a written 
notice to an unresponsive payee if such 
unresponsive payee would be consid-
ered a lost securityholder by a transfer 
agent, broker, or dealer. 

(2) The term paying agent shall in-
clude any issuer, transfer agent, 
broker, dealer, investment adviser, in-
denture trustee, custodian, or any 
other person that accepts payments 
from the issuer of a security and dis-
tributes the payments to the holders of 
the security. 

(3) A securityholder shall be consid-
ered an unresponsive payee if a check is 
sent to the securityholder by the pay-
ing agent and the check is not nego-
tiated before the earlier of the paying 
agent’s sending the next regularly 
scheduled check or the elapsing of six 
(6) months (or 180 days) after the send-
ing of the not yet negotiated check. A 
securityholder shall no longer be con-
sidered an unresponsive payee when the 
securityholder negotiates the check or 
checks that caused the securityholder 
to be considered an unresponsive payee. 

(4) A paying agent shall be excluded 
from the requirements of paragraph 
(c)(1) of this section where the value of 
the not yet negotiated check is less 
than $25. 

(5) The requirements of paragraph 
(c)(1) of this section shall have no ef-
fect on state escheatment laws. 

(d) Every recordkeeping transfer 
agent, every broker or dealer that has 
customer security accounts, and every 
paying agent shall maintain records to 
demonstrate compliance with the re-
quirements set forth in this section, 
which records shall include written 
procedures that describe the transfer 
agent’s, broker’s, dealer’s, or paying 
agent’s methodology for complying 
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with this section, and shall retain such 
records in accordance with Rule 17Ad– 
7(i) (§ 240.17Ad–7(i)). 

[62 FR 52237, Oct. 7, 1997; 63 FR 1884, Jan. 12, 
1998, as amended at 68 FR 14316, Mar. 25, 2003; 
78 FR 4784, Jan. 23, 2013] 

§ 240.17Ad–18 Year 2000 Reports to be 
made by certain transfer agents. 

(a) Each registered non-bank transfer 
agent must file Part I of Form TA-Y2K 
(§ 249.619 of this chapter) with the Com-
mission describing the transfer agent’s 
preparation for Year 2000 Problems. 
Part I of Form TA-Y2K shall be filed no 
later than August 31, 1998, and April 30, 
1999. Part I of Form TA-Y2K shall re-
flect the transfer agent’s preparation 
for the Year 2000 as of July 15, 1998, and 
March 15, 1999, respectively. 

(b) Each registered non-bank transfer 
agent, except for those transfer agents 
that qualify for the exemption in para-
graph (d) of § 240.17Ad–13, must file with 
the Commission Part II of Form TA- 
Y2K (§ 249.619 of this chapter) in addi-
tion to Part I of Form TA-Y2K. Part II 
of Form TA-Y2K report shall address 
the following topics: 

(1) Whether the board of directors (or 
similar body) of the transfer agent has 
approved and funded plans for pre-
paring and testing its computer sys-
tems for Year 2000 Problems; 

(2) Whether the plans of the transfer 
agent exist in writing and address all 
mission critical computer systems of 
the transfer agent wherever located 
throughout the world; 

(3) Whether the transfer agent has as-
signed existing employees, has hired 
new employees, or has engaged third 
parties to provide assistance in ad-
dressing Year 2000 Problems; and if so, 
a description of the work that these 
groups of individuals have performed as 
of the date of each report; 

(4) The current progress on each 
stage of preparation for potential prob-
lems caused by Year 2000 Problems. 
These stages are: 

(i) Awareness of potential Year 2000 
Problems; 

(ii) Assessment of what steps the 
transfer agent must take to address 
Year 2000 Problems; 

(iii) Implementation of the steps 
needed to address Year 2000 Problems; 

(iv) Internal testing of software de-
signed to address Year 2000 Problems, 
including the number and description 
of the material exceptions resulting 
from such testing that are unresolved 
as of the reporting date; 

(v) Point-to point or industry-wide 
testing of software designed to address 
Year 2000 Problems (including testing 
with other transfer agents, other finan-
cial institutions, and customers), in-
cluding the number and description of 
the material exceptions resulting from 
such testing that are unresolved as of 
the reporting date; and 

(vi) Implementation of tested soft-
ware that will address Year 2000 Prob-
lems; 

(5) Whether the transfer agent has 
written contingency plans in the event 
that, after December 31, 1999, it has 
computer problems caused by Year 2000 
Problems; and 

(6) What levels of the transfer agent’s 
management are responsible for ad-
dressing potential problems caused by 
Year 2000 Problems, including a de-
scription of the responsibilities for 
each level of management regarding 
the Year 2000 Problems; 

(7) Any additional material informa-
tion in both reports concerning its 
management of Year 2000 Problems 
that could help the Commission assess 
the transfer agent’s readiness for the 
Year 2000. 

(8) Part II of Form TA-Y2K (§ 249.619 
of this chapter) shall be filed no later 
than August 31, 1998, and April 30, 1999. 
Part II of Form TA-Y2K shall reflect 
the transfer agent’s preparation for the 
Year 2000 as of July 15, 1998, and March 
15, 1999, respectively. 

(c) Any non-bank transfer agent that 
registers between the adoption of the 
final rule and December 31, 1999, must 
file with the Commission Part I of 
Form TA-Y2K (§ 249.619 of this chapter) 
no later than 30 days after their reg-
istration becomes effective. New trans-
fer agents whose registration with the 
Commission becomes effective between 
January 1, 1999, and April 30, 1999, 
would be required to file the second re-
port due on April 30, 1999. 

(d) For purposes of this section, the 
term Year 2000 Problem shall include 
problems arising from: 
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(1) Computer software incorrectly 
reading the date ‘‘01/01/00’’ as being the 
year 1900 or another incorrect year; 

(2) Computer software incorrectly 
identifying a date in the Year 1999 or 
any year thereafter; 

(3) Computer software failing to de-
tect that the Year 2000 is a leap year; 
or 

(4) Any other computer software 
error that is directly or indirectly 
caused by paragraph (d)(1), (2), or (3) of 
this section. 

(e) For purposes of this section, the 
term non-bank transfer agent means a 
transfer agent whose: 

(1) Appropriate regulatory agency, as 
that term is defined by 15 U.S.C. 
78(c)(34)(B), is the Securities and Ex-
change Commission; and 

(2) Is not a savings association, as de-
fined by Section 3 of the Federal De-
posit Insurance Act, 12 U.S.C. 1813, 
which is regulated by the Office of 
Thrift Supervision. 

(f) Nature and form of reports. No later 
than April 30, 1999, every non-bank 
transfer agent required to file Part II 
of Form TA-Y2K (§ 249.619 of this chap-
ter) pursuant to paragraph (b)(8) of this 
section shall file with its Form TA-Y2K 
an original and two copies of a report 
prepared by an independent public ac-
countant regarding the non-bank 
transfer agent’s process, as of March 
15, 1999, for addressing Year 2000 Prob-
lems with the Commission’s principal 
office in Washington, DC. The inde-
pendent public accountant’s report 
shall be prepared in accordance with 
standards that have been reviewed by 
the Commission and that have been 
issued by a national organization that 
is responsible for promulgating author-
itative accounting and auditing stand-
ards. 

[63 FR 37693, July 13, 1998, as amended at 63 
FR 58635, Nov. 2, 1998] 

§ 240.17Ad–19 Requirements for can-
cellation, processing, storage, trans-
portation, and destruction or other 
disposition of securities certificates. 

(a) Definitions. For purposes of this 
section: 

(1) The terms cancelled or cancellation 
means the process in which a securities 
certificate: 

(i) Is physically marked to clearly in-
dicate that it no longer represents a 
claim against the issuer; and 

(ii) Is voided on the records of the 
transfer agent. 

(2) The term cancelled certificate facil-
ity means any location where securities 
certificates are cancelled and there-
after processed, stored, transported, de-
stroyed or otherwise disposed of. 

(3) The term certificate number means 
a unique identification or serial num-
ber that is assigned and affixed by an 
issuer or transfer agent to each securi-
ties certificate. 

(4) The term controlled access means 
the practice of permitting the entry of 
only authorized personnel to areas 
where securities certificates are can-
celled and thereafter processed, stored, 
transported, destroyed or otherwise 
disposed of. 

(5) The term CUSIP number means the 
unique identification number that is 
assigned to each securities issue. 

(6) The term destruction means the 
physical ruination of a securities cer-
tificate by a transfer agent as part of 
the certificate destruction procedures 
that make the reconstruction of the 
certificate impossible. 

(7) The term otherwise disposed of 
means any disposition other than by 
destruction. 

(8) The term securities certificate has 
the same meaning that it has in 
§ 240.17f-1(a)(6). 

(b) Required procedures for the can-
cellation, storage, transportation, destruc-
tion, or other disposition of securities cer-
tificates. Every transfer agent involved 
in the handling, processing, or storage 
of securities certificates shall establish 
and implement written procedures for 
the cancellation, storage, transpor-
tation, destruction, or other disposi-
tion of securities certificates. This re-
quirement applies to any agent that 
the transfer agent uses to perform any 
of these activities. 

(c) Written procedures. The written 
procedures required by paragraph (b) of 
this section at a minimum shall pro-
vide that: 

(1) There is controlled access to any 
cancelled certificate facility; 

(2) Each cancelled certificate be 
marked with the word ‘‘CANCELLED’’ 
by stamp or perforation on the face of 
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the certificate unless the transfer 
agent has procedures adopted pursuant 
to this rule for the destruction of can-
celled certificates within three busi-
ness days of their cancellation; 

(3) A record that is indexed and re-
trievable by CUSIP and certificate 
number that contains the CUSIP num-
ber, certificate number with any prefix 
or suffix, denomination, registration, 
issue date, and cancellation date of 
each cancelled certificate; 

(4) A record that is indexed and re-
trievable by CUSIP and certificate 
number of each destroyed securities 
certificate or securities certificate oth-
erwise disposed of, the records must 
contain for each destroyed or otherwise 
disposed of certificate the CUSIP num-
ber, certificate number with any prefix 
or suffix, denomination, registration, 
issue date, and cancellation date, and 
additionally for any certificate other-
wise disposed of a record of how it was 
disposed of, the name and address of 
the party to whom it was disposed, and 
the date of disposition; 

(5) The physical transportation of 
cancelled certificates be made in a se-
cure manner and that the transfer 
agent maintain separately a record of 
the CUSIP number and certificate 
number of each certificate in transit; 

(6) Authorized personnel of the trans-
fer agent or its designee supervise and 
witness the intentional destruction of 
any cancelled certificate and retain 
copies of all records relating to certifi-
cates which were destroyed; and 

(7) Reports to the Lost and Stolen 
Securities Program be effected in a 
timely and complete manner, as pro-
vided in § 240.17f–1 of any cancelled cer-
tificate that is lost, stolen, missing, or 
counterfeit. 

(d) Recordkeeping. Every transfer 
agent subject to this section shall 
maintain records that demonstrate 
compliance with the requirements set 
forth in this section and that describe 
the transfer agent’s methodology for 
complying with this section for three 
years, the first year in an easily acces-
sible place. 

(e) Exemptive authority. Upon written 
application or upon its own motion, 
the Commission may grant an exemp-
tion from any of the provisions of this 
section, either unconditionally or on 

specific terms and conditions, to any 
transfer agent or any class of transfer 
agents and to any securities certificate 
or any class of securities certificates. 

[68 FR 74401, Dec. 23, 2003] 

§ 240.17Ad–20 Issuer restrictions or 
prohibitions on ownership by secu-
rities intermediaries. 

(a) Except as provided in paragraph 
(c) of this section, no registered trans-
fer agent shall transfer any equity se-
curity registered pursuant to section 12 
or any equity security that subjects an 
issuer to reporting under section 15(d) 
of the Act (15 U.S.C. 78l or 15 U.S.C. 
78o(d)) if such security is subject to 
any restriction or prohibition on trans-
fer to or from a securities intermediary 
in its capacity as such. 

(b) The term securities intermediary 
means a clearing agency registered 
under section 17A of the Act (15 U.S.C. 
78q–1) or a person, including a bank, 
broker, or dealer, that in the ordinary 
course of its business maintains securi-
ties accounts for others in its capacity 
as such. 

(c) The provisions of this section 
shall not apply to any equity security 
issued by a partnership as defined in 
rule 901(b) of Regulation S–K 
(§ 229.901(b) of this chapter). 

[70 FR 70862, Dec. 7, 2004] 

§ 240.17Ad–21T Operational capability 
in a Year 2000 environment. 

(a) This section applies to every reg-
istered non-bank transfer agent that 
uses computers in the conduct of its 
business as a transfer agent. 

(b)(1) You have a material Year 2000 
problem if, at any time on or after Au-
gust 31, 1999: 

(i) Any of your mission critical com-
puter systems incorrectly identifies 
any date in the Year 1999 or the Year 
2000, and 

(ii) The error impairs or, if uncor-
rected, is likely to impair, any of your 
mission critical systems under your 
control. 

(2) You will be presumed to have a 
material Year 2000 problem if, at any 
time on or after August 31, 1999, you: 

(i) Do not have written procedures 
reasonably designed to identify, assess, 
and remediate any material Year 2000 
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problems in your mission critical sys-
tems under your control; 

(ii) Have not verified your Year 2000 
remediation efforts through reasonable 
internal testing of your mission crit-
ical systems under your control and 
reasonable testing of your external 
links under your control; or 

(iii) Have not remediated all excep-
tions related to your mission critical 
systems contained in any independent 
public accountant’s report prepared on 
your behalf pursuant to § 240.17Ad–18(f). 

(c) If you have or are presumed to 
have a material Year 2000 problem, you 
must immediately notify the Commis-
sion and your issuers of the problem. 
You must send this notice to the Com-
mission by overnight delivery to the 
Division of Market Regulation, U.S. 
Securities and Exchange Commission, 
100 F Street, NE., Washington, DC 
20549–6628 Attention: Y2K Compliance. 

(d)(1) If you are a registered non- 
bank transfer agent that has or is pre-
sumed to have a material Year 2000 
problem, you may not, on or after Au-
gust 31, 1999, engage in any transfer 
agent function, including: 

(i) Countersigning such securities 
upon issuance; 

(ii) Monitoring the issuance of such 
securities with a view to preventing 
unauthorized issuance; 

(iii) Registering the transfer of such 
securities; 

(iv) Exchanging or converting such 
securities; or 

(v) Transferring record ownership of 
securities by bookkeeping entry with-
out physical issuance of securities cer-
tificates. 

(2) Notwithstanding paragraph (d)(1) 
of this section, you may continue to 
engage in transfer agent functions: 

(i) Until December 1, 1999, if you have 
submitted a certificate to the Commis-
sion in compliance with paragraph (e) 
of this section; or 

(ii) Solely to the extent necessary to 
effect an orderly cessation or transfer 
of these functions. 

(e)(1)(i) If you are a registered non- 
bank transfer agent that has or is pre-
sumed to have a material Year 2000 
problem, you may, in addition to pro-
viding the Commission the notice re-
quired by paragraph (c) of this section, 
provide the Commission and your 

issuers a certificate signed by your 
chief executive officer (or an individual 
with similar authority) stating: 

(A) You are in the process of remedi-
ating your material Year 2000 problem; 

(B) You have scheduled testing of 
your affected mission critical systems 
to verify that the material Year 2000 
problem has been remediated, and 
specify the testing dates; 

(C) The date by which you anticipate 
completing remediation of the mate-
rial Year 2000 problem in your mission 
critical systems; and 

(D) Based on inquiries and to the best 
of the chief executive officer’s knowl-
edge, you do not anticipate that the ex-
istence of the material Year 2000 prob-
lem in your mission critical systems 
will impair your ability, depending on 
the nature of your business, to assure 
the prompt and accurate transfer and 
processing of securities, the mainte-
nance of master securityholder files, or 
the production and retention of re-
quired records; and you anticipate that 
the steps referred to in paragraphs 
(e)(1)(i)(A) through (C) of this section 
will result in remedying the material 
Year 2000 problem on or before Novem-
ber 15, 1999. 

(ii) If the information contained in 
any certificate provided to the Com-
mission pursuant to paragraph (e) of 
this section is or becomes misleading 
or inaccurate for any reason, you must 
promptly file an updated certificate 
correcting such information. In addi-
tion to the information contained in 
the certificate, you may provide the 
Commission with any other informa-
tion necessary to establish that your 
mission critical systems will not have 
material Year 2000 problems on or after 
November 15, 1999. 

(2) If you have submitted a certifi-
cate pursuant to paragraph (e)(1) of 
this section, you must submit a certifi-
cate to the Commission and your 
issuers signed by your chief executive 
officer (or an individual with similar 
authority) on or before November 15, 
1999, stating that, based on inquiries 
and to the best of the chief executive 
officer’s knowledge, you have remedi-
ated your Year 2000 problem or that 
you will cease operations. This certifi-
cate must be sent to the Commission 
by overnight delivery to the Division of 

VerDate Sep<11>2014 14:47 Jul 29, 2019 Jkt 247060 PO 00000 Frm 00643 Fmt 8010 Sfmt 8010 Q:\17\17V4.TXT PC31kp
ay

ne
 o

n 
V

M
O

F
R

W
IN

70
2 

w
ith

 $
$_

JO
B

Page 398 of 1882



634 

17 CFR Ch. II (4–1–19 Edition) § 240.17Ad–22 

Market Regulation, U.S. Securities and 
Exchange Commission, 100 F Street, 
NE., Washington, DC 20549–6628 Atten-
tion: Y2K Compliance. 

(f) Notwithstanding paragraph (d)(2) 
of this section, you must comply with 
the requirements of paragraph (d)(1) of 
this section if you have been so ordered 
by the Commission or by a court. 

(g) Beginning August 31, 1999, and 
ending March 31, 2000, you must make 
backup records for all master 
securityholder files at the close of each 
business day and must preserve these 
backup records for a rolling five busi-
ness day period in a manner that will 
allow for the transfer and conversion of 
the records to a successor transfer 
agent. If you have a material Year 2000 
problem, you must preserve for at least 
one year the five day backup records 
immediately preceding the day the 
problem was discovered. In addition, 
you must make at the close of business 
on December 27 through 31, 1999, a 
backup copy for all master 
securityholder files and preserve these 
records for at least one year. Such 
backup records must permit the timely 
restoration of such systems to their 
condition existing prior to experi-
encing the material Year 2000 problem. 
Copies of the backup records must be 
kept in an easily accessible place but 
must not be located with or held in the 
same computer system as the primary 
records, and you must be able to imme-
diately produce or reproduce them. 
You must furnish promptly to a rep-
resentative of the Commission such 
legible, true, and complete copies of 
those records, as may be requested. 

(h) For the purposes of this section: 
(1) The term mission critical system 

means any system that is necessary, 
depending on the nature of your busi-
ness, to assure the prompt and accu-
rate transfer and processing of securi-
ties, the maintenance of master 
securityholder files, and the production 
and retention of required records as de-
scribed in paragraph (d) of this section; 

(2) The term customer includes an 
issuer, transfer agent, or other person 
for which you provide transfer agent 
services; 

(3) The term registered non-bank trans-
fer agent means a transfer agent, whose 
appropriate regulatory agency is the 

Commission and not the Office of the 
Comptroller of the Currency, the Board 
of Governors of the Federal Reserve 
System, or the Federal Deposit Insur-
ance Corporation; and 

(4) The term master securityholder file 
has the same definition as defined in 
§ 240.17Ad–9(b). 

(i) This temporary section will expire 
on July 1, 2001. 

[64 FR 42029, Aug. 3, 1999, as amended at 73 
FR 32228, June 5, 2008] 

§ 240.17Ad–22 Standards for clearing 
agencies. 

(a) Definitions. For purposes of this 
section: 

(1) Backtesting means an ex-post com-
parison of actual outcomes with ex-
pected outcomes derived from the use 
of margin models. 

(2) Central counterparty means a 
clearing agency that interposes itself 
between the counterparties to securi-
ties transactions, acting functionally 
as the buyer to every seller and the 
seller to every buyer. 

(3) Central securities depository services 
means services of a clearing agency 
that is a securities depository as de-
scribed in Section 3(a)(23)(A) of the Act 
(15 U.S.C. 78c(a)(23)(A)). 

(4) Clearing agency involved in activi-
ties with a more complex risk profile 
means a clearing agency registered 
with the Commission under Section 
17A of the Act (15 U.S.C. 78q–1) that: 

(i) Provides central counterparty 
services for security-based swaps; 

(ii) Has been determined by the Com-
mission to be involved in activities 
with a more complex risk profile at the 
time of its initial registration; or 

(iii) Is subsequently determined by 
the Commission to be involved in ac-
tivities with a more complex risk pro-
file pursuant to § 240.17Ab2–2(b). 

(5) Covered clearing agency means a 
designated clearing agency or a clear-
ing agency involved in activities with a 
more complex risk profile for which 
the Commodity Futures Trading Com-
mission is not the Supervisory Agency 
as defined in Section 803(8) of the Pay-
ment, Clearing, and Settlement Super-
vision Act of 2010 (12 U.S.C. 5461 et seq.). 

(6) Designated clearing agency means a 
clearing agency registered with the 
Commission under Section 17A of the 
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Exchange Act (15 U.S.C. 78q–1) that is 
designated systemically important by 
the Financial Stability Oversight 
Council pursuant to the Payment, 
Clearing, and Settlement Supervision 
Act of 2010 (12 U.S.C. 5461 et seq.) and 
for which the Commission is the super-
visory agency as defined in Section 
803(8) of the Payment, Clearing, and 
Settlement Supervision Act of 2010 (12 
U.S.C. 5461 et seq.). 

(7) Financial market utility has the 
same meaning as defined in Section 
803(6) of the Payment, Clearing, and 
Settlement Supervision Act of 2010 (12 
U.S.C. 5462(6)). 

(8) Link means, for purposes of para-
graph (e)(20) of this section, a set of 
contractual and operational arrange-
ments between two or more clearing 
agencies, financial market utilities, or 
trading markets that connect them di-
rectly or indirectly for the purposes of 
participating in settlement, cross mar-
gining, expanding their services to ad-
ditional instruments or participants, 
or for any other purposes material to 
their business. 

(9) Model validation means an evalua-
tion of the performance of each mate-
rial risk management model used by a 
covered clearing agency (and the re-
lated parameters and assumptions as-
sociated with such models), including 
initial margin models, liquidity risk 
models, and models used to generate 
clearing or guaranty fund require-
ments, performed by a qualified person 
who is free from influence from the 
persons responsible for the develop-
ment or operation of the models or 
policies being validated. 

(10) Net capital as used in paragraph 
(b)(7) of this section means net capital 
as defined in § 240.15c3–1 for broker- 
dealers or any similar risk adjusted 
capital calculation for all other pro-
spective clearing members. 

(11) Normal market conditions as used 
in paragraphs (b)(1) and (2) of this sec-
tion means conditions in which the ex-
pected movement of the price of 
cleared securities would produce 
changes in a clearing agency’s expo-
sures to its participants that would be 
expected to breach margin require-
ments or other risk control mecha-
nisms only one percent of the time. 

(12) Participant family means that if a 
participant directly, or indirectly 
through one or more intermediaries, 
controls, is controlled by, or is under 
common control with, another partici-
pant then the affiliated participants 
shall be collectively deemed to be a 
single participant family for purposes 
of paragraphs (b)(3), (d)(14), (e)(4), and 
(e)(7) of this section. 

(13) Potential future exposure means 
the maximum exposure estimated to 
occur at a future point in time with an 
established single-tailed confidence 
level of at least 99 percent with respect 
to the estimated distribution of future 
exposure. 

(14) Qualifying liquid resources means, 
for any covered clearing agency, the 
following, in each relevant currency: 

(i) Cash held either at the central 
bank of issue or at creditworthy com-
mercial banks; 

(ii) Assets that are readily available 
and convertible into cash through pre-
arranged funding arrangements, such 
as: 

(A) Committed arrangements with-
out material adverse change provi-
sions, including: 

(1) Lines of credit; 
(2) Foreign exchange swaps; and 
(3) Repurchase agreements; or 
(B) Other prearranged funding ar-

rangements determined to be highly re-
liable even in extreme but plausible 
market conditions by the board of di-
rectors of the covered clearing agency 
following a review conducted for this 
purpose not less than annually; and 

(iii) Other assets that are readily 
available and eligible for pledging to 
(or conducting other appropriate forms 
of transactions with) a relevant central 
bank, if the covered clearing agency 
has access to routine credit at such 
central bank in a jurisdiction that per-
mits said pledges or other transactions 
by the covered clearing agency. 

(15) Security-based swap means a secu-
rity-based swap as defined in Section 
3(a)(68) of the Act (15 U.S.C. 78c(a)(68)). 

(16) Sensitivity analysis means an 
analysis that involves analyzing the 
sensitivity of a model to its assump-
tions, parameters, and inputs that: 

(i) Considers the impact on the model 
of both moderate and extreme changes 
in a wide range of inputs, parameters, 
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and assumptions, including correla-
tions of price movements or returns if 
relevant, which reflect a variety of his-
torical and hypothetical market condi-
tions. Sensitivity analysis must use ac-
tual portfolios and, where applicable, 
hypothetical portfolios that reflect the 
characteristics of proprietary positions 
and customer positions; 

(ii) When performed by or on behalf 
of a covered clearing agency involved 
in activities with a more complex risk 
profile, considers the most volatile rel-
evant periods, where practical, that 
have been experienced by the markets 
served by the clearing agency; and 

(iii) Tests the sensitivity of the 
model to stressed market conditions, 
including the market conditions that 
may ensue after the default of a mem-
ber and other extreme but plausible 
conditions as defined in a covered 
clearing agency’s risk policies. 

(17) Stress testing means the esti-
mation of credit or liquidity exposures 
that would result from the realization 
of potential stress scenarios, such as 
extreme price changes, multiple de-
faults, or changes in other valuation 
inputs and assumptions. 

(18) Systemically important in multiple 
jurisdictions means, with respect to a 
covered clearing agency, a covered 
clearing agency that has been deter-
mined by the Commission to be sys-
temically important in more than one 
jurisdiction pursuant to § 240.17Ab2–2. 

(19) Transparent means, for the pur-
poses of paragraphs (e)(1), (2), and (10) 
of this section, to the extent consistent 
with other statutory and Commission 
requirements on confidentiality and 
disclosure, that documentation re-
quired under paragraphs (e)(1), (2), and 
(10) is disclosed to the Commission and, 
as appropriate, to other relevant au-
thorities, to clearing members and to 
customers of clearing members, to the 
owners of the covered clearing agency, 
and to the public. 

(b) A registered clearing agency that 
performs central counterparty services 
shall establish, implement, maintain 
and enforce written policies and proce-
dures reasonably designed to: 

(1) Measure its credit exposures to its 
participants at least once a day and 
limit its exposures to potential losses 
from defaults by its participants under 

normal market conditions so that the 
operations of the clearing agency 
would not be disrupted and non-de-
faulting participants would not be ex-
posed to losses that they cannot antici-
pate or control. 

(2) Use margin requirements to limit 
its credit exposures to participants 
under normal market conditions and 
use risk-based models and parameters 
to set margin requirements and review 
such margin requirements and the re-
lated risk-based models and param-
eters at least monthly. 

(3) Maintain sufficient financial re-
sources to withstand, at a minimum, a 
default by the participant family to 
which it has the largest exposure in ex-
treme but plausible market conditions; 
provided that a registered clearing 
agency acting as a central 
counterparty for security-based swaps 
shall maintain additional financial re-
sources sufficient to withstand, at a 
minimum, a default by the two partici-
pant families to which it has the larg-
est exposures in extreme but plausible 
market conditions, in its capacity as a 
central counterparty for security-based 
swaps. Such policies and procedures 
may provide that the additional finan-
cial resources may be maintained by 
the security-based swap clearing agen-
cy generally or in separately main-
tained funds. 

(4) Provide for an annual model vali-
dation consisting of evaluating the per-
formance of the clearing agency’s mar-
gin models and the related parameters 
and assumptions associated with such 
models by a qualified person who is 
free from influence from the persons 
responsible for the development or op-
eration of the models being validated. 

(5) Provide the opportunity for a per-
son that does not perform any dealer or 
security-based swap dealer services to 
obtain membership on fair and reason-
able terms at the clearing agency to 
clear securities for itself or on behalf 
of other persons. 

(6) Have membership standards that 
do not require that participants main-
tain a portfolio of any minimum size or 
that participants maintain a minimum 
transaction volume. 

(7) Provide a person that maintains 
net capital equal to or greater than $50 
million with the ability to obtain 
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membership at the clearing agency, 
provided that such persons are able to 
comply with other reasonable member-
ship standards, with any net capital re-
quirements being scalable so that they 
are proportional to the risks posed by 
the participant’s activities to the 
clearing agency; provided, however, 
that the clearing agency may provide 
for a higher net capital requirement as 
a condition for membership at the 
clearing agency if the clearing agency 
demonstrates to the Commission that 
such a requirement is necessary to 
mitigate risks that could not otherwise 
be effectively managed by other meas-
ures and the Commission approves the 
higher net capital requirement as part 
of a rule filing or clearing agency reg-
istration application. 

(c) Record of financial resources and 
annual audited financial statements. (1) 
Each fiscal quarter (based on calcula-
tions made as of the last business day 
of the clearing agency’s fiscal quarter), 
or at any time upon Commission re-
quest, a registered clearing agency 
that performs central counterparty 
services shall calculate and maintain a 
record, in accordance with § 240.17a–1 of 
this chapter, of the financial and quali-
fying liquid resources necessary to 
meet the requirements, as applicable, 
of paragraphs (b)(3), (e)(4), and (e)(7) of 
this section, and sufficient documenta-
tion to explain the methodology it uses 
to compute such financial resources or 
qualifying liquid resources require-
ment. 

(2) Within 60 days after the end of its 
fiscal year, each registered clearing 
agency shall post on its Web site its 
annual audited financial statements. 
Such financial statements shall: 

(i) Include, for the clearing agency 
and its subsidiaries, consolidated bal-
ance sheets as of the end of the two 
most recent fiscal years and state-
ments of income, changes in stock-
holders’ equity and other comprehen-
sive income and cash flows for each of 
the two most recent fiscal years; 

(ii) Be prepared in accordance with 
U.S. generally accepted accounting 
principles, except that for a clearing 
agency that is a corporation or other 
organization incorporated or organized 
under the laws of any foreign country 
the consolidated financial statements 

may be prepared in accordance with 
U.S. generally accepted accounting 
principles or International Financial 
Reporting Standards as issued by the 
International Accounting Standards 
Board; 

(iii) Be audited in accordance with 
standards of the Public Company Ac-
counting Oversight Board by a reg-
istered public accounting firm that is 
qualified and independent in accord-
ance with 17 CFR 210.2–01; and 

(iv) Include a report of the registered 
public accounting firm that complies 
with paragraphs (a) through (d) of 17 
CFR 210.2–02. 

(d) Each registered clearing agency 
that is not a covered clearing agency 
shall establish, implement, maintain 
and enforce written policies and proce-
dures reasonably designed to, as appli-
cable: 

(1) Provide for a well-founded, trans-
parent, and enforceable legal frame-
work for each aspect of its activities in 
all relevant jurisdictions. 

(2) Require participants to have suffi-
cient financial resources and robust 
operational capacity to meet obliga-
tions arising from participation in the 
clearing agency; have procedures in 
place to monitor that participation re-
quirements are met on an ongoing 
basis; and have participation require-
ments that are objective and publicly 
disclosed, and permit fair and open ac-
cess. 

(3) Hold assets in a manner that 
minimizes risk of loss or of delay in its 
access to them; and invest assets in in-
struments with minimal credit, market 
and liquidity risks. 

(4) Identify sources of operational 
risk and minimize them through the 
development of appropriate systems, 
controls, and procedures; implement 
systems that are reliable, resilient and 
secure, and have adequate, scalable ca-
pacity; and have business continuity 
plans that allow for timely recovery of 
operations and fulfillment of a clearing 
agency’s obligations. 

(5) Employ money settlement ar-
rangements that eliminate or strictly 
limit the clearing agency’s settlement 
bank risks, that is, its credit and li-
quidity risks from the use of banks to 
effect money settlements with its par-
ticipants; and require funds transfers 
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to the clearing agency to be final when 
effected. 

(6) Be cost-effective in meeting the 
requirements of participants while 
maintaining safe and secure oper-
ations. 

(7) Evaluate the potential sources of 
risks that can arise when the clearing 
agency establishes links either cross- 
border or domestically to clear or set-
tle trades, and ensure that the risks 
are managed prudently on an ongoing 
basis. 

(8) Have governance arrangements 
that are clear and transparent to fulfill 
the public interest requirements in 
Section 17A of the Act (15 U.S.C. 78q–1) 
applicable to clearing agencies, to sup-
port the objectives of owners and par-
ticipants, and to promote the effective-
ness of the clearing agency’s risk man-
agement procedures. 

(9) Provide market participants with 
sufficient information for them to 
identify and evaluate the risks and 
costs associated with using its services. 

(10) Immobilize or dematerialize se-
curities certificates and transfer them 
by book entry to the greatest extent 
possible when the clearing agency pro-
vides central securities depository 
services. 

(11) Make key aspects of the clearing 
agency’s default procedures publicly 
available and establish default proce-
dures that ensure that the clearing 
agency can take timely action to con-
tain losses and liquidity pressures and 
to continue meeting its obligations in 
the event of a participant default. 

(12) Ensure that final settlement oc-
curs no later than the end of the settle-
ment day; and require that intraday or 
real-time finality be provided where 
necessary to reduce risks. 

(13) Eliminate principal risk by link-
ing securities transfers to funds trans-
fers in a way that achieves delivery 
versus payment. 

(14) Institute risk controls, including 
collateral requirements and limits to 
cover the clearing agency’s credit ex-
posure to each participant family expo-
sure fully, that ensure timely settle-
ment in the event that the participant 
with the largest payment obligation is 
unable to settle when the clearing 
agency provides central securities de-

pository services and extends intraday 
credit to participants. 

(15) State to its participants the 
clearing agency’s obligations with re-
spect to physical deliveries and iden-
tify and manage the risks from these 
obligations. 

(e) Each covered clearing agency 
shall establish, implement, maintain 
and enforce written policies and proce-
dures reasonably designed to, as appli-
cable: 

(1) Provide for a well-founded, clear, 
transparent, and enforceable legal 
basis for each aspect of its activities in 
all relevant jurisdictions. 

(2) Provide for governance arrange-
ments that: 

(i) Are clear and transparent; 
(ii) Clearly prioritize the safety and 

efficiency of the covered clearing agen-
cy; 

(iii) Support the public interest re-
quirements in Section 17A of the Act 
(15 U.S.C. 78q–1) applicable to clearing 
agencies, and the objectives of owners 
and participants; 

(iv) Establish that the board of direc-
tors and senior management have ap-
propriate experience and skills to dis-
charge their duties and responsibil-
ities; 

(v) Specify clear and direct lines of 
responsibility; and 

(vi) Consider the interests of partici-
pants’ customers, securities issuers and 
holders, and other relevant stake-
holders of the covered clearing agency. 

(3) Maintain a sound risk manage-
ment framework for comprehensively 
managing legal, credit, liquidity, oper-
ational, general business, investment, 
custody, and other risks that arise in 
or are borne by the covered clearing 
agency, which: 

(i) Includes risk management poli-
cies, procedures, and systems designed 
to identify, measure, monitor, and 
manage the range of risks that arise in 
or are borne by the covered clearing 
agency, that are subject to review on a 
specified periodic basis and approved 
by the board of directors annually; 

(ii) Includes plans for the recovery 
and orderly wind-down of the covered 
clearing agency necessitated by credit 
losses, liquidity shortfalls, losses from 
general business risk, or any other 
losses; 
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(iii) Provides risk management and 
internal audit personnel with sufficient 
authority, resources, independence 
from management, and access to the 
board of directors; 

(iv) Provides risk management and 
internal audit personnel with a direct 
reporting line to, and oversight by, a 
risk management committee and an 
independent audit committee of the 
board of directors, respectively; and 

(v) Provides for an independent audit 
committee. 

(4) Effectively identify, measure, 
monitor, and manage its credit expo-
sures to participants and those arising 
from its payment, clearing, and settle-
ment processes, including by: 

(i) Maintaining sufficient financial 
resources to cover its credit exposure 
to each participant fully with a high 
degree of confidence; 

(ii) To the extent not already main-
tained pursuant to paragraph (e)(4)(i) 
of this section, for a covered clearing 
agency providing central counterparty 
services that is either systemically im-
portant in multiple jurisdictions or a 
clearing agency involved in activities 
with a more complex risk profile, 
maintaining additional financial re-
sources at the minimum to enable it to 
cover a wide range of foreseeable stress 
scenarios that include, but are not lim-
ited to, the default of the two partici-
pant families that would potentially 
cause the largest aggregate credit ex-
posure for the covered clearing agency 
in extreme but plausible market condi-
tions; 

(iii) To the extent not already main-
tained pursuant to paragraph (e)(4)(i) 
of this section, for a covered clearing 
agency not subject to paragraph 
(e)(4)(ii) of this section, maintaining 
additional financial resources at the 
minimum to enable it to cover a wide 
range of foreseeable stress scenarios 
that include, but are not limited to, 
the default of the participant family 
that would potentially cause the larg-
est aggregate credit exposure for the 
covered clearing agency in extreme but 
plausible market conditions; 

(iv) Including prefunded financial re-
sources, exclusive of assessments for 
additional guaranty fund contributions 
or other resources that are not 
prefunded, when calculating the finan-

cial resources available to meet the 
standards under paragraphs (e)(4)(i) 
through (iii) of this section, as applica-
ble; 

(v) Maintaining the financial re-
sources required under paragraphs 
(e)(4)(ii) and (iii) of this section, as ap-
plicable, in combined or separately 
maintained clearing or guaranty funds; 

(vi) Testing the sufficiency of its 
total financial resources available to 
meet the minimum financial resource 
requirements under paragraphs (e)(4)(i) 
through (iii) of this section, as applica-
ble, by: 

(A) Conducting stress testing of its 
total financial resources once each day 
using standard predetermined param-
eters and assumptions; 

(B) Conducting a comprehensive 
analysis on at least a monthly basis of 
the existing stress testing scenarios, 
models, and underlying parameters and 
assumptions, and considering modifica-
tions to ensure they are appropriate for 
determining the covered clearing agen-
cy’s required level of default protection 
in light of current and evolving market 
conditions; 

(C) Conducting a comprehensive 
analysis of stress testing scenarios, 
models, and underlying parameters and 
assumptions more frequently than 
monthly when the products cleared or 
markets served display high volatility 
or become less liquid, or when the size 
or concentration of positions held by 
the covered clearing agency’s partici-
pants increases significantly; and 

(D) Reporting the results of its anal-
yses under paragraphs (e)(4)(vi)(B) and 
(C) of this section to appropriate deci-
sion makers at the covered clearing 
agency, including but not limited to, 
its risk management committee or 
board of directors, and using these re-
sults to evaluate the adequacy of and 
adjust its margin methodology, model 
parameters, models used to generate 
clearing or guaranty fund require-
ments, and any other relevant aspects 
of its credit risk management frame-
work, in supporting compliance with 
the minimum financial resources re-
quirements set forth in paragraphs 
(e)(4)(i) through (iii) of this section; 

(vii) Performing a model validation 
for its credit risk models not less than 
annually or more frequently as may be 

VerDate Sep<11>2014 14:47 Jul 29, 2019 Jkt 247060 PO 00000 Frm 00649 Fmt 8010 Sfmt 8010 Q:\17\17V4.TXT PC31kp
ay

ne
 o

n 
V

M
O

F
R

W
IN

70
2 

w
ith

 $
$_

JO
B

Page 404 of 1882



640 

17 CFR Ch. II (4–1–19 Edition) § 240.17Ad–22 

contemplated by the covered clearing 
agency’s risk management framework 
established pursuant to paragraph 
(e)(3) of this section; 

(viii) Addressing allocation of credit 
losses the covered clearing agency may 
face if its collateral and other re-
sources are insufficient to fully cover 
its credit exposures, including the re-
payment of any funds the covered 
clearing agency may borrow from li-
quidity providers; and 

(ix) Describing the covered clearing 
agency’s process to replenish any fi-
nancial resources it may use following 
a default or other event in which use of 
such resources is contemplated. 

(5) Limit the assets it accepts as col-
lateral to those with low credit, liquid-
ity, and market risks, and set and en-
force appropriately conservative hair-
cuts and concentration limits if the 
covered clearing agency requires col-
lateral to manage its or its partici-
pants’ credit exposure; and require a 
review of the sufficiency of its collat-
eral haircuts and concentration limits 
to be performed not less than annually. 

(6) Cover, if the covered clearing 
agency provides central counterparty 
services, its credit exposures to its par-
ticipants by establishing a risk-based 
margin system that, at a minimum: 

(i) Considers, and produces margin 
levels commensurate with, the risks 
and particular attributes of each rel-
evant product, portfolio, and market; 

(ii) Marks participant positions to 
market and collects margin, including 
variation margin or equivalent charges 
if relevant, at least daily and includes 
the authority and operational capacity 
to make intraday margin calls in de-
fined circumstances; 

(iii) Calculates margin sufficient to 
cover its potential future exposure to 
participants in the interval between 
the last margin collection and the 
close out of positions following a par-
ticipant default; 

(iv) Uses reliable sources of timely 
price data and uses procedures and 
sound valuation models for addressing 
circumstances in which pricing data 
are not readily available or reliable; 

(v) Uses an appropriate method for 
measuring credit exposure that ac-
counts for relevant product risk factors 
and portfolio effects across products; 

(vi) Is monitored by management on 
an ongoing basis and is regularly re-
viewed, tested, and verified by: 

(A) Conducting backtests of its mar-
gin model at least once each day using 
standard predetermined parameters 
and assumptions; 

(B) Conducting a sensitivity analysis 
of its margin model and a review of its 
parameters and assumptions for 
backtesting on at least a monthly 
basis, and considering modifications to 
ensure the backtesting practices are 
appropriate for determining the ade-
quacy of the covered clearing agency’s 
margin resources; 

(C) Conducting a sensitivity analysis 
of its margin model and a review of its 
parameters and assumptions for 
backtesting more frequently than 
monthly during periods of time when 
the products cleared or markets served 
display high volatility or become less 
liquid, or when the size or concentra-
tion of positions held by the covered 
clearing agency’s participants in-
creases or decreases significantly; and 

(D) Reporting the results of its anal-
yses under paragraphs (e)(6)(vi)(B) and 
(C) of this section to appropriate deci-
sion makers at the covered clearing 
agency, including but not limited to, 
its risk management committee or 
board of directors, and using these re-
sults to evaluate the adequacy of and 
adjust its margin methodology, model 
parameters, and any other relevant as-
pects of its credit risk management 
framework; and 

(vii) Requires a model validation for 
the covered clearing agency’s margin 
system and related models to be per-
formed not less than annually, or more 
frequently as may be contemplated by 
the covered clearing agency’s risk 
management framework established 
pursuant to paragraph (e)(3) of this sec-
tion. 

(7) Effectively measure, monitor, and 
manage the liquidity risk that arises in 
or is borne by the covered clearing 
agency, including measuring, moni-
toring, and managing its settlement 
and funding flows on an ongoing and 
timely basis, and its use of intraday li-
quidity by, at a minimum, doing the 
following: 

(i) Maintaining sufficient liquid re-
sources at the minimum in all relevant 
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currencies to effect same-day and, 
where appropriate, intraday and 
multiday settlement of payment obli-
gations with a high degree of con-
fidence under a wide range of foresee-
able stress scenarios that includes, but 
is not limited to, the default of the par-
ticipant family that would generate 
the largest aggregate payment obliga-
tion for the covered clearing agency in 
extreme but plausible market condi-
tions; 

(ii) Holding qualifying liquid re-
sources sufficient to meet the min-
imum liquidity resource requirement 
under paragraph (e)(7)(i) of this section 
in each relevant currency for which the 
covered clearing agency has payment 
obligations owed to clearing members; 

(iii) Using the access to accounts and 
services at a Federal Reserve Bank, 
pursuant to Section 806(a) of the Pay-
ment, Clearing, and Settlement Super-
vision Act of 2010 (12 U.S.C. 5465(a)), or 
other relevant central bank, when 
available and where determined to be 
practical by the board of directors of 
the covered clearing agency, to en-
hance its management of liquidity 
risk; 

(iv) Undertaking due diligence to 
confirm that it has a reasonable basis 
to believe each of its liquidity pro-
viders, whether or not such liquidity 
provider is a clearing member, has: 

(A) Sufficient information to under-
stand and manage the liquidity pro-
vider’s liquidity risks; and 

(B) The capacity to perform as re-
quired under its commitments to pro-
vide liquidity to the covered clearing 
agency; 

(v) Maintaining and testing with 
each liquidity provider, to the extent 
practicable, the covered clearing agen-
cy’s procedures and operational capac-
ity for accessing each type of relevant 
liquidity resource under paragraph 
(e)(7)(i) of this section at least annu-
ally; 

(vi) Determining the amount and reg-
ularly testing the sufficiency of the 
liquid resources held for purposes of 
meeting the minimum liquid resource 
requirement under paragraph (e)(7)(i) 
of this section by, at a minimum: 

(A) Conducting stress testing of its 
liquidity resources at least once each 

day using standard and predetermined 
parameters and assumptions; 

(B) Conducting a comprehensive 
analysis on at least a monthly basis of 
the existing stress testing scenarios, 
models, and underlying parameters and 
assumptions used in evaluating liquid-
ity needs and resources, and consid-
ering modifications to ensure they are 
appropriate for determining the clear-
ing agency’s identified liquidity needs 
and resources in light of current and 
evolving market conditions; 

(C) Conducting a comprehensive 
analysis of the scenarios, models, and 
underlying parameters and assump-
tions used in evaluating liquidity needs 
and resources more frequently than 
monthly when the products cleared or 
markets served display high volatility 
or become less liquid, when the size or 
concentration of positions held by the 
clearing agency’s participants in-
creases significantly, or in other appro-
priate circumstances described in such 
policies and procedures; and 

(D) Reporting the results of its anal-
yses under paragraphs (e)(7)(vi)(B) and 
(C) of this section to appropriate deci-
sion makers at the covered clearing 
agency, including but not limited to, 
its risk management committee or 
board of directors, and using these re-
sults to evaluate the adequacy of and 
adjust its liquidity risk management 
methodology, model parameters, and 
any other relevant aspects of its liquid-
ity risk management framework; 

(vii) Performing a model validation 
of its liquidity risk models not less 
than annually or more frequently as 
may be contemplated by the covered 
clearing agency’s risk management 
framework established pursuant to 
paragraph (e)(3) of this section; 

(viii) Addressing foreseeable liquidity 
shortfalls that would not be covered by 
the covered clearing agency’s liquid re-
sources and seek to avoid unwinding, 
revoking, or delaying the same-day set-
tlement of payment obligations; 

(ix) Describing the covered clearing 
agency’s process to replenish any liq-
uid resources that the clearing agency 
may employ during a stress event; and 

(x) Undertaking an analysis at least 
once a year that evaluates the feasi-
bility of maintaining sufficient liquid 
resources at a minimum in all relevant 
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currencies to effect same-day and, 
where appropriate, intraday and 
multiday settlement of payment obli-
gations with a high degree of con-
fidence under a wide range of foresee-
able stress scenarios that includes, but 
is not limited to, the default of the two 
participant families that would poten-
tially cause the largest aggregate pay-
ment obligation for the covered clear-
ing agency in extreme but plausible 
market conditions if the covered clear-
ing agency provides central 
counterparty services and is either sys-
temically important in multiple juris-
dictions or a clearing agency involved 
in activities with a more complex risk 
profile. 

(8) Define the point at which settle-
ment is final to be no later than the 
end of the day on which the payment 
or obligation is due and, where nec-
essary or appropriate, intraday or in 
real time. 

(9) Conduct its money settlements in 
central bank money, where available 
and determined to be practical by the 
board of directors of the covered clear-
ing agency, and minimize and manage 
credit and liquidity risk arising from 
conducting its money settlements in 
commercial bank money if central 
bank money is not used by the covered 
clearing agency. 

(10) Establish and maintain trans-
parent written standards that state its 
obligations with respect to the delivery 
of physical instruments, and establish 
and maintain operational practices 
that identify, monitor, and manage the 
risks associated with such physical de-
liveries. 

(11) When the covered clearing agen-
cy provides central securities deposi-
tory services: 

(i) Maintain securities in an immo-
bilized or dematerialized form for their 
transfer by book entry, ensure the in-
tegrity of securities issues, and mini-
mize and manage the risks associated 
with the safekeeping and transfer of se-
curities; 

(ii) Implement internal auditing and 
other controls to safeguard the rights 
of securities issuers and holders and 
prevent the unauthorized creation or 
deletion of securities, and conduct 
periodic and at least daily reconcili-

ation of securities issues it maintains; 
and 

(iii) Protect assets against custody 
risk through appropriate rules and pro-
cedures consistent with relevant laws, 
rules, and regulations in jurisdictions 
where it operates. 

(12) Eliminate principal risk by con-
ditioning the final settlement of one 
obligation upon the final settlement of 
the other, regardless of whether the 
covered clearing agency settles on a 
gross or net basis and when finality oc-
curs if the covered clearing agency set-
tles transactions that involve the set-
tlement of two linked obligations. 

(13) Ensure the covered clearing 
agency has the authority and oper-
ational capacity to take timely action 
to contain losses and liquidity demands 
and continue to meet its obligations 
by, at a minimum, requiring the cov-
ered clearing agency’s participants 
and, when practicable, other stake-
holders to participate in the testing 
and review of its default procedures, in-
cluding any close-out procedures, at 
least annually and following material 
changes thereto. 

(14) Enable, when the covered clear-
ing agency provides central 
counterparty services for security- 
based swaps or engages in activities 
that the Commission has determined to 
have a more complex risk profile, the 
segregation and portability of positions 
of a participant’s customers and the 
collateral provided to the covered 
clearing agency with respect to those 
positions and effectively protect such 
positions and related collateral from 
the default or insolvency of that par-
ticipant. 

(15) Identify, monitor, and manage 
the covered clearing agency’s general 
business risk and hold sufficient liquid 
net assets funded by equity to cover 
potential general business losses so 
that the covered clearing agency can 
continue operations and services as a 
going concern if those losses mate-
rialize, including by: 

(i) Determining the amount of liquid 
net assets funded by equity based upon 
its general business risk profile and the 
length of time required to achieve a re-
covery or orderly wind-down, as appro-
priate, of its critical operations and 
services if such action is taken; 
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(ii) Holding liquid net assets funded 
by equity equal to the greater of either 
(x) six months of the covered clearing 
agency’s current operating expenses, or 
(y) the amount determined by the 
board of directors to be sufficient to 
ensure a recovery or orderly wind-down 
of critical operations and services of 
the covered clearing agency, as con-
templated by the plans established 
under paragraph (e)(3)(ii) of this sec-
tion, and which: 

(A) Shall be in addition to resources 
held to cover participant defaults or 
other risks covered under the credit 
risk standard in paragraph (b)(3) or 
paragraphs (e)(4)(i) through (iii) of this 
section, as applicable, and the liquidity 
risk standard in paragraphs (e)(7)(i) 
and (ii) of this section; and 

(B) Shall be of high quality and suffi-
ciently liquid to allow the covered 
clearing agency to meet its current and 
projected operating expenses under a 
range of scenarios, including in adverse 
market conditions; and 

(iii) Maintaining a viable plan, ap-
proved by the board of directors and 
updated at least annually, for raising 
additional equity should its equity fall 
close to or below the amount required 
under paragraph (e)(15)(ii) of this sec-
tion. 

(16) Safeguard the covered clearing 
agency’s own and its participants’ as-
sets, minimize the risk of loss and 
delay in access to these assets, and in-
vest such assets in instruments with 
minimal credit, market, and liquidity 
risks. 

(17) Manage the covered clearing 
agency’s operational risks by: 

(i) Identifying the plausible sources 
of operational risk, both internal and 
external, and mitigating their impact 
through the use of appropriate sys-
tems, policies, procedures, and con-
trols; 

(ii) Ensuring that systems have a 
high degree of security, resiliency, 
operational reliability, and adequate, 
scalable capacity; and 

(iii) Establishing and maintaining a 
business continuity plan that addresses 
events posing a significant risk of dis-
rupting operations. 

(18) Establish objective, risk-based, 
and publicly disclosed criteria for par-
ticipation, which permit fair and open 

access by direct and, where relevant, 
indirect participants and other finan-
cial market utilities, require partici-
pants to have sufficient financial re-
sources and robust operational capac-
ity to meet obligations arising from 
participation in the clearing agency, 
and monitor compliance with such par-
ticipation requirements on an ongoing 
basis. 

(19) Identify, monitor, and manage 
the material risks to the covered clear-
ing agency arising from arrangements 
in which firms that are indirect par-
ticipants in the covered clearing agen-
cy rely on the services provided by di-
rect participants to access the covered 
clearing agency’s payment, clearing, or 
settlement facilities. 

(20) Identify, monitor, and manage 
risks related to any link the covered 
clearing agency establishes with one or 
more other clearing agencies, financial 
market utilities, or trading markets. 

(21) Be efficient and effective in 
meeting the requirements of its par-
ticipants and the markets it serves, 
and have the covered clearing agency’s 
management regularly review the effi-
ciency and effectiveness of its: 

(i) Clearing and settlement arrange-
ments; 

(ii) Operating structure, including 
risk management policies, procedures, 
and systems; 

(iii) Scope of products cleared or set-
tled; and 

(iv) Use of technology and commu-
nication procedures. 

(22) Use, or at a minimum accommo-
date, relevant internationally accepted 
communication procedures and stand-
ards in order to facilitate efficient pay-
ment, clearing, and settlement. 

(23) Provide for the following: 
(i) Publicly disclosing all relevant 

rules and material procedures, includ-
ing key aspects of its default rules and 
procedures; 

(ii) Providing sufficient information 
to enable participants to identify and 
evaluate the risks, fees, and other ma-
terial costs they incur by participating 
in the covered clearing agency; 

(iii) Publicly disclosing relevant 
basic data on transaction volume and 
values; 

(iv) A comprehensive public disclo-
sure that describes its material rules, 
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policies, and procedures regarding its 
legal, governance, risk management, 
and operating framework, accurate in 
all material respects at the time of 
publication, that includes: 

(A) Executive summary. An executive 
summary of the key points from para-
graphs (e)(23)(iv)(B), (C), and (D) of this 
section; 

(B) Summary of material changes since 
the last update of the disclosure. A sum-
mary of the material changes since the 
last update of paragraph (e)(23)(iv)(C) 
or (D) of this section; 

(C) General background on the covered 
clearing agency. A description of: 

(1) The covered clearing agency’s 
function and the markets it serves; 

(2) Basic data and performance sta-
tistics on the covered clearing agency’s 
services and operations, such as basic 
volume and value statistics by product 
type, average aggregate intraday expo-
sures to its participants, and statistics 
on the covered clearing agency’s oper-
ational reliability; and 

(3) The covered clearing agency’s 
general organization, legal and regu-
latory framework, and system design 
and operations; and 

(D) Standard-by-standard summary 
narrative. A comprehensive narrative 
disclosure for each applicable standard 
set forth in paragraphs (e)(1) through 
(23) of this section with sufficient de-
tail and context to enable a reader to 
understand the covered clearing agen-
cy’s approach to controlling the risks 
and addressing the requirements in 
each standard; and 

(v) Updating the public disclosure 
under paragraph (e)(23)(iv) of this sec-
tion every two years, or more fre-
quently following changes to its sys-
tem or the environment in which it op-
erates to the extent necessary to en-
sure statements previously provided 
under paragraph (e)(23)(iv) of this sec-
tion remain accurate in all material 
respects. 

(f) For purposes of enforcing the Pay-
ment, Clearing, and Settlement Super-
vision Act of 2010 (12 U.S.C. 5461 et seq.), 
a designated clearing agency for which 
the Commission acts as supervisory 
agency shall be subject to, and the 
Commission shall have the authority 
under, the provisions of paragraphs (b) 
through (n) of Section 8 of the Federal 

Deposit Insurance Act (12 U.S.C. 1818) 
in the same manner and to the same 
extent as if such designated clearing 
agency were an insured depository in-
stitution and the Commission were the 
appropriate Federal banking agency 
for such insured depository institution. 

[77 FR 66285, Nov. 2, 2012, as amended at 81 
FR 70901, Oct. 13, 2016] 

SUSPENSION AND EXPULSION OF 
EXCHANGE MEMBERS 

§ 240.19a3–1 [Reserved] 

§ 240.19b–3 [Reserved] 

§ 240.19b–4 Filings with respect to pro-
posed rule changes by self-regu-
latory organizations. 

(a) Definitions. As used in this sec-
tion: 

(1) The term advance notice means a 
notice required to be made by a des-
ignated clearing agency pursuant to 
Section 806(e) of the Payment, Clearing 
and Settlement Supervision Act (12 
U.S.C. 5465(e)); 

(2) The term designated clearing agen-
cy means a clearing agency that is reg-
istered with the Commission, and for 
which the Commission is the Super-
visory Agency (as determined in ac-
cordance with section 803(8) of the Pay-
ment, Clearing and Settlement Super-
vision Act (12 U.S.C. 5462(8)), that has 
been designated by the Financial Sta-
bility Oversight Council pursuant to 
section 804 of the Payment, Clearing 
and Settlement Supervision Act (12 
U.S.C. 5463) as systemically important 
or likely to become systemically im-
portant; 

(3) The term Payment, Clearing and 
Settlement Supervision Act means Title 
VIII of the Dodd-Frank Wall Street Re-
form and Consumer Protection Act (124 
Stat. 1802, 1803, 1807, 1809, 1811, 1814, 
1816, 1818, 1820, 1821; 12 U.S.C. 5461 et 
seq.); 

(4) The term proposed rule change has 
the meaning set forth in Section 
19(b)(1) of the Act (15 U.S.C. 78s(b)(1)); 

(5) The term security-based swap sub-
mission means a submission of identi-
fying information required to be made 
by a clearing agency pursuant to sec-
tion 3C(b)(2) of the Act (15 U.S.C. 78c– 
3(b)(2)) for each security-based swap, or 
any group, category, type or class of 
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security-based swaps, that such clear-
ing agency plans to accept for clearing; 

(6) The term stated policy, practice, or 
interpretation means: 

(i) Any material aspect of the oper-
ation of the facilities of the self-regu-
latory organization; or 

(ii) Any statement made generally 
available to the membership of, to all 
participants in, or to persons having or 
seeking access (including, in the case 
of national securities exchanges or reg-
istered securities associations, through 
a member) to facilities of, the self-reg-
ulatory organization (‘‘specified per-
sons’’), or to a group or category of 
specified persons, that establishes or 
changes any standard, limit, or guide-
line with respect to: 

(A) The rights, obligations, or privi-
leges of specified persons or, in the case 
of national securities exchanges or reg-
istered securities associations, persons 
associated with specified persons; or 

(B) The meaning, administration, or 
enforcement of an existing rule. 

(b)(1) Filings with respect to pro-
posed rule changes by a self-regulatory 
organization, except filings with re-
spect to proposed rules changes by self- 
regulatory organizations submitted 
pursuant to section 19(b)(7) of the Act 
(15 U.S.C. 78s(b)(7)), shall be made elec-
tronically on Form 19b–4 (17 CFR 
249.819). 

(2) For purposes of Section 19(b) of 
the Act and this rule, a ‘‘business day’’ 
is any day other than a Saturday, Sun-
day, Federal holiday, a day that the Of-
fice of Personnel Management has an-
nounced that Federal agencies in the 
Washington, DC area are closed to the 
public, a day on which the Commission 
is subject to a Federal government 
shutdown or a day on which the Com-
mission’s Washington, DC office is oth-
erwise not open for regular business. 

(c) A stated policy, practice, or inter-
pretation of the self-regulatory organi-
zation shall be deemed to be a proposed 
rule change unless (1) it is reasonably 
and fairly implied by an existing rule 
of the self-regulatory organization or 
(2) it is concerned solely with the ad-
ministration of the self-regulatory or-
ganization and is not a stated policy, 
practice, or interpretation with respect 
to the meaning, administration, or en-

forcement of an existing rule of the 
self-regulatory organization. 

(d) Regardless of whether it is made 
generally available, an interpretation 
of an existing rule of the self-regu-
latory organization shall be deemed to 
be a proposed rule change if (1) it is ap-
proved or ratified by the governing 
body of the self-regulatory organiza-
tion and (2) it is not reasonably and 
fairly implied by that rule. 

(e) For the purposes of this para-
graph, new derivative securities product 
means any type of option, warrant, hy-
brid securities product or any other se-
curity, other than a single equity op-
tion or a security futures product, 
whose value is based, in whole or in 
part, upon the performance of, or inter-
est in, an underlying instrument. 

(1) The listing and trading of a new 
derivative securities product by a self- 
regulatory organization shall not be 
deemed a proposed rule change, pursu-
ant to paragraph (c)(1) of this section, 
if the Commission has approved, pursu-
ant to section 19(b) of the Act (15 
U.S.C. 78s(b)), the self-regulatory orga-
nization’s trading rules, procedures and 
listing standards for the product class 
that would include the new derivative 
securities product and the self-regu-
latory organization has a surveillance 
program for the product class. 

(2) Recordkeeping and reporting: 
(i) Self-regulatory organizations 

shall retain at their principal place of 
business a file, available to Commis-
sion staff for inspection, of all relevant 
records and information pertaining to 
each new derivative securities product 
traded pursuant to this paragraph (e) 
for a period of not less than five years, 
the first two years in an easily acces-
sible place, as prescribed in § 240.17a–1. 

(ii) When relying on this paragraph 
(e), a self-regulatory organization shall 
submit Form 19b–4(e) (17 CFR 249.820) 
to the Commission within five business 
days after commencement of trading a 
new derivative securities product. 

(f) A proposed rule change may take 
effect upon filing with the Commission 
pursuant to Section 19(b)(3)(A) of the 
Act, 15 U.S.C. 78s(b)(3)(A), if properly 
designated by the self-regulatory orga-
nization as: 

(1) Constituting a stated policy, prac-
tice, or interpretation with respect to 
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the meaning, administration, or en-
forcement of an existing rule; 

(2) Establishing or changing a due, 
fee, or other charge applicable only to 
a member; 

(3) Concerned solely with the admin-
istration of the self-regulatory organi-
zation; 

(4) Effecting a change in an existing 
service of a registered clearing agency 
that either: 

(i)(A) Does not adversely affect the 
safeguarding of securities or funds in 
the custody or control of the clearing 
agency or for which it is responsible; 
and 

(B) Does not significantly affect the 
respective rights or obligations of the 
clearing agency or persons using the 
service; or 

(ii)(A) Primarily affects the clearing 
operations of the clearing agency with 
respect to products that are not securi-
ties, including futures that are not se-
curity futures, swaps that are not secu-
rity-based swaps or mixed swaps, and 
forwards that are not security for-
wards; and 

(B) Either 
(1) Does not significantly affect any 

securities clearing operations of the 
clearing agency or any rights or obliga-
tions of the clearing agency with re-
spect to securities clearing or persons 
using such securities-clearing service, 
or 

(2) Does significantly affect any secu-
rities clearing operations of the clear-
ing agency or the rights or obligations 
of the clearing agency with respect to 
securities clearing or persons using 
such securities-clearing service, but is 
necessary to maintain fair and orderly 
markets for products that are not secu-
rities, including futures that are not 
security futures, swaps that are not se-
curity-based swaps or mixed swaps, and 
forwards that are not security for-
wards. Proposed rule changes filed pur-
suant to this subparagraph II must also 
be filed in accordance with the proce-
dures of Section 19(b)(1) for approval 
pursuant to Section 19(b)(2) and the 
regulations thereunder within fifteen 
days of being filed under Section 
19(b)(3)(A). 

(5) Effecting a change in an existing 
order-entry or trading system of a self- 
regulatory organization that: 

(i) Does not significantly affect the 
protection of investors or the public in-
terest; 

(ii) Does not impose any significant 
burden on competition; and 

(iii) Does not have the effect of lim-
iting the access to or availability of 
the system; or 

(6) Effecting a change that: 
(i) Does not significantly affect the 

protection of investors or the public in-
terest; 

(ii) Does not impose any significant 
burden on competition; and 

(iii) By its terms, does not become 
operative for 30 days after the date of 
the filing, or such shorter time as the 
Commission may designate if con-
sistent with the protection of investors 
and the public interest; provided that 
the self-regulatory organization has 
given the Commission written notice of 
its intent to file the proposed rule 
change, along with a brief description 
and text of the proposed rule change, 
at least five business days prior to the 
date of filing of the proposed rule 
change, or such shorter time as des-
ignated by the Commission. 

(g) Proceedings to determine whether 
a proposed rule change should be dis-
approved will be conducted pursuant to 
17 CFR 201.700–701 (Initiation of Pro-
ceedings for SRO Proposed Rule 
Changes). 

(h) Notice of orders issued pursuant 
to section 19(b) of the Act will be given 
by prompt publication thereof, to-
gether with a statement of written rea-
sons therefor. 

(i) Self-regulatory organizations 
shall retain at their principal place of 
business a file, available to interested 
persons for public inspection and copy-
ing, of all filings, notices and submis-
sions made pursuant to this section 
and all correspondence and other com-
munications reduced to writing (in-
cluding comment letters) to and from 
such self-regulatory organization con-
cerning any such filing, notice or sub-
mission, whether such correspondence 
and communications are received or 
prepared before or after the filing, no-
tice or submission of the proposed rule 
change, advance notice or security- 
based swap submission, as applicable. 

(j) Filings by a self-regulatory orga-
nization submitted on Form 19b–4 (17 
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CFR 249.819) electronically shall con-
tain an electronic signature. For the 
purposes of this section, the term elec-
tronic signature means an electronic 
entry in the form of a magnetic im-
pulse or other form of computer data 
compilation of any letter or series of 
letters or characters comprising a 
name, executed, adopted or authorized 
as a signature. The signatory to an 
electronically submitted rule filing 
shall manually sign a signature page or 
other document, in the manner pre-
scribed by Form 19b–4, authenticating, 
acknowledging or otherwise adopting 
his or her signature that appears in 
typed form within the electronic filing. 
Such document shall be executed be-
fore or at the time the rule filing is 
electronically submitted and shall be 
retained by the filer in accordance with 
§ 240.17a–1. 

(k) If the conditions of this section 
and Form 19b–4 (17 CFR 249.819) are 
otherwise satisfied, all filings sub-
mitted electronically on or before 5:30 
p.m. Eastern Standard Time or Eastern 
Daylight Saving Time, whichever is 
currently in effect, on a business day, 
shall be deemed filed on that business 
day, and all filings submitted after 5:30 
p.m. Eastern Standard Time or Eastern 
Daylight Saving Time, whichever is 
currently in effect, shall be deemed 
filed on the next business day. 

(l) The self-regulatory organization 
shall post each proposed rule change, 
and any amendments thereto, on its 
Web site within two business days after 
the filing of the proposed rule change, 
and any amendments thereto, with the 
Commission. If a self-regulatory orga-
nization does not post a proposed rule 
change on its Web site on the same day 
that it filed the proposal with the Com-
mission, then the self-regulatory orga-
nization shall inform the Commission 
of the date on which it posted such pro-
posal on its Web site. Such proposed 
rule change and amendments shall be 
maintained on the self-regulatory orga-
nization’s Web site until: 

(1) In the case of a proposed rule 
change filed under section 19(b)(2) of 
the Act (15 U.S.C. 78s(b)(2)), the Com-
mission approves or disapproves the 
proposed rule change or the self-regu-
latory organization withdraws the pro-
posed rule change, or any amendments, 

or is notified that the proposed rule 
change is not properly filed; or 

(2) In the case of a proposed rule 
change filed under section 19(b)(3)(A) of 
the Act (15 U.S.C. 78s(b)(3)(A)), or any 
amendment thereto, 60 days after the 
date of filing, unless the self-regu-
latory organization withdraws the pro-
posed rule change or is notified that 
the proposed rule change is not prop-
erly filed; and 

(3) In the case of proposed rule 
changes approved by the Commission 
pursuant to section 19(b)(2) of the Act 
(15 U.S.C. 78s(b)(2)) or noticed by the 
Commission pursuant to section 
19(b)(3)(A) of the Act (15 U.S.C. 
78s(b)(3)(A)), the self-regulatory organi-
zation updates its rule text as required 
by paragraph (m) of this section; and 

(4) In the case of a proposed rule 
change, or any amendment thereto, 
that has been disapproved, withdrawn 
or not properly filed, the self-regu-
latory organization shall remove the 
proposed rule change, or any amend-
ment, from its Web site within two 
business days of notification of dis-
approval, improper filing, or with-
drawal by the SRO of the proposed rule 
change. 

(m)(1) Each self-regulatory organiza-
tion shall post and maintain a current 
and complete version of its rules on its 
Web site. 

(2) A self-regulatory organization, 
other than a self-regulatory organiza-
tion that is registered with the Com-
mission under section 6(g) of the Act 
(15 U.S.C. 78f(g)) or pursuant to section 
15A(k) of the Act (15 U.S.C. 78o–1(k)), 
shall update its Web site to reflect rule 
changes filed pursuant to section 
19(b)(2) of the Act (15 U.S.C. 78s(b)(2)) 
within two business days after it has 
been notified of the Commission’s ap-
proval of a proposed rule change, and 
to reflect rule changes filed pursuant 
to section 19(b)(3)(A) of the Act (15 
U.S.C. 78s(b)(3)(A)) within two business 
days of the Commission’s notice of 
such proposed rule change. 

(3) A self-regulatory organization 
that is registered with the Commission 
under section 6(g) of the Act (15 U.S.C. 
78f(g)) or pursuant to section 15A(k) of 
the Act (15 U.S.C. 78o–1(k)), shall up-
date its Web site to reflect rule 
changes filed pursuant to section 
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19(b)(2) of the Act by two business days 
after the later of: 

(A) Notification that the Commission 
has approved a proposed rule change; 
and 

(B)(i) The filing of a written certifi-
cation with the Commodity Futures 
Trading Commission under section 
5c(c) of the Commodity Exchange Act 
(7 U.S.C. 7a–2(c)); 

(ii) Receipt of notice from the Com-
modity Futures Trading Commission 
that it has determined that review of 
the proposed rule change is not nec-
essary; or 

(iii) Receipt of notice from the Com-
modity Futures Trading Commission 
that it has approved the proposed rule 
change. 

(4) If a rule change is not effective for 
a certain period, the self-regulatory or-
ganization shall clearly indicate the ef-
fective date in the relevant rule text. 

(n)(1)(i) A designated clearing agency 
shall provide an advance notice to the 
Commission of any proposed change to 
its rules, procedures, or operations 
that could materially affect the nature 
or level of risks presented by such des-
ignated clearing agency. Except as pro-
vided in paragraph (n)(1)(ii) of this sec-
tion, such advance notice shall be sub-
mitted to the Commission electroni-
cally on Form 19b–4 (referenced in 17 
CFR 249.819). The Commission shall, 
upon the filing of any advance notice, 
provide for prompt publication thereof. 

(ii) Any designated clearing agency 
that files an advance notice with the 
Commission prior to December 10, 2013, 
shall file such advance notice in elec-
tronic format to a dedicated email ad-
dress to be established by the Commis-
sion. The contents of an advance notice 
filed pursuant to this paragraph 
(n)(1)(ii) shall contain the information 
required to be included for advance no-
tices in the General Instructions for 
Form 19b–4 (referenced in 17 CFR 
249.819). 

(2)(i) For purposes of this paragraph 
(n), the phrase materially affect the na-
ture or level of risks presented, when used 
to qualify determinations on a change 
to rules, procedures, or operations at 
the designated clearing agency, means 
matters as to which there is a reason-
able possibility that the change could 
affect the performance of essential 

clearing and settlement functions or 
the overall nature or level of risk pre-
sented by the designated clearing agen-
cy. 

(ii) Changes to rules, procedures, or 
operations that could materially affect 
the nature or level of risks presented 
by a designated clearing agency may 
include, but are not limited to, changes 
that materially affect participant and 
product eligibility, risk management, 
daily or intraday settlement proce-
dures, default procedures, system safe-
guards, governance or financial re-
sources of the designated clearing 
agency. 

(iii) Changes to rules, procedures, or 
operations that may not materially af-
fect the nature or level of risks pre-
sented by a designated clearing agency 
include, but are not limited to: 

(A) Changes to an existing procedure, 
control, or service that do not modify 
the rights or obligations of the des-
ignated clearing agency or persons 
using its payment, clearing, or settle-
ment services and that do not ad-
versely affect the safeguarding of secu-
rities, collateral, or funds in the cus-
tody or control of the designated clear-
ing agency or for which it is respon-
sible; or 

(B) Changes concerned solely with 
the administration of the designated 
clearing agency or related to the rou-
tine, daily administration, direction, 
and control of employees; 

(3) The designated clearing agency 
shall post the advance notice, and any 
amendments thereto, on its Web site 
within two business days after the fil-
ing of the advance notice, and any 
amendments thereto, with the Com-
mission. Such advance notice and 
amendments shall be maintained on 
the designated clearing agency’s Web 
site until the earlier of: 

(i) The date the designated clearing 
agency withdraws the advance notice 
or is notified that the advance notice is 
not properly filed; or 

(ii) The date the designated clearing 
agency posts a notice of effectiveness 
as required by paragraph (n)(4)(ii) of 
this section. 

(4)(i) The designated clearing agency 
shall post a notice on its Web site with-
in two business days of the date that 
any change to its rules, procedures, or 
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operations referred to in an advance 
notice has been permitted to take ef-
fect as such date is determined in ac-
cordance with Section 806(e) of the 
Payment, Clearing and Settlement Su-
pervision Act (12 U.S.C. 5465). 

(ii) The designated clearing agency 
shall post a notice on its Web site with-
in two business days of the effective-
ness of any change to its rules, proce-
dures, or operations referred to in an 
advance notice. 

(5) A designated clearing agency shall 
provide copies of all materials sub-
mitted to the Commission relating to 
an advance notice with the Board of 
Governors of the Federal Reserve Sys-
tem contemporaneously with such sub-
mission to the Commission. 

(6) The publication and Web site post-
ing requirements contained in para-
graphs (n)(1), (n)(3), and (n)(4) of this 
section do not apply to any informa-
tion contained in an advance notice for 
which a designated clearing agency has 
requested confidential treatment fol-
lowing the procedures set forth in 
§ 240.24b–2. 

(o)(1) Every clearing agency that is 
registered with the Commission that 
plans to accept a security-based swap, 
or any group, category, type, or class 
of security-based swaps for clearing 
shall submit to the Commission a secu-
rity-based swap submission and provide 
notice to its members of such security- 
based swap submission. 

(2)(i) Except as provided in paragraph 
(o)(2)(ii) of this section, a clearing 
agency shall submit each security- 
based swap submission to the Commis-
sion electronically on Form 19b–4 (ref-
erenced in 17 CFR 249.819) with the in-
formation required to be submitted for 
a security-based swap submission, as 
provided in § 240.19b–4 and Form 19b–4. 
Any information submitted to the 
Commission electronically on Form 
19b–4 that is not complete or otherwise 
in compliance with this section and 
Form 19b–4 shall not be considered a 
security-based swap submission and 
the Commission shall so inform the 
clearing agency within twenty-one 
business days of the submission on 
Form 19b–4 (referenced in 17 CFR 
249.819). 

(ii) Any clearing agency that files a 
security-based swap submission with 

the Commission prior to December 10, 
2013, shall file such security-based swap 
submission in electronic format to a 
dedicated email address to be estab-
lished by the Commission. The con-
tents of a security-based swap submis-
sion filed pursuant to this paragraph 
(o)(2)(ii) shall contain the information 
required to be included for security- 
based swap submissions in the General 
Instructions for Form 19b–4. 

(3) A security-based swap submission 
submitted by a clearing agency to the 
Commission shall include a statement 
that includes, but is not limited to: 

(i) How the security-based swap sub-
mission is consistent with Section 17A 
of the Act (15 U.S.C. 78q–1); 

(ii) Information that will assist the 
Commission in the quantitative and 
qualitative assessment of the factors 
specified in Section 3C of the Act (15 
U.S.C. 78c–3), including, but not limited 
to: 

(A) The existence of significant out-
standing notional exposures, trading li-
quidity, and adequate pricing data; 

(B) The availability of a rule frame-
work, capacity, operational expertise 
and resources, and credit support infra-
structure to clear the contract on 
terms that are consistent with the ma-
terial terms and trading conventions 
on which the contract is then traded; 

(C) The effect on the mitigation of 
systemic risk, taking into account the 
size of the market for such contract 
and the resources of the clearing agen-
cy available to clear the contract; 

(D) The effect on competition, in-
cluding appropriate fees and charges 
applied to clearing; and 

(E) The existence of reasonable legal 
certainty in the event of the insol-
vency of the relevant clearing agency 
or one or more of its clearing members 
with regard to the treatment of cus-
tomer and security-based swap 
counterparty positions, funds, and 
property; 

(iii) A description of how the rules of 
the clearing agency prescribe that all 
security-based swaps submitted to the 
clearing agency with the same terms 
and conditions are economically equiv-
alent within the clearing agency and 
may be offset with each other within 
the clearing agency, as applicable to 
the security-based swaps described in 
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the security-based swap submission; 
and 

(iv) A description of how the rules of 
the clearing agency provide for non- 
discriminatory clearing of a security- 
based swap executed bilaterally or on 
or through the rules of an unaffiliated 
national securities exchange or secu-
rity-based swap execution facility, as 
applicable to the security-based swaps 
described in the security-based swap 
submission. 

(4) A clearing agency shall submit se-
curity-based swaps to the Commission 
for review by group, category, type or 
class of security-based swaps, to the 
extent reasonable and practicable to do 
so. 

(5) A clearing agency shall post each 
security-based swap submission, and 
any amendments thereto, on its Web 
site within two business days after the 
submission of the security-based swap 
submission, and any amendments 
thereto, with the Commission. Such se-
curity-based swap submission and 
amendments shall be maintained on 
the clearing agency’s Web site until 
the Commission makes a determina-
tion regarding the security-based swap 
submission or the clearing agency 
withdraws the security-based swap sub-
mission, or is notified that the secu-
rity-based swap submission is not prop-
erly filed. 

(6) In connection with any security- 
based swap submission that is sub-
mitted by a clearing agency to the 
Commission, the clearing agency shall 
provide any additional information re-
quested by the Commission as nec-
essary to assess any of the factors it 
determines to be appropriate in order 
to make the determination of whether 
the clearing requirement applies. 

(7) Notices of orders issued pursuant 
to Section 3C of the Act (15 U.S.C. 78c– 
3), regarding security-based swap sub-
missions will be given by prompt publi-
cation thereof, together with a state-
ment of written reasons therefor. 

[45 FR 73914, Nov. 7, 1980, as amended at 59 
FR 66701, Dec. 28, 1994; 63 FR 70967, Dec. 22, 
1998; 66 FR 43742, Aug. 20, 2001; 69 FR 60300, 
Oct. 8, 2004; 73 FR 16189, Mar. 27, 2008; 76 FR 
4072, Jan. 24, 2011; 76 FR 20509, Apr. 13, 2011; 
76 FR 41092, July 13, 2011; 77 FR 41648, July 13, 
2012; 77 FR 73305, Dec. 10, 2012; 78 FR 21057, 
Apr. 9, 2013] 

§ 240.19b–5 Temporary exemption from 
the filing requirements of Section 
19(b) of the Act. 

PRELIMINARY NOTES 

1. The following section provides for 
a temporary exemption from the rule 
filing requirement for self-regulatory 
organizations that file proposed rule 
changes concerning the operation of a 
pilot trading system pursuant to sec-
tion 19(b) of the Act (15 U.S.C. 78s(b), as 
amended). All other requirements 
under the Act that are applicable to 
self-regulatory organizations continue 
to apply. 

2. The disclosures made pursuant to 
the provisions of this section are in ad-
dition to any other applicable disclo-
sure requirements under the federal se-
curities laws. 

(a) For purposes of this section, the 
term specialist means any member sub-
ject to a requirement of a self-regu-
latory organization that such member 
regularly maintain a market in a par-
ticular security. 

(b) For purposes of this section, the 
term trading system means the rules of 
a self-regulatory organization that: 

(1) Determine how the orders of mul-
tiple buyers and sellers are brought to-
gether; and 

(2) Establish non-discretionary meth-
ods under which such orders interact 
with each other and under which the 
buyers and sellers entering such orders 
agree to the terms of trade. 

(c) For purposes of this section, the 
term pilot trading system shall mean a 
trading system operated by a self-regu-
latory organization that is not sub-
stantially similar to any trading sys-
tem or pilot trading system operated 
by such self-regulatory organization at 
any time during the preceding year, 
and that: 

(1)(i) Has been in operation for less 
than two years; 

(ii) Is independent of any other trad-
ing system operated by such self-regu-
latory organization that has been ap-
proved by the Commission pursuant to 
section 19(b) of the Act, (15 U.S.C. 
78s(b)); 

(iii) With respect to each security 
traded on such pilot trading system, 
during at least two of the last four con-
secutive calendar months, has traded 
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no more than 5 percent of the average 
daily trading volume of such security 
in the United States; and 

(iv) With respect to all securities 
traded on such pilot trading system, 
during at least two of the last four con-
secutive calendar months, has traded 
no more than 20 percent of the average 
daily trading volume of all trading sys-
tems operated by such self-regulatory 
organization; or 

(2)(i) Has been in operation for less 
than two years; 

(ii) With respect to each security 
traded on such pilot trading system, 
during at least two of the last four con-
secutive calendar months, has traded 
no more than 1 percent of the average 
daily trading volume of such security 
in the United States; and 

(iii) With respect to all securities 
traded on such pilot trading system, 
during at least two of the last four con-
secutive calendar months, has traded 
no more than 20 percent of the average 
daily trading volume of all trading sys-
tems operated by such self-regulatory 
organization; or 

(3)(i) Has been in operation for less 
than two years; and 

(ii)(A) Satisfied the definition of pilot 
trading system under paragraph (c)(1) of 
this section no more than 60 days ago, 
and continues to be independent of any 
other trading system operated by such 
self-regulatory organization that has 
been approved by the Commission pur-
suant to section 19(b) of the Act, (15 
U.S.C. 78s(b)); or 

(B) Satisfied the definition of pilot 
trading system under paragraph (c)(2) of 
this section no more than 60 days ago. 

(d) A pilot trading system shall be 
deemed independent of any other trad-
ing system operated by a self-regu-
latory organization if: 

(1) Such pilot trading system trades 
securities other than the issues of secu-
rities that trade on any other trading 
system operated by such self-regu-
latory organization that has been ap-
proved by the Commission pursuant to 
section 19(b) of the Act, (15 U.S.C. 
78s(b)); 

(2) Such pilot trading system does 
not operate during the same trading 
hours as any other trading system op-
erated by such self-regulatory organi-
zation that has been approved by the 

Commission pursuant to section 19(b) 
of the Act, (15 U.S.C. 78s(b)); or 

(3) No specialist or market maker on 
any other trading system operated by 
such self-regulatory organization that 
has been approved by the Commission 
pursuant to section 19(b) of the Act, (15 
U.S.C. 78s(b)), is permitted to effect 
transactions on the pilot trading sys-
tem in securities in which they are a 
specialist or market maker. 

(e) A self-regulatory organization 
shall be exempt temporarily from the 
requirement under section 19(b) of the 
Act, (15 U.S.C. 78s(b)), to submit on 
Form 19b–4, 17 CFR 249.819, proposed 
rule changes for establishing a pilot 
trading system, if the self-regulatory 
organization complies with the fol-
lowing requirements: 

(1) Form PILOT. The self-regulatory 
organization: 

(i) Files Part I of Form PILOT, 17 
CFR 249.821, in accordance with the in-
structions therein, at least 20 days 
prior to commencing operation of the 
pilot trading system; 

(ii) Files an amendment on Part I of 
Form PILOT at least 20 days prior to 
implementing a material change to the 
operation of the pilot trading system; 
and 

(iii) Files a quarterly report on Part 
II of Form PILOT within 30 calendar 
days after the end of each calendar 
quarter in which the market has oper-
ated after the effective date of this sec-
tion. 

(2) Fair access. (i) The self-regulatory 
organization has in place written rules 
to ensure that all members of the self- 
regulatory organization have fair ac-
cess to the pilot trading system, and 
that information regarding orders on 
the pilot trading system is equally 
available to all members of the self- 
regulatory organization with access to 
such pilot trading system. 

(ii) Notwithstanding the requirement 
in paragraph (e)(2)(i) of this section, a 
specialist on the pilot trading system 
may have preferred access to informa-
tion regarding orders that it represents 
in its capacity as specialist. 

(iii) The rules established by a self- 
regulatory organization pursuant to 
paragraph (e)(2)(i) of this section will 
be considered rules governing the pilot 
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trading system for purposes of the tem-
porary exemption under this section. 

(3) Trading rules and procedures and 
listing standards. (i) The self-regulatory 
organization has in place written trad-
ing rules and procedures and listing 
standards necessary to operate the 
pilot trading system. 

(ii) The rules established by a self- 
regulatory organization pursuant to 
paragraph (e)(3)(i) of this section will 
be considered rules governing the pilot 
trading system for purposes of the tem-
porary exemption under this section. 

(4) Surveillance. The self-regulatory 
organization establishes internal pro-
cedures for the effective surveillance of 
trading activity on the self-regulatory 
organization’s pilot trading system. 

(5) Clearance and settlement. The self- 
regulatory organization establishes 
reasonable clearance and settlement 
procedures for transactions effected on 
the self-regulatory organizations pilot 
trading system. 

(6) Types of securities. The self-regu-
latory organization permits to trade on 
the pilot trading system only securi-
ties registered under section 12 of the 
Act, (15 U.S.C. 78l). 

(7) Activities of specialists. (i) The self- 
regulatory organization does not per-
mit any member to be a specialist in a 
security on the pilot trading system 
and a specialist in a security on a trad-
ing system operated by such self-regu-
latory organization that has been ap-
proved by the Commission pursuant to 
section 19(b) of the Act, (15 U.S.C. 
78s(b)), or on another pilot trading sys-
tem operated by such self-regulatory 
organization, if such securities are re-
lated securities, except that a member 
may be a specialist in related securi-
ties that the Commission, upon appli-
cation by the self-regulatory organiza-
tion, later determines is necessary or 
appropriate in the public interest and 
consistent with the protection of inves-
tors; 

(ii) Notwithstanding paragraph 
(e)(7)(i) of this section, a self-regu-
latory organization may permit a 
member to be a specialist in any secu-
rity on a pilot trading system, if the 
pilot trading system is operated during 
trading hours different from the trad-
ing hours of the trading system in 
which such member is a specialist. 

(iii) For purposes of paragraph (e)(7) 
of this section, the term related securi-
ties means any two securities in which: 

(A) The value of one security is de-
termined, in whole or significant part, 
by the performance of the other secu-
rity; or 

(B) The value of both securities is de-
termined, in whole or significant part, 
by the performance of a third security, 
combination of securities, index, indi-
cator, interest rate or other common 
factor. 

(8) Examinations, inspections, and in-
vestigations. The self-regulatory organi-
zation cooperates with the examina-
tion, inspection, or investigation by 
the Commission of transactions ef-
fected on the pilot trading system. 

(9) Recordkeeping. The self-regulatory 
organization shall retain at its prin-
cipal place of business and make avail-
able to Commission staff for inspec-
tion, all the rules and procedures relat-
ing to each pilot trading system oper-
ating pursuant to this section for a pe-
riod of not less than five years, the 
first two years in an easily accessible 
place, as prescribed in § 240.17a–1. 

(10) Public availability of pilot trading 
system rules. The self-regulatory organi-
zation makes publicly available all 
trading rules and procedures, including 
those established under paragraphs 
(e)(2) and (e)(3) of this section. 

(11) Every notice or amendment filed 
pursuant to this paragraph (e) shall 
constitute a ‘‘report’’ within the mean-
ing of sections 11A, 17(a), 18(a), and 
32(a), (15 U.S.C. 78k–1, 78q(a), 78r(a), and 
78ff(a)), and any other applicable provi-
sions of the Act. All notices or reports 
filed pursuant to this paragraph (e) 
shall be deemed to be confidential until 
the pilot trading system commences 
operation. 

(f)(1) A self-regulatory organization 
shall request Commission approval, 
pursuant to section 19(b)(2) of the Act, 
(15 U.S.C. 78s(b)(2)), for any rule change 
relating to the operation of a pilot 
trading system by submitting Form 
19b–4, 17 CFR 249.819, no later than two 
years after the commencement of oper-
ation of such pilot trading system, or 
shall cease operation of the pilot trad-
ing system. 
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(2) Simultaneous with a request for 
Commission approval pursuant to sec-
tion 19(b)(2) of the Act, (15 U.S.C. 
78s(b)(2)), a self-regulatory organiza-
tion may request Commission approval 
pursuant to section 19(b)(3)(A) of the 
Act, (15 U.S.C. 78s(b)(3)(A)), for any 
rule change relating to the operation of 
a pilot trading system by submitting 
Form 19b–4, 17 CFR 249.819, effective 
immediate upon filing, to continue op-
erations of such trading system for a 
period not to exceed six months. 

(g) Notwithstanding paragraph (e) of 
this section, rule changes with respect 
to pilot trading systems operated by a 
self-regulatory organization shall not 
be exempt from the rule filing require-
ments of section 19(b)(2) of the Act, (15 
U.S.C. 78s(b)(2)), if the Commission de-
termines, after notice to the SRO and 
opportunity for the SRO to respond, 
that exemption of such rule changes is 
not necessary or appropriate in the 
public interest or consistent with the 
protection of investors. 

[63 FR 70920, Dec. 22, 1998] 

§ 240.19b–7 Filings with respect to pro-
posed rule changes submitted pur-
suant to Section 19(b)(7) of the Act. 

PRELIMINARY NOTE: A self-regulatory orga-
nization also must refer to Form 19b–7 (17 
CFR 249.822) for further requirements with 
respect to the filing of proposed rule 
changes. 

(a) Filings with respect to proposed 
rule changes by a self-regulatory orga-
nization submitted pursuant to section 
19(b)(7) of the Act (15 U.S.C. 78s(b)(7)) 
shall be made electronically on Form 
19b–7 (17 CFR 249.822). 

(b) A proposed rule change will not be 
deemed filed on the date it is received 
by the Commission unless: 

(1) A completed Form 19b–7 (17 CFR 
249.822) is submitted electronically; and 

(2) In order to elicit meaningful com-
ment, it is accompanied by: 

(i) A clear and accurate statement of 
the basis and purpose of such rule 
change, including the impact on com-
petition or efficiency, if any; and 

(ii) A summary of any written com-
ments (including e-mail) received by 
the self-regulatory organization on the 
proposed rule change. 

(c) Self-regulatory organizations 
shall retain at their principle place of 

business a file, available to interested 
persons for public inspection and copy-
ing, of all filings made pursuant to this 
section and all correspondence and 
other communications reduced to writ-
ing (including comment letters) to and 
from such self-regulatory organization 
concerning such filing, whether such 
correspondence and communications 
are received or prepared before or after 
the filing of the proposed rule change. 

(d) Filings with respect to proposed 
rule changes by a self-regulatory orga-
nization submitted on Form 19b–7 (17 
CFR 249.822) electronically shall con-
tain an electronic signature. For the 
purposes of this section, the term elec-
tronic signature means an electronic 
entry in the form of a magnetic im-
pulse or other form of computer data 
compilation of any letter or series of 
letters or characters comprising a 
name, executed, adopted or authorized 
as a signature. The signatory to an 
electronically submitted rule filing 
shall manually sign a signature page or 
other document, in the manner pre-
scribed by Form 19b–7, authenticating, 
acknowledging or otherwise adopting 
his or her signature that appears in 
typed form within the electronic filing. 
Such document shall be executed be-
fore or at the time the rule filing is 
electronically submitted and shall be 
retained by the filer in accordance with 
17 CFR 240.17a–1. 

(e) If the conditions of this section 
and Form 19b–7 (17 CFR 249.822) are 
otherwise satisfied, all filings sub-
mitted electronically on or before 5:30 
p.m. Eastern Standard Time or Eastern 
Daylight Saving Time, whichever is 
currently in effect, on a business day, 
shall be deemed filed on that business 
day, and all filings submitted after 5:30 
p.m. Eastern Standard Time or Eastern 
Daylight Saving Time, whichever is 
currently in effect, shall be deemed 
filed on the next business day. 

(f) The self-regulatory organization 
shall post the proposed rule change, 
and any amendments thereto, sub-
mitted on Form 19b–7 (17 CFR 249.822), 
on its Web site within two business 
days after the filing of the proposed 
rule change, and any amendments 
thereto, with the Commission. Unless 
the self-regulatory organization with-
draws the proposed rule change or is 
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notified that the proposed rule change 
is not properly filed, such proposed rule 
change and amendments shall be main-
tained on the self-regulatory organiza-
tion’s Web site until 60 days after: 

(1) The filing of a written certifi-
cation with the Commodity Futures 
Trading Commission under section 
5c(c) of the Commodity Exchange Act 
(7 U.S.C. 7a–2(c)); 

(2) The Commodity Futures Trading 
Commission determines that review of 
the proposed rule change is not nec-
essary; or 

(3) The Commodity Futures Trading 
Commission approves the proposed rule 
change; and 

(4) In the case of a proposed rule 
change, or any amendment thereto, 
that has been withdrawn or not prop-
erly filed, the self-regulatory organiza-
tion shall remove the proposed rule 
change, or any amendment, from its 
Web site within two business days of 
notification of improper filing or with-
drawal by the self-regulatory organiza-
tion of the proposed rule change. 

(g)(1) Each self-regulatory organiza-
tion shall post and maintain a current 
and complete version of its rules on its 
Web site. 

(2) The self-regulatory organization 
shall update its Web site to reflect rule 
changes filed pursuant to section 
19(b)(7) of the Act (15 U.S.C. 78s(b)(7)), 
by two business days after the later of: 

(A) The Commission’s notice of such 
proposed rule change; and 

(B)(i) The filing of a written certifi-
cation with the Commodity Futures 
Trading Commission under section 
5c(c) of the Commodity Exchange Act 
(7 U.S.C. 7a–2(c)); 

(ii) Receipt of notice from the Com-
modity Futures Trading Commission 
that it has determined that review of 
the proposed rule change is not nec-
essary; or 

(iii) Receipt of notice from the Com-
modity Futures Trading Commission 
that it has approved the proposed rule 
change. 

(3) If a rule change is not effective for 
a certain period, the self-regulatory or-
ganization shall clearly indicate the ef-
fective date in the relevant rule text. 

[66 FR 43743, Aug. 20, 2001, as amended at 73 
FR 16189, Mar. 27, 2008] 

§ 240.19c–1 Governing certain off- 
board agency transactions by mem-
bers of national securities ex-
changes. 

The rules of each national securities 
exchange shall provide as follows: 

No rule, stated policy, or practice of 
this exchange shall prohibit or condi-
tion, or be construed to prohibit or 
condition or otherwise limit, directly 
or indirectly, the ability of any mem-
ber acting as agent to effect any trans-
action otherwise than on this exchange 
with another person (except when such 
member also is acting as agent for such 
other person in such transaction), in 
any equity security listed on this ex-
change or to which unlisted trading 
privileges on this exchange have been 
extended. 

(Secs. 2, 3, 6, 11, 17, 19, 23, Pub. L. 78–291, 48 
Stat. 881, 882, 885, 891, 897, 898, 901, as amend-
ed by secs. 2, 3, 6, 14, 16, 18, Pub. L. 94–29, 89 
Stat. 97, 104, 110, 137, 146, 155 (15 U.S.C. 78b, 
78c, 78f, 78k, 78q, 78s, 78w, as amended by 
Pub. L. 94–29 (June 4, 1975)); sec. 7 Pub. L. 94– 
29, 89 Stat. 111 (15 U.S.C. 78k–1)) 

[43 FR 1328, Jan. 9, 1978] 

§ 240.19c–3 Governing off-board trad-
ing by members of national securi-
ties exchanges. 

The rules of each national securities 
exchange shall provide as follows: 

(a) No rule, stated policy or practice 
of this exchange shall prohibit or con-
dition, or be construed to prohibit, con-
dition or otherwise limit, directly or 
indirectly, the ability of any member 
to effect any transaction otherwise 
than on this exchange in any reported 
security listed and registered on this 
exchange or as to which unlisted trad-
ing privileges on this exchange have 
been extended (other than a put option 
or call option issued by the Options 
Clearing Corporation) which is not a 
covered security. 

(b) For purposes of this rule, 
(1) The term Act shall mean the Secu-

rities Exchange Act of 1934, as amend-
ed. 

(2) The term exchange shall mean a 
national securities exchange registered 
as such with the Securities and Ex-
change Commission pursuant to sec-
tion 6 of the Act. 
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(3) The term covered security shall 
mean (i) Any equity security or class of 
equity securities which 

(A) Was listed and registered on an 
exchange on April 26, 1979, and 

(B) Remains listed and registered on 
at least one exchange continuously 
thereafter; 

(ii) Any equity security or class of 
equity securities which 

(A) Was traded on one or more ex-
changes on April 26, 1979, pursuant to 
unlisted trading privileges permitted 
by section 12(f)(1)(A) of the Act, and 

(B) Remains traded on any such ex-
change pursuant to such unlisted trad-
ing privileges continuously thereafter; 
and 

(iii) Any equity security or class of 
equity securities which 

(A) Is issued in connection with a 
statutory merger, consolidation or 
similar plan or reorganization (includ-
ing a reincorporation or change of 
domicile) in exchange for an equity se-
curity or class of equity securities de-
scribed in paragraph (b)(3)(i) or (ii) of 
this rule, 

(B) Is listed and registered on an ex-
change after April 26, 1979, and 

(C) Remains listed and registered on 
at least one exchange continuously 
thereafter. 

(4) The term reported security shall 
mean any security or class of securities 
for which transaction reports are col-
lected, processed and made available 
pursuant to an effective transaction re-
porting plan. 

(5) The term transaction report shall 
mean a report containing the price and 
volume associated with a completed 
transaction involving the purchase or 
sale of a security. 

(6) The term effective transaction re-
porting plan shall mean any plan ap-
proved by the Commission pursuant to 
§ 242.601 of this chapter for collecting, 
processing, and making available 
transaction reports with respect to 
transactions in an equity security or 
class of equity securities. 

[45 FR 41134, June 18, 1980, as amended at 70 
FR 37618, June 29, 2005] 

§ 240.19c–4 Governing certain listing 
or authorization determinations by 
national securities exchanges and 
associations. 

(a) The rules of each exchange shall 
provide as follows: No rule, stated pol-
icy, practice, or interpretation of this 
exchange shall permit the listing, or 
the continuance of the listing, of any 
common stock or other equity security 
of a domestic issuer, if the issuer of 
such security issues any class of secu-
rity, or takes other corporate action, 
with the effect of nullifying, restrict-
ing or disparately reducing the per 
share voting rights of holders of an 
outstanding class or classes of common 
stock of such issuer registered pursu-
ant to section 12 of the Act. 

(b) The rules of each association shall 
provide as follows: No rule, stated pol-
icy, practice, or interpretation of this 
association shall permit the authoriza-
tion for quotation and/or transaction 
reporting through an automated inter- 
dealer quotation system (‘‘authoriza-
tion’’), or the continuance of author-
ization, of any common stock or other 
equity security of a domestic issuer, if 
the issuer of such security issues any 
class of security, or takes other cor-
porate action, with the effect of nul-
lifying, restricting, or disparately re-
ducing the per share voting rights of 
holders of an outstanding class or 
classes of common stock of such issuer 
registered pursuant to section 12 of the 
Act. 

(c) For the purposes of paragraphs (a) 
and (b) of this section, the following 
shall be presumed to have the effect of 
nullifying, restricting, or disparately 
reducing the per share voting rights of 
an outstanding class or classes of com-
mon stock: 

(1) Corporate action to impose any 
restriction on the voting power of 
shares of the common stock of the 
issuer held by a beneficial or record 
holder based on the number of shares 
held by such beneficial or record hold-
er; 

(2) Corporate action to impose any 
restriction on the voting power of 
shares of the common stock of the 
issuer held by a beneficial or record 
holder based on the length of time such 
shares have been held by such bene-
ficial or record holder; 
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(3) Any issuance of securities through 
an exchange offer by the issuer for 
shares of an outstanding class of the 
common stock of the issuer, in which 
the securities issued have voting rights 
greater than or less than the per share 
voting rights of any outstanding class 
of the common stock of the issuer. 

(4) Any issuance of securities pursu-
ant to a stock dividend, or any other 
type of distribution of stock, in which 
the securities issued have voting rights 
greater than the per share voting 
rights of any outstanding class of the 
common stock of the issuer. 

(d) For the purpose of paragraphs (a) 
and (b) of this section, the following, 
standing alone, shall be presumed not 
to have the effect of nullifying, re-
stricting, or disparately reducing the 
per share voting rights of holders of an 
outstanding class or classes of common 
stock: 

(1) The issuance of securities pursu-
ant to an initial registered public offer-
ing; 

(2) The issuance of any class of secu-
rities, through a registered public of-
fering, with voting rights not greater 
than the per share voting rights of any 
outstanding class of the common stock 
of the issuer; 

(3) The issuance of any class of secu-
rities to effect a bona fide merger or 
acquisition, with voting rights not 
greater than the per share voting 
rights of any outstanding class of the 
common stock of the issuer. 

(4) Corporate action taken pursuant 
to state law requiring a state’s domes-
tic corporation to condition the voting 
rights of a beneficial or record holder 
of a specified threshold percentage of 
the corporation’s voting stock on the 
approval of the corporation’s inde-
pendent shareholders. 

(e) Definitions. The following terms 
shall have the following meanings for 
purposes of this section, and the rules 
of each exchange and association shall 
include such definitions for the pur-
poses of the prohibition in paragraphs 
(a) and (b), respectively, of this section: 

(1) The term Act shall mean the Secu-
rities Exchange Act of 1934, as amend-
ed. 

(2) The term common stock shall in-
clude any security of an issuer des-
ignated as common stock and any secu-

rity of an issuer, however designated, 
which, by statute or by its terms, is a 
common stock (e.g., a security which 
entitles the holders thereof to vote 
generally on matters submitted to the 
issuer’s security holders for a vote). 

(3) The term equity security shall in-
clude any equity security defined as 
such pursuant to Rule 3a11–1 under the 
Act (17 CFR 240.3a11–1). 

(4) The term domestic issuer shall 
mean an issuer that is not a ‘‘foreign 
private issuer’’ as defined in Rule 3b–4 
under the Act (17 CFR 240.3b–4). 

(5) The term security shall include 
any security defined as such pursuant 
to section 3(a)(10) of the Act, but shall 
exclude any class of security having a 
preference or priority over the issuer’s 
common stock as to dividends, interest 
payments, redemption or payments in 
liquidation, if the voting rights of such 
securities only become effective as a 
result of specified events, not relating 
to an acquisition of the common stock 
of the issuer, which reasonably can be 
expected to jeopardize the issuer’s fi-
nancial ability to meet its payment ob-
ligations to the holders of that class of 
securities. 

(6) The term exchange shall mean a 
national securities exchange, reg-
istered as such with the Securities and 
Exchange Commission pursuant to sec-
tion 6 of the Act (15 U.S.C. 78f), which 
makes transaction reports available 
pursuant to § 242.601 of this chapter; 
and 

(7) The term association shall mean a 
national securities association reg-
istered as such with the Securities and 
Exchange Commission pursuant to sec-
tion 15A of the Act. 

(f) An exchange or association may 
adopt a rule, stated policy, practice, or 
interpretation, subject to the proce-
dures specified by section 19(b) of the 
Act, specifying what types of securities 
issuances and other corporate actions 
are covered by, or excluded from, the 
prohibition in paragraphs (a) and (b) of 
this section, respectively, if such rule, 
stated policy, practice, or interpreta-
tion is consistent with the protection 
of investors and the public interest, 
and otherwise in furtherance of the 
purposes of the Act and this section. 

[53 FR 26394, July 12, 1988, as amended at 70 
FR 37618, June 29, 2005] 

VerDate Sep<11>2014 14:47 Jul 29, 2019 Jkt 247060 PO 00000 Frm 00666 Fmt 8010 Sfmt 8010 Q:\17\17V4.TXT PC31kp
ay

ne
 o

n 
V

M
O

F
R

W
IN

70
2 

w
ith

 $
$_

JO
B

Page 421 of 1882



657 

Securities and Exchange Commission § 240.19d–1 

§ 240.19c–5 Governing the multiple list-
ing of options on national securities 
exchanges. 

(a) The rules of each national securi-
ties exchange that provides a trading 
market in standardized put or call op-
tions shall provide as follows: 

(1) On and after January 22, 1990, but 
not before, no rule, stated policy, prac-
tice, or interpretation of this exchange 
shall prohibit or condition, or be con-
strued to prohibit or condition or oth-
erwise limit, directly or indirectly, the 
ability of this exchange to list any 
stock options class first listed on an 
exchange on or after January 22, 1990, 
because that options class is listed on 
another options exchange. 

(2) During the period from January 
22, 1990, to January 21, 1991, but not be-
fore, no rule, stated policy, practice, or 
interpretation of this exchange shall 
prohibit or condition, or be construed 
to prohibit or condition or otherwise 
limit, directly or indirectly, the ability 
of this exchange to list up to ten class-
es of standardized stock options over-
lying exchange-listed stocks that were 
listed on another options exchange be-
fore January 22, 1990. These ten classes 
shall be in addition to any option on an 
exchange-listed stock trading on this 
exchange that was traded on more than 
one options exchange before January 
22, 1990. 

(3) On and after January 21, 1991, but 
not before, no rule, stated policy, prac-
tice, or interpretation of this exchange 
shall prohibit or condition, or be con-
strued to prohibit or condition or oth-
erwise limit, directly or indirectly, the 
ability of this exchange to list any 
stock options class because that op-
tions class is listed on another options 
exchange. 

(b) For purposes of paragraph (a)(2) of 
this Rule, if any options class is 
delisted from an options exchange as a 
result of a merger of the equity secu-
rity underlying the option or a failure 
of the underlying security to satisfy 
that exchange’s options listing stand-
ards, then the exchange is permitted to 
select a replacement option from 
among those standardized options over-
lying exchange-listed stocks that were 
listed on another options exchange be-
fore January 22, 1990. 

(c) For purposes of this Rule, the 
term exchange shall mean a national 
securities exchange, registered as such 
with the Commission pursuant to Sec-
tion 6 of the Securities Exchange Act 
of 1934, as amended. 

(d) For purposes of this Rule, the 
term standardized option shall have the 
same meaning as that term is defined 
in Rule 9b–1 under the Securities Ex-
change Act of 1934, as amended, 17 CFR 
240.9b–1. 

(e) For purposes of this Rule, the 
term options class shall have the same 
meaning as that term is defined in 
Rule 9b–1 under the Securities Ex-
change Act of 1934, as amended, 17 CFR 
240.9b–1. 

[54 FR 23976, June 5, 1989] 

§ 240.19d–1 Notices by self-regulatory 
organizations of final disciplinary 
actions, denials, bars, or limitations 
respecting membership, associa-
tion, participation, or access to 
services, and summary suspensions. 

(a) General. If any self-regulatory or-
ganization for which the Commission is 
the appropriate regulatory agency 
takes any action described in this rule 
to which the person affected thereby 
has consented and such action: 

(1) Conditions or limits membership 
or participation in, association with a 
member of, or access to services offered 
by, such organization or a member 
thereof and 

(2) Is based upon a statutory disquali-
fication defined in section 3(a)(39) of 
the Act, notice thereof shall be filed 
under Rule 19h–1 and not under this 
rule. 

(b) The notice requirement of section 
19(d)(1) of the Act, concerning an ac-
tion subject to such section taken by a 
self-regulatory organization for which 
the Commission is the appropriate reg-
ulatory agency, shall be satisfied by 
any notice with respect to such action 
(including a notice filed pursuant to 
this rule) which contains the informa-
tion required in the statement sup-
porting the organization’s determina-
tion required by section 6(d) (1) or (2), 
section 15A(h) (1) or (2), or section 
17A(b)(5) (A) or (B) of the Act, as appro-
priate. 

(c)(1) Any self-regulatory organiza-
tion for which the Commission is the 
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appropriate regulatory agency that 
takes any final disciplinary action 
with respect to any person shall 
promptly file a notice thereof with the 
Commission in accordance with para-
graph (d) of this section. For the pur-
poses of this rule, a ‘‘final disciplinary 
action’’ shall mean the imposition of 
any final disciplinary sanction pursu-
ant to section 6(b)(6), 15A(b)(7), or 
17A(b)(3)(G) of the Act or other action 
of a self-regulatory organization which, 
after notice and opportunity for hear-
ing, results in any final disposition of 
charges of: 

(i) One or more violations of— 
(A) The rules of such organization; 
(B) The provisions of the Act or rules 

thereunder; or 
(C) In the case of a municipal securi-

ties broker or dealer, the rules of the 
Municipal Securities Rulemaking 
Board; 

(ii) Acts or practices constituting a 
statutory disqualification of a type de-
fined in subparagraph (D) or (E) (except 
prior convictions) of section 3(a)(39) of 
the Act; or 

(iii) In the case of a proceeding by a 
national securities exhange or reg-
istered securities association based on 
section 6(c)(3)(A)(ii), 6(c)(3)(B)(ii), 
15A(g)(3)(A)(ii), or 15A(g)(3)(B)(ii) of the 
Act, acts or practices inconsistent with 
just and equitable principles of trade. 
Provided, however, That in the case of a 
disciplinary action in which a national 
securities exchange imposes a fine not 
exceeding $1000 or suspends floor privi-
leges of a clerical employee for not 
more than five days for violation of 
any of its regulations concerning per-
sonal decorum on a trading floor, the 
disposition shall not be considered 
‘‘final’’ for purposes of this paragraph 
if the sanctioned person has not sought 
an adjudication, including a hearing, or 
otherwise exhausted his administrative 
remedies at the exchange with respect 
to the matter. Provided further, That 
this exemption from the notice re-
quirement of this paragraph shall not 
be available where a decorum sanction 
is imposed at, or results from, a hear-
ing on the matter. 

(2) Any disciplinary action, other 
than a decorum sanction not deemed 
‘‘final’’ under paragraph (c)(1) of this 
section, taken by a self-regulatory or-

ganization for which the Commission is 
the appropriate regulatory agency 
against any person for violation of a 
rule of the self-regulatory organization 
which has been designated as a minor 
rule violation pursuant to a plan or 
any amendment thereto filed with and 
declared effective by the Commission 
under this paragraph, shall not be con-
sidered ‘‘final’’ for purposes of para-
graph (c)(1) of this section if the sanc-
tion imposed consists of a fine not ex-
ceeding $2500 and the sanctioned person 
has not sought an adjudication, includ-
ing a hearing, or otherwise exhausted 
his administrative remedies at the self- 
regulatory organization with resepect 
to the matter. After appropriate notice 
of the terms of substance of the filing 
or a description of the subjects and 
issues involved and opportunity for in-
terested persons to submit written 
comment, the Commission may, by 
order, declare such plan or amendment 
effective if it finds that such plan or 
amendment is consistent with the pub-
lic interest, the protection of investors, 
or otherwise in furtherance of the pur-
poses of the Act. The Commission in its 
order may restrict the categories of 
violations to be designated as minor 
rule violations and may impose any 
other terms or conditions to the plan 
(including abbreviated reporting of se-
lected minor rule violations) and to the 
period of its effectiveness which it 
deems necessary or appropriate in the 
public interest, for the protection of in-
vestors or otherwise in furtherance of 
the purposes of the Act. 

(d) Contents of notice required by para-
graph (c)(1). Any notice filed pursuant 
to paragraph (c)(1) of this section, shall 
consist of the following, as appropriate: 

(1) The name of the respondent con-
cerned together with his last known 
place of residence or business as re-
flected on the records of the self-regu-
latory organization and the name of 
the person, committee, or other organi-
zational unit which brought the 
charges involved; except that, as to 
any respondent who has been found not 
to have violated a provision covered by 
a charge, identifying information with 
respect to such person may be deleted 
insofar as the notice reports the dis-
position of that charge, unless, prior to 
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the filing of the notice, the respondent 
requests otherwise; 

(2) A statement describing the inves-
tigative or other origin of the action; 

(3) As charged in the proceeding, the 
specific provisions of the Act, the rules 
or regulations thereunder, the rules of 
the organization, and, in the case of a 
registered securities association, the 
rules of the Municipal Securities Rule-
making Board, and, in the event a vio-
lation of other statutes or rules con-
stitutes a violation of any rule of the 
organization, such other statutes or 
rules; and a statement describing the 
answer of the respondent to the 
charges; 

(4) A statement setting forth findings 
of fact with respect to any act or prac-
tice which such respondent was 
charged with having engaged in or 
omitted; the conclusion of the organi-
zation as to whether such respondent is 
deemed to have violated any provision 
covered by the charges; and a state-
ment of the organization in support of 
the resolution of the principal issues 
raised in the proceedings; 

(5) A statement describing any sanc-
tion imposed, the reasons therefor, and 
the date upon which such sanction has 
or will become effective, together with 
a finding if appropriate, as to whether 
such respondent was a cause of any 
sanction imposed upon any other per-
son; and 

(6) Such other matters as the organi-
zation may deem relevant. 

(e) Notice of final denial, bar, prohibi-
tion, termination or limitation based on 
qualification or administrative rules. Any 
final action of a self-regulatory organi-
zation for which the Commission is the 
appropriate regulatory agency that is 
taken with respect to any person con-
stituting a denial, bar, prohibition, or 
limitation of membership, participa-
tion or association with a member, or 
of access to services offered by a self- 
regulatory organization or a member 
thereof, and which is based on an al-
leged failure of any person to: 

(1) Pass any test or examination re-
quired by the rules of the Commission 
or such organization; 

(2) Comply with other qualification 
standards established by rules of the 
Commission or such organization; or 

(3) Comply with any administrative 
requirements of such organization (in-
cluding failure to pay entry or other 
dues or fees or to file prescribed forms 
or reports) not involving charges of 
violations which may lead to a discipli-
nary sanction shall not be considered a 
‘‘disciplinary action’’ for purposes of 
paragraph (c) of this rule; but notice 
thereof shall be promptly filed with the 
Commission in accordance with para-
graph (f) of this section, Provided, how-
ever, That no disposition of a matter 
shall be considered ‘‘final’’ pursuant to 
this paragraph which results merely 
from a notice of such failure to the per-
son affected, if such person has not 
sought an adjudication, including a 
hearing, or otherwise exhausted his ad-
ministrative remedies within such or-
ganization with respect to such a mat-
ter. 

(f) Contents of notice required by para-
graph (e). Any notice filed pursuant to 
paragraph (e) of this section shall con-
sist of the following, as appropriate: 

(1) The name of each person con-
cerned together with his last known 
place of residence or business as re-
flected on the records of the organiza-
tion; 

(2) The specific provisions of the Act, 
the rules or regulations thereunder, 
the rules of the organization, and, in 
the case of a registered securities asso-
ciation, the rules of the Municipal Se-
curities Rulemaking Board, upon 
which the action of the organization 
was based, and a statement describing 
the answer of the person concerned; 

(3) A statement setting forth findings 
of fact and conclusions as to each al-
leged failure of the person to pass any 
required examination, comply with 
other qualification standards, or com-
ply with administrative obligations, 
and a statement of the organization in 
support of the resolution of the prin-
cipal issues raised in the proceeding; 

(4) The date upon which such action 
has or will become effective; and 

(5) Such other matters as the organi-
zation may deem relevant. 

(g) Notice of final action based upon 
prior adjudicated statutory disqualifica-
tions. Any self-regulatory organization 
for which the Commission is the appro-
priate regulatory agency that takes 
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any final action with respect to any 
person which: 

(1) Denies or conditions membership 
or participation in, or association with 
a member of, such organization or pro-
hibits or limits access to services of-
fered by such organization or a member 
thereof; and 

(2) Is based upon a statutory disquali-
fication of a type defined in subpara-
graph (A), (B), or (C) of section 3(a)(39) 
of the Act or consisting of a prior con-
viction, as described in subparagraph 
(E) of said section 3(a)(39), shall 
promptly file a notice of such action 
with the Commission in accordance 
with paragraph (h) of this section, pro-
vided, however, That no disposition of a 
matter shall be considered ‘‘final’’ pur-
suant to this paragraph where such 
person has not sought an adjudication, 
including a hearing, or otherwise ex-
hausted his administrative remedies 
within such organization with respect 
to such a matter. 

(h) Contents of notice required by para-
graph (g). Any notice filed pursuant to 
paragraph (g) of this section shall con-
sist of the following, as appropriate: 

(1) The name of the person concerned 
together with his last known place of 
residence or business as reflected on 
the record of the organization; 

(2) A statement setting forth the 
principal issues raised, the answer of 
any person concerned, and a statement 
of the organization in support of the 
resolution of the principal issues raised 
in the proceeding; 

(3) Any description furnished by or 
on behalf of the person concerned of 
the activities engaged in by the person 
since the adjudication upon which the 
disqualification is based; 

(4) Any description furnished by or 
on behalf of the person concerned of 
the prospective business or employ-
ment in which the person plans to en-
gage and the manner and extent of su-
pervision to be exercised over and by 
such person; 

(5) A copy of the order or decision of 
the court, the Commission or the self- 
regulatory organization which adju-
dicated the matter giving rise to such 
statutory disqualification; 

(6) The nature of the action taken 
and the date upon which such action is 
to be made effective; and 

(7) Such other matters as the organi-
zation deems relevant. 

(i) Notice of summary suspension of 
membership, participation, or association, 
or summary limitation or prohibition of 
access to services. If any self-regulatory 
organization for which the Commission 
is the appropriate regulatory agency 
summarily suspends a member, partici-
pant, or person associated with a mem-
ber, or summarily limits or prohibits 
any person with respect to access to or 
services offered by the organization or 
(in the case of a national securities ex-
change or a registered securities asso-
ciation) a member thereof pursuant to 
the provisions of section 6(d)(3), 
15A(h)(3) or 17A(b)(5) (C) of the Act, 
such organization shall, within 24 
hours of the effectiveness of such sum-
mary suspension, limitation or prohibi-
tion notify the Commission of such ac-
tion, which notice shall contain at 
least the following information: 

(1) The name of the person concerned 
together with his last known place of 
residence or business as reflected on 
the records of the organization; 

(2) The date upon which such sum-
mary action has or will become effec-
tive; 

(3) If such summary action is based 
upon the provisions of section 
6(d)(3)(A), 15A(h)(3)(A), or 17A(b)(5) 
(C)(i) of the Act, a copy of the relevant 
order or decision of the self-regulatory 
organization; 

(4) If such summary action is based 
upon the provisions of section 6(d)(3) 
(B) or (C), 15A(h)(3) (B) or (C), or 
17A(b)(5)(C) (ii) or (iii) of the Act, a 
statement describing, as appropriate: 

(i) The financial or operating dif-
ficulty of the member or participant 
upon which such organization deter-
mined the member or particpant could 
not be permitted to continue to do 
business with safety to investors, 
creditors, other members or partici-
pants, or the organization; 

(ii) The pertinent failure to meet 
qualification requirements or other 
prerequisites for access and the basis 
upon which such organization deter-
mined that the person concerned could 
not be permitted to have access with 
safety to investors, creditors, other 
members, or the organization; or 
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(iii) The default of any delivery of 
funds or securities to a clearing agency 
by a participant. 

(5) The nature and effective date of 
the suspension, limitation or prohibi-
tion; and 

(6) Such other matters as the organi-
zation deems relevant. 

(j) Notice of limitation or prohibition 
of access to services by delisting of se-
curity. Any national securities ex-
change for which the Commission is 
the appropriate regulatory agency that 
delists a security pursuant to section 
12(d) of the Act (15 U.S.C. 78l(d)), and 
Sec. 240.12d2–2 must file a notice with 
the Commission in accordance with 
paragraph (k) of this section. 

(k) Contents of notice required by 
paragraph (j) of this section. The na-
tional securities exchange shall file no-
tice pursuant to paragraph (j) of this 
section on Form 25 (§ 249.25 of this 
chapter). Form 25 shall serve as notifi-
cation to the Commission of such limi-
tation or prohibition of access to serv-
ices. The national securities exchange 
must attach a copy of its delisting de-
termination to Form 25 and file Form 
25 with the attachment on EDGAR. 

[42 FR 36415, July 14, 1977, as amended at 49 
FR 23831, June 8, 1984; 71 FR 42469, July 22, 
2005] 

§ 240.19d–2 Applications for stays of 
disciplinary sanctions or summary 
suspensions by a self-regulatory or-
ganization. 

If any self-regulatory organization 
imposes any final disciplinary sanction 
as to which a notice is required to be 
filed with the Commission pursuant to 
Section 19(d)(1) of the Exchange Act, 15 
U.S.C. 78s(d)(1), pursuant to Section 
6(b)(6), 15A(b)(7) or 17A(b)(3)(G) of the 
Act (15 U.S.C. 78f(b)(6), 78o–3(b)(7) or 
78q–1(b)(3)(G)), or summarily suspends 
or limits or prohibits access pursuant 
to Section 6(d)(3), 15A(h)(3) or 
17A(b)(5)(C) of the Act (15 U.S.C. 
78f(d)(3), 78o–3(h)(3) or 78q–1(b)(5)(C)), 
any person aggrieved thereby for which 
the Commission is the appropriate reg-
ulatory agency may file with the Com-
mission a written motion for a stay of 
imposition of such action pursuant to 
Rule 401 of the Commission’s Rules of 
Practice, § 201.401 of this chapter. 

[60 FR 32825, June 23, 1995] 

§ 240.19d–3 Applications for review of 
final disciplinary sanctions, denials 
of membership, participation or as-
sociation, or prohibitions or limita-
tions of access to services imposed 
by self-regulatory organizations. 

Applications to the Commission for 
review of any final disciplinary sanc-
tion, denial or conditioning of member-
ship, participation, bar from associa-
tion, or prohibition or limitation with 
respect to access to services offered by 
a self-regulatory organization or a 
member thereof by any such organiza-
tion shall be made pursuant to Rule 420 
of the Commission’s Rules of Practice, 
§ 201.420 of this chapter. 

[60 FR 32825, June 23, 1995] 

§ 240.19d–4 Notice by the Public Com-
pany Accounting Oversight Board 
of disapproval of registration or of 
disciplinary action. 

(a) Definitions—(1) Board means the 
Public Company Accounting Oversight 
Board. 

(2) Public accounting firm shall have 
the meaning set forth in 15 U.S.C. 
7201(a)(11). 

(3) Registered public accounting firm 
shall have the meaning set forth in 15 
U.S.C. 7201(a)(12). 

(4) Associated person shall mean a per-
son associated with a registered public 
accounting firm as defined in 15 U.S.C. 
7201(a)(9). 

(b)(1) Notice of disapproval of registra-
tion. If the Board disapproves a com-
pleted application for registration by a 
public accounting firm, the Board shall 
file a notice of its disapproval with the 
Commission within 30 days and serve a 
copy on the public accounting firm. 

(2) Contents of the notice. The notice 
required by paragraph (b)(1) of this sec-
tion shall provide the following infor-
mation: 

(i) The name of the public accounting 
firm and the public accounting firm’s 
last known address as reflected in the 
Board’s records; 

(ii) The basis for the Board’s dis-
approval, and a copy of the Board’s 
written notice of disapproval; and 

(iii) Such other information as the 
Board may deem relevant. 

(c)(1) Notice of disciplinary action. If 
the Board imposes any final discipli-
nary sanction on any registered public 
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accounting firm or any associated per-
son of a registered public accounting 
firm under 15 U.S.C. 7215(b)(3) or 
7215(c), the Board shall file a notice of 
the disciplinary sanction with the 
Commission within 30 days and serve a 
copy on the person sanctioned. 

(2) Contents of the notice. The notice 
required by paragraph (c)(1) of this sec-
tion shall provide the following infor-
mation: 

(i) The name of the registered public 
accounting firm or the associated per-
son, together with the firm’s or the 
person’s last known address as re-
flected in the Board’s records; 

(ii) A description of the acts or prac-
tices, or omissions to act, upon which 
the sanction is based; 

(iii) A statement of the sanction im-
posed, the reasons therefor, or a copy 
of the Board’s statement justifying the 
sanction, and the effective date of such 
sanction; and 

(iv) Such other information as the 
Board may deem relevant. 

[69 FR 13182, Mar. 19, 2004] 

§ 240.19g2–1 Enforcement of compli-
ance by national securities ex-
changes and registered securities 
associations with the Act and rules 
and regulations thereunder. 

(a) In enforcing compliance, within 
the meaning of section 19(g) of the Act, 
with the Act and the rules and regula-
tions thereunder by its members and 
persons associated with its members, a 
national securities exchange or reg-
istered securities association is not re-
quired: 

(1) To enforce compliance with sec-
tions 12 (other than sections 12(j) and 
12(k)), 13, 14 (other than section 14(b)), 
15(d) and 16 and the rules thereunder 
except to the extent of any action nor-
mally taken with respect to any person 
which is not a member or a person as-
sociated with a member; 

(2) To enforce compliance with re-
spect to persons associated with a 
member, other than securities persons 
or persons who control a member; and 

(3) To conduct examinations as to 
qualifications of, require filing of peri-
odic reports by, or conduct regular in-
spections (including examinations of 
books and records) of, persons associ-
ated with a member, other than securi-
ties persons whose functions are not 
solely clerical or ministerial. 

(b) For the purpose of this rule: 
(1) A securities person is a person who 

is a general partner or officer (or per-
son occupying a similar status or per-
forming similar functions) or employee 
of a member; Provided, however, That a 
registered broker or dealer which con-
trols, is controlled by, or is under com-
mon control with, the member and the 
general partners and officers (and per-
sons occupying similar status or per-
forming similar functions) and employ-
ees of such a registered broker or deal-
er shall be securities persons if they ef-
fect, directly or indirectly, trans-
actions in securities through the mem-
ber by use of facilities maintained or 
supervised by such exchange or asso-
ciation; and 

(2) Control means the power to direct 
or cause the direction of the manage-
ment or policies of a company whether 
through ownership of securities, by 
contract or otherwise; Provided, how-
ever, That: 

(i) Any person who, directly or indi-
rectly, (A) has the right to vote 25 per-
cent or more of the voting securities, 
(B) is entitled to receive 25 percent or 
more of the net profits, or (C) is a di-
rector (or person occupying a similar 
status or performing similar functions) 
of a company shall be presumed to be a 
person who controls such company; 

(ii) Any person not covered by para-
graph (b)(2)(i) of this section shall be 
presumed not to be a person who con-
trols such company; and 

(iii) Any presumption may be rebut-
ted on an appropriate showing. 

(Secs. 3, 6, 19, 23, 48 Stat. 882, 885, 898, as 
amended (15 U.S.C. 78c, 78f, 78s, 78w); sec. 
15A, 52 Stat. 1070, as amended (15 U.S.C. 78o– 
3)) 

[41 FR 51808, Nov. 24, 1976] 
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§ 240.19h–1 Notice by a self-regulatory 
organization of proposed admission 
to or continuance in membership or 
participation or association with a 
member of any person subject to a 
statutory disqualification, and ap-
plications to the Commission for re-
lief therefrom. 

(a) Notice of admission or continuance 
notwithstanding a statutory disqualifica-
tion. (1) Any self-regulatory organiza-
tion proposing, conditionally or uncon-
ditionally, to admit to, or continue any 
person in, membership or participation 
or (in the case of a national securities 
exchange or registered securities asso-
ciation) association with a member, 
notwithstanding a statutory disquali-
fication, as defined in section 3(a)(39) of 
the Act, with respect to such person, 
shall file a notice with the Commission 
of such proposed admission or continu-
ance. If such disqualified person has 
not consented to the terms of such pro-
posal, notice of the organization’s ac-
tion shall be filed pursuant to rule 19d– 
1 under the Act and not this rule. 

(2) With respect to a person associ-
ated with a member of a national secu-
rities exchange or registered securities 
association, notices need be filed with 
the Commission pursuant to this rule 
only if such person: 

(i) Controls such member, is a gen-
eral partner or officer (or person occu-
pying a similar status or performing 
similar functions) of such member, is 
an employee who, on behalf of such 
member, is engaged in securities adver-
tising, public relations, research, sales, 
trading, or training or supervision of 
other employees who engage or propose 
to engage in such activities, except 
clerical and ministerial persons en-
gaged in such activities, or is an em-
ployee with access to funds, securities 
or books and records, or 

(ii) Is a broker or dealer not reg-
istered with the Commission, or con-
trols such (unregistered) broker or 
dealer or is a general partner or officer 
(or person occupying a similar status 
or performing similar functions) of 
such broker or dealer. 

(3) A notice need not be filed with the 
Commission pursuant to this rule if: 

(i) The person subject to the statu-
tory disqualification is already a par-
ticipant in, a member of, or a person 
associated with a member of, a self- 

regulatory organization, and the terms 
and conditions of the proposed admis-
sion by another self-regulatory organi-
zation are the same in all material re-
spects as those imposed or not dis-
approved in connection with such per-
son’s prior admission or continuance 
pursuant to an order of the Commis-
sion under paragraph (d) of this section 
or other substantially equivalent writ-
ten communication. 

(ii) The self-regulatory organization 
finds, after reasonable inquiry, that ex-
cept for the identity of the employer 
concerned, the terms and conditions of 
the proposed admission or continuance 
are the same in all material respects as 
those imposed or not disapproved in 
connection with a prior admission or 
continuance of the person subject to 
the statutory disqualification pursuant 
to an order of the Commission under 
paragraph (d) of this section or other 
substantially equivalent written com-
munication and that there is no inter-
vening conduct or other circumstance 
that would cause the employment to be 
inconsistent with the public interest or 
the protection of investors; 

(iii) The disqualification consists of 
(A) an injunction from engaging in any 
action, conduct, or practice specified in 
section 15(b)(4)(C) of the Act, which in-
junction was entered 10 or more years 
prior to the proposed admission or con-
tinuance—Provided, however, That in 
the case of a final or permanent injunc-
tion which was preceded by a prelimi-
nary injunction against the same per-
son in the same court proceeding, such 
ten-year period shall begin to run from 
the date of such preliminary injunc-
tion—and/or (B) a finding by the Com-
mission or a self-regulatory organiza-
tion of a willful violation of the Act, 
the Securities Act of 1933, the Invest-
ment Advisers Act of 1940, the Invest-
ment Company Act of 1940, or a rule or 
regulation under one or more of such 
Acts and the sanction for such viola-
tion is no longer in effect; 

(iv) The disqualification previously 
(A) was a basis for the institution of an 
administrative proceeding pursuant to 
a provision of the federal securities 
laws, and (B) was considered by the 
Commission in determining a sanction 
against such person in the proceeding; 
and the Commission concluded in such 
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proceeding that it would not restrict or 
limit the future securities activities of 
such person in the capacity now pro-
posed or, if it imposed any such restric-
tions or limitations for a specified time 
period, such time period has elapsed; 

(v) The disqualification consists of a 
court order or judgment of injunction 
or conviction, and such order or judg-
ment (A) expressly includes a provision 
that, on the basis of such order or judg-
ment, the Commission will not insti-
tute a proceeding against such person 
pursuant to section 15(b) or 15B of the 
Act or that the future securities activi-
ties of such persons in the capacity 
now proposed will not be restricted or 
limited or (B) includes such restric-
tions or limitations for a specified time 
period and such time period has 
elapsed; or 

(vi) In the case of a person seeking to 
become associated with a broker or 
dealer or municipal securities dealer, 
the Commission has previously con-
sented to such proposed association 
pursuant to section 15(b)(6) or 15B(c)(4) 
of the Act. 
In the case of an admission to member-
ship, participation, or association, if an 
exception provided for in this para-
graph (a)(3) is applicable, the self-regu-
latory organization shall, pursuant to 
its rules, determine when the admis-
sion to membership, participation, or 
association shall become effective. 

(4) If a self-regulatory organization 
determines to admit to, or continue 
any person in, membership, participa-
tion, or association with a member 
pursuant to an exception from the no-
tice requirements provided in para-
graph (a)(3)(ii), (iv) or (v) of this sec-
tion, such organization shall, within 14 
calendar days of its making of such de-
termination, furnish to the Commis-
sion, by letter, a notification setting 
forth, as appropriate: 

(i) The name of the person subject to 
the statutory disqualification; 

(ii) The name of the person’s prospec-
tive and immediately preceding em-
ployers who are (were) brokers or deal-
ers or municipal securities dealers; 

(iii) The name of the person’s pro-
spective supervisor(s); 

(iv) The respective places of such em-
ployments as reflected on the records 
of the self-regulatory organization; 

(v) If applicable, the findings of the 
self-regulatory organization referred to 
in paragraph (a)(3)(ii) of this section 
and the nature (including relevant 
dates) of the previous Commission or 
court determination referred to in 
paragraph (a)(3)(iv) or (v) of this sec-
tion; and 

(vi) An identification of any other 
self-regulatory organization which has 
indicated its agreement with the terms 
and conditions of the proposed admis-
sion or continuance; 

(5) If a notice or notification has been 
previously filed or furnished pursuant 
to this rule by a self-regulatory organi-
zation, any other such organization 
need not file or furnish a separate no-
tice or notification pursuant to this 
rule with respect to the same matter if 
such other organization agrees with 
the terms and conditions of the mem-
bership, participation or association 
reflected in the notice or notification 
so filed or furnished, and such agree-
ment is set forth in the notice or noti-
fication. 

(6) The notice requirements of sec-
tions 6(c)(2), 15A(g)(2), and 17A(b)(4)(A) 
of the Act concerning an action of a 
self-regulatory organization subject to 
one (or more) of such sections and this 
paragraph (a) shall be satisfied by a no-
tice with respect to such action filed in 
accordance with paragraph (c) of this 
section. 

(7) The Commission, by written no-
tice to a self-regulatory organization 
on or before the thirtieth day after re-
ceipt of a notice under this Rule, may 
direct that such organization not 
admit to membership, participation, or 
association with a member any person 
who is subject to a statutory disquali-
fication for a period not to exceed an 
additional 60 days beyond the initial 30 
day notice period in order that the 
Commission may extend its consider-
ation of the proposal; Provided, how-
ever, That during such extended period 
of consideration, the Commission will 
not direct the self-regulatory organiza-
tion to bar the proposed admission to 
membership, participation or associa-
tion with a member pursuant to sec-
tion 6(c)(2), 15A(g)(2), or 17A(b)(4)(A) of 
the Act, and the Commission will not 
institute proceedings pursuant to sec-
tion 15(b) or 15B of the Act on the basis 
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of such disqualification if the self-regu-
latory organization has permitted the 
admission to membership, participa-
tion or association with a member, on 
a temporary basis, pending a final 
Commission determination. 

(b) Preliminary notifications. Promptly 
after receiving an application for ad-
mission to, or continuance in, partici-
pation or membership in, or associa-
tion with a member of, a self-regu-
latory organization which would be re-
quired to file with the Commission a 
notice thereof pursuant to paragraph 
(a) of this section if such admission or 
continuance is ultimately proposed by 
such organization, the organization 
shall file with the Commission a notifi-
cation of such receipt. Such notifica-
tion shall include, as appropriate: 

(1) The date of such receipt; 
(2) The names of the person subject 

to the statutory disqualification and 
the prospective employer concerned to-
gether with their respective last known 
places of residence or business as re-
flected on the records of the organiza-
tion; 

(3) The basis for any such disquali-
fication including (if based on a prior 
adjudication) a copy of the order or de-
cision of the court, the Commission, or 
the self-regulatory organization which 
adjudicated the matter giving rise to 
the disqualification; and 

(4) The capacity in which the person 
concerned is proposed to be employed. 

(c) Contents of notice of admission or 
continuance. A notice filed with the 
Commission pursuant to paragraph (a) 
of this section shall contain the fol-
lowing, as appropriate: 

(1) The name of the person concerned 
together with his last known place of 
residence or business as reflected on 
the records of the self-regulatory orga-
nization; 

(2) The basis for any such disquali-
fication from membership, participa-
tion or association including (if based 
on a prior adjudication) a copy of the 
order or decision of the court, the Com-
mission or the self-regulatory organi-
zation which adjudicated the matter 
giving rise to such disqualification; 

(3) In the case of an admission, the 
date upon which it is proposed by the 
organization that such membership, 
participation or association shall be-

come effective, which shall be not less 
than 30 days from the date upon which 
the Commission receives the notice; 

(4) A description by or on behalf of 
the person concerned of the activities 
engaged in by the person since the dis-
qualification arose, the prospective 
business or employment in which the 
person plans to engage and the manner 
and extent of supervision to be exer-
cised over and by such person. This de-
scription shall be accompanied by a 
written statement submitted to the 
self-regulatory organization by the 
proposed employer setting forth the 
terms and conditions of such employ-
ment and supervision. The description 
also shall include (i) the qualifications, 
experience and disciplinary records of 
the proposed supervisors of the person 
and their family relationship (if any) 
to that person; (ii) the findings and re-
sults of all examinations conducted, 
during the two years preceding the fil-
ing of the notice, by self-regulatory or-
ganizations of the main office of the 
proposed employer and of the branch 
office(s) in which the employment will 
occur or be subject to supervisory con-
trols; (iii) a copy of a completed Form 
U–4 with respect to the proposed asso-
ciation of such person and a certifi-
cation by the self-regulatory organiza-
tion that such person is fully qualified 
under all applicable requirements to 
engage in the proposed activities; and 
(iv) the name and place of employment 
of any other associated person of the 
proposed employer who is subject to a 
statutory disqualification (other than 
a disqualification specified in para-
graph (a)(3)(iii) of this section); 

(5) If a hearing on the matter has 
been held by the organization, a cer-
tified record of the hearing together 
with copies of any exhibits introduced 
therein; 

(6) All written submissions not in-
cluded in a certified oral hearing 
record which were considered by the 
organization in its disposition of the 
matter; 

(7) An identification of any other 
self-regulatory organization which has 
indicated its agreement with the terms 
and conditions of the proposed admis-
sion or continuance; 

(8) All information furnished in writ-
ing to the self-regulatory organization 
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by the staff of the Commission for con-
sideration by the organization in its 
disposition of the matter or the incor-
poration by reference of such informa-
tion, and a statement of the organiza-
tion’s views thereon; and 

(9) Such other matters as the organi-
zation or person deems relevant. 
If the notice contains assertions of ma-
terial facts not a matter of record be-
fore the self-regulatory organization, 
such facts shall be sworn to by affi-
davit of the person or organization of-
fering such facts for Commission con-
sideration. The notice may be accom-
panied by a brief. 

(d) Application to the Commission for 
relief from certain statutory disqualifica-
tions. The filing of a notice pursuant to 
paragraph (a) of this section shall nei-
ther affect nor foreclose any action 
which the Commission may take with 
respect to such person pursuant to the 
provisions of section 15(b), 15B or 19(h) 
of the Act or any rule thereunder. Ac-
cordingly, a notice filed pursuant to 
paragraph (a) of this section with re-
spect to the membership, participation, 
or association of any person subject to 
an ‘‘applicable disqualification,’’ as de-
fined in paragraph (f) of this section, 
may be accompanied by an application 
by or on behalf of the person concerned 
to the Commission for an order declar-
ing, as applicable, that notwith-
standing such disqualification, the 
Commission: 

(1) Will not institute proceedings pur-
suant to section 15(b)(1)(B), 15(b)(4), 
15(b)(6), 15B(a)(2), 15B(c)(2), 19(h)(2) or 
19(h)(3) of the Act if such person seeks 
to obtain or continue registration as a 
broker or dealer or municipal securi-
ties dealer or association with a broker 
or dealer or municipal securities dealer 
so registered, or membership or par-
ticipation in a self-regulatory organi-
zation; 

(2) Will not direct otherwise, as pro-
vided in section 6(c)(2), 15A(g)(2) or 
17A(b)(4)(A) of the Act; and 

(3) Will deem such person qualified 
pursuant to Rule G–4 of the Municipal 
Securities Rulemaking Board under 
the Act. 
If a Commission consent is required in 
order to render a proposed association 
lawful under section 15(b)(6) or 
15B(c)(4) of the Act, an application by 

or on behalf of the person seeking such 
consent shall accompany the notice of 
the proposed association filed pursuant 
to paragraph (a) of this section. The 
Commission may, in its discretion and 
subject to such terms and conditions as 
it deems necessary, issue such an order 
and consent should the Commission de-
termine not to object to the position of 
the self-regulatory organization set 
forth in the notice or application; Pro-
vided, however, That nothing herein 
shall foreclose the right of any person, 
at his election, to apply directly to the 
Commission for such consent, if he 
makes such application pursuant to 
the terms of an existing order of the 
Commission under section 15(b)(6) or 
15B(c)(4) of the Act limiting his asso-
ciation with a broker or dealer or mu-
nicipal securities dealer but explicitly 
granting him such a right to apply for 
entry or reentry at a later time. 

(e) Contents of application to the Com-
mission. An application to the Commis-
sion pursuant to paragraph (d) of this 
section shall consist of the following, 
as appropriate: 

(1) The name of the person subject to 
the disqualification together with his 
last known place of residence or busi-
ness as reflected on the records of the 
self-regulatory organization; 

(2) A copy of the order or decision of 
the court, the Commission or the self- 
regulatory organization which adju-
dicated the matter giving rise to such 
‘‘applicable disqualification’’; 

(3) The nature of the relief sought 
and the reasons therefor; 

(4) A description of the activities en-
gaged in by the person since the dis-
qualification arose; 

(5) A description of the prospective 
business or employment in which the 
person plans to engage and the manner 
and extent of supervision to be exer-
cised over and by such person. This de-
scription shall be accompanied by a 
written statement submitted to the 
self-regulatory organization by the 
proposed employer setting forth the 
terms and conditions of such employ-
ment and supervision. The description 
also shall include (i) the qualifications, 
experience, and disciplinary records of 
the proposed supervisors of the person 
and their family relationship (if any) 
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to that person; (ii) the findings and re-
sults of all examinations conducted, 
during the two years preceding the fil-
ing of the application, by self-regu-
latory organizations of the main office 
of the proposed employer and of the 
branch office(s) in which the employ-
ment will occur or be subject to super-
visory controls; (iii) a copy of a com-
pleted Form U–4 with respect to the 
proposed association of such person 
and a certification by the self-regu-
latory organization that such person is 
fully qualified under all applicable re-
quirements to engage in the proposed 
activities; and (iv) the name and place 
of employment of any other associated 
person of the proposed employer who is 
subject to a statutory disqualification 
(other than a disqualification specified 
in paragraph (a)(3)(iii) of this section); 

(6) If a hearing on the matter has 
been held by the organization, a cer-
tified copy of the hearing record, to-
gether with copies of any exhibits in-
troduced therein; 

(7) All written submissions not in-
cluded in a certified oral hearing 
record which were considered by the 
organization in its disposition of the 
matter; 

(8) All information furnished in writ-
ing to the self-regulatory organization 
by the staff of the Commission for con-
sideration by the organization in its 
disposition of the matter or the incor-
poration by reference of such informa-
tion, and a statement of the organiza-
tion’s views thereon; and 

(9) Such other matters as the organi-
zation or person deems relevant. 
If the application contains assertions 
of material facts not a matter of record 
before the organization, such facts 
shall be sworn to by affidavit of the 
person or organization offering such 
facts for Commission consideration. 

(f) Definitions. For purposes of this 
rule: 

(1) The term applicable disqualification 
shall mean: 

(i) Any effective order of the Com-
mission pursuant to section 15(b) (4) or 
(6), 15B(c) (2) or (4) or 19(h) (2) or (3) of 
the Act— 

(A) Revoking, suspending or placing 
limitations on the registration, activi-
ties, functions, or operations of a 
broker or dealer; 

(B) Suspending, barring, or placing 
limitations on the association, activi-
ties, or functions of an associated per-
son of a broker or dealer; 

(C) Suspending or expelling any per-
son from membership or participation 
in a self-regulatory organization; or 

(D) Suspending or barring any person 
from being associated with a member 
of a national securities exchange or 
registered securities association; 

(ii) Any conviction of injunction of a 
type described in section 15(b)(4) (B) or 
(C) of the Act; or 

(iii) A failure under the provisions of 
Rule G–4 of the Municipal Securities 
Rulemaking Board under the Act, to 
meet qualifications standards, and 
such failure may be remedied by a find-
ing or determination by the Commis-
sion pursuant to such rule(s) that the 
person affected nevertheless meets 
such standards. 

(2) The term control shall mean the 
power to direct or cause the direction 
of the management or policies of a 
company whether through ownership of 
securities, by contract or otherwise; 
Provided, however, That 

(i) Any person who, directly or indi-
rectly, (A) has the right to vote 10 per-
cent or more of the voting securities, 
(B) is entitled to receive 10 percent or 
more of the net profits, or (C) is a di-
rector (or person occupying a similar 
status or performing similar functions) 
of a company shall be presumed to be a 
person who controls such company; 

(ii) Any person not covered by para-
graph (i) shall be presumed not to be a 
person who controls such company; and 

(iii) Any presumption may be rebut-
ted on an appropriate showing. 

(g) Where it deems appropriate to do 
so, the Commission may determine 
whether to (1) direct, pursuant to sec-
tion 6(c)(2), 15A(g)(2) or 17A(b)(4)(A) of 
the Act, that a proposed admission cov-
ered by a notice filed pursuant to para-
graph (a) of this section shall be denied 
or an order barring a proposed associa-
tion issued or (2) grant or deny an ap-
plication filed pursuant to paragraph 
(d) of this section on the basis of the 
notice or application filed by the self- 
regulatory organization, the person 
subject to the disqualification, or other 
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applicant (such as the proposed em-
ployer) on behalf of such person, with-
out oral hearing. Any request for oral 
hearing or argument should be sub-
mitted with the notice or application. 

(h) The Rules of Practice (17 CFR 
part 201) shall apply to proceedings 
under this rule to the extent that they 
are not inconsistent with this rule. 

(15 U.S.C. 78a et seq., as amended by Pub. L. 
94–29 (June 4, 1975) and by Pub. L. 98–38 (June 
6, 1983), particularly secs. 11A, 15, 19 and 23 
thereof (15 U.S.C. 78k–1, 78o, 78s and 78w)) 

[46 FR 58661, Dec. 3, 1981, as amended at 48 
FR 53691, Nov. 29, 1983] 

SECURITIES WHISTLEBLOWER INCENTIVES 
AND PROTECTIONS 

SOURCE: Sections 240.21F–1 through 
240.21F–17 appear at 76 FR 34363, June 13, 
2011. 

§ 240.21F–1 General. 
Section 21F of the Securities Ex-

change Act of 1934 (‘‘Exchange Act’’) 
(15 U.S.C. 78u-6), entitled ‘‘Securities 
Whistleblower Incentives and Protec-
tion,’’ requires the Securities and Ex-
change Commission (‘‘Commission’’) to 
pay awards, subject to certain limita-
tions and conditions, to whistleblowers 
who provide the Commission with 
original information about violations 
of the Federal securities laws. These 
rules describe the whistleblower pro-
gram that the Commission has estab-
lished to implement the provisions of 
Section 21F, and explain the procedures 
you will need to follow in order to be 
eligible for an award. You should read 
these procedures carefully because the 
failure to take certain required steps 
within the time frames described in 
these rules may disqualify you from re-
ceiving an award for which you other-
wise may be eligible. Unless expressly 
provided for in these rules, no person is 
authorized to make any offer or prom-
ise, or otherwise to bind the Commis-
sion with respect to the payment of 
any award or the amount thereof. The 
Securities and Exchange Commission’s 
Office of the Whistleblower administers 
our whistleblower program. Questions 
about the program or these rules 
should be directed to the SEC Office of 
the Whistleblower, 100 F Street, NE., 
Washington, DC 20549–5631. 

§ 240.21F–2 Whistleblower status and 
retaliation protection. 

(a) Definition of a whistleblower. (1) 
You are a whistleblower if, alone or 
jointly with others, you provide the 
Commission with information pursuant 
to the procedures set forth in § 240.21F– 
9(a) of this chapter, and the informa-
tion relates to a possible violation of 
the Federal securities laws (including 
any rules or regulations thereunder) 
that has occurred, is ongoing, or is 
about to occur. A whistleblower must 
be an individual. A company or another 
entity is not eligible to be a whistle-
blower. 

(2) To be eligible for an award, you 
must submit original information to 
the Commission in accordance with the 
procedures and conditions described in 
§§ 240.21F–4, 240.21F–8, and 240.21F–9 of 
this chapter. 

(b) Prohibition against retaliation. (1) 
For purposes of the anti-retaliation 
protections afforded by Section 
21F(h)(1) of the Exchange Act (15 U.S.C. 
78u-6(h)(1)), you are a whistleblower if: 

(i) You possess a reasonable belief 
that the information you are providing 
relates to a possible securities law vio-
lation (or, where applicable, to a pos-
sible violation of the provisions set 
forth in 18 U.S.C. 1514A(a)) that has oc-
curred, is ongoing, or is about to occur, 
and; 

(ii) You provide that information in a 
manner described in Section 
21F(h)(1)(A) of the Exchange Act (15 
U.S.C. 78u-6(h)(1)(A)). 

(iii) The anti-retaliation protections 
apply whether or not you satisfy the 
requirements, procedures and condi-
tions to qualify for an award. 

(2) Section 21F(h)(1) of the Exchange 
Act (15 U.S.C. 78u-6(h)(1)), including 
any rules promulgated thereunder, 
shall be enforceable in an action or 
proceeding brought by the Commission. 

§ 240.21F–3 Payment of awards. 
(a) Commission actions: Subject to the 

eligibility requirements described in 
§§ 240.21F–2, 240.21F–8, and 240.21F–16 of 
this chapter, the Commission will pay 
an award or awards to one or more 
whistleblowers who: 

(1) Voluntarily provide the Commis-
sion 

(2) With original information 
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(3) That leads to the successful en-
forcement by the Commission of a Fed-
eral court or administrative action 

(4) In which the Commission obtains 
monetary sanctions totaling more than 
$1,000,000. 

NOTE TO PARAGRAPH (a): The terms volun-
tarily, original information, leads to successful 
enforcement, action, and monetary sanctions 
are defined in § 240.21F–4 of this chapter. 

(b) Related actions: The Commission 
will also pay an award based on 
amounts collected in certain related 
actions. 

(1) A related action is a judicial or ad-
ministrative action that is brought by: 

(i) The Attorney General of the 
United States; 

(ii) An appropriate regulatory au-
thority; 

(iii) A self-regulatory organization; 
or 

(iv) A state attorney general in a 
criminal case, and is based on the same 
original information that the whistle-
blower voluntarily provided to the 
Commission, and that led the Commis-
sion to obtain monetary sanctions to-
taling more than $1,000,000. 

NOTE TO PARAGRAPH (b)(1): The terms ap-
propriate regulatory authority and self-regu-
latory organization are defined in § 240.21F–4 of 
this chapter. 

(2) In order for the Commission to 
make an award in connection with a 
related action, the Commission must 
determine that the same original infor-
mation that the whistleblower gave to 
the Commission also led to the success-
ful enforcement of the related action 
under the same criteria described in 
these rules for awards made in connec-
tion with Commission actions. The 
Commission may seek assistance and 
confirmation from the authority bring-
ing the related action in making this 
determination. The Commission will 
deny an award in connection with the 
related action if: 

(i) The Commission determines that 
the criteria for an award are not satis-
fied; or 

(ii) The Commission is unable to 
make a determination because the Of-
fice of the Whistleblower could not ob-
tain sufficient and reliable information 
that could be used as the basis for an 
award determination pursuant to 

§ 240.21F–12(a) of this chapter. Addi-
tional procedures apply to the payment 
of awards in related actions. These pro-
cedures are described in §§ 240.21F–11 
and 240.21F–14 of this chapter. 

(3) The Commission will not make an 
award to you for a related action if you 
have already been granted an award by 
the Commodity Futures Trading Com-
mission (‘‘CFTC’’) for that same action 
pursuant to its whistleblower award 
program under Section 23 of the Com-
modity Exchange Act (7 U.S.C. 26). 
Similarly, if the CFTC has previously 
denied an award to you in a related ac-
tion, you will be precluded from reliti-
gating any issues before the Commis-
sion that the CFTC resolved against 
you as part of the award denial. 

§ 240.21F–4 Other definitions. 
(a) Voluntary submission of informa-

tion. (1) Your submission of informa-
tion is made voluntarily within the 
meaning of §§ 240.21F–1 through 240.21F– 
17 of this chapter if you provide your 
submission before a request, inquiry, or 
demand that relates to the subject 
matter of your submission is directed 
to you or anyone representing you 
(such as an attorney): 

(i) By the Commission; 
(ii) In connection with an investiga-

tion, inspection, or examination by the 
Public Company Accounting Oversight 
Board, or any self-regulatory organiza-
tion; or 

(iii) In connection with an investiga-
tion by Congress, any other authority 
of the Federal government, or a state 
Attorney General or securities regu-
latory authority. 

(2) If the Commission or any of these 
other authorities direct a request, in-
quiry, or demand as described in para-
graph (a)(1) of this section to you or 
your representative first, your submis-
sion will not be considered voluntary, 
and you will not be eligible for an 
award, even if your response is not 
compelled by subpoena or other appli-
cable law. However, your submission of 
information to the Commission will be 
considered voluntary if you voluntarily 
provided the same information to one 
of the other authorities identified 
above prior to receiving a request, in-
quiry, or demand from the Commis-
sion. 
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(3) In addition, your submission will 
not be considered voluntary if you are 
required to report your original infor-
mation to the Commission as a result 
of a pre-existing legal duty, a contrac-
tual duty that is owed to the Commis-
sion or to one of the other authorities 
set forth in paragraph (a)(1) of this sec-
tion, or a duty that arises out of a judi-
cial or administrative order. 

(b) Original information. (1) In order 
for your whistleblower submission to 
be considered original information, it 
must be: 

(i) Derived from your independent 
knowledge or independent analysis; 

(ii) Not already known to the Com-
mission from any other source, unless 
you are the original source of the infor-
mation; 

(iii) Not exclusively derived from an 
allegation made in a judicial or admin-
istrative hearing, in a governmental 
report, hearing, audit, or investigation, 
or from the news media, unless you are 
a source of the information; and 

(iv) Provided to the Commission for 
the first time after July 21, 2010 (the 
date of enactment of the Dodd-Frank 
Wall Street Reform and Consumer Protec-
tion Act). 

(2) Independent knowledge means fac-
tual information in your possession 
that is not derived from publicly avail-
able sources. You may gain inde-
pendent knowledge from your experi-
ences, communications and observa-
tions in your business or social inter-
actions. 

(3) Independent analysis means your 
own analysis, whether done alone or in 
combination with others. Analysis 
means your examination and evalua-
tion of information that may be pub-
licly available, but which reveals infor-
mation that is not generally known or 
available to the public. 

(4) The Commission will not consider 
information to be derived from your 
independent knowledge or independent 
analysis in any of the following cir-
cumstances: 

(i) If you obtained the information 
through a communication that was 
subject to the attorney-client privi-
lege, unless disclosure of that informa-
tion would otherwise be permitted by 
an attorney pursuant to § 205.3(d)(2) of 

this chapter, the applicable state attor-
ney conduct rules, or otherwise; 

(ii) If you obtained the information 
in connection with the legal represen-
tation of a client on whose behalf you 
or your employer or firm are providing 
services, and you seek to use the infor-
mation to make a whistleblower sub-
mission for your own benefit, unless 
disclosure would otherwise be per-
mitted by an attorney pursuant to 
§ 205.3(d)(2) of this chapter, the applica-
ble state attorney conduct rules, or 
otherwise; or 

(iii) In circumstances not covered by 
paragraphs (b)(4)(i) or (b)(4)(ii) of this 
section, if you obtained the informa-
tion because you were: 

(A) An officer, director, trustee, or 
partner of an entity and another per-
son informed you of allegations of mis-
conduct, or you learned the informa-
tion in connection with the entity’s 
processes for identifying, reporting, 
and addressing possible violations of 
law; 

(B) An employee whose principal du-
ties involve compliance or internal 
audit responsibilities, or you were em-
ployed by or otherwise associated with 
a firm retained to perform compliance 
or internal audit functions for an enti-
ty; 

(C) Employed by or otherwise associ-
ated with a firm retained to conduct an 
inquiry or investigation into possible 
violations of law; or 

(D) An employee of, or other person 
associated with, a public accounting 
firm, if you obtained the information 
through the performance of an engage-
ment required of an independent public 
accountant under the Federal securi-
ties laws (other than an audit subject 
to § 240.21F–8(c)(4) of this chapter), and 
that information related to a violation 
by the engagement client or the cli-
ent’s directors, officers or other em-
ployees. 

(iv) If you obtained the information 
by a means or in a manner that is de-
termined by a United States court to 
violate applicable Federal or state 
criminal law; or 

(v) Exceptions. Paragraph (b)(4)(iii) of 
this section shall not apply if: 

(A) You have a reasonable basis to 
believe that disclosure of the informa-
tion to the Commission is necessary to 
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prevent the relevant entity from en-
gaging in conduct that is likely to 
cause substantial injury to the finan-
cial interest or property of the entity 
or investors; 

(B) You have a reasonable basis to 
believe that the relevant entity is en-
gaging in conduct that will impede an 
investigation of the misconduct; or 

(C) At least 120 days have elapsed 
since you provided the information to 
the relevant entity’s audit committee, 
chief legal officer, chief compliance of-
ficer (or their equivalents), or your su-
pervisor, or since you received the in-
formation, if you received it under cir-
cumstances indicating that the enti-
ty’s audit committee, chief legal offi-
cer, chief compliance officer (or their 
equivalents), or your supervisor was al-
ready aware of the information. 

(vi) If you obtained the information 
from a person who is subject to this 
section, unless the information is not 
excluded from that person’s use pursu-
ant to this section, or you are pro-
viding the Commission with informa-
tion about possible violations involv-
ing that person. 

(5) The Commission will consider you 
to be an original source of the same in-
formation that we obtain from another 
source if the information satisfies the 
definition of original information and 
the other source obtained the informa-
tion from you or your representative. 
In order to be considered an original 
source of information that the Com-
mission receives from Congress, any 
other authority of the Federal govern-
ment, a state Attorney General or se-
curities regulatory authority, any self- 
regulatory organization, or the Public 
Company Accounting Oversight Board, 
you must have voluntarily given such 
authorities the information within the 
meaning of these rules. You must es-
tablish your status as the original 
source of information to the Commis-
sion’s satisfaction. In determining 
whether you are the original source of 
information, the Commission may seek 
assistance and confirmation from one 
of the other authorities described 
above, or from another entity (includ-
ing your employer), in the event that 
you claim to be the original source of 
information that an authority or an-

other entity provided to the Commis-
sion. 

(6) If the Commission already knows 
some information about a matter from 
other sources at the time you make 
your submission, and you are not an 
original source of that information 
under paragraph (b)(5) of this section, 
the Commission will consider you an 
original source of any information you 
provide that is derived from your inde-
pendent knowledge or analysis and 
that materially adds to the informa-
tion that the Commission already pos-
sesses. 

(7) If you provide information to the 
Congress, any other authority of the 
Federal government, a state Attorney 
General or securities regulatory au-
thority, any self-regulatory organiza-
tion, or the Public Company Account-
ing Oversight Board, or to an entity’s 
internal whistleblower, legal, or com-
pliance procedures for reporting allega-
tions of possible violations of law, and 
you, within 120 days, submit the same 
information to the Commission pursu-
ant to § 240.21F–9 of this chapter, as you 
must do in order for you to be eligible 
to be considered for an award, then, for 
purposes of evaluating your claim to 
an award under §§ 240.21F–10 and 
240.21F–11 of this chapter, the Commis-
sion will consider that you provided in-
formation as of the date of your origi-
nal disclosure, report or submission to 
one of these other authorities or per-
sons. You must establish the effective 
date of any prior disclosure, report, or 
submission, to the Commission’s satis-
faction. The Commission may seek as-
sistance and confirmation from the 
other authority or person in making 
this determination. 

(c) Information that leads to successful 
enforcement. The Commission will con-
sider that you provided original infor-
mation that led to the successful en-
forcement of a judicial or administra-
tive action in any of the following cir-
cumstances: 

(1) You gave the Commission original 
information that was sufficiently spe-
cific, credible, and timely to cause the 
staff to commence an examination, 
open an investigation, reopen an inves-
tigation that the Commission had 
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closed, or to inquire concerning dif-
ferent conduct as part of a current ex-
amination or investigation, and the 
Commission brought a successful judi-
cial or administrative action based in 
whole or in part on conduct that was 
the subject of your original informa-
tion; or 

(2) You gave the Commission original 
information about conduct that was al-
ready under examination or investiga-
tion by the Commission, the Congress, 
any other authority of the Federal gov-
ernment, a state Attorney General or 
securities regulatory authority, any 
self-regulatory organization, or the 
PCAOB (except in cases where you 
were an original source of this informa-
tion as defined in paragraph (b)(4) of 
this section), and your submission sig-
nificantly contributed to the success of 
the action. 

(3) You reported original information 
through an entity’s internal whistle-
blower, legal, or compliance procedures 
for reporting allegations of possible 
violations of law before or at the same 
time you reported them to the Com-
mission; the entity later provided your 
information to the Commission, or pro-
vided results of an audit or investiga-
tion initiated in whole or in part in re-
sponse to information you reported to 
the entity; and the information the en-
tity provided to the Commission satis-
fies either paragraph (c)(1) or (c)(2) of 
this section. Under this paragraph 
(c)(3), you must also submit the same 
information to the Commission in ac-
cordance with the procedures set forth 
in § 240.21F–9 within 120 days of pro-
viding it to the entity. 

(d) An action generally means a sin-
gle captioned judicial or administra-
tive proceeding brought by the Com-
mission. Notwithstanding the fore-
going: 

(1) For purposes of making an award 
under § 240.21F–10 of this chapter, the 
Commission will treat as a Commission 
action two or more administrative or 
judicial proceedings brought by the 
Commission if these proceedings arise 
out of the same nucleus of operative 
facts; or 

(2) For purposes of determining the 
payment on an award under § 240.21F–14 
of this chapter, the Commission will 
deem as part of the Commission action 

upon which the award was based any 
subsequent Commission proceeding 
that, individually, results in a mone-
tary sanction of $1,000,000 or less, and 
that arises out of the same nucleus of 
operative facts. 

(e) Monetary sanctions means any 
money, including penalties, 
disgorgement, and interest, ordered to 
be paid and any money deposited into a 
disgorgement fund or other fund pursu-
ant to Section 308(b) of the Sarbanes- 
Oxley Act of 2002 (15 U.S.C. 7246(b)) as a 
result of a Commission action or a re-
lated action. 

(f) Appropriate regulatory agency 
means the Commission, the Comp-
troller of the Currency, the Board of 
Governors of the Federal Reserve Sys-
tem, the Federal Deposit Insurance 
Corporation, the Office of Thrift Super-
vision, and any other agencies that 
may be defined as appropriate regu-
latory agencies under Section 3(a)(34) 
of the Exchange Act (15 U.S.C. 
78c(a)(34)). 

(g) Appropriate regulatory authority 
means an appropriate regulatory agen-
cy other than the Commission. 

(h) Self-regulatory organization means 
any national securities exchange, reg-
istered securities association, reg-
istered clearing agency, the Municipal 
Securities Rulemaking Board, and any 
other organizations that may be de-
fined as self-regulatory organizations 
under Section 3(a)(26) of the Exchange 
Act (15 U.S.C. 78c(a)(26)). 

§ 240.21F–5 Amount of award. 

(a) The determination of the amount 
of an award is in the discretion of the 
Commission. 

(b) If all of the conditions are met for 
a whistleblower award in connection 
with a Commission action or a related 
action, the Commission will then de-
cide the percentage amount of the 
award applying the criteria set forth in 
§ 240.21F–6 of this chapter and pursuant 
to the procedures set forth in 
§§ 240.21F–10 and 240.21F–11 of this chap-
ter. The amount will be at least 10 per-
cent and no more than 30 percent of the 
monetary sanctions that the Commis-
sion and the other authorities are able 
to collect. The percentage awarded in 
connection with a Commission action 
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may differ from the percentage award-
ed in connection with a related action. 

(c) If the Commission makes awards 
to more than one whistleblower in con-
nection with the same action or related 
action, the Commission will determine 
an individual percentage award for 
each whistleblower, but in no event 
will the total amount awarded to all 
whistleblowers in the aggregate be less 
than 10 percent or greater than 30 per-
cent of the amount the Commission or 
the other authorities collect. 

§ 240.21F–6 Criteria for determining 
amount of award. 

In exercising its discretion to deter-
mine the appropriate award percent-
age, the Commission may consider the 
following factors in relation to the 
unique facts and circumstances of each 
case, and may increase or decrease the 
award percentage based on its analysis 
of these factors. In the event that 
awards are determined for multiple 
whistleblowers in connection an ac-
tion, these factors will be used to de-
termine the relative allocation of 
awards among the whistleblowers. 

(a) Factors that may increase the 
amount of a whistleblower’s award. In de-
termining whether to increase the 
amount of an award, the Commission 
will consider the following factors, 
which are not listed in order of impor-
tance. 

(1) Significance of the information pro-
vided by the whistleblower. The Commis-
sion will assess the significance of the 
information provided by a whistle-
blower to the success of the Commis-
sion action or related action. In consid-
ering this factor, the Commission may 
take into account, among other things: 

(i) The nature of the information pro-
vided by the whistleblower and how it 
related to the successful enforcement 
action, including whether the reli-
ability and completeness of the infor-
mation provided to the Commission by 
the whistleblower resulted in the con-
servation of Commission resources; 

(ii) The degree to which the informa-
tion provided by the whistleblower sup-
ported one or more successful claims 
brought in the Commission or related 
action. 

(2) Assistance provided by the whistle-
blower. The Commission will assess the 

degree of assistance provided by the 
whistleblower and any legal represent-
ative of the whistleblower in the Com-
mission action or related action. In 
considering this factor, the Commis-
sion may take into account, among 
other things: 

(i) Whether the whistleblower pro-
vided ongoing, extensive, and timely 
cooperation and assistance by, for ex-
ample, helping to explain complex 
transactions, interpreting key evi-
dence, or identifying new and produc-
tive lines of inquiry; 

(ii) The timeliness of the whistle-
blower’s initial report to the Commis-
sion or to an internal compliance or re-
porting system of business organiza-
tions committing, or impacted by, the 
securities violations, where appro-
priate; 

(iii) The resources conserved as a re-
sult of the whistleblower’s assistance; 

(iv) Whether the whistleblower ap-
propriately encouraged or authorized 
others to assist the staff of the Com-
mission who might otherwise not have 
participated in the investigation or re-
lated action; 

(v) The efforts undertaken by the 
whistleblower to remediate the harm 
caused by the violations, including as-
sisting the authorities in the recovery 
of the fruits and instrumentalities of 
the violations; and 

(vi) Any unique hardships experi-
enced by the whistleblower as a result 
of his or her reporting and assisting in 
the enforcement action. 

(3) Law enforcement interest. The Com-
mission will assess its programmatic 
interest in deterring violations of the 
securities laws by making awards to 
whistleblowers who provide informa-
tion that leads to the successful en-
forcement of such laws. In considering 
this factor, the Commission may take 
into account, among other things: 

(i) The degree to which an award en-
hances the Commission’s ability to en-
force the Federal securities laws and 
protect investors; and 

(ii) The degree to which an award en-
courages the submission of high qual-
ity information from whistleblowers by 
appropriately rewarding whistle-
blowers’ submission of significant in-
formation and assistance, even in cases 
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where the monetary sanctions avail-
able for collection are limited or poten-
tial monetary sanctions were reduced 
or eliminated by the Commission be-
cause an entity self-reported a securi-
ties violation following the whistle-
blower’s related internal disclosure, re-
port, or submission. 

(iii) Whether the subject matter of 
the action is a Commission priority, 
whether the reported misconduct in-
volves regulated entities or fiduciaries, 
whether the whistleblower exposed an 
industry-wide practice, the type and 
severity of the securities violations, 
the age and duration of misconduct, 
the number of violations, and the iso-
lated, repetitive, or ongoing nature of 
the violations; and 

(iv) The dangers to investors or oth-
ers presented by the underlying viola-
tions involved in the enforcement ac-
tion, including the amount of harm or 
potential harm caused by the under-
lying violations, the type of harm re-
sulting from or threatened by the un-
derlying violations, and the number of 
individuals or entities harmed. 

(4) Participation in internal compliance 
systems. The Commission will assess 
whether, and the extent to which, the 
whistleblower and any legal represent-
ative of the whistleblower participated 
in internal compliance systems. In con-
sidering this factor, the Commission 
may take into account, among other 
things: 

(i) Whether, and the extent to which, 
a whistleblower reported the possible 
securities violations through internal 
whistleblower, legal or compliance pro-
cedures before, or at the same time as, 
reporting them to the Commission; and 

(ii) Whether, and the extent to which, 
a whistleblower assisted any internal 
investigation or inquiry concerning the 
reported securities violations. 

(b) Factors that may decrease the 
amount of a whistleblower’s award. In de-
termining whether to decrease the 
amount of an award, the Commission 
will consider the following factors, 
which are not listed in order of impor-
tance. 

(1) Culpability. The Commission will 
assess the culpability or involvement 
of the whistleblower in matters associ-
ated with the Commission’s action or 
related actions. In considering this fac-

tor, the Commission may take into ac-
count, among other things: 

(i) The whistleblower’s role in the se-
curities violations; 

(ii) The whistleblower’s education, 
training, experience, and position of re-
sponsibility at the time the violations 
occurred; 

(iii) Whether the whistleblower acted 
with scienter, both generally and in re-
lation to others who participated in 
the violations; 

(iv) Whether the whistleblower finan-
cially benefitted from the violations; 

(v) Whether the whistleblower is a re-
cidivist; 

(vi) The egregiousness of the under-
lying fraud committed by the whistle-
blower; and 

(vii) Whether the whistleblower 
knowingly interfered with the Commis-
sion’s investigation of the violations or 
related enforcement actions. 

(2) Unreasonable reporting delay. The 
Commission will assess whether the 
whistleblower unreasonably delayed re-
porting the securities violations. In 
considering this factor, the Commis-
sion may take into account, among 
other things: 

(i) Whether the whistleblower was 
aware of the relevant facts but failed 
to take reasonable steps to report or 
prevent the violations from occurring 
or continuing; 

(ii) Whether the whistleblower was 
aware of the relevant facts but only re-
ported them after learning about a re-
lated inquiry, investigation, or enforce-
ment action; and 

(iii) Whether there was a legitimate 
reason for the whistleblower to delay 
reporting the violations. 

(3) Interference with internal compli-
ance and reporting systems. The Com-
mission will assess, in cases where the 
whistleblower interacted with his or 
her entity’s internal compliance or re-
porting system, whether the whistle-
blower undermined the integrity of 
such system. In considering this factor, 
the Commission will take into account 
whether there is evidence provided to 
the Commission that the whistleblower 
knowingly: 

(i) Interfered with an entity’s estab-
lished legal, compliance, or audit pro-
cedures to prevent or delay detection 
of the reported securities violation; 
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(ii) Made any material false, ficti-
tious, or fraudulent statements or rep-
resentations that hindered an entity’s 
efforts to detect, investigate, or reme-
diate the reported securities viola-
tions; and 

(iii) Provided any false writing or 
document knowing the writing or docu-
ment contained any false, fictitious or 
fraudulent statements or entries that 
hindered an entity’s efforts to detect, 
investigate, or remediate the reported 
securities violations. 

§ 240.21F–7 Confidentiality of submis-
sions. 

(a) Section 21F(h)(2) of the Exchange 
Act (15 U.S.C. 78u–6(h)(2)) requires that 
the Commission not disclose informa-
tion that could reasonably be expected 
to reveal the identity of a whistle-
blower, except that the Commission 
may disclose such information in the 
following circumstances: 

(1) When disclosure is required to a 
defendant or respondent in connection 
with a Federal court or administrative 
action that the Commission files or in 
another public action or proceeding 
that is filed by an authority to which 
we provide the information, as de-
scribed below; 

(2) When the Commission determines 
that it is necessary to accomplish the 
purposes of the Exchange Act (15 U.S.C. 
78a) and to protect investors, it may 
provide your information to the De-
partment of Justice, an appropriate 
regulatory authority, a self regulatory 
organization, a state attorney general 
in connection with a criminal inves-
tigation, any appropriate state regu-
latory authority, the Public Company 
Accounting Oversight Board, or foreign 
securities and law enforcement au-
thorities. Each of these entities other 
than foreign securities and law enforce-
ment authorities is subject to the con-
fidentiality requirements set forth in 
Section 21F(h) of the Exchange Act (15 
U.S.C. 78u–6(h)). The Commission will 
determine what assurances of confiden-
tiality it deems appropriate in pro-
viding such information to foreign se-
curities and law enforcement authori-
ties. 

(3) The Commission may make dis-
closures in accordance with the Pri-
vacy Act of 1974 (5 U.S.C. 552a). 

(b) You may submit information to 
the Commission anonymously. If you 
do so, however, you must also do the 
following: 

(1) You must have an attorney rep-
resent you in connection with both 
your submission of information and 
your claim for an award, and your at-
torney’s name and contact information 
must be provided to the Commission at 
the time you submit your information; 

(2) You and your attorney must fol-
low the procedures set forth in 
§ 240.21F–9 of this chapter for submit-
ting original information anony-
mously; and 

(3) Before the Commission will pay 
any award to you, you must disclose 
your identity to the Commission and 
your identity must be verified by the 
Commission as set forth in § 240.21F–10 
of this chapter. 

§ 240.21F–8 Eligibility. 
(a) To be eligible for a whistleblower 

award, you must give the Commission 
information in the form and manner 
that the Commission requires. The pro-
cedures for submitting information and 
making a claim for an award are de-
scribed in § 240.21F–9 through § 240.21F– 
11 of this chapter. You should read 
these procedures carefully because you 
need to follow them in order to be eli-
gible for an award, except that the 
Commission may, in its sole discretion, 
waive any of these procedures based 
upon a showing of extraordinary cir-
cumstances. 

(b) In addition to any forms required 
by these rules, the Commission may 
also require that you provide certain 
additional information. You may be re-
quired to: 

(1) Provide explanations and other 
assistance in order that the staff may 
evaluate and use the information that 
you submitted; 

(2) Provide all additional information 
in your possession that is related to 
the subject matter of your submission 
in a complete and truthful manner, 
through follow-up meetings, or in other 
forms that our staff may agree to; 

(3) Provide testimony or other evi-
dence acceptable to the staff relating 
to whether you are eligible, or other-
wise satisfy any of the conditions, for 
an award; and 
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(4) Enter into a confidentiality agree-
ment in a form acceptable to the Office 
of the Whistleblower, covering any 
non-public information that the Com-
mission provides to you, and including 
a provision that a violation of the 
agreement may lead to your ineligi-
bility to receive an award. 

(c) You are not eligible to be consid-
ered for an award if you do not satisfy 
the requirements of paragraphs (a) and 
(b) of this section. In addition, you are 
not eligible if: 

(1) You are, or were at the time you 
acquired the original information pro-
vided to the Commission, a member, 
officer, or employee of the Commis-
sion, the Department of Justice, an ap-
propriate regulatory agency, a self-reg-
ulatory organization, the Public Com-
pany Accounting Oversight Board, or 
any law enforcement organization; 

(2) You are, or were at the time you 
acquired the original information pro-
vided to the Commission, a member, 
officer, or employee of a foreign gov-
ernment, any political subdivision, de-
partment, agency, or instrumentality 
of a foreign government, or any other 
foreign financial regulatory authority 
as that term is defined in Section 
3(a)(52) of the Exchange Act (15 U.S.C. 
78c(a)(52)); 

(3) You are convicted of a criminal 
violation that is related to the Com-
mission action or to a related action 
(as defined in § 240.21F–4 of this chap-
ter) for which you otherwise could re-
ceive an award; 

(4) You obtained the original infor-
mation that you gave the Commission 
through an audit of a company’s finan-
cial statements, and making a whistle-
blower submission would be contrary 
to requirements of Section 10A of the 
Exchange Act (15 U.S.C. 78j-a). 

(5) You are the spouse, parent, child, 
or sibling of a member or employee of 
the Commission, or you reside in the 
same household as a member or em-
ployee of the Commission; 

(6) You acquired the original infor-
mation you gave the Commission from 
a person: 

(i) Who is subject to paragraph (c)(4) 
of this section, unless the information 
is not excluded from that person’s use, 
or you are providing the Commission 

with information about possible viola-
tions involving that person; or 

(ii) With the intent to evade any pro-
vision of these rules; or 

(7) In your whistleblower submission, 
your other dealings with the Commis-
sion, or your dealings with another au-
thority in connection with a related 
action, you knowingly and willfully 
make any false, fictitious, or fraudu-
lent statement or representation, or 
use any false writing or document 
knowing that it contains any false, fic-
titious, or fraudulent statement or 
entry with intent to mislead or other-
wise hinder the Commission or another 
authority. 

§ 240.21F–9 Procedures for submitting 
original information. 

(a) To be considered a whistleblower 
under Section 21F of the Exchange Act 
(15 U.S.C. 78u–6(h)), you must submit 
your information about a possible secu-
rities law violation by either of these 
methods: 

(1) Online, through the Commission’s 
Web site located at http://www.sec.gov; 
or 

(2) By mailing or faxing a Form TCR 
(Tip, Complaint or Referral) (ref-
erenced in § 249.1800 of this chapter) to 
the SEC Office of the Whistleblower, 
100 F Street NE., Washington, DC 
20549–5631, Fax (703) 813–9322. 

(b) Further, to be eligible for an 
award, you must declare under penalty 
of perjury at the time you submit your 
information pursuant to paragraph 
(a)(1) or (2) of this section that your in-
formation is true and correct to the 
best of your knowledge and belief. 

(c) Notwithstanding paragraphs (a) 
and (b) of this section, if you are pro-
viding your original information to the 
Commission anonymously, then your 
attorney must submit your informa-
tion on your behalf pursuant to the 
procedures specified in paragraph (a) of 
this section. Prior to your attorney’s 
submission, you must provide your at-
torney with a completed Form TCR 
(referenced in § 249.1800 of this chapter) 
that you have signed under penalty of 
perjury. When your attorney makes 
her submission on your behalf, your at-
torney will be required to certify that 
he or she: 

(1) Has verified your identity; 
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(2) Has reviewed your completed and 
signed Form TCR (referenced in 
§ 249.1800 of this chapter) for complete-
ness and accuracy and that the infor-
mation contained therein is true, cor-
rect and complete to the best of the at-
torney’s knowledge, information and 
belief; 

(3) Has obtained your non-waivable 
consent to provide the Commission 
with your original completed and 
signed Form TCR (referenced in 
§ 249.1800 of this chapter) in the event 
that the Commission requests it due to 
concerns that you may have knowingly 
and willfully made false, fictitious, or 
fraudulent statements or representa-
tions, or used any false writing or doc-
ument knowing that the writing or 
document contains any false fictitious 
or fraudulent statement or entry; and 

(4) Consents to be legally obligated to 
provide the signed Form TCR (ref-
erenced in § 249.1800 of this chapter) 
within seven (7) calendar days of re-
ceiving such request from the Commis-
sion. 

(d) If you submitted original infor-
mation in writing to the Commission 
after July 21, 2010 (the date of enact-
ment of the Dodd-Frank Wall Street 
Reform and Consumer Protection Act) 
but before the effective date of these 
rules, your submission will be deemed 
to satisfy the requirements set forth in 
paragraphs (a) and (b) of this section. If 
you were an anonymous whistleblower, 
however, you must provide your attor-
ney with a completed and signed copy 
of Form TCR (referenced in § 249.1800 of 
this chapter) within 60 days of the ef-
fective date of these rules, your attor-
ney must retain the signed form in his 
or her records, and you must provide of 
copy of the signed form to the Commis-
sion staff upon request by Commission 
staff prior to any payment of an award 
to you in connection with your submis-
sion. Notwithstanding the foregoing, 
you must follow the procedures and 
conditions for making a claim for a 
whistleblower award described in 
§§ 240.21F–10 and 240.21F–11 of this chap-
ter. 

§ 240.21F–10 Procedures for making a 
claim for a whistleblower award in 
SEC actions that result in monetary 
sanctions in excess of $1,000,000. 

(a) Whenever a Commission action 
results in monetary sanctions totaling 
more than $1,000,000, the Office of the 
Whistleblower will cause to be pub-
lished on the Commission’s Web site a 
‘‘Notice of Covered Action.’’ Such No-
tice will be published subsequent to the 
entry of a final judgment or order that 
alone, or collectively with other judg-
ments or orders previously entered in 
the Commission action, exceeds 
$1,000,000; or, in the absence of such 
judgment or order subsequent to the 
deposit of monetary sanctions exceed-
ing $1,000,000 into a disgorgement or 
other fund pursuant to Section 308(b) of 
the Sarbanes-Oxley Act of 2002. A 
claimant will have ninety (90) days 
from the date of the Notice of Covered 
Action to file a claim for an award 
based on that action, or the claim will 
be barred. 

(b) To file a claim for a whistleblower 
award, you must file Form WB–APP, 
Application for Award for Original Infor-
mation Provided Pursuant to Section 21F 
of the Securities Exchange Act of 1934 
(referenced in § 249.1801 of this chapter). 
You must sign this form as the claim-
ant and submit it to the Office of the 
Whistleblower by mail or fax. All claim 
forms, including any attachments, 
must be received by the Office of the 
Whistleblower within ninety (90) cal-
endar days of the date of the Notice of 
Covered Action in order to be consid-
ered for an award. 

(c) If you provided your original in-
formation to the Commission anony-
mously, you must disclose your iden-
tity on the Form WB–APP (referenced 
in § 249.1801 of this chapter), and your 
identity must be verified in a form and 
manner that is acceptable to the Office 
of the Whistleblower prior to the pay-
ment of any award. 

(d) Once the time for filing any ap-
peals of the Commission’s judicial or 
administrative action has expired, or 
where an appeal has been filed, after all 
appeals in the action have been con-
cluded, the staff designated by the Di-
rector of the Division of Enforcement 
(‘‘Claims Review Staff’’) will evaluate 
all timely whistleblower award claims 
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submitted on Form WB–APP (ref-
erenced in § 249.1801 of this chapter) in 
accordance with the criteria set forth 
in these rules. In connection with this 
process, the Office of the Whistleblower 
may require that you provide addi-
tional information relating to your eli-
gibility for an award or satisfaction of 
any of the conditions for an award, as 
set forth in § 240.21F–(8)(b) of this chap-
ter. Following that evaluation, the Of-
fice of the Whistleblower will send you 
a Preliminary Determination setting 
forth a preliminary assessment as to 
whether the claim should be allowed or 
denied and, if allowed, setting forth the 
proposed award percentage amount. 

(e) You may contest the Preliminary 
Determination made by the Claims Re-
view Staff by submitting a written re-
sponse to the Office of the Whistle-
blower setting forth the grounds for 
your objection to either the denial of 
an award or the proposed amount of an 
award. The response must be in the 
form and manner that the Office of the 
Whistleblower shall require. You may 
also include documentation or other 
evidentiary support for the grounds ad-
vanced in your response. 

(1) Before determining whether to 
contest a Preliminary Determination, 
you may: 

(i) Within thirty (30) days of the date 
of the Preliminary Determination, re-
quest that the Office of the Whistle-
blower make available for your review 
the materials from among those set 
forth in § 240.21F–12(a) of this chapter 
that formed the basis of the Claims Re-
view Staff’s Preliminary Determina-
tion. 

(ii) Within thirty (30) calendar days 
of the date of the Preliminary Deter-
mination, request a meeting with the 
Office of the Whistleblower; however, 
such meetings are not required and the 
office may in its sole discretion decline 
the request. 

(2) If you decide to contest the Pre-
liminary Determination, you must sub-
mit your written response and sup-
porting materials within sixty (60) cal-
endar days of the date of the Prelimi-
nary Determination, or if a request to 
review materials is made pursuant to 
paragraph (e)(1) of this section, then 
within sixty (60) calendar days of the 
Office of the Whistleblower making 

those materials available for your re-
view. 

(f) If you fail to submit a timely re-
sponse pursuant to paragraph (e) of 
this section, then the Preliminary De-
termination will become the Final 
Order of the Commission (except where 
the Preliminary Determination rec-
ommended an award, in which case the 
Preliminary Determination will be 
deemed a Proposed Final Determina-
tion for purposes of paragraph (h) of 
this section). Your failure to submit a 
timely response contesting a Prelimi-
nary Determination will constitute a 
failure to exhaust administrative rem-
edies, and you will be prohibited from 
pursuing an appeal pursuant to 
§ 240.21F–13 of this chapter. 

(g) If you submit a timely response 
pursuant to paragraph (e) of this sec-
tion, then the Claims Review Staff will 
consider the issues and grounds ad-
vanced in your response, along with 
any supporting documentation you 
provided, and will make its Proposed 
Final Determination. 

(h) The Office of the Whistleblower 
will then notify the Commission of 
each Proposed Final Determination. 
Within thirty 30 days thereafter, any 
Commissioner may request that the 
Proposed Final Determination be re-
viewed by the Commission. If no Com-
missioner requests such a review with-
in the 30-day period, then the Proposed 
Final Determination will become the 
Final Order of the Commission. In the 
event a Commissioner requests a re-
view, the Commission will review the 
record that the staff relied upon in 
making its determinations, including 
your previous submissions to the Office 
of the Whistleblower, and issue its 
Final Order. 

(i) The Office of the Whistleblower 
will provide you with the Final Order 
of the Commission. 

§ 240.21F–11 Procedures for deter-
mining awards based upon a re-
lated action. 

(a) If you are eligible to receive an 
award following a Commission action 
that results in monetary sanctions to-
taling more than $1,000,000, you also 
may be eligible to receive an award 
based on the monetary sanctions that 
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are collected from a related action (as 
defined in § 240.21F–3 of this chapter). 

(b) You must also use Form WB–APP 
(referenced in § 249.1801 of this chapter) 
to submit a claim for an award in a re-
lated action. You must sign this form 
as the claimant and submit it to the 
Office of the Whistleblower by mail or 
fax as follows: 

(1) If a final order imposing monetary 
sanctions has been entered in a related 
action at the time you submit your 
claim for an award in connection with 
a Commission action, you must submit 
your claim for an award in that related 
action on the same Form WB–APP (ref-
erenced in § 249.1801 of this chapter) 
that you use for the Commission ac-
tion. 

(2) If a final order imposing monetary 
sanctions in a related action has not 
been entered at the time you submit 
your claim for an award in connection 
with a Commission action, you must 
submit your claim on Form WB–APP 
(referenced in § 249.1801 of this chapter) 
within ninety (90) days of the issuance 
of a final order imposing sanctions in 
the related action. 

(c) The Office of the Whistleblower 
may request additional information 
from you in connection with your 
claim for an award in a related action 
to demonstrate that you directly (or 
through the Commission) voluntarily 
provided the governmental agency, 
regulatory authority or self-regulatory 
organization the same original infor-
mation that led to the Commission’s 
successful covered action, and that this 
information led to the successful en-
forcement of the related action. The 
Office of the Whistleblower may, in its 
discretion, seek assistance and con-
firmation from the other agency in 
making this determination. 

(d) Once the time for filing any ap-
peals of the final judgment or order in 
a related action has expired, or if an 
appeal has been filed, after all appeals 
in the action have been concluded, the 
Claims Review Staff will evaluate all 
timely whistleblower award claims 
submitted on Form WB–APP (ref-
erenced in § 249.1801 of this chapter) in 
connection with the related action. 
The evaluation will be undertaken pur-
suant to the criteria set forth in these 
rules. In connection with this process, 

the Office of the Whistleblower may re-
quire that you provide additional infor-
mation relating to your eligibility for 
an award or satisfaction of any of the 
conditions for an award, as set forth in 
§ 240.21F–(8)(b) of this chapter. Fol-
lowing this evaluation, the Office of 
the Whistleblower will send you a Pre-
liminary Determination setting forth a 
preliminary assessment as to whether 
the claim should be allowed or denied 
and, if allowed, setting forth the pro-
posed award percentage amount. 

(e) You may contest the Preliminary 
Determination made by the Claims Re-
view Staff by submitting a written re-
sponse to the Office of the Whistle-
blower setting forth the grounds for 
your objection to either the denial of 
an award or the proposed amount of an 
award. The response must be in the 
form and manner that the Office of the 
Whistleblower shall require. You may 
also include documentation or other 
evidentiary support for the grounds ad-
vanced in your response. 

(1) Before determining whether to 
contest a Preliminary Determination, 
you may: 

(i) Within thirty (30) days of the date 
of the Preliminary Determination, re-
quest that the Office of the Whistle-
blower make available for your review 
the materials from among those set 
forth in § 240.21F–12(a) of this chapter 
that formed the basis of the Claims Re-
view Staff’s Preliminary Determina-
tion. 

(ii) Within thirty (30) days of the date 
of the Preliminary Determination, re-
quest a meeting with the Office of the 
Whistleblower; however, such meetings 
are not required and the office may in 
its sole discretion decline the request. 

(2) If you decide to contest the Pre-
liminary Determination, you must sub-
mit your written response and sup-
porting materials within sixty (60) cal-
endar days of the date of the Prelimi-
nary Determination, or if a request to 
review materials is made pursuant to 
paragraph (e)(1)(i) of this section, then 
within sixty (60) calendar days of the 
Office of the Whistleblower making 
those materials available for your re-
view. 

(f) If you fail to submit a timely re-
sponse pursuant to paragraph (e) of 
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this section, then the Preliminary De-
termination will become the Final 
Order of the Commission (except where 
the Preliminary Determination rec-
ommended an award, in which case the 
Preliminary Determination will be 
deemed a Proposed Final Determina-
tion for purposes of paragraph (h) of 
this section). Your failure to submit a 
timely response contesting a Prelimi-
nary Determination will constitute a 
failure to exhaust administrative rem-
edies, and you will be prohibited from 
pursuing an appeal pursuant to 
§ 240.21F–13 of this chapter. 

(g) If you submit a timely response 
pursuant to paragraph (e) of this sec-
tion, then the Claims Review Staff will 
consider the issues and grounds that 
you advanced in your response, along 
with any supporting documentation 
you provided, and will make its Pro-
posed Final Determination. 

(h) The Office of the Whistleblower 
will notify the Commission of each 
Proposed Final Determination. Within 
thirty 30 days thereafter, any Commis-
sioner may request that the Proposed 
Final Determination be reviewed by 
the Commission. If no Commissioner 
requests such a review within the 30- 
day period, then the Proposed Final 
Determination will become the Final 
Order of the Commission. In the event 
a Commissioner requests a review, the 
Commission will review the record that 
the staff relied upon in making its de-
terminations, including your previous 
submissions to the Office of the Whis-
tleblower, and issue its Final Order. 

(i) The Office of the Whistleblower 
will provide you with the Final Order 
of the Commission. 

§ 240.21F–12 Materials that may form 
the basis of an award determina-
tion and that may comprise the 
record on appeal. 

(a) The following items constitute 
the materials that the Commission and 
the Claims Review Staff may rely upon 
to make an award determination pur-
suant to §§ 240.21F–10 and 240.21F–11 of 
this chapter: 

(1) Any publicly available materials 
from the covered action or related ac-
tion, including: 

(i) The complaint, notice of hearing, 
answers and any amendments thereto; 

(ii) The final judgment, consent 
order, or final administrative order; 

(iii) Any transcripts of the pro-
ceedings, including any exhibits; 

(iv) Any items that appear on the 
docket; and 

(v) Any appellate decisions or orders. 
(2) The whistleblower’s Form TCR 

(referenced in § 249.1800 of this chapter), 
including attachments, and other re-
lated materials provided by the whis-
tleblower to assist the Commission 
with the investigation or examination; 

(3) The whistleblower’s Form WB– 
APP (referenced in § 249.1800 of this 
chapter), including attachments, and 
any other filings or submissions from 
the whistleblower in support of the 
award application; 

(4) Sworn declarations (including at-
tachments) from the Commission staff 
regarding any matters relevant to the 
award determination; 

(5) With respect to an award claim in-
volving a related action, any state-
ments or other information that the 
entity provides or identifies in connec-
tion with an award determination, pro-
vided the entity has authorized the 
Commission to share the information 
with the claimant. (Neither the Com-
mission nor the Claims Review Staff 
may rely upon information that the en-
tity has not authorized the Commis-
sion to share with the claimant); and 

(6) Any other documents or materials 
including sworn declarations from 
third-parties that are received or ob-
tained by the Office of the Whistle-
blower to assist the Commission re-
solve the claimant’s award application, 
including information related to the 
claimant’s eligibility. (Neither the 
Commission nor the Claims Review 
Staff may rely upon information that 
the entity has not authorized the Com-
mission to share with the claimant). 

(b) These rules do not entitle claim-
ants to obtain from the Commission 
any materials (including any pre- 
decisional or internal deliberative 
process materials that are prepared ex-
clusively to assist the Commission in 
deciding the claim) other than those 
listed in paragraph (a) of this section. 
Moreover, the Office of the Whistle-
blower may make redactions as nec-
essary to comply with any statutory 
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restrictions, to protect the Commis-
sion’s law enforcement and regulatory 
functions, and to comply with requests 
for confidential treatment from other 
law enforcement and regulatory au-
thorities. The Office of the Whistle-
blower may also require you to sign a 
confidentiality agreement, as set forth 
in § 240.21F–(8)(b)(4) of this chapter, be-
fore providing these materials. 

§ 240.21F–13 Appeals. 

(a) Section 21F of the Exchange Act 
(15 U.S.C. 78u–6) commits determina-
tions of whether, to whom, and in what 
amount to make awards to the Com-
mission’s discretion. A determination 
of whether or to whom to make an 
award may be appealed within 30 days 
after the Commission issues its final 
decision to the United States Court of 
Appeals for the District of Columbia 
Circuit, or to the circuit where the ag-
grieved person resides or has his prin-
cipal place of business. Where the Com-
mission makes an award based on the 
factors set forth in § 240.21F–6 of this 
chapter of not less than 10 percent and 
not more than 30 percent of the mone-
tary sanctions collected in the Com-
mission or related action, the Commis-
sion’s determination regarding the 
amount of an award (including the al-
location of an award as between mul-
tiple whistleblowers, and any factual 
findings, legal conclusions, policy judg-
ments, or discretionary assessments in-
volving the Commission’s consider-
ation of the factors in § 240.21F–6 of this 
chapter) is not appealable. 

(b) The record on appeal shall consist 
of the Preliminary Determination, the 
Final Order of the Commission, and 
any other items from those set forth in 
§ 240.21F–12(a) of this chapter that ei-
ther the claimant or the Commission 
identifies for inclusion in the record. 
The record on appeal shall not include 
any pre-decisional or internal delibera-
tive process materials that are pre-
pared exclusively to assist the Com-
mission in deciding the claim (includ-
ing the staff’s Draft Final Determina-
tion in the event that the Commis-
sioners reviewed the claim and issued 
the Final Order). 

§ 240.21F–14 Procedures applicable to 
the payment of awards. 

(a) Any award made pursuant to 
these rules will be paid from the Secu-
rities and Exchange Commission Inves-
tor Protection Fund (the ‘‘Fund’’). 

(b) A recipient of a whistleblower 
award is entitled to payment on the 
award only to the extent that a mone-
tary sanction is collected in the Com-
mission action or in a related action 
upon which the award is based. 

(c) Payment of a whistleblower award 
for a monetary sanction collected in a 
Commission action or related action 
shall be made following the later of: 

(1) The date on which the monetary 
sanction is collected; or 

(2) The completion of the appeals 
process for all whistleblower award 
claims arising from: 

(i) The Notice of Covered Action, in 
the case of any payment of an award 
for a monetary sanction collected in a 
Commission action; or 

(ii) The related action, in the case of 
any payment of an award for a mone-
tary sanction collected in a related ac-
tion. 

(d) If there are insufficient amounts 
available in the Fund to pay the entire 
amount of an award payment within a 
reasonable period of time from the 
time for payment specified by para-
graph (c) of this section, then subject 
to the following terms, the balance of 
the payment shall be paid when 
amounts become available in the Fund, 
as follows: 

(1) Where multiple whistleblowers 
are owed payments from the Fund 
based on awards that do not arise from 
the same Notice of Covered Action (or 
related action), priority in making 
these payments will be determined 
based upon the date that the collec-
tions for which the whistleblowers are 
owed payments occurred. If two or 
more of these collections occur on the 
same date, those whistleblowers owed 
payments based on these collections 
will be paid on a pro rata basis until 
sufficient amounts become available in 
the Fund to pay their entire payments. 

(2) Where multiple whistleblowers 
are owed payments from the Fund 
based on awards that arise from the 
same Notice of Covered Action (or re-
lated action), they will share the same 
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payment priority and will be paid on a 
pro rata basis until sufficient amounts 
become available in the Fund to pay 
their entire payments. 

§ 240.21F–15 No amnesty. 
The Securities Whistleblower Incen-

tives and Protection provisions do not 
provide amnesty to individuals who 
provide information to the Commis-
sion. The fact that you may become a 
whistleblower and assist in Commis-
sion investigations and enforcement 
actions does not preclude the Commis-
sion from bringing an action against 
you based upon your own conduct in 
connection with violations of the Fed-
eral securities laws. If such an action is 
determined to be appropriate, however, 
the Commission will take your co-
operation into consideration in accord-
ance with its Policy Statement Con-
cerning Cooperation by Individuals in 
Investigations and Related Enforce-
ment Actions (17 CFR 202.12). 

§ 240.21F–16 Awards to whistleblowers 
who engage in culpable conduct. 

In determining whether the required 
$1,000,000 threshold has been satisfied 
(this threshold is further explained in 
§ 240.21F–10 of this chapter) for purposes 
of making any award, the Commission 
will not take into account any mone-
tary sanctions that the whistleblower 
is ordered to pay, or that are ordered 
against any entity whose liability is 
based substantially on conduct that 
the whistleblower directed, planned, or 
initiated. Similarly, if the Commission 
determines that a whistleblower is eli-
gible for an award, any amounts that 
the whistleblower or such an entity 
pay in sanctions as a result of the ac-
tion or related actions will not be in-
cluded within the calculation of the 
amounts collected for purposes of mak-
ing payments. 

§ 240.21F–17 Staff communications 
with individuals reporting possible 
securities law violations. 

(a) No person may take any action to 
impede an individual from commu-
nicating directly with the Commission 
staff about a possible securities law 
violation, including enforcing, or 
threatening to enforce, a confiden-
tiality agreement (other than agree-

ments dealing with information cov-
ered by § 240.21F–4(b)(4)(i) and § 240.21F– 
4(b)(4)(ii) of this chapter related to the 
legal representation of a client) with 
respect to such communications. 

(b) If you are a director, officer, 
member, agent, or employee of an enti-
ty that has counsel, and you have initi-
ated communication with the Commis-
sion relating to a possible securities 
law violation, the staff is authorized to 
communicate directly with you regard-
ing the possible securities law viola-
tion without seeking the consent of the 
entity’s counsel. 

INSPECTION AND PUBLICATION OF 
INFORMATION FILED UNDER THE ACT 

§ 240.24b–1 Documents to be kept pub-
lic by exchanges. 

Upon action of the Commission 
granting an exchange’s application for 
registration or exemption, the ex-
change shall make available to public 
inspection at its offices during reason-
able office hours a copy of the state-
ment and exhibits filed with the Com-
mission (including any amendments 
thereto) except those portions thereof 
to the disclosure of which the exchange 
shall have filed objection pursuant to 
§ 240.24b–2 which objection shall not 
have been overruled by the Commission 
pursuant to section 24(b) of the Act. 

(Sec. 24, 48 Stat. 901; 15 U.S.C. 78x) 

CROSS REFERENCE: For regulations relating 
to registration and exemption of exchanges, 
see §§ 240.6a–1 to 240.6a–3. 

[13 FR 8214, Dec. 22, 1948] 

§ 240.24b–2 Nondisclosure of informa-
tion filed with the Commission and 
with any exchange. 

PRELIMINARY NOTE: Except as otherwise 
provided in this rule, confidential treatment 
requests shall be submitted in paper format 
only, whether or not the filer is required to 
submit a filing in electronic format. 

(a) Any person filing any registration 
statement, report, application, state-
ment, correspondence, notice or other 
document (herein referred to as the 
material filed) pursuant to the Act 
may make written objection to the 
public disclosure of any information 
contained therein in accordance with 
the procedure set forth below. The pro-
cedure provided in this rule shall be 
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the exclusive means of requesting con-
fidential treatment of information re-
quired to be filed under the Act. 

(b) Except as otherwise provided in 
paragraphs (g) and (h) of this section, 
the person shall omit from material 
filed the portion thereof which it de-
sires to keep undisclosed (hereinafter 
called the confidential portion). In lieu 
thereof, it shall indicate at the appro-
priate place in the material filed that 
the confidential portion has been so 
omitted and filed separately with the 
Commission. The person shall file with 
the copies of the material filed with 
the Commission: 

(1) One copy of the confidential por-
tion, marked ‘‘Confidential Treat-
ment,’’ of the material filed with the 
Commission. The copy shall contain an 
appropriate identification of the item 
or other requirement involved and, 
notwithstanding that the confidential 
portion does not constitute the whole 
of the answer, the entire answer there-
to; except that in the case where the 
confidential portion is part of a finan-
cial statement or schedule, only the 
particular financial statement or 
schedule need be included. The copy of 
the confidential portion shall be in the 
same form as the remainder of the ma-
terial filed; 

(2) An application making objection 
to the disclosure of the confidential 
portion. Such application shall be on a 
sheet or sheets separate from the con-
fidential portion, and shall contain (i) 
an identification of the portion; (ii) a 
statement of the grounds of objection 
referring to, and containing an anal-
ysis of, the applicable exemption(s) 
from disclosure under the Commis-
sion’s rules and regulations adopted 
under the Freedom of Information Act 
(17 CFR 200.80), and a justification of 
the period of time for which confiden-
tial treatment is sought; (iii) a written 
consent to the furnishing of the con-
fidential portion to other government 
agencies, offices or bodies and to the 
Congress; and (iv) the name of each ex-
change, if any, with which the material 
is filed. 

(3) The copy of the confidential por-
tion and the application filed in ac-
cordance with this paragraph (b) shall 
be enclosed in a separate envelope 
marked ‘‘Confidential Treatment’’ and 

addressed to The Secretary, Securities 
and Exchange Commission, Wash-
ington, DC 20549. 

(c) Pending a determination as to the 
objection filed the material for which 
confidential treatment has been ap-
plied will not be made available to the 
public. 

(d)(1) If it is determined that the ob-
jection should be sustained, a notation 
to that effect will be made at the ap-
propriate place in the material filed. 
Such a determination will not preclude 
reconsideration whenever appropriate, 
such as upon receipt of any subsequent 
request under the Freedom of Informa-
tion Act (5 U.S.C. 552) and, if appro-
priate, revocation of the confidential 
status of all or a portion of the infor-
mation in question. Where an initial 
determination has been made under 
this rule to sustain objections to dis-
closure, the Commission will attempt 
to give the person requesting confiden-
tial treatment advance notice, wher-
ever possible, if confidential treatment 
is revoked. 

(2) In any case where an objection to 
disclosure has been disallowed or where 
a prior grant of confidential treatment 
has been revoked, the person who re-
quested such treatment will be so in-
formed by registered or certified mail 
to the person or his agent for service. 
Pursuant to § 201.431 of this chapter, 
persons making objections to disclo-
sure may petition the Commission for 
review of a determination by the Divi-
sion disallowing objections or revoking 
confidential treatment. 

(e) The confidential portion shall be 
made available to the public at the 
time and according to the conditions 
specified in paragraphs (d) (1) and (2) of 
this section: 

(1) Upon the lapse of five days after 
the dispatch of notice by registered or 
certified mail of a determination dis-
allowing an objection, if prior to the 
lapse of such five days the person shall 
not have communicated to the Sec-
retary of the Commission his intention 
to seek review by the Commission 
under § 201.431 of this chapter of the de-
termination made by the Division; or 

(2) If such a petition for review shall 
have been filed under § 201.431 of this 
chapter, upon final disposition thereof 
adverse to the petitioner. 
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(f) If the confidential portion is made 
available to the public, one copy there-
of shall be attached to each copy of the 
material filed with the Commission 
and with each exchange. 

(g) An SCI entity (as defined in 
§ 242.1000 of this chapter) shall not omit 
the confidential portion from the ma-
terial filed in electronic format on 
Form SCI pursuant to Regulation SCI, 
§ 242.1000 et. seq., and, in lieu of the pro-
cedures described in paragraph (b) of 
this section, may request confidential 
treatment of all information provided 
on Form SCI by completing Section IV 
of Form SCI. 

(h) A security-based swap data repos-
itory shall not omit the confidential 
portion from the material filed in elec-
tronic format pursuant to section 13(n) 
of the Act (15 U.S.C. 78m(n)) and the 
rules and regulations thereunder. In 
lieu of the procedures described in 
paragraph (b) of this section, a secu-
rity-based swap data repository shall 
request confidential treatment elec-
tronically for any material filed in 
electronic format pursuant to section 
13(n) of the Act (15 U.S.C. 78m(n)) and 
the rules and regulations thereunder. 

[41 FR 20578, May 19, 1976, as amended at 58 
FR 14685, Mar. 18, 1993; 60 FR 32825, June 23, 
1995; 60 FR 47692, Sept. 14, 1995; 61 FR 30404, 
June 14, 1996; 79 FR 72436, Dec. 5, 2014; 80 FR 
14556, Mar. 19, 2015] 

§ 240.24b–3 Information filed by 
issuers and others under sections 
12, 13, 14, and 16. 

(a) Except as otherwise provided in 
this section and in § 240.17a–6, each ex-
change shall keep available to the pub-
lic under reasonable regulations as to 
the manner of inspection, during rea-
sonable office hours, all information 
regarding a security registered on such 
exchange which is filed with it pursu-
ant to section 12, 13, 14, or 16, or any 
rules or regulations thereunder. This 
requirement shall not apply to any in-
formation to the disclosure of which 
objection has been filed pursuant to 
§ 240.24b–2, which objection shall not 
have been overruled by the Commission 
pursuant to section 24(b). The making 
of such information available pursuant 
to this section shall not be deemed a 
representation by any exchange as to 

the accuracy, completeness, or genu-
ineness thereof. 

(b) In the case of an application for 
registration of a security pursuant to 
section 12 an exchange may delay mak-
ing available the information con-
tained therein until it has certified to 
the Commission its approval of such se-
curity for listing and registration. 

(Sec. 24, 48 Stat. 901, as amended; 15 U.S.C. 
78x) 

[16 FR 3109, Apr. 10, 1951] 

§ 240.24c-1 Access to nonpublic infor-
mation. 

(a) For purposes of this section, the 
term ‘‘nonpublic information’’ means 
records, as defined in Section 24(a) of 
the Act, and other information in the 
Commission’s possession, which are not 
available for public inspection and 
copying. 

(b) The Commission may, in its dis-
cretion and upon a showing that such 
information is needed, provide non-
public information in its possession to 
any of the following persons if the per-
son receiving such nonpublic informa-
tion provides such assurances of con-
fidentiality as the Commission deems 
appropriate: 

(1) A federal, state, local or foreign 
government or any political subdivi-
sion, authority, agency or instrumen-
tality of such government; 

(2) A self-regulatory organization as 
defined in Section 3(a)(26) of the Act, or 
any similar organization empowered 
with self-regulatory responsibilities 
under the federal securities laws (as de-
fined in Section 3(a)(47) of the Act), the 
Commodity Exchange Act (7 U.S.C. 1, 
et seq.), or any substantially equivalent 
foreign statute or regulation; 

(3) A foreign financial regulatory au-
thority as defined in Section 3(a)(51) of 
the Act; 

(4) The Securities Investor Protec-
tion Corporation or any trustee or 
counsel for a trustee appointed pursu-
ant to Section 5(b) of the Securities In-
vestor Protection Act of 1970; 

(5) A trustee in bankruptcy; 
(6) A trustee, receiver, master, spe-

cial counsel or other person that is ap-
pointed by a court of competent juris-
diction or as a result of an agreement 
between the parties in connection with 
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litigation or an administrative pro-
ceeding involving allegations of viola-
tions of the securities laws (as defined 
in Section 3(a)(47) of the Act) or the 
Commission’s Rules of Practice, 17 
CFR part 201, or otherwise, where such 
trustee, receiver, master, special coun-
sel or other person is specifically des-
ignated to perform particular functions 
with respect to, or as a result of, the 
litigation or proceeding or in connec-
tion with the administration and en-
forcement by the Commission of the 
federal securities laws or the Commis-
sion’s Rules of Practice; 

(7) A bar association, state account-
ancy board or other federal, state, local 
or foreign licensing or oversight au-
thority, or a professional association 
or self-regulatory authority to the ex-
tent that it performs similar functions; 
or 

(8) A duly authorized agent, em-
ployee or representative of any of the 
above persons. 

(c) Nothing contained in this section 
shall affect: 

(1) The Commission’s authority or 
discretion to provide or refuse to pro-
vide access to, or copies of, nonpublic 
information in its possession in accord-
ance with such other authority or dis-
cretion as the Commission possesses by 
statute, rule or regulation; or 

(2) The Commission’s responsibilities 
under the Privacy Act of 1974 (5 U.S.C. 
552a), or the Right to Financial Pri-
vacy Act of 1978 (12 U.S.C. 3401–22) as 
limited by section 21(h) of the Act. 

[58 FR 52419, Oct. 8, 1993] 

§ 240.31 Section 31 transaction fees. 
(a) Definitions. For the purpose of this 

section, the following definitions shall 
apply: 

(1) Assessment charge means the 
amount owed by a covered SRO for a 
covered round turn transaction pursu-
ant to section 31(d) of the Act (15 
U.S.C. 78ee(d)). 

(2) Billing period means, for a single 
calendar year: 

(i) January 1 through August 31 
(‘‘billing period 1’’); or 

(ii) September 1 through December 31 
(‘‘billing period 2’’). 

(3) Charge date means the date on 
which a covered sale or covered round 
turn transaction occurs for purposes of 

determining the liability of a covered 
SRO pursuant to section 31 of the Act 
(15 U.S.C. 78ee). The charge date is: 

(i) The settlement date, with respect 
to any covered sale (other than a cov-
ered sale resulting from the exercise of 
an option settled by physical delivery 
or from the maturation of a security 
future settled by physical delivery) or 
covered round turn transaction that a 
covered SRO is required to report to 
the Commission based on data that the 
covered SRO receives from a des-
ignated clearing agency; 

(ii) The exercise date, with respect to 
a covered sale resulting from the exer-
cise of an option settled by physical de-
livery; 

(iii) The maturity date, with respect 
to a covered sale resulting from the 
maturation of a security future settled 
by physical delivery; and 

(iv) The trade date, with respect to 
all other covered sales and covered 
round turn transactions. 

(4) Covered association means any na-
tional securities association by or 
through any member of which covered 
sales or covered round turn trans-
actions occur otherwise than on a na-
tional securities exchange. 

(5) Covered exchange means any na-
tional securities exchange on which 
covered sales or covered round turn 
transactions occur. 

(6) Covered sale means a sale of a se-
curity, other than an exempt sale or a 
sale of a security future, occurring on 
a national securities exchange or by or 
through any member of a national se-
curities association otherwise than on 
a national securities exchange. 

(7) Covered round turn transaction 
means a round turn transaction in a se-
curity future, other than a round turn 
transaction in a future on a narrow- 
based security index, occurring on a 
national securities exchange or by or 
through a member of a national securi-
ties association otherwise than on a 
national securities exchange. 

(8) Covered SRO means a covered ex-
change or covered association. 

(9) Designated clearing agency means a 
clearing agency registered under sec-
tion 17A of the Act (15 U.S.C. 78q-1) 
that clears and settles covered sales or 
covered round turn transactions. 

(10) Due date means: 
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(i) March 15, with respect to the 
amounts owed by covered SROs under 
section 31 of the Act (15 U.S.C. 78ee) for 
covered sales and covered round turn 
transactions having a charge date in 
billing period 2; and 

(ii) September 30, with respect to the 
amounts owed by covered SROs under 
section 31 of the Act (15 U.S.C. 78ee) for 
covered sales and covered round turn 
transactions having a charge date in 
billing period 1. 

(11) Exempt sale means: 
(i) Any sale of a security offered pur-

suant to an effective registration state-
ment under the Securities Act of 1933 
(except a sale of a put or call option 
issued by the Options Clearing Cor-
poration) or offered in accordance with 
an exemption from registration af-
forded by section 3(a) or 3(b) of the Se-
curities Act of 1933 (15 U.S.C. 77c(a) or 
77c(b)), or a rule thereunder; 

(ii) Any sale of a security by an 
issuer not involving any public offering 
within the meaning of section 4(2) of 
the Securities Act of 1933 (15 U.S.C. 
77d(2)); 

(iii) Any sale of a security pursuant 
to and in consummation of a tender or 
exchange offer; 

(iv) Any sale of a security upon the 
exercise of a warrant or right (except a 
put or call), or upon the conversion of 
a convertible security; 

(v) Any sale of a security that is exe-
cuted outside the United States and is 
not reported, or required to be re-
ported, to a transaction reporting asso-
ciation as defined in § 242.600 of this 
chapter and any approved plan filed 
thereunder; 

(vi) Any sale of an option on a secu-
rity index (including both a narrow- 
based security index and a non-narrow- 
based security index); 

(vii) Any sale of a bond, debenture, or 
other evidence of indebtedness; and 

(viii) Any recognized riskless prin-
cipal sale. 

(12) Fee rate means the fee rate appli-
cable to covered sales under section 
31(b) or (c) of the Act (15 U.S.C. 78ee(b) 
or (c)), as adjusted from time to time 
by the Commission pursuant to section 
31(j) of the Act (15 U.S.C. 78ee(j)). 

(13) Narrow-based security index means 
the same as in section 3(a)(55)(B) and 

(C) of the Act (15 U.S.C. 78c(a)(55)(B) 
and (C)). 

(14) Recognized riskless principal sale 
means a sale of a security where all of 
the following conditions are satisfied: 

(i) A broker-dealer receives from a 
customer an order to buy (sell) a secu-
rity; 

(ii) The broker-dealer engages in two 
contemporaneous offsetting trans-
actions as principal, one in which the 
broker-dealer buys (sells) the security 
from (to) a third party and the other in 
which the broker-dealer sells (buys) the 
security to (from) the customer; and 

(iii) The Commission, pursuant to 
section 19(b)(2) of the Act (15 U.S.C. 
78s(b)(2)), has approved a proposed rule 
change submitted by the covered SRO 
on which the second of the two contem-
poraneous offsetting transactions oc-
curs that permits that transaction to 
be reported as riskless. 

(15) Round turn transaction in a secu-
rity future means one purchase and one 
sale of a contract of sale for future de-
livery. 

(16) Physical delivery exchange-traded 
option means a securities option that is 
listed and registered on a national se-
curities exchange and settled by the 
physical delivery of the underlying se-
curities. 

(17) Section 31 bill means the bill sent 
by the Commission to a covered SRO 
pursuant to section 31 of the Act (15 
U.S.C. 78ee) showing the total amount 
due from the covered SRO for the bill-
ing period, as calculated by the Com-
mission based on the data submitted by 
the covered SRO in its Form R31 
(§ 249.11 of this chapter) submissions for 
the months of the billing period. 

(18) Trade reporting system means an 
automated facility operated by a cov-
ered SRO used to collect or compare 
trade data. 

(b) Reporting of covered sales and cov-
ered round turn transactions. (1) Each 
covered SRO shall submit a completed 
Form R31 (§ 249.11 of this chapter) to 
the Commission within ten business 
days after the end of each month. 

(2) A covered exchange shall provide 
on Form R31 the following data on cov-
ered sales and covered round turn 
transactions occurring on that ex-
change and having a charge date in 
that month: 
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(i) The aggregate dollar amount of 
covered sales that it reported to a des-
ignated clearing agency, as reflected in 
the data provided by the designated 
clearing agency; 

(ii) The aggregate dollar amount of 
covered sales resulting from the exer-
cise of physical delivery exchange-trad-
ed options or from matured security fu-
tures, as reflected in the data provided 
by a designated clearing agency that 
clears and settles options or security 
futures; 

(iii) The aggregate dollar amount of 
covered sales that it captured in a 
trade reporting system but did not re-
port to a designated clearing agency; 

(iv) The aggregate dollar amount of 
covered sales that it neither captured 
in a trade reporting system nor re-
ported to a designated clearing agency; 
and 

(v) The total number of covered 
round turn transactions that it re-
ported to a designated clearing agency, 
as reflected in the data provided by the 
designated clearing agency. 

(3) A covered association shall pro-
vide on Form R31 the following data on 
covered sales and covered round turn 
transactions occurring by or through 
any member of such association other-
wise than on a national securities ex-
change and having a charge date in 
that month: 

(i) The aggregate dollar amount of 
covered sales that it captured in a 
trade reporting system; 

(ii) The aggregate dollar amount of 
covered sales that it did not capture in 
a trade reporting system; and 

(iii) The total number of covered 
round turn transactions that it re-
ported to a designated clearing agency, 
as reflected in the data provided by the 
designated clearing agency. 

(4) Duties of designated clearing agen-
cy. (i) A designated clearing agency 
shall provide a covered SRO, upon re-
quest, the data in its possession needed 
by the covered SRO to complete Part I 
of Form R31 (§ 249.11 of this chapter). 

(ii) If a covered exchange trades 
physical delivery exchange-traded op-
tions or security futures that settle by 
physical delivery of the underlying se-
curities, the designated clearing agen-
cy that clears and settles such trans-
actions shall provide that covered ex-

change with the data in its possession 
relating to the covered sales resulting 
from the exercise of such options or 
from the matured security futures. If, 
during a particular month, the des-
ignated clearing agency cannot deter-
mine the covered exchange on which 
the options or security futures origi-
nally were traded, the designated clear-
ing agency shall assign covered sales 
resulting from exercises or matura-
tions as follows. To provide Form R31 
data to the covered exchange for a par-
ticular month, the designated clearing 
agency shall: 

(A) Calculate the aggregate dollar 
amount of all covered sales in the pre-
vious calendar month resulting from 
exercises and maturations, respec-
tively, occurring on all covered ex-
changes for which it clears and settles 
transactions; 

(B) Calculate, for the previous cal-
endar month, the aggregate dollar 
amount of covered sales of physical de-
livery exchange-traded options occur-
ring on each covered exchange for 
which it clears and settles trans-
actions, and the aggregate dollar 
amount of covered sales of physical de-
livery exchange-traded options occur-
ring on all such exchanges collectively; 

(C) Calculate, for the previous cal-
endar month, the total number of cov-
ered round turn transactions in secu-
rity futures that settle by physical de-
livery that occurred on each covered 
exchange for which it clears and settles 
transactions, and the total number of 
covered round turn transactions in se-
curity futures that settle by physical 
delivery that occurred on all such ex-
changes collectively; 

(D) Determine for the previous cal-
endar month each covered exchange’s 
percentage of the total dollar volume 
of physical delivery exchange-traded 
options (‘‘exercise percentage’’) and 
each covered exchange’s percentage of 
the total number of covered round turn 
transactions in security futures that 
settle by physical delivery (‘‘matura-
tion percentage’’); and 

(E) In the current month, assign to 
each covered exchange for which it 
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clears and settles covered sales the ex-
ercise percentage of the aggregate dol-
lar amount of covered sales on all cov-
ered exchanges resulting from the exer-
cise of physical delivery exchange-trad-
ed options and the maturation percent-
age of all covered sales on all covered 
exchanges resulting from the matura-
tion of security futures that settle by 
physical delivery. 

(5) A covered SRO shall provide in 
Part I of Form R31 only the data sup-
plied to it by a designated clearing 
agency. 

(c) Calculation and billing of section 31 
fees. (1) The amount due from a covered 
SRO for a billing period, as reflected in 
its Section 31 bill, shall be the sum of 
the monthly amounts due for each 
month in the billing period. 

(2) The monthly amount due from a 
covered SRO shall equal: 

(i) The aggregate dollar amount of its 
covered sales that have a charge date 
in that month, times the fee rate; plus 

(ii) The total number of its covered 
round turn transactions that have a 
charge date in that month, times the 
assessment charge. 

(3) By the due date, each covered 
SRO shall pay the Commission, either 
directly or through a designated clear-
ing agency acting as agent, the entire 
amount due for the billing period, as 
reflected in its Section 31 bill. 

[69 FR 41078, July 7, 2004, as amended at 70 
FR 37619, June 29, 2005] 

§ 240.31T Temporary rule regarding 
fiscal year 2004. 

(a) Definitions. (1) For the purpose of 
this section, the following definitions 
shall apply: 

(i) FY2004 adjustment amount means 
the FY2004 recalculated amount minus 
the FY2004 prepayment amount. 

(ii) FY2004 prepayment amount means 
the total dollar amount of fees and as-
sessments paid by a covered SRO pur-
suant to the March 15, 2004, due date 
for covered sales and covered round 
turn transactions having a charge date 
between September 1, 2003, and Decem-
ber 31, 2003, inclusive. 

(iii) FY2004 recalculated amount means 
the total dollar amount of fees and as-
sessments owed by a covered SRO for 
covered sales and covered round turn 
transactions having a charge date be-

tween September 1, 2003, and December 
31, 2003, inclusive, as calculated by the 
Commission based on the data sub-
mitted by the covered SRO in its Form 
R31 (§ 249.11 of this chapter) submis-
sions for September 2003, October 2003, 
November 2003, and December 2003, and 
indicated on a Section 31 bill for these 
months. 

(2) Any term used in this section that 
is defined in § 240.30(a) of this chapter 
shall have the same meaning as in 
§ 240.30(a) of this chapter. 

(b) By August 13, 2004, each covered 
SRO shall submit to the Commission a 
completed Form R31 for each of the 
months September 2003 to June 2004, 
inclusive. 

(c) If the FY2004 adjustment amount 
of a covered SRO is a positive number, 
the covered SRO shall include the 
FY2004 adjustment amount with the 
payment for its next Section 31 bill. 

(d) If the FY2004 adjustment amount 
is a negative number, the Commission 
shall credit the FY2004 adjustment 
amount to the covered SRO’s next Sec-
tion 31 bill. 

(e) Notwithstanding paragraph 
(a)(1)(iii) of this section, any covered 
exchange that as of August 2003 was 
calculating its Section 31 fees based on 
the trade date of its covered sales shall 
not include on its September 2003 Form 
R31 data for any covered sale having a 
trade date before September 1, 2003. 

(f) This temporary section shall ex-
pire on January 1, 2005. 

[69 FR 41080, July 7, 2004] 

§ 240.36a1–1 Exemption from Section 7 
for OTC derivatives dealers. 

PRELIMINARY NOTE: OTC derivatives deal-
ers are a special class of broker-dealers that 
are exempt from certain broker-dealer re-
quirements, including membership in a self- 
regulatory organization (§ 240.15b9–2), regular 
broker-dealer margin rules (§ 240.36a1–1), and 
application of the Securities Investor Pro-
tection Act of 1970 (§ 240.36a1–2). OTC deriva-
tive dealers are subject to special require-
ments, including limitations on the scope of 
their securities activities (§ 240.15a–1), speci-
fied internal risk management control sys-
tems (§ 240.15c3–4), recordkeeping obligations 
(§ 240.17a–3(a)(10)), and reporting responsibil-
ities (§ 240.17a–12). They are also subject to 
alternative net capital treatment (§ 240.15c3– 
1(a)(5)). 
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(a) Except as otherwise provided in 
paragraph (b) of this section, trans-
actions involving the extension of cred-
it by an OTC derivatives dealer shall be 
exempt from the provisions of section 
7(c) of the Act (15 U.S.C. 78g(c)), pro-
vided that the OTC derivatives dealer 
complies with Section 7(d) of the Act 
(15 U.S.C. 78g(d)). 

(b) The exemption provided under 
paragraph (a) of this section shall not 
apply to extensions of credit made di-
rectly by a registered broker or dealer 
(other than an OTC derivatives dealer) 
in connection with transactions in eli-
gible OTC derivative instruments for 
which an OTC derivatives dealer acts 
as counterparty. 

[63 FR 59404, Nov. 3, 1998] 

§ 240.36a1–2 Exemption from SIPA for 
OTC derivatives dealers. 

PRELIMINARY NOTE: OTC derivatives deal-
ers are a special class of broker-dealers that 
are exempt from certain broker-dealer re-

quirements, including membership in a self- 
regulatory organization (§ 240.15b9–2), regular 
broker-dealer margin rules (§ 240.36a1–1), and 
application of the Securities Investor Pro-
tection Act of 1970 (§ 240.36a1–2). OTC deriva-
tive dealers are subject to special require-
ments, including limitations on the scope of 
their securities activities (§ 240.15a–1), speci-
fied internal risk management control sys-
tems (§ 240.15c3–4), recordkeeping obligations 
(§ 240.17a–3(a)(10)), and reporting responsibil-
ities (§ 240.17a–12). They are also subject to 
alternative net capital treatment (§ 240.15c3– 
1(a)(5)). 

OTC derivatives dealers, as defined in 
§ 240.3b–12, shall be exempt from the 
provisions of the Securities Investor 
Protection Act of 1970 (15 U.S.C. 78aaa 
through 78lll). 

[63 FR 59404, Nov. 3, 1998] 

Subpart B—Rules and Regulations 
Under the Securities Investor 
Protection Act of 1970 [Re-
served] 

PART 241—INTERPRETATIVE RELEASES RELATING TO THE SECURITIES EX-
CHANGE ACT OF 1934 AND GENERAL RULES AND REGULATIONS 
THEREUNDER 

Subject Release 
No. Date Fed. Reg. Vol. and 

Page 

Excerpt from letter relating to section 16(a) ...................................................... 21 Oct. 1, 1934 11 FR 10968. 
Statement by Commission to correct the erroneous impression created by 

certain commercial institutions with respect to the necessity for filing re-
ports with the Commission.

68 July 22, 1934 Do. 

Letter of General Counsel relating to section 16(a) .......................................... 116 Mar. 9, 1935 Do. 
Opinion of General Counsel relating to section 16(a) ....................................... 175 Apr. 16, 1935 Do. 
Excerpt from a general letter relating to section 16(a) ..................................... 227 May 14, 1935 Do. 
Opinion of the Director of the Division of Forms and Regulations discussing 

the definition of ‘‘parent’’ as used in various forms under the Securities Act 
of 1933 and the Securities Exchange Act of 1934.

1131 Apr. 7, 1937 Do. 

Statement by Commission with respect to the purpose of the disclosure re-
quirements of section 14 and the rules adopted thereunder.

1350 Aug. 13, 1937 11 FR 10969. 

Opinion of Director of the Trading and Exchange Division relating to Rules 
X–15C1–6 (17 CFR 240.15c1–6) and X–10B–2 (17 CFR 240.10b–2).

1411 Oct. 7, 1937 Do. 

Opinion of Director of the Trading and Exchange Division relating to Rule X– 
15C1–1(a) (17 CFR, 240.15c1–1a).

1462 Nov. 15, 1937 Do. 

Partial text of letter of February 2, 1938, from the Secretary of the New York 
Stock Exchange to its members, relating to Rules X–3B–3 (17 CFR 
240.3b–3), X–10A–1 (17 CFR 240.10a–1), and X–10A–2 (17 CFR 
240.10a–2), together with a letter from Director of Trading and Exchange 
Division, concurring in the opinions expressed by the Exchange.

1571 Feb. 5, 1938 Do. 

Opinion of General Counsel relating to section 16(a) ....................................... 1965 Dec. 21, 1938 11 FR 10970. 
Letter of General Counsel concerning the services of former employees of 

the Commission in connection with matters with which such employees be-
come familiar during their course of employment with the Commission.

2066 May 5, 1939 11 FR 10971. 

Statement of Commission and separate statement by Commissioner Healy 
on the problem of regulating the ‘‘pegging, fixing and stabilizing’’ of secu-
rity prices under sections 9(a)(2), 9(a)(6) and 15(c)(1) of the Securities Ex-
change Act.

2446 Mar. 18, 1940 Do. 

Statement of Commission respecting distinctions between the reporting re-
quirements of section 16(a) of the Securities Exchange Act of 1934 and 
section 30(f) of the Investment Company Act of 1940.

2687 Nov. 16, 1940 11 FR 10981. 
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ELECTRONIC CODE OF FEDERAL REGULATIONS

e-CFR data is current as of July 7, 2020

Title 17 → Chapter II → Part 240 → §240.17a-3

Title 17: Commodity and Securities Exchanges 
PART 240—GENERAL RULES AND REGULATIONS, SECURITIES EXCHANGE ACT OF
1934 

§240.17a-3   Records to be made by certain exchange members, brokers and dealers.

This section applies to the following types of entities: A member of a national securities
exchange who transacts a business in securities directly with others than members of a
national securities exchange; a broker or dealer who transacts a business in securities
through the medium of a member of a national securities exchange; a broker or dealer,
including an OTC derivatives dealer as that term is defined in §240.3b-12, registered
pursuant to section 15 of the Act (15 U.S.C. 78o); a security-based swap dealer registered
pursuant to section 15F of the Act (15 U.S.C. 78o-10) that is also a broker or dealer,
including an OTC derivatives dealer, registered pursuant to section 15 of the Act; and a major
security-based swap participant registered pursuant to section 15F of the Act that is also a
broker or dealer, including an OTC derivatives dealer, registered pursuant to section 15 of the
Act. Section 240.18a-5 (rather than this section) applies to the following types of entities: A
security-based swap dealer registered pursuant to section 15F of the Act that is not also a
broker or dealer, including an OTC derivatives dealer, registered pursuant to section 15 of the
Act; and a major security-based swap participant registered pursuant to section 15F of the
Act that is not also a broker or dealer, including an OTC derivatives dealer, registered
pursuant to section 15 of the Act.

(a) Every member of a national securities exchange who transacts a business in
securities directly with others than members of a national securities exchange, every broker
or dealer who transacts a business in securities through the medium of any such member,
and every broker or dealer registered pursuant to section 15 of the Act (15 U.S.C. 78o) must
make and keep current the following books and records relating to its business:

(1) Blotters (or other records of original entry) containing an itemized daily record of all
purchases and sales of securities (including security-based swaps), all receipts and
deliveries of securities (including certificate numbers), all receipts and disbursements of cash
and all other debits and credits. Such records must show the account for which each such
purchase or sale was effected, the name and amount of securities, the unit and aggregate
purchase or sale price, if any (including the financial terms for security-based swaps), the
trade date, and the name or other designation of the person from whom such securities were
purchased or received or to whom sold or delivered. For security-based swaps, such records
must also show, for each transaction, the type of security-based swap, the reference security,Page 455 of 1882
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index, or obligor, the date and time of execution, the effective date, the scheduled termination
date, the notional amount(s) and the currenc(ies) in which the notional amount(s) is
expressed, the unique transaction identifier, and the counterparty's unique identification
code.

(2) Ledgers (or other records) reflecting all assets and liabilities, income and expense
and capital accounts.

(3) Ledger accounts (or other records) itemizing separately as to each cash, margin, or
security-based swap account of every customer and of such member, broker or dealer and
partners thereof, all purchases, sales, receipts and deliveries of securities (including security-
based swaps) and commodities for such account, and all other debits and credits to such
account; and, in addition, for a security-based swap, the type of security-based swap, the
reference security, index, or obligor, the date and time of execution, the effective date, the
scheduled termination date, the notional amount(s) and the currenc(ies) in which the notional
amount(s) is expressed, the unique transaction identifier, and the counterparty's unique
identification code.

(4) Ledgers (or other records) reflecting the following:

(i) Securities in transfer;

(ii) Dividends and interest received;

(iii) Securities borrowed and securities loaned;

(iv) Moneys borrowed and moneys loaned (together with a record of the collateral
therefor and any substitutions in such collateral);

(v) Securities failed to receive and failed to deliver;

(vi) All long and all short securities record differences arising from the examination,
count, verification, and comparison pursuant to §§240.17a-5, 240.17a-12, 240.17a-13, and
240.18a-7, as applicable (by date of examination, count, verification, and comparison
showing for each security the number of long or short count differences); and

(vii) Repurchase and reverse repurchase agreements.

(5) A securities record or ledger reflecting separately for each:

(i) Security, other than a security-based swap, as of the clearance dates all “long” or
“short” positions (including securities in safekeeping and securities that are the subjects of
repurchase or reverse repurchase agreements) carried by such member, broker or dealer for
its account or for the account of its customers or partners, or others, and showing the
location of all securities long and the offsetting position to all securities short, including long
security count differences and short security count differences classified by the date of the
physical count and verification in which they were discovered, and in all cases the name or
designation of the account in which each position is carried.
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(ii) Security-based swap, the reference security, index, or obligor, the unique transaction
identifier, the counterparty's unique identification code, whether it is a “bought” or “sold”
position in the security-based swap, whether the security-based swap is cleared or not
cleared, and if cleared, identification of the clearing agency where the security-based swap is
cleared.

(6)(i) A memorandum of each brokerage order, and of any other instruction, given or
received for the purchase or sale of a security, except for the purchase or sale of a security-
based swap, whether executed or unexecuted.

(A) The memorandum must show the terms and conditions of the order or instructions
and of any modification or cancellation thereof, the account for which entered, the time the
order was received, the time of entry, the price at which executed, the identity of each
associated person, if any, responsible for the account, the identity of any other person who
entered or accepted the order on behalf of the customer, or, if a customer entered the order
on an electronic system, a notation of that entry; and, to the extent feasible, the time of
execution or cancellation. The memorandum need not show the identity of any person, other
than the associated person responsible for the account, who may have entered or accepted
the order if the order is entered into an electronic system that generates the memorandum
and if that system is not capable of receiving an entry of the identity of any person other than
the responsible associated person; in that circumstance, the member, broker or dealer must
produce upon request by a representative of a securities regulatory authority a separate
record which identifies each other person. An order entered pursuant to the exercise of
discretionary authority by the member, broker or dealer, or associated person thereof, must
be so designated. The term instruction must include instructions between partners and
employees of a member, broker or dealer. The term time of entry means the time when the
member, broker or dealer transmits the order or instruction for execution.

(B) The memorandum need not be made as to a purchase, sale or redemption of a
security on a subscription way basis directly from or to the issuer, if the member, broker or
dealer maintains a copy of the customer's or non-customer's subscription agreement
regarding a purchase, or a copy of any other document required by the issuer regarding a
sale or redemption.

(ii) A memorandum of each brokerage order, and of any other instruction, given or
received for the purchase or sale of a security-based swap, whether executed or unexecuted.
The memorandum must show the terms and conditions of the order or instructions and of any
modification or cancellation thereof; the account for which entered; the time the order was
received; the time of entry; the price at which executed; the identity of each associated
person, if any, responsible for the account; the identity of any other person who entered or
accepted the order on behalf of the customer, or, if a customer entered the order on an
electronic system, a notation of that entry; and, to the extent feasible, the time of
cancellation, if applicable. The memorandum also must include the type of the security-based
swap, the reference security, index, or obligor, the date and time of execution, the effective
date, the scheduled termination, the notional amount(s) and the currenc(ies) in which the
notional amount(s) is expressed, the unique transaction identifier, and the counterparty's
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unique identification code. An order entered pursuant to the exercise of discretionary
authority must be so designated.

(7)(i) A memorandum of each purchase or sale of a security, other than for the purchase
or sale of a security-based swap, for the account of the member, broker or dealer showing
the price and, to the extent feasible, the time of execution; and, in addition, where the
purchase or sale is with a customer other than a broker or dealer, a memorandum of each
order received, showing the time of receipt; the terms and conditions of the order and of any
modification thereof; the account for which it was entered; the identity of each associated
person, if any, responsible for the account; the identity of any other person who entered or
accepted the order on behalf of the customer, or, if a customer entered the order on an
electronic system, a notation of that entry. The memorandum need not show the identity of
any person other than the associated person responsible for the account who may have
entered the order if the order is entered into an electronic system that generates the
memorandum and if that system is not capable of receiving an entry of the identity of any
person other than the responsible associated person. In the circumstance in the preceding
sentence, the member, broker or dealer must produce upon request by a representative of a
securities regulatory authority a separate record that identifies each other person. An order
with a customer other than a member, broker or dealer entered pursuant to the exercise of
discretionary authority by the member, broker or dealer, or associated person thereof, must
be so designated.

(ii) A memorandum of each purchase or sale of a security-based swap for the account of
the member, broker or dealer showing the price; and, in addition, where the purchase or sale
is with a customer other than a broker or dealer, a memorandum of each order received,
showing the time of receipt; the terms and conditions of the order and of any modification
thereof; the account for which it was entered; the identity of any other person who entered or
accepted the order on behalf of the customer, or, if a customer entered the order on an
electronic system, a notation of that entry. The memorandum must also include the type of
security-based swap, the reference security, index, or obligor, the date and time of execution,
the effective date, the scheduled termination date, the notional amount(s) and the
currenc(ies) in which the notional amount(s) is expressed, the unique transaction identifier,
and the counterparty's unique identification code. An order entered pursuant to the exercise
of discretionary authority must be so designated.

(8)(i) With respect to a security other than a security-based swap, copies of
confirmations of all purchases and sales of securities, including all repurchase and reverse
repurchase agreements, and copies of notices of all other debits and credits for securities,
cash and other items for the account of customers and partners of such member, broker or
dealer.

(ii) With respect to a security-based swap, copies of the security-based swap trade
acknowledgment and verification made in compliance with §240.15Fi-2.

(9) A record with respect to each cash, margin, and security-based swap account with
such member, broker or dealer indicating, as applicable:
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(i) The name and address of the beneficial owner of such account;

(ii) Except with respect to exempt employee benefit plan securities as defined in
§240.14a-1(d), but only to the extent such securities are held by employee benefit plans
established by the issuer of the securities, whether or not the beneficial owner of securities
registered in the name of such members, brokers or dealers, or a registered clearing agency
or its nominee objects to disclosure of his or her identity, address, and securities positions to
issuers;

(iii) In the case of a margin account, the signature of such owner; provided that, in the
case of a joint account or an account of a corporation, such records are required only in
respect of the person or persons authorized to transact business for such account; and

(iv) For each security-based swap account, a record of the unique identification code of
such counterparty, the name and address of such counterparty, and a record of the
authorization of each person the counterparty has granted authority to transact business in
the security-based swap account.

(10) A record of all puts, calls, spreads, straddles, and other options in which such
member, broker or dealer has any direct or indirect interest or which such member, broker or
dealer, has granted or guaranteed, containing, at least, an identification of the security, and
the number of units involved. An OTC derivatives dealer must also keep a record of all
eligible OTC derivative instruments as defined in §240.3b-13 in which the OTC derivatives
dealer has any direct or indirect interest or which it has written or guaranteed, containing, at a
minimum, an identification of the security or other instrument, the number of units involved,
and the identity of the counterparty.

(11) A record of the proof of money balances of all ledger accounts in the form of trial
balances and a record of the computation of aggregate indebtedness and net capital, as of
the trial balance date, pursuant to §240.15c3-1 or §240.18a-1, as applicable. The
computation need not be made by any member, broker or dealer unconditionally exempt from
§240.15c3-1 pursuant to §240.15c3-1(b)(1) or (3). Such trial balances and computations
must be prepared currently at least once a month.

(12)(i) A questionnaire or application for employment executed by each associated
person as that term is defined in paragraph (g)(4) of this section of the member, broker or
dealer, which questionnaire or application must be approved in writing by an authorized
representative of the member, broker or dealer and must contain at least the following
information with respect to the associated person:

(A) The associated person's name, address, social security number, and the starting
date of the associated person's employment or other association with the member, broker or
dealer;

(B) The associated person's date of birth;

(C) A complete, consecutive statement of all the associated person's business
connections for at least the preceding ten years, including whether the employment was part-Page 459 of 1882
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time or full-time;

(D) A record of any denial of membership or registration, and of any disciplinary action
taken, or sanction imposed, upon the associated person by any federal or state agency, or by
any national securities exchange or national securities association, including any finding that
the associated person was a cause of any disciplinary action or had violated any law;

(E) A record of any denial, suspension, expulsion, or revocation of membership or
registration of any member, broker or dealer with which the associated person was
associated in any capacity when such action was taken;

(F) A record of any permanent or temporary injunction entered against the associated
person, or any member, broker, dealer, security-based swap dealer or major security-based
swap participant with which the associated person was associated in any capacity at the time
such injunction was entered;

(G) A record of any arrest or indictment for any felony, or any misdemeanor pertaining to
securities, commodities, banking, insurance or real estate (including, but not limited to, acting
or being associated with a broker or dealer, investment company, investment adviser, futures
sponsor, bank, or savings and loan association), fraud, false statements or omissions,
wrongful taking of property or bribery, forgery, counterfeiting, or extortion, and the disposition
of the foregoing; and

(H) A record of any other name or names by which the associated person has been
known or which the associated person has used.

(I) Provided, however, that if such associated person has been registered as a registered
representative of such member, broker or dealer with, or the associated person's
employment has been approved by a registered national securities association or a
registered national securities exchange, then retention of a full, correct, and complete copy of
any and all applications for such registration or approval will be deemed to satisfy the
requirements of this paragraph (a)(12)(i).

(ii) A record listing every associated person of the member, broker or dealer which
shows, for each associated person, every office of the member, broker or dealer, where the
associated person regularly conducts the business of handling funds or securities or effecting
any transactions in, or inducing or attempting to induce the purchase or sale of any security
for the member, broker or dealer and the Central Registration Depository number, if any, and
every internal identification number or code assigned to that person by the member, broker or
dealer.

(ii) A record listing every associated person of the member, broker or dealer which
shows, for each associated person, every office of the member, broker or dealer where the
associated person regularly conducts the business of handling funds or securities or effecting
any transactions in, or inducing or attempting to induce the purchase or sale of any security
for the member, broker or dealer, and the Central Registration Depository number, if any, and
every internal identification number or code assigned to that person by the member, broker or
dealer Page 460 of 1882



dealer.
(13) Records required to be maintained pursuant to paragraph (d) of §240.17f-2.

(14) Copies of all Forms X-17F-1A filed pursuant to §240.17f-1, all agreements between
reporting institutions regarding registration or other aspects of §240.17f-1, and all
confirmations or other information received from the Commission or its designee as a result
of inquiry.

(15) Records required to be maintained pursuant to paragraph (e) of §240.17f-2.

(16)(i) The following records regarding any internal broker-dealer system of which such a
broker or dealer is the sponsor:

(A) A record of the broker's or dealer's customers that have access to an internal broker-
dealer system sponsored by such broker or dealer (identifying any affiliations between such
customers and the broker or dealer);

(B) Daily summaries of trading in the internal broker-dealer system, including:

(1) Securities for which transactions have been executed through use of such system;
and

(2) Transaction volume (separately stated for trading occurring during hours when
consolidated trade reporting facilities are and are not in operation):

(i) With respect to equity securities, stated in number of trades, number of shares, and
total U.S. dollar value;

(ii) With respect to debt securities, stated in total settlement value in U.S. dollars; and

(iii) With respect to other securities, stated in number of trades, number of units of
securities, and in dollar value, or other appropriate commonly used measure of value of such
securities; and

(C) Time-sequenced records of each transaction effected through the internal broker-
dealer system, including date and time executed, price, size, security traded, counterparty
identification information, and method of execution (if internal broker-dealer system allows
alternative means or locations for execution, such as routing to another market, matching
with limit orders, or executing against the quotations of the broker or dealer sponsoring the
system).

(ii) For purposes of paragraph (a) of this section, the term:

(A) Internal broker-dealer system means any facility, other than a national securities
exchange, an exchange exempt from registration based on limited volume, or an alternative
trading system as defined in Regulation ATS, §§242.300 through 242.303 of this chapter, that
provides a mechanism, automated in full or in part, for collecting, receiving, disseminating, or
displaying system orders and facilitating agreement to the basic terms of a purchase or sale
of a security between a customer and the sponsor, or between two customers of the sponsor,
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through use of the internal broker-dealer system or through the broker or dealer sponsor of
such system;

(B) Sponsor means any broker or dealer that organizes, operates, administers, or
otherwise directly controls an internal broker-dealer trading system or, if the operator of the
internal broker-dealer system is not a registered broker or dealer, any broker or dealer that,
pursuant to contract, affiliation, or other agreement with the system operator, is involved on a
regular basis with executing transactions in connection with use of the internal broker-dealer
system, other than solely for its own account or as a customer with access to the internal
broker-dealer system; and

(C) System order means any order or other communication or indication submitted by
any customer with access to the internal broker-dealer system for entry into a trading system
announcing an interest in purchasing or selling a security. The term “system order” does not
include inquiries or indications of interest that are not entered into the internal broker-dealer
system.

(17) For each account with a natural person as a customer or owner:

(i)(A) An account record including the customer's or owner's name, tax identification
number, address, telephone number, date of birth, employment status (including occupation
and whether the customer is an associated person of a member, broker or dealer), annual
income, net worth (excluding value of primary residence), and the account's investment
objectives. In the case of a joint account, the account record must include personal
information for each joint owner who is a natural person; however, financial information for
the individual joint owners may be combined. The account record must indicate whether it
has been signed by the associated person responsible for the account, if any, and approved
or accepted by a principal of the member, broker or dealer. For accounts in existence on the
effective date of this section, the member, broker or dealer must obtain this information within
three years of the effective date of the section.

(B) A record indicating that:

(1) The member, broker or dealer has furnished to each customer or owner within three
years of the effective date of this section, and to each customer or owner who opened an
account after the effective date of this section within thirty days of the opening of the account,
and thereafter at intervals no greater than thirty-six months, a copy of the account record or
an alternate document with all information required by paragraph (a)(17)(i)(A) of this section.
The member, broker or dealer may elect to send this notification with the next statement
mailed to the customer or owner after the opening of the account. The member, broker or
dealer may choose to exclude any tax identification number and date of birth from the
account record or alternative document furnished to the customer or owner. The member,
broker or dealer must include with the account record or alternative document provided to
each customer or owner an explanation of any terms regarding investment objectives. The
account record or alternate document furnished to the customer or owner must include or be
accompanied by prominent statements that the customer or owner should mark any
corrections and return the account record or alternate document to the member, broker or
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dealer, and that the customer or owner should notify the member, broker or dealer of any
future changes to information contained in the account record.

(2) For each account record updated to reflect a change in the name or address of the
customer or owner, the member, broker or dealer furnished a notification of that change to
the customer's old address, or to each joint owner, and the associated person, if any,
responsible for that account, on or before the 30th day after the date the member, broker or
dealer received notice of the change.

(3) For each change in the account's investment objectives the member, broker or dealer
has furnished to each customer or owner, and the associated person, if any, responsible for
that account a copy of the updated customer account record or alternative document with all
information required to be furnished by paragraph (a)(17)(i)(B)(1) of this section, on or before
the 30th day after the date the member, broker or dealer received notice of any change, or, if
the account was updated for some reason other than the firm receiving notice of a change,
after the date the account record was updated. The member, broker or dealer may elect to
send this notification with the next statement scheduled to be mailed to the customer or
owner.

(C) For purposes of this paragraph (a)(17), the neglect, refusal, or inability of a customer
or owner to provide or update any account record information required under paragraph (a)
(17)(i)(A) of this section will excuse the member, broker or dealer from obtaining that required
information.

(D) The account record requirements in paragraph (a)(17)(i)(A) of this section will only
apply to accounts for which the member, broker or dealer is, or has within the past 36 months
been, required to make a suitability determination under the federal securities laws or under
the requirements of a self-regulatory organization of which it is a member. Additionally, the
furnishing requirement in paragraph (a)(17)(i)(B)(1) of this section will not be applicable to an
account for which, within the last 36 months, the member, broker or dealer has not been
required to make a suitability determination under the federal securities laws or under the
requirements of a self-regulatory organization of which it is a member. This paragraph (a)(17)
(i)(D) does not relieve a member, broker or dealer from any obligation arising from the rules
of a self-regulatory organization of which it is a member regarding the collection of
information from a customer or owner.

(ii) If an account is a discretionary account, a record containing the dated signature of
each customer or owner granting the authority and the dated signature of each natural
person to whom discretionary authority was granted.

(iii) A record for each account indicating that each customer or owner was furnished with
a copy of each written agreement entered into on or after the effective date of this paragraph
pertaining to that account and that, if requested by the customer or owner, the customer or
owner was furnished with a fully executed copy of each agreement.

(18) A record:
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(i) As to each associated person of each written customer complaint received by the
member, broker or dealer concerning that associated person. The record must include the
complainant's name, address, and account number; the date the complaint was received; the
name of any other associated person identified in the complaint; a description of the nature of
the complaint; and the disposition of the complaint. Instead of the record, a member, broker
or dealer may maintain a copy of each original complaint in a separate file by the associated
person named in the complaint along with a record of the disposition of the complaint.

(ii) Indicating that each customer of the member, broker or dealer has been provided
with a notice containing the address and telephone number of the department of the member,
broker or dealer to which any complaints as to the account may be directed.

(19) A record:

(i) As to each associated person listing each purchase and sale of a security attributable,
for compensation purposes, to that associated person. The record must include the amount
of compensation if monetary and a description of the compensation if non-monetary. In lieu of
making this record, a member, broker or dealer may elect to produce the required information
promptly upon request of a representative of a securities regulatory authority.

(ii) Of all agreements pertaining to the relationship between each associated person and
the member, broker or dealer including a summary of each associated person's
compensation arrangement or plan with the member, broker or dealer, including commission
and concession schedules and, to the extent that compensation is based on factors other
than remuneration per trade, the method by which the compensation is determined.

(20) A record, which need not be separate from the advertisements, sales literature, or
communications, documenting that the member, broker or dealer has complied with, or
adopted policies and procedures reasonably designed to establish compliance with,
applicable federal requirements and rules of a self-regulatory organization of which the
member, broker or dealer is a member which require that advertisements, sales literature, or
any other communications with the public by a member, broker or dealer or its associated
persons be approved by a principal.

(21) A record for each office listing, by name or title, each person at that office who,
without delay, can explain the types of records the firm maintains at that office and the
information contained in those records.

(22) A record listing each principal of a member, broker or dealer responsible for
establishing policies and procedures that are reasonably designed to ensure compliance with
any applicable federal requirements or rules of a self-regulatory organization of which the
member, broker or dealer is a member that require acceptance or approval of a record by a
principal.

(23) A record documenting the credit, market, and liquidity risk management controls
established and maintained by the broker or dealer to assist it in analyzing and managing the
risks associated with its business activities, Provided, that the records required by this
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paragraph (a)(23) need only be made if the broker or dealer has more than:
(i) $1,000,000 in aggregate credit items as computed under §240.15c3-3a; or

(ii) $20,000,000 in capital, which includes debt subordinated in accordance with
§240.15c3-1d.

(24) A record of the date that each Form CRS was provided to each retail investor,
including any Form CRS provided before such retail investor opens an account.

(25) A record of the daily calculation of the current exposure and, if applicable, the initial
margin amount for each account of a counterparty required under §240.18a-3(c).

(26) A record of compliance with possession or control requirements under §240.15c3-
3(p)(2).

(27) A record of the reserve computation required under §240.15c3-3(p)(3).

(28) A record of each security-based swap transaction that is not verified under
§240.15Fi-2 within five business days of execution that includes, at a minimum, the unique
transaction identifier and the counterparty's unique identification code.

(29) A record documenting that the broker or dealer has complied with the business
conduct standards as required under §240.15Fh-6.

(30) A record documenting that the broker or dealer has complied with the business
conduct standards as required under §§240.15Fh-1 through 240.15Fh-5 and 240.15Fk-1.

(31)(i) A record of each security-based swap portfolio reconciliation, whether conducted
pursuant to §240.15Fi-3 or otherwise, including the dates of the security-based swap portfolio
reconciliation, the number of portfolio reconciliation discrepancies, the number of security-
based swap valuation disputes (including the time-to-resolution of each valuation dispute and
the age of outstanding valuation disputes, categorized by transaction and counterparty), and
the name of the third-party entity performing the security-based swap portfolio reconciliation,
if any.

(ii) A copy of each notification required to be provided to the Commission pursuant to
§240.15Fi-3(c).

(iii) A record of each bilateral offset and each bilateral portfolio compression exercise or
multilateral portfolio compression exercise in which it participates, whether conducted
pursuant to §240.15Fi-4 or otherwise, including the dates of the offset or compression, the
security-based swaps included in the offset or compression, the identity of the counterparties
participating in the offset or compression, the results of the compression, and the name of
the third-party entity performing the offset or compression, if any.

(32)-(34) [Reserved]

(35) For each retail customer to whom a recommendation of any securities transaction
or investment strategy involving securities is or will be provided:
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(i) A record of all information collected from and provided to the retail customer pursuant
to §240.15l-1, as well as the identity of each natural person who is an associated person, if
any, responsible for the account.

(ii) For purposes of this paragraph (a)(35), the neglect, refusal, or inability of the retail
customer to provide or update any information described in paragraph (a)(35)(i) of this
section shall excuse the broker, dealer, or associated person from obtaining that required
information.

(b) A broker or dealer may comply with the recordkeeping requirements of the
Commodity Exchange Act and chapter I of this title applicable to swap dealers and major
swap participants in lieu of complying with paragraphs (a)(1), (3), and (5) of this section
solely with respect to required information regarding security-based swap transactions and
positions if:

(1) The broker or dealer is registered as a security-based swap dealer or major security-
based swap participant pursuant to section 15F of the Act (15 U.S.C. 78o-10);

(2) The broker or dealer is registered as a swap dealer or major swap participant
pursuant to section 4s of the Commodity Exchange Act and chapter I of this title;

(3) The broker or dealer is subject to 17 CFR 23.201, 23.202, 23.402, and 23.501 with
respect to its swap-related books and records;

(4) The broker or dealer preserves all of the data elements necessary to create the
records required by paragraphs (a)(1), (3), and (5) of this section as they pertain to security-
based swap and swap transactions and positions;

(5) The broker or dealer upon request furnishes promptly to representatives of the
Commission the records required by paragraphs (a)(1), (3), and (5) of this section as well as
the records required by 17 CFR 23.201, 23.202, 23.402, and 23.501 as they pertain to
security-based swap and swap transactions and positions in the format applicable to that
category of record as set forth in this section; and

(6) The broker or dealer provides notice of its intent to utilize this paragraph (b) by
notifying in writing the Commission, both at the principal office of the Commission in
Washington, DC, and at the regional office of the Commission for the region in which the
registrant has its principal place of business, as well as by notifying in writing the registrant's
designated examining authority.

(c) A member of a national securities exchange, or a broker or dealer registered
pursuant to section 15 of the Act (15 U.S.C. 78o), that introduces accounts on a fully-
disclosed basis, is not required to make or keep such records of transactions cleared for
such member, broker or dealer as are made and kept by a clearing broker or dealer pursuant
to the requirements of this section and §240.17a-4. Nothing in this paragraph (c) will be
deemed to relieve such member, broker or dealer from the responsibility that such books and
records be accurately maintained and preserved as specified in this section and §240.17a-4.
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(d) For purposes of transactions in municipal securities by municipal securities brokers
and municipal securities dealers, compliance with Rule G-8 of the Municipal Securities
Rulemaking Board or any successor rule will be deemed to be in compliance with this
section.

(e) The provisions of this section will not apply to security futures product transactions
and positions in a futures account (as that term is defined in §240.15c3-3(a)(15)); provided,
that the Commodity Futures Trading Commission's recordkeeping rules apply to those
transactions and positions.

(f) Every member, broker or dealer must make and keep current, as to each office, the
books and records described in paragraphs (a)(1), (6), (7), (12), and (17), (a)(18)(i), and (a)
(19) through (22) of this section.

(g) When used in this section:

(1) The term office means any location where one or more associated persons regularly
conduct the business of handling funds or securities or effecting any transactions in, or
inducing or attempting to induce the purchase or sale of, any security.

(2) The term principal means any individual registered with a registered national
securities association as a principal or branch manager of a member, broker or dealer or any
other person who has been delegated supervisory responsibility over associated persons by
the member, broker or dealer.

(3) The term securities regulatory authority means the Commission, any self-regulatory
organization, or any securities commission (or any agency or office performing like functions)
of the States.

(4) The term associated person means a “person associated with a broker or dealer” or
“person associated with a security-based swap dealer or major security-based swap
participant” as defined in sections 3(a)(18) and (70) of the Act (15 U.S.C. 78c(a)(18) and
(70)) respectively, but does not include persons whose functions are solely clerical or
ministerial.

C���� R��������: For interpretative release applicable to §240.17a-3, see No. 3040 in
tabulation, part 241 of this chapter.

[13 FR 8212, Dec. 22, 1948]

E�������� N���: For F������ R������� citations affecting §240.17a-3, see the List of CFR Sections
Affected, which appears in the Finding Aids section of the printed volume and at www.govinfo.gov.

Need assistance?
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ELECTRONIC CODE OF FEDERAL REGULATIONS

e-CFR data is current as of July 7, 2020

Title 17 → Chapter II → Part 240 → §240.17a-4

Title 17: Commodity and Securities Exchanges 
PART 240—GENERAL RULES AND REGULATIONS, SECURITIES EXCHANGE ACT OF
1934 

§240.17a-4   Records to be preserved by certain exchange members, brokers and
dealers.

This section applies to the following types of entities: A member of a national securities
exchange who transacts a business in securities directly with others than members of a
national securities exchange; a broker or dealer who transacts a business in securities
through the medium of a member of a national securities exchange; a broker or dealer,
including an OTC derivatives dealer as that term is defined in §240.3b-12, registered
pursuant to section 15 of the Act (15 U.S.C. 78o); a security-based swap dealer registered
pursuant to section 15F of the Act (15 U.S.C. 78o-10) that is also a broker or dealer,
including an OTC derivatives dealer, registered pursuant to section 15 of the Act; and a major
security-based swap participant registered pursuant to section 15F of the Act that is also a
broker or dealer, including an OTC derivatives dealer, registered pursuant to section 15 of the
Act. Section 240.18a-6 (rather than this section) applies to the following types of entities: A
security-based swap dealer registered pursuant to section 15F of the Act that is not also a
broker or dealer, including an OTC derivatives dealer, registered pursuant to section 15 of the
Act; and a major security-based swap participant registered pursuant to section 15F of the
Act that is not also a broker or dealer, including an OTC derivatives dealer, registered
pursuant to section 15 of the Act.

(a) Every member, broker or dealer subject to §240.17a-3 must preserve for a period of
not less than 6 years, the first two years in an easily accessible place, all records required to
be made pursuant to §240.17a-3(a)(1) through (3), (5), and (21) and (22), and analogous
records created pursuant to §240.17a-3(d).

(b) Every member, broker or dealer subject to §240.17a-3 must preserve for a period of
not less than three years, the first two years in an easily accessible place:

(1) All records required to be made pursuant to §240.17a-3(a)(4), (6) through (11), (16),
(18) through (20), and (25) through (31), and analogous records created pursuant to
§240.17a-3(e).

(2) All check books, bank statements, cancelled checks and cash reconciliations.
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(3) All bills receivable or payable (or copies thereof), paid or unpaid, relating to the
member, broker or dealer's business as such.

(4) Originals of all communications received and copies of all communications sent (and
any approvals thereof) by the member, broker or dealer (including inter-office memoranda
and communications) relating to its business as such, including all communications which are
subject to rules of a self-regulatory organization of which the member, broker or dealer is a
member regarding communications with the public. As used in this paragraph (b)(4), the term
communications includes sales scripts and recordings of telephone calls required to be
maintained pursuant to section 15F(g)(1) of the Act (15 U.S.C. 78o-10(g)(1)).

(5) All trial balances, computations of aggregate indebtedness and net capital (and
working papers in connection therewith), financial statements, branch office reconciliations,
and internal audit working papers, relating to the member, broker or dealer's business as
such.

(6) All guarantees of accounts and all powers of attorney and other evidence of the
granting of any discretionary authority given in respect of any account, and copies of
resolutions empowering an agent to act on behalf of a corporation.

(7) All written agreements (or copies thereof) entered into by such member, broker or
dealer relating to its business as such, including agreements with respect to any account.
Written agreements with respect to a security-based swap customer or non-customer,
including governing documents or any document establishing the terms and conditions of the
customer's or non-customer's security-based swaps must be maintained with the customer's
or non-customer's account records.

(8) Records which contain the following information in support of amounts included in the
report prepared as of the fiscal year end on Part II or IIA of Form X-17A-5 (§249.617 of this
chapter), as applicable, and in the annual financial statements filed with the Commission
required by §240.17a-5(d), §240.17a-12(b), or §240.18a-7(c), as applicable:

(i) Money balance and position, long or short, including description, quantity, price, and
valuation of each security including contractual commitments in customers' accounts, in cash
and fully secured accounts, partly secured accounts, unsecured accounts, and in securities
accounts payable to customers;

(ii) Money balance and position, long or short, including description, quantity, price and
valuation of each security including contractual commitments in non-customers' accounts, in
cash and fully secured accounts, partly secured and unsecured accounts, and in securities
accounts payable to non-customers;

(iii) Position, long or short, including description, quantity, price and valuation of each
security including contractual commitments included in the Computation of Net Capital as
commitments, securities owned, securities owned not readily marketable, and other
investments owned not readily marketable;
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(iv) Amount of secured demand note, description of collateral securing such secured
demand note including quantity, price and valuation of each security and cash balance
securing such secured demand note;

(v) Description of futures commodity contracts or swaps, contract value on trade date,
market value, gain or loss, and liquidating equity or deficit in customers' and non-customers'
accounts;

(vi) Description of futures commodity contracts or swaps, contract value on trade date,
market value, gain or loss, and liquidating equity or deficit in trading and investment
accounts;

(vii) Description, money balance, quantity, price, and valuation of each spot commodity,
and swap position or commitments in customers' and non-customers' accounts;

(viii) Description, money balance, quantity, price, and valuation of each spot commodity,
and swap position or commitments in trading and investment accounts;

(ix) Number of shares, description of security, exercise price, cost and market value of
put and call options including short out of the money options having no market or exercise
value, showing listed and unlisted put and call options separately;

(x) Quantity, price, and valuation of each security underlying the haircut for undue
concentration made in the Computation for Net Capital;

(xi) Description, quantity, price and valuation of each security and commodity position or
contractual commitment, long or short, in each joint account in which the broker or dealer has
an interest, including each participant's interest and margin deposit;

(xii) Description, settlement date, contract amount, quantity, market price, and valuation
for each aged failed to deliver requiring a charge in the Computation of Net Capital pursuant
to §240.15c3-1 or §240.18a-1, as applicable;

(xiii) Detail relating to information for possession or control requirements under
§240.15c3-3 or §240.18a-4, as applicable and reported in Part II or IIA of Form X-17A-5
(§249.617 of this chapter), as applicable;

(xiv) Detail relating to information for security-based swap possession or control
requirements under §240.15c3-3 or §240.18a-4, as applicable, and reported in Part II or IIA
of Form X-17A-5 (§249.617 of this chapter);

(xv) Detail of all items, not otherwise substantiated, which are charged or credited in the
Computation of Net Capital pursuant to §240.15c3-1 or §240.18a-1, as applicable, such as
cash margin deficiencies, deductions related to securities values and undue concentration,
aged securities differences, and insurance claims receivable;

(xvi) Detail relating to the calculation of the risk margin amount pursuant to §240.15c3-
1(c)(17) or §240.18a-1(c)(6), as applicable; and
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(xvii) Other schedules which are specifically prescribed by the Commission as necessary
to support information reported as required by §§240.17a-5, 240.17a-12, and 240.18a-7, as
applicable.

(9) The records required to be made pursuant to §240.15c3-3(d)(5) and (o) or §240.18a-
4, as applicable.

(10) The records required to be made pursuant to §240.15c3-4 and the results of the
periodic reviews conducted pursuant to §240.15c3-4(d).

(11) All notices relating to an internal broker-dealer system provided to the customers of
the broker or dealer that sponsors such internal broker-dealer system, as defined in
paragraph (a)(16)(ii)(A) of §240.17a-3. Notices, whether written or communicated through the
internal broker-dealer trading system or other automated means, must be preserved under
this paragraph (b)(11) if they are provided to all customers with access to an internal broker-
dealer system, or to one or more classes of customers. Examples of notices to be preserved
under this paragraph (b)(11) include, but are not limited to, notices addressing hours of
system operations, system malfunctions, changes to system procedures, maintenance of
hardware and software, and instructions pertaining to access to the internal broker-dealer
system.

(12) The records required to be made pursuant to §240.15c3-1e(c)(4)(vi) or §240.18a-
1(e)(2)(iii)(F)(2), as applicable.

(13) The written policies and procedures the broker-dealer establishes, documents,
maintains, and enforces to assess creditworthiness for the purpose of §240.15c3-1(c)(2)(vi)
(E), (c)(2)(vi)(F)(1) and (2), and (c)(2)(vi)(H) or §240.18a-1(c)(1)(vi)(2), as applicable.

(14) A copy of information required to be reported under §§242.901 through 242.909 of
this chapter (Regulation SBSR).

(15) Copies of documents, communications, disclosures, and notices related to business
conduct standards as required under §§240.15Fh-1 through 240.15Fh-6 and 240.15Fk-1.

(16) Copies of documents used to make a reasonable determination with respect to
special entities, including information relating to the financial status, the tax status, the
investment or financing objectives of the special entity as required under section 15F(h)(4)(C)
and (5)(A) of the Act (15 U.S.C. 78o-10(h)(4)(C) and (5)(A)).

(c) Every member, broker or dealer subject to §240.17a-3 must preserve for a period of
not less than six years after the closing of any customer's account any account cards or
records which relate to the terms and conditions with respect to the opening and
maintenance of the account.

(d) Every member, broker or dealer subject to §240.17a-3 must preserve during the life
of the enterprise and of any successor enterprise all partnership articles or, in the case of a
corporation, all articles of incorporation or charter, minute books, and stock certificate books
(or, in the case of any other form of legal entity, all records such as articles of organization orPage 471 of 1882



formation, and minute books used for a purpose similar to those records required for
corporations or partnerships), all Forms BD (§249.501 of this chapter), all Forms BDW
(§249.501a of this chapter), all Forms SBSE-BD (§249.1600b of this chapter), all Forms
SBSE-C (§249.1600c of this chapter), all Forms SBSE-W (§249.1601 of this chapter), all
amendments to these forms, and all licenses or other documentation showing the registration
of the member, broker or dealer with any securities regulatory authority or the Commodity
Futures Trading Commission.

(e) Every member, broker or dealer subject to §240.17a-3 must maintain and preserve in
an easily accessible place:

(1) All records required under §240.17a-3(a)(12) until at least three years after the
associated person's employment and any other connection with the member, broker or
dealer has terminated.

(2) All records required under §240.17a-3(a)(13) until at least three years after the
termination of employment or association of those persons required by §240.17f-2 to be
fingerprinted.

(3) All records required pursuant to §240.17a-3(a)(15) during the life of the enterprise.

(4) All records required pursuant to §240.17a-3(a)(14) for three years.

(5) All account record information required pursuant to §240.17a-3(a)(17) and all records
required pursuant to §240.17a-3(a)(35), in each case until at least six years after the earlier
of the date the account was closed or the date on which the information was collected,
provided, replaced, or updated.

(6) Each report which a securities regulatory authority or the Commodity Futures Trading
Commission has requested or required the member, broker or dealer to make and furnish to
it pursuant to an order or settlement, and each securities regulatory authority, Commodity
Futures Trading Commission, or prudential regulator examination report until three years
after the date of the report.

(7) Each compliance, supervisory, and procedures manual, including any updates,
modifications, and revisions to the manual, describing the policies and practices of the
member, broker or dealer with respect to compliance with applicable laws and rules, and
supervision of the activities of each natural person associated with the member, broker or
dealer until three years after the termination of the use of the manual.

(8) All reports produced to review for unusual activity in customer accounts until eighteen
months after the date the report was generated. In lieu of maintaining the reports, a member,
broker or dealer may produce promptly the reports upon request by a representative of a
securities regulatory authority. If a report was generated in a computer system that has been
changed in the most recent eighteen month period in a manner such that the report cannot
be reproduced using historical data in the same format as it was originally generated, the
report may be produced by using the historical data in the current system, but must be
accompanied by a record explaining each system change which affected the reports. If aPage 472 of 1882



acco pa ed by a eco d e p a g eac syste c a ge c a ected t e epo ts a
report is generated in a computer system that has been changed in the most recent eighteen
month period in a manner such that the report cannot be reproduced in any format using
historical data, the member, broker or dealer must promptly produce upon request a record of
the parameters that were used to generate the report at the time specified by a
representative of a securities regulatory authority, including a record of the frequency with
which the reports were generated.

(9) All records required pursuant to §240.17a-3(a)(23) until three years after the
termination of the use of the risk management controls documented therein.

(10) All records required pursuant to §240.17a-3(a)(24), as well as a copy of each Form
CRS, until at least six years after such record or Form CRS is created.

(11) The written policies and procedures required pursuant to §§240.15Fi-3, 240.15Fi-4,
and 240.15Fi-5 until three years after termination of the use of the policies and procedures.

(12)(i) Each written agreement with counterparties on the terms of portfolio reconciliation
with those counterparties as required to be created under §240.15Fi-3(a)(1) and (b)(1) until
three years after the termination of the agreement and all transactions governed thereby.

(ii) Security-based swap trading relationship documentation with counterparties required
to be created under §240.15Fi-5 until three years after the termination of such documentation
and all transactions governed thereby.

(iii) A record of the results of each audit required to be performed pursuant to §240.15Fi-
5(c) until three years after the conclusion of the audit.

(f) The records required to be maintained and preserved pursuant to §§240.17a-3 and
240.17a-4 may be immediately produced or reproduced on “micrographic media” (as defined
in this section) or by means of “electronic storage media” (as defined in this section) that
meet the conditions set forth in this section and be maintained and preserved for the required
time in that form.

(1) For purposes of this section:

(i) The term micrographic media means microfilm or microfiche, or any similar medium;
and

(ii) The term electronic storage media means any digital storage medium or system and,
in the case of both paragraphs (f)(1)(i) and (f)(1)(ii) of this section, that meets the applicable
conditions set forth in this paragraph (f).

(2) If electronic storage media is used by a member, broker, or dealer, it must comply
with the following requirements:

(i) The member, broker, or dealer must notify its examining authority designated
pursuant to section 17(d) of the Act (15 U.S.C. 78q(d)) prior to employing electronic storage
media. If employing any electronic storage media other than optical disk technology
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(including CD-ROM), the member, broker, or dealer must notify its designated examining
authority at least 90 days prior to employing such storage media. In either case, the member,
broker, or dealer must provide its own representation or one from the storage medium vendor
or other third party with appropriate expertise that the selected storage media meets the
conditions set forth in this paragraph (f)(2).

(ii) The electronic storage media must:

(A) Preserve the records exclusively in a non-rewriteable, non-erasable format;

(B) Verify automatically the quality and accuracy of the storage media recording process;

(C) Serialize the original and, if applicable, duplicate units of storage media, and time-
date for the required period of retention the information placed on such electronic storage
media; and

(D) Have the capacity to readily download indexes and records preserved on the
electronic storage media to any medium acceptable under this paragraph (f) as required by
the Commission or the self-regulatory organizations of which the member, broker, or dealer is
a member.

(3) If a member, broker, or dealer uses micrographic media or electronic storage media,
it must:

(i) At all times have available, for examination by the staffs of the Commission and self-
regulatory organizations of which it is a member, facilities for immediate, easily readable
projection or production of micrographic media or electronic storage media images and for
producing easily readable images.

(ii) Be ready at all times to provide, and immediately provide, any facsimile enlargement
which the staffs of the Commission, any self-regulatory organization of which it is a member,
or any State securities regulator having jurisdiction over the member, broker or dealer may
request.

(iii) Store separately from the original, a duplicate copy of the record stored on any
medium acceptable under §240.17a-4 for the time required.

(iv) Organize and index accurately all information maintained on both original and any
duplicate storage media.

(A) At all times, a member, broker, or dealer must be able to have such indexes available
for examination by the staffs of the Commission and the self- regulatory organizations of
which the broker or dealer is a member.

(B) Each index must be duplicated and the duplicate copies must be stored separately
from the original copy of the index.
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(C) Original and duplicate indexes must be preserved for the time required for the
indexed records.

(v) The member, broker, or dealer must have in place an audit system providing for
accountability regarding inputting of records required to be maintained and preserved
pursuant to §§240.17a-3 and 240.17a-4 to electronic storage media and inputting of any
changes made to every original and duplicate record maintained and preserved thereby.

(A) At all times, a member, broker, or dealer must be able to have the results of such
audit system available for examination by the staffs of the Commission and the self-
regulatory organizations of which the broker or dealer is a member.

(B) The audit results must be preserved for the time required for the audited records.

(vi) The member, broker, or dealer must maintain, keep current, and provide promptly
upon request by the staffs of the Commission or any self-regulatory organization of which the
member, broker, or broker-dealer is a member all information necessary to access records
and indexes stored on the electronic storage media; or place in escrow and keep current a
copy of the physical and logical file format of the electronic storage media, the field format of
all different information types written on the electronic storage media and the source code,
together with the appropriate documentation and information necessary to access records
and indexes.

(vii) For every member, broker or dealer exclusively using electronic storage media for
some or all of its record preservation under this section, at least one third party (the
undersigned), who has access to and the ability to download information from the member's,
broker's or dealer's electronic storage media to any acceptable medium under this section,
must file with the designated examining authority for the member, broker or dealer the
following undertakings with respect to such records:

The undersigned hereby undertakes to furnish promptly to the U.S. Securities and Exchange Commission
(“Commission”), its designees or representatives, any self-regulatory organization of which it is a member, or
any State securities regulator having jurisdiction over the member, broker or dealer, upon reasonable request,
such information as deemed necessary by the staffs of the Commission, any self-regulatory organization of
which it is a member, or any State securities regulator having jurisdiction over the member, broker or dealer to
download information kept on the member's, broker's or dealer's electronic storage media to any medium
acceptable under §240.17a-4. Furthermore, the undersigned hereby undertakes to take reasonable steps to
provide access to information contained on the member's, broker's or dealer's electronic storage media,
including, as appropriate, arrangements for the downloading of any record required to be maintained and
preserved by the member, broker or dealer pursuant to §§240.17a-3 and 240.17a-4 in a format acceptable to
the staffs of the Commission, any self-regulatory organization of which it is a member, or any State securities
regulator having jurisdiction over the member, broker or dealer. Such arrangements will provide specifically
that in the event of a failure on the part of a member, broker or dealer to download the record into a readable
format and after reasonable notice to the broker or dealer, upon being provided with the appropriate electronic
storage medium, the undersigned will undertake to do so, as the staffs of the Commission, any self-regulatory
organization of which it is a member, or any State securities regulator having jurisdiction over the member,
broker or dealer may request.

(g) If a person who has been subject to §240.17a-3 ceases to transact a business in
securities directly with others than members of a national securities exchange, or ceases to
transact a business in securities through the medium of a member of a national securities

Page 475 of 1882



exchange, or ceases to be registered pursuant to section 15 of the Act (15 U.S.C. 78o) such
person must, for the remainder of the periods of time specified in this section, continue to
preserve the records which it theretofore preserved pursuant to this section.

(h) For purposes of transactions in municipal securities by municipal securities brokers
and municipal securities dealers, compliance with Rule G-9 of the Municipal Securities
Rulemaking Board or any successor rule will be deemed to be in compliance with this
section.

(i)(1) If the records required to be maintained and preserved pursuant to the provisions
of §§240.17a-3 and 240.17a-4 are prepared or maintained by an outside service bureau,
depository, bank which does not operate pursuant to §240.17a-3(b)(2), or other
recordkeeping service on behalf of the member, broker or dealer required to maintain and
preserve such records, such outside entity must file with the Commission a written
undertaking in form acceptable to the Commission, signed by a duly authorized person, to
the effect that such records are the property of the member, broker or dealer required to
maintain and preserve such records and will be surrendered promptly on request of the
member, broker or dealer and including the following provision:

With respect to any books and records maintained or preserved on behalf of [BD], the undersigned
hereby undertakes to permit examination of such books and records at any time or from time to time during
business hours by representatives or designees of the Securities and Exchange Commission, and to promptly
furnish to said Commission or its designee true, correct, complete and current hard copy of any or all or any
part of such books and records.

(2) Agreement with an outside entity will not relieve such member, broker or dealer from
the responsibility to prepare and maintain records as specified in this section or in §240.17a-
3.

(j) Every member, broker and dealer subject to this section must furnish promptly to a
representative of the Commission legible, true, complete, and current copies of those records
of the member, broker or dealer that are required to be preserved under this section, or any
other records of the member, broker or dealer subject to examination under section 17(b) of
the Act (15 U.S.C. 78q(b)) that are requested by the representative of the Commission.

(k) Exchanges of futures for physical. (1) Except as provided in paragraph (k)(2) of this
section, upon request of any designee or representative of the Commission or of any self-
regulatory organization of which it is a member, every member, broker or dealer subject to
this section must request and obtain from its customers documentation regarding an
exchange of security futures products for physical securities, including documentation of
underlying cash transactions and exchanges. Upon receipt of such documentation, the
member, broker or dealer must promptly provide that documentation to the requesting
designee or representative.

(2) This paragraph (k) does not apply to an underlying cash transaction(s) or
exchange(s) that was effected through a member, broker or dealer registered with the
Commission and is of a type required to be recorded pursuant to §240.17a-3.
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(l) Records for the most recent two year period required to be made pursuant to
§240.17a-3(e) and paragraphs (b)(4) and (e)(7) of this section which relate to an office shall
be maintained at the office to which they relate. If an office is a private residence where only
one associated person (or multiple associated persons who reside at that location and are
members of the same immediate family) regularly conducts business, and it is not held out to
the public as an office nor are funds or securities of any customer of the member, broker or
dealer handled there, the member, broker or dealer need not maintain records at that office,
but the records must be maintained at another location within the same State as the member,
broker or dealer may select. Rather than maintain the records at each office, the member,
broker or dealer may choose to produce the records promptly at the request of a
representative of a securities regulatory authority at the office to which they relate or at
another location agreed to by the representative.

(m) When used in this section:

(1) The term office has the meaning set forth in §240.17a-3(g)(1).

(2) The term principal has the meaning set forth in §240.17a-3(g)(2).

(3) The term securities regulatory authority has the meaning set forth in §240.17a-3(g)
(3).

(4) The term associated person has the meaning set forth in §240.17a-3(g)(4).

(5) The term business as such includes security-based swap activity.

C���� R��������: For interpretative releases applicable to §240.17a-4, see No. 3040 and No.
8024 in tabulation, part 241 of this chapter.

[13 FR 8212, Dec. 22, 1948]

E�������� N���: For F������ R������� citations affecting §240.17a-4, see the List of CFR Sections
Affected, which appears in the Finding Aids section of the printed volume and at www.govinfo.gov.

Need assistance?
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FINANCIAL SERVICES COMMISSION 
OFFICE OF FINANCIAL REGULATION 

AGENDA ITEM # 4: REQUEST APPROVAL TO PUBLISH NOTICE OF PROPOSED RULE 

Action Requested 

The Office of Financial Regulation (“OFR”) requests approval to publish a Notice of Proposed 

Rule regarding Rules 69U-100.002, 69U-100.003, 69U-100.004, 69U-100.03852, 69U-100.045, 

69U-100.0451, 69U-100.057, 69U-100.600, 69U-100.948, 69U-100.956, 69U-100.963, and 69U-

100.964, Florida Administrative Code (“F.A.C”), pertaining to financial institutions. 

Summary and Justification of Rules 

Rule 69U-100.002, F.A.C.:  The OFR proposes to repeal Rule 69U-100.002, F.A.C., because it 

merely states that the rules pertain to international banking facilities.  Therefore, it is not a rule 

under the definition of that term in section 120.52(16), Florida Statutes (“F.S.”) 

Rule 69U-100.003, F.A.C.: The OFR proposes to amend Rule 69U-100.003, F.A.C., regarding 

international banking facilities to incorporate by reference the currently-effective federal rule 

containing the list of foreign, international, and supranational entities, and to update citations. 

Rule 69U-100.004, F.A.C.:  The OFR proposes to amend Rule 69U-100.004, F.A.C., to update the 

agency’s address and add the agency’s email address to which notice of the intent to establish an 

international banking facility shall be sent. 

Rule 69U-100.03852, F.A.C.:  The OFR proposes to amend Rule 69U-100.03852, F.A.C., to 

incorporate an updated Form OFR-U-10 Interagency Biographical and Financial Report, an 

updated addendum Form OFR-U-10A Authorization for Release of Confidential Information that 

permits online and electronic notarization, and to adopt and incorporate by reference a notice 

regarding the agency’s collection and use of social security numbers. 

Rule 69U-100.045, F.A.C.:  The OFR proposes to amend Rule 69U-100.045, F.A.C., to 

incorporate updated versions of the Federal Financial Institutions Examination Council Bank 
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Secrecy Act/Anti-Money Laundering Examination Manual and the Federal Deposit Insurance 

Corporation RMS Manual of Examination Policies, and to add the Federal Financial Institutions 

Examination Council Information Technology Examination Handbook on Information Security 

and the Federal Financial Institutions Examination Council Cybersecurity Assessment Tool. 

 

Rule 69U-100.0451, F.A.C.:  The OFR proposes to amend Rule 69U-100.0451, F.A.C., to clarify 

the OFR’s procedure for imposing costs the OFR incurs in conducting examinations of unsafe and 

unsound financial institutions and the fines for a financial institution’s late payment of such costs. 

 

Rule 69U-100.057, F.A.C.:  The OFR proposes to amend Rule 69U-100.057, F.A.C., regarding 

requests for public records of failed financial institutions to delete processes and language that 

duplicate statutory provisions in Chapter 120, F.S., and existing agency policies. 

 

Rule 69U-100.600, F.A.C.:  The OFR proposes to amend Rule 69U-100.600, F.A.C., to increase 

the total loan value appraisal exemption to $400,000 from $250,000. 

 

Rule 69U-100.948, F.A.C.:  The OFR proposes to amend Rule 69U-100.948, F.A.C., to update the 

agency’s mailing address and add the agency’s email address for reporting significant events or 

conditions. 

 

Rule 69U-100.956, F.A.C.:  The OFR proposes to amend Rule 69U-100.956, F.A.C., regarding 

conflicts of interest to clarify the definition of “family relationship” for agency employees, to 

update the incorporated ethical standards of the Office of Financial Regulation and the Department 

of Financial Services for agency employees, and to clarify the types of discipline applicable to 

violations of the standards. 

 

Rule 69U-100.963, F.A.C.:  The OFR proposes to amend Rule 69U-100.963, F.A.C., to delete 

unnecessary language regarding safety precautions financial institutions must disclose to 

automated teller machine customers. 
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Rule 69U-100.964, F.A.C.:  The OFR proposes to amend Rule 69U-100.964, F.A.C., to 

incorporate the updated federal standards for due diligence policies, procedures, and controls 

regarding transactions relating to Iran or terrorism. 

 
Proposed Text of Rules 

69U-100.002 Scope. 
Rulemaking Authority 120.53(1)(a), 655.012(3) FS. Law Implemented 655.071 FS. History–New 1-24-82, Formerly 3C-17.01, 
3C-17.001, 3C-100.002, Repealed          . 

 
69U-100.003 Definitions. 

For purposes of rule 69U-100.004, this chapter, the following definitions apply: 
(1) no change  
(a)1.-2.d. no change  
e. A foreign national government, or an agency or instrumentality thereof (other than states, provinces, 

municipalities, or other regional or local governmental units or agencies or instrumentalities thereof) engaged 
principally in activities which are ordinarily performed in the United States by governmental entities; an 
international entity of which the United States is a member; or any other foreign, international or supranational 
entity sSpecifically designated by the Federal Reserve Board as exempt from 12 C.F.R. § 204.125 (9-1-2020), 
http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX, adopted and incorporated herein by reference and 
also available at the OFR’s website at www.flofr.com; 12 U.S.C. §217.7; or 

(b) no change  
(2)(a)1.-2.b. no change  
c. A United States office or a non-United States office of the entity establishing the IBF; or  
d. Another IBF; or 
e. An institution whose time deposits are exempt from interest rate limitations under Section 217.3(g) of 

Regulation Q (12 C.F.R. 217.3(g)); or 
(b)1.-2. no change  
(3)(a)-(d) no change  
(e) A foreign national government, or an agency or instrumentality thereof (other than states, provinces, 

municipalities, or other regional or local governmental units or agencies or instrumentalities thereof) engaged 
principally in activities which are ordinarily performed in the United States by governmental entities; an 
international entity of which the United States is a member; or any other foreign, international or supranational 
entity sSpecifically designated by the Federal Reserve Board as exempt from 12 C.F.R. § 204.125 (9-1-2020), 
incorporated herein by reference; 12 U.S.C. §217.7; or 

(f) no change  
(4) Solely for the purpose of section 220.63(5), F.S., pursuant to express statutory authority of sections 

655.071(2) and 220.62(3), F.S., the terms “banking facility deposits,” “borrowings,” and “extensions of credit,” fall 
within the general definition of the terms “loans to foreign persons,” “deposits with to foreign persons,” and “foreign 
exchange trading and hedging transactions,” as such terms are used in section 220.63(5)(b)1., F.S. Further, solely for 
the purpose of section 220.62(3), 220.63(5), F.S., the terms “banking facility deposits,” “borrowings,” and 
“extensions of credit,” include, without limitation, the following transactions: 

(a)-(i) no change  
(5) no change  
(a) All transactions by and between banking organizations, as defined in section sections 220.62(4), 220.63(1) 

and (4), F.S., provided that the income from such transactions is derived by non-United States banking 
organizations; and, 

(b) no change  
Rulemaking Authority 120.53(1)(a), 220.62(3), 655.012(2)(3), 655.071 663.13 FS. Law Implemented 220.62(3), 220.63(5), 
655.071 FS. History–New 1-24-82, Amended 1-30-84, Formerly 3C-17.02, Amended 5-27-87, Formerly 3C-17.002, 3C-100.003, 
Amended         .  

69U-100.004 Notification. 
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(1) At least 14 days prior to establishing an International Banking Facility, a state chartered or state licensed 
banking organization shall notify the Office of Financial Regulation (OFR) of its intent. 

(2) Such notification shall include a statement of intention by the banking organization that it will comply with 
the Financial Services Commission rules pertaining to International Banking Facilities and Federal International 
Banking Facility regulations concerning restrictions on sources and uses of funds, recordkeeping, and accounting 
requirements. 
Notification shall should be sent by U.S. Mail or Email to: 
Deputy Director, Division of Financial Institutions 
Office of Financial Regulation 
200 East Gaines Street  
Tallahassee, Florida 32399-0371. 
OFRFinancialInstitutions@flofr.com 
Rulemaking Authority 655.012(2)(3), 655.071(3) 663.13 FS. Law Implemented 655.071(3) FS. History–New 4-25-85, Formerly 
3C-17.03, 3C-17.003, 3C-100.004, Amended        .  

69U-100.03852 Disapproval of Directors or Executive Officers. 
(1) no change 
(2) Notice. 
(a) A financial institution shall provide a complete written notice to OFR at least 60 days prior to the effective 

date of the appointment of a director or the employment of an executive officer, or equivalent position. Each notice 
shall include a completed Form OFR-U-10 Interagency Biographical and Financial Report, (effective __/____), 
revised 3/2003, http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX, which is adopted and hereby 
incorporated herein by reference. Form OFR-U-10 requests that the applicant provide his or her social security 
number. Please refer to the OFR’s Notice Regarding the Collection and Use of Social Security Numbers (effective 
__/____), http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX, adopted and incorporated herein by 
reference. Form OFR-U-10 must be accompanied by a completed Form OFR-U-10A, Addendum, Authorization for 
Release of Confidential Information (effective __/____), http://www.flrules.org/Gateway/reference.asp?No=Ref-
XXXXX, adopted and incorporated herein by reference. Notices shall be submitted to, and Forms Form OFR-U-10 
and OFR-U-10A may be obtained by request from, the Division of Financial Institutions, Office of Financial 
Regulation, 200 East Gaines Street, Tallahassee, Florida 32399-0371, Telephone (850) 410-9880. The forms and the 
Notice Regarding the Collection and Use of Social Security Numbers are Form OFR-U-10 may also available be 
found at OFR’s website, www.flofr.com. Internet website: http://www.dbf.state.fl.us/banking.html by using the icon 
“Download Office of Financial Regulation Application Forms” and by selecting the icon “OFR-U-10.”  

(b)-(c) no change 
(3)-(5) no change 

Rulemaking Authority 655.012(2), 655.0385(4) FS. Law Implemented 655.0385, 658.21, 658.33, 665.013 FS. History–New 12-
14-93, Amended 3-20-00, 12-28-00, 2-3-02, Formerly 3C-100.03852, Amended 9-11-18,          .  

69U-100.045 Examination Manuals and Referenced Standards. 
The OFR uses the examination manuals referenced by this rule in the implementation of its examination 
responsibilities. The OFR examiners use these manuals as reference guidelines when conducting safety and 
soundness examinations of financial institutions. The material incorporated by reference in this rule may also be 
obtained from the OFR’s website at www.flofr.com. The following manuals are hereby incorporated by reference 
into the body of printed materials that the OFR uses for the purposes of conducting examinations of financial 
institutions to assess the performance and condition of such institutions: 

(1) Federal Financial Institutions Examination Council, Bank Secrecy Act/Anti-Money Laundering 
Examination Manual (4/2020), (2014), accessible at https://www.flrules.org/Gateway/reference.asp?No=Ref- 
XXXXX. 05581.  

(2) Federal Deposit Insurance Corporation, RMS Manual of Examination Policies (8/2020), (4/2018), accessible 
at http://www.flrules.org/Gateway/reference.asp?No=Ref- XXXXX. 09661.  

(3)-(6) no change 
(7) Federal Financial Institutions Examination Council, Information Technology Examination Handbook, 

Information Security (9/2016), accessible at http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX.  
(8) Federal Financial Institutions Examination Council, Cybersecurity Assessment Tool (5/2017), accessible at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX.  
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Rulemaking Authority 655.012(2) FS. Law Implemented 655.045 FS. History–New 10-24-93, Formerly 3C-1.015, Amended 1-2-
95, 6-4-95, 5-22-96, Formerly 3C-100.045, Amended 9-2-10, 7-27-15, 12-9-15, 9-11-18,         .  

69U-100.0451 Unsafe and Unsound Examination Fees. 
(1) Pursuant to paragraph 655.045(1)(b), F.S., OFR shall: 
(a) Assess any state financial institution, subsidiary, or service corporation determined by OFR to be engaged in 

an unsafe and unsound practice with the costs of any review conducted pursuant to section 655.045(1)(a), F.S.; and, 
(b) Recover the costs of the review conducted pursuant to section 655.045(1)(a), F.S., of any affiliate of a state 

financial institution which OFR concludes contributed to an unsafe and unsound practice at a state financial 
institution, subsidiary, or service corporation. 

(c) In making a determination to assess any costs pursuant to section 655.045(1)(c)(b), F.S., OFR must consider 
the size and condition of the financial institution, the gravity of the violation, the prior conduct of the person(s) and 
institution involved, the time elapsed between the last state examinations, and the extent to which a material 
improvement has occurred in the condition of the financial institution, subsidiary, or service corporation, including, 
but not limited to, a change in ownership or management, or infusion of additional capital. 

(2)(a) An unsafe and unsound practice means any practice or conduct found by OFR to be contrary to generally 
accepted standards applicable to the Specific financial institution, subsidiary, or service corporation, or a violation of 
any prior order of a state or federal regulatory agency, which practice, conduct, or violation creates the likelihood of 
loss, insolvency, or dissipation of assets or otherwise prejudices the interest of the specific financial institution or its 
depositors or members. 

(b) A financial institution found to have unsafe and unsound practices has an immoderate volume of serious 
financial weaknesses or a combination of other conditions that are unsatisfactory. Major and serious problems or 
unsafe and unsound conditions may exist which are not being satisfactorily addressed or resolved. These conditions 
could reasonably develop into a situation that could impair future viability and constitute a threat to the interest of 
depositors or members. Such a financial institution requires close supervisory attention and financial surveillance 
and a definitive plan for corrective action. 

(3) For the purposes of this section, “costs” means the salary and travel expenses directly attributable to the 
field staff examining the financial institution, subsidiary, or service corporation, and the travel expenses of any 
supervisory staff required as a result of examination findings. The salary and travel expenses of any field staff 
person in training shall be excluded from the calculation. 

(2)(4) OFR shall give notice Notification to the financial institution, subsidiary, service corporation, or affiliate 
of the costs incurred. The notification shall must contain the notice of opportunity for a hearing pursuant to sections 
section 120.569 and 120.57, F.S. A request for hearing must be received by OFR within 21 days of receipt of such 
notification by the financial institution. If the financial institution, subsidiary, service corporation, or affiliate does 
not timely request a hearing, no hearing is requested, mailing of the payment of the costs incurred must be 
postmarked not later than 30 days after the date of receipt of the notification notice that such costs are due. 

(3)(5) OFR shall levy a late payment of $100 per day or part thereof that a payment of the costs incurred is 
overdue, unless it is excused for good cause due to incidental and isolated clerical omissions or other minor errors. 
or is being reviewed by OFR for possible waiver due to incidental and isolated clerical errors or omissions.  

(4)(6) If the financial institution, subsidiary, service corporation, or affiliate timely requests a hearing on the 
notification pursuant to sections section 120.569 and 120.57, F.S., no fines for late payment of the costs incurred 
shall begin to accrue until 31 30 days after following issuance of a final administrative order ruling. requiring 
payment of costs incurred or the exhaustion of all judicial appeals, whichever occurs later. Failure to remit payment 
on the 31st day shall constitute intentional late payment, and OFR shall levy an administrative fine of $1,000 per day 
for each day the payment of costs incurred is overdue. 

(7) If the financial institution, subsidiary, service corporation, or affiliate fails to respond to the notification of 
examination assessment within the time allowed in subsection (4), such failure constitutes a default and fines shall 
accrue from that time. 

(8) Failure to remit the examination assessment within 30 days following the final ruling shall constitute 
intentional late payment and OFR shall levy an administrative fine of $1,000 per day for each day the payment is 
overdue. 
Rulemaking Authority 120.53(1)(b), 655.012(2)(3) FS. Law Implemented 120.57, 655.005(1), 655.012(3), 655.045(1) FS. 
History–New 6-11-96, Formerly 3C-100.0451, Amended         .  

69U-100.057 Public Records Requests. 
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This rule contains information concerning requests for access to public records regarding failed state financial 
institutions. 

(1) As used in this rule, section, the following definitions shall apply: 
(a) “Condition reports” means a Consolidated Report of Condition or Consolidated Report of Income in the case 

of a commercial bank, trust company, or international agency, a Thrift Financial Report in the case of a savings 
association, or a call report in the case of a credit union, submitted to OFR in compliance with section 655.045(2), 
F.S. 

(a)(b) “Examination reports” means a Report of Examination conducted and prepared by OFR, pursuant to 
section 655.045(1)(a), F.S. “Examination report” does not include reports of examination prepared by any other state 
or appropriate federal regulatory agency, unless the department has received prior approval from such agency to 
release its examination reports. Any request to produce reports of examination conducted by any other state or 
federal regulatory agency (except those examination reports for which OFR has received prior approval to release) 
shall be made directly to such other state or federal agency. 

(b)(c) “Failed state financial institution” means a state financial institution that has been declared by OFR to be 
insolvent and a receiver, liquidator, or conservator has been appointed to wind up the affairs of the state financial 
institution. 

(c)(d) “Operation reports” means any audit report submitted to OFR pursuant to section 655.045(1)(e)(d), F.S. 
(2) OFR recommends (but does not require) that all requests for access to public records of the OFR be in 

writing, signed by the requestor, and addressed to the Deputy Director, Office of Financial Regulation, 200 East 
Gaines Street, Tallahassee, Florida 32399-0371. Such requests should state with Specificity the name of the state 
financial institution, the time period covered by the request, the type of information that is requested, and any other 
applicable information. 

(3) All requests for access to public records shall be honored on a first in, first out basis and in as timely a 
manner as possible. Generally, all requests will be honored within a reasonable period of time after receipt of the 
request, as determined by staff availability, accessibility of records, and the volume of information requested. 

(4) Unless otherwise determined by OFR, the public may inspect public records during regular business hours at 
the Tallahassee headquarters of OFR. No original document or public record file may be removed from OFR’s 
premises. 

(5) All photocopies of public records shall be made by OFR staff and OFR shall collect in advance a per page 
charge for each photocopy provided. OFR may also recover from any requester the actual cost of reviewing and 
preparing documents, retrieving records, preparing photocopies, or other costs incurred in complying with the public 
record request. 

(2)(6) Pursuant to section 655.057(2)(g), F.S., Aaccess to OFR records concerning failed state financial 
institutions is limited to examination, and operation, or condition reports that have not previously been destroyed by 
OFR pursuant to section 655.057(10)(8), F.S. Prior to public release of any such records, OFR shall review the 
failed state financial institution’s examination, and operation, or condition reports and OFR shall prepare a public 
record file. The public file will not include information which is the property of any other state or federal regulatory 
agency, unless OFR has received prior approval from such agency to release its information. Additionally, the public 
file will not include information which discloses the identities of depositors, bondholders, members, borrowers, or 
stockholders, other than directors, officers or controlling stockholders of the failed state financial institution. 
Rulemaking Authority 655.012(2) FS. Law Implemented 655.057(2) FS. History–New 11-1-92, Amended 4-23-96, Formerly 3C-
100.057, Amended          .  

69U-100.600 Appraisals, and Appraisal Standards and Policies of State Financial Institutions. 
(1) no change  
(2) At a minimum, the appraisal standards and policies shall require that an appraisal prepared by a state-

certified or state-licensed appraiser must be obtained prior to funding any loan or extension of credit that is based on 
the security of real estate, except: 

(a) Loans with a total value of $400,000 $250,000 or less; 
(b)-(i) no change  
(3)-(4) no change  

Rulemaking Authority 655.012(2)(3), 655.60(2) FS. Law Implemented 655.60 FS. History–New 11-2-92, Amended 9-27-94, 11-7-
01, Formerly 3C-100.600, Amended         .  

69U-100.948 Reporting of Significant Events or Conditions. 
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(1) Section 655.948, F.S., requires state financial institutions, not exempted by OFR, to report the occurrence of 
certain conditions or events within 30 days of the occurrence of the condition or event. Aggregate monthly reports 
that are received by OFR by the 10th day of each month, covering all reportable events or occurrences that occurred 
during the previous month, will satisfy the reporting requirements of this section 655.948, F.S. All reports required 
by this rule shall be submitted by U.S. Mail or Email to: Director, Division of Financial Institutions, Office of 
Financial Regulation, 200 East Gaines Street, Tallahassee, Florida 32399-0371, 
OFRFinancialInstitutions@flofr.com. A report will not be required if a reportable event or condition did not occur 
during the previous month. 

(2)-(4)(c) no change  
(d) The acquisition or divestiture of an asset or related or similar assets, which in the aggregate on any single 

business day totals 20 percent or more of the state financial institution’s capital reported in the most recent 
Consolidated Report of Condition, quarterly Thrift Financial Report, or Call Report. Assets listed in section 
657.042(1) or 658.67(1), F.S., are exempted from this requirement; 

(e) no change 
(f) Any extension of credit to an executive officer or his related interests that, when aggregated with other 

extensions of credit to that executive officer or his related interests, exceeds 15 percent of the state financial 
institution’s capital accounts as reported in the most recent Consolidated Report of Condition, quarterly Thrift 
Financial Report, or Call Report; 

(g) The acquisition or reclassification of any earning asset to “non-accrual” status which, when combined with 
other non-accrual assets, in the aggregate totals 15 percent 15% or more of the state financial institution’s assets as 
reported in the most recent Consolidated Report of Condition, quarterly Thrift Financial Report, or Call Report; or 

(h) no change  
(5)-(6) no change  

Rulemaking Authority 655.012(2) FS. Law Implemented 655.948 FS. History–New 11-2-92, Amended 6-20-00, 12-28-00, 
Formerly 3C-100.948, Amended 9-11-18,           . 

69U-100.956 Conflict of Interest Policy. 
(1)(a)-(b) no change  
(c) “Family relationship” means any individual who is related to the regulatory employee by affinity or 

consanguinity, including but not limited to the regulatory employee’s: father, mother, son, daughter, brother, sister, 
uncle, aunt, first cousin, nephew, niece, husband, wife, father-in-law, mother-in-law, son-in-law, daughter-in-law, 
brother-in-law, sister-in-law, stepfather, stepmother, stepson, stepdaughter, stepsister, stepbrother, half brother, half 
sister, grandparent, great-grandparent, grandchild, great-grandchild, step-grandparent, step-great-grandparent, step-
grandchild, step-great-grandchild, person who is engaged to be married to the regulatory employee or who otherwise 
holds himself or herself out as or is generally known as the person to whom the regulatory employee intends to 
marry or with whom the regulatory employee intends to form a household, or any other natural person having the 
same legal residence as the regulatory employee. 

(d) no change  
(2) no change  
(3) Regulatory employees shall be provided a copy of this rule, chapter 112, part III, F.S.,; Office of Financial 

Regulation Administrative Policies & Procedures 1-2, Ethics and Professional Responsibility, effective 05-20-2013 
(OFR APP 1-2), http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX, adopted and incorporated herein 
by reference and Department of Financial Services Code of Ethics, Administrative Policies & Procedures 1-15, 
effective 10-28-2009 (DFS APP 1-15), http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX, adopted 
and incorporated herein by reference. The foregoing materials are also available at the OFR’s website, 
www.flofr.com. the Official Procedures of the Department of Banking and Finance, Discipline of Career Service 
Employees, Standards and Procedures, Effective: January 10, 1984. Each regulatory employee is responsible for 
ensuring that, as applicable, they are in compliance with the principles of conduct set forth herein, chapter 112, part 
III, F.S., OFR APP 1-2, and DFS APP 1-15. the Department’s Discipline of Career Service Employees, Standards 
and Procedures. 

(4) Any regulatory employee violating this rule, chapter 112, part III, F.S., OFR APP 1-2, or DFS APP 1-15, the 
Official Procedures of the Department of Banking and Finance, Discipline of Career Service Employees, Standards 
and Procedures, Effective: January 10, 1984, will be subject to one or more of the following disciplinary penalties:, 
which may include divestment or suspension of conflicting interests, changes in assigned duties, disqualification for 
a particular assignment, written or oral reprimand, demotion, suspension, or termination of employment. 
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(5) No regulatory employee shall engage in any activity, whether or not sSpecifically prohibited by this rule, 
which would result in, or create the appearance of: 

(a)-(e) no change 
(6)-(14) no change 

Rulemaking Authority 655.012(2)(3) FS. Law Implemented 655.012(3) FS., Ch. 92-303, s.76, Laws of Fla. Section 76, Chapter 
92-303, Laws of Florida. History–New 12-23-92, Formerly 3C-100.956, Amended          . 

69U-100.963 Automated Teller Machines and the Disclosure of Safety Information. 
(1)-(2) no change  
(3) The guidelines contained in subsection (2), are not an all-inclusive list of safety precautions which should be 

disclosed to automated teller machine customers. It is offered to exemplify some of the safety disclosure issues 
which should be included in the mandated disclosure requirements of section 655.963, F.S. 
Rulemaking Authority 120.53(1)(b), 655.012(2)(3), 655.963 FS. Law Implemented 655.963 FS. History–New 1-31-95, Formerly 
3C-100.963, Amended          . 

69U-100.964 Transactions Relating to Iran or Terrorism. 
Florida state-chartered financial institutions shall comply with the federal standards set out by the U.S. Treasury 
Department, Office of Foreign Assets Control, in 31 C.F.R. Part 561, Subparts B, C, and D, (2010), 
http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX, which are adopted and incorporated by reference, 
as the minimum standards for due diligence policies, procedures, and controls as required by section 655.968, F.S. 
The standards are also available at the OFR’s website, www.flofr.com.  
Rulemaking Authority 655.012(2), 655.968 FS. Law Implemented 655.968 FS. History–New 8-6-12, Amended          . 

Material Incorporated by Reference 
 

[BEGINS ON NEXT PAGE] 
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ELECTRONIC CODE OF FEDERAL REGULATIONS

e-CFR data is current as of September 1, 2020

Title 12 → Chapter II → Subchapter A → Part 204 → §204.125

Title 12: Banks and Banking 
PART 204—RESERVE REQUIREMENTS OF DEPOSITORY INSTITUTIONS
(REGULATION D) 

§204.125   Foreign, international, and supranational entities referred to in §§204.2(c)(1)
(iv)(E) and 204.8(a)(2)(i)(B)(5).

The entities referred to in §§204.2(c)(1)(iv)(E) and 204.8(a)(2)(i)(B)(5) are:

E�����

Bank for International Settlements.

European Atomic Energy Community.

European Central Bank.

European Coal and Steel Community.

The European Communities.

European Development Fund.

European Economic Community.

European Free Trade Association.

European Fund.

European Investment Bank.

L���� A������

Andean Development Corporation.

Andean Subregional Group.

Caribbean Development Bank.

Caribbean Free Trade Association

Caribbean Regional Development Agency.

Central American Bank for Economic Integration.

Incorporated by Reference in 
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The Central American Institute for Industrial Research and Technology.

Central American Monetary Stabilization Fund.

East Caribbean Common Market.

Latin American Free Trade Association.

Organization for Central American States.

Permanent Secretariat of the Central American General Treaty of Economic Integration.

River Plate Basin Commission.

A�����

African Development Bank.

Banque Centrale des Etats de l'Afrique Equatorial et du Cameroun.

Banque Centrale des Etats d'Afrique del'Ouest.

Conseil de l'Entente.

East African Community.

Organisation Commune Africaine et Malagache.

Organization of African Unity.

Union des Etats de l'Afrique Centrale.

Union Douaniere et Economique de l'Afrique Centrale.

Union Douaniere des Etats de l'Afrique de l'Ouest.

A���

Asia and Pacific Council.

Association of Southeast Asian Nations.

Bank of Taiwan.

Korea Exchange Bank.

M����� E���

Central Treaty Organization.

Regional Cooperation for Development.

[Reg. D, 52 FR 47695, Dec. 16, 1987, as amended at 56 FR 15495, Apr. 17, 1991; 65 FR 12917,
Mar. 10, 2000]
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OFFICE OF FINANCIAL REGULATION 
200 EAST GAINES STREET 
TALLAHASSEE, FLORIDA 32399 
WWW.FLOFR.COM 

FORM OFR-U-10 
INTERAGENCY BIOGRAPHICAL AND FINANCIAL REPORT 

Instructions and General Information 

The OFR adopts, as Form OFR-U-10, the attached Interagency Biographical and Financial Report form 
prescribed by the Federal Deposit Insurance Corporation (FDIC) (OMB No. 3064-0006 Approval expires 
June 30, 2021) and the Board of Governors of the Federal Reserve System (FRB) (OMB No. 7100-0134 
Approval expires May 31, 2021).  

Form OFR-U-10A (Addendum to Form OFR-U-10) 

An applicant must also complete and submit the addendum Form OFR-U-10A, Addendum, Authorization 
for Release of Confidential Information (effective __/____), incorporated by reference in Rule 69U-
100.03852, F.A.C., to the OFR along with the completed Form OFR-U-10. The form authorizes the OFR 
to obtain information and records from other agencies, companies, and institutions as necessary to complete 
the background investigation required pursuant to section 658.20, F.S.  

Notice Regarding the Collection and Use of Social Security Numbers 

Form OFR-U-10 requests that the applicant provide his or her social security number. Please refer to the 
OFR’s Notice Regarding the Collection and Use of Social Security Numbers (effective __/____), 
incorporated by reference in Rule 69U-100.03852, F.A.C. The Notice is also available on the OFR’s 
website at www.flofr.com.  

Confidentiality and Public Records 

Florida has a broad public records law. All information contained in applications to the OFR shall be open 
for public inspection and copying, with the exception of information specifically made confidential and 
exempt from disclosure pursuant to Florida Statutes.  
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Page  of FDIC 6200/06 (6-18)

OMB No. for FDIC 3064-0006; Expiration Date: June 30, 2021 
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Federal Deposit Insurance Corporation  

INTERAGENCY BIOGRAPHICAL AND FINANCIAL REPORT

Public reporting burden for this collection of information is estimated to average 2.5 hours for biographical information 

and 2 hours for financial information.  This estimate includes time to gather and maintain data in the required form, to 

review instructions, and to complete the information collection.  Send comments regarding this burden estimate or any 

other aspect of this collection of information, including suggestions for reducing this burden to: Paperwork Reduction Act, 

Legal Division, Federal Deposit Insurance Corporation (FDIC), 550 17th Street, NW, Washington, DC  20429; Secretary, 

Board of Governors of the Federal Reserve System (Board), 20th and C Streets, NW, Washington, DC 20551; or 

Licensing Activities Division, Office of the Comptroller of the Currency (OCC), 400 7th St. SW, Washington, DC  20219; 

and to the Office of Management and Budget (OMB), Paperwork Reduction Project, Washington, DC 20503. 

An organization or a person is not required to respond to a collection of information unless it displays a currently valid 

OMB control number. 

GENERAL INFORMATION AND INSTRUCTIONS 

This Interagency Biographical and Financial Report (report) is used by individuals1 in conjunction with other 

corporate filings to the appropriate federal banking agency.  This report is not a standalone document.  

Preparation 
Use of this report format is not mandatory.  If an alternative format is used, it must provide all requested information, 

including the certification.  All questions must be answered with complete and accurate information that is subject to 

verification.  If the answer is “none,” “not applicable,” or “unknown,” so state.  Answers of “unknown” or “yes” should be 

explained. 

The questions are not intended to limit the presentation nor are the questions intended to duplicate information supplied 

on another form or in an exhibit.  For example, a cross-reference to the information is acceptable.  Any cross-reference 
must be made to a specific cite or location in the documents, so the information can be located easily.  Use additional 

sheets as necessary. Each appropriate federal banking agency will provide additional instructions for use and 

preparation. If the report is not complete, the appropriate federal banking agency may either request additional 

information or return the filing.  If you are a foreign national or a United States citizen who currently resides in a foreign 

country, additional information may be necessary. 

Financial statements from individuals must have “as of” dates of not more than 90 days prior to the date the financial 

report is submitted.  All amounts in this report must be based on current market value in United States dollars2 and agree 

with any totals in the supplementary schedules.  In addition to the sample financial schedules, you may wish to provide 

supplementary schedules for other items on the financial statement.  If the sample financial statement is used, an answer 

is required to each item.  If you submit an alternative Financial Report format, the information must respond to each 

request for information contained in the sample Financial Report. 

In addition, each appropriate federal banking agency specifically reserves the right to require up to five years of financial 

data from any individual as well as the filing of additional information and/or statements, such as a federal income tax 

return or a current appraisal to support an asset's value.

1
A company seeking to acquire direct or indirect control of a bank or savings association should consult with the appropriate federal banking agency for 

filing instructions.

2
Provide the foreign currency exchange rate and conversion date, if applicable. 
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Preparation (continued) 

If you have been convicted of any criminal offense involving dishonesty, breach of trust, or money laundering, or have 

agreed to enter into a pretrial diversion or similar program in connection with a prosecution of such offense (12 U.S.C. § 

1829), you must obtain approval from the FDIC before you can own, control, participate in the affairs of, or become an 

institution-affiliated party of a depository institution. 

  

Each individual must report promptly any material change in the biographical report or financial condition that occurs 

during the review period for the filing.  For additional information regarding the processing procedures and guidelines, 

and any supplemental information that may be required, refer to the appropriate federal banking agency's procedural 

guidelines (for example, the OCC's Rules and Regulations (12 C.F.R. Part 5), the Comptroller's Licensing Manual, the 

FDIC's Rules and Regulations (12 C.F.R. Part 303), the Board's Regulations Y and LL (12 C.F.R. Part 225 and 12 C.F.R. 

Part 238, respectively), and relevant policy statements), contact the appropriate federal banking agency directly for 

specific instruction, or visit its website at www.occ.treas.gov, www.fdic.gov, or www.federalreserve.gov. 

 

  

Definitions 
For purposes of this document: 

  

Affiliate means any company that owns or controls, is owned or controlled by, or is under common ownership or control 

with a depository institution or depository institution holding company. 

  

Associated means associated as an officer, director, organizer, partner, trustee, or principal shareholder or owner. 

  

Company means any corporation, association, partnership, limited liability company, business trust, sole proprietorship, 

joint venture, or other similar organization. 

  
Depository institution means any bank (including a national, state, district, or foreign bank), savings association, savings 

bank, savings and loan association, building and loan association, homestead association, cooperative bank, trust 

company, industrial bank or loan company, or credit union.  A United States office, including a branch or agency, of a 

foreign bank is a depository institution. 

  

Management official includes a senior executive officer; director; advisory or honorary director of a depository institution 

with total assets of $100 million or more; branch manager; trustee of a depository organization under the control of 

trustees; and any person who has a representative or nominee serving in any of those capacities. 

  

Principal shareholder or owner means a person who directly or indirectly owns, controls, or holds (either individually or as 

a member of a group) the power to vote 10 percent or more of any class of voting securities or other voting equity interest 

of the entity. 

 

  

Confidentiality 
Any individual desiring confidential treatment of specific portions of the report must submit a request in writing with the 

report.  The request must discuss the justification for the requested treatment.  The individual's reasons for requesting 

confidentiality should specifically demonstrate the harm (for example, loss of competitive position, invasion of privacy) 

that would result from public release of information under the Freedom of Information Act (5 U.S.C. § 552).  Information 

for which confidential treatment is requested should be: (1) specifically identified in the public portion of the report (by 

reference to the confidential section); (2) separately bound; and (3) labeled “Confidential.”  The individual should follow 

the same procedure for a request for confidential treatment for the subsequent filing of supplemental information to the 

report. 

  

The individual should contact the appropriate federal banking agency for specific instructions regarding requests for 

confidential treatment.  The agency will determine whether the information will be treated as confidential and will advise 

the individual of any decision to make available to the public information labeled “Confidential.” 

 

Page 491 of 1882



Page  of FDIC 6200/06 (6-18)

OMB No. for FDIC 3064-0006; Expiration Date: June 30, 2021 

OMB No. for  Federal Reserve 7100-0134; Expiration Date: May 31, 2021 

OMB No. for  OCC 1557-0014; Expiration Date: February 28, 2021

  

PRIVACY ACT STATEMENT  
 

  

Purposes 
This form is used by certain shareholders, directors, and executive officers, in conjunction with other filings to the 

appropriate banking agency.  This Privacy Act statement is made pursuant to the requirements of the Privacy Act of 

1974, 5 U.S.C. § 552a.

  

Authority 
The solicitation and collection of this information, including a Social Security Number, is authorized by those statutes that 

require an appropriate federal banking agency to determine the competence, experience, integrity, and financial ability of 

individuals proposing to serve a federally regulated financial institution in an official capacity. These statutes include: 12 

U.S.C. § 27 (national bank charters); 12 U.S.C. § 1464 (federal savings bank charters); 12 U.S.C. § 1815 (federal deposit 

insurance); 12 U.S.C. § 1817(j) (changes in control of insured depository institutions); and 12 U.S.C. § 1831(i) (agency 

disapproval of directors and senior executive officers of insured depository institutions or depository institution holding 

companies).  

  

INFORMATION REGARDING DISCLOSURE OF YOUR SOCIAL SECURITY NUMBER UNDER PUBLIC LAW 93-579 

SECTION 7(B), IF APPLICABLE  

  

Disclosure by you of your Social Security Number is optional to obtain the services, benefits, or processes that you are 

seeking. The Social Security Number provided may be used to conduct a background check on the individual in order to 

evaluate the competence, experience, integrity, and financial ability of individuals proposing to serve a federally regulated 

financial institution in an official capacity. 

 

  

Effects of Nondisclosure 
Provision of the requested information, including Social Security Number, is voluntary. However, the failure to provide any 

requested information may result in the denial, disapproval, or delay in the processing of an application or notice.  
 

  

Routine Uses for Board Filers 
The information you provide will be stored by the Board in the System of Records entitled "BGFRS-37: Electronic 
Applications." All or part of the information may be disclosed outside of the Board as follows:  

 1. To the appropriate federal, state, local, foreign, or self-regulatory organization or agency responsible for 

investigating, prosecuting, enforcing, implementing, issuing, or carrying out a statute, rule, regulation, order, 

policy, or license if the information may be relevant to a potential violation of civil or criminal law, rule, regulation, 

order, policy, or license; 

 2. To a federal agency in the executive, legislative, or judicial branch of government, or to a Federal Reserve Bank, 

in connection with the hiring, retaining, or assigning of an employee, the issuance of a security clearance, the 

conducting of a security or suitability investigation of an individual, the classifying of jobs, the letting of a contract, 

the issuance of a license, grant, or other benefits by the receiving entity, or the lawful statutory, administrative, or 

investigative purpose of the receiving entity to the extent that the information is relevant and necessary to the 

receiving entity's decision on the matter;  

 3. To a congressional office in response to an inquiry made by the congressional office at the request of the 

individual to whom the record pertains;  

 4. To the Department of Justice, a court, an adjudicative body or administrative tribunal, a party in litigation, or a 

witness if the Board (or in the case of an Office of Inspector General (OIG) system, the OIG) determines, in its 

sole discretion, that the information is relevant and necessary to the matter;  
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 5. To contractors, agents, or others performing work on a contract, service, cooperative agreement, job, or other 

activity for the Board and who have a need to access the information in the performance of their duties or 

activities for the Board;  

 6. To appropriate agencies, entities, and persons when (1) the Board suspects or confirms that the security or 

confidentiality of information in the system of records has been compromised; (2) the Board has determined that 

as a result of the suspected or confirmed compromise there is a risk of harm to economic or property interest, 

identity theft or fraud, or harm to the security or integrity of this system or other systems or programs (whether 

maintained by the Board or another agency or entity) that rely upon the compromised information; and (3) the 

disclosure is made to such agencies, entities, and persons who are reasonably necessary to assist in connection 

with the Board's efforts to respond to the suspected or confirmed compromise and prevent, minimize, or remedy 

such harm; and  

 7. To other bank and thrift regulatory agencies pursuant to explicit information sharing agreements for regulatory 

comment purposes. 

  

Routine Uses for FDIC Filers 
The information you provide will be stored by the FDIC in the System of Records entitled "FDIC 30-64-0002: Financial 
Institution Investigative and Enforcement Records." All or part of the information may be disclosed outside of the FDIC as 

follows: 

 1. To federal, state, local, foreign, or self-regulatory authorities responsible for investigating or prosecuting a 

violation of, or for enforcing or implementing a statute, rule, regulation, or order issued, when the information 

indicates a violation or potential violation of law, whether civil, criminal, or regulatory in nature, and whether 

arising by general statute or particular program statute, or by regulation, rule, or order issued pursuant thereto; 

 2. To a court, magistrate, or other administrative body in the course of presenting evidence, including disclosures to 

counsel or witnesses in the course of civil discovery, litigation, or settlement negotiations or in connection with 

criminal proceedings, when the FDIC is a party to the proceeding or has a significant interest in the proceeding, 

to the extent that the information is determined to be relevant and necessary;  

 3. To a congressional office in response to an inquiry made by the congressional office at the request of the 

individual who is the subject of the record;  

 4. To appropriate agencies, entities, and persons when (1) FDIC suspects or has confirmed that there has been a 

breach of the system of records; (2) FDIC has determined that as a result of the suspected or confirmed breach 

there is a risk of harm to individuals, FDIC (including its information systems, programs, and operations), the 

federal government, or national security; and (3) the disclosure made to such agencies, entities, and persons is 

reasonably necessary to assist in connection with FDIC's efforts to respond to the suspected or confirmed breach 

or to prevent, minimize, or remedy such harm;  

 5. To another federal agency or federal entity, when FDIC determines that information from this system of records is 

reasonably necessary to assist the recipient agency or entity in (1) responding to a suspected or confirmed 

breach or (2) preventing, minimizing, or remedying the risk of harm to individuals, the recipient agency or entity 

(including its information systems, programs, and operations), the federal government, or national security, 

resulting from a suspected or confirmed breach;  

 6. To federal, state, or foreign authorities in connection with hiring or retaining an individual, conducting a 

background security or suitability investigation, adjudication of liability, or eligibility for a license, contract, grant, 

or other benefit;  

 7. To contractors, grantees, volunteers, and others performing or working on a contract, service, grant, cooperative 

agreement, or project for the FDIC, the OIG, or the federal government for use in carrying out their obligations 

under such contract, grant, agreement or project;  

 8. To federal, state or foreign financial institutions supervisory authorities for regulatory or enforcement purposes; 

and  

 9. To a financial institution affected by enforcement activities or reported criminal activities. 

  

PRIVACY ACT STATEMENT  
(continued) 
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Routine Uses for OCC Filers 
The information you provide on this form, if the form is submitted in connection with a notice of proposed change in 

employee, officer or director, may be stored by the OCC in the System of Records entitled "Notice of Proposed Changes 
in Employees, Officers and Directors Tracking System." Information maintained in this system may be disclosed to:  

 1. A Section 5.51 entity, a Section 5.20(g)(2) entity, a part 163, subpart H entity, or a Section 1818(b) entity in 

connection with review and action on a notice filed by that entity;  

 2. Third parties to the extent necessary to obtain information that is pertinent to the OCC's review and action on a 

notice received under any authority cited herein;  

 3. Appropriate governmental or self-regulatory organizations when the OCC determines that the records are 

relevant and necessary to the governmental or self-regulatory organization's regulation or supervision of financial 

service providers, including the review of the qualifications and fitness of individuals who are or propose to 

become responsible for the business operations of such providers;  

 4. An appropriate governmental, tribal, self-regulatory, or professional organization if the information is relevant to a 

known or suspected violation of a law or licensing standard within that organization's jurisdiction;  

 5. The Department of Justice, a court, an adjudicative body, a party in litigation, or a witness if the OCC determines 

that the information is relevant and necessary to a proceeding in which the OCC, any OCC employee in his or 

her official capacity, any OCC employee in his or her individual capacity represented by the Department of 

Justice or the OCC, or the United States is a party or has an interest;  

 6. A congressional office when the information is relevant to an inquiry made at the request of the individual about 

whom the record is maintained;  

 7. A contractor or agent who needs to have access to this system of records to perform an assigned activity;  

 8. Third parties when mandated or authorized by statute; or  

 9. Appropriate agencies, entities, and persons when: (a) The Department suspects or has confirmed that the 

security or confidentiality of information in the system of records has been compromised; (b) the Department has 

determined that as a result of the suspected or confirmed compromise there is a risk of harm to economic or 

property interests, identity theft or fraud; or harm to the security or integrity of this system or other systems or 

programs (whether maintained by the Department or another agency or entity) that rely upon the compromised 

information; and (c) the disclosure made to such agencies, entities, and persons is reasonably necessary to 

assist in connection with the Department's efforts to respond to the suspected or confirmed compromise and pre-

vent, minimize, or remedy such harm. 

  

PRIVACY ACT STATEMENT  
(continued) 
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Federal Deposit Insurance Corporation
INTERAGENCY BIOGRAPHICAL AND FINANCIAL REPORT

This is filed with respect to:

Name of Subject Institution or Holding Company City, State

Type of Filing (Check all that apply):

Bank or Savings Association Charter

Bank or Savings and Loan Holding Company

Change in Bank Control

Change in Senior Executive Officer or Director

Citizen Waiver

Charter Conversion

Deposit Insurance

Federal Branch or Agency

Other

Position (Check all that apply):

Other

Manager

Trustee

Principal Shareholder

Senior Executive Officer

Director

Organizer

BIOGRAPHICAL REPORT

1. Personal Information

a. Name

Last First Middle (Full Name)

b. Residence

Street Address

City/Town State/Province ZIP/Postal Code Country

c. If at a residence less than five years, list addresses and dates occupied for past five years.

Date From Date To Number and Street City State/Province ZIP/Postal Code Country

d. Date of Birth

Month / Day / Year
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     e.  Place of Birth

City State/Province Country

     f.  United States Social Security Number

     g.  Are you a United States citizen? Yes NoDate, if naturalized:

     h.  If not a United States citizen, or if you have dual citizenship, provide:

          County of Citizenship

          Passport Number / Expiration Date

          Home Country Identification Number

          Immigration File Number

          Father's Full Name

          Mother's Full Name, including maiden name

          Telephone Number(s) where you can be reached during business hours

          Email Address

     i.  List other names you used and the period of time you used them (for example, your maiden name, name by a 
         former marriage, former name, alias, or nickname).  If the other name is your maiden name, put “nee” in front of it.

Period of Time Used

Other Names Used Beginning Date Ending Date

Page 496 of 1882



Page  of FDIC 6200/06 (6-18)

OMB No. for FDIC 3064-0006; Expiration Date: June 30, 2021 
OMB No. for  Federal Reserve 7100-0134; Expiration Date: May 31, 2021 

OMB No. for  OCC 1557-0014; Expiration Date: February 28, 2021

2.  Employment Record

     a.  List employment in reverse chronological order for the last five years.  Provide the following information. (If the 
          applicant has additional relevant employment experience, or additional information to support the application, 
          provide an attachment.)

Beginning Date Ending Date Employer's Name City State/Province

Nature of Business Title or Position Nature of Duties

Reason for Leaving

     b.  Have you ever been dismissed or asked to resign from any past employment, including a less than honorable 
          discharge from military service?

Yes No If Yes, provide the following information:

Employer's Name Street City State/Province Area Code/Phone Number

Title or Position Date of Discharge Explanation

Street

Reason for Leaving

Nature of DutiesTitle or PositionNature of Business

State/ProvinceCityStreetEmployer's NameEnding DateBeginning Date

Reason for Leaving

Nature of DutiesTitle or PositionNature of Business

State/ProvinceCityStreetEmployer's NameEnding DateBeginning Date
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3.  Education and Professional Credentials

     a.  List each diploma or degree from high schools, colleges, universities, or other schools.

School's Name Address Date From Date To Degree

     b.  List each professional license or similar certificate you now hold or have held (for example:  Attorney, Physician, 
          CPA, NASD, or SEC registration)

License Issuing Authority Date Issued Status Expiration

4.  Business and Banking Affiliations

     a.  List any company with which you are Associated and provide the following information:

Company Name Address Nature or Type of Business

Ownership Percentage Start DatePosition Held or Relationship to the Company

Position Held or Relationship to the Company Start DateOwnership Percentage

Nature or Type of BusinessAddressCompany Name

Start DateOwnership PercentagePosition Held or Relationship to the Company

Nature or Type of BusinessAddressCompany Name

%

%

%
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     b.  List the name of any depository institution or depository institution holding company with which you are or were 
          Associated and provide the following information:

Depository Institution/Holding Company Name Address Nature of Banking Activity

Start DateOwnership PercentagePosition Held or Relationship to the Company End Date

End DateStart Date

Nature of Banking Activity

Ownership Percentage

Address

Position Held or Relationship to the Company

Depository Institution/Holding Company Name

End DateStart Date

Nature of Banking Activity

Ownership Percentage

Address

Position Held or Relationship to the Company

Depository Institution/Holding Company Name

End DateStart Date

Nature of Banking Activity

Ownership Percentage

Address

Position Held or Relationship to the Company

Depository Institution/Holding Company Name

If Yes, provide the name of the depository institution or depository institution holding company 
and the position.  If the application has been submitted for regulatory review, provide the name 
of the appropriate Federal banking agency.

Yes No

     c.  Are you in the process of being considered for a Management official position at another depository 
          institution or depository institution holding company?

Depository Institution/Holding Company Name Position

Appropriate Federal Banking Agency

Yes No
If “yes,” explain either why the potential interlock is not a violation of the Depository Institution 
Management Interlocks Act (12 U.S.C. §§ 3201-3208) or what action will be taken to prevent a 
violation.

     d.  Are you now or are you proposed to be a Management official of another insured depository institution or 
          depository institution holding company?

%

%

%

%
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5.  Legal and Related Matters (If you answer Yes to any question, see question 5g)

     a.  Have you been involved in any of the following filings where the filing was denied, disapproved, withdrawn, or 
          otherwise returned without favorable action by a federal or state regulatory authority or a self-regulatory 
          organization:

          1.  A charter or license application, a depository institution holding company application, or a federal deposit 
               insurance application, in which you were listed as an organizer, director, senior executive officer, or a person 
               that would own or control (either individually or as a member of a group) 10 percent or more of any class of
               voting securities or other voting equity interest of the institution, or similar position?

          2.  A merger application in which you were listed as a director, senior executive officer, or similar position?

          3.  A notice of change in director or senior executive officer, or similar form, in which you were listed as a 
               director, senior executive officer, or similar position?

          4.  A notice of change in control for a depository institution or other company, or a similar form, in which you were 
               listed (either individually or as a member of a group) as an acquirer or transferee?

          5.  Any other application, notice, or other regulatory or administrative request which was filed with a federal or state 
               regulatory authority or a self-regulatory organization in which you were listed in some capacity?

      b.  Have you or any depository institution or depository institution holding company with which you are or were
           Associated been subject to any supervisory agreement, enforcement action, civil money penalty, prohibition or 
           removal order, or other supervisory or administrative action taken or imposed by any federal or state regulatory 
           authority or other governmental entity?

Yes No

Yes No

Yes No

Yes No

Yes No

Yes No

      c.  Has any depository institution with which you are or were Associated:

Yes No          1.  Been placed into conservatorship or receivership or otherwise failed?

Yes No
          2.  Received financial assistance from a federal agency or instrumentality (for example:  FDIC, Resolution Trust 

Corporation, Federal Savings and Loan Insurance Corporation)?

Yes No
          3.  Merged with or been acquired by an institution that received financial assistance from a federal agency or 
               instrumentality in connection with the transaction?

Yes No
           1.  Filed a petition under any chapter of the Bankruptcy Code or had an involuntary bankruptcy petition filed 
                against you or the company?

      d.  Have you or any company with which you are or were Associated:

           2.  Defaulted on a loan or financial obligation of any sort, whether as obligor, cosigner, or guarantor?
Yes No

           3.  Forfeited property in full or partial satisfaction of any financial obligation? NoYes

           4.  Had a lien placed against property for failure to pay taxes or other debts? Yes No
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Yes No           5.  Had wages or income garnished for any reason?

Yes No           6.  Failed or refused to pay any outstanding judgments?

Yes No           7.  Failed to satisfy any federal, state, or local tax obligations?

      e.  Have you or any company or depository institution with which you are or were Associated been involved in any 
           criminal or civil lawsuit, formal or informal investigation, examination, or administrative proceeding that may
           result in, or resulted in, any penalty (including, but not limited to, any sanction, fine, order to pay damages, loss of 
           right or benefit, forfeiture of property interest, suspension, removal, disbarment, or revocation of license), 
           agreement (including a deferred prosecution agreement, consent order, written agreement or memorandum of 
           understanding), undertaking, consent, judgment, or order imposed by or entered into with any of the following 
           entities:

Yes No           1.  Any state, federal, or foreign court?

Yes No           2.  Any department, agency, or commission of the United States government?

Yes No           3.  Any state, municipal, or foreign governmental entity?

Yes No           4.  Any self-regulatory organization (for example:  NASD, FASB, state bar)?

Yes No

      f.  Have you or any company or depository institution with which you are or were Associated ever been arrested for, 
          charged with, indicted for, convicted of, or pleaded nolo contendere to, any criminal matter (including, but not 
          limited to, driving under the influence, reckless driving and disorderly conduct)?

      g.  If you answer Yes to any question in 5(a) through 5(f), provide your explanation by identifying the number of the 
 question, describing the situation in detail (providing supplemental documentation as appropriate), and, where 
 relevant, including the: 

Date of any relevant event;
Name of any regulatory agency or self-regulatory organization involved; 
Name and location of any institution, company or party involved; 
Nature of your association with any institution or company (for example:  officer, director, organizer, principal 
shareholder, or owner); 
Type of any application, notice, or other regulatory or administrative request; 
Nature of any supervisory, enforcement, or administrative action; 
Direct and indirect debt terms, defaulted amount, and creditor regarding any financial obligation; 
Nature of any lawsuit, charge, proceeding, conviction, or finding; 
Jurisdiction and court in which any legal proceeding occurred; and 
Resolution or disposition of the matter. 

For any of the matters noted above, indicate whether any insured depository institution suffered a loss as a 
result.  If so, identify the insured depository institution and the amount of the loss, and indicate whether the 
institution was ever made whole.
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6.   Additional Information 

Present any other information you believe is important to evaluate your filing.  If you are involved in the organization 
of a new depository institution or depository institution holding company, discuss your specific role. 
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FINANCIAL REPORT

ASSETS LIABILITIES AND NET WORTH

Cash on hand and in 
depository institutions $ Accounts payable $

Marketable securities 
(Schedule A)

Notes payable and other loans 
(Schedule F)

Notes receivable 
(Schedule B)

Real estate mortgages 
(Schedule C)

Real estate (Schedule C, 
current market value) Other liabilities (Schedule G)

Proprietary interests and other 
securities (Schedule D) TOTAL LIABILITIES

Retirement funds and other 
assets (Schedule E)

Net worth (Total assets less 
total liabilities)

TOTAL ASSETS $ TOTAL LIABILITIES 
AND NET WORTH $

*For any debt reported on any of the supporting schedules, indicate any liability that is contractually delinquent 
and provide a discussion on how the delinquency will be resolved. 

Financial Statement as of
Month/Year
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CONTINGENT LIABILITIES

In addition to the liabilities listed on the Financial Statement, have you endorsed, guaranteed, or become otherwise 
indirectly or contingently liable for the debts of others or through a pending lawsuit? Yes No

If Yes, complete the following:

Debtor or Obligor Due Date Current
Amount

Description and Value of 
CollateralCreditor or Obligee

Name $Name

Address Address

Name Name

Address Address

Name Name

Address Address

Name Name

Address Address

Name Name

Address Address

Total: $
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SUPPORTING SCHEDULES

Schedules must agree in total with the appropriate item contained in the Financial Statement on page 14 of this 
report.

Schedule A  Marketable Securities 

Indicate all debt and equity securities listed on an exchange or otherwise regularly traded in an open market.  Separate 
debt and equity securities.  Securities of closely held corporations should be listed on Schedule D - Proprietary Interests.
The description should include the name of the issuer, the principal amount or number of shares held, and the interest 
rate, if applicable.  Small holdings may be aggregated and shown as “other” provided that they account for no more than 
10 percent of marketable securities.

Description Market Value
$

Total $

Schedule B  Notes Receivable 

The description should include the name of the obligor, the note's maturity and terms of repayment, and a description of 
any collateral.  If the note is payable to you and others jointly, indicate only your beneficial interest under Current 
Balance.

Description Current Balance
$

Total $
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Schedule C  Real Estate and Related Loans 

List all real estate in which you hold a beneficial interest.  Submit year-end financial statements, including profit and loss 
statements, for the last two years for each investment (exclude residence) in which you have an interest equal to 10 
percent or more of your net worth.  Also submit a cash flow statement on any investment property valued at 10 percent or 
more of net worth. 

Description and
Address of Property

Owner of
Property

Percent
Ownership

Mortgage
Holder

Maturity
Date

Current
Mortgage
Balance1

Current
Market Value2

 % $ $

 %

 %

 %

 %

TOTAL $ $

1Carry total forward to Liabilities, Real estate mortgages 
2Carry total forward to Assets, Real estate

Schedule D  Proprietary Interests and Other Securities 

List all companies, the shares of which are not listed on a securities exchange or otherwise regularly traded, in which you 
hold a beneficial interest. (Submit year-end financial statements, including profit and loss and cash flow statements, for 
the last two years for each business interest in which you have an interest equal to 10 percent or more of your net worth.) 

Name and
Address of Company

Legal Form
of Company Nature of Business Percent

Ownership Current Value

 % $

 %

 %

 %

 %

TOTAL $
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Schedule E - Other Assets 

Include retirement funds (for example, 401K, IRA, Keogh), accounts receivable, merchandise and inventory at lower of 
cost or market value, machinery and equipment (less depreciation), and life insurance at its cash surrender value. 

Description Basis for Valuation Current Value

$

TOTAL $

Schedule F  Notes Payable and Other Loans 

Indicate all loans or notes payable, including loans on life insurance and retirement funds (but not real estate mortgages 
listed in Schedule C).  Loan origination information must include the original date, loan amount, and co-makers, if any, 
and their percent obligation.  Small obligations may be aggregated and shown as “other,” provided that they account for 
no more than 20 percent of other loans and notes payable.  Indicate any debt that is contractually delinquent by an 
asterisk next to the current balance. 

Name and Address of Creditor
and Loan Origination  Information

Description and
Value of Collateral

Maturity
Date

Current
Balance

$

TOTAL $
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Schedule G - Other Liabilities 

Include interest and taxes due and unpaid, other debts accrued, and other liabilities. 

Payable To Description Maturity
Date Current Balance

$

TOTAL $
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CASH FLOW STATEMENT1

Sources of Cash Year Year Projected
Current Year

Projected
Next Year

Salaries, wages, commissions, 
and other employment income

Rents, royalties, and investments

Income from dividends and 
interest
Income and other distributions 
from partnerships

Other sources2

Total cash received

Uses of Cash

Personal living expenses (rent, 
household)

Fixed obligations3

Income taxes

Capital contributions to 
partnerships

Other uses2

Total cash outlay

Net Cash Flow (deficit)

1Discuss any significant changes from one year to the next on a separate page. 
2Itemize on a separate page any items amounting to 10 percent or more of total cash received or total cash outlay. 
3Fixed obligations include debt service on all loans and any budgeted capital improvement expenditures for real estate 
 investments.  Any loan proceeds or debt service related to this transaction should be included in projections for other 
 sources or uses.
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CERTIFICATIONS

Biographical and Financial Report Certification (Individual Applicant) 

I understand that the appropriate federal banking agency may conduct extensive checks into my background, experience, 
and related matters in conjunction with my application or filing. I certify that the information contained in the biographical 
report and financial report, including all attachments, has been carefully examined by me and is true, correct, and 
complete. I acknowledge that any misrepresentation or omission of a material fact constitutes fraud in the inducement 
and may subject me to legal sanctions provided by 18 U.S.C. §§ 1001 and 1007. 

Signed this 

Day
day of

Month
,

Year

Signature

Print or Type Name

Title (if applicable)

Signature

Print or Type Name

Title (if applicable)

Financial Report Certification (If filing joint financial statements, Individual Applicant's spouse must complete
the following certification.) 

I understand that the appropriate federal banking agency may conduct extensive checks in conjunction with the 
information contained in the joint financial report.  I certify that the information contained in the joint financial report, 
including all attachments, has been carefully examined by me and is true, correct, and complete.  I acknowledge that any 
misrepresentation or omission of a material fact constitutes fraud in the inducement and may subject me to legal 
sanctions provided by 18 U.S.C. §§ 1001 and 1007. 

Signed this 
Day

day of
Month

,
Year

Signature

Print or Type Name

Title (if applicable) Title (if applicable)

Print or Type Name

Signature

.

.
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NOTICE REGARDING THE COLLECTION AND USE OF SOCIAL SECURITY NUMBERS 
Office of Financial Regulation  

Incorporated by Reference in Rule 69U-100.03852, F.A.C 
(effective __/____) 

 
Form OFR-U-10, which is incorporated by reference in Rule 69U-100.03852, F.A.C., requests 

that the applicant provide his or her social security number. In accordance with section 119.071(5)(a), 
Florida Statutes (“F.S.”), the OFR gives the following notice to applicants regarding the OFR’s 
collection and use of social security numbers: 
 (a) The OFR’s collection of social security numbers is not expressly authorized by or 
mandatory under federal or state law, but it is imperative for the performance of the OFR’s duties and 
responsibilities as prescribed by sections 655.0385, 658.20, 658.235, and 658.28, F.S., to ensure the 
safe and sound management and operations of financial institutions in this state. 
 (b) Social security numbers collected by the OFR may not be used by the OFR for any purpose 
other than the purpose provided in this notice. 
 (c) Social security numbers held by the OFR are confidential and exempt from section 
119.07(1), F.S., and Section 24(a), Article I of the State Constitution. This exemption does not 
supersede any federal law prohibiting the release of social security numbers or any other applicable 
public records exemption for social security numbers existing prior to May 13, 2002, or created 
thereafter. 
 (d) Social security numbers held by the OFR may be disclosed if any of the following apply: 
 1. The disclosure of the social security number is expressly required by federal or state law or 
a court order; 
 2. The disclosure of the social security number is necessary for the receiving agency or 
governmental entity to perform its duties and responsibilities; 
 3. The individual expressly consents in writing to the disclosure of his or her social security 
number; 
 4. The disclosure of the social security number is made to comply with the USA Patriot Act 
of 2001, Pub. L. No. 107-56, or Presidential Executive Order 13224; 
 5. The disclosure of the social security number is made to a commercial entity for the 
permissible uses set forth in the federal Driver’s Privacy Protection Act of 1994, 18 U.S.C. sections 
2721 et seq.; the Fair Credit Reporting Act, 15 U.S.C. sections 1681 et seq.; or the Financial Services 
Modernization Act of 1999, 15 U.S.C. sections 6801 et seq., provided that the authorized commercial 
entity complies with the requirements of this paragraph; 
 6. The disclosure of the social security number is for the purpose of the administration of 
health benefits for an agency employee or his or her dependents; 
 7. The disclosure of the social security number is for the purpose of the administration of a 
pension fund administered for the agency employee’s retirement fund, deferred compensation plan, 
or defined contribution plan; or 
 8. The disclosure of the social security number is for the purpose of the administration of the 
Uniform Commercial Code by the office of the Secretary of State. 
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FORM OFR-U-10A 
(ADDENDUM TO FORM OFR-U-10) 

AUTHORIZATION FOR RELEASE OF CONFIDENTIAL INFORMATION 
 

Please fully execute each authorization below. This form permits physical presence or online notarization in accordance with 
Chapter 117, Parts I and II, Florida Statutes (2019).  Electronic notarization that complies with section 117.021, Florida Statutes, 
is permitted as well. The notarial certificate may be modified as necessary to conform with those requirements. 

 
TO WHOM IT MAY CONCERN: 

I, ______________________________________, hereby authorize and request every person, firm, officer, corporation, 
association, organization or institution having control of any documents, records or other information pertaining to me to furnish 
the original or copies of any such documents, records or other information to the Florida Office of Financial Regulation or any 
of its authorized representatives for purposes of inspection or copying pursuant to Florida Statutes. 
 

__________________________________________ 
SIGNATURE (Valid for 6 months from date signed) 
 

STATE OF FLORIDA 

COUNTY OF ____________________ 
 
The foregoing instrument was acknowledged before me by means of ☐ physical presence or ☐ online notarization,  
this ____ day of _________________, ______, by _______________________________________. 
 
______________________________________ 
Signature of Notary Public – State of Florida 

______________________________________ 
Print, Type or Stamp Commissioned Name of Notary Public 
 
☐ Personally Known  OR  ☐ Produced Identification - Type:____________________________________ 
 
 
TO WHOM IT MAY CONCERN: 

I, ______________________________________, hereby authorize and request every person, firm, officer, corporation, 
association, organization or institution having control of any documents, records or other information pertaining to me to furnish 
the original or copies of any such documents, records or other information to the Florida Office of Financial Regulation or any 
of its authorized representatives for purposes of inspection or copying pursuant to Florida Statutes. 
 

__________________________________________ 
SIGNATURE (Valid for 6 months from date signed) 

STATE OF FLORIDA 

COUNTY OF ____________________ 
 
The foregoing instrument was acknowledged before me by means of ☐ physical presence or ☐ online notarization,  
this ____ day of _________________, ______, by _______________________________________. 
 
______________________________________ 
Signature of Notary Public – State of Florida 

______________________________________ 
Print, Type or Stamp Commissioned Name of Notary Public 
 
☐ Personally Known  OR  ☐ Produced Identification - Type:____________________________________ 
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Bank Secrecy Act/ 
Anti-Money Laundering 
Examination Manual 

Federal Financial Institutions Examination Council 
Board of Governors of the Federal Reserve System, Federal Deposit Insurance Corporation, 

National Credit Union Administration, Office of the Comptroller of the Currency, 
Consumer Financial Protection Bureau and State Liaison Committee 

April 2020 Update 
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SCOPING AND PLANNING 

SCOPING AND PLANNING INTRODUCTION 
Objective:  Develop an understanding of the bank’s money laundering, terrorist financing 
(ML/TF), and other illicit financial activity risk profile.  Based on the bank’s risk profile, 
develop a risk-focused examination scope, and document the Bank Secrecy Act/anti-money 
laundering (BSA/AML) examination plan.   

Examiners assess the adequacy of the bank’s Bank Secrecy Act/anti-money laundering 
(BSA/AML) compliance program, relative to its risk profile, and the bank’s compliance with 
BSA regulatory requirements.  The scoping and planning process enables examiners to 
understand the money laundering, terrorist financing (ML/TF), and other illicit financial 
activity risk profile of the bank.  The scoping and planning process also enables examiners to 
focus their reviews of risk management practices and compliance with BSA requirements on 
areas of greatest ML/TF and other illicit financial activity risks.  Examiners assess whether 
the bank has developed and implemented adequate processes to identify, measure, monitor, 
and control those risks and comply with BSA regulatory requirements.   

The scoping and planning process should include determining BSA/AML examination 
staffing needs, including technical expertise, and identifying the BSA/AML examination and 
testing procedures to be completed.  The federal banking agencies generally allocate more 
resources to higher-risk areas and fewer resources to lower-risk areas.  Each section in this 
Manual includes an introductory overview and accompanying examination and testing 
procedures, as applicable, for examiners to follow. 

Whenever possible, the scoping and planning process should be completed before the onsite 
portion of the examination, although some information may not be available during this 
process.  The scope of a BSA/AML examination varies by bank and should be tailored 
primarily to the bank’s risk profile.  Other factors to consider in determining the examination 
scope may include the bank’s size or complexity, and organizational structure.  The request 
letter should also be tailored to, and correspond with, the planned examination scope.1   

The scoping and planning process generally begins with a review of the bank’s BSA/AML 
risk assessment, independent testing (audit), analyses and conclusions from previous 
examinations, other information available through offsite and ongoing monitoring processes, 
and request letter items received from the bank.2  Subsections of Scoping and Planning 
provide information to help examiners understand the bank’s risk profile and develop the 
BSA/AML examination plan.   

Many banks rely on technology to aid in BSA/AML compliance and, therefore, the scoping 
and planning process should include developing an understanding of the bank’s information 

1 For purposes of this Manual, a request letter also means a pre-examination request list or a first day request 
letter.  
2 For purposes of this Manual, references to the terms “independent testing” and “audit” are synonymous. 
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technology sources, systems, and processes used in the BSA/AML compliance program.  
This information assists examiners in the scoping and planning process to determine what, if 
any, additional examiner subject matter expertise is warranted.   

Office of Foreign Assets Control (OFAC) regulations are not part of the BSA, and an OFAC 
review is not required during each examination cycle.  However, OFAC compliance 
programs are frequently assessed in conjunction with BSA/AML examinations.  Factors to 
consider when determining whether to include a review of OFAC compliance in the 
examination scope include the bank’s OFAC risk profile, in particular the number, dollar 
amount, and type of international activity; the bank’s size or complexity; and organizational 
structure.  The federal banking agencies’ primary role relative to OFAC is to evaluate the 
sufficiency of the bank’s implementation of policies, procedures, and processes for 
complying with OFAC-administered laws and regulations, not to identify apparent OFAC 
violations.3  If OFAC compliance will be part of the review, examiners should also review 
the bank’s OFAC risk assessment and related independent testing to determine the 
appropriate scope of the review.  Refer to the Office of Foreign Assets Control section for 
more information. 

 

Return to Contents 

 

3 OFAC determines violations of its regulations.  
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RISK-FOCUSED BSA/AML SUPERVISION 
Objective:  Based on the bank’s risk profile, determine the BSA/AML examination activities 
necessary to assess the adequacy of the bank’s BSA/AML compliance program and the 
bank’s compliance with BSA regulatory requirements.   

The agencies use a risk-focused approach for planning and performing BSA/AML 
examinations, which is reinforced in the “Joint Statement on the Risk-Focused Approach to 
BSA/AML Supervision.”4  Examiners should assess the adequacy of the bank’s BSA/AML 
compliance program, relative to its risk profile, and the bank’s compliance with BSA 
regulatory requirements.  The extent of BSA/AML examination activities necessary to assess 
the bank generally depends on the bank’s risk profile and the quality of risk management 
processes to identify, measure, monitor, and control risks, and to report potential ML/TF and 
other illicit financial activity.  Given that banks vary in size, complexity, and organizational 
structure, each bank has a unique risk profile, and the scope of a BSA/AML examination 
varies by bank.   

To conduct risk-focused BSA/AML examinations, examiners should tailor their examination 
plans, including examination and testing procedures, to each bank’s risk profile.  To 
understand the bank’s risk profile, examiners should consider available information 
including, but not limited to, the following: 

• The bank’s BSA/AML risk assessment. 

• Independent testing or audits.  

• Analyses and conclusions from previous examinations. 

• Management’s responses, including the current status of issues, regarding 
independent testing or audit results and examination findings. 

• Offsite and ongoing monitoring. 

• Information received from the bank in response to the request letter. 

• Other communications with the bank. 

• BSA reporting available from the Financial Crimes Enforcement Network (FinCEN). 

As explained in more detail below, examiners should review the bank’s BSA/AML risk 
assessment and independent testing when evaluating the bank’s ability to identify, measure, 
monitor, and control risks.  BSA/AML risk assessments and independent testing that properly 
consider and test all risk areas (including products, services, customers, and geographic 

4 “Joint Statement on the Risk-Focused Approach to BSA/AML Supervision,” issued by the Board of 
Governors of the Federal Reserve System (Federal Reserve), the Federal Deposit Insurance Corporation 
(FDIC), the Financial Crimes Enforcement Network (FinCEN), the National Credit Union Administration 
(NCUA), and the Office of the Comptroller of the Currency (OCC), July 22, 2019. 
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locations in which the bank operates and conducts business) are used in determining the 
BSA/AML examination and testing procedures that should be performed.5   

BSA/AML Risk Assessment 

The scoping and planning process is guided by examiner review of the BSA/AML risk 
assessment for the bank.  The information contained in the BSA/AML risk assessment assists 
examiners in developing an understanding of the bank’s risk profile, risk-focusing the 
examination scope, and assessing the adequacy of the bank’s overall BSA/AML compliance 
program and its compliance with BSA regulatory requirements.   

The BSA/AML Risk Assessment section provides information and procedures for examiners in 
determining whether the bank has developed a risk assessment process that adequately 
identifies the ML/TF and other illicit financial activity risks within its banking operations.  If 
the bank has not developed a BSA/AML risk assessment, this fact should be discussed with 
management.  Whenever the bank has not completed a BSA/AML risk assessment, or the 
BSA/AML risk assessment is inadequate, examiners must develop a BSA/AML risk 
assessment for the bank.   

Independent Testing 

Examiners should obtain and evaluate independent testing (audit) report(s) of the bank’s 
BSA/AML compliance program, including any scope and supporting workpapers.  The 
independent testing should be conducted by the internal audit department, outside auditors, 
consultants, or other qualified independent parties (not involved in the function being tested 
or other BSA-related functions at the bank that may present a conflict of interest or lack of 
independence).  Independent testing results should be reported directly to the board of 
directors or a designated board committee composed primarily, or completely, of outside 
directors.   

The scope and quality of independent testing may provide examiners with information 
regarding the bank’s particular risks, how these risks are being managed and controlled, and 
the status of the bank’s BSA compliance.  Independent testing report(s) and supporting 
workpapers can assist examiners in understanding audit coverage and the quality and 
quantity of transaction testing that was performed as part of the independent testing.  This 
knowledge assists examiners in risk-focusing the BSA/AML examination plan by identifying 
areas for greater (or lesser) review, and by identifying when additional examination and 
testing procedures may be necessary. 

If the bank’s independent testing is adequate, findings from the independent testing may be 
leveraged to reduce the examination areas covered and the testing necessary to assess the 
bank’s BSA/AML compliance program.  To determine the adequacy of the bank’s 
independent testing, examiners should determine whether the testing was independent and 

5 As appropriate, examiners should consider aspects of these risk areas, including transaction activity (such as 
the number and dollar amount of cash and wire transfer activity) and distribution channels (such as mobile 
banking or third parties), which may impact the risks. 
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assessed all appropriate ML/TF and other illicit financial activity risks within the bank’s 
operations.  Examiners must have access to the appropriate independent testing scope and 
supporting workpapers to leverage findings from the bank’s independent testing.  Refer to the 
BSA/AML Independent Testing section for more information.   

BSA Reporting Available From FinCEN 

FinCEN Query is the system used to access all BSA reports.  BSA/AML examination 
planning should include an analysis of BSA reports that the bank has filed, such as 
Suspicious Activity Reports (SARs), Currency Transaction Reports (CTRs), and CTR 
exemptions, for a defined time period.  SARs, CTRs, and CTR exemptions may be exported, 
downloaded, or obtained directly online from FinCEN Query.  Each federal banking agency 
has staff authorized to obtain this data from FinCEN Query.  When requesting searches from 
FinCEN Query, examiners should contact the appropriate person(s) within their agency 
sufficiently in advance of the examination start date to obtain the requested information.  
When a bank has recently purchased or merged with another bank, examiners should obtain 
SARs, CTRs, and CTR exemptions data on the acquired bank.6 

Downloaded information from FinCEN Query may be important to the examination, as it 
helps examiners: 

• Identify high-volume currency customers. 

• Identify the volume and characteristics of SARs filed. 

• Identify frequent SAR subjects. 

• Identify the volume and nature of CTRs and CTR exemptions.  

• Select accounts, transactions, or BSA filings for testing, if warranted. 

The federal banking agencies do not have targeted volumes or “quotas” for SAR and CTR 
filings.  Examiners should not criticize a bank solely because the number of SARs or CTRs 
filed is lower than the number of SARs or CTRs filed by “peer” banks.  However, as part of 
the examination, examiners should consider significant changes in the volume or nature of 
BSA filings and assess potential reasons for these changes. 

Information available through FinCEN Query is sensitive, and in some instances 
confidential, and may only be retrieved and used by examiners for official business.  The 
dissemination of information obtained through FinCEN Query is subject to specific legal 
requirements, restrictions, and conditions.  Examiners must adhere to the “FinCEN Re-
Dissemination Guidelines for Bank Secrecy Act Information” and the “FinCEN Bank 
Secrecy Act Information Access Security Plan” when accessing information through FinCEN 

6 If a bank merges with a non-bank financial institution covered by BSA filing obligations (such as an insurance 
company, a money services business, or a broker-dealer), the examiner should obtain relevant filings from 
FinCEN Query. 
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Query.  These documents can be obtained through each agency’s FinCEN Query coordinator 
and should be reviewed by anyone accessing FinCEN Query. 

Risk-Focused Testing 

Examiners perform testing to assess the adequacy of the bank’s BSA/AML compliance 
program, relative to its risk profile, and the bank’s compliance with BSA regulatory 
requirements.  Examiners also perform testing to assess the implementation of policies, 
procedures, and processes, and to evaluate controls, information technology sources, 
systems, and processes used for BSA compliance.   

Testing performed during BSA/AML examinations should be risk-focused and can take the 
form of testing specific transactions, or performing analytical or other reviews.  Examiners 
must perform some testing during each BSA/AML examination cycle.  Testing may focus on 
any of the regulatory requirements and may address different areas of the BSA/AML 
compliance program, but may not be necessary for every regulation or BSA area examined.  
Where transaction testing typically involves reviewing specific transactions or files, 
analytical reviews are usually higher level without transaction or file details, such as 
analyzing reports. 

Under a risk-focused examination approach, the size and composition of the sample selected 
for testing, as well as the type of testing, should be commensurate with the bank’s risk profile 
and the examination scope.  While examiners generally test different areas in successive 
examinations, it may be appropriate to test the same areas in successive examinations based 
on previous examination findings, as well as the bank’s risk profile and risk assessment, 
including any changes therein.  Examiners should limit the extent and type of testing for 
smaller or less complex institutions with lower risk profiles for ML/TF and other illicit 
financial activity.  Examples of testing may include the following: 

• Sampling suspicious activity alerts, discussing (at a high level) the investigation 
process with staff, and reviewing the decision-making process regarding SAR filings. 

• Determining whether reports, such as SARs and CTRs, are complete and accurate. 

• Comparing filed CTRs against reportable transactions that can be identified on the 
bank’s large cash transaction report.  

• Determining whether eligible Phase II CTR-exempt customers (non-listed businesses) 
have been exempted appropriately by reviewing annual reportable cash transactions. 

• Confirming the bank has collected and verified Customer Identification Program 
(CIP) and collected customer due diligence (CDD) data on a sample of new accounts. 

• Determining whether the bank has collected beneficial ownership information on a 
sample of legal entity customers by comparing internal reports with customer files.  

• Determining whether independent testing findings have been reported to the board of 
directors, or to a designated board committee, by reviewing the board or committee 
minutes.   
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• Comparing staff training records with the standards outlined in the bank’s training 
policy.   

When determining the testing to perform, examiners should consider changes in the bank’s 
business strategies, geographic locations, transaction activity, products, services, customer 
types, operations, and/or technology.  Banks that have had significant changes in these areas 
since the previous BSA/AML examination may need more extensive testing to determine the 
adequacy of the BSA/AML compliance program.   

Testing should be sufficient to assess the bank’s adherence to, and the appropriateness of, its 
policies, procedures, and processes.  Procedures for testing are found within the specific 
examination procedures sections of this Manual.  Examiners should document in the 
BSA/AML examination plan the rationale regarding the extent and type of testing to be 
performed.  The scope of testing can be expanded to address any issues or concerns identified 
as part of examination activities.  Examiners should also document the rationale for changes 
to the scope of testing. 

 

Return to Contents 
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RISK-FOCUSED BSA/AML SUPERVISION EXAMINATION 
PROCEDURES 

Objective:  Determine the examination activities necessary to assess the adequacy of the 
bank’s BSA/AML compliance program, relative to its risk profile, and the bank’s compliance 
with BSA regulatory requirements.  If included within the scope of the examination, 
determine appropriate OFAC compliance examination activities. 

1. Obtain and review the following documents, as appropriate:  

• Prior examination reports, supporting workpapers, management’s responses to any 
previously identified BSA issues, and any recommendations for the next examination. 

• The BSA/AML risk assessment, if one has been completed by the bank.  If the bank 
has not developed a BSA/AML risk assessment, examiners must develop one.  Refer 
to the BSA/AML Risk Assessment section for more information. 

• The bank’s internal and external BSA/AML independent testing (audit) report(s), 
including any scope and supporting workpapers. 

• Management’s responses, including the current status of issues, regarding 
independent testing or audit results and examination findings. 

• Any other information available through the offsite and ongoing monitoring process 
or from information received from the bank in response to the request letter.  This 
may include: 

o BSA reporting available from FinCEN.  

o Any other information or correspondence obtained between examinations related 
to the BSA/AML compliance program, including systems and processes the bank 
uses to monitor and file on currency transactions and suspicious activity, law 
enforcement inquiries or engagements, or higher-risk banking operations. 

2. Determine whether independent testing is adequate and may be leveraged for use in 
assessing the bank’s BSA/AML compliance program and the bank’s compliance with 
BSA regulatory requirements.  To determine the adequacy, consider whether testing was 
independent and assessed all appropriate ML/TF and other illicit financial activity risks 
within the bank’s operations, and consider whether access was provided to the 
appropriate independent testing scope and supporting workpapers.   

3. Review SARs, CTRs, and CTR exemption information.  As appropriate, determine 
accounts that should be considered for further testing.  Consider and analyze the 
information below for unusual patterns.  

• High-volume currency customers. 

• The volume and characteristics of SARs filed. 

• Frequent SAR subjects. 

• The volume and nature of CTRs and CTR exemptions.  
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• The volume of SARs and CTRs in relation to the bank’s products and services, size, 
asset or deposit growth, and geographic locations 

4. Review correspondence between the bank and its regulator(s), if not already completed 
by the examiner-in-charge or other examination personnel.  In addition, review 
correspondence that the bank and its regulator(s) have received from, or sent to, outside 
regulatory and law enforcement agencies relating to BSA/AML compliance.  
Communications, particularly those received from FinCEN, may provide information 
relevant to the examination, such as the following: 

• Filing errors for SARs, CTRs, and CTR exemptions from FinCEN’s BSA E-Filing 
System.   

• Civil money penalties issued by, or in process from, FinCEN or state agencies. 

• Law enforcement subpoenas, seizures, or “keep-open” requests. 

• Notification of mandatory account closures of noncooperative foreign customers 
holding correspondent accounts as directed by the Secretary of the Treasury or the 
U.S. Attorney General. 

• Law enforcement letters acknowledging that the bank provided highly useful 
information, as necessary and relevant. 

• Participation in law enforcement-related information exchanges, as necessary and 
relevant. 

5. Review the bank’s information technology sources, systems, and processes used in its 
BSA/AML compliance program to determine whether additional examiner subject matter 
expertise is warranted. 

6. If included within the scope of the examination, review the bank’s policies, procedures, 
and processes for complying with OFAC-administered laws and regulations.  This should 
include the bank’s OFAC risk assessment, independent testing of its OFAC compliance 
program, and any correspondence between the bank and OFAC (e.g., periodic reporting 
of prohibited transactions and, if applicable, annual OFAC reports on blocked property, 
voluntary self-disclosures, and Cautionary or No Action Letters from OFAC).  Also, 
review the bank’s use of information technology sources, systems, and processes used in 
its OFAC compliance program to determine whether additional examiner subject matter 
expertise is warranted. 
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DEVELOPING THE BSA/AML EXAMINATION PLAN 
Objective:  Based on the bank’s risk profile, develop and document the BSA/AML 
examination plan, including the BSA/AML examination and testing procedures to be 
completed.  

Examiners must review a bank’s BSA/AML compliance program during each examination 
cycle by conducting appropriate examination and testing procedures.7  While the BSA/AML 
examination plan may be adjusted as a result of examination findings, an initial examination 
plan enables the examiner to establish the examination and testing procedures needed to 
assess the adequacy of the bank’s BSA/AML compliance program, relative to its risk profile, 
and the bank’s compliance with BSA regulatory requirements.  

Examiners should develop and document an initial BSA/AML examination plan based on 
their review of the information highlighted in the Risk-Focused BSA/AML Supervision 
section in this Manual.  At a minimum, examiners should assess the adequacy of the 
BSA/AML compliance program using the examination and testing procedures included in 
this section (Developing the BSA/AML Examination Plan) and in the Risk-Focused BSA/AML 
Supervision, BSA/AML Risk Assessment, Assessing the BSA/AML Compliance Program, and 
Developing Conclusions and Finalizing the Examination sections. 

In addition to the minimum examination and testing procedures, the following factors should 
be considered when determining additional examination and testing procedures, if any, to 
assess the adequacy of the bank’s BSA/AML compliance program and the bank’s 
compliance with BSA regulatory requirements:   

• The bank’s risk profile, size or complexity, and organizational structure. 

• The quality of independent testing. 

• Changes to the bank’s BSA/AML compliance officer or department. 

• Expansionary activities. 

• Innovations and new technologies.8  

• Other relevant factors.   

Examiners should consider which examination and testing procedures in the Assessing 
Compliance with BSA Regulatory Requirements section are appropriate.  BSA/AML 
examination and testing procedures specific to the bank’s products, services, customers, and 
geographic locations are found in Risks Associated with Money Laundering and Terrorist 
Financing.  Not all of the examination and testing procedures are likely to be applicable to 

7 Section 8(s) of the Federal Deposit Insurance Act and section 206(q) of the Federal Credit Union Act require a 
BSA/AML compliance examination during each supervisory cycle. (12 USC 1818(s); 12 USC1786(q)). 
8 “Joint Statement on Innovative Efforts to Combat Money Laundering and Terrorist Financing,” issued by the 
Federal Reserve, FDIC, FinCEN, NCUA, and OCC, December 3, 2018. 
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every bank or during every examination.  Examiners should document any changes to the 
examination plan resulting from findings that occur after the examination has started.   

At larger or more complex banking organizations, examiners may complete various types of 
BSA/AML examinations or targeted reviews throughout the supervisory plan or cycle to 
assess BSA/AML compliance.  These reviews, which are used to collectively assess the 
bank’s BSA/AML compliance program and compliance with BSA regulatory requirements, 
may focus on one or more business lines or customer types (e.g., private banking, trade 
finance, foreign correspondent banking relationships, or currency exchangers), or bank 
systems (e.g., suspicious activity monitoring or customer due diligence) based on the bank’s 
BSA/AML risk assessment, independent testing, and previous BSA/AML examination 
findings. 

Examiners should determine examination staffing needs based on the scope of work in the 
examination plan.  Consideration should be given to specific BSA/AML expertise needs 
based on the risk and complexity of the institution as well as information technology sources, 
systems and processes.  

Request Letter Items 

Once the examiner determines the necessary examination and testing procedures to be 
performed, the examiner should prepare a request letter to the bank.  Request letter items 
should be based on the bank’s products, services, customers, and geographic locations and 
should be tailored to the examination plan areas that will be reviewed rather than submitting 
a comprehensive list to the bank.  Additional materials may be requested as needed.  
Examples of request letter items are detailed in Appendix H - Request Letter Items. 
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DEVELOPING THE BSA/AML EXAMINATION PLAN 
EXAMINATION PROCEDURES 

Objective:  Based on the bank’s risk profile, develop and document a BSA/AML examination 
plan that includes the BSA/AML examination and testing procedures to be completed. 

1. Based on the review of relevant examination documents, in conjunction with the review 
of the bank’s BSA/AML risk assessment, develop and document an initial BSA/AML 
examination plan.  At a minimum, the plan should address: 

• The risk profile of the bank. 

• The scope and adequacy of the bank’s BSA/AML independent testing and whether 
the independent testing can be leveraged to assist in the assessment of the bank’s 
BSA/AML compliance program and the bank’s compliance with BSA regulatory 
requirements. 

• The examination staffing needs, including any subject matter expertise (BSA and 
non-BSA). 

• The scope of the BSA/AML examination, including the examination and testing 
procedures necessary to assess the adequacy of the bank’s BSA/AML compliance 
program, the bank’s compliance with BSA regulatory requirements, and the bank’s 
adherence to, and the appropriateness of, its policies, procedures, and processes.  

2. Based on the review of relevant examination information and the bank’s risk profile, 
determine the examination and testing procedures to be completed.  Determine the 
request letter items that are necessary to complete those examination and testing 
procedures.  Examples of request letter items are detailed in Appendix H - Request Letter 
Items.  Examiners are expected to review the request letter items provided by the bank 
prior to their onsite work. 
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BSA/AML RISK ASSESSMENT 

BSA/AML RISK ASSESSMENT 
Objective:  Review the bank’s BSA/AML risk assessment process, and determine whether the 
bank has adequately identified the ML/TF and other illicit financial activity risks within its 
banking operations. 

Examiners must develop an understanding of the bank’s ML/TF and other illicit financial 
activity risks to evaluate the bank’s BSA/AML compliance program.  This is primarily 
achieved by reviewing the bank’s BSA/AML risk assessment during the scoping and 
planning process.  This section is designed to provide standards for examiners to assess the 
adequacy of the bank’s BSA/AML risk assessment process. 

BSA/AML Risk Assessment Process  

To assure that BSA/AML compliance programs are reasonably designed to meet BSA 
regulatory requirements, banks structure their compliance programs to be risk-based.  While 
not a specific legal requirement, a well-developed BSA/AML risk assessment assists the 
bank in identifying ML/TF and other illicit financial activity risks and in developing 
appropriate internal controls (i.e., policies, procedures, and processes).  Understanding its 
risk profile enables the bank to better apply appropriate risk management processes to the 
BSA/AML compliance program to mitigate and manage risk and comply with BSA 
regulatory requirements.  The BSA/AML risk assessment process also enables the bank to 
better identify and mitigate any gaps in controls.  The BSA/AML risk assessment should 
provide a comprehensive analysis of the bank’s ML/TF and other illicit financial activity 
risks.  Documenting the BSA/AML risk assessment in writing is a sound practice to 
effectively communicate ML/TF and other illicit financial activity risks to appropriate bank 
personnel.  The BSA/AML risk assessment should be provided to all business lines across 
the bank, the board of directors, management, and appropriate staff.   

The development of the BSA/AML risk assessment generally involves the identification of 
specific risk categories (e.g., products, services, customers, and geographic locations) unique 
to the bank, and an analysis of the information identified to better assess the risks within 
these specific risk categories.   

Identification of Specific Risk Categories 

Generally, the first step in developing the risk assessment is to identify the bank’s risk 
categories.  Money laundering, terrorist financing, or other illicit financial activities can 
occur through any number of different methods or channels.  A spectrum of risks may be 
identifiable even within the same risk category.  The bank’s BSA/AML risk assessment 
process should address the varying degrees of risk associated with its products, services, 
customers, and geographic locations, as appropriate.  Improper identification and assessment 
of risk can have a cascading effect, creating deficiencies in multiple areas of internal controls 
and resulting in an overall weakened BSA/AML compliance program.  
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The identification of risk categories is bank-specific, and a conclusion regarding the risk 
categories should be based on a consideration of all pertinent information.  There are no 
required risk categories, and the number and detail of these categories vary based on the 
bank’s size or complexity, and organizational structure.  Any single indicator does not 
necessarily determine the existence of lower or higher risk.   

The subsections within Risks Associated with Money Laundering and Terrorist Financing 
provide information and discussions on certain products, services, customers, and geographic 
locations that may present unique challenges and exposures, which banks may need to 
address through specific policies, procedures, and processes.   

Analysis of Specific Risk Categories 

Generally, the second step in developing the BSA/AML risk assessment entails an analysis of 
the information obtained when identifying specific risk categories.  The purpose of this 
analysis is to assess ML/TF and other illicit financial activity risks in order to develop 
appropriate internal controls to mitigate overall risk.  This step may involve evaluating 
transaction data pertaining to the bank’s activities relative to products, services, customers, 
and geographic locations.  For example, it may be useful to quantify risk by assessing the 
number and dollar amount of domestic and international funds transfers, the nature of private 
banking customers or foreign correspondent accounts, the existence of payable through 
accounts, and the domestic and international geographic locations where the bank conducts 
or transacts business.  A detailed analysis is important, because the risks associated with the 
bank’s activities vary.  Additionally, the appropriate level and sophistication of the analysis 
varies by bank.   

The following example illustrates the value of the two-step risk assessment process.  The 
information collected by two banks in the first step reflects that each sends 100 international 
funds transfers per day.  Further analysis by the first bank shows that approximately 90 
percent of its funds transfers are recurring well-documented transactions for long-term 
customers.  Further analysis by the second bank shows that 90 percent of its funds transfers 
are nonrecurring or are processed for noncustomers.  While these percentages appear to be 
the same, the risks may be different.  This example illustrates that information collected for 
purposes of the bank’s customer identification program and developing the customer due 
diligence customer risk profile is important when conducting a detailed analysis.  Refer to the 
Customer Identification Program, Customer Due Diligence, and Appendix J – Quantity of 
Risk Matrix sections for more information.   

Various methods and formats may be used to complete the BSA/AML risk assessment; 
therefore, there is no expectation for a particular method or format.  Bank management 
designs the appropriate method or format and communicates the ML/TF and other illicit 
financial activity risks to all appropriate parties.  When the bank has established an 
appropriate BSA/AML risk assessment process, and has followed existing policies, 
procedures, and processes, examiners should not criticize the bank for individual risk or 
process decisions unless those decisions impact the adequacy of some aspect of the bank’s 
BSA/AML compliance program or the bank’s compliance with BSA regulatory 
requirements. 
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Updating the Risk Assessment 

Generally, risk assessments are updated (in whole or in part) to include changes in the bank’s 
products, services, customers, and geographic locations and to remain an accurate reflection 
of the bank’s ML/TF and other illicit financial activity risks. For example, the bank may need 
to update its BSA/AML risk assessment when new products, services, and customer types are 
introduced or the bank expands through mergers and acquisitions.  However, there is no 
requirement to update the BSA/AML risk assessment on a continuous or specified periodic 
basis. 

Assessing the Bank’s BSA/AML Risk Assessment 

When evaluating the BSA/AML risk assessment, examiners should focus on whether the 
bank has effective processes resulting in a well-developed BSA/AML risk assessment.  
Examiners should not take any single indicator as determinative of the existence of a lower- 
or higher-risk profile for the bank.  The assessment of risk factors is bank-specific, and a 
conclusion regarding the risk profile should be based on a consideration of all pertinent 
information.  The bank may determine that some factors should be weighted more heavily 
than others.  For example, the number of funds transfers may be one factor the bank 
considers when assessing risk.  However, to identify and weigh the risks, the bank’s risk 
assessment process may need to consider other factors associated with those funds transfers, 
such as whether they are international or domestic, the dollar amounts involved, and the 
nature of the customer relationships.  Regardless of the bank’s approach, sound practice 
would be to document the factors considered, including any weighting. 

Examiners should assess whether the bank has developed a BSA/AML risk assessment that 
identifies its ML/TF and other illicit financial activity risks.  Examiners should also assess 
whether the bank has considered all products, services, customers, and geographic locations, 
and whether the bank analyzed the information relative to those risk categories.   

For the purposes of the examination, whenever the bank has not developed a BSA/AML risk 
assessment, or the BSA/AML risk assessment is inadequate, examiners must develop a 
BSA/AML risk assessment for the bank based on available information.  An examiner-
developed BSA/AML risk assessment generally is not as comprehensive as one developed by 
the bank.  Examiners should have a general understanding of the bank’s ML/TF and other 
illicit financial activity risks from the examination scoping and planning process.  This 
information should be evaluated using the two-step approach detailed in the BSA/AML Risk 
Assessment Process subsection above.  Examiners may also refer to Appendix J - Quantity of 
Risk Matrix when completing this evaluation. 

Developing a BSA/AML Compliance Program Based on the BSA/AML 
Risk Assessment 

The bank structures its BSA/AML compliance program to address its risk profile, based on 
the bank’s assessment of risks, as well as to comply with BSA regulatory requirements.  
Specifically, the bank should develop appropriate policies, procedures, and processes to 
monitor and control its ML/TF and other illicit financial activity risks.  For example, the 
bank’s monitoring system to identify, research, and report suspicious activity should be risk-
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based to incorporate any necessary additional screening for higher-risk products, services, 
customers, and geographic locations as identified by the bank’s BSA/AML risk assessment.  
Independent testing (audit) should review the bank’s BSA/AML risk assessment, including 
how it is used to develop the BSA/AML compliance program.  Refer to Appendix I - Risk 
Assessment Link to the BSA/AML Compliance Program for a chart depicting the expected 
link of the BSA/AML risk assessment to the BSA/AML compliance program. 

Consolidated BSA/AML Risk Assessment 

Banks that choose to implement a consolidated or partially consolidated BSA/AML 
compliance program should assess risk within business lines and across activities and legal 
entities.  Consolidating ML/TF and other illicit financial activity risks for larger or more 
complex banking organizations may assist senior management and the board of directors in 
identifying, understanding, and appropriately mitigating risks within and across the banking 
organization.  To understand ML/TF and other illicit financial activity risk exposures, the 
banking organization should communicate across all business lines, activities, and legal 
entities.  Identifying a vulnerability in one aspect of the banking organization may indicate 
vulnerabilities elsewhere.  Refer to the BSA/AML Compliance Program Structures section for 
more information. 
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BSA/AML RISK ASSESSMENT EXAMINATION PROCEDURES 
Objective.  Determine the adequacy of the bank’s BSA/AML risk assessment process, and 
determine whether the bank has adequately identified the ML/TF and other illicit financial 
activity risks within its banking operations. 

1. Determine whether the bank has identified ML/TF and other illicit financial activity risks 
associated with the products, services, customers, and geographic locations unique to the 
bank.   

2. Determine whether the bank has analyzed, and assessed the ML/TF and other illicit financial 
activity risks within the products, services, customers, and geographic locations unique to the 
bank.   

3. Determine whether the bank has a process for updating its BSA/AML risk assessment as 
necessary to reflect changes in the bank’s products, services, customers, and geographic 
locations and to remain an accurate reflection of its ML/TF and other illicit financial activity 
risks.  

4. If the bank has not developed a BSA/AML risk assessment, or if the BSA/AML risk 
assessment is inadequate, complete a BSA/AML risk assessment for the bank. 

5. Document and discuss with the bank any findings related to the BSA/AML risk assessment 
process. 

 

Return to Contents 

 

 

Page 531 of 1882



ASSESSING THE BSA/AML COMPLIANCE PROGRAM 

ASSESSING THE BSA/AML COMPLIANCE PROGRAM 
Objective:  Assess whether the bank has designed, implemented, and maintains an adequate 
BSA/AML compliance program that complies with BSA regulatory requirements.  

Banks must establish and maintain procedures reasonably designed to assure and monitor 
compliance with BSA regulatory requirements (BSA/AML compliance program).9  The 
BSA/AML compliance program10 must be written, approved by the board of directors,11 and 
noted in the board minutes.  To achieve the purposes of the BSA, the BSA/AML compliance 
program should be commensurate with the bank’s ML/TF and other illicit financial activity risk 
profile.  Refer to the BSA/AML Risk Assessment section and Appendix I - Risk Assessment Link to 
the BSA/AML Compliance Program for more information.   

Written policies, procedures, and processes alone are not sufficient to have an adequate 
BSA/AML compliance program; practices that correspond with the bank’s written policies, 
procedures, and processes are needed for implementation.  Importantly, policies, procedures, 
processes, and practices should align with the bank’s unique ML/TF and other illicit financial 
activity risk profile.  The BSA/AML compliance program must provide for the following 
requirements:12 

• A system of internal controls to assure ongoing compliance. 

• Independent testing for compliance to be conducted by bank personnel or by an outside 
party. 

• Designation of an individual or individuals responsible for coordinating and monitoring 
day-to-day compliance (BSA compliance officer). 

• Training for appropriate personnel. 

In addition, the BSA/AML compliance program must include a customer identification program 
(CIP) with risk-based procedures that enable the bank to form a reasonable belief that it knows 

9 12 USC 1818(s) and 12 USC 1786(q). 
10 The Federal Reserve requires Edge and agreement corporations and U.S. branches, agencies, and other offices of 
foreign banks supervised by the Federal Reserve to establish and maintain procedures reasonably designed to ensure 
and monitor compliance with the BSA and related regulations (refer to Regulation K, 12 CFR 211.5(m)(1) and 12 
CFR 211.24(j)(1)).  Because the BSA does not apply extraterritorially, foreign offices of domestic banks are 
expected to have policies, procedures, and processes in place to protect against risks of money laundering and 
terrorist financing (12 CFR 208.63, 12 CFR 326.8, and 12 CFR 21.21). 
11 The Federal Reserve, the FDIC, and the OCC, each require the U.S. branches, agencies, and representative offices 
of the foreign banks they supervise operating in the United States to develop written BSA compliance programs that 
are approved by their respective bank’s board of directors and noted in the minutes, or that are approved by 
delegates acting under the express authority of their respective bank’s board of directors to approve the BSA 
compliance programs.  “Express authority” means the head office must be aware of its U.S. AML program 
requirements and there must be some indication of purposeful delegation.   
12 12 CFR 208.63, 12 CFR 211.5(m), and 12 CFR 211.24(j) (Federal Reserve); 12 CFR 326.8 (FDIC); 12 CFR 
748.2 (NCUA); 12 CFR 21.21 (OCC). 
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the true identity of its customers.  The BSA/AML compliance program must also include 
appropriate risk-based procedures for conducting ongoing customer due diligence (CDD) and 
complying with beneficial ownership requirements for legal entity customers as set forth in 
regulations issued by Financial Crimes Enforcement Network (FinCEN).  Refer to the Customer 
Identification Program, Customer Due Diligence, and Beneficial Ownership Requirements for 
Legal Entity Customers sections for more information. 

The assessment of the adequacy of the bank’s BSA/AML compliance program is bank-specific, 
and examiners should consider all pertinent information.  A review of the bank’s written policies, 
procedures, and processes is a first step in determining the overall adequacy of the BSA/AML 
compliance program.  The completion of examination and testing procedures is necessary to 
support overall conclusions regarding the BSA/AML compliance program.  BSA/AML 
examination findings should be discussed with relevant bank management, and findings must be 
included in the report of examination (ROE) or supervisory correspondence. 

Preliminary Evaluation 

Once examiners complete the review of the bank’s BSA/AML compliance program, they should 
develop and document a preliminary assessment of the bank’s program.  At this point, examiners 
should revisit the initial BSA/AML examination plan to determine whether additional areas of 
review are necessary to assess the adequacy of the bank’s BSA/AML compliance program, 
relative to its risk profile, and the bank’s compliance with BSA regulatory requirements.  These 
adjustments to the initial examination plan could be based on information identified during the 
review, such as a new product or business line at the bank or independent testing report findings.  
Examiners should document and support any changes to the examination plan, if necessary, then 
proceed to the applicable examination and testing procedures in Assessing Compliance with BSA 
Regulatory Requirements, Risks Associated with Money Laundering and Terrorist Financing, 
and Office of Foreign Assets Control.  Once all relevant examination and testing procedures are 
completed as documented in the examination plan, examiners should proceed to Developing 
Conclusions and Finalizing the Examination. 
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ASSESSING THE BSA/AML COMPLIANCE PROGRAM 
EXAMINATION PROCEDURES 

Objective:  Determine whether the bank has designed, implemented, and maintains an adequate 
BSA/AML compliance program that complies with BSA regulatory requirements. 

1. Confirm that the bank’s BSA/AML compliance program is written, has been approved by the 
board of directors, and that the approval was noted in the board minutes.   

2. Review the BSA/AML compliance program and determine whether it is tailored to the 
bank’s ML/TF and other illicit financial activity risk profile.  Determine whether the bank’s 
compliance program contains the following requirements: 

• A system of internal controls to assure ongoing compliance. 

• Independent testing for compliance to be conducted by bank personnel or an outside 
party. 

• Designation of an individual or individuals responsible for coordinating and monitoring 
day-to-day compliance (BSA compliance officer). 

• Training for appropriate personnel. 

3. Determine whether the bank’s CIP, risk-based CDD, and beneficial ownership procedures 
are included as part of the BSA/AML compliance program. 

4. Determine whether the initial BSA/AML examination plan should be adjusted based on new 
information identified during the examination.  Document and support any changes made. 
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BSA/AML INTERNAL CONTROLS 
Objective:  Assess the bank’s system of internal controls to assure ongoing compliance with 
BSA regulatory requirements.  

The board of directors, acting through senior management, is ultimately responsible for ensuring 
that the bank maintains a system of internal controls to assure ongoing compliance with BSA 
regulatory requirements.13  Internal controls are the bank’s policies, procedures, and processes 
designed to mitigate and manage ML/TF and other illicit financial activity risks and to achieve 
compliance with BSA regulatory requirements.  The board of directors plays an important role in 
establishing and maintaining an appropriate culture that places a priority on compliance, and a 
structure that provides oversight and holds senior management accountable for implementing the 
bank’s BSA/AML internal controls.  The system of internal controls, including the level and 
type, should be commensurate with the bank’s size or complexity, and organizational structure.  
Large or more complex banks may implement specific departmental internal controls for 
BSA/AML compliance.  Departmental internal controls typically address risks and compliance 
requirements unique to a particular line of business or department and are part of a 
comprehensive, bank-wide BSA/AML compliance program. 

Examiners should determine whether the bank’s internal controls are designed to assure ongoing 
compliance with BSA regulatory requirements and: 

• Incorporate the bank’s BSA/AML risk assessment and the identification of ML/TF and 
other illicit financial activity risks, along with any changes in those risks. 

• Provide for program continuity despite changes in operations, management, or employee 
composition or structure. 

• Facilitate oversight of information technology sources, systems, and processes that 
support BSA/AML compliance.  

• Provide for timely updates in response to changes in regulations. 

• Incorporate dual controls and the segregation of duties to the extent possible.  For 
example, employees who complete the reporting forms (such as suspicious activity 
reports (SARs), currency transaction reports (CTRs), and CTR exemptions) generally 
should not also be responsible for the decision to file the reports or grant the exemptions. 

• Include mechanisms to identify and inform the board of directors, or a committee thereof, 
and senior management of BSA compliance initiatives, identified compliance 
deficiencies and corrective action taken, and notify the board of directors of SARs filed.  

• Identify and establish specific BSA compliance responsibilities for bank personnel and 
provide oversight for execution of those responsibilities, as appropriate. 

13 12 CFR 208.63(c)(1), (Federal Reserve); 12 CFR 326.8(c)(1) (FDIC); 12 CFR 748.2(c)(1) (NCUA); 12 CFR 
21.21(d)(1) (OCC). 
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This list is not all-inclusive and should be tailored to reflect the bank’s ML/TF and other illicit 
financial activity risk profile.  More information concerning individual regulatory requirements 
and specific risk areas is in the Assessing Compliance with BSA Regulatory Requirements and 
Risks Associated with Money Laundering and Terrorist Financing sections. 

Examiners should determine whether the bank’s system of internal controls is designed to 
mitigate and manage the ML/TF and other illicit financial activity risks, and comply with BSA 
regulatory requirements.  Examiners should assess the adequacy of internal controls based on the 
factors listed above. 
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BSA/AML INTERNAL CONTROLS EXAMINATION 
PROCEDURES 

Objective:  Determine whether the bank has implemented a system of internal controls that 
assures ongoing compliance with BSA regulatory requirements. 

1. Determine whether the bank’s system of internal controls (i.e., policies, procedures, and 
processes) is designed to: 

• Mitigate and manage ML/TF and other illicit financial activity risks, and 

• Assure ongoing compliance with BSA regulatory requirements. 

2. Determine whether the internal controls:  

• Incorporate the bank’s BSA/AML risk assessment and the identification of ML/TF and 
other illicit financial activity risks, along with any changes in those risks. 

• Provide for program continuity despite changes in operations, management, or employee 
composition or structure. 

• Facilitate oversight of information technology sources, systems, and processes that 
support BSA/AML compliance.  

• Provide for timely updates to implement changes in regulations. 

• Incorporate dual controls and the segregation of duties to the extent possible.   

• Include mechanisms to identify and escalate BSA compliance issues to management and 
the board of directors, or a committee thereof, as appropriate. 

• Inform the board of directors, or a committee thereof, and senior management of 
compliance initiatives, identified compliance deficiencies, and corrective action taken, 
and notify the board of directors of SARs filed.  

• Identify and establish specific BSA compliance responsibilities for bank personnel and 
provide oversight for execution of those responsibilities, as appropriate. 
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BSA/AML INDEPENDENT TESTING 
Objective:  Assess the adequacy of the bank’s independent testing program. 

The purpose of independent testing (audit) is to assess the bank’s compliance with BSA 
regulatory requirements, relative to its risk profile, and assess the overall adequacy of the 
BSA/AML compliance program.  Independent testing should be conducted by the internal audit 
department, outside auditors, consultants, or other qualified independent parties.14 

Banks that do not employ outside auditors or consultants or do not have internal audit 
departments may comply with this requirement by using qualified bank staff who are not 
involved in the function being tested.  Banks engaging outside auditors or consultants should 
ensure that the persons conducting the BSA/AML independent testing are not involved in other 
BSA-related functions at the bank that may present a conflict of interest or lack of independence, 
such as training or developing policies and procedures.  Regardless of who performs the 
independent testing, the party conducting the BSA/AML independent testing should report 
directly to the board of directors or to a designated board committee comprised primarily, or 
completely, of outside directors.  Banks with a community focus, less complex operations, and 
lower-risk profiles for ML/TF and other illicit financial activities may consider utilizing a shared 
resource as part of a collaborative arrangement to conduct independent testing.15   

There is no regulatory requirement establishing BSA/AML independent testing frequency.  
Independent testing, including the frequency, should be commensurate with the ML/TF and other 
illicit financial activity risk profile of the bank and the bank’s overall risk management strategy. 
The bank may conduct independent testing over periodic intervals (for example, every 12-18 
months) and/or when there are significant changes in the bank’s risk profile, systems, 
compliance staff, or processes.  More frequent independent testing may be appropriate when 
errors or deficiencies in some aspect of the BSA/AML compliance program have been identified 
or to verify or validate mitigating or remedial actions.   

Independent testing of specific BSA requirements should be risk-based and evaluate the quality 
of risk management related to ML/TF and other illicit financial activity risks for significant 
banking operations across the organization.  Risk-based independent testing focuses on the 
bank’s risk assessment to tailor independent testing to the areas identified as being of greatest 
risk and concern.  Risk-based independent testing programs vary depending on the bank’s size or 
complexity, organizational structure, scope of activities, risk profile, quality of control functions, 
geographic diversity, and use of technology.  Risk-based independent testing should include 
evaluating pertinent internal controls and information technology sources, systems, and 
processes used to support the BSA/AML compliance program.  Consideration should also be 
given to the expansion into new product lines, services, customer types, and geographic locations 
through organic growth or merger activity. 

14 12 CFR 208.63(c)(2) (Federal Reserve); 12 CFR 326.8(c)(2) (FDIC); 12 CFR 748.2(c)2) (NCUA); 12 CFR 
21.21(d)(2) (OCC) 
15 For detailed information on collaborative arrangements see “Interagency Statement on Sharing Bank Secrecy Act 
Resources,” issued by Federal Reserve, FDIC, FinCEN, NCUA, and OCC, October 3, 2018. 
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The independent testing should evaluate the overall adequacy of the bank’s BSA/AML 
compliance program and the bank’s compliance with BSA regulatory requirements.  This 
evaluation helps inform the board of directors and senior management of weakness, or areas in 
need of enhancements or stronger controls.  Typically, this evaluation includes an explicit 
statement in the report(s) about the bank’s overall compliance with BSA regulatory 
requirements.  At a minimum, the independent testing should contain sufficient information for 
the reviewer (e.g., board of directors, senior management, BSA compliance officer, review 
auditor, or an examiner) to reach a conclusion about the overall adequacy of the BSA/AML 
compliance program.   

To contain sufficient information to reach this conclusion, independent testing of the BSA/AML 
compliance program and BSA regulatory requirements may include a risk-based review of 
whether: 

• The bank’s BSA/AML risk assessment aligns with the bank’s risk profile (products, 
services, customers, and geographic locations). 

• The bank’s policies, procedures, and processes for BSA compliance align with the bank’s 
risk profile.  

• The bank adheres to its policies, procedures, and processes for BSA compliance.   

• The bank complies with BSA recordkeeping and reporting requirements (e.g., customer 
information program (CIP), customer due diligence (CDD), beneficial ownership, 
suspicious activity reports (SARs), currency transaction reports (CTRs) and CTR 
exemptions, and information sharing requests). 

• The bank’s overall process for identifying and reporting suspicious activity is adequate.  
This review may include evaluating filed or prepared SARs to determine their accuracy, 
timeliness, completeness, and conformance to the bank’s policies, procedures, and 
processes. 

• The bank’s information technology sources, systems, and processes used to support the 
BSA/AML compliance program are complete and accurate.  These may include reports 
or automated programs used to: identify large currency transactions, aggregate daily 
currency transactions, record monetary instrument sales and funds transfer transactions, 
and provide analytical and trend reports. 

• Training is provided for appropriate personnel, tailored to specific functions and 
positions, and includes supporting documentation. 

• Management took appropriate and timely action to address any violations and other 
deficiencies noted in previous independent testing and regulatory examinations, including 
progress in addressing outstanding supervisory enforcement actions, if applicable. 

Auditors should document the independent testing scope, procedures performed, transaction 
testing completed, and any findings.  All independent testing documentation and supporting 
workpapers should be available for examiner review.  Violations; exceptions to bank policies, 
procedures, or processes; or other deficiencies noted during the independent testing should be 
documented and reported to the board of directors or a designated board committee in a timely 
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manner.  The board of directors, or a designated board committee, and appropriate staff should 
track deficiencies and document progress implementing corrective actions.   

Examiners should review relevant documents such as the auditor’s report(s), scope, and 
supporting workpapers, as needed.  Examiners should determine whether there is an explicit 
statement in the report(s) about the bank’s overall compliance with BSA regulatory requirements 
or, at a minimum, sufficient information to reach a conclusion about the overall adequacy of the 
BSA/AML compliance program.  Examiners should determine whether the testing was 
conducted in an independent manner.  Examiners may also evaluate, as applicable,16 the subject 
matter expertise, qualifications, and independence of the person or persons performing the 
independent testing.  Examiners should determine whether the independent testing sufficiently 
covers ML/TF and other illicit financial activity risks within the bank’s operations and whether 
the frequency is commensurate with the bank’s risk profile.  Examiners should also review 
whether violations; exceptions to policies, procedures, or processes; or other deficiencies are 
reported to the board of directors or a designated board committee in a timely manner, whether 
they are tracked, and whether corrective actions are documented. 
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BSA/AML INDEPENDENT TESTING EXAMINATION 
PROCEDURES 

Objective:  Determine whether the bank has designed, implemented, and maintains an adequate 
BSA/AML independent testing program for compliance with BSA regulatory requirements. 

1. Determine whether the BSA/AML independent testing (audit) is independent (i.e., performed 
by a person or persons not involved with the function being tested or other BSA-related 
functions at the bank that may present a conflict of interest or lack of independence).   

2. Determine whether independent testing addresses the overall adequacy of the BSA/AML 
compliance program, including policies, procedures, and processes.  Typically, the report 
includes an explicit statement about the bank’s overall compliance with BSA regulatory 
requirements.  At a minimum, the independent testing should contain sufficient information 
for the reviewer to reach a conclusion about the overall adequacy of the BSA/AML 
compliance program. 

3. Through a review of board minutes or other board of directors’ materials, determine whether 
persons conducting the independent testing reported directly to the board of directors or to a 
designated board committee comprised primarily, or completely, of outside directors.  
Determine whether independent testing results were provided to the board of directors and 
senior management. 

4. Review independent testing reports, scope, and supporting workpapers to determine whether 
they are comprehensive, accurate, adequate, and timely, relative to the bank’s risk profile.  
As applicable,17 evaluate the qualifications and subject matter expertise of the person or 
persons performing the independent test.  Although there are no specific regulatory 
requirements for the development of an independent test, consider whether the independent 
testing includes, as applicable, an evaluation of: 

• The BSA/AML risk assessment. 

• The relevant changes in bank activities since the last independent test. 

• The policies, procedures, and processes governing the BSA/AML compliance program 
and other BSA regulatory requirements, and personnel’s adherence to those policies, 
procedures, and processes. 

• The bank’s adherence to BSA reporting and recordkeeping requirements.  

• The bank’s information technology sources, systems, and processes used to support the 
BSA/AML compliance program and whether they are complete and accurate.  These may 
include reports or automated programs used to:  identify large currency transactions, 
aggregate daily currency transactions, record monetary instrument sales and funds 
transfer transactions, and provide analytical and trend reports.  

17 For more information, see e.g., OCC Safety and Soundness Standards, 12 C.F.R. Part 30 App. D, II.L. 
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• Training for appropriate personnel and whether it is tailored to specific functions and 
positions and includes supporting documentation.  

• Management’s actions to appropriately and timely address any violations and other 
deficiencies noted in previous independent testing and regulatory examinations, including 
progress in addressing outstanding supervisory enforcement actions, if applicable.   

5. Determine whether independent testing includes, as applicable, an evaluation of suspicious 
activity monitoring systems and the system’s ability to identify potentially suspicious 
activity.  Although there are no specific regulatory requirements for the development of an 
independent test, consider whether the independent testing includes, as applicable, an 
evaluation of: 

• The system’s methodology for monitoring transactions and accounts for potentially 
suspicious activity. 

• The system’s ability to generate monitoring reports. 

• Filtering criteria, as appropriate, to determine whether they are reasonable, tailored to the 
bank’s risk profile, and include higher-risk products, services, customers, and geographic 
locations. 

• Policies, procedures, and processes for suspicious activity monitoring systems. 

6. Determine whether the independent testing includes a review and evaluation of the overall 
suspicious activity monitoring and reporting process.  Although there are no specific 
regulatory requirements for the development of an independent test, consider whether the 
independent testing includes, as applicable, an evaluation of: 

• The identification or alert process.  

• The management of alerts, research, SAR decision making, SAR completion and filing, 
and monitoring of continuous activity.   

• Policies, procedures, and processes for referring potentially suspicious activity from all 
operational areas and business lines (such as, trust services, private banking, foreign 
correspondent banking) to the personnel or department responsible for evaluating 
potentially suspicious activity. 

7. Determine whether the independent testing performed was adequate, relative to the bank’s 
risk profile. 
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BSA COMPLIANCE OFFICER 
Objective:  Confirm that the bank’s board of directors has designated a qualified individual or 
individuals (BSA compliance officer) responsible for coordinating and monitoring day-to-day 
compliance with BSA regulatory requirements.  Assess whether the BSA compliance officer has 
the appropriate authority, independence, access to resources, and competence to effectively 
execute all duties.   

The bank’s board of directors must designate a qualified individual or individuals to serve as the 
BSA compliance officer.18  The BSA compliance officer is responsible for coordinating and 
monitoring day-to-day BSA/AML compliance.  The BSA compliance officer is also charged 
with managing all aspects of the BSA/AML compliance program, including managing the bank’s 
compliance with BSA regulatory requirements.  The board of directors is ultimately responsible 
for the bank’s BSA/AML compliance and should provide oversight for senior management and 
the BSA compliance officer in the implementation of the bank’s board-approved BSA/AML 
compliance program.19 

The act by the bank’s board of directors of appointing a BSA compliance officer is not, by itself, 
sufficient to meet the regulatory requirement to establish and maintain a BSA/AML compliance 
program reasonably designed to assure and monitor compliance with the BSA.  The board of 
directors is responsible for ensuring that the BSA compliance officer has appropriate authority, 
independence, and access to resources to administer an adequate BSA/AML compliance program 
based on the bank’s ML/TF and other illicit financial activity risk profile.  The BSA compliance 
officer should regularly report the status of ongoing compliance with the BSA to the board of 
directors and senior management so that they can make informed decisions about existing risk 
exposure and the overall BSA/AML compliance program.  Reporting to the board of directors or 
a designated board committee about the status of ongoing compliance should include pertinent 
BSA-related information, including the required notification of suspicious activity report (SAR) 
filings.   

The BSA compliance officer is responsible for carrying out the board’s direction, including the 
implementation of the bank’s BSA/AML policies, procedures, and processes.  The BSA 
compliance officer may delegate BSA/AML duties to staff, but the officer is responsible for 
overseeing the day-to-day BSA/AML compliance program.   

The BSA compliance officer should be competent, as demonstrated by knowledge of the BSA 
and related regulations, implementation of the bank’s BSA/AML compliance program, and 
understanding of the bank’s ML/TF and other illicit financial activity risk profile associated with 
its banking activities.  The actual title of the individual responsible for overall BSA compliance 
is not important; however, the individual’s authority, independence, and access to resources 
within the bank is critical.   

18 12 CFR 208.63(c)(3), (Federal Reserve); 12 CFR 326.8(c)(3) (FDIC); 12 CFR 748.2(c)(3) (NCUA); 12 CFR 
21.21(d)(3) (OCC). 
19 FinCEN (2014), “Advisory to U.S. Financial Institutions on Promoting a Culture of Compliance,” FIN-2014-
A007. 
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Indicators of appropriate authority of the BSA compliance officer may include senior 
management seeking the BSA compliance officer’s input regarding:  the ML/TF and other illicit 
financial activity risks related to expansion into new products, services, customer types and 
geographic locations; or operational changes, such as the implementation of, or adjustments to, 
systems that impact the BSA compliance function.  Indicators of appropriate independence of the 
BSA compliance officer may include, but are not limited to:  clear lines of reporting and 
communication ultimately up to the board of directors or a designated board committee that do 
not compromise the BSA compliance officer’s independence, the ability to undertake the BSA 
compliance officer’s role without undue influence from the bank’s business lines, and 
identification and reporting of issues to senior management and the board of directors. 

The BSA compliance officer should have access to suitable resources.  This may include, but is 
not limited to:  adequate staffing with the skills and expertise necessary for the bank’s overall 
risk level (based on products, services, customers, and geographic locations), size or complexity, 
and organizational structure; and systems to support the timely identification, measurement, 
monitoring, reporting, and management of the bank’s ML/TF and other illicit financial activity 
risks.   

Examiners should confirm that the bank’s board of directors has designated an individual or 
individuals responsible for the overall BSA/AML compliance program who are appropriately 
qualified.  Examiners should review reports to the board of directors and senior management 
regarding the status of ongoing compliance and pertinent BSA-related information, including the 
required notification of SAR filings.  Examiners should confirm that the BSA compliance officer 
has the appropriate authority, independence, and access to resources. 
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BSA COMPLIANCE OFFICER EXAMINATION PROCEDURES 
Objective:  Confirm that the bank’s board of directors has designated a qualified individual or 
individuals (BSA compliance officer) responsible for coordinating and monitoring day-to-day 
compliance with BSA regulatory requirements.  Determine whether the BSA compliance officer 
has the appropriate authority, independence, access to resources, and competence to effectively 
execute all duties. 

1. Confirm that the bank’s board of directors has designated an individual or individuals 
responsible for the overall BSA/AML compliance program.   

2. Confirm that the BSA compliance officer regularly updates the board of directors and senior 
management about the status of ongoing compliance with the BSA and pertinent BSA-related 
information, including the required notification of SAR filings. 

3. Determine whether the BSA compliance officer is competent, as demonstrated by knowledge 
of the BSA and related regulations, implementation of the bank’s BSA/AML compliance 
program, and understanding of the bank’s ML/TF and other illicit financial activity risk 
profile associated with its banking activities. 

4. Determine whether the BSA compliance officer has the appropriate authority.  

5. Determine whether the BSA compliance officer has the appropriate independence.  Indicators 
of appropriate independence may include, but are not limited to: 

• Clear lines of reporting and communication ultimately up to the board of directors, or a 
designated board committee, that do not compromise the BSA compliance officer’s 
independence.  

• The ability to undertake the BSA compliance officer’s role without undue influence from 
the bank’s business lines. 

• Identification and reporting of issues to senior management and the board of directors. 

6. Determine whether the BSA compliance officer has access to suitable resources.  Indicators 
of suitable resources may include, but are not limited to: 

• Adequate staffing with the skills and expertise for the bank’s overall risk level (based on 
products, services, customers, and geographic locations), size or complexity, and 
organizational structure. 

• Systems to support the identification, measurement, monitoring, reporting, and 
management of the bank’s ML/TF and other illicit financial activity risks. 
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BSA/AML TRAINING 
Objective:  Confirm that the bank has developed a BSA/AML training program and 
delivered training to appropriate personnel. 

Banks must provide training for appropriate personnel.20  Training should cover the aspects 
of the BSA that are relevant to the bank and its risk profile, and appropriate personnel 
includes those whose duties require knowledge or involve some aspect of BSA/AML 
compliance.  Training should cover BSA regulatory requirements, supervisory guidance, and 
the bank’s internal BSA/AML policies, procedures, and processes.  Training should be 
tailored to each individual’s specific responsibilities, as appropriate.  In addition, targeted 
training may be necessary for specific ML/TF and other illicit financial activity risks and 
requirements applicable to certain business lines or operational units, such as lending, trust 
services, foreign correspondent banking, and private banking.  An overview of the purposes 
of the BSA and its regulatory requirements are typically provided to new staff during 
employee orientation or reasonably thereafter.  The BSA compliance officer and BSA 
compliance staff should receive periodic training that is relevant and appropriate to remain 
informed of changes to regulatory requirements and changes to the bank’s risk profile. 

The board of directors and senior management should receive foundational training and be 
informed of changes and new developments in the BSA, including its implementing 
regulations, the federal banking agencies’ regulations, and supervisory guidance.  While the 
board of directors may not require the same degree of training as banking operations 
personnel, the training should provide board members with sufficient understanding of the 
bank’s risk profile and BSA regulatory requirements.  Without a general understanding of the 
BSA, it is more difficult for the board of directors to provide adequate oversight of the 
BSA/AML compliance program, including approving the written BSA/AML compliance 
program, establishing appropriate independence for the BSA/AML compliance function, and 
providing sufficient BSA/AML resources. 

Periodic training for appropriate personnel should incorporate current developments and 
changes to BSA regulatory requirements; supervisory guidance; internal policies, procedures, 
and processes; and the bank’s products, services, customers, and geographic locations.  
Changes to information technology sources, systems, and processes used in BSA compliance 
may be covered during training for appropriate personnel.  The training program may be used 
to reinforce the importance that the board of directors and senior management place on the 
bank’s compliance with the BSA and that all employees understand their role in maintaining 
an adequate BSA/AML compliance program. 

Training programs should include examples of money laundering and suspicious activity 
monitoring and reporting that are tailored, as appropriate, to each operational area.  For 
example, training for tellers should focus on examples involving large currency transactions 

20 12 CFR 208.63(c)(4) (Federal Reserve); 12 CFR 326.8(c)(4) (FDIC); 12 CFR 748.2(c)(4) (NCUA); 12 CFR 
21.21(d)(4) (OCC). 
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or suspicious activities, and training for the loan department should provide examples 
involving money laundering through lending arrangements.  The bank should provide 
training for any agents who are responsible for conducting BSA-related functions on behalf 
of the bank.  If the bank relies on another financial institution or other party to perform 
training, appropriate documentation should be maintained.21 

Banks should document their training programs.  Training and testing materials (if training-
related testing is used by the bank), and the dates of training sessions should be maintained 
by the bank.  Additionally, training materials and records should be available for auditor or 
examiner review.  The bank should maintain documentation of attendance records and any 
failures of personnel to take the required training in a timely manner, as well as any 
corrective actions taken to address such failures.   

Examiners should determine whether all personnel whose duties require knowledge of the 
BSA are included in the training program and whether materials include training on BSA 
regulatory requirements, supervisory guidance, and the bank’s internal BSA/AML policies, 
procedures, and processes. 

 

Return to Contents

21 For more information on collaborative arrangements, see “Interagency Statement on Sharing Bank Secrecy 
Act Resources,” issued by Federal Reserve, FDIC, FinCEN, NCUA, and OCC, October 3, 2018. 
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BSA/AML TRAINING EXAMINATION PROCEDURES 
Objective:  Determine whether the bank has developed a BSA/AML training program and 
delivered training to appropriate personnel. 

1. Determine whether all personnel whose duties require knowledge of the BSA are 
included in the training program, that the BSA compliance officer and BSA compliance 
staff have received periodic training that is relevant and appropriate, and that the board of 
directors receives appropriate training that may include changes or new developments in 
the BSA.  

2. Determine whether the bank’s training program materials address: 

• The importance that the board of directors and senior management place on ongoing 
education, training, employee accountability, and compliance. 

• Results of previous findings of noncompliance with internal policies and regulatory 
requirements, if applicable. 

• An overview of the purposes of the BSA and its regulatory requirements, supervisory 
guidance, and the bank’s internal policies, procedures, and processes. 

• Different forms of ML/TF and other illicit financial activity risks as they relate to 
identification and examples of suspicious activity. 

• Information tailored to specific risks of individual business lines or operational units. 

• Information on current developments and changes to the BSA regulatory 
requirements. 

• Adequate training for any agents who are responsible for conducting BSA-related 
functions on behalf of the bank. 

3. Determine whether the bank maintains documentation of the dates of training sessions 
and training and testing materials (if testing is used by the bank).  Documentation should 
include attendance records and any failures of personnel to take the requisite training in a 
timely manner, as well as any corrective actions taken to address such failures. 

 

Return to Contents 
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DEVELOPING CONCLUSIONS AND FINALIZING 
THE EXAM 

DEVELOPING CONCLUSIONS AND FINALIZING THE 
EXAM 

Objective:  Formulate conclusions about the adequacy of the bank’s BSA/AML compliance 
program, relative to its risk profile, and the bank’s compliance with BSA regulatory 
requirements; develop an appropriate supervisory response; and communicate BSA/AML 
examination findings to the bank.  

In the final phase of the BSA/AML examination, examiners should assemble all findings 
from the examination and testing procedures completed.  From those findings, examiners 
should develop and document conclusions about the adequacy of the bank’s BSA/AML 
compliance program, relative to its risk profile, and the bank’s compliance with BSA 
regulatory requirements.  When formulating conclusions, examiners are reminded that banks 
have flexibility in the design of their BSA/AML compliance programs, which will vary based 
on the bank’s risk profile, size or complexity, and organizational structure.  Examiners 
should primarily focus on whether the bank has established appropriate processes to manage 
ML/TF and other illicit financial activity risks, and that the bank has complied with BSA 
requirements. 

Examiners should discuss with the bank their preliminary conclusions, which may include 
strengths, weaknesses, any deficiencies or violations, if applicable, and necessary 
remediation of any deficiencies or violations.  Minor weaknesses, deficiencies, and technical 
violations alone are not indicative of an inadequate BSA/AML compliance program and 
should not be communicated as such.  Conclusions regarding the adequacy of the bank’s 
BSA/AML compliance program and any significant findings should be presented in a written 
format for inclusion in the report of examination (ROE).22  

In formulating a written conclusion for the ROE, examiners do not need to discuss every 
procedure performed during the examination.  Written comments should convey to the reader 
whether the overall BSA/AML compliance program is adequate.  The comments should 
cover areas or subjects pertinent to examiner findings and conclusions.  Examiners should 
prepare workpapers in sufficient detail to support discussions in the ROE.  To the extent 
items are discussed in the workpapers but not the ROE, the workpapers should appropriately 
document each item, as well as any other aspect of the bank’s BSA/AML compliance 
program that merits attention but may not rise to the level of findings included in the ROE.  
Examiners should organize and reference workpapers and document conclusions and 
supporting information within internal agency systems, as appropriate.   

Examiners should determine and document what supervisory response, if any, is 
recommended.  The BSA/AML examination findings may include violations of laws or 

22 ROE may include other formal supervisory correspondence, such as Supervisory Letters. 
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regulations or other deficiencies.  Any substantive deficiencies in the BSA/AML compliance 
program, including violations, should be included in the ROE in such a manner that allows 
the reader to understand the cause of the deficiencies.  The extent to which violations and 
other deficiencies affect the examiner’s evaluation of the adequacy of the bank’s BSA/AML 
compliance program and the bank’s compliance with BSA regulatory requirements is based 
on the nature, duration, and severity of the problem.  In some cases, the appropriate 
supervisory response is for the bank to correct the violations or other deficiencies as part of 
the normal supervisory process.  These remediation efforts should be documented in the 
ROE.  In appropriate circumstances, however, an agency may take either informal or formal 
enforcement actions to address violations of BSA regulatory requirements.23  

Violations or deficiencies can be caused by a number of issues including, but not limited to, 
the following: 

• Management has not appropriately assessed the bank’s ML/TF and other illicit 
financial activity risks. 

• Management has not created or enhanced policies, procedures, and processes. 

• Management or employees disregard, are unaware of, or misunderstand regulatory 
requirements or internal policies, procedures, or processes. 

• Management has not adjusted the BSA/AML compliance program commensurate 
with growth in higher-risk operations (products, services, customers, and geographic 
locations). 

• Management has not provided sufficient staffing for the bank’s risk profile. 

• Management has not appropriately communicated changes in internal policies, 
procedures, and processes. 

Systemic or Repeat Violations 

Systemic or repeat violations involve either a substantive deficiency or a repeated failure to 
comply with BSA regulatory requirements, including the requirement to establish and 
maintain a reasonably designed BSA/AML compliance program.  A substantive deficiency or 
repeated failure to comply with BSA regulatory requirements could negatively affect the 
bank’s ability to manage ML/TF and other illicit financial activity risks.  Systemic violations 
are the result of substantively deficient systems or processes that fail to obtain, analyze, or 
maintain required information, or to report customers, accounts, or transactions, as required 
under various provisions of the BSA.  Repeat violations are repetitive occurrences of the 
same or similar issues.   

When evaluating whether deficiencies constitute systemic or repeat violations, examiners 
must analyze the pertinent facts and the totality of circumstances, including whether the 

23 The “Interagency Statement on Enforcement of Bank Secrecy Act/Anti-Money Laundering Requirements” 
(refer to Appendix R) explains the basis for the federal banking agencies’ enforcement of specific requirements 
of the BSA. 
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deficiencies are frequently recurring, regular, or usual, and whether the deficiencies are of the 
same or similar nature.  

Considerations in determining whether a violation is systemic include, but are not limited to: 

• Whether the number of violations is high when compared to the bank's total activity.  
This evaluation usually is determined through a sampling of transactions or records. 
Based on this process, determinations are made concerning the overall level of 
noncompliance.  However, even if the violations are few in number, they could reflect 
systemic noncompliance, depending on the severity (e.g., significant or egregious). 

• Whether there is evidence of similar violations by the bank in a series of transactions 
or in different divisions or departments.  This is not an exact calculation and 
examiners should consider the number, significance, and frequency of violations 
identified throughout the organization.  Violations identified within various divisions 
or departments may or may not indicate a systemic violation.  These violations should 
be evaluated in a broader context to determine if training or other compliance system 
weaknesses are also present. 

• The relationship of the violations to one another (e.g., whether the violations occurred 
in the same area of the bank, in the same product line, in the same branch or 
department, or with one employee). 

• The impact the violation or violations have on the bank's suspicious activity 
monitoring and reporting capabilities. 

• Whether the violations appear to be grounded in a written or unwritten policy or 
established procedure, or result from a lack of an established procedure (e.g., the 
bank’s currency transaction reporting thresholds are inconsistent with BSA 
regulations). 

• Whether there is a common source or cause of the violations. 

• Whether the violations were the result of errors in software programming or 
implementation. 

Systemic or repeat violations of the BSA or other deficiencies could have a negative impact 
on the adequacy of the bank’s BSA/AML compliance program.24  When systemic instances 
of noncompliance are identified, examiners should consider the noncompliance in the context 
of the overall program (internal controls, independent testing, designated individual or 
individuals, and training) and refer to Appendix R – Interagency Statement on Enforcement of 
Bank Secrecy Act/Anti-Money Laundering Requirements for more information regarding 
when a bank’s BSA/AML compliance program may be deficient as a result of systemic 
noncompliance.  All systemic violations and substantive deficiencies should be brought to 

24 The violations or deficiencies may also constitute unsafe or unsound banking practices.  See 12 CFR Part 30 
(OCC). 
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the attention of the bank’s board of directors and senior management and documented in the 
ROE or other supervisory correspondence directed to the board of directors. 

Types of systemic or repeat violations may include, but are not limited to: 

• Failure to establish a due diligence program that includes a risk-based approach, and 
when necessary, enhanced policies, procedures, and controls concerning foreign 
correspondent accounts. 

• Failure to maintain a reasonably designed due diligence program for private banking 
accounts for non-U.S. persons (as defined in 31 CFR 1010.620). 

• Frequent, consistent, or recurring late currency transaction report (CTR) or suspicious 
activity report (SAR) filings. 

• A significant number of CTRs or SARs with errors or omissions of data elements. 

• Consistently failing to obtain or verify required customer identification information at 
account opening. 

• Consistently failing to complete searches on 314(a) information requests. 

• Failure to consistently maintain or retain records required by the BSA. 

Also, the “Interagency Statement on Enforcement of Bank Secrecy Act/Anti-Money 
Laundering Requirements” provides that “[t]he Agencies will cite a violation of the SAR 
regulations, and will take appropriate supervisory actions, if the organization’s failure to file 
a SAR (or SARs) evidences a systemic breakdown in its policies, procedures, or processes to 
identify and research potentially suspicious activity, involves a pattern or practice of 
noncompliance with the filing requirement, or represents a significant or egregious 
situation.”25  

Isolated or Technical Violations 

Isolated or technical violations are limited instances of noncompliance with the BSA that 
occur within an otherwise adequate system of policies, procedures, and processes.  These 
violations generally do not prompt serious regulatory concern or reflect negatively on 
management’s supervision or commitment to BSA compliance, unless the isolated violation 
represents a significant or egregious situation or is accompanied by evidence of bad faith.  
Corrective action for isolated or technical violations is usually undertaken by the bank within 
the normal course of business.   

Multiple isolated or technical violations throughout bank departments or divisions can 
indicate systemic or repeat violations.  Examiners should consider multiple isolated or 

25 Appendix R – “Interagency Statement on Enforcement of Bank Secrecy Act/ Anti-Money Laundering 
Requirements.” 
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technical violations in the context of all examination findings, oversight provided by the 
bank’s board of directors and senior management, and the bank’s risk profile.   

Types of isolated or technical violations may include, but are not limited to: 

• Failure to file or late filing of CTRs that is infrequent, not consistent, or nonrecurring. 

• Failure to obtain complete customer identification information for a monetary 
instrument sales transaction that is isolated and infrequent. 

• Infrequent, not consistent, or nonrecurring incomplete or inaccurate information in 
SAR data fields. 

• Failure to obtain or verify required customer identification information that is 
infrequent, not consistent, or nonrecurring. 

• Failure to complete a 314(a) information request that is inadvertent or nonrecurring. 

 

Return to Contents 

  

Page 553 of 1882



DEVELOPING CONCLUSIONS AND FINALIZING THE 
EXAM EXAMINATION PROCEDURES 

Objective:  Formulate conclusions about the adequacy of the bank’s BSA/AML compliance 
program, relative to its risk profile, and the bank’s compliance with BSA regulatory 
requirements; develop an appropriate supervisory response; and communicate BSA/AML 
examination findings to the bank. 

1. Accumulate all pertinent findings from the BSA/AML examination and testing 
procedures performed.   

2. Formulate conclusions about the adequacy of the bank’s BSA/AML compliance program.  
Prepare written comments for the ROE covering areas or subjects pertinent to findings 
and conclusions.  Prepare workpapers in sufficient detail to support discussions in the 
ROE.  Reach a preliminary conclusion as to whether:   

• The bank understands its ML/TF and other illicit financial activity risks.  This may be 
determined by reviewing the bank’s risk assessment process, including whether the 
risk assessment provides a comprehensive analysis of the ML/TF and other illicit 
financial activity risks of the bank and is provided to all business lines across the 
bank, the board of directors, management, and appropriate staff.   

• The BSA/AML compliance program is written, approved by the board of directors, 
and noted in the board minutes. 

• BSA/AML policies, procedures, and processes are reasonably designed to assure and 
monitor compliance with the BSA and appropriately address higher-risk operations 
(products, services, customers, and geographic locations).  The bank’s practices 
correspond to the policies, procedures, and processes.  

• Internal controls are reasonably designed to manage the bank’s ML/TF and other 
illicit financial activity risks and to assure compliance with the BSA, especially for 
higher-risk operations (products, services, customers, and geographic locations). 

• Independent testing (audit) is adequate to assess the bank’s compliance with BSA 
regulatory requirements and assess the overall adequacy of the BSA/AML 
compliance program.  The overall independent testing coverage and frequency are 
appropriate in relation to the ML/TF and other illicit financial activity risk profile of 
the bank, as well as any expansionary activity.  Transaction testing performed is 
adequate, particularly for higher-risk banking operations and suspicious activity 
monitoring systems. 

• The designated individual or individuals responsible for coordinating and monitoring 
day-to-day compliance is competent, has properly executed policies and procedures, 
and has the appropriate authority, independence, and access to resources. 

• Personnel are sufficiently trained to follow legal, regulatory, and policy requirements. 

• The board of directors and senior management are aware of BSA/AML regulatory 
requirements, adequately oversee BSA/AML compliance, and commit, as necessary, 
to corrective actions that address independent testing or regulatory examination 

Page 554 of 1882



findings and recommendations in a timely manner.  The board of directors and senior 
management clearly communicate the need and support for BSA/AML risk 
management and internal controls throughout the organization. 

• Communication of policies, procedures, and processes is adequate throughout the 
bank. 

• The BSA/AML compliance program is reasonably designed to assure and monitor 
compliance with the BSA relative to the bank’s overall ML/TF and other illicit 
financial activity risks. 

3. Prepare written comments for the ROE documenting any deficiencies or violations 
identified.  Prepare written comments for workpapers regarding any supervisory response 
that may be appropriate.  The written comments should discuss the nature, duration, and 
severity of the deficiencies or violations and the necessary remediation by the bank.  Note 
whether deficiencies or violations were previously identified by the bank or independent 
testing, or were only identified as a result of an examination.   

4. Discuss preliminary findings with the examiner-in-charge or the examiner responsible for 
the BSA/AML examination.  Specifically, discuss any findings that have been or will be 
discussed with the bank, such as: 

• A conclusion regarding the adequacy of the bank’s BSA/AML compliance program 
and the bank’s compliance with BSA regulatory requirements.   

• Any identified deficiencies or violations, and an assessment of the severity of the 
issues. 

• Actions needed by the bank to correct violations or deficiencies. 

• Preliminary recommendations for a supervisory response, if necessary.   

o If the agency may need to take either an informal or formal enforcement action to 
address violations of BSA regulatory requirements, examiners should discuss this 
fact with appropriate agency supervision management and legal staff. 

 

Return to Contents 
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Introduction 

This “Information Security” booklet is an integral part of the Federal Financial Institutions 
Examination Council (FFIEC)1 Information Technology Examination Handbook (IT Handbook) 
and should be read in conjunction with the other booklets in the IT Handbook. This booklet 
provides guidance to examiners and addresses factors necessary to assess the level of security 
risks to a financial institution’s2 information systems.3 It also helps examiners evaluate the 
adequacy of the information security program’s integration into overall risk management.4  

Information security is the process by which a financial institution protects the creation, 
collection, storage, use, transmission, and disposal of sensitive information, including the 
protection of hardware and infrastructure used to store and transmit such information. 
Information security promotes the commonly accepted objectives of confidentiality, integrity, 
and availability of information and is essential to the overall safety and soundness of an 
institution. Information security exists to provide protection from malicious and non-malicious 
actions that increase the risk of adverse effects on earnings, capital, or enterprise value. The 
potential adverse effects can arise from the following: 

• Disclosure of information to unauthorized individuals.
• Unavailability or degradation of services.
• Misappropriation or theft of information or services.
• Modification or destruction of systems or information.
• Records that are not timely, accurate, complete, or consistent.

1 The FFIEC was established on March 10, 1979, pursuant to Title X of the Financial Institutions Regulatory and 
Interest Rate Control Act of 1978, Public Law 95-630. The FFIEC is composed of the principals of the following: 
the Board of Governors of the Federal Reserve System (FRB), the Federal Deposit Insurance Corporation (FDIC), 
the National Credit Union Administration (NCUA), the Office of the Comptroller of the Currency (OCC), the State 
Liaison Committee (SLC), and the Consumer Financial Protection Bureau (CFPB). 

2 The term “financial institution” includes national banks, federal savings associations, state savings associations, 
state member banks, state nonmember banks, and credit unions. The term is used interchangeably with “institution” 
in this booklet. 

3 Examiners should also use this booklet to evaluate the performance by third-party service providers, including 
technology service providers, of services on behalf of financial institutions. 

4 This booklet addresses regulatory expectations regarding the security of all information systems and information 
maintained by or on behalf of a financial institution, including a financial institution’s own information and that of 
all of its customers. An institution’s overall information security program must also address the specific information 
security requirements applicable to “customer information” set forth in the “Interagency Guidelines Establishing 
Information Security Standards” implementing section 501(b) of the Gramm–Leach–Bliley Act and section 216 of 
the Fair and Accurate Credit Transactions Act of 2003. See 12 CFR 30, appendix B (OCC); 12 CFR 208, appendix 
D-2 and 225, appendix F (FRB); 12 CFR 364, appendix B (FDIC); and 12 CFR 748, appendix A (NCUA)
(collectively referenced in this booklet as the “Information Security Standards”).
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Institutions should maintain effective information security programs commensurate with their 
operational complexities.5 Information security programs should have strong board and senior 
management support, promote integration of security activities and controls throughout the 
institution’s business processes, and establish clear accountability for carrying out security 
responsibilities. In addition, because of the frequency and severity of cyber attacks, the 
institution should place an increasing focus on cybersecurity controls, a key component of 
information security.  

Institutions should also assess and refine their controls on an ongoing basis. The condition of a 
financial institution’s controls, however, is just one indicator of its overall security posture. Other 
indicators include the ability of the institution’s board and management to continually review the 
institution’s security posture and react appropriately in the face of rapidly changing threats, 
technologies, and business conditions. Information security is far more effective when 
management does the following: 

• Integrates processes, people, and technology to maintain a risk profile that is in accordance
with the board’s risk appetite.6

• Aligns the information security program with the enterprise risk management program and
identifies, measures, mitigates, and monitors risk.

Because risk mitigation frequently depends on institution-specific factors, this booklet describes 
processes and controls that an institution can use to protect information and supporting systems 
from various threats. Management should be able to identify and characterize the threats, assess 
the risks, make decisions regarding the implementation of appropriate controls, and provide 
appropriate monitoring and reporting. 

Financial institutions may outsource some or all of their IT-related functions. Although the use 
of outsourcing may change the location of certain activities from financial institutions to third-
party service providers, outsourcing does not change the regulatory expectations for an effective 
information security program. Examiners should use this booklet when evaluating a financial 
institution’s risk management process, including the duties, obligations, and responsibilities of 
the third-party service provider regarding information security and the oversight exercised by the 
financial institution. 

5 See also Information Security Standards, section II.A, requiring each financial institution to have a comprehensive 
written information security program, appropriate to its size and complexity, designed to (1) ensure the security and 
confidentiality of “customer information”; (2) protect against any anticipated threats or hazards to the security or 
integrity of such information; (3) protect against unauthorized access to or use of such information that could result 
in a substantial harm or inconvenience to any customer; and (4) ensure the proper disposal of both “customer 
information” and any “consumer information.” 

6 Risk appetite can be defined as the amount of risk a financial institution is prepared to accept when trying to 
achieve its objectives. 
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I Governance of the Information Security Program 

Action Summary 

Management should promote effective IT governance by doing the following: 

• Establishing an information security culture that promotes an effective information security
program and the role of all employees in protecting the institution’s information and systems.

• Clearly defining and communicating information security responsibilities and accountability
throughout the institution.

• Providing adequate resources to effectively support the information security program.

While IT governance is generally addressed in the IT Handbook’s “Management” booklet, this 
booklet addresses specific governance topics related to information security, including the 
following: 

• Implementation and promotion of security culture.
• Assignment of responsibilities and accountability.
• Effective funding and use of resources.

I.A Security Culture 

An institution’s security culture contributes to the effectiveness of the information security 
program. The information security program is more effective when security processes are deeply 
embedded in the institution’s culture.  

The board and management should understand and support information security and provide 
appropriate resources for developing, implementing, and maintaining the information security 
program. The result of this understanding and support is a program in which management and 
employees are committed to integrating the program into the institution’s lines of business, 
support functions, and third-party management program.  

The introduction of new business initiatives (such as new service offerings or applications) can 
reveal the maturity of and degree to which information security is part of the institution’s culture. 
An institution with a stronger security culture generally integrates information security into new 
initiatives from the outset and throughout the life cycles of services and applications. Another 
indicator of an effective culture is whether management and employees are held accountable for 
complying with the institution’s information security program. 

I.B Responsibility and Accountability 

The board, or designated board committee, should be responsible for overseeing the 
development, implementation, and maintenance of the institution’s information security program 
and holding senior management accountable for its actions. The board should reasonably 
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understand the business case for information security and the business implications of 
information security risks; provide management with direction; approve information security 
plans, policies, and programs; review assessments of the information security program’s 
effectiveness; and, when appropriate, discuss management’s recommendations for corrective 
action. The board should provide management with its expectations and requirements and hold 
management accountable for central oversight and coordination, assignment of responsibility, 
and effectiveness of the information security program. 

The board, or designated board committee, should approve the institution’s written information 
security program; affirm responsibilities for the development, implementation, and maintenance 
of the program; and review a report on the overall status of the program at least annually.7 

Management should provide a report to the board at least annually8 that describes the overall 
status of the program and material matters related to the program, including the following: 

• Risk assessment process, including threat identification and assessment.
• Risk management and control decisions, including risk acceptance and avoidance.
• Third-party service provider arrangements.
• Results of testing.
• Security breaches or violations of law or regulation and management’s responses to such

incidents.
• Recommendations for updates to the information security program.

When providing reports on information security, management should include the results of 
management assessments and reviews; internal and external audit activity related to information 
security; third-party reviews of the information security program and information security 
measures; and other internal or external reviews designed to assess the adequacy of the 
information security program, processes, policies, and controls. 

Management also should do the following: 

• Implement the board-approved information security program.
• Establish appropriate policies, standards, and procedures to support the information security

program.
• Participate in assessing the effect of security threats or incidents on the institution and its

lines of business and processes.
• Delineate clear lines of responsibility and communicate accountability for information

security.

7 See also Information Security Standards, section III.A, requiring the board of directors or an appropriate committee 
of the board of each financial institution to approve the institution’s written information security program, and 
oversee the development, implementation, and maintenance of the program, including assigning specific 
responsibility for its implementation and reviewing management reports.  

8 See also Information Security Standards, section III.F, requiring each financial institution to report to its board or 
an appropriate committee of the board at least annually. The report should include a description of the institution’s 
compliance with the Information Security Standards and discuss material matters related to its information security 
program. 
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• Adhere to board-approved risk thresholds relating to information security threats or incidents, 
including those relating to cybersecurity. 

• Oversee risk mitigation activities that support the information security program. 
• Implement a risk acceptance process that identifies the risk and when, how, to what extent, 

and who in management has accepted the risk associated with identified vulnerabilities. 
• Establish segregation of duties. 
• Coordinate information and physical security. 
• Integrate security controls throughout the institution. 
• Require that data with similar criticality and sensitivity be protected consistently throughout 

the institution. 
• Establish and monitor the information security responsibilities of third parties, as further 

described in the “Oversight of Third-Party Service Providers” section of this booklet. 
• Maintain job descriptions or employment contracts that include specific information security 

responsibilities. 
• Provide information security and awareness training and ongoing security-related 

communications to employees, and ensure employees complete such training annually. 
 
Management should designate at least one information security officer responsible and 
accountable for implementing and monitoring the information security program. Information 
security management responsibilities may be distributed across various lines of business 
depending on where the risk decisions are made and the institution’s size, complexity, culture, 
nature of operations, or other factors.  
 
Information security officers should report directly to the board or senior management and have 
sufficient authority, stature within the organization, knowledge, background, training, and 
independence to perform their assigned tasks. To ensure appropriate segregation of duties, the 
information security officers should be independent of the IT operations staff and should not 
report to IT operations management. Information security officers should be responsible for 
responding to security events by ordering emergency actions to protect the institution and its 
customers from imminent loss of information; managing the negative effects on the 
confidentiality, integrity, availability, or value of information; and minimizing the disruption or 
degradation of critical services. 
 
Internal auditors should implement a risk-based audit program to ensure management maintains 
and the board oversees an effective information security program. Additionally, management 
should issue appropriate reports to the board. Refer to the IT Handbook’s “Audit” booklet. 
 

I.C Resources 
 
Funding, along with technical and managerial talent, also contributes to the effectiveness of the 
information security program. Management should provide, and the board should oversee, 
adequate funding to develop, implement, and maintain a successful information security 
program. The program should be staffed by sufficient personnel who have skills that are aligned 
with the institution’s technical and managerial needs and commensurate with its size, 
complexity, and risk profile. Knowledge of technology standards, practices, and risk 
methodologies is particularly important to the success of the information security program. 

Page 563 of 1882



When third-party service providers supplement an institution’s technical and managerial 
capabilities, management oversight should be commensurate with the sensitivity and criticality 
of the information and business processes supported by the third-party service provider. Refer to 
the IT Handbook’s “Outsourcing Technology Services” booklet for more information. 
 

II Information Security Program Management 
 

 

Action Summary 
 
Management should develop and implement an information security program that does the following: 
 
• Supports the institution’s IT risk management (ITRM) process by identifying threats, measuring 

risk, defining information security requirements, and implementing controls. 
• Integrates with lines of business and support functions in which risk decisions are made. 
• Integrates third-party service provider activities with the information security program. 
 

 
The institution should have a robust and effective information security program that supports the 
institution’s ITRM process.9 An effective information security program includes the following: 
 
• Risk identification 
• Risk measurement 
• Risk mitigation 
• Risk monitoring and reporting 
 
Refer to the IT Handbook’s “Management” booklet for more information. A comprehensive 
information security program should incorporate cybersecurity elements, and management 
should identify, measure, mitigate, monitor, and report cybersecurity-related risks in accordance 
with the information security program and the ITRM process. In addition, to determine the 
overall effectiveness of the information security program, management should have 
comprehensive assurance and testing processes. 
 
Management should integrate the information security program with the institution’s lines of 
business and support functions. An integrated program provides management the ability to assess 
the likelihood and potential damage to the institution from an incident, identify the root cause(s) 
of the incident, and implement controls to address identified issues. 
 
Institutions that outsource technology, line of business activities, and support functions should 
ensure integration of these activities with the information security program through an effective 

9 See also Information Security Standards, section III.B, requiring each financial institution to assess risk including 
through the identification of reasonably foreseeable internal and external threats that could result in unauthorized 
disclosure, misuse, alteration, or destruction of “customer information” or “customer information systems,” and 
section III.C, requiring each financial institution to manage and control its risks by (1) designing an information 
security program to control risks it identifies commensurate with the sensitivity of the information and the 
complexity and scope of the institution’s activities, and (2) adopting an enumerated list of controls, as appropriate. 
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third-party service provider management program.10 Effective integration of these programs is 
evident when the institution creates and enforces expectations that align with the internal 
information security program in such a way that the combined activities of the institution and its 
third-party service providers result in an acceptable level of risk. Refer to the IT Handbook’s 
“Outsourcing Technology Services” booklet for more information. 
 

II.A Risk Identification 
 

 

Action Summary 
 
Management should develop and implement a process to identify risk. 
 

 
Risk is the potential that events, expected or unanticipated, may adversely affect the institution’s 
earnings, capital, or reputation. Risk is considered in terms of categories, one of which is 
operational risk. Operational risk is the risk of failure or loss resulting from inadequate or failed 
processes, people, or systems. Internal and external events can affect operational risk. Internal 
events include human errors, misconduct, and insider attacks. External events affecting IT and 
the institution’s ability to meet its operating objectives include natural disasters, cyber attacks, 
changes in market conditions, new competitors, new technologies, litigation, and new laws or 
regulations. These events pose risks and opportunities, and the institution should factor them into 
the risk identification process. 
 
To be effective, an information security program should have documented processes to identify 
threats and vulnerabilities continuously. Risk identification should produce groupings of threats, 
including significant cybersecurity threats. A taxonomy11 for categorizing threats, sources, and 
vulnerabilities can help support the risk identification process. Management should perform 
these risk identification activities to determine the institution’s information security risk profile, 
including cybersecurity risk. 
 

10 See also Information Security Standards, section III.D, requiring each financial institution to oversee service 
provider arrangements by (1) exercising appropriate due diligence in selecting its service providers; (2) requiring its 
service providers by contract to implement appropriate measures designed to ensure the security and confidentiality 
of the institution’s “customer information”; and (3) where indicated by the institution’s risk assessment, monitoring 
its service providers to confirm that the service providers have satisfied their contractual obligations, including by 
reviewing audits, summaries of test results, or other equivalent evaluations of its service providers.  
 
11 A taxonomy is a method for classifying items into ordered categories. Institutions use taxonomies to find relevant 
information from a large collection of data and to better detect or understand the patterns and trends. 
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II.A.1 Threats 

According to the National Institute of Standards and Technology (NIST), a threat is any 
circumstance or event with the potential to create loss.12 A threat can be a natural occurrence, 
technology or physical failure, a person with intent to harm, or a person who unintentionally 
causes harm. Information about threats is available from public and private sources. Public 
sources include the news media, blogs, government publications and announcements, and 
various websites. Private sources include information security vendors and information-sharing 
organizations. 

The threat identification process is a means to collect data on potential threats that can assist 
management in its identification of information security risks. Threat modeling is a structured 
approach that enables an institution to aggregate and quantify potential threats. Institutions 
should consider using threat modeling to better understand the nature, frequency, and 
sophistication of threats; evaluate the information security risks to the institution; and apply this 
knowledge to the institution’s information security program. As threats evolve rapidly, however, 
it is understood that modeling may not account for attacks that have not previously been seen, 
such as zero-day attacks, but could have significant impacts. 

II.A.2 Vulnerabilities 

A vulnerability is a weakness in an information system, system security procedure, internal 
control, or implementation that could be exploited by a threat source.13 A technical vulnerability 
can be a flaw in hardware, firmware, or software that leaves an information system open to 
potential exploitation. These flaws provide opportunities for hackers to gain access to a computer 
system, execute commands as another user, or access data contrary to specified access 
restrictions. Institutions can use automated vulnerability scanners to scan their computer systems 
for known security exposures, as well as services available from third parties, such as the Mitre 
Corporation’s Common Vulnerability and Exposures (CVE),14 to track vulnerabilities. 

In addition to technology-based vulnerabilities, weaknesses in business operational processes can 
create security vulnerabilities, exposing financial institutions to unwarranted risk. These 
vulnerabilities can include weaknesses in security procedures, administrative controls, physical 
layout, or internal controls that could be exploited to gain unauthorized access to information or 
to disrupt critical services. For example, an institution’s systems architecture may be designed 
based on management’s assumption that manual validation of wire transfers takes place before 
execution, when in practice the business process does not perform that validation until after 
transfers have taken place. 

12 NIST SP (Special Publication) 800-30, revision 1, “Information Security: Guide for Conducting Risk 
Assessments,” September 2012. 

13 Ibid. 

14 CVE is a dictionary of publicly known information security vulnerabilities and exposures. The Mitre Corporation 
maintains the system. CVE is sponsored by the U.S. Computer Emergency Readiness Team in the Office of 
Cybersecurity and Communications at the U.S. Department of Homeland Security. 
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In addition to the vulnerabilities within a financial institution’s system, vulnerabilities may also 
arise from interdependent and interconnected systems. Financial institutions connect their 
systems through mergers and acquisitions and through relationships with third parties. Over time, 
as these systems become increasingly interdependent and complex, new vulnerabilities may be 
introduced. Moreover, financial institutions are dependent on a vast array of hardware and 
services that may result in vulnerabilities from their supply chains, including those found in 
hardware and software products.  

Management should assess whether the institution has processes and procedures in place to 
identify and maintain a catalogue of relevant vulnerabilities, determine which pose a significant 
risk to the institution, and effectively mitigate and monitor the risks posed by those 
vulnerabilities. When management cannot or chooses not to mitigate a vulnerability, 
management should document the decision to accept the risk, the level of risk associated with the 
vulnerability, and the person accountable for accepting the risk. Refer to the “Security 
Operations” section of this booklet for more information. 

II.A.3 Supervision of Cybersecurity Risk and Resources for 
Cybersecurity Preparedness 

II.A.3(a) Supervision of Cybersecurity Risk

Cybersecurity is the process of protecting consumer and bank information by preventing, 
detecting, and responding to attacks. As part of cybersecurity, institutions should consider 
management of internal and external threats and vulnerabilities to protect information assets and 
the supporting infrastructure from technology-based attacks. In light of the increasing volume 
and sophistication of cybersecurity threats, examiners should focus on cybersecurity 
preparedness in assessing the effectiveness of an institution’s overall information security 
program.  

II.A.3(b) Resources for Cybersecurity Preparedness

The FFIEC members issued a voluntary Cybersecurity Assessment Tool15 to help institution 
boards and management identify risks to their institutions and evaluate their institution’s 
cybersecurity preparedness. In addition, there are other resources available to help management 
develop and evaluate information security and cyber resilience, such as the NIST Cybersecurity 
Framework, common approaches developed by the Mitre Corporation, and the U.S. Computer 
Emergency Readiness Team’s (US-CERT)16 National Cyber Awareness System. Institution 
management can select a single framework or use a combination of resources to help identify its 
risks and determine its cybersecurity preparedness. Regardless of the source, frameworks can 
help management identify a cybersecurity and resilience posture that is commensurate with the 
institution’s risk and complexity. 

15 Refer to the Cybersecurity Assessment Tool on the FFIEC website. 

16 US-CERT, of the Department of Homeland Security, responds to major incidents, analyzes threats, and exchanges 
critical cybersecurity information with trusted partners around the world. 
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II.B Risk Measurement 
 

 

Action Summary 
 
Management should develop risk measurement processes that evaluate the inherent risk to the 
institution. 
 

 
The risk measurement process should be used to understand the institution’s inherent risk and 
determine the risk associated with different threats. Management should use its measurement of 
the risks to guide its recommendations for and use of mitigating controls. 
 
Threat analysis tools assist in understanding and supporting the measurement of information 
security-related risks. Such tools can include event trees,17 attack trees,18 kill chains,19 and other 
security-related schemata.20 These tools help management deconstruct an event into stages, 
better understand the event, identify the most effective and efficient means of mitigating risk, 
and improve the information security program. Additionally, management could use a taxonomy 
for security-related events to help accomplish the following: 
 
• Map threats and vulnerabilities. 
• Incorporate legal and regulatory requirements. 
• Improve consistency in risk measurement. 
• Highlight potential areas for mitigation. 
• Select proper controls to cover various attack stages, channels, and assets. 
• Allow comparisons among different threats, events, and potential mitigating controls. 
 
Refer to the IT Handbook’s “Management” booklet for more information. 
 

17 An event tree is a diagram of a chronological series of events in a system or activity that displays sequence 
progression, end states, and dependencies across time. 
 
18 An attack tree is a diagram showing how an asset, or target, might be attacked through various attack scenarios. 
Using an attack tree helps describe threats on computer systems and possible attacks to realize those threats. 
 
19 A kill chain originally was used as a military concept related to the structure of an attack. In information security, 
a kill chain is a method for modeling intrusions on a computer network. 
 
20 Security-related schemata are lists of software vulnerabilities and include the Mitre Corporation’s Common 
Attack Pattern Enumeration and Classification, CVE, Common Weakness Enumeration, “ATT&CK Matrix,” and 
Malware Attribute Enumeration and Characterization, and Mandiant’s Open Indicators of Compromise. 
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II.C Risk Mitigation 
 

 

Action Summary 
 
Management should develop and implement appropriate controls to mitigate identified risks. 
 

 
Once management has identified and measured the risks, it should develop and implement an 
appropriate plan to mitigate those risks. This plan should include an understanding of the extent 
and quality of the current control environment. When conducting an evaluation of the strength of 
controls, or the ability to mitigate risk, the institution should consider the system of controls 
rather than any discrete control.  
 
Management should also obtain, analyze, and respond to information from various sources (e.g., 
Financial Services Information Sharing and Analysis Center [FS-ISAC]) on cyber threats and 
vulnerabilities that may affect the institution. Management should incorporate available 
information on cyber events into the institution’s information security program. Additionally, 
management should develop, maintain, and update a repository of cybersecurity threat and 
vulnerability information that may be used in conducting risk assessments and provide updates to 
senior management and the board on cyber risk trends. 
 
II.C.1 Policies, Standards, and Procedures 
 
Information security policies, standards, and procedures should define the institution’s control 
environment through a governance structure and provide descriptions of required, expected, and 
prohibited activities. Policies, standards, and procedures guide decisions and activities of users, 
developers, administrators, and managers and inform those individuals of their information 
security responsibilities. Policies, standards, and procedures should also specify the mechanisms 
through which responsibilities can be met. In addition, they should provide guidance on 
acquiring, designing, implementing, configuring, operating, maintaining, and auditing 
information systems. Policies, standards, and procedures that address the information security 
program should describe the roles of the information security department, lines of business, and 
IT organization in administering the information security program. Information security policies, 
standards, and procedures form the means by which the objectives of the information security 
program are achieved. Key attributes that contribute to the success of information security 
policies, standards, and procedures include the following: 
 
• Scope that describes the expectations for appropriate actions by affected parties. 
• Sufficient details to guide behavior. 
• Implementation through ordinary means, such as system administration procedures and 

acceptable use policies. 
• Enforcement through security tools and restrictions. 
• Delineation of the areas of responsibility for users, developers, administrators, and managers. 
• Clear and easily understandable communications to all affected parties. 
• Certification that employees have read and understand the policies. 
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• Flexibility to address changes in the environment.
• Annual board review and approval.

II.C.2 Technology Design 

While technology can introduce risk, it can also serve as a mitigation tool. Management should 
understand the benefits and limitations of the technology that the institution uses and whether 
other types of controls are necessary to compensate for those limitations. 

Information security issues arise when (a) the design of the technology and the policies 
governing its use do not effectively defend against identified and unidentified threats, (b) threats 
change in ways not envisioned by the designers, and (c) the controls are not operating as 
intended. Management should continually assess the capability of the institution’s processes, 
people, and technologies to sustain the appropriate level of information security based on the 
institution’s risk profile, size, complexity, and risk appetite. 

II.C.3 Control Types 

Management may mitigate information security risks by implementing controls. Controls may be 
categorized according to timing and nature.  

Table 1: Examples of Timing- and Nature-Related Controls 

Timing 

Control type Description Example 

Preventive Controls designed to prevent incidents 
from occurring 

Access controls to applications and systems that 
prevent unauthorized individuals from performing 
transactions 

Detective Controls designed to alert 
management when incidents occur 

Reports that show suspicious activity 

Corrective Controls that lessen impact to the 
institution when adverse incidents 
occur 

Business continuity plans 

Nature 

Control type Description Example 

Administrative Controls that align with the board-
approved risk appetite and inform 
employees of management’s 
expectations 

Policies or procedures that guide implementation of 
the information security program 

Technical Software or hardware (or both) that 
prevents unauthorized activity 

A firewall that prevents unauthorized logical access 
to or from a network 

Physical Devices to prevent unauthorized 
physical access to a facility or 
computer system 

A deadbolt lock on a door 

It is important to have a layered control system, which deploys different controls at different 
points of a business process and throughout an IT system so that the strength of one control can 
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compensate for weaknesses in or possible failure of another control. Therefore, layered controls 
function in an integrated fashion to more effectively mitigate risk. 

Economic and technical considerations generally affect prevention and detection or response 
choices in system design. Compensating controls are controls that adjust for weaknesses within 
the system or process. An example of compensating controls would be a review of activity logs 
for applications that do not allow proper segregation of duties. 

II.C.4 Control Implementation 

Management should implement controls that align security with the nature of the institution’s 
operations and strategic direction. Based on the institution’s risk assessment, the controls should 
include, but may not be limited to, patch management, asset and configuration management, 
vulnerability scanning and penetration testing, end-point security, resilience controls, logging 
and monitoring, and secure software development (including third-party software development). 
In implementing controls, management should ensure it has the necessary resources, personnel 
training, and testing to maximize the effectiveness of the controls. 

The level at which controls are implemented should depend on the institution’s size, complexity, 
and risk profile, but all institutions should implement appropriate controls. In light of increasing 
cybersecurity risks, management should implement risk-based controls for managing 
cybersecurity threats and vulnerabilities, such as interconnectivity risk. Management should 
review and update the security controls as necessary depending on changes to the internal and 
external operating environment, technologies, business processes, and other factors. 

The institution can reference one or more recognized technology frameworks and industry 
standards. Several organizations have published control listings in addition to implementation 
guidance, including the following: 

• NIST 800 series of publications. These publications provide descriptions of some
management processes and technical guidance on many individual controls.

• Control Objectives for Information and Related Technology (COBIT). COBIT provides
a broad and deep framework for governance and management of enterprise IT.

• IT Infrastructure Library (ITIL). ITIL provides a list of recognized practices for IT
service management.

• International Organization for Standardization (ISO)21 27000 series. The ISO 27000
series provides control standards specific to information security.

• Industry publications and sources.22 Management and staff may find these useful for
discrete controls and processes.

21 ISO is an independent, non-governmental, international organization that brings together experts to share 
knowledge and develop voluntary, consensus-based, market-relevant international standards. 

22 Some industry publications or organizations that provide security-related information include the ISACA Journal, 
SANS Institute, the Financial Services Roundtable, the Council on Cybersecurity, and the Open Web Application 
Security Project.  
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• Vendor-provided publications, bulletin boards, and user groups. Vendors often publish
recommendations for securing their products. Additionally, some offer bulletin boards and
user groups for clients to interact among themselves.

II.C.5 Inventory and Classification of Assets

Action Summary

Management should inventory and classify assets, including hardware, software, information, and
connections.

Management should maintain and keep updated an inventory of technology assets that classifies 
the sensitivity and criticality of those assets, including hardware, software, information, and 
connections. Management should have policies to govern the inventory and classification of 
assets both at inception and throughout their life cycle, and wherever the assets are stored, 
transmitted, or processed. Inventories enable management and staff to identify assets and their 
functions. Classification enables the institution to determine the sensitivity and criticality of 
assets. Management should use this classification to implement controls required to safeguard 
the institution’s physical and information assets. Additionally, management can use the 
inventory to discover specific vulnerabilities, such as unauthorized software. 

Inventories are important for management to identify assets that require additional protection, 
such as those that store, transmit, or process sensitive customer information, trade secrets, or 
other information or assets that could be a target of cyber criminals. Knowing what information 
assets the institution has and where they are stored, transmitted, or processed helps management 
comply with federal and state laws and regulations regarding privacy and security of sensitive 
customer information. 

After inventorying the assets, management should classify the information according to the 
appropriate level of protection needed. For example, systems containing sensitive customer 
information may require access controls based on job responsibilities. These systems should 
have stronger controls than systems containing information meant for the general public. Some 
institutions classify information as public, non-public, or institution-confidential, while others 
use the classifications high, moderate, and low. Additional classifications, such as critical and 
noncritical, may be helpful to certain types of institutions. 

II.C.6 Mitigating Interconnectivity Risk 

Business processes often require institutions to share information with other institutions and 
third-party service providers that require connectivity. The extent of interconnectivity is a 
function of network architecture, network complexity, traffic volume, and number of 
connections. Interconnectivity risk arises from misuse, mismanagement, or compromise of these 
connections. 

To mitigate interconnectivity risk, management should do the following: 
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• Identify connections with third parties, including other financial institutions, financial
institution intermediaries, and third-party service providers.

• Identify all access points and connection types that pose risk, such as local area network
(LAN) connections to other networks or Internet service providers (ISP), Wi-Fi, and cellular
connections.

• Identify connections between and access across low-risk and high-risk systems.
• Assess all connections with third parties that provide remote access capability or control over

internal systems.
• Implement and assess the adequacy of controls to ensure the security of connections

regardless of criticality or sensitivity.

Management should maintain network and connectivity diagrams and data flow charts to ensure 
adequacy of layered controls and to facilitate more timely recovery and restoration of systems 
when incidents occur. 

II.C.7 User Security Controls 

Action Summary 

Management should mitigate the risks posed by users by doing the following: 

• Establishing and administering security screening in IT hiring practices.
• Establishing and administering a user access program for physical and logical access.
• Employing segregation of duties.
• Obtaining agreements covering confidentiality, nondisclosure, and authorized use.
• Providing training to support awareness and policy compliance.

Users should be granted access to systems, applications, and databases based on their job 
responsibilities. Access rights should be granted in accordance with the institution’s physical and 
logical access control policies. Authorized users with elevated or administrator privileges can 
pose a potential threat to systems and data. Employees, contractors, or third-party service 
providers can exploit their legitimate computer access for unauthorized purposes. Additionally, 
the degree of internal access granted to some users increases the risk of damage or loss of 
information and systems. Risk exposures from internal users include the following: 

• Alteration of data.
• Deletion of production and backup data.
• Misdirected data.
• Disruption of systems.
• Destruction of systems.
• Misuse of systems for personal gain or to damage the institution.
• Appropriation of strategic or customer data for espionage or fraud schemes.
• Extortion for stolen data.
• Misuse of data following the termination or change in job responsibility of an employee.
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Management should understand the risks to the institution’s information-processing environment 
and establish appropriate user access controls to mitigate these and other potential risks to the 
institution’s assets. Users should understand and confirm their understanding of their roles and 
responsibilities in maintaining a sound security environment, which includes both physical and 
logical areas. 

II.C.7(a) Security Screening in Hiring Practices

Management should have a process to verify job application information for all new employees. 
The sensitivity of a particular job or access level may warrant additional screening and recurring 
background and credit checks. Management should verify that contractors are subject to similar 
screening procedures. In addition to initial screening, management should remain alert to 
changes in personal circumstances of employees and contractors that could increase incentives 
for system misuse or fraud. 

II.C.7(b) User Access Program

Management should develop a user access program to implement and administer physical and 
logical access controls to safeguard the institution’s information assets and technology. This 
program should include the following elements: 

• Principle of least privilege, which recommends minimum user profile privileges for both
physical and logical access based on job necessity.

• Alignment of employee job descriptions to the user access program.
• Requirements for business and application owners to define user profiles.
• Ongoing reviews by business line and application owners to verify appropriate access based

on job roles with changes reported on a timely basis to security administration personnel.
• Timely notification from human resources to security administrators to adjust user access

based on job changes, including terminations.
• Periodic independent reviews that ensure effective administration of user access, both

physical and logical.

For more information, refer to the “Physical Security” and “Logical Security” sections of this 
booklet. 

II.C.7(c) Segregation of Duties

Segregation of duties, or job designs that require more than one person to complete critical or 
sensitive tasks, can help mitigate risk. Employees and third parties with access to sensitive 
resources could cause substantial damage and potential loss. System administrators, for instance, 
have the most powerful role in the user access process and have unlimited access to an 
institution’s information assets and technology. Given this extensive access, management should 
evaluate the process for determining which individuals should be granted system administrator 
privileges. Such access should be appropriately monitored for unauthorized or inappropriate 
activity. Management should incorporate independent reviews or approvals for individuals who 
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perform multiple functions to minimize the potential for fraud, irregularities, and errors. 
Examples of segregation of duties include the following: 

• Independent monitoring of the activities performed by the users with increased privileges
(e.g., system administrators and super users23).

• Distribution of system administration activities so no administrator can hide his or her
activities or control an entire system.

• Additional levels of approval as the criticality and sensitivity of decisions increase.

If an activity is conducted without appropriate segregation of duties, management should require 
an independent review (e.g., audit) of that activity. 

II.C.7(d) Confidentiality Agreements

The institution should protect the confidentiality of customer and institution information. A 
breach in confidentiality could disclose proprietary information, increase fraud risk, damage the 
institution’s reputation, violate customer privacy and associated rights, and violate laws or 
regulations. Confidentiality agreements can be used to put all parties on notice that the financial 
institution owns its information, expects strict confidentiality, and prohibits information sharing 
outside of that required for legitimate business needs. Management should obtain signed 
confidentiality agreements before granting employees and contractors access to IT systems. 

II.C.7(e) Training

Training ensures personnel have the necessary knowledge and skills to perform their job 
functions.24 Training should support security awareness and strengthen compliance with security 
and acceptable use policies. Ultimately, management’s behavior and priorities heavily influence 
employee awareness and policy compliance, so training and the commitment to security should 
start with management. Management should educate users about their security roles and 
responsibilities and communicate them through acceptable use policies. Management should 
hold all employees, officers, and contractors accountable for complying with security and 
acceptable use policies and should ensure that the institution’s information and other assets are 
protected. Management should have the ability to impose sanctions for noncompliance. 

Training materials for most users focus on issues such as end-point security, log-in requirements, 
and password administration guidelines. Training programs should include scenarios capturing 
areas of significant and growing concern, such as phishing and social engineering attempts, loss 
of data through e-mail or removable media, or unintentional posting of confidential or 
proprietary information on social media. As the risk environment changes, so should the training. 
The institution should collect signed acknowledgments of the employee acceptable use policy as 
part of the annual training program. 

23 In computing, the super user is a special user account used for system administration. Depending on the operating 
system, the name of this account might be root, administrator, admin, or supervisor. 

24 See also Information Security Standards, section III.C.2, requiring each financial institution to train staff to 
implement its information security program. 
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II.C.8 Physical Security

Action Summary

Management should implement appropriate preventive, detective, and corrective controls for physical
security.

Physical access and damage or destruction to physical components can impair the 
confidentiality, integrity, and availability of information. Management should implement 
appropriate preventive, detective, and corrective controls for mitigating the risks inherent to 
those physical security zones. 

A data center houses an institution’s most important information system components. When 
selecting a site for a data center, one major objective should be to limit the risk of exposure from 
internal and external threats, including, where possible, environmental threats inherent to 
physical locations (e.g., hurricanes, earthquakes, and blizzards). The selection process should 
include reviewing the surrounding area to determine whether it is relatively safe from exposure 
to fire, flood, explosion, or similar environmental hazards. Guards, fences, barriers, surveillance 
equipment, or other devices can deter intruders. Because access to key information systems’ 
hardware and software should be limited, appropriate physical controls should be in place. 
Additionally, the location should not be identified or advertised by signage or other indicators. 

Detection devices, when applicable, should be used to prevent theft and safeguard the equipment. 
The devices should provide continuous coverage. Detection devices have two purposes—to send 
alarms when responses are necessary and to support subsequent forensics. Alarms are useful only 
when response will occur. Some detection devices include the following: 

• Switches that activate alarms when electrical circuits are broken.
• Light and laser beams, ultraviolet beams, sound, or vibration detectors that are invisible to

intruders, and ultrasonic or radar devices that detect movement.
• Closed-circuit television (CCTV) that provides visual observation and records intrusions.

A combination of fire suppression, smoke alarms, raised flooring, and heat and moisture sensors 
should address risks from environmental threats (e.g., fire, flood, and excessive heat). 
Environmental threat monitoring should be continuous, and responses should occur when alarms 
activate. 

Physical security devices frequently need preventive maintenance to function properly. The 
institution should be able to provide maintenance logs to demonstrate that physical security 
devices are regularly maintained. Periodic testing provides assurance that the devices are 
operating correctly. 

The institution should have policies governing the duties and responsibilities of security guards. 
Employees who access secured areas should have proper identification and authorization to enter 
the areas. All non-employees should provide identification to a security guard before obtaining 

Page 576 of 1882



access. Security guards should be trained to restrict the removal of technology assets from the 
premises and to record the identity of anyone attempting to remove those assets. Management 
should implement a specific and formal authorization process for the removal of hardware and 
software from the premises. 

Access should be restricted to the following equipment or areas: 

• Operations centers (e.g., data center operations, security operations center, and network
operations center) or server rooms; uninterruptible power supplies and backup generators.

• Funds transfer and automated clearinghouse routers.
• Telecommunications equipment.
• Media libraries.
• Equipment removed from the network and awaiting disposal.
• Spare or backup devices.

II.C.9 Network Controls

Action Summary

Management should secure access to computer networks through multiple layers of access controls
by doing the following:

• Establishing zones (e.g., trusted and untrusted) according to the risk profile and criticality of
assets contained within the zones and appropriate access requirements within and between each
security zone.

• Maintaining accurate network diagrams and data flow charts.
• Implementing appropriate controls over wired and wireless networks.

Networks should be protected by a secure boundary, identifying “trusted” and “untrusted” zones. 
Internal zones, typically trusted, should segregate various components into distinct areas, each 
with the level of controls appropriate to the content and function of the assets within the zone. 
The institution’s trusted network should be protected through appropriate configuration and 
patch management, privileged access controls, segregation of duties, implementation of effective 
security policies, and use of perimeter devices and systems to prevent and detect unauthorized 
access. Tools used to enforce and detect perimeter protection include routers, firewalls, intrusion 
detection systems (IDS) and intrusion prevention systems, proxies, gateways, jump boxes,25 
demilitarized zones, virtual private networks (VPN), virtual LANs (VLAN), log monitoring and 
network traffic inspecting systems, data loss prevention (DLP) systems, and access control lists. 

The trusted network should be further segregated into internal layers, including production, 
staging, and development environments. Within those environments, management should 

25 A jump box, or jump server, provides administrators with access to or control of other servers or devices in the 
network. Because of this capability, additional security measures should be implemented. 
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consider segregating sensitive traffic, by using Voice Over Internet Protocol26 (VOIP) and 
network management (such as virtualization infrastructure that carries server boot images 
between storage devices and hosts). Each zone should have a security policy appropriate to its 
use, ensuring that zone restrictions are defined by risk, sensitivity of data, user roles, and 
appropriate access to application systems. Access to zones should be controlled according to the 
principle of least privilege and segregation of duties. To ensure appropriate network security, 
management should maintain accurate network and data flow diagrams, and store them securely, 
providing access only to essential personnel. These diagrams should identify hardware, software, 
and network components, internal and external connections, and types of information passed 
between systems to facilitate the development of a defense-in-depth security architecture. 

II.C.9(a) Wireless Network Considerations

A wireless LAN (WLAN) is a medium of network connectivity, supported by radio wave 
transmissions that provides more convenient network access to employees or devices that need 
flexibility to connect to multiple locations within the institution’s facilities. Because the user is 
not physically connected to the network and the wireless signal is broadcast and available to 
others, wireless networks are inherently less secure than wired networks and require additional 
scrutiny, controls, and oversight. Wireless access points are the devices that broadcast the radio 
wave signals and should be physically secure to prevent compromise and securely configured to 
provide the same level of control as a wired connection. Wireless gateways can allow 
management to implement more complex access controls, including advanced identity 
management capabilities and services to detect and remediate malicious software. 

Policies should prohibit installation of wireless access points and gateways without approval and 
formal inclusion in the hardware inventory. Network monitoring systems should be configured to 
detect the addition of new devices. Alternatively, network access control (NAC) systems could 
prevent the recognition of any unauthorized device.27 Management should consider limiting the 
WLAN signal to authorized areas, within the boundaries of the institution, if feasible. 
Management should use an industry-accepted level of encryption with strength commensurate 
with the institution’s risk profile on the institution’s wireless networks. 

Malicious insiders and attackers may also set up rogue or unauthorized wireless access points 
and trick employees into connecting. Such access points allow attackers to monitor employee 
activities. The institution should scan the network regularly to detect rogue access points and 
consider implementing NAC systems to prevent the successful connection of unauthorized 
devices. 

26 VOIP is the transmission of voice telephone conversations using the Internet or IP networks. 

27 A NAC system typically provides an IP address only after validating that the newly connected device is 
authorized, by means of some identification (such as a computer’s physical address—MAC address—or certificate) 
or pre-installed client software. 
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The institution may provide guests with access to a wired or wireless network. The guest 
network generally is used to provide access to the Internet and should be configured to prevent 
access to any portion of the production network. 

Institutions often provide remote network connectivity for employees or third-party service 
providers28 who are not located within or around the institution’s facilities. This connectivity 
presents operational advantages, but steps should be taken to ensure that the connection is 
encrypted and secured. VPN connections should be used for both broadband networks and 
wireless air card connections to isolate and encrypt remote traffic to institution networks. IP 
geolocation information may not always be available when using broadband networks, which 
can limit the effectiveness of monitoring. Therefore, management should consider implementing 
compensating controls, such as restricting access to network resources. 

II.C.10 Change Management Within the IT Environment 

Action Summary 

Management should have a process to introduce changes to the environment in a controlled manner. 
Changes to the IT environment include the following: 

• Configuration management of IT systems and applications.
• Hardening of systems and applications.
• Use of standard builds.
• Patch management.

The IT environment consists of operating systems,29 middleware,30 applications, file systems, 
and communications protocols. The institution should have an effective process to introduce 
application and system changes, including hardware, software, and network devices, into the IT 
environment. The process for introducing software should encompass securely developing, 
implementing, and testing changes to both internally developed and acquired software. 

Application and system control considerations for introducing changes to the IT environment 
before implementation should include the following: 

• Developing procedures to guide the process of introducing changes to the environment.
• Clearly defining requirements for changes.
• Restricting changes to authorized users.

28 In some cases, the institution provides remote access via VPN to a third-party service provider. Controls over 
third-party access should be commensurate with the sensitivity and criticality of the system and information 
accessed. 

29 An operating system is fundamental software that supports and manages software applications, allocates system 
resources, provides access and security controls, maintains file systems, and manages communications between end 
users and hardware devices. 

30 Middleware is software that connects two or more software components or applications. 
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• Reviewing the impact that changes have on security controls.
• Identifying all system components affected by the changes.
• Developing test scripts and implementation plans.
• Performing necessary tests of all changes to the environment (e.g., systems testing,

integration testing, functional testing, user acceptance testing, and security testing).
• Defining rollback procedures in the event of unintended or negative consequences with the

introduced changes.
• Ensuring the application or system owner has authorized changes in advance.
• Maintaining strict version control of all software updates.
• Validating that new hardware complies with institution policies.
• Ensuring network devices are properly configured and function appropriately within the

environment.
• Maintaining an audit trail of all changes.

Refer to the IT Handbook’s “Development and Acquisition” booklet for more information. 

II.C.10(a) Configuration Management

Configuration management is a process to securely maintain the institution’s technology by 
developing expected baselines for tracking, controlling, and managing systems settings. To 
mitigate information security risk, management should control configurations of systems, 
applications, and other technology. Effective configuration management relies on policies and 
procedures to ensure compliance with minimally acceptable system configuration requirements. 
When information systems change, management should update baselines; confirm security 
settings; and track, verify, and report configuration items. Configurations should be monitored 
for unauthorized changes, and misconfigurations should be identified. Management can use 
automated solutions to help track, manage, and identify necessary corrections. 

II.C.10(b) Hardening

Institutions typically use commercial off-the-shelf (COTS) software for operating systems and 
applications, on such diverse platforms as network infrastructure, servers, desktops, laptops, and 
mobile devices. COTS systems generally provide more functions than are required for the 
specific purposes for which they are employed. A default installation of a server operating 
system may include mail, web, and file-sharing services on a system that does not require those 
functions. Unnecessary software and services represent a potential security weakness. Their 
presence increases the potential number of discovered and undiscovered vulnerabilities in the 
system. Additionally, system administrators may not install patches or monitor the unused 
software and services to the same degree as they would operational software and services. 
Protection against those risks begins when the systems are constructed and software installed 
through a process that is referred to as hardening a system. 

Management should consult operating system and software vendor-recommended security 
controls. When deploying COTS applications and systems, management should harden the 
resulting applications and systems. Hardening can include the following actions: 
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• Determining the purpose of the applications and systems and documenting minimum 
software and hardware requirements and services to be included. 

• Installing the minimum hardware, software, and services necessary to meet the requirements 
using a documented installation procedure. 

• Installing necessary patches. 
• Installing the most secure and up-to-date versions of applications. 
• Configuring privilege and access controls by first denying all, then granting back the 

minimum necessary to each user (i.e., enforcing the principle of least privilege). 
• Configuring security settings as appropriate, enabling allowed activity, and prohibiting non-

approved activities. 
• Enabling logging. 
• Creating cryptographic hashes31 of key files. 
• Archiving the configuration and checksums32 in secure storage before system deployment. 
• Using secure replication procedures for additional, identically configured systems and 

making configuration changes on a case-by-case basis. 
• Changing all default passwords. 
• Testing the system to ensure a secure configuration. 
 
Additionally, the systems should be audited periodically to ensure that the hardware, software, 
and services are authorized and properly configured. 
 
II.C.10(c) Standard Builds 
 
Consistency in system configuration makes security easier to implement and maintain. The 
institution should use standard builds, which allow one documented configuration to be applied 
to multiple computers in a controlled manner. Some institutions, depending on their size and 
complexity, may have many standard builds for the different system configurations needed to 
address various business functions. Through standard builds, an institution simplifies the 
following activities: 
 
• Creating hardware and software inventories. 
• Updating and patching systems. 
• Restoring systems in the event of a disaster or outage. 
• Investigating anomalous activity. 
• Auditing configurations for conformance with the approved configuration. 
 
The institution may not be able to meet all of its requirements from its standard builds. The use 
of nonstandard builds should be documented and approved by management, with appropriate 
changes made to patch management and disaster recovery plans. 

31 A hash is a fixed-length cryptographic output of variables, such as a message, being operated on by a formula or 
cryptographic algorithm. 
 
32 A checksum is a simple error-detection scheme in which each transmitted message is accompanied by a numerical 
value based on the number of set bits in the message, which allows the receiver to verify the accuracy of the 
message. 
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II.C.10(d) Patch Management 
 
Frequently, security vulnerabilities are discovered in operating systems and other software after 
deployment. Hackers often will attempt to exploit these known vulnerabilities to try to gain 
access to the institution’s systems. Third parties issue patches to address vulnerabilities found on 
institution systems and applications.33 Management should implement automated patch 
management systems and software to ensure all network components (virtual machines, routers, 
switches, mobile devices, firewalls, etc.) are appropriately updated. In addition, management 
should use vulnerability scanners periodically to identify vulnerabilities in a timely manner. 
 
As part of the institution’s patch management process, management should establish and 
implement the following: 
 
• A monitoring process that identifies the availability of software patches. 
• A process to evaluate the patches against the threat and network environment. 
• A prioritization process to determine which patches to apply across classes of computers and 

applications. 
• A process for obtaining, testing, and securely installing patches, including in the institution’s 

virtual environments. 
• An exception process, with appropriate documentation, for patches that management decides 

to delay or not apply. 
• A process to ensure that all patches installed in the production environment are also installed 

in the disaster recovery environment in a timely manner. 
• A documentation process to ensure the institution’s information assets and technology 

inventory and disaster recovery plans are updated as appropriate when patches are applied. 
 
The institution should have procedures that include how to implement patches to mitigate risks 
of changing systems and address systems with unique configurations. Before applying a patch, 
management should back up the production system. Additionally, management should define 
appropriate patch windows and, whenever possible, restrict the implementation of patches to 
defined time frames to minimize business impact or potential down time. 
 
Patches make direct changes to the software and configuration of each system to which they are 
applied. While patches are necessary and useful, they may have unintended negative 
consequences, such as introducing new vulnerabilities, reintroducing old vulnerabilities, or 
degrading system performance. The following actions can help ensure patches do not 
compromise the security of the institution’s systems: 
 
• Obtain the patch from a known, trusted source. 
• Verify the integrity of the patch through comparisons of cryptographic hashes to ensure the 

patch obtained is correct and unaltered. 
• Protect and monitor the systems used to distribute patches to ensure only authorized patches 

are distributed. 

33 If an institution develops or maintains software in-house, management should have a process to update the 
software with appropriate patches. 
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• Apply the patch to an isolated test system before installing on the production system to 
ensure the patch is compatible with other software used on systems, does not alter the 
system’s security posture in unexpected ways (such as altering log settings), and corrects the 
pertinent vulnerability. 

• Test the resulting system to validate the effectiveness of the applied patch. 
 
II.C.11 End-of-Life Management 
 
Management should plan for a system’s life cycle, eventual end of life, and any corresponding 
security and business impacts. The institution’s strategy should incorporate planned changes to 
systems, including an evaluation of the current environment to identify potential vulnerabilities, 
upgrade opportunities, or new defense layers. Also included in this strategy should be 
considerations for the support provided by third-party system vendors and the risks related to 
operating unsupported legacy systems. Management should have policies to manage both the 
hardware and software life cycles. Security risks related to reaching a system’s end of life 
include (a) the increased potential for vulnerabilities because the third party no longer provides 
patches or support, (b) incompatibility with other systems in the institution’s environment, and 
(c) limitations in security features in older or obsolete systems. 
 
Effective end-of-life management should include the following: 
 
• Maintaining inventories of systems and applications. 
• Adhering to an approved end-of-life or sunset policy for older systems. 
• Tracking changes made to the systems and applications, availability of updates, and the 

planned end of support by the vendor. 
• Conducting risk assessments on systems and applications to help determine end-of-life. 
• Planning for the replacement of systems nearing obsolescence and complying with policy 

requirements for implementing new systems or applications. 
• Developing specific procedures for the secure destruction or data wiping of hard drives 

returned to vendors or donated, to prevent the inadvertent disclosure of sensitive information. 
 
If an end-of-life system or application must remain in use, management should ensure 
appropriate mitigating controls are in place, which may include segregating the system or 
application from the network. Management should also have a plan to replace the system or 
application and implement compensating controls until replacement. Strategies for replacing and 
updating hardware and software should incorporate and align with overall information security 
and business strategies as appropriate.  
 
II.C.12 Malware Mitigation 
 
Attackers use malware to obtain access to an institution’s environment and to execute an attack 
within the environment. Malware may enter through public or private networks and from devices 
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attached to the network. Although protective mechanisms may block most malware before it 
does damage, even a single malicious executable34 may create a significant potential for loss. 
 
Management should implement defense-in-depth to protect, detect, and respond to malware. The 
institution can use many tools to block malware before it enters the environment and to detect it 
and respond if it is not blocked. Methods or systems that management should consider include 
the following: 
 
• Hardware-based roots of trust, which use cryptographic means to verify the integrity of 

software. 
• Servers that run active content at the gateway and disallow content based on policy. 
• Blacklists that disallow code execution based on code fragments, Internet locations, and other 

factors that correlate with malicious code. 
• White lists of allowed programs. 
• Port monitoring to identify unauthorized network connections. 
• Network segregation. 
• Computer configuration to permit the least amount of privileges necessary to perform the 

user’s job. 
• Application sandboxing35 to limit the access and functionality of executed code. 
• Monitoring for unauthorized software and disallowing the ability to install unauthorized 

software. 
• Monitoring for anomalous activity for malware and polymorphic code. 
• Monitoring of network traffic. 
• User education in awareness, safe computing practices, indicators of malicious code, and 

response actions. 
 
II.C.13 Control of Information 
 

 

Action Summary 
 
Management should control and protect access to and transmission of information to avoid loss or 
damage and do the following: 
 
• Establish and supervise compliance with policies for storing and handling information, including 

storing data on mobile devices and cloud services. 
• Define and implement appropriate controls over the electronic transmission of information. 
• Facilitate safe and secure disposal of sensitive information. 
• Secure physical media in transit. 
 

34 In computing, an executable is a file or a program that is able to be run by a computer. 
 
35 Sandboxing is the use of a restricted, controlled execution environment that prevents potentially malicious 
software, such as mobile code, from accessing any system resources except those for which the software is 
authorized. 

Page 584 of 1882



II.C.13(a) Storage 
 
Management should implement policies to govern the secure storage of all types of sensitive 
information, whether on computer systems, on physical media, or in hard-copy documents. 
Management can achieve secure storage with physical controls,36 logical controls (e.g., 
passwords, tokens, and biometrics), and environmental controls (e.g., fire and flood protection). 
In addition, stored information, in any form, should be classified and inventoried so that it can be 
retrieved when needed. Inventories should be updated periodically to remain current. 
 
More sensitive information, such as system documentation, application source code, and 
production transaction data, should have more extensive controls to guard against alteration (e.g., 
integrity checkers and cryptographic hashes). Management should have appropriate logging and 
monitoring controls over stored information to ensure authorized access and appropriate use. 
Periodically, the security staff, audit staff, and data owners should review access rights to ensure 
the access rights remain appropriate and current. 
 
Data storage in portable devices, such as laptops, smart phones, and tablets, poses unique 
problems. These devices may be lost, stolen, or subject to unauthorized and undetected use. Risk 
mitigation typically involves data encryption, host-provided access controls, homing beacons,37 
and remote deletion38 capabilities. Management should implement appropriate controls (such as 
the use of a DLP program) over portable devices and the sensitive information contained on 
them. 
 
Many institutions create or use a third-party cloud for storage. Cloud storage39 provides unique 
issues and challenges. Management should understand the nature of the cloud technology being 
used; the physical location(s) where the data are stored and related legal jurisdiction; the access 
controls used and protection of the institution’s data (e.g., how access is controlled and how that 
information is retrieved); and the frequency and method of backup used by the cloud provider. 
Management should verify that the cloud provider offers the capability for the institution to 
monitor its system activity, significant security incidents, performance and uptime, and success 
and failure of backups. 
 
II.C.13(b) Electronic Transmission of Information 
 
Electronic transmission of information can include e-mail, file transfer protocol (FTP), secure 
FTP (sFTP), secure shell, dedicated line, short message service/texting, and transmission via the 
Internet. Management should determine the type of transmission method, sensitivity of the 

36 Refer to the “Physical Security” section of this booklet. 
 
37 Homing beacons send messages to the institution when they connect to a network and enable recovery of the 
device. 
 
38 Remote deletion is a technology that enables the institution to remotely delete certain data from a portable device.  
 
39 Cloud storage is a model of data storage in which the digital data are stored in logical pools, the physical storage 
spans multiple servers (and often locations), and the physical environment is typically owned and managed by a 
hosting company. 

Page 585 of 1882



information to be transmitted, and types of safeguards available to protect information. 
Management should implement appropriate controls or, if they are not available, restrict the type 
of information that can be transmitted. When transmitting sensitive information over a public 
network, information should be encrypted to protect it from interception or eavesdropping. 
Techniques include secure e-mail protocols, sFTP, and secure sockets layer (SSL) certificates. 
 
II.C.13(c) Disposal of Information 
 
The institution should have appropriate disposal procedures for paper-based and electronic 
information.40 Designating a single individual, department, or function to be responsible for 
disposal facilitates accountability and promotes compliance with disposal policies. 
 
Policies should prohibit employees from discarding paper-based information containing sensitive 
information by using the same disposal system as regular garbage to avoid accidental disclosure. 
Many institutions shred paper-based media on-site while others use collection and disposal 
services to ensure the media are rendered unreadable and unlikely to be reconstructed. 
Institutions that contract with third-party service providers should conduct due diligence to 
ensure those third parties conduct adequate employee background checks and employ 
appropriate controls. Contracts with third-party disposal firms should address acceptable disposal 
procedures.  
 
Electronic information and computer-based media present distinct disposal challenges. In 
addition to disk drives and other forms of storage, information frequently is contained in or on 
the memory of other devices (e.g., printers, fax machines, and cellphones). Residual data 
frequently remain on media, even after deletion. Because the data can be recovered, additional 
disposal techniques should be applied to devices containing sensitive data. Overwriting destroys 
data by replacing it with new, random data. Overwriting may be preferable when the media will 
be reused. To be effective, overwriting may have to be performed many times. 
 
Another disposal technique is degaussing, which scrambles the data recorded on the media with 
powerful, varying magnetic fields. Physical destruction of the media can make the data 
unrecoverable. Data can sometimes be destroyed after overwriting. Management should 
determine the most effective method of disposal based on the type of information. Policies and 
procedures should address making data non-recoverable. The institution should base its disposal 
policies on the sensitivity of the information. Policies, procedures, and training should inform 
employees about what actions should be taken to securely dispose of computer-based media and 
protect the data from the risks of reconstruction. Management should log the disposal of 
sensitive media. Logs should record the party responsible for disposal, as well as the date, media 
type, hardware serial number, and method of disposal. In cases when such devices are rented, 
rather than owned, by the institution, media sanitization should be addressed contractually so that 
sensitive information is disposed of properly before returning equipment at the end of the rental 
period. 
 

40 See also Information Security Standards, section III.C.4., requiring each financial institution to develop, 
implement, and maintain, as part of its information security program, appropriate measures to properly dispose of 
“customer information” and “consumer information.”  
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II.C.13(d) Transit of Physical Media 
 
Management should implement policies for maintaining the security of physical media 
(including backup tapes) containing sensitive information while in transit, including to off-site 
storage, or when shared with third parties. Policies should include the following: 
 
• Contractual requirements that incorporate necessary risk-based controls. 
• Restrictions on the carriers used. 
• Procedures to verify the identity of couriers. 
• Requirements for appropriate packaging to protect the media from damage. 
• Use of adequate encryption of sensitive information recorded on media that is being 

physically transported. 
• Tracking of shipments to provide early indications of loss or damage. 
• Security reviews or independent security reports of receiving companies. 
• Use of nondisclosure agreements for couriers and third parties. 
 
II.C.13(e) Rogue or Shadow IT 
 
Management should have policies explaining that employees should not and are not authorized 
to use unsanctioned or unapproved IT resources (e.g., online storage services, unapproved 
mobile device applications, and unapproved devices). Security awareness or information security 
training should include procedures for identifying and reporting shadow IT. 
 
II.C.14 Supply Chain 
 
The typical institution purchases a wide variety of hardware and software, which often is 
manufactured or developed internationally. In a supply chain attack, a threat source incorporates 
unidentified and harmful features into the purchased items before delivery. During the risk 
identification process, management should identify factors that may increase risk from supply 
chain attacks and respond with appropriate risk mitigations. An effective information security 
program seeks to limit the potential for harm through techniques tailored to specific acquisitions 
and services. Examples of techniques to mitigate the risk from such attacks include the 
following: 
 
• Only making purchases through reputable sellers who demonstrate an ability to control their 

own supply chains. 
• Purchasing hardware and software through third parties to shield the institution’s identity. 
• Reviewing hardware for anomalies. 
• Using automated software testing and code reviews for software. 
• Regularly reviewing the reliability of software and hardware items purchased through 

activity monitoring and evaluations by user groups.  
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II.C.15 Logical Security 
 

 

Action Summary 
 
Management should have an effective process to administer logical security access rights for the 
network, operating systems, applications, databases, and network devices, which should include the 
following: 
 
• Assigning users and devices the access required to perform required functions. 
• Updating access rights based on personnel or system changes. 
• Reviewing users’ access rights at an appropriate frequency based on the risk to the application or 

system. 
• Designing appropriate acceptable-use policies and requiring users to agree to them. 
• Controlling privileged access. 
• Changing or disabling default user accounts and passwords. 
 

 
System devices, programs, and data are system resources. Because users may access these 
resources through the institution’s network, management should identify and restrict logical 
access to all system resources to the minimum required for legitimate and approved work 
activities, according to the principle of least privilege. Access beyond the minimum required for 
work to be performed exposes the institution’s systems and information to a potential loss of 
confidentiality, integrity, and availability. The institution’s logical security policy and procedures 
should address access rights and how those rights are to be administered. Management and 
system administrators should regularly evaluate information system access. 
 
Logical user access rights administration consists of three processes: 
 
• Enrolling new users to the system. 
• Authorizing modifications to user access and deletions. 
• Monitoring access rights granted to each user, including periodic review and validation of 

access rights. 
 
The enrollment process establishes the user’s identity and anticipated business needs for 
information and systems. Management should identify and evaluate all users, including new 
employees, IT outsourcing relationships, and contractors. The assignment of access rights is 
typically performed by the employee’s manager and the application or data owners responsible 
for each accessed resource, with documented approval. The assignment of rights may also be 
established by the employee’s role or group membership, which confers certain user access 
rights. 
 
Management should have an authorization process to enable the employee’s manager and the 
application or data owners to modify or delete existing user access rights to information and 
systems. The authorization process should include controls to verify that proper authorizations 
were granted or removed. Modifications to access rights should occur when an individual’s 
business needs change. Job changes can result in an expansion, reduction, or deletion of needed 
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access rights. Job changes that could trigger a modification or deletion of access rights include 
transfers, mandatory leave, resignations, and terminations. The institution should promptly 
review, and modify as needed, access rights for all users who experience job changes, 
particularly those with privileged access, remote access privileges, and access to customer 
information. 
 
As part of the user access rights monitoring process, management should perform regular 
reviews to validate user access. Reviews should test whether access rights continue to be 
appropriate or whether they should be modified or deleted. Management should review access 
rights on a schedule commensurate with risk. 
 
Logical user access rights administration also constrains user activities through an acceptable use 
policy that details permitted system uses, user activities, and the consequences of 
noncompliance. Management should maintain an acceptable use policy, and employees should 
be required to acknowledge and agree in writing to the policy. When implemented correctly, an 
acceptable use policy is a key control for user awareness and administrative policing of system 
activities. Elements of an acceptable use policy can include the following: 
 
• Specific access devices that can be used to access the network. 
• Hardware and software changes the user can make to his or her access device. 
• Purpose and scope of network activity. 
• Permitted network services. 
• Information that can or cannot be transmitted, and authorized transmission methods. 
• Bans on attempts to break into accounts, crack passwords, or disrupt service. 
• Responsibilities for secure operation. 
• Consequences of noncompliance. 
 
Authorization for privileged access should be tightly controlled. Privileged access refers to the 
ability to override system or application controls, and may include system administrator access. 
All individuals who are granted privileged access should have the appropriate training 
commensurate with the risk and complexity of the systems and information they access. Prudent 
practices for controlling privileged access include the following: 
 
• Identifying each privilege associated with each system resource. 
• Implementing a process to allocate privileges on a need-to-use or an event-by-event basis. 
• Documenting the granting and extent of privileged access. 
• Assigning privileges to a unique user ID apart from the one used for normal business use. 
• Prohibiting shared privileged user accounts. 
• Logging and independent monitoring of the use of privileged access. 
• Reviewing, by an independent party, privileged access rights and allocations at appropriate 

intervals. 
 
Access rights to new software and hardware present a different problem. Typically, hardware 
and software are shipped with default users and at least one default user has privileged access. 
Lists of default accounts and passwords are readily available and can enable anyone with access 
to the system to obtain privileged access. These passwords should be changed, and the accounts 
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should be disabled. Alternately, if these accounts are not disabled, access should be monitored 
closely. 
 
II.C.15(a) Operating System Access 
 
Access to the operating system and system utilities provide users with the authority to make 
fundamental changes to the system. System utilities are programs that perform repetitive 
functions, such as creating, deleting, changing, or copying files. System utilities also could 
include numerous types of system management software that can supplement operating system 
functionality by supporting common system tasks, such as security, system monitoring, or 
transaction processing. 
 
Unauthorized access to the operating system and system utilities could result in significant 
financial and operational losses. System and security administrators should restrict and monitor 
privileged access to operating systems and system utilities. Many operating systems have 
integrated or third-party access control software, which is often essential to effective access 
control and can be used to integrate the security management of the operating system and 
applications. To prevent unauthorized access to or inappropriate activity on the operating system 
and system utilities, management should do the following: 
 
• Implement effective user access to appropriately restrict system access for both users and 

applications and, depending on the sensitivity, extend protection at the program, file, record, 
or field level. 

• Limit the number of employees with access to operating systems and grant only the 
minimum level of access required to perform job responsibilities. 

• Restrict and log access to and activity on operating system parameters, system utilities 
(especially those with data-altering capabilities), and sensitive system resources (including 
files, programs, and processes), and supplement with additional security software, as 
necessary. 

• Restrict operating system access to specific terminals in physically secure and monitored 
locations. 

• Secure or remove external drives and portable media from system consoles, terminals, or 
personal computers (PC) running terminal emulations, residing outside of physically secure 
locations. 

• Prohibit remote access to operating system and system utilities, where feasible, and, at a 
minimum, require strong authentication and encrypted sessions before allowing such remote 
access. 

• Filter and review logs for potential security events and provide adequate reports and alerts. 
• Independently monitor operating system access by user, terminal, date, and time of access. 
 
II.C.15(b) Application Access 
 
Sensitive or mission-critical applications should incorporate appropriate access controls that 
restrict which functions are available to users and other applications. These access controls allow 
authorized users and other applications to interface with related databases. Some security 
software programs integrate access control between the operating system and some applications. 
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Such software is useful when applications do not have their own access controls or when the 
institution uses security software instead of the application’s native access controls. Management 
should understand the functionality and vulnerabilities of the application access control solutions 
and consider those issues in the risk management process. 
 
Management should implement effective application access controls by doing the following: 
 
• Implementing a robust authentication41 method consistent with the criticality and sensitivity 

of the application. 
• Easing the administrative burden of managing application access rights by using group 

profiles. Managing access rights individually can lead to inconsistent or inappropriate access 
levels. 

• Periodically reviewing and approving the application access assigned to users for 
appropriateness. 

• Communicating and enforcing the responsibilities of programmers, security administrators, 
and application owners for maintaining effective application access control. 

• Setting time-of-day or terminal limitations for some applications or for more sensitive 
functions within an application. 

• Logging access and events, defining alerts for significant events, and developing processes to 
monitor and respond to anomalies and alerts. 

 
II.C.15(c) Remote Access 
 
Management should develop policies to ensure that remote access by employees, whether using 
institution or personally owned devices, is provided in a safe and sound manner. Such policies 
and procedures should define how the institution provides remote access and the controls 
necessary to offer remote access securely. Management should employ the following measures: 
 
• Disable remote communications if no business need exists. 
• Tightly control remote access through management approvals and subsequent audits. 
• Implement robust controls over configurations at both ends of the remote connection to 

prevent potential malicious use. 
• Log and monitor all remote access communications. 
• Secure remote access devices. 
• Restrict remote access during specific times. 
• Limit the applications available for remote access. 
• Use robust authentication methods for access and encryption to secure communications. 
 
There are several methods to provide remote access to employees. A prevalent form of remote 
access is through a VPN, which provides employees with a remote connection to the institution’s 
network through a secure channel. The VPN connection uses public telecommunication 
infrastructure, such as the Internet, to provide remote offices or individual users with secure 

41 Stronger authentication and layered security methods, such as the use of tokens, public-key infrastructure-based 
systems, or out-of-band verification coupled with a robust identity and access management process, can reduce the 
potential for unauthorized access. 
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access to their organization's network. VPN provides an encrypted isolated “tunnel” or 
connection between a remote user’s computer and the internal network. 
 
Because VPN connections provide access to sensitive internal networks, the connections require 
additional authentication from the remote user. Use of physical token devices is a common 
method that can provide one-time passwords to strongly authenticate remote users. 
 
While VPNs effectively connect the remote computer to the internal network, other alternatives 
provide virtual desktop capability. In these cases, the remote computer connects to a special 
purpose software system (sometimes a website), authenticates the user, and establishes a secure 
connection to an internal network server. That server establishes a local internal network desktop 
session and connects it to the screen, keyboard, mouse, and speakers of the remote computer. 
This is an actual remote control environment, where the remote user’s actions have the same 
effect as if connected to an actual internal network desktop. The remote control configuration 
may permit file transfer between the remote and internal computers. If the remote access method 
allows users to store sensitive institution information, management should consider limiting this 
access to institution-owned devices. 
 
Other methods of remote access are available, including remote control software and third-party 
services, file transfer software (e.g., FTP), conferencing/session sharing tools, and other remote 
desktop software. Management should conduct a risk assessment and implement appropriate 
controls before adopting any remote access solution. 
 
If the institution allows employees to use authorized remote access methods with institution-
owned devices, management should implement the following mitigating controls: 
 
• Prevent users from installing software on the devices. 
• Prohibit users from having administrative privileges on the devices. 
• Use firewalls, host-based IDS, and packet content filtering to identify, monitor, and limit 

remote access activities. 
 
II.C.15(d) Use of Remote Devices 
 
Management may choose to allow employees to connect remotely to the institution’s network 
using either an institution-owned or a personally owned device (often referred to as BYOD or 
“bring your own device”). Institution-owned devices are easier to secure because the institution 
controls the devices’ configuration and often can implement remote wiping if the devices are lost 
or stolen. It may be more difficult to implement remote wiping or a similar measure on an 
employee’s personally owned device. BYOD is becoming more popular, however, with 
institutions and employees because it reduces costs to the institution and enables employees to 
carry one device instead of two. 
 
For all remote devices, management should do the following to control employee remote access 
to the institution’s network: 
 
• Disallow remote access unless a compelling business justification exists. 
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• Require management approval of employee remote access. 
• Regularly review remote access approvals and rescind those that no longer have a compelling 

business justification. 
• Restrict remote access to authorized network areas and applications by using VLANs, 

permissions, and other techniques. 
• Log remote access communications (including date, time, user, user location, duration, and 

activity), analyze logs in a timely manner, and follow up on anomalies. 
• Implement robust authentication methods for remote access. 
• Use encryption to protect communications between the access device and the institution. 
• Use application white-listing.42 
 
For institution-owned devices, the institution should have the ability to manage the remote 
devices. The following controls should be implemented: 
 
• Securely configure remote access devices. 
• Protect remote access devices against malware. 
• Patch, update, and maintain all software on remote access devices. 
• Encrypt sensitive data residing on the access device. 
• Implement secure containers with internal boundaries to store sensitive information, in a way 

that is not accessible to the device without permission. 
• Periodically audit the access device configurations and patch levels. 
• Remotely disable or wipe the device in the event of theft or loss. 
• Use geolocation of the device to support device recovery efforts. 
 
For personally owned devices, the institution may not have the ability to configure the devices; 
therefore, management should have an effective method or solution to ensure that such devices 
meet defined institution security standards, such as operating system version, patch levels, and 
anti-malware solutions, before such devices are allowed to log on to the network. 
 
II.C.16 Customer Remote Access to Financial Services 
 

 

Action Summary 
 
Management should do the following: 
 
• Develop and maintain policies and procedures to securely offer and strengthen the resilience of 

remote financial services, if the institution offers such services. 
• Plan for actions that adversely affect the availability of remote banking services to customers. 
• Coordinate appropriate responses with the institution’s ISPs and third-party service providers. 
• Regularly test the institution’s response plans. 
 

 

42 Application white-listing is the maintenance and use of a list of applications and their components (e.g., libraries 
and configuration files) that are authorized to be present or active on a system according to a well-defined baseline. 
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Institutions increasingly offer services to customers through remotely accessible technology, 
such as the Internet and mobile financial services. If the institution offers such services, 
management should implement appropriate authentication techniques43 commensurate with the 
risk from remote banking activities. Beyond authentication, remote access controls should 
include additional layered security controls and may include some combination of the following: 
 
• Application time-outs with mandatory re-authentication. 
• Fraud detection and monitoring systems that include consideration of customer history and 

behavior to alert management, and enable a timely and effective institution response. 
• Dual customer authorization through different access devices. 
• Out-of-band44 verification for transactions. 
• Positive pay,45 debit blocks, and other techniques to appropriately limit the transactional use 

of the account. 
• Supplementary controls over certain account activities, such as transaction value limits, 

restrictions on devices for adding payment recipients, limits on the number of transactions 
allowed per day, and allowable payment windows (e.g., days and times). 

• Reputation-based tools to block connections to the institution’s servers based on device or 
network indicators known or suspected to be associated with fraudulent activities. 

• Device authentication with appropriate enrollment and de-enrollment processes. 
• Policies for addressing customer devices identified as potentially compromised and 

identifying customers who may be facilitating fraud. 
• Controls over changes to account maintenance activities (e.g., address or password changes) 

performed by customers either online or through customer service channels. 
• Supplementary controls for system administrators who are granted privileges to set up or 

change system configurations of business accounts.46 
• Customer education to increase awareness of the fraud risk and effective techniques 

customers can use to mitigate the risk. 
 
Institution customers may also use e-mail or other electronic means to transmit instructions. All 
instructions received through such channels should be authenticated and validated in accordance 
with institution policies. 
 
An area of heightened concern when financial institutions offer remote financial services is the 
potential for malicious activity against the institution’s mobile or online services. Malicious 
actors may restrict availability to those services through denial of service (DOS) attacks that 
target the institution’s ISPs, third-party service providers, infrastructure, or applications. 

43 Techniques include multiple factor authentication, device authentication, location consistency, and additional 
authentication for sensitive functions. 
 
44 Out-of-band refers to activity outside of the primary means of interfacing with the customer. For example, if a 
user is performing activity online, he or she may be authenticated through a one-time password sent via text 
message. 
 
45 Positive pay is a technique that can reduce check fraud by requesting businesses to send electronic files of 
information to the financial institution on all checks the business has issued. 
 
46 Refer to the FFIEC’s “Supplement to Authentication in an Internet Banking Environment.” 
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Additionally, attacks on organizations that share infrastructure with the institution, including 
domain name services, may adversely affect the availability of remote services. Management 
should develop and maintain policies and procedures to identify, measure, mitigate, monitor, and 
report on significant security incidents to ensure the resilience of remote financial services. 
Planning and coordination by the institution and its third-party service providers may improve 
the resilience of services in the face of those attacks. To prevent or minimize exposure to these 
incidents, management should do the following: 
 
• Monitor threat alerts. 
• Monitor service availability and diagnose causes of reduced availability. 
• Monitor applications and network traffic for indicators of nefarious activity. 
• Ensure traffic filtering by the institution’s ISP or upstream ISP,47 third-party service 

providers, and internal resources. 
• Design and implement applications to withstand application-level DOS. 
• Utilize distributed architecture. 
• Limit traffic (e.g., allow valid traffic and block known bad traffic by port or IP address). 
• Add bandwidth. 
• Enable access to services through alternative channels. 
 
The institution should develop and test an incident response plan in conjunction with the 
institution’s ISPs and third-party service providers to mitigate the interruption of mobile or 
remote financial services. Refer to the “Incident Response” section of this booklet for more 
information. 
 
Customers may be provided with a website disclosure with the institution’s customer acceptable-
use policy. Depending on the nature of the website, the institution may require customers to 
demonstrate knowledge of and agreement to abide by the terms of the acceptable use policy. 
That evidence can be paper-based or electronic. 
 
Refer to appendix E48 of the IT Handbook’s “Retail Payment Systems” booklet for more 
information about mobile financial services. 
 
II.C.16(a) Customer Awareness 
 
The institution’s customer awareness and education efforts should consider both retail and 
commercial account holders and include the following elements: 
 
• An explanation of protections provided, and not provided, to account holders relative to 

electronic funds transfers under Regulation E, and a related explanation of the applicability 
of Regulation E to the types of accounts accessible online. 

47 An upstream ISP is usually a large ISP that provides Internet access to a local ISP. 
 
48 See the IT Handbook’s “Retail Payment Systems” booklet, appendix E, “Mobile Financial Services.” 
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• An explanation that while the institution may contact a customer regarding his or her account 
or suspicious activities related to his or her account, the institution should never ask the 
customer to provide his or her log-in credentials over the phone or via e-mail. 

• A list of recommended controls and prudent practices that the customer should implement 
when using the institution’s remote financial services. 

• A suggestion that commercial online customers perform a related risk assessment and 
controls evaluation periodically. 

• Recommendations of technical and business controls to commercial customers that can be 
implemented to mitigate the risks from fraud schemes such as Business Email 
Compromise.49  

• A method to contact the institution if customers notice suspicious account activity. 
 
II.C.17 Application Security 
 

 

Action Summary 
 
Management should use applications that have been developed following secure development 
practices and that meet a prudent level of security. Management should develop security control 
requirements for all applications, whether the institution acquires or develops them. Information 
security personnel should be involved in monitoring the application development process to verify 
that secure development practices are followed, security controls are implemented, and information 
security needs are met. 
 

 
Institutions and their customers use a wide variety of applications. Such applications include core 
banking applications, web applications, and installable applications (e.g., downloadable mobile 
applications). 
 
A secure software development life cycle ensures that Internet- and client-facing applications 
have the necessary security controls. The institution should ensure that all applications are 
securely developed. To verify the controls have been developed and implemented appropriately, 
management should perform appropriate tests (e.g., penetration tests, vulnerability assessments, 
and application security tests) before launching or making significant changes to external-facing 
applications. Issues noted from tests should be remediated before launching applications or 
moving changes into production. At institutions that employ third parties to develop applications, 
management should ensure that the third parties meet the same controls. 
 
Applications should provide the ability for management to do the following: 
 
• Implement a prudent set of security controls (e.g., password and audit policies), audit trails of 

security and access changes, and user activity logs for all applications. 
• Establish user and group profiles for applications if not part of a centralized identity access 

management system. 

49 See Federal Bureau of Investigation, Alert I-012215-PSA. 
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• Change and disable default application accounts upon installation. 
• Review and install patches for applications in a timely manner. 
• Implement validation controls for data entry50 and data processing.51 
• Integrate additional authentication and encryption controls, as necessary, to ensure integrity 

and confidentiality of data and non-repudiation of transactions. 
• Protect web or Internet-facing applications through additional controls, including web 

application firewalls, regular scanning for new or recurring vulnerabilities, mitigation or 
remediation of common security weaknesses, and network segregation to limit inappropriate 
access or connections to the application or other areas of the network. 

• Mitigate risks from potential flaws in applications allowing remote access by customers and 
others through network, host, and application layer architecture considerations. 

• Obtain attestation or evidence from third-party developers that the application acquired by 
the institution meets the necessary security requirements and that noted vulnerabilities or 
flaws are remediated in a timely manner. 

• Perform ongoing risk assessments to consider the adequacy of application-level controls in 
light of changing threat, network, and host environments. 

• Implement minimum controls recommended by the third-party service provider and consider 
supplemental controls as appropriate. 

• Review available audit reports, and consider and implement appropriate control 
recommendations 

• Collect data to build metrics and reporting of configuration management compliance, 
vulnerability management, and other measurable items as determined by management. 

 
Whether the institution acquires or develops applications, management should establish security 
control requirements for new systems, system revisions, or new system acquisitions. 
Management should define the security control requirements based on its risk assessment process 
and evaluate the value of the information at risk and the potential impact of unauthorized access 
or damage within existing software development and acquisition processes. Management should 
have a process to determine risks posed by the system and necessary security requirements. 
Management may also refer to published, widely recognized industry standards as a starting 
point for establishing the institution’s security requirements. 
 
Information security personnel should be involved from the outset in the application 
development process to determine whether security controls are designed, tested, and 
implemented and information security needs are being met. Monitoring the development 
environment can help ensure that the implemented controls are functioning properly. Institutions 
that purchase applications typically rely on third-party service providers to develop applications 
with appropriate security built-in; management, however, should perform its own verification to 

50 Data entry validation controls include access controls over entry and changes to data, error checks, review of 
suspicious or unusual data, and dual entry or additional review and authorization for highly sensitive transactions or 
data. 
 
51 Data processing controls include batch control totals, hash totals of data for comparison after processing, 
identification of any changes made to data outside the application (e.g., data-altering utilities), and job control 
checks to ensure programs run in correct sequence. 
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determine whether the application meets the institution’s security requirements. Management 
should analyze the environment where the application will reside. As the environment changes, 
the security requirements and assurance needs for the application may also change. Management 
should leverage available resources52 to assist in risk identification and improve the institution’s 
application security practices. 
 
II.C.18 Database Security 
 

 

Action Summary 
 
Management should implement effective controls for databases and restrict access appropriately. 
 

 
Databases are collections of information organized to be easily accessed, managed, and updated. 
Databases can be developed in-house or purchased from third parties and have their own controls 
and protective mechanisms configured to provide varying levels of protection. Along with many 
other security features, encryption helps to protect the stored information from theft or 
unauthorized viewing. Management should implement or enable controls commensurate with the 
sensitivity of the data stored in or accessed by the database. 
 
Database users may be people (e.g., employees, customers, and contractors) or other 
applications. Users have different levels of access and authorization. Some users may have 
extensive privileges, including the ability to change the database configuration and access 
controls. Other users may have restrictions in what they can view, manipulate, or store. When a 
person is the database user, authorizations can be tailored to that person, greatly limiting the 
amount of information that could be exposed in a security incident. When an application is the 
database user, the access granted to the application can be more extensive than a person would 
require. Accordingly, an attack on a database through an application could expose a larger and 
more damaging collection of data. For application accounts, management should strengthen 
authentication and monitoring requirements to minimize the potential for unauthorized use. 
 
Management should appropriately control user access and apply the principle of least privilege in 
assigning authorizations. The use and overall configuration of a database’s security features 
should be part of a well-designed, layered security program. 
 
II.C.19 Encryption 
 

 

Action Summary 
 
Management should implement the type and level of encryption commensurate with the sensitivity of 
the information. 
 

 

52 Resources include software tools, industry resources, specific certifications, and education courses. 
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Encryption is used to secure communications and data storage, particularly authentication 
credentials and the transmission of sensitive information. Encryption can be used throughout a 
technological environment, including the operating systems, middleware, applications, file 
systems, and communications protocols. 
 
Encryption can be used as a preventive control, a detective control, or both. As a preventive 
control, encryption acts to protect data from disclosure to unauthorized parties. As a detective 
control, encryption is used to allow management to discover unauthorized changes to data. When 
prevention and detection are joined, encryption can be an important control in ensuring 
confidentiality, integrity, and availability. 
 
Institution management should employ encryption strength sufficient to protect information from 
disclosure. Encryption methods should be reviewed periodically to ensure that the types and 
methods of encryption are still secure as technology and threats evolve. Decisions regarding 
what data to encrypt and at what points to encrypt the data are typically based on the risk of 
disclosure and the costs of encryption. The need to encrypt data is determined by the institution’s 
data classification and risk assessment. 
 
Passwords should be hashed or encrypted in storage. Passwords that are hashed also should be 
salted.53 Files containing encrypted or hashed passwords used by systems to authenticate users 
should be readable only with elevated (or administrator) privileges. 
 
Key management54 is crucial to the effective use of encryption. Effective key management 
systems rely on an agreed set of standards, procedures, and secure methods that address the 
following:55 
 
• Generating keys for different cryptographic systems and different applications. 
• Generating and obtaining public keys. 
• Distributing keys to intended users, including how keys should be activated when received. 
• Storing keys, including how authorized users obtain access to keys. 
• Changing or updating keys, including rules on when and how keys should be changed. 
• Addressing compromised keys. 
• Archiving, revoking, and specifying how keys should be withdrawn or deactivated. 
• Recovering keys that are lost or corrupted as part of business continuity management. 
• Logging the auditing of key management-related activities. 
• Instituting defined activation and deactivation dates, and limiting the usage period of keys. 
 

53 In password protection, salt is a random string of data used to modify a password hash. 
 
54 Key management is the management of cryptographic keys. This includes dealing with the generation, exchange, 
storage, use, and replacement of keys. 
 
55 Refer to ISO/IEC 11770-1:2010, “Key Management—Part 1: Framework”; ISO/IEC 11770-2:2008, “Key 
Management—Part 2: Mechanisms Using Symmetric Techniques”; and ISO/IEC 11770-3:2015, “Key 
Management—Part 3: Mechanisms Using Asymmetric Techniques.” 
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II.C.20 Oversight of Third-Party Service Providers 
 

 

Action Summary 
 
Management should oversee outsourced operations through the following: 
 
• Appropriate due diligence in third-party research, selection, and relationship management. 
• Contractual assurances for security responsibilities, controls, and reporting. 
• Nondisclosure agreements regarding the institution’s systems and data. 
• Independent review of the third party’s security through appropriate reports from audits and tests. 
• Coordination of incident response policies and contractual notification requirements. 
• Verification that information and cybersecurity risks are appropriately identified, measured, 

mitigated, monitored, and reported. 
 

 
Management should conduct appropriate due diligence in selecting and monitoring third-party 
service providers. Management should be responsible for ensuring that such third parties use 
suitable information security controls when providing services to the institution. When indicated 
by the institution’s risk assessment, management should monitor third-party service providers to 
confirm that they are maintaining appropriate controls. If the third-party service provider stores, 
transmits, processes, or disposes of customer information, management should require third-
party service providers by contract to implement appropriate measures designed to meet the 
Information Security Standards. 
 
Management should evaluate information security considerations of potential third-party service 
providers during initial due diligence. Refer to the IT Handbook’s “Outsourcing Technology 
Services” booklet for more information. 
 
Management should verify that third-party service providers implement and maintain controls 
sufficient to appropriately mitigate risks. The institution’s contracts should do the following: 
 
• Include minimum control and reporting standards. 
• Provide for the right to require changes to standards as external and internal environments 

change. 
• Specify that the institution or an independent auditor has access to the service provider to 

perform evaluations of the service provider’s performance against the Information Security 
Standards. 

 
Refer to the “Third-Party Reviews of Technology Service Providers” section of the IT 
Handbook’s “Audit” booklet for more information. 
 
Additionally, as part of the oversight of third-party service providers, management should 
determine whether cyber risks are identified, measured, mitigated, monitored, and reported by 
such third parties as third-party cyber threats can have an impact on the institution. Information 
security reporting by the institution should incorporate an assessment of these third-party risks to 
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facilitate a comprehensive understanding of the institution’s exposure to third-party cyber 
threats. 
 
II.C.20(a) Outsourced Cloud Computing 
 
As with other forms of outsourcing, information security implications are key in the cloud 
computing model. Management may need to revise information security policies, standards, and 
procedures to incorporate the activities related to a cloud computing service provider. Refer to 
the FFIEC’s “Outsourced Cloud Computing” statement for more information.56 
 
II.C.20(b) Managed Security Service Providers 
 
Management may rely on third parties to provide security services; management, however, 
remains responsible for ensuring the security of the institution’s systems and information by 
overseeing the effectiveness of the services provided by the managed security services provider. 
Additional information is available in appendix D of the IT Handbook’s “Outsourcing 
Technology Services” booklet. 
 
II.C.21 Business Continuity Considerations 
 

 

Action Summary 
 
Management should do the following: 
 
• Identify personnel who will have critical information security roles during a disaster, and train 

personnel in those roles. 
• Define information security needs for backup sites and alternate communication networks. 
• Establish and maintain policies that address the concepts of information security incident 

response and resilience, and test information security incident scenarios. 
 

 
Business continuity plans should be reviewed as an integral part of the security process. 
Strategies should consider the different risk environments and the degree of risk mitigation 
necessary to protect the institution if continuity plans must be implemented. Management should 
train personnel regarding their security roles during a disaster. Additionally, management should 
update technologies and plans for backup sites and communications networks. These security 
considerations should be integrated with the testing of the business continuity plan. 
 
Information security events may trigger activation of the business continuity plan. Therefore, the 
institution’s plan should include steps that explicitly address information security incident 
response and resilience. Resilience testing should incorporate information security event 
scenarios identified by the institution. 
 
Refer to the IT Handbook’s “Business Continuity Planning” booklet for more information. 

56 See FFIEC, “Outsourced Cloud Computing,” July 10, 2012. 
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II.C.22 Log Management 
 
Network and host activities typically are recorded on the host and sent across the network to a 
central logging repository. The data that arrive at the repository are in the format of the software 
that recorded the activity. The logging repository may process the data and can enable timely and 
effective log analysis. Management should have effective log retention policies that address the 
significance of maintaining logs for incident response and analysis needs. 
 
Log files are critical to the successful investigation and prosecution of security incidents and can 
potentially contain sensitive information. Intruders often attempt to conceal unauthorized access 
by editing or deleting log files. Therefore, institutions should strictly control and monitor access 
to log files whether on the host or in a centralized logging repository. Considerations for securing 
the integrity of log files include the following: 
 
• Encrypting log files that contain sensitive data or that are transmitted over the network. 
• Ensuring adequate storage capacity to avoid gaps in data gathering. 
• Securing backup and disposal of log files. 
• Logging the data to a separate, isolated computer. 
• Logging the data to read-only media. 
• Setting logging parameters to disallow any modification to previously written data. 
• Restricting access to log files to a limited number of authorized users. 
 
Additionally, logging practices should be reviewed periodically by an independent party to 
ensure appropriate log management. 
 
Logs are voluminous and challenging to read. They come from a variety of systems and can be 
difficult to manage and correlate. Security information and event management (SIEM) systems 
can provide a method for management to collect, aggregate, analyze, and correlate information 
from discrete systems and applications. Management can use SIEM systems to discern trends 
and identify potential information security incidents. SIEM systems can be used to gather 
information from the following: 
 
• Network and security devices and systems.57 
• Identity and access management applications. 
• Vulnerability management and policy compliance tools. 
• Operating system, database, and application logs. 
• Physical and environmental monitoring systems. 
• External threat data. 
 
Regardless of the method of log management, management should develop processes to collect, 
aggregate, analyze, and correlate security information. Policies should define retention periods 
for security and operational logs. Institutions maintain event logs to understand an incident or 
cyber event after it occurs. Monitoring event logs for anomalies and relating that information 

57 These can include intrusion detection and prevention systems, DLP solutions, and firewalls. 
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with other sources of information broadens the institution’s ability to understand trends, react to 
threats, and improve reports to management and the board. 
 

II.D Risk Monitoring and Reporting 
 
Risk monitoring is a process by which the institution tracks information about its inherent risk 
profile and identifies gaps in the effectiveness of risk mitigation activities. Risk monitoring 
should address changing threat conditions in both the institution and the greater financial 
industry. Threats change frequently, particularly in terms of the threat’s capabilities and 
intentions, as well as the vulnerabilities they may exploit. Vulnerabilities in software are 
continually announced, and other vulnerabilities may emerge as the institution’s systems are 
modified or updated. External requirements, including the use of new third-party service 
providers, also may change the institution’s inherent risk profile. 
 
Risk reporting is a process that produces information systems reports that address threats, 
capabilities, vulnerabilities, and inherent risk changes. Risk reporting should describe any 
information security events that the institution faces and the effectiveness of management’s 
response and resilience to those events. The reporting process should provide a method of 
disseminating those reports to appropriate members of management. The contents of the reports 
should prompt action, if necessary, in a timely manner to maintain appropriate levels of risk. 
 
II.D.1 Metrics 
 
A mature and effective information security program uses metrics to improve the program’s 
effectiveness and efficiency. Management should develop metrics that demonstrate the extent to 
which the security program is implemented and whether the program is effective. Metrics are 
used to measure security policy implementation, conformance with the information security 
program, the adequacy of security services delivery, and the impact of security events on 
business processes. The measurement of security characteristics can allow management to 
increase control and drive improvements to the security process. Metrics generally are formed to 
measure conformance to the standards and procedures that are used to implement policies.  
 
Management should utilize metrics to quantify and report risks of the information security 
program. Metrics should be gathered from external sources and internal data. The scope of 
metrics should be comprehensive and commensurate with the complexity of the institution’s 
operations. Reports should incorporate metrics tailored for different audiences and stakeholders. 
These metrics and other monitoring reports of the information security program should feed into 
ITRM reporting. 
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III Security Operations 
 

 

Action Summary 
 
Management should design policies and procedures to effectively manage security operations with 
the following characteristics: 
 
• Broadly scoped to address all ongoing security-related functions. 
• Guided by defined processes. 
• Integrated with lines of business and third parties. 
• Appropriately staffed and supplied with technology for continual incident detection and response 

activities. 
 

 
Security operations involve a wide range of activities. Those activities may be centralized in a 
security operations center, distributed within the information security department and business 
lines, or outsourced in whole or in part. Security operations activities can include the following: 
 
• Security software and device management (e.g., maintaining the signatures on signature-

based devices and firewall rules). 
• Forensics (e.g., analysis of potentially compromised systems). 
• Threat identification and assessment. 
• Vulnerability identification (e.g., operation or supervision of vulnerability scans, self-

assessments, penetration tests, and analysis of audit results). 
• Vulnerability cataloging and remediation tracking. 
• Physical security management (e.g., CCTV, guards, and badge systems). 
• Law enforcement interface (e.g., data retention and lawful intercepts). 
• Third-party integration (e.g., managed security services and incident detection services). 
• Network, host, and application activity monitoring. 
• Analysis of threat intelligence from external sources. 
• Engagement with information sharing groups. 
• Incident detection and management. 
• Enforcement of access controls. 
 
Management should establish defined processes and appropriate governance to facilitate the 
performance of security operations. Policies should address the timing and extent of the security 
operations activities, reporting, escalation triggers, and response actions. Many institutions use 
an issue tracking system58 to record and manage requests and events. An issue tracking system 
can be a source of evidence, contain a variety of security information, and serve as a valuable 
tool to assist management when taking actions to strengthen the information security 
environment. 
 

58 An issue tracking system (also ITS, trouble ticket system, ticketing management system, support ticket system, 
request management system, or incident ticket system) is a computer software package that manages and maintains 
lists of security issues. 
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Management should coordinate security operation activities with the institution’s lines of 
business and with third-party service providers. Regardless of how extensive the coordination is, 
the goal should be to maintain a sufficient security operation capability across the entire 
environment. 
 
Sufficient technology and staff should be available to support continual incident detection and 
response activities. Some institutions may rely on or supplement their activities with third parties 
to gain the necessary scope and depth of coverage. Refer to the IT Handbook’s “Outsourcing 
Technology Services” booklet for more information. 
 

III.A Threat Identification and Assessment 
 

 

Action Summary 
 
Management should do the following: 
 
• Identify and assess threats. 
• Use threat knowledge to drive risk assessment and response. 
• Design policies to allow immediate and consequential threats to be dealt with expeditiously. 
 

 
Threat identification and assessment involves discovering knowledge about threat sources and 
vulnerabilities and analyzing the potential for exploitation. This is much more focused than the 
risk identification process described in the “Risk Identification” section of this booklet. 
Information gained from threat identification and assessment should be used in risk assessment 
and response to drive protective and detective strategies and tactics. Strategies involve the 
information security program’s policies, standards, and procedures, and the implementing 
technologies. Examples of tactics include threat signatures used for incident identification and 
management of threat behaviors. NIST notes that types of threat sources include the following: 
 
• Hostile cyber or physical attacks. 
• Human errors of omission or commission. 
• Structural failures of organization-controlled resources (e.g., hardware, software, and 

environmental controls). 
• Natural and man-made disasters, accidents, and failures beyond the control of the 

organization.59 
 
Management should develop procedures for obtaining, monitoring, assessing, and responding to 
evolving threat and vulnerability information. The identification of threats involves the sources 
of threats, their capabilities, and their objectives. Information about threats generally comes from 
government (e.g., US-CERT), information-sharing organizations (e.g., FS-ISAC), industry 
sources, the institution, and third parties. Third-party information may be from organizations that 
specifically track and report on threats or from third-party reports of past activity. Some of those 

59 NIST SP 800-30, revision 1, “Information Security: Guide for Conducting Risk Assessments,” September 2012. 
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reports compile knowledge from incidents reported by many organizations worldwide. Different 
types of information supporting an assessment may be available through the following: 
 
• Incident data from reports published by security providers and others. 
• Attack data from sources including FS-ISAC and managed security service providers. 
• Threat data through reports available either free or for a fee. 
 
The availability of threat information is often ad hoc, although some providers present threat 
information within a defined framework that readily lends itself to analytical operations. By 
using a threat taxonomy, the institution may greatly reduce the complexity of threat assessment 
and enable efficient understanding of reasonable risk mitigations. Specific factors in the threat 
assessment may include a description, context for operation, capabilities and intent, and, from 
the threat-source perspectives, benefits and negative consequences associated with an attack. 
 
Knowledge of threat sources is especially important to help identify vulnerabilities. 
Vulnerabilities can occur in many areas, such as the system design, the system operation, 
security procedures, business line controls, and the implementation of the system and controls. 
Self-assessments, audits, scans, penetration tests, and reviews of SIEM reports can identify 
vulnerabilities. Additionally, external individuals or groups can identify vulnerabilities. 
 
Tools for analyzing vulnerabilities in a layered security environment include attack trees, event 
trees, and kill chains. These tools attempt to model an attacker’s actions to enable identification 
of the most effective and efficient remediation options. 
 
Once a threat is identified and potential vulnerabilities are assessed, the significance of the threat 
should trigger a response. The response should be commensurate with the risk posed by the 
threat and should include remediation options. Management should design policies to allow for 
immediate and consequential threats to be dealt with expeditiously, while less significant threats 
are addressed as part of a broader risk management process. When management receives 
vulnerability information from external individuals or groups, management should have 
appropriate processes and procedures to evaluate the credibility of the information to 
appropriately address it. 
 

III.B Threat Monitoring 
 
Threat monitoring policies should provide for continual and ad hoc monitoring of threat 
intelligence communications and systems, effective incident detection and response, and the use 
of monitoring reports in subsequent legal procedures. Management should establish the 
responsibility and authority of security personnel and system administrators for monitoring. 
Additionally, management should review and approve the tools used and the conditions for use. 
 
Threat monitoring should address indicators of vulnerabilities, attacks, compromised systems, 
and suspicious users, such as those who do not comply with or seek to evade security policies. 
Monitoring should address incoming and outgoing network traffic, seeking to identify malicious 
activity and data exfiltration. Additionally, the monitoring process should be established and 
documented to independently monitor administrators and other users with higher privileges. 
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III.C Incident Identification and Assessment 
 

 

Action Summary 
 
Management should have a process to enable the following: 
 
• Identify indicators of compromise. 
• Analyze the event associated with the indicators. 
• Classify the event. 
• Escalate the event consistent with the classification. 
• Report internally and externally as appropriate. 
 

 
Incident identification involves indicators and analysis. External indicators may arise through 
contact with customers, law enforcement, card organizations (e.g., credit or payment cards), 
other financial institutions, media, or others. Internal indicators may arise when internal users 
contact the help desk, IT operations follows up on anomalies, or security operations follows up 
on anomalies identified through security devices and network and systems activity. Indicators 
may also arise through the use of “hunt teams,” or dedicated analysts who actively search for 
indicators of compromise. Examples of technology-based intrusion identification systems and 
tools include the following: 
 
• Threat intelligence data feeds (e.g., STIX/TAXII).60 

• Intrusion detection and prevention systems for networks and hosts. 
• End-point visibility tools (tools that can identify the function of end points and which end 

points contain or have access to sensitive information). 
• DLP tools. 
• Log correlation and analysis tools. 
• File integrity tools. 
• Malware detection tools. 
• Network behavior analysis systems. 
• “Big data” tools and analytics that aggregate and allow pre-formed and ad hoc analysis. 
 
Technology-based indicators of compromise generally are anomalies in host state, host activity, 
and network traffic. A few examples are unexpected (1) processes, (2) changes to files, (3) 
packet source or destination, (4) protocols, (5) ports, (6) encryption, (7) log-ins, and (8) packet 
content. Other indicators include alerts triggered by black lists in anti-virus and network-
monitoring products. 
 
Management should have a process for identifying indicators of compromise and rapidly 
reporting those indicators for investigation. The report should instigate an analysis that seeks to 

60 There are efforts to automate and structure operational cybersecurity information-sharing techniques across the 
globe. Of these, STIX (the Structured Threat Information eXpression) and TAXII (the Trusted Automated eXchange 
of Indicator Information) are two of the technical specifications that allow an automated exchange of threat source 
data using standardized language. 
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confirm whether a compromise took place and how that compromise should be classified. 
Investigation may require additional information from outside and inside the institution, such as 
a forensic review. Management should perform due diligence to identify external assistance in 
advance of incidents to ensure available resources. Classification of a compromise may require 
information on the specific hosts affected, data lost, and business processes affected. Information 
developed in the analysis may be useful to guide response activities. 
 
Analysis should result in a classification of the event, implementation of escalation procedures, 
and reporting. Analysis should be guided by the following: 
 
• Classification policies should be sufficiently clear to enable timely classification of incidents 

by level of severity, enabling the use of response teams and responses depending on the type 
and severity of events. 

• Escalation, response, and reporting should be commensurate with the level of severity. 
• Escalation policies should address when different personnel within the organization will be 

contacted and the responsibility those personnel have in incident analysis and response. 
• Escalation policies should include when to request or obtain external assistance, from both 

third parties and the federal government. 
• Reporting policies should address internal and external reporting, including coordination 

with third parties and reporting to external organizations (e.g., FS-ISAC). 
 
Additionally, a policy should address who is empowered to declare an incident. A defined 
process should guide responses to incidents. The institution should develop procedures to test the 
incident escalation, response, and reporting processes. 
 
The sharing of attack data through organizations, such as FS-ISAC, also has the potential to 
benefit the industry at large by enabling other institutions to better assess and respond to current 
attacks. Management should consider whether to include such information sharing as a part of its 
strategy to protect the institution. 
 
Management should determine whether the institution’s or its managed security service 
provider’s analysts are sufficiently trained to appropriately analyze network, host, and 
application activity and to use the monitoring and analysis tools made available to them. 
Additionally, security analysts should coordinate and collaborate with others in the institution 
with knowledge and authority for specific types of malicious activity, such as fraud. 
 

III.D Incident Response 
 
Management should have an incident response program.61 The goal of incident response is to 
minimize damage to the institution and its customers. The institution’s program should have 
defined protocols to declare and respond to an identified incident. More specifically, the incident 
response program should include, as appropriate, containing the incident, coordinating with law 

61 See also “Interagency Guidance on Response Programs for Unauthorized Access to Customer Information and 
Customer Notice,” supplementing the Information Security Standards. 
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enforcement and third parties, restoring systems, preserving data and evidence, providing 
assistance to customers, and otherwise facilitating operational resilience of the institution. 
 
The response involves a combination of people and technologies. The quality of incident 
response is attributable to the institution’s culture, policies, procedures, and training. Incident 
response is also a function of the relationships the institution formed before the incident with law 
enforcement, incident response consultants and attorneys, information-sharing entities (e.g., FS-
ISAC), and others. Management should prepare for potential incidents by developing an incident 
response plan that is comprehensive, coordinated, and integrated with existing institution 
policies, procedures, and training. To validate the effectiveness of the institution’s incident 
response program, management should periodically test it through different test types, including 
scenario planning and tabletop testing, and perform the tests with appropriate internal and 
external parties. 
 
Preparation determines the success of any intrusion response. Such preparation involves defining 
the policies and procedures that guide the response; assigning responsibilities to individuals; 
providing appropriate training; formalizing information flows; and selecting, installing, and 
understanding the tools used in the response effort. Additionally, management should define 
thresholds for reporting significant security incidents, and consider developing processes for 
when the institution should notify its regulators of incidents that may affect the institution’s 
operations, reputation, or sensitive customer information. These incidents may include those that 
could affect the financial system. Primary considerations for incident response include the 
following: 
 
• How to balance concerns regarding confidentiality, integrity, and availability for devices and 

data. This consideration is a key driver for a containment strategy and may involve legal and 
liability considerations. Management may decide that some systems must be disconnected or 
shut down at the first sign of intrusion, while others must be left on line. 

• When and under what circumstances to invoke the incident response activities, and how to 
ensure that the proper personnel are notified and available. 

• When to involve outside experts and how to ensure the proper expertise will be available 
when needed. This consideration addresses both containment and restoration. 

• Protocols to define when and under what circumstances to notify and involve regulators, 
customers, and law enforcement, including names and contact information for each group. 

• Which personnel have authority to perform specific actions in the containment of the 
intrusion and restoration of the system. This consideration affects the internal 
communications strategy, the commitment of personnel, and procedures that escalate 
involvement and decisions within the organization. 

• How, when, and what to communicate outside of the institution, whether to law enforcement, 
regulatory agencies, information-sharing organizations, customers, third-party service 
providers, potential victims, or others. 

• How to document and maintain the evidence, the decisions made, and the actions taken. 
• What criteria must be met before compromised services, equipment, and software are 

returned to the network. 
• How to learn from the intrusion and use lessons learned to improve the institution’s security. 
• How and when to prepare and file a Suspicious Activities Report. 
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Successful implementation of any response policy or procedure requires the assignment of 
responsibilities, training, and testing. Some institutions formalize the response program with the 
creation of a security incident response team (SIRT). The SIRT typically is tasked with 
performing, coordinating, and supporting responses to security incidents and intrusions. Because 
of the wide range of technical and nontechnical issues posed by an intrusion, typical SIRT 
membership includes individuals with a wide range of backgrounds and expertise from different 
areas within the institution. Those areas include management, legal, and public relations, as well 
as IT staff. Other organizations may outsource some of the SIRT functions (e.g., forensic 
examinations). When SIRT functions are outsourced, management should require the third-party 
service provider to follow the institution’s policies and maintain the confidentiality of data. 
 
Institutions should assess the adequacy of their preparation through testing. There are a variety of 
testing methods; therefore, management should consider the most applicable tests for its IT 
environment. Institutions can also participate with outside entities that provide testing activities 
(e.g., FS-ISAC). 
 
While containment strategies between institutions can vary, they typically include the following 
broad elements: 
 
• Isolation of compromised systems or enhanced monitoring of intruder activities. 
• Search for additional compromised systems. 
• Collection and preservation of evidence. 
• Communication with affected parties and often the primary regulator, information-sharing 

organizations (e.g., FS-ISAC), or law enforcement. 
 
Restoration and follow-up strategies should address the following: 
 
• Elimination of an intruder’s means of access. 
• Restoration of systems, programs, and data to a known good state. 
• Initiation of customer notification and assistance activities consistent with laws, regulations, 

and interagency guidance. 
• Monitoring to detect similar or further incidents. 
 
Management should periodically review the actions taken in response to intrusions to identify 
improvements and implement those improvements through changes in policy, standards, 
procedures, training, and practices. 
 

IV Information Security Program Effectiveness 
 
The information security program should be subject to periodic review to ensure continual 
improvement in the program’s effectiveness. The review should address the program in the 
context of the environment in which the program now operates, both within the institution and 
outside. Lessons learned from experience, audit findings, and other indicators of opportunities 
for improvement should be identified and the program changed as appropriate. 

Page 610 of 1882



IV.A Assurance and Testing 
 

 

Action Summary 
 
Management should ascertain that the information security program is operating securely, as 
expected, and reaching intended goals by doing the following: 
 
• Testing and evaluating through self-assessments, tests, and audits with appropriate coverage, 

depth, and independence. 
• Aligning personnel skills and program needs. 
• Establishing and implementing a reporting process that includes the assembly and distribution of 

assurance reports that are timely, complete, transparent, and relevant to management decisions. 
 

 
Assurance relates to the confidence that the information security program is mitigating risk as 
expected. Assurance targets two parts of the process: (1) the IT system’s design and (2) the IT 
system’s operation. The institution should carefully distinguish between the two because the 
former relates to risk decisions that change the security controls and the latter relates to the 
operation of the controls. Flaws in control design typically are corrected by a redesign, and flaws 
in operation typically are corrected through a compliance program. 
 
The institution should have a documented testing and evaluation plan that addresses the 
integration of security controls, level of assurance desired, and strategies and activities 
performed in obtaining that assurance. The plan should identify specific components of the 
system to address, methods by which the components are to be addressed, timing and frequency 
of the tests and evaluations, and criteria used to ascertain whether the test and evaluation results 
are acceptable and provide assurance.62 
 
IV.A.1 Key Testing Factors 
 
Management should consider the following key factors when developing and implementing 
independent tests: 
 
• Scope. The tests and methods utilized, in the aggregate, should be sufficient to validate the 

effectiveness of the security process in identifying and appropriately controlling the risk from 
information security-related events. 

• Personnel. Technical testing is only as good as the personnel performing and supervising the 
test. Management should review qualifications of testing personnel to verify testers’ 
capabilities are adequate to support the test objectives. 

• Notifications. Management should consider whom to inform within the institution about the 
timing and nature of the tests. The need for protection of institution systems and the potential 
for disruptive false alarms should be balanced against the need to test personnel reactions to 
unexpected activities. 

62 See also Information Security Standards, section III.C.3, requiring each financial institution to test the key 
controls, systems, and procedures of its information security program using independent third parties or staff 
independent of those that develop or maintain the program. 
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• Confidentiality, integrity, and availability. Management should carefully control 
information security tests to limit the risks to confidentiality, integrity, and system 
availability. Because testing may uncover sensitive customer information, management 
should use appropriate safeguards to protect such information. Management should ensure 
that employee and contract personnel who perform the tests or have access to the test results 
have passed appropriate background checks and that contract personnel are appropriately 
bonded. Because certain tests may pose more risk to system availability than other tests, 
management should have personnel who perform those tests maintain logs of testing actions. 
Those logs are helpful if the systems react unexpectedly. 

• Confidentiality of test plans and data. Because knowledge of test planning and results may 
facilitate a security breach, the institution should carefully limit the distribution of testing 
information. Management should restrict test plans and data only to those individuals 
involved in the testing. Results should be made available in a usable form only to those 
responsible for following up on tests. Additionally, management should require contractors 
to sign nondisclosure agreements and to return information they obtained in their testing to 
the institution. 

• Frequency. The institution’s ITRM process should determine the frequency of independent 
testing. Factors that may increase testing frequency include changes to network 
configurations, changes to or additions of systems and applications, significant changes in 
potential attacker profiles and techniques, and results of other testing. For instance, 
management should have a testing process for security and usability over the life cycle of 
testing (during development, before placing a new or modified system into production, and 
periodic testing of the production system or application). 

• Proxy testing. Proxy testing refers to testing that is conducted on like systems and with like 
interfaces, rather than the actual system, to avoid disruptions on a system that may be too 
critical for a comprehensive continuity test. Proxy tests are conducted using the same 
hardware and operating software, are sometimes used as a replacement for actual tests, and 
should provide similar results. Independent testing of a proxy system is generally not 
effective in validating the effectiveness of a security process. Proxy testing, by its nature, 
does not test the operational system’s policies and procedures or its integration with other 
systems. It also does not test the reaction of personnel to unusual events. Proxy testing may 
be the best choice, however, when management is unable to test the operational system 
without creating excessive risk. 

 
IV.A.2 Types of Tests and Evaluations 
 
Information security management may use several tools to gain confidence that the information 
security program is operating as expected and reaching the intended goals. The primary tools 
include self-assessments, penetration tests, vulnerability assessments, and audits. The coverage 
and depth of the various tools directly relates to the confidence gained in the information security 
program. 
 
IV.A.2(a) Self-Assessments 
 
Periodic self-assessments typically should be performed by the organizational unit being 
assessed. Self-assessments capture subjective opinions on the achievement of objectives. 
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Although they may provide valuable information related to perceived changes in the level of risk 
and effectiveness of controls, they are affected by the breadth and depth of the assessor’s 
knowledge, the completeness and reliability of information used to complete the assessment, and 
the assessor’s biases. Self-assessment frequency should be a function of the level of assurance 
needed by the institution, determined by the risk management process. Results from self-
assessments can be informative to the overall test and evaluation process. Management should 
use the results to help strengthen the organizational unit’s information security. 
 
IV.A.2(b) Penetration Tests 
 
A penetration test subjects a system to real-world attacks selected and conducted by the testers. 
A penetration test targets systems and users to identify weaknesses in business processes and 
technical controls. The test mimics a threat source’s search for and exploitation of vulnerabilities 
to demonstrate a potential for loss. Some tests focus on only a subset of the institution’s systems 
and may not accurately simulate a determined threat actor. There are many types of penetration 
tests (e.g., network, client-side, web application, and social engineering), and management 
should determine the level and types of tests employed to ensure effective and comprehensive 
coverage. 
 
The frequency and scope of a penetration test should be a function of the level of assurance 
needed by the institution and determined by the risk assessment process. The test can be 
performed internally by independent groups, internally by the organizational unit, or by an 
independent third party. Management should determine the level of independence required of the 
test. 
 
IV.A.2(c) Vulnerability Assessments 
 
A vulnerability assessment is a process that defines, identifies, and classifies the vulnerabilities 
in a computer, network, or communications infrastructure. Technical vulnerabilities can be 
identified through the use of scanners and other tools. Scanners search for known vulnerabilities 
(e.g., Mitre’s CVE) or for known vulnerability classes (e.g., Structured Query Language [SQL] 
injection and cross-site scripting). They also can search for compliance with approved 
configurations. Scanners identify vulnerabilities by inspecting network traffic or hosts. When 
inspecting hosts, they may require agents to be placed on the hosts with high-level access. If host 
agents are required, the security over the use of credentials in the scan should be a prime 
consideration for management. 
 
Similar to penetration testing, the frequency of the performance of vulnerability assessments 
should be determined by the risk management process. Scanners and other tools can be run 
continuously, generating metrics that are reported and acted upon continuously. Alternatively, 
they can be run periodically. Vulnerability assessments can be performed internally or by 
external testers, but they are often run as part of internal testing processes. 
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IV.A.2(d) Audits 
 
Independent internal departments or third parties typically perform audits. Audits should review 
every aspect of the information security program, the environment in which the program runs, 
and outputs of the program. Audits should assess the reasonableness and appropriateness of, and 
compliance with, policies, standards, and procedures; report on information security activity and 
control deficiencies to decision makers; identify root causes and recommendations to address 
deficiencies; and test the effectiveness of controls within the program. Internal audit should track 
the results and the remediation of control deficiencies reported in audits and additional technical 
reviews, such as penetration tests and vulnerability assessments. 
 
Refer to the IT Handbook’s “Audit” booklet for more information. 
 
IV.A.3 Independence of Tests and Audits 
 
Institutions frequently use independent organizations to test aspects of their information security 
programs. Independent tests have the potential to reduce bias, increase capabilities, and increase 
knowledge about threats and technologies. Independence gives credibility to the test results. To 
be considered independent, testing personnel should not be responsible for the design, 
installation, maintenance, and operation of the tested system, or the policies and procedures that 
guide its operation. The reports generated from the tests should be prepared by individuals who 
similarly are independent. 
 
IV.A.4 Assurance Reporting 
 
Reporting of self-assessments, penetration tests, vulnerability assessments, and audits supports 
management decision making. Those decisions may support a range of ITRM activities, 
including the prioritization and funding of resource allocations and improvement to existing 
information security policies and procedures. 
 
Management should provide reports that are timely, complete, transparent, and relevant to 
management decisions. The reports should prioritize risk and findings in the order of importance, 
suggest options for remediation, and highlight repeat issues. Additionally, reports should address 
root causes. The reporting should be to individuals with authority and responsibility to act on the 
reports and to those accountable for the outcomes, as well as those responsible for advising or 
influencing risk decisions. Reporting should trigger appropriate, timely, and reliable escalation 
and response procedures. Summary reports should be made available to the board as appropriate. 
 
 

Page 614 of 1882



Appendix A: Examination Procedures 
 
Examination Objective 
 
Determine the quality and effectiveness of the institution’s information security. Examiners 
should use these procedures to measure the adequacy of the institution's culture, governance, 
information security program, security operations, and assurance processes. In addition, controls 
should be evaluated as additional evidence of program quality and effectiveness. Controls also 
should be evaluated for conformance with contracts, indicators of legal liability, and 
conformance with regulatory policy and guidance. Failure of management to implement 
appropriate controls may expose the institution to potential loss from fines, penalties, and 
customer litigation. 
 
These examination procedures (commonly referred to as the work program) are intended to help 
examiners determine the effectiveness of the institution’s information security process. 
Examiners may choose, however, to use only particular components of the work program based 
on the size, complexity, and nature of the institution’s business. Examiners should also use these 
procedures to measure the adequacy of the institution’s cybersecurity risk management 
processes. 
 
Objective 1: Determine the appropriate scope and objectives for the examination. 
 
1. Review past reports for outstanding issues or previous problems. Consider the following: 
 

a. Regulatory reports of examination. 
b. Internal and external audit reports. 
c. Independent security tests. 
d. Regulatory, audit, and security reports on service providers. 

 
2. Review management’s response to issues raised at, or since, the last examination. Consider 

the following: 
 

a. Adequacy and timing of corrective action. 
b. Resolution of root causes rather than just specific issues. 
c. Existence of any outstanding issues. 

 
3. Interview management and review responses to pre-examination information requests to 

identify changes to technology infrastructure or new products and services that might 
increase the institution’s risk. Consider the following: 

 
a. Products or services delivered to either internal or external users. 
b. Network topology or diagram including changes to configuration or components and all 

internal and external connections. 
c. Hardware and software inventories. 
d. Loss, addition, or change in duties of key personnel. 
e. Technology service providers and software vendor listings. 
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f. Communication lines with other business units (e.g., loan review, credit risk 
management, line of business quality assurance, and internal audit). 

g. Credit or operating losses primarily attributable (or thought to be attributable) to IT (e.g., 
system problems, fraud occurring due to poor controls, and improperly implemented 
changes to systems). 

h. Changes to internal business processes. 
i. Internal reorganizations. 

 
4. Determine the complexity of the institution’s information security environment. 
 

a. Determine the degree of reliance on service providers for information processing and 
technology support, including security operation management. 

b. Identify unique products and services and any required third-party access requirements. 
c. Determine the extent of network connectivity internally and externally and the 

boundaries and functions of security domains. 
d. Identify the systems that have recently undergone significant change, such as new 

hardware, software, configuration, and connectivity. Correlate the changed systems with 
the business processes they support, the extent of customer data available to those 
processes, and the effect of those changes on institution operations. 

 
Objective 2: Determine whether management promotes effective governance of the 
information security program through a strong information security culture, defined 
information security responsibilities and accountability, and adequate resources to support the 
program. 
 
1. Determine whether the institution has a culture that contributes to the effectiveness of the 

information security program. 
 

a. Determine whether the institution’s board and management understand and support 
information security and provide appropriate resources for the implementation of an 
effective security program. 

b. Determine whether the information security program is integrated with the institution’s 
lines of business, support functions, and management of third parties. 

c. Review for indicators of an effective information security culture (e.g., method of 
introducing new business initiatives and manner in which the institution holds lines of 
business and employees accountable for promoting information security). 

 
2. Determine whether the board, or a committee of the board, is responsible for overseeing the 

development, implementation, and maintenance of the institution’s information security 
program. 

 
3. Determine whether the board holds management accountable for the following: 
 

a. Central oversight and coordination. 
b. Assignment of responsibility. 
c. Support of the information security program. 
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d. Effectiveness of the information security program. 
 
4. Determine whether the board approves a written information security program and receives a 

report on the effectiveness of the information security program at least annually. Determine 
whether the report to the board describes the overall status of the information security 
program and discusses material matters related to the program such as the following: 

 
a. Risk assessment process, including threat identification and assessment. 
b. Risk management and control decisions. 
c. Service provider arrangements. 
d. Results of security operations activities and summaries of assurance reports. 
e. Security breaches or violations and management’s responses. 
f. Recommendations for changes or updates to the information security program. 

 
5. Determine whether management responsibilities are appropriate and include the following: 
 

a. Implementation of the information security program by clearly communicating 
responsibilities and holding appropriate individuals accountable for carrying out these 
responsibilities. 

b. Establishment of appropriate policies, standards, and procedures to support the 
information security program. 

c. Participation in assessing the effect of security threats or incidents on the institution and 
its business lines and processes. 

d. Delineation of clear lines of responsibility and communication of accountability for 
information security. 

e. Adherence to risk thresholds established by the board relating to information security 
threats or incidents, including those relating to cybersecurity. 

f. Oversight of risk mitigation activities that support the information security program. 
g. Establishment of appropriate segregation of duties. 
h. Coordination of both information and physical security. 
i. Integration of security controls throughout the institution. 
j. Protection of data consistently throughout the institution. 
k. Definition of the information security responsibilities of third parties. 
l. Facilitation of annual information security and awareness training and ongoing security-

related communications to employees. 
 
6. Determine whether management has designated one or more individuals as an information 

security officer and determine appropriateness of the reporting line. 
 
7. Determine whether security officers and employees know, understand, and are accountable 

for fulfilling their security responsibilities. 
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8. Determine the adequacy of audit coverage and reporting of the information security program 
by reviewing appropriate audit reports and board or audit committee minutes. (For further 
questions, refer to the IT Handbook’s “Audit” booklet examination procedures.)63 

 
9. Determine whether the board provides adequate funding to develop and implement a 

successful information security function. Review whether the institution has the following: 
 

a. Appropriate staff with the necessary skills to meet the institution’s technical and 
managerial needs. 

b. Personnel with knowledge of technology standards, practices, and risk methodologies. 
c. Training to prepare staff for their short- and long-term security responsibilities. 
d. Oversight of third parties when they supplement an institution’s technical and managerial 

capabilities. 
 
10. Determine whether management has adequately incorporated information security into its 

overall ITRM process. (For further questions, refer to the IT Handbook’s “Management” 
booklet examination procedures.)64 

 
Objective 3: Determine whether management of the information security program is 
appropriate and supports the institution’s ITRM process, integrates with lines of business and 
support functions, and integrates third-party service provider activities with the information 
security program. 
 
1. Determine whether the institution has an effective information security program that supports 

the ITRM process. Review whether the program includes the following: 
 

a. Identification of threats and risks. 
b. Measurement of risks. 
c. Implementation of risk mitigation. 
d. Monitoring and reporting of risks. 
e. Methods to assess the program’s effectiveness. 

 
2. Determine whether management appropriately integrates the information security program 

across the institution’s lines of business and support functions. Review whether management 
has the following: 

 
a. Security policies, standards, and procedures that are designed to support and to align with 

the policies in the lines of business. 
b. Incident response programs that include all affected lines of business and support units. 
c. Common awareness and enforcement mechanisms between lines of business and 

information security. 
d. Visibility to assess the likelihood of threats and potential damage to the institution. 
e. The ability to identify and implement controls over the root causes of an incident. 

63 See the IT Handbook’s “Audit” booklet examination procedures. 
 
64 See the IT Handbook’s “Management” booklet examination procedures. 
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3. If the institution outsources activities to a third-party service provider, determine whether 
management integrates those activities with the information security program. Verify that the 
third-party management program evidences expectations that align with the institution’s 
information security program. 

 
Objective 4: As part of the information security program, determine whether management 
has established risk identification processes. 
 
1. Determine whether management effectively identifies threats and vulnerabilities 

continuously. 
 
2. Determine whether the risk identification process produces manageable groupings of 

information security threats, including cybersecurity threats. Review whether management 
has the following: 

 
a. A threat assessment to help focus the risk identification efforts. 
b. A method or taxonomy for categorizing threats, sources, and vulnerabilities. 
c. A process to determine the institution’s information security risk profile. 
d. A validation of the risk identification process through audits, self-assessments, 

penetration tests, and vulnerability assessments. 
e. A validation though audits, self-assessments, penetration tests, and vulnerability 

assessments that risk decisions are informed by appropriate identification and analysis of 
threats and other potential causes of loss. 

 
3. Determine whether management has a means to collect data on potential threats to identify 

information security risks. Determine whether management uses threat modeling (e.g., 
development of attack trees) to assist in identifying and quantifying risk and in better 
understanding the nature, frequency, and sophistication of threats. 

 
4. Determine whether management has continuous, established routines to identify and assess 

vulnerabilities. Determine whether management has processes to receive vulnerability 
information disclosed by external individuals or groups, such as security or vulnerability 
researchers. 

 
5. Determine whether management adjusts the information security program for institutional 

changes and changes in legislation, regulation, regulatory policy, guidance, and industry 
practices. Review whether management has processes to do the following: 

 
a. Maintain awareness of new legal and regulatory requirements or changes to industry 

practices. 
b. Update the information security program to reflect changes. 
c. Report changes of the information security program to the board. 
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Objective 5: Determine whether management measures the risk to guide its 
recommendations for and use of mitigating controls. 
 
1. Determine whether management uses tools to perform threat analysis and analyzes 

information security events to help do the following: 
 

a. Map threats and vulnerabilities. 
b. Incorporate legal and regulatory requirements. 
c. Improve consistency in risk measurement. 
d. Highlight potential areas for mitigation. 
e. Allow comparisons among different threats, events, and potential mitigating controls. 

 
Objective 6: Determine whether management effectively implements controls to mitigate 
identified risk. 
 
1. Determine whether policies, standards, and procedures are of sufficient scope and depth to 

guide information security-related decisions. Review whether policies, standards, and 
procedures have the following characteristics: 

 
a. Are appropriately implemented and enforced. 
b. Delineate areas of responsibility. 
c. Are communicated in a clear and understandable manner. 
d. Are reviewed and agreed to by employees. 
e. Are appropriately flexible to address changes in the environment. 

 
2. Determine whether the information security policy is annually reviewed and approved by the 

board. 
 
3. Determine whether the institution continually assesses the capability of technology needed to 

sustain an appropriate level of information security based on the size, complexity, and risk 
appetite of the institution. 

 
4. Determine whether management implements an integrated control system characterized by 

the use of different control types that mitigates identified risks. Review whether management 
does the following: 

 
a. Implements a layered control system using different controls at different points in a 

transaction process. 
b. Uses controls of different classifications, including preventive, detective, and corrective. 
c. Verifies that compensating controls are used appropriately to compensate for weaknesses 

with the system or process. 
 
5. Determine whether management implements controls that appropriately align security with 

the nature of the institution’s operations and strategic direction. Specifically, review whether 
management does the following: 
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a. Implements controls based on the institution’s risk assessment to mitigate risk from 
information security threats and vulnerabilities, such as interconnectivity risk. 

b. Evaluates whether the institution has the necessary resources, personnel training, and 
testing to maximize the effectiveness of the controls. 

c. Reviews and improves or updates the security controls, where necessary. 
 
6. Determine whether management effectively maintains an inventory(ies) of hardware, 

software, information, and connections. Review whether management does the following: 
 

a. Identifies assets that require protection, such as those that store, transmit, or process 
sensitive customer information, or trade secrets. 

b. Classifies assets appropriately. 
c. Uses the classification to determine the sensitivity and criticality of assets. 
d. Uses the classification to implement controls required to safeguard the institution’s 

assets. 
e. Updates the inventory(ies) appropriately. 

 
7. Determine whether management comprehensively and effectively identifies, measures, 

mitigates, monitors, and reports interconnectivity risk. Review whether management does the 
following: 

 
a. Identifies connections with third parties. 
b. Identifies access points and connection types that pose risk. 
c. Identifies connections between and access across low-risk and high-risk systems. 
d. Measures the risk associated with connections with third parties with remote access. 
e. Implements and assesses the adequacy of appropriate controls to ensure the security of 

connections. 
f. Monitors and reports on the institution’s interconnectivity risk. 

 
8. Determine whether management effectively mitigates risks posed by users. Review whether 

management does the following: 
 

a. Develops and maintains a culture that fosters responsible and controlled access for users. 
b. Establishes and effectively administers appropriate security screening in IT hiring 

practices. 
c. Establishes and appropriately administers a user access program for physical and logical 

access. 
d. Employs appropriate segregation of duties. 
e. Obtains agreements from employees, contractors, and service providers covering 

confidentiality, nondisclosure, and authorized use. 
f. Provides training to support awareness and policy compliance. 

 
9. Determine whether management applies appropriate physical security controls to protect its 

premises and more sensitive areas, such as its data center(s). 
 

Page 621 of 1882



10. Determine whether management secures access to its computer networks through multiple 
layers of access controls. Review whether management does the following: 

 
a. Establishes zones (e.g., trusted and untrusted) according to risk with appropriate access 

requirements within and between each zone. 
b. Maintains accurate network diagrams and data flow charts. 
c. Implements appropriate controls over wired and wireless networks. 

 
11. Determine whether management has a process to introduce changes to the environment (e.g., 

configuration management of IT systems and applications, hardening of systems and 
applications, use of standard builds, and patch management) in a controlled manner. 
Determine whether management does the following: 

 
a. Maintains procedures to guide the process of introducing changes to the environment. 
b. Defines change requirements. 
c. Restricts changes to authorized users. 
d. Reviews the potential impact changes have on security controls. 
e. Identifies all system components affected by the changes. 
f. Develops test scripts and implementation plans. 
g. Performs necessary tests of all changes to the environment (e.g., systems testing, 

integration testing, functional testing, user acceptance testing, and security testing). 
h. Defines rollback procedures in the event of unintended or negative consequences with the 

introduced changes. 
i. Verifies the application or system owner has authorized changes in advance. 
j. Maintains strict version control of all software updates. 
k. Validates that new hardware complies with institution policies and guidelines. 
l. Verifies network devices are properly configured and function appropriately within the 

environment 
m. Maintains an audit trail of all changes. 

 
12. Determine whether appropriate processes exist for configuration management (managing and 

controlling configurations of systems, applications, and other technology). 
 
13. Determine whether management has processes to harden applications and systems (e.g., 

installing minimum services, installing necessary patches, configuring appropriate security 
settings, enforcing principle of least privilege, changing default passwords, and enabling 
logging). 

 
14. Determine whether management uses standard builds, allowing one documented 

configuration to be applied to multiple computers in a controlled manner, to create hardware 
and software inventories, update or patch systems, restore systems, investigate anomalies, 
and audit configurations. 

 
15. Determine whether management has a process to update and patch operating systems, 

network devices, and software applications, including internally developed software provided 
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to customers, for newly discovered vulnerabilities. Review whether patch management 
processes include the following: 

 
a. An effective monitoring process that identifies the availability of software patches. 
b. A process to evaluate the patches against the threat and network environment. 
c. A prioritization process to determine which patches to apply across classes of computers 

and applications. 
d. A process for obtaining, testing, and securely installing the patches. 
e. An exception process, with appropriate documentation, for patches that an institution 

decides to delay or not apply. 
f. A process to ensure that all patches installed in the production environment are also 

installed in the disaster recovery environment. 
g. A documentation process to ensure the institution’s information assets and technology 

inventory and disaster recovery plans are updated as appropriate when patches are 
applied. 

h. Actions to ensure that patches do not compromise the security of the institution’s 
systems. 

 
16. Determine whether management plans for the life cycles of the institution’s systems, 

eventual end of life, and any corresponding business impacts. Review whether the 
institution’s life cycle management includes the following: 

 
a. Maintaining inventories of systems and applications. 
b. Adhering to an approved end-of-life or sunset policy for older systems. 
c. Tracking changes made to the systems and applications, availability of updates, and the 

planned end of support by the vendor. 
d. Planning for the update or replacement of systems nearing obsolescence. 
e. Outlining procedures for the secure destruction or wiping of hard drives being returned to 

vendors or donated to prevent the inadvertent disclosure of sensitive information. 
 
17. Determine whether management has implemented defense-in-depth to protect, detect, and 

respond to malware. 
 
18. Determine whether management maintains policies and effectively controls and protects 

access to and transmission of information to avoid loss or damage. Review whether 
management does the following: 

 
a. Requires secure storage of all types of sensitive information, whether on computer 

systems, portable devices, physical media, or hard-copy documents. 
b. Establishes controls to limit access to data. 
c. Requires appropriate controls over data stored in a cloud environment. 
d. Implements appropriate controls over the electronic transmission of information or, if 

appropriate safeguards are unavailable, restricts the type of information that can be 
transmitted. 

e. Has appropriate disposal procedures for both paper-based and electronic information. 
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f. Maintains the security of physical media, including backup tapes, containing sensitive 
information while in transit, including to off-site storage, or when shared with third 
parties. 

g. Has policies restricting the use of unsanctioned or unapproved IT resources (e.g., online 
storage services, unapproved mobile device applications, and unapproved devices). 

 
19. Determine whether management identifies factors that may increase risk from supply chain 

attacks and responds with appropriate risk mitigation. Review whether management 
implements the following as appropriate: 

 
a. Purchases are made only through reputable sellers. 
b. Purchases are made through a third party to shield the institution’s identity. 
c. Hardware is reviewed for anomalies. 
d. Software is reviewed through both automated software testing and code reviews. 
e. Reliability of the items purchased is regularly reviewed post-implementation. 

 
20. Determine whether management has an effective process to administer logical security 

access rights for the network, operating systems, applications, databases, and network 
devices. Review whether management has the following: 

 
a. An enrollment process to add new users to the system. 
b. An authorization process to add, delete, or modify authorized user access to operating 

systems, applications, directories, files, and specific types of information. 
c. A monitoring process to oversee and manage the access rights granted to each user on the 

system. 
d. A process to control privileged access. 
e. A process to change or disable default user accounts and passwords. 

 
21. As part of management’s process to secure the operating system and all system components, 

determine whether management does the following: 
 

a. Limits the number of employees with access to operating system and system utilities and 
grants only the minimum level of access required to perform job responsibilities. 

b. Restricts and logs access to and activity on operating system parameters, system utilities 
(especially those with data-altering capabilities), and sensitive system resources 
(including files, programs, and processes), and supplements with additional security 
software, as necessary. 

c. Restricts operating system access to specific terminals in physically secure and monitored 
locations. 

d. Secures or removes external drives and portable media from system consoles, terminals, 
or PCs running terminal emulations, residing outside of physically secure locations. 

e. Prohibits remote access to operating system and system utilities, where feasible, and, at a 
minimum, requires strong authentication and encrypted sessions before allowing such 
remote access. 

f. Filters and reviews logs for potential security events and provides adequate reports and 
alerts. 
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g. Independently monitors operating system access by user, terminal, date, and time of 
access. 

 
22. Determine whether management controls access to applications. Review whether 

management does the following: 
 

a. Implements a robust authentication method consistent with the criticality and sensitivity 
of the application. 

b. Manages application access rights by using group profiles. 
c. Periodically reviews and approves the application access assigned to users for 

appropriateness. 
d. Communicates and enforces the responsibilities of programmers, security administrators, 

and application owners in maintaining effective application access control. 
e. Sets time-of-day or terminal limitations for some applications or for more sensitive 

functions within an application. 
f. Logs access and events, defines alerts for significant events, and develops processes to 

monitor and respond to anomalies and alerts. 
 
23. Determine whether management has policies and procedures to ensure that remote access by 

employees, whether using institution or personally owned devices, is provided in a safe and 
sound manner. Review whether management does the following: 

 
a. Provides remote access in a safe and sound manner. 
b. Implements the controls necessary to offer remote access securely (e.g., disables 

unnecessary remote access, obtains approvals for and performs audits of remote access, 
maintains robust configurations, enables logging and monitoring, secures devices, 
restricts remote access during specific times, controls applications, enables strong 
authentication, and uses encryption). 

 
24. Determine whether management effectively controls employees’ use of remote devices. 

Review whether management does the following: 
 

a. Implements controls over institution owned and personally owned devices used by 
employees to access the network (e.g., disallows remote access without business 
justification, requires management approval, reviews remote access approvals, restricts 
access to authorized network areas, logs remote access, implements robust authentication, 
uses encryption, and uses application white-listing). 

b. Implements controls over remote devices provided by the institution (e.g., securely 
configures remote access devices, protects devices against malware, patches and updates 
software, encrypts sensitive data, implements secure containers, audits device access, 
uses remote disable and wipe capabilities, and uses geolocation). 

c. Uses an effective method to ensure personally owned devices meet defined institution 
security standards (e.g., such as operating system version, patch levels, and anti-malware 
solutions). 
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25. Determine whether management effectively provides secure customer access to financial 
services and plans for potential interruptions in service. Review whether management does 
the following: 

 
a. Develops and maintains policies and procedures to securely offer and ensure the 

resilience of remote financial services (e.g., using appropriate authentication, layered 
security controls, and fraud detection monitoring). (For additional questions, refer to the 
“Mobile Financial Services” examination procedures.)65 

b. Plans and coordinates with ISPs and third parties to minimize exposure to incidents and 
continue services when faced with an incident (e.g., monitors threat alerts, service 
availability, applications, and network traffic for indicators of nefarious activity, and 
ensures traffic filtering). 

c. Develops and tests a response plan in conjunction with the institution’s ISPs and third-
party service providers to mitigate the interruption of mobile or remote financial services. 

 
26. Determine whether management develops customer awareness and education efforts that 

address both retail (consumer) and commercial account holders. 
 
27. Determine whether management uses applications that were developed by following secure 

development practices and that meet a prudent level of security. Determine whether 
management develops security control requirements for applications, whether they are 
developed in-house or externally. Determine whether information security personnel are 
involved in monitoring the application development process to verify secure development 
practices. Review whether applications in use provide the following capabilities: 

 
a. Provide a prudent level of security (e.g., password and audit policies), audit trails of 

security and access changes, and user activity logs. 
b. Have user and group profiles to manage user access for applications if they are not part of 

a centralized identity access management system. 
c. Provide the ability to change and disable default application accounts upon installation. 
d. Allow administrators to review and install patches for applications in a timely manner. 
e. Use validation controls for data entry and data processing. 
f. Integrate additional authentication and encryption controls, as necessary. 
g. Protect web or Internet-facing applications through additional controls, including web 

application firewalls, regular scanning for new or recurring vulnerabilities, mitigation or 
remediation of common security weaknesses, and network segregation. 

 
28. With respect to developed software, determine whether institution management does the 

following: 
 

a. Reviews mitigation of potential flaws in applications. 
b. Obtains attestation or evidence from third-party developers that the applications acquired 

by the institution meet the necessary security requirements and that noted vulnerabilities 
or flaws are remediated in a timely manner. 

65 Refer to appendix E of the IT Handbook’s “Retail Payment Systems” booklet. 
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c. Performs ongoing risk assessments to consider the adequacy of application-level controls 
in light of changing threat, network, and host environments. 

d. Implements minimum controls recommended by third-party service providers and 
considers supplemental controls as appropriate. 

e. Reviews available audit reports, and considers and implements appropriate control 
recommendations. 

f. Collects data to build metrics and reporting of configuration management compliance, 
and vulnerability management. 

 
29. For database security, determine whether management implemented or enabled controls 

commensurate with the sensitivity of the data stored in or accessed by the database(s). 
Determine whether management appropriately restricts access and applies the rule of least 
privilege in assigning authorizations. 

 
30. Determine how and where management uses encryption and if the type and strength are 

sufficient to protect information appropriately. Additionally, determine whether management 
has effective controls over encryption key management. 

 
31. Determine whether management appropriately oversees the effectiveness of information 

security controls over outsourced operations and is accountable for the mitigation of risks 
involved with the use of third-party service providers. Review the due diligence involved, 
security controls to mitigate risk, and monitoring capabilities over the institution’s third 
parties. Review the institution’s policies, standards, and procedures related to the use of the 
following: 

 
a. Third-party service providers that facilitate operational activities (e.g., core processing, 

mobile financial services, cloud storage and computing, and managed security services). 
b. Due diligence in research and selection of third-party service providers. 
c. Contractual assurances from third-party service providers for security responsibilities, 

controls, and reporting. 
d. Nondisclosure agreements with third-party service providers with access to the 

institution’s systems and data (including before, during, and following termination of the 
contract). 

e. Independent review of the third-party service provider’s security through appropriate 
reports from audits and tests. 

f. Coordination of incident response policies and contractual notification requirements. 
g. Verification that information and cybersecurity risks are appropriately identified, 

measured, mitigated, monitored, and reported. 
 
32. If the institution outsources cloud computing or storage to a third-party service provider, 

refer to the FFIEC’s “Outsourced Cloud Computing” statement.66  
 

66 See the FFIEC’s “Outsourced Cloud Computing” statement.  
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33. If the institution outsources the management of security services to a third-party service 
provider, refer to the information available in appendix D of the IT Handbook’s “Outsourcing 
Technology Services” booklet and the related examination procedures.67 

 
34. Determine whether management effectively manages the following information security 

considerations related to business continuity planning. Review management’s ability to do 
the following: 

 
a. Identify personnel with key information security roles during a disaster and training of 

personnel in those roles. 
b. Define information security needs for backup sites and alternate communication 

networks. 
c. Develop policies that address the concepts of information security incident response and 

resilience and test information security incident scenarios. 
 
35. Determine whether management has an effective log management process that involves a 

central logging repository, timely transmission of log files, and effective log analysis. 
Review whether management has the following: 

 
a. Log retention policies that meet incident response and analysis needs. 
b. Processes for the security and integrity of log files (e.g., encryption of log files, adequate 

storage capacity, secure backup and disposal of logs, logging to a separate computer, use 
of read-only media, controlled log parameters, and restricted access to log files). 

c. Independent review of logging practices. 
d. Processes to effectively collect, aggregate, analyze, and correlate security event 

information from discrete systems and applications. 
 
Objective 7: Determine whether management has effective risk monitoring and reporting 
processes. 
 
1. Determine whether the institution has risk monitoring and reporting processes that address 

changing threat conditions in both the institution and the greater financial industry. 
Determine whether these processes address information security events faced by the 
institution, the effectiveness of management’s response, and the institution’s resilience to 
those events. Review whether the reporting process includes a method of disseminating those 
reports to appropriate members of management. 

 
2. Determine whether the risk monitoring and reporting process is regular and prompts action, 

when necessary, in a timely manner. 
 
3. Determine whether program monitoring and reporting instigate appropriate changes that are 

effective in maintaining an acceptable level of risk. 
 

67 Refer to the IT Handbook’s “Outsourcing Technology Services” booklet for the MSSP Examination Procedures. 
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4. Determine whether management develops and effectively uses metrics as part of the risk 
monitoring and reporting processes for the information security program. Review whether 
management does the following: 

 
a. Uses metrics that are timely, comprehensive, and actionable to improve the program’s 

effectiveness and efficiency. 
b. Develops metrics that demonstrate the extent to which the information security program 

is implemented and whether the program is effective. 
c. Uses metrics to measure security policy implementation, the adequacy of security 

services delivery, and the impact of security events on business processes. 
d. Establishes metrics to measure conformance to the standards and procedures that are used 

to implement policies. 
e. Uses metrics to quantify and report risks in the information security program. 

 
Objective 8: Determine whether management has security operations that encompass 
necessary security-related functions, are guided by defined processes, are integrated with lines 
of business and activities outsourced to third-party service providers, and have adequate 
resources (e.g., staff and technology). 
 
1. Determine whether the institution’s security operations activities include the following: 
 

a. Security software and device management (e.g., maintaining the signatures on signature-
based devices and firewall rules). 

b. Forensics (e.g., analysis of potentially compromised systems). 
c. Vulnerability identification (e.g., operation or supervision of vulnerability scans, self-

assessments, penetration tests, and analysis of audit results). 
d. Vulnerability cataloging and remediation tracking. 
e. Physical security management (e.g., CCTV, guards, and badge systems). 
f. Law enforcement interface (e.g., data retention and lawful intercepts). 
g. Third-party integration (e.g., managed security services and incident detection services). 
h. Monitoring of network, host, and application activity. 
i. Threat identification and assessment. 
j. Incident detection and management. 
k. Enforcement of access controls. 

 
2. Determine whether management establishes defined processes and appropriate governance to 

facilitate the performance of security operations. Determine whether management 
coordinates security operations activities with the institution’s lines of business and with the 
institution’s third-party service providers. 

 
3. Determine whether management has effective threat identification and assessment processes, 

including the following: 
 

a. Maintaining procedures for obtaining, monitoring, assessing, and responding to evolving 
threat and vulnerability information. 
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b. Identifying and assessing threats (e.g., threat information is often ad hoc, although some 
providers present threat information within a defined framework that readily lends itself 
to analytical operations). 

c. Using tools to assist in the analysis of vulnerabilities (e.g., design of system, operation of 
the system, security procedures, business line controls, and implementation of the system 
and controls). 

d. Using threat knowledge to drive risk assessment and response. 
e. Designing policies to allow immediate and consequential threats to be dealt with 

expeditiously. 
f. Developing appropriate processes to evaluate and respond to vulnerability information 

from external groups or individuals. 
 
4. Determine whether management has effective threat monitoring processes, including the 

following: 
 

a. Defining threat monitoring policies that provide for both continual and ad hoc monitoring 
of communications and systems, effective incident detection and response, and the use of 
monitoring reports in subsequent legal proceedings. 

b. Establishing responsibility and accountability for security personnel and system 
administrators for monitoring. 

c. Appropriately reviewing and providing approval of the monitoring tools used. 
d. Monitoring of indicators, including vulnerabilities, attacks, compromised systems, and 

suspicious users. 
e. Monitoring both incoming and outgoing network traffic to identify malicious activity and 

data exfiltration. 
f. Establishing and documenting a process to independently monitor administrators and 

other users with higher privileges. 
 
5. Determine whether management has effective incident identification and assessment 

processes to do the following: 
 

a. Identify indicators of compromise. 
b. Analyze the event associated with the indicators. 
c. Classify the event. 
d. Enable the use of response teams and responses depending on the type of event. 
e. Escalate the event consistent with the classification. 
f. Report internally and externally as appropriate. 
g. Identify personnel empowered to declare an incident. 
h. Develop procedures to test the incident escalation, response, and reporting processes. 

 
6. Determine whether management has effective incident response processes, including the 

following: 
 

a. Protocols defined in the incident response policy to declare and respond to an incident 
once identified. 

Page 630 of 1882



b. Procedures to minimize damage through the containment of the incident, restoration of 
systems, preservation of data and evidence, and notification, as appropriate, to customers 
and others as needed. 

c. Appropriate balance of adequate people and technologies in the response. 
d. A plan that is comprehensive, coordinated, integrated, and periodically tested with 

appropriate internal and external parties. 
e. Policies and procedures to guide the response, assigning responsibilities to individuals; 

providing appropriate training; formalizing information flows; and selecting, installing, 
and understanding the tools used in the response effort. 

f. Thresholds for reporting significant security incidents and processes to notify, as 
appropriate, the institution’s regulators of those incidents that may affect the institution or 
the financial system. 

g. Assignment of responsibilities, training, and testing. 
h. Containment strategies. 
i. Restoration and follow-up strategies. 

 
Objective 9: Determine whether management has an effective information security program. 
 
1. Determine whether the information security program is subject to periodic review and 

whether management provides for continual improvement in the program’s effectiveness. 
Verify whether that review does the following: 

 
a. Addresses the program in its current environment. 
b. Demonstrates that lessons learned from experience, audit findings, and other 

opportunities for improvement are identified and applied. 
 
Objective 10: Determine whether assurance activities provide sufficient confidence that the 
security program is operating as expected and reaching intended goals. 
 
1. Review whether management ascertains assurance through the following: 
 

a. Testing and evaluations through a combination of self-assessments, penetration tests, 
vulnerability assessments, and audits with appropriate coverage, depth, and 
independence. 

b. Alignment of personnel skills and program needs. 
c. Reporting that is timely, complete, transparent, and relevant to management decisions. 

 
2. Determine whether management considers the following key testing factors when developing 

and implementing independent tests: 
 

a. Scope. 
b. Personnel. 
c. Notifications. 
d. Confidentiality, integrity, and availability of the institution’s information. 
e. Confidentiality of test plans and data. 
f. Frequency. 
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g. Proxy testing. 
 
3. Determine whether management uses the following types of tests and evaluations to 

determine the effectiveness of the information security program. Verify whether management 
ensures the following are done: 

 
a. Periodic self-assessments performed by the organizational unit being assessed. 
b. Penetration tests that subject a system to real-world attacks and identify weaknesses. 
c. Vulnerability assessments that define, identify, and classify the security holes found in 

the system. 
d. Audits performed by independent internal departments or third parties. 

 
4. Determine whether management uses independent organizations to test aspects of its 

information security programs. 
 
5. Determine whether management uses reporting of the results of self-assessments, penetration 

tests, vulnerability assessments, and audits to support management decision making. 
 
6. Determine whether the annual information security report is timely and contains adequate 

information. 
 
Objective 11: Discuss corrective action and communicate findings. 
 
1. Review preliminary conclusions with the examiner-in-charge regarding the following: 
 

a. Violations of laws or regulations. 
b. Significant issues warranting inclusion as matters requiring attention or recommendations 

in the report of examination. 
c. The proposed Uniform Rating System for Information Technology management 

component rating and the potential impact of the conclusion on the composite or other 
component IT ratings. 

d. Potential impact of conclusions on the institution’s risk assessment. 
 
2. Discuss findings with management and obtain proposed corrective action for significant 

deficiencies. 
 
3. Document conclusions in a memo to the examiner-in-charge that provides report-ready 

comments for all relevant sections of the report of examination and guidance to future 
examiners. 

 
4. Organize work papers to ensure clear support for significant findings by examination 

objective. 
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Appendix B: Glossary 
 
Acceptable use policy: A document that establishes an agreement between users and the 
enterprise and defines for all parties the ranges of use that are approved before users can gain 
access to a network or the Internet. 
 
Access: The ability to physically or logically enter or make use of an IT system or area (secured 
or unsecured). The process of interacting with a system. 
 
Administrator privileges: Computer system access to resources that are unavailable to most 
users. Administrator privileges permit execution of actions that would otherwise be restricted. 
 
Air-gapped environment: Security measure that isolates a secure network from unsecure 
networks physically, electrically, and electromagnetically. 
 
Anomalous activity: Activity that deviates from normal. The result of the process of comparing 
definitions of what activity is considered normal against observed events to identify significant 
deviations. 
 
Antivirus/anti-malware software: A program that monitors a computer or network to identify 
all types of malware and prevent or contain malware incidents. 
 
Asset: In computer security, a major application, a general-support system, a high-impact 
program, a physical plant, a mission-critical system, personnel, equipment, or a logically related 
group of systems. 
 
Attack signature: A specific sequence of events indicative of an unauthorized access attempt. 
 
Authentication: The process of verifying the identity of an individual user, machine, software 
component, or any other entity. 
 
Availability: Whether or how often a system is available for use by its intended users. Because 
downtime is usually costly, availability is an integral component of security. 
 
Baseline configuration: A set of specifications for a system, or configuration item within a 
system, that has been formally reviewed and agreed on at a given point in time and that can be 
changed only through change control procedures. The baseline configuration is used as a basis 
for future builds, releases, or changes. 
 
Black holing: A method typically used by ISPs to stop a distributed denial-of-service (DDoS) 
attack on one of its customers. This approach to blocking DDoS attacks makes the site in 
question completely inaccessible to all traffic, both malicious attack traffic and legitimate user 
traffic. 
 
Border router: A device located at the organization’s boundary to an external network. 
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Change management: The broad processes for managing organizational change. Change 
management encompasses planning, oversight or governance, project management, testing, and 
implementation. 
 
Checksum: A mathematical value that is assigned to a file and used to “test” the file at a later 
date to verify that the data contained in the file has not been maliciously or erroneously changed. 
 
Classification: Categorization (e.g., “confidential,” “sensitive,” or “public”) of the information 
processed by the service provider on behalf of the receiver company. 
 
Cloud computing: Generally a migration from owned resources to shared resources in which 
client users receive IT services on demand from third-party service providers via the Internet 
“cloud.” In cloud environments, a client or customer relocates its resources—such as data, 
applications, and services—to computing facilities outside the corporate firewall, which the end 
user then accesses via the Internet. 
 
Cloud storage: A model of data storage in which the digital data is stored in logical pools, the 
physical storage spans multiple servers (and often locations), and the physical environment is 
typically owned and managed by a hosting company. 
 
Compensating control: A management, operational, and/or technical control (e.g., safeguard or 
countermeasure) employed by an organization in lieu of a recommended security control in the 
low, moderate, or high baselines that provides equivalent or comparable protection for an 
information system. 
 
Computer security: Technological and managerial procedures applied to computer systems to 
ensure the availability, integrity, and confidentiality of information managed by the computer 
system. 
 
Confidentiality: Assuring information will be kept secret, with access limited to appropriate 
persons. 
 
Configuration management: The management of security features and assurances through 
control of changes made to a system’s hardware, software, firmware, documentation, testing, test 
fixtures, and test documentation throughout the development and operational life of the system. 
 
Consumer information: For purposes of the Information Security Standards, “consumer 
information” means any record about an individual, whether in paper, electronic, or other form, 
that is a consumer report or is derived from a consumer report that is maintained by or on behalf 
of a financial institution for a business purpose, such as information that an institution obtains 
about a loan applicant or a prospective employee from a consumer report. 
 
Control: The means of managing risk, including policies, procedures, guidelines, practices, or 
organizational structures, which can be of an administrative, technical, management, or legal 
nature. 
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Control requirements: Process used to document and/or track internal processes to determine 
that those established procedures and/or physical security policies are being followed. 
 
Control self-assessment: A technique used to internally assess the effectiveness of risk 
management and control processes. 
 
Corrective control: A mitigating technique designed to lessen the impact to the institution when 
adverse events occur. 
 
Crisis management: The process of managing an institution’s operations in response to an 
emergency or event that threatens business continuity. An institution’s ability to communicate 
with employees, customers, and the media, using various communications devices and methods, 
is a key component of crisis management. 
 
Critical system (infrastructure): The systems and assets, whether physical or virtual, that are 
so vital that the incapacity or destruction of them may have a debilitating impact. 
 
Customer: For purposes of the Information Security Standards, “customer” means a consumer 
with whom a financial institution has a continuing relationship under which the institution 
provides one or more financial products or services to the consumer that are to be used primarily 
for personal, family, or household purposes. In the case of a credit union, a customer relationship 
will exist between a credit union and certain consumers that are not the credit union’s members. 
 
Customer information: A term used in the Information Security Standards to mean any record 
containing non-public personal information about a customer, whether in paper, electronic, or 
other form, that is maintained by or on behalf of a financial institution. 
 
Customer information systems: For purposes of the Information Security Standards, “customer 
information systems” means any methods used to access, collect, store, use, transmit, protect, or 
dispose of customer information. 
 
Cyber attack: An attempt to damage, disrupt, or gain unauthorized access to a computer, 
computer system, or electronic communications network. An attack, via cyberspace, targeting an 
institution for the purpose of disrupting, disabling, destroying, or maliciously controlling a 
computing environment/infrastructure; destroying the integrity of the data; or stealing controlled 
information. 
 
Cyber event: A cybersecurity change or occurrence that may have an impact on organizational 
operations (including mission, capabilities, or reputation). 
 
Cyber incident: Actions taken through the use of computer networks that result in an actual or 
potentially adverse effect on an information system or the information residing therein. 
 
Cyber resilience: The ability of a system or domain to withstand cyber attacks or failures and, in 
such events, to reestablish itself quickly. 
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Cyber threat: An internal or external circumstance, event, action, occurrence, or person with the 
potential to exploit technology-based vulnerabilities and to adversely affect (create adverse 
consequences for) organizational operations, organizational assets (including information and 
information systems), individuals, other organizations, or society. 
 
Cybersecurity: The process of protecting consumer and bank information by preventing, 
detecting, and responding to attacks. 
 
Data classification program: A program that categorizes data to convey required safeguards for 
information confidentiality, integrity, and availability, and establishes required controls based on 
value and level of sensitivity. 
 
Data corruption: Errors in computer data that occur during writing, reading, storage, 
transmission, or processing, which introduce unintended changes to the original data. 
 
Data integrity: The property that data have not been destroyed or corrupted in an unauthorized 
manner; maintaining and assuring the accuracy and consistency of data over their entire life 
cycle. 
 
Data loss prevention (DLP) program: A comprehensive approach (covering people, processes, 
and systems) of implementing policies and controls designed specifically to discover, monitor, 
and protect confidential data while it is stored, used, or in transit over the network and at the 
perimeter. 
 
Database: A collection of data that is stored on any type of computer storage medium and may 
be used for more than one purpose. 
 
Defense-in-depth: Information security strategy integrating people, technology, and operations 
capabilities to establish variable barriers across multiple layers and dimensions of the 
organization. 
 
Demilitarized zone (DMZ): A computer or small subnetwork that sits between a trusted internal 
network, such as a corporate private LAN, and an untrusted external network, such as the public 
Internet. 
 
Detection device: A device designed to recognize an event and alert management when events 
occur.  
 
Detective control: A mitigating technique designed to recognize an event and alert management 
when events occur. 
 
Device: A generic term for any machine or component that attaches to a computer or connects to 
a network. 
 
Distributed denial of service (DDoS): A type of attack that makes a computer resource or 
resources unavailable to its intended users. Although the means to carry out, motives for, and 
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targets of a DDoS attack may vary, it generally consists of the concerted efforts of a group that 
intends to affect an institution’s reputation by preventing an Internet site, service, or application 
from functioning efficiently. 
 
Due diligence for service provider selection: Technical, functional, and financial review to 
verify a third-party service provider’s ability to deliver the requirements specified in its proposal. 
The intent is to verify that the service provider has a well-developed plan and adequate resources 
and experience to ensure acceptable service, controls, systems backup, availability, and 
continuity of service to its clients. 
 
End-of-life: All software products have life cycles. End-of-life refers to the date when a 
software development company no longer provides automatic fixes, updates, or online technical 
assistance for the product. 
 
End-point security: Refers to a methodology of protecting the corporate network when accessed 
with remote devices, such as laptops, or other wireless and mobile devices. Each device with a 
remote connection to the network creates a potential entry (or exit) point for security threats. 
 
End-to-end process flow: Document that details the flow of the processes, considering 
automated and manual control points, hardware, databases, network protocols, and real-time 
versus periodic processing characteristics. 
 
Enterprise-wide: Across an entire organization, rather than a single business department or 
function. 
 
Exploit: A technique or code that uses a vulnerability to provide system access to the attacker. 
An exploit is an intentional attack to affect an operating system or application program. 
 
External connections: An information system or component of an information system that is 
outside of the authorization boundary established by the organization and for which the 
organization typically has no direct control over the application of required security controls or 
the assessment of security control effectiveness. 
 
File transfer protocol (FTP): A standard high-level protocol for transferring files from one 
computer to another, usually implemented as an application-level program. 
 
Financial Services Information Sharing and Analysis Center (FS-ISAC): A nonprofit, 
information-sharing forum established by financial services industry participants to facilitate the 
public and private sectors’ sharing of physical and cybersecurity threat and vulnerability 
information. 
 
Firewall: A hardware or software link in a network that relays only data packets clearly intended 
and authorized to reach the other side. 
 
Frame relay: A high-performance wide area network protocol that operates at the physical and 
data link layers of the Open Systems Interconnection reference model. Frame relay is an example 
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of a packet-switched technology. Packet-switched networks enable end stations to dynamically 
share the network medium and the available bandwidth. 
 
Governance: In computer security, governance means setting clear expectations for the conduct 
(behaviors and actions) of the entity being governed and directing, controlling, and strongly 
influencing the entity to achieve these expectations. Governance includes specifying a 
framework for decision making, with assigned decision rights and accountability, intended to 
consistently produce desired behaviors and actions. 
 
Gramm–Leach–Bliley Act: The act, also known as the Financial Services Modernization Act of 
1999 (Pub.L. 106-102, 113 Stat. 1338, enacted November 12, 1999), required the federal 
banking agencies to establish information security standards for financial institutions. 
 
Hardening: The process of securing a computer’s administrative functions or inactivating those 
features not needed for the computer’s intended business purpose. 
 
Hardware: The physical elements of a computer system; the computer equipment as opposed to 
the programs or information stored in a machine. 
 
Hash: A fixed-length cryptographic output of variables, such as a message, being operated on by 
a formula or cryptographic algorithm. 
 
Hijacking: An attacker’s use of an authenticated user’s communication session to communicate 
with system components. 
 
Homing beacons: Devices that send messages to the institution when they connect to a network 
and that enable recovery of the device. 
 
Host: A computer that is accessed by a user from a remote location. 
 
Incident management: The process of identifying, analyzing, and correcting disruptions to 
operations and preventing future recurrences. The goal of incident management is to limit the 
disruption and restore operations as quickly as possible. 
 
Incident response plan: A plan that defines the action steps, involved resources, and 
communication strategy upon identification of a threat or potential threat event, such as a breach 
in security protocol, power or telecommunications outage, severe weather, or workplace 
violence. 
 
Information security: The process by which an organization protects the creation, collection, 
storage, use, transmission, and disposal of information. 
 
Information systems: Electronic systems and physical components used to access, store, 
transmit, protect, and eventually dispose of information. Information systems can include 
networks (computer systems, connections to business partners and the Internet, and the 
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interconnections between internal and external systems). Other examples are backup tapes, 
mobile devices, and other media. 
 
Information technology (IT): Any services or equipment, or interconnected system(s) or 
subsystem(s) of equipment that compose the institution’s IT architecture or infrastructure. IT can 
include computers; ancillary equipment (including imaging peripherals, input, output, and 
storage devices necessary for security and surveillance); peripheral equipment designed to be 
controlled by the central processing unit of a computer; software; firmware and similar 
procedures; services (including cloud computing and help-desk services or other professional 
services that support any point of the life cycle of the equipment or service); and related 
resources. 
 
Infrastructure: Describes what has been implemented by IT architecture and often includes 
support facilities such as power, cooling, ventilation, server and data redundancy and resilience, 
and telecommunications lines. Specific architecture types may exist for the following: enterprise, 
data (information), technology, security, and application. 
 
Integrity: Assurance that information is trustworthy and accurate; ensuring that information will 
not be accidentally or maliciously altered or destroyed (see “Data integrity”). 
 
Interconnectivity: The state or quality of being connected together. The interaction of a 
financial institution’s internal and external systems and applications and the entities with which 
they are linked. 
 
Interdependencies: When two or more departments, processes, functions, or third-party service 
providers support one another in some fashion. 
 
Internal “trusted” zone: A channel in which the end points are known and data integrity is 
protected in transit. Depending on the communications protocol used, data privacy may be 
protected in transit. Examples include SSLIP security and a secure physical connection. 
 
International Organization for Standardization (ISO): An independent, non-governmental, 
international organization that brings together experts to share knowledge and develop voluntary, 
consensus-based, market-relevant international standards. 
 
Internet: The global system of interconnected computer networks that use the Internet protocol 
suite (TCP/IP) to link billions of devices worldwide.  
 
Internet service provider (ISP): A company that provides its customers with access to the 
Internet (e.g., AT&T, Verizon, and CenturyLink). 
 
Intrusion detection: Techniques that attempt to detect unauthorized entry or access into a 
computer or network by observation of actions, security logs, or audit data; detection of break-
ins or attempts, either manually or via software expert systems that operate on logs or other 
information available on the network. 
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Intrusion detection system (IDS): Software or hardware product that detects and logs 
inappropriate, incorrect, or anomalous activity. It gathers and analyzes information from various 
areas within a computer or a network to identify possible security breaches, which include both 
intrusions (attacks from outside the organizations) and misuse (attacks from within the 
organizations). IDS are typically characterized based on the source of the data they monitor: host 
or network. A host-based IDS uses system log files and other electronic audit data to identify 
suspicious activity. A network-based IDS uses a sensor to monitor packets on the network to 
which it is attached. 
 
Intrusion prevention system (IPS): A system that can detect an intrusive activity and can also 
attempt to stop the activity, ideally before it reaches its target. 
 
IT system inventory: A list containing information about the information resources owned or 
operated by an organization. 
 
Life-cycle process: The multistep process that starts with the initiation, analysis, design, and 
implementation, and continues through the maintenance and disposal of the system. 
 
Log: A record of information or events in an organized system, usually sequenced in the order in 
which the events occurred. 
 
Logical access: Ability to interact with computer resources granted using identification, 
authentication, and authorization. 
 
Logical access controls: The policies, procedures, organizational structure, and electronic 
access controls designed to restrict access to computer software and data files. 
 
Malware: Software designed to secretly access a computer system without the owner’s informed 
consent. The expression is a general term (short for malicious software) used to mean a variety 
of forms of hostile, intrusive, or annoying software or program code. Malware includes computer 
viruses, worms, Trojan horses, spyware, dishonest adware, ransomware, crimeware, most 
rootkits, and other malicious and unwanted software or programs. 
 
Media: Physical objects that store data, such as paper, hard disk drives, tapes, and compact 
disks. 
 
Metric: A quantitative measurement. 
 
Middleware: Software that connects two or more software components or applications. It is 
another term for an application programmer interface or API, and it allows programmers to 
access lower- or higher-level services by providing an intermediary layer that includes function 
calls to the services. 
 
Mobile device: A portable computing and communications device with information-storage 
capability. Examples include notebook and laptop computers, cellular telephones and smart 
phones, tablets, digital cameras, and audio recording devices. 
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Multi-factor authentication: The process of using two or more factors to achieve 
authentication. Factors include something you know (e.g., password or personal identification 
number); something you have (e.g., cryptographic identification device or token); and something 
you are (e.g., biometric). 
 
National Institute of Standards and Technology (NIST): An agency of the U.S. Department 
of Commerce that works to develop and apply technology, measurements, and standards. NIST 
developed a voluntary cybersecurity framework based on existing standards, guidelines, and 
practices for reducing cyber risks to critical infrastructures. 
 
Network: Two or more computer systems grouped together to share information, software, and 
hardware. 
 
Network activity baseline: A base for determining typical utilization patterns so that significant 
deviations can be detected. 
 
Network administrator: The individual responsible for the installation, management, and 
control of a network. 
 
Network diagram: A description of any kind of locality in terms of its physical layout. In the 
context of communication networks, a topology describes pictorially the configuration or 
arrangement of a network, including its nodes and connecting communication lines. 
 
Network security: The protection of computer networks and their services from unauthorized 
entry, modification, destruction, or disclosure, and provision of assurance that the network 
performs its critical functions correctly and that there are no harmful side effects. Network 
security includes providing for data integrity. 
 
Non-public personal information: For purposes of the Information Security Standards, non-
public personal information means (i) “personally identifiable financial information”; and 
(ii) any list, description, or other grouping of consumers (and publicly available information 
pertaining to them) that is derived using any “personally identifiable financial information” that 
is not publicly available.  
 
Non-repudiation: Ensuring that a transferred message has been sent and received by the parties 
claiming to have sent and received the message. Non-repudiation is a way to guarantee that the 
sender of a message cannot later deny having sent the message and that the recipient cannot deny 
having received the message. 
 
Operating system: A system that supports and manages software applications. Operating 
systems allocate system resources, provide access and security controls, maintain file systems, 
and manage communications between end users and hardware devices. 
 
Out-of-band: Activity outside of the primary means of interfacing with the customer. For 
example, if a user is performing activity online, he or she may be authenticated through a one-
time password sent via text message. 
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Outsourcing: The practice of contracting with another entity to perform services that might 
otherwise be conducted in-house; a contractual relationship with a third party to provide services, 
systems, or support. 
 
Packet: The data unit that is routed from source to destination in a packet-switched network. 
 
Patch: Software code that replaces or updates other code. Patches frequently are used to correct 
security flaws. 
 
Penetration test: The process of using approved, qualified personnel to conduct real-world 
attacks against a system to identify and correct security weaknesses before they are discovered 
and exploited by others. 
 
Personally identifiable financial information: For purposes of the Information Security 
Standards, personally identifiable financial information means information (i) a consumer 
provides to a financial institution to obtain a financial product or service; (ii) about a consumer 
resulting from any transaction involving a financial product or service between the financial 
institution and a consumer; or (iii) that a financial institution otherwise obtains about a consumer 
in connection with providing a financial product or service, such as account balance information, 
payment history, overdraft history, and credit or debit card purchase information; or the fact that 
an individual is one of the financial institution’s customers. 
 
Phishing: A digital form of social engineering that uses authentic-looking—but bogus—e-mail 
to request information from users or direct them to fake websites that request information. 
 
Policy: A document that records a high-level principle or an agreed-upon course of action; 
overall intention and direction as formally expressed by management. 
 
Port: Either an end point to a logical connection or a physical connection to a computer. 
 
Positive pay: A technique that can reduce check fraud by requesting businesses to send 
electronic files of information to the financial institution on all checks the business has issued. 
 
Preventive control: A mitigating technique designed to prevent an event from occurring. 
 
Principle of least privilege: The security objective of granting users only the access needed to 
perform official duties. 
 
Privilege: The level of trust with which a system object is imbued. 
 
Privileged access: Individuals with the ability to override system or application controls. 
 
Protocol: A format for transmitting data between devices. 
 
Real-time network monitoring: Immediate response to a penetration attempt that is detected 
and diagnosed in time to prevent access. 
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Remote access: The ability to obtain access to a computer or network from a remote location. 
 
Remote deletions: Use of a technology to remove data from a portable device without touching 
the device. 
 
Removable media: Portable electronic storage media, such as magnetic, optical, and solid-state 
devices that can be inserted into and removed from a computing device and that are used to store 
text, video, audio, and image information. Such devices have no independent processing 
capabilities. Examples include hard disks, floppy disks, zip drives, compact disks, thumb drives, 
pen drives, and similar storage devices. 
 
Resource: Any enterprise asset that can help the organization achieve its objectives. 
 
Retention requirement: Requirement established by a company or by regulation for the length 
of time and/or for the amount of information that should be retained. 
 
Risk analysis: The process of identifying risks, determining their probability and impact, and 
identifying areas needing safeguards.  
 
Risk assessment: A prioritization of potential business disruptions based on severity and 
likelihood of occurrence. The risk assessment includes an analysis of threats based on the impact 
to the institution, its customers, and financial markets, rather than the nature of the threat. 
 
Rogue wireless access: An unauthorized wireless node on a network. 
 
Routing: The process of moving information from its source to the destination. 
 
Sandbox: A restricted, controlled execution environment that prevents potentially malicious 
software, such as mobile code, from accessing any system resources except those for which the 
software is authorized. 
 
Scenario analysis: The process of analyzing possible future events by considering alternative 
possible outcomes. 
 
Secure shell: Network protocol that uses cryptography to secure communication, remote 
command line log-in, and remote command execution between two networked computers. 
 
Secure Sockets Layer (SSL): A protocol that is used to transmit private documents through the 
Internet. 
 
Security architecture: A detailed description of all aspects of the system that relate to security, 
along with a set of principles to guide the design. A security architecture describes how the 
system is put together to satisfy the security requirements. 
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Security audit: An independent review and examination of system records and activities to test 
for adequacy of system controls, ensure compliance with established policy and operational 
procedures, and recommend any indicated changes in control, policy, and procedures. 
 
Security breach: A security event that results in unauthorized access of data, applications, 
services, networks, or devices by bypassing underlying security mechanisms. 
 
Security event: An event that potentially compromises the confidentiality, integrity, availability, 
or accountability of an information system. 
 
Security log: A record that contains log-in and logout activity and other security-related events 
and that is used to track security-related information on a computer system. 
 
Security posture: The security status of an enterprise’s networks, information, and systems 
based on information security and assurance resources (e.g., people, hardware, software, and 
policies) and capabilities in place to manage the defense of the enterprise and to react as the 
situation changes. 
 
Security violation: An instance in which a user or other person circumvents or defeats the 
controls of a system to obtain unauthorized access to information or system resources. 
 
Sensitive customer information: A customer’s name, address, or telephone number, in 
conjunction with the customer’s social security number, driver’s license number, account 
number, credit or debit card number, or personal identification number or password that would 
permit access to the customer’s account. Sensitive customer information also includes any 
combination of components of customer information that would allow someone to log into or 
access the customer’s account, such as user name and password or password and account 
number. 
 
Server: A computer or other device that manages a network service. An example is a print 
server, which is a device that manages network printing. 
 
Service level agreement (SLA): Formal documents between an institution and its third-party 
service provider that outline an institution’s predetermined requirements for a service and 
establish incentives to meet, or penalties for failure to meet, the requirements. SLAs should 
specify and clarify performance expectations, establish accountability, and detail remedies or 
consequences if performance or service quality standards are not met. 
 
Service provider: For purposes of the Information Security Standards, service provider means 
any person or entity that maintains, processes, or otherwise is permitted access to customer 
information or consumer information through its provision of services directly to a financial 
institution. 
 
Shadow IT: A term used to describe IT systems or applications used inside institutions without 
explicit approval. 
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Sniffing: The passive interception of data transmissions. 
 
Social engineering: A general term for trying to trick people into revealing confidential 
information or performing certain actions. 
 
Spear phishing: An attack targeting a specific user or group of users, and attempts to deceive 
the user into performing an action that launches an attack, such as opening a document or 
clicking a link. Spear phishers rely on knowing some personal piece of information about their 
target, such as an event, interest, travel plans, or current issues. Sometimes this information is 
gathered by hacking into the targeted network. 
 
Spoofing: A form of masquerading in which a trusted IP address is used instead of the true IP 
address as a means of gaining access to a computer system. 
 
SQL Injection Attack: An exploit of target software that constructs structured query language 
(SQL) statements based on user input. An attacker crafts input strings so that when the target 
software constructs SQL statements based on the input, the resulting SQL statement performs 
actions other than those the application intended. SQL injection enables an attacker to talk 
directly to the database, thus bypassing the application completely. Successful injection can 
cause information disclosure as well as the ability to add or modify data in the database. 
 
Stateful inspection: A firewall inspection technique that examines the claimed purpose of a 
communication for validity. For example, a communication claiming to respond to a request is 
compared to a table of outstanding requests. 
 
System administration: The process of maintaining, configuring, and operating computer 
systems. 
 
System resources: Capabilities that can be accessed by a user or program either on the user’s 
machine or across the network. Capabilities can be services, such as file or print services, or 
devices, such as routers. 
 
Third-party relationship: Any business arrangement between a financial institution and another 
entity, by contract or otherwise. 
 
Third-party service provider: Any third party to whom a financial institution outsources 
activities that the institution itself is authorized to perform, including a technology service 
provider.  
 
Threat intelligence: The acquisition and analysis of information to identify, track, and predict 
cyber capabilities, intentions, and activities that offer courses of action to enhance decision 
making. 
 
Trojan horse: Malicious code hidden in software that has an apparently beneficial or harmless 
use. 
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Tunnel: The path that encapsulated packets follow in an Internet VPN. 
 
U.S. Computer Emergency Readiness Team (US-CERT): US-CERT is part of the U.S. 
Department of Homeland Security’s National Cybersecurity and Communications Integration 
Center in the Office of Cybersecurity and Communications. US-CERT is a partnership between 
the Department of Homeland Security and the public and private sectors, established to protect 
the nation’s Internet infrastructure. US-CERT coordinates defense against and responses to cyber 
attacks across the nation. 
 
User identification: The process, control, or information by which a user identifies himself or 
herself to the system as a valid user (as opposed to authentication). 
 
Utility: A program used to configure or maintain systems, or to make changes to stored or 
transmitted data. 
 
Virtual local area network (VLAN): Logical segmentation of a LAN into different broadcast 
domains.  
 
Virtual machine: A software emulation of a physical computing environment. 
 
Virtual private network (VPN): A computer network that uses public telecommunication 
infrastructure, such as the Internet, to provide remote offices or individual users with secure 
access to their organization's network. 
 
Virus: Malicious code that replicates itself within a computer. 
 
Vulnerability: A hardware, firmware, or software flaw that leaves an information system open 
to potential exploitation; a weakness in automated system security procedures, administrative 
controls, physical layout, internal controls, etc., that could be exploited to gain unauthorized 
access to information or to disrupt critical processing. 
 
Vulnerability assessment: Systematic examination of systems to identify, quantify, and 
prioritize the security deficiencies of the systems. 
 
Worm: A self-replicating malware computer program. It uses a computer network to send copies 
of itself to other nodes (computers on the network), possibly without any user intervention. This 
occurs primarily because of security vulnerabilities on the target computers. 
 
Zero-day attack: An attack on a piece of software that has a vulnerability for which there is no 
known patch. 
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Appendix C: Laws, Regulations, and Guidance 
 

Laws 
 

12 USC 1861–1867, “Bank Service Company Act” 
12 USC 1882, “Bank Protection Act” 
15 USC 1681w, “Fair and Accurate Credit Transactions Act” 
15 USC 6801 and 6805(b), “Gramm–Leach–Bliley Act” 
18 USC 1030, “Fraud and Related Activity in Connection With Computers” 

 

Consumer Financial Protection Bureau 
 

Regulations 
 

12 CFR 1005, “Electronic Fund Transfers (Regulation E)” 
12 CFR 1016, “Privacy of Consumer Financial Information (Regulation P)” 

 

Federal Deposit Insurance Corporation 
 

Regulations 
 

12 CFR 326, subpart A, “Minimum Security Procedures” 
12 CFR 326, subpart B, “Procedures for Monitoring Bank Secrecy Act Compliance” 
12 CFR 332, “Privacy of Consumer Financial Information” 
12 CFR 353, “Suspicious Activity Reports” 
12 CFR 364, appendix A, “Interagency Guidelines Establishing Standards for Safety and 

Soundness” 
12 CFR 364, appendix B, “Interagency Guidelines Establishing Information Security 

Standards” 
 

Guidance 
 

FIL-28-2015, “Cybersecurity Assessment Tool” (July 2, 2015) 
FIL-13-2015, “FFIEC Joint Statements on Destructive Malware and Compromised 

Credentials” (March 30, 2015) 
FIL-9-2015, “Business Continuity Planning Booklet Appendix J Update to FFIEC IT 

Examination Handbook Series” (February 23, 2015) 
FIL-49-2014, “Technology Alert GNU Bourne-Again Shell (Bash) Vulnerability” 

(September 29, 2014) 
FIL-16-2014, “Technology Alert OpenSSL Heartbleed Vulnerability” (April 11, 2014) 
FIL-11-2014, “Distributed Denial of Service (DDoS) Attacks” (April 2, 2014) 
FIL-10-2014, “ATM and Card Authorization Systems” (April 2, 2014) 
FIL-50-2011, “FFIEC Supplement to Authentication in an Internet Banking Environment” 

(June 29, 2011) 
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FIL-56-2010, “Guidance on Mitigating Risk Posed by Information Stored on Photocopiers, 
Fax Machines and Printers” (September 15, 2010) 

FIL-6-2010, “Retail Payment Systems Booklet” (February 25, 2010) 
FIL-30-2009, “Identity Theft Red Flags, Address Discrepancies, and Change of Address 

Regulations Frequently Asked Questions” (June 11, 2009) 
FIL-105-2008, “Identity Theft Red Flags, Address Discrepancies, and Change of Address 

Regulations Examination Procedures” (October 16, 2008) 
FIL-100-2007, “Identity Theft Red Flags—Interagency Final Regulation and Guidelines” 

(November 15, 2007) 
FIL-32-2007, “FDIC’s Supervisory Policy on Identity Theft” (April 11, 2007) 
FIL-77-2006, “Authentication in an Internet Banking Environment Frequently Asked 

Questions” (August 21, 2006) 
FIL-103-2005, “FFIEC Guidance Authentication in an Internet Banking Environment” 

(October 12, 2005) 
FIL-69-2005, “Guidance on the Security Risks of Voice Over Internet Protocol (VoIP)” (July 

27, 2005) 
FIL-66-2005, “Spyware—Guidance on Mitigating Risks From Spyware” (July 22, 2005) 
FIL-64-2005, “Pharming”—Guidance on How Financial Institutions Can Protect Against 

Pharming Attacks” (July 18, 2005) 
FIL-59-2005, “Identity Theft Study Supplement on ‘Account Hijacking Identity Theft’” (July 

5, 2005) 
FIL-27-2005, “Final Guidance on Response Programs for Unauthorized Access to Customer 

Information and Customer Notice” (April 1, 2005) 
FIL-7-2005, “Fair and Accurate Credit Transactions Act of 2003 Guidelines Requiring the 

Proper Disposal of Customer Information” (February 2, 2005) 
FIL-132-2004, “Identity Theft Study on ‘Account Hijacking’ Identity Theft and Suggestions 

for Reducing Online Fraud” (December 14, 2004) 
FIL-121-2004, “Computer Software Due Diligence—Guidance on Developing an Effective 

Software Evaluation Program to Assure Quality and Regulatory Compliance” (November 
16, 2004) 

FIL-114-2004, “Risk Management of Free and Open Source Software FFIEC Guidance” 
(October 21, 2004) 

FIL-103-2004, “Interagency Informational Brochure on Internet ‘‘Phishing’ Scams” 
(September 13, 2004) 

FIL-84-2004, “Guidance on Instant Messaging” (July 21, 2004) 
FIL-62-2004, “Guidance on Developing an Effective Computer Virus Protection Program” 

(June 7, 2004) 
FIL-27-2004, “Guidance on Safeguarding Customers Against E-Mail and Internet Related 

Fraud Schemes” (March 12, 2004) 
FIL-63-2003, “Guidance on Identity Theft Response Programs” (August 13, 2003) 
FIL-43-2003, “Guidance on Developing an Effective Software Patch Management Program” 

(May 29, 2003) 
FIL-30-2003, “Federal Bank and Credit Union Regulatory Agencies Jointly Issue Guidance 

on the Risks Associated With Weblinking” (April 23, 2003) 
FIL-8-2002, “Wireless Networks and Customer Access” (February 1, 2002) 
FIL-69-2001, “Authentication in an Electronic Banking Environment” (August 24, 2001) 
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FIL-68-2001, “501(b) Examination Guidance” (August 24, 2001) 
FIL-39-2001, “Guidance on Identity Theft and Pretext Calling” (May 9, 2001) 
FIL-22-2001, “Security Standards for Customer Information” (March 14, 2001) 
FIL-77-2000, “Bank Technology Bulletin: Protecting Internet Domain Names” (November 9, 

2000) 
FIL-67-2000, “Security Monitoring of Computer Networks” (October 3, 2000) 
FIL-68-99, “Risk Assessment Tools and Practices” (July 7, 1999) 
FIL-98-98, “Pretext Phone Calling” (September 2, 1998) 
FIL-131-97, “Security Risks Associated With the Internet” (December 18, 1997) 
FIL-124-97, “Suspicious Activity Reporting” (December 5, 1997) 
FIL-82-96, “Risks Involving Client/Server Computer Systems” (October 8, 1996) 

 

Federal Reserve 
 

Regulations 
 

12 CFR 208.61, “Minimum Security Devices and Procedures” 
12 CFR 208.62, “Reports of Suspicious Activities” 
12 CFR 208.63, “Procedures for Monitoring Bank Secrecy Act Compliance” 
12 CFR 208, appendix D-1, “Interagency Guidelines Establishing Standards for Safety and 

Soundness” 
12 CFR 208, appendix D-2, “Interagency Guidelines Establishing Information Security 

Standards”  
12 CFR 211.5(l), “Interagency Guidelines Establishing Information Security Standards”  
12 CFR 211.9, “Interagency Guidelines Establishing Standards for Safeguarding Customer 

Information” 
12 CFR 211.24(i), “Interagency Guidelines Establishing Information Security Standards” 
12 CFR 225, appendix F, “Interagency Guidelines Establishing Information Security 

Standards” 
 

Guidance 
 

SR Letter 15-9, “FFIEC Cybersecurity Assessment Tool for Chief Executive Officers and 
Boards of Directors”  

SR Letter 05-19, “Interagency Guidance on Authentication in an Internet Banking 
Environment” 

SR Letter 04-17, “FFIEC Guidance on the Use of Free and Open Source Software” 
SR Letter 04-14, “FFIEC Brochure With Information on Internet ‘Phishing’” 
SR Letter 02-18, “Section 312 of the USA Patriot Act—Due Diligence for Correspondent 

and Private Banking Accounts” 
SR Letter 02-6, “Information Sharing Pursuant to Section 314(b) of the USA Patriot Act” 
SR Letter 01-15, “Safeguarding Customer Information” 
SR Letter 01-11, “Identity Theft and Pretext Calling” 
SR Letter 00-17, “Guidance on the Risk Management of Outsourced Technology Services” 
SR Letter 00-04, “Outsourcing of Information and Transaction Processing” 
SR Letter 99-08, “Uniform Rating System for Information Technology” 

Page 649 of 1882



SR Letter 97-32, “Sound Practices Guidance for Information Security for Networks” 
 
 

National Credit Union Administration 
 

Regulations 
 

12 CFR 716, “Privacy of Consumer Financial Information & Appendix” 
12 CFR 721, “Federal Credit Union Incidental Powers Activities” 
12 CFR 741, “Requirements for Insurance” 
12 CFR 748, “Security Program, Report of Crime and Catastrophic Act and Bank Secrecy 

Act Compliance & Appendices” 
 

Guidance 
 

NCUA Letter to Credit Unions 05-CU-20, “Phishing Guidance for Credit Unions and Their 
Members” 

NCUA Letter to Credit Unions 05-CU-18, “Guidance on Authentication in Internet Banking 
Environment” (November 2005) 

NCUA Letter to Credit Unions 04-CU-12, “Phishing Guidance for Credit Union Members” 
(September 2004) 

NCUA Letter to Credit Unions 04-CU-06, “E-Mail and Internet Related Fraudulent Schemes 
Guidance” (May 2004) 

NCUA Letter to Credit Unions 04-CU-05, “Fraudulent E-Mail Schemes” (May 2004) 
NCUA Letter to Credit Unions 03-CU-14, “Computer Software Patch Management” 

(September 2003) 
NCUA Letter to Credit Unions 03-CU-12, “Fraudulent Newspaper Advertisements, and 

Websites by Entities Claiming to Be Credit Unions” (August 2003) 
NCUA Letter to Credit Unions 03-CU-08, “Weblinking: Identifying Risks & Risk 

Management Techniques” (April 2003) 
NCUA Letter to Credit Unions 03-CU-03, “Wireless Technology” (March 2003) 
NCUA Letter to Credit Unions 02-CU-13, “Vendor Information Systems & Technology 

Reviews—Summary Results” (July 2002) 
NCUA Letter to Federal Credit Unions 02-FCU-11, “Tips to Safely Conduct Financial 

Transactions Over the Internet—An NCUA Brochure for Credit Union Members” (July 
2002) 

NCUA Letter to Credit Unions 02-CU-08, “Account Aggregation Services” (April 2002) 
NCUA Letter to Federal Credit Unions 02-FCU-04, “Weblinking Relationship” (March 

2002) 
NCUA Letter to Credit Unions 01-CU-21, “Disaster Recovery and Business Resumption 

Contingency Plans” (December 2001) 
NCUA Letter to Credit Unions 01-CU-20, “Due Diligence Over Third-Party Service 

Providers” (November 2001) 
NCUA Letter to Credit Unions 01-CU-12, “E-Commerce Insurance Considerations” 

(October 2001) 
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NCUA Letter to Credit Unions 01-CU-11, “Electronic Data Security Overview” (August 
2001) 

NCUA Letter to Credit Unions 01-CU-10, “Authentication in an Electronic Banking 
Environment” (August 2001) 

NCUA Letter to Credit Unions 01-CU-09, “Identity Theft and Pretext Calling” (September 
2001) 

NCUA Regulatory Alert 01-RA-03, “Electronic Signatures in Global and National 
Commerce Act (E-Sign Act)” (March 2001) 

NCUA Letter to Credit Unions 01-CU-04, “Integrating Financial Services and Emerging 
Technology” (March 2001) 

NCUA Letter to Credit Unions 01-CU-02, “Privacy of Consumer Financial Information” 
(February 2001) 

NCUA Letter to Credit Unions 00-CU-11, “Risk Management of Outsourced Technology 
Services (With Enclosure)” (December 2000) 

NCUA Letter to Credit Unions 00-CU-07, “NCUA’s Information Systems & Technology 
Examination Program” (October 2000) 

NCUA Letter to Credit Unions 00-CU-04, “Suspicious Activity Reporting” (June 2000) 
NCUA Letter to Credit Unions 00-CU-02, “Identity Theft Prevention” (May 2000) 
NCUA Regulatory Alert 99-RA-3, “Pretext Phone Calling by Account Information Brokers” 

(February 1999) 
NCUA Regulatory Alert 98-RA-4, “Interagency Guidance on Electronic Financial Services 

and Consumer Compliance” (July 1998) 
NCUA Letter to Credit Unions 97-CU-05, “Interagency Statement on Retail On-Line PC 

Banking” (April 1997) 
NCUA Letter to Credit Unions 97-CU-01, “Automated Response System Controls” (January 

1997) 
NCUA Letter to Credit Unions 109, “Information Processing Issues” (September 1989) 

 

Office of the Comptroller of the Currency 
 

Regulations 
 

12 CFR 21, subpart A, “Minimum Security Devices and Procedures” 
12 CFR 21, subpart B, “Reports of Suspicious Activities” 
12 CFR 21, subpart C, “Procedures for Monitoring Bank Secrecy Act Compliance” 
12 CFR 30, appendix A, “Interagency Guidelines Establishing Standards for Safety and 

Soundness” 
12 CFR 30, appendix B, “Interagency Guidelines Establishing Information Security 

Standards” 
12 CFR 41.83, “Proper Disposal of Records Containing Customer Information” 

 
Guidance 

 
OCC Bulletin 2016-18, “Cybersecurity of Interbank Messaging and Wholesale Payment 

Networks: FFIEC Statement” (June 7, 2016) 
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OCC Bulletin 2016-14, “FFIEC Information Technology Examination Handbook: Mobile 
Financial Services, New Appendix to the Retail Payment Systems Booklet” (April 29, 
2016) 

OCC Bulletin 2015-44, “FFIEC Information Technology Examination Handbook: Revised 
Management Booklet” (November 10, 2015) 

OCC Bulletin 2015-40, “Cybersecurity: Joint Statement on Cyber Attacks Involving 
Extortion” (November 3, 2015) 

OCC Bulletin 2015-31, “FFIEC Cybersecurity Assessment Tool” (June 30, 2015) 
OCC Bulletin 2015-20, “Cybersecurity: Destructive Malware Joint Statement” (March 30, 

2015) 
OCC Bulletin 2015-19, “Cybersecurity: Cyber Attacks Compromising Credentials Joint 

Statement” (March 30, 2015) 
OCC Bulletin 2015–9, “FFIEC Information Technology Examination Handbook: 

Strengthening the Resilience of Outsourced Technology Services, New Appendix for 
Business Continuity Planning Booklet” (February 6, 2015) 

OCC Bulletin 2014-53, “Cybersecurity Assessment General Observations and Statement” 
(November 3, 2014) 

OCC Bulletin 2014-17, “Information Security Vulnerability in OpenSSL Encryption Tool 
(Heartbleed): Joint Statement” (April 25, 2014)  

OCC Bulletin 2014-14, “Distributed Denial-of-Service Cyber Attacks, Risk Mitigation, and 
Additional Resources: Joint Statement” (April 3, 2014) 

OCC Bulletin 2014-13, “Cyber Attacks on Financial Institutions’ Automated Teller Machine 
and Card Authorization Systems: Joint Statement” (April 2, 2014) 

OCC Bulletin 2013-29, “Third-Party Relationships: Risk Management Guidance” (October 
30, 2013) 

OCC Bulletin 2013-22, “Windows XP Operating System: Joint Statement” (October 7, 2013) 
OCC Bulletin 2011-26, “Authentication in an Internet Banking Environment: Supplement” 

(June 28, 2011) 
OCC Bulletin 2008-16, “Information Security: Application Security” (May 8, 2008) 
OCC Bulletin 2007-45, “Identity Theft Red Flags and Address Discrepancies: Final 

Rulemaking” (November 14, 2007) 
OCC Bulletin 2005-35, “Authentication in an Internet Banking Environment: Interagency 

Guidance” (October 12, 2005) 
OCC Bulletin 2005-24, “Threats From Fraudulent Bank Web Sites: Risk Mitigation and 

Response Guidance for Web Site Spoofing Incidents” (July 1, 2005) 
OCC Bulletin 2005-13, “Response Programs for Unauthorized Access to Customer 

Information and Customer Notice: Final Guidance: Interagency Guidance” (April 14, 
2005) 

OCC Bulletin 2005-1, “Proper Disposal of Consumer Information: Final Rule” (January 12, 
2005) 

OCC Bulletin 2001-35, “Examination Procedures to Evaluate Compliance With the 
Guidelines to Safeguard Customer Information: Examination Procedures” (July 18, 2001) 

OCC Bulletin 2001-8, “Guidelines Establishing Standards for Safeguarding Customer 
Information: Final Guidelines” (February 15, 2001) 

OCC Bulletin 2000-14, “Infrastructure Threats—Intrusion Risks: Message to Bankers and 
Examiners” (May 15, 2000) 
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OCC Bulletin 1999-20, “Certificate Authority Systems: Guidance for Bankers and 
Examiners” (May 4, 1999) 

OCC Bulletin 1998-3, “Technology Risk Management: Guidance for Bankers and 
Examiners” (February 4, 1998) 

OCC Alert 2001-4, “Network Security Vulnerabilities” (April 24, 2001) 
OCC Alert 2000-9, “Protecting Internet Addresses of National Banks” (July 19, 2000) 

 

Other References  
 
Basel Committee on Banking Supervision, “Sound Practices for the Management and 

Supervision of Operational Risk” (February 2003)  
ISACA Control Objectives for Enterprise IT Governance 
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User’s Guide 

Overview 

In light of the increasing volume and sophistication of cyber threats, the Federal Financial 
Institutions Examination Council1 (FFIEC) developed the Cybersecurity Assessment Tool 
(Assessment), on behalf of its members, to help institutions identify their risks and determine 
their cybersecurity maturity. 

The content of the Assessment is consistent with the principles of the FFIEC Information 
Technology Examination Handbook (IT Handbook) and the National Institute of Standards and 
Technology (NIST) Cybersecurity Framework,2 as well as industry accepted cybersecurity 
practices. The Assessment provides institutions with a repeatable and measureable process to 
inform management of their institution’s risks and cybersecurity preparedness. 

The Assessment consists of two parts: Inherent Risk Profile and Cybersecurity Maturity. The 
Inherent Risk Profile identifies the institution’s inherent risk before implementing controls. The 
Cybersecurity Maturity includes domains, assessment factors, components, and individual 
declarative statements across five maturity levels to identify specific controls and practices that 
are in place. While management can determine the institution’s maturity level in each domain, 
the Assessment is not designed to identify an overall cybersecurity maturity level. 

To complete the Assessment, management first assesses the institution’s inherent risk profile 
based on five categories: 

• Technologies and Connection Types
• Delivery Channels
• Online/Mobile Products and Technology Services
• Organizational Characteristics
• External Threats

Management then evaluates the institution’s Cybersecurity Maturity level for each of five 
domains: 

• Cyber Risk Management and Oversight
• Threat Intelligence and Collaboration
• Cybersecurity Controls
• External Dependency Management
• Cyber Incident Management and Resilience

1 The FFIEC comprises the principals of the following: The Board of Governors of the Federal Reserve System, 
Federal Deposit Insurance Corporation, National Credit Union Administration, Office of the Comptroller of the 
Currency, Consumer Financial Protection Bureau, and State Liaison Committee. 
2 A mapping is available in Appendix B: Mapping Cybersecurity Assessment Tool to the NIST Cybersecurity 
Framework. NIST reviewed and provided input on the mapping to ensure consistency with Framework principles 
and to highlight the complementary nature of the two resources.  
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By reviewing both the institution’s inherent risk profile and maturity levels across the domains, 
management can determine whether its maturity levels are appropriate in relation to its risk. If 
not, the institution may take action either to reduce the level of risk or to increase the levels of 
maturity. This process is intended to complement, not replace, an institution’s risk management 
process and cybersecurity program. 

Background 

The Assessment is based on the cybersecurity assessment that the FFIEC members piloted in 
2014, which was designed to evaluate community institutions’ preparedness to mitigate cyber 
risks. NIST defines cybersecurity as “the process of protecting information by preventing, 
detecting, and responding to attacks.” As part of cybersecurity, institutions should consider 
managing internal and external threats and vulnerabilities to protect infrastructure and 
information assets. The definition builds on information security as defined in FFIEC guidance. 

Cyber incidents can have financial, operational, legal, and reputational impact. Recent high-
profile cyber attacks demonstrate that cyber incidents can significantly affect capital and 
earnings. Costs may include forensic investigations, public relations campaigns, legal fees, 
consumer credit monitoring, and technology changes. As such, cybersecurity needs to be 
integrated throughout an institution as part of enterprise-wide governance processes, information 
security, business continuity, and third-party risk management. For example, an institution’s 
cybersecurity policies may be incorporated within the information security program. In addition, 
cybersecurity roles and processes referred to in the Assessment may be separate roles within the 
security group (or outsourced) or may be part of broader roles across the institution. 

Completing the Assessment 

The Assessment is designed to provide a measurable and repeatable process to assess an 
institution’s level of cybersecurity risk and preparedness. Part one of this Assessment is the 
Inherent Risk Profile, which identifies an institution’s inherent risk relevant to cyber risks. Part 
two is the Cybersecurity Maturity, which determines an institution’s current state of 
cybersecurity preparedness represented by maturity levels across five domains. For this 
Assessment to be an effective risk management tool, an institution may want to complete it 
periodically and as significant operational and technological changes occur. 

Cyber risk programs build upon and align existing information security, business continuity, and 
disaster recovery programs. The Assessment is intended to be used primarily on an enterprise-
wide basis and when introducing new products and services as follows: 

• Enterprise-wide. Management may review the Inherent Risk Profile and the declarative 
statements to understand which policies, procedures, processes, and controls are in place 
enterprise-wide and where gaps may exist. Following this review, management can 
determine appropriate maturity levels for the institution in each domain or the target state for 
Cybersecurity Maturity. Management can then develop action plans for achieving the target 
state. 

• New products, services, or initiatives. Using the Assessment before launching a new 
product, service, or initiative can help management understand how these might affect the 
institution’s inherent risk profile and resulting desired maturity levels. 
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Part One: Inherent Risk Profile 

Part one of the Assessment identifies the institution’s inherent risk. The Inherent Risk Profile 
identifies activities, services, and products organized in the following categories: 

• Technologies and Connection Types. Certain types of connections and technologies may 
pose a higher inherent risk depending on the complexity and maturity, connections, and 
nature of the specific technology products or services. This category includes the number of 
Internet service provider (ISP) and third-party connections, whether systems are hosted 
internally or outsourced, the number of unsecured connections, the use of wireless access, 
volume of network devices, end-of-life systems, extent of cloud services, and use of personal 
devices. 

• Delivery Channels. Various delivery channels for products and services may pose a higher 
inherent risk depending on the nature of the specific product or service offered. Inherent risk 
increases as the variety and number of delivery channels increases. This category addresses 
whether products and services are available through online and mobile delivery channels and 
the extent of automated teller machine (ATM) operations. 

• Online/Mobile Products and Technology Services. Different products and technology 
services offered by institutions may pose a higher inherent risk depending on the nature of 
the specific product or service offered. This category includes various payment services, such 
as debit and credit cards, person-to-person payments, originating automated clearing house 
(ACH), retail wire transfers, wholesale payments, merchant remote deposit capture, treasury 
services and clients and trust services, global remittances, correspondent banking, and 
merchant acquiring activities. This category also includes consideration of whether the 
institution provides technology services to other organizations. 

• Organizational Characteristics. This category considers organizational characteristics, such 
as mergers and acquisitions, number of direct employees and cybersecurity contractors, 
changes in security staffing, the number of users with privileged access, changes in 
information technology (IT) environment, locations of business presence, and locations of 
operations and data centers. 

• External Threats. The volume and type of attacks (attempted or successful) affect an 
institution’s inherent risk exposure. This category considers the volume and sophistication of 
the attacks targeting the institution. 

Risk Levels 
Risk Levels incorporate the type, volume, and complexity of the institution’s operations and 
threats directed at the institution. Inherent risk does not include mitigating controls. 
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Select the most appropriate inherent risk level for each activity, service, or product within each 
category. The levels range from Least Inherent Risk to Most Inherent Risk (Figure 1) and 
incorporate a wide range of descriptions. The risk levels provide parameters for determining the 
inherent risk for each category. These parameters are not intended to be rigid but rather 
instructive to assist with assessing a risk level within each activity, service, or product. For 
situations where the risk level falls between two levels, management should select the higher risk 
level. 

Figure 1: Inherent Risk Profile Layout 

Category: Technologies and 
Connection Types  

Risk Levels 

Least Minimal Moderate Significant Most 

Total number of Internet service provider 
(ISP) connections (including branch 
connections) 

No connections Minimal complexity (1–
20 connections) 

Moderate complexity 
(21–100 connections) 

Significant complexity 
(101–200 connections) 

Substantial complexity 
(>200 connections) 

Unsecured external connections, number 
of connections not users (e.g., file transfer 
protocol (FTP), Telnet, rlogin) 

None Few instances of 
unsecured 
connections (1–5) 

Several instances of 
unsecured connections 
(6–10) 

Significant instances of 
unsecured connections 
(11–25) 

Substantial instances of 
unsecured connections 
(>25) 

Wireless network access No wireless access  Separate access 
points for guest 
wireless and corporate 
wireless  

Guest and corporate 
wireless network access 
are logically separated; 
limited number of users 
and access points (1–
250 users; 1–25 access 
points) 

Wireless corporate 
network access; 
significant number of 
users and access points 
(251–1,000 users; 26–
100 access points) 

Wireless corporate 
network access; all 
employees have 
access; substantial 
number of access 
points (>1,000 users; 
>100 access points)  

Determine Inherent Risk Profile 
Management can determine the institution’s overall Inherent Risk Profile based on the number of 
applicable statements in each risk level for all activities (Figure 2). For example, when a majority 
of activities, products, or services fall within the Moderate Risk Level, management may 
determine that the institution has a Moderate Inherent Risk Profile. Each category may, however, 
pose a different level of inherent risk. Therefore, in addition to evaluating the number of 
instances that an institution selects for a specific risk level, management may also consider 
evaluating whether the specific category poses additional risk. 

Figure 2: Inherent Risk Summary 

 

Risk Levels 

Least Minimal Moderate Significant Most 

Number of Statements Selected in Each 
Risk Level 

     

Based on Individual Risk Levels 
Selected, Assign an Inherent Risk Profile 

Least Minimal Moderate Significant Most 

The following includes definitions of risk levels. 

• Least Inherent Risk. An institution with a Least Inherent Risk Profile generally has very 
limited use of technology. It has few computers, applications, systems, and no connections. 
The variety of products and services are limited. The institution has a small geographic 
footprint and few employees. 

• Minimal Inherent Risk. An institution with a Minimal Inherent Risk Profile generally has 
limited complexity in terms of the technology it uses. It offers a limited variety of less risky 
products and services. The institution’s mission-critical systems are outsourced. The 
institution primarily uses established technologies. It maintains a few types of connections to 
customers and third parties with limited complexity. 

• Moderate Inherent Risk. An institution with a Moderate Inherent Risk Profile generally 
uses technology that may be somewhat complex in terms of volume and sophistication. The 

Risk Levels 

Activity, 
Service, or 

Product 
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institution may outsource mission-critical systems and applications and may support 
elements internally. There is a greater variety of products and services offered through 
diverse channels. 

• Significant Inherent Risk. An institution with a Significant Inherent Risk Profile generally 
uses complex technology in terms of scope and sophistication. The institution offers high-
risk products and services that may include emerging technologies. The institution may host 
a significant number of applications internally. The institution allows either a large number 
of personal devices or a large variety of device types. The institution maintains a substantial 
number of connections to customers and third parties. A variety of payment services are 
offered directly rather than through a third party and may reflect a significant level of 
transaction volume. 

• Most Inherent Risk. An institution with a Most Inherent Risk Profile uses extremely 
complex technologies to deliver myriad products and services. Many of the products and 
services are at the highest level of risk, including those offered to other organizations. New 
and emerging technologies are utilized across multiple delivery channels. The institution may 
outsource some mission-critical systems or applications, but many are hosted internally. The 
institution maintains a large number of connection types to transfer data with customers and 
third parties. 

Part Two: Cybersecurity Maturity 

After determining the Inherent Risk Profile, the institution transitions to the Cybersecurity 
Maturity part of the Assessment to determine the institution’s maturity level within each of the 
following five domains: 

• Domain 1: Cyber Risk Management and Oversight 
• Domain 2: Threat Intelligence and Collaboration 
• Domain 3: Cybersecurity Controls 
• Domain 4: External Dependency Management 
• Domain 5: Cyber Incident Management and Resilience 

Domains, Assessment Factors, Components, and Declarative Statements 
Within each domain are assessment factors and contributing components. Under each 
component, there are declarative statements describing an activity that supports the assessment 
factor at that level of maturity. Table 1 provides definitions for each domain and the underlying 
assessment factors. 
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Table 1: Domains and Assessment Factors Defined 

Domains and Assessment Factors Defined 

Domain 1 

Cyber Risk Management and Oversight 

Cyber risk management and oversight addresses the board of directors’ (board’s) oversight and management’s 
development and implementation of an effective enterprise-wide cybersecurity program with comprehensive policies 
and procedures for establishing appropriate accountability and oversight.  

Assessment 
Factors 

Governance includes oversight, strategies, policies, and IT asset management to implement an 

effective governance of the cybersecurity program. 

Risk Management includes a risk management program, risk assessment process, and audit 

function to effectively manage risk and assess the effectiveness of key controls. 

Resources include staffing, tools, and budgeting processes to ensure the institution’s staff or 

external resources have knowledge and experience commensurate with the institution’s risk profile. 

Training and Culture includes the employee training and customer awareness programs 

contributing to an organizational culture that emphasizes the mitigation of cybersecurity threats.  

Domain 2 

Threat Intelligence and Collaboration 

Threat intelligence and collaboration includes processes to effectively discover, analyze, and understand cyber 
threats, with the capability to share information internally and with appropriate third parties. 

Assessment 
Factors 

Threat Intelligence refers to the acquisition and analysis of information to identify, track, and 

predict cyber capabilities, intentions, and activities that offer courses of action to enhance decision 
making.  

Monitoring and Analyzing refers to how an institution monitors threat sources and what analysis 

may be performed to identify threats that are specific to the institution or to resolve conflicts in the 
different threat intelligence streams. 

Information Sharing encompasses establishing relationships with peers and information-sharing 

forums and how threat information is communicated to those groups as well as internal 
stakeholders.  

Domain 3 

Cybersecurity Controls 

Cybersecurity controls are the practices and processes used to protect assets, infrastructure, and information by 
strengthening the institution’s defensive posture through continuous, automated protection and monitoring.  

Assessment 
Factors 

Preventative Controls deter and prevent cyber attacks and include infrastructure management, 

access management, device and end-point security, and secure coding. 

Detective Controls include threat and vulnerability detection, anomalous activity detection, and 

event detection, may alert the institution to network and system irregularities that indicate an 
incident has or may occur. 

Corrective Controls are utilized to resolve system and software vulnerabilities through patch 

management and remediation of issues identified during vulnerability scans and penetration testing.  

Domain 4 

External Dependency Management 

External dependency management involves establishing and maintaining a comprehensive program to oversee and 
manage external connections and third-party relationships with access to the institution’s technology assets and 
information. 
Assessment 
Factors 

Connections incorporate the identification, monitoring, and management of external connections 

and data flows to third parties. 

Relationship Management includes due diligence, contracts, and ongoing monitoring to help 

ensure controls complement the institution’s cybersecurity program. 
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Domain 5 

Cyber Incident Management and Resilience 

Cyber incident management includes establishing, identifying, and analyzing cyber events; prioritizing the 
institution’s containment or mitigation; and escalating information to appropriate stakeholders. Cyber resilience 
encompasses both planning and testing to maintain and recover ongoing operations during and following a cyber 
incident.  

Assessment 
Factors 

Incident Resilience Planning & Strategy incorporates resilience planning and testing into existing 

business continuity and disaster recovery plans to minimize service disruptions and the destruction 
or corruption of data. 

Detection, Response, & Mitigation refers to the steps management takes to identify, prioritize, 

respond to, and mitigate the effects of internal and external threats and vulnerabilities. 

Escalation & Reporting ensures key stakeholders are informed about the impact of cyber 

incidents, and regulators, law enforcement, and customers are notified as required.  

 

Each maturity level includes a set of declarative 
statements that describe how the behaviors, 
practices, and processes of an institution can 
consistently produce the desired outcomes. 

The Assessment starts at the Baseline maturity 
level and progresses to the highest maturity, the 
Innovative level (Figure 3). Table 2 provides 
definitions for each of the maturity levels, which 
are cumulative. 

Table 2: Maturity Levels Defined 

Maturity Levels Defined 

Baseline Baseline maturity is characterized by minimum expectations required by law and regulations or 
recommended in supervisory guidance. This level includes compliance-driven objectives. 
Management has reviewed and evaluated guidance. 

Evolving Evolving maturity is characterized by additional formality of documented procedures and policies 
that are not already required. Risk-driven objectives are in place. Accountability for cybersecurity is 
formally assigned and broadened beyond protection of customer information to incorporate 
information assets and systems. 

Intermediate Intermediate maturity is characterized by detailed, formal processes. Controls are validated and 
consistent. Risk-management practices and analysis are integrated into business strategies.  

Advanced Advanced maturity is characterized by cybersecurity practices and analytics that are integrated 
across lines of business. Majority of risk-management processes are automated and include 
continuous process improvement. Accountability for risk decisions by frontline businesses is 
formally assigned.  

Innovative Innovative maturity is characterized by driving innovation in people, processes, and technology for 
the institution and the industry to manage cyber risks. This may entail developing new controls, new 
tools, or creating new information-sharing groups. Real-time, predictive analytics are tied to 
automated responses. 

 
  

Figure 3: Cybersecurity Maturity Levels 

Innovative 

Advanced 

Intermediate 

Evolving  

Baseline 

Page 662 of 1882



Completing the Cybersecurity Maturity 
Each domain and maturity level has a set of declarative statements organized by assessment 
factor. To assist the institution’s ability to follow common themes across maturity levels, 
statements are categorized by components. The components are groups of similar declarative 
statements to make the Assessment easier to use (Figure 4).  

Figure 4: Cybersecurity Maturity 

Domain 1: Cyber Risk Management and Oversight 

Assessment Factor: Governance 
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 Baseline  Designated members of management are held accountable by the board or an appropriate board committee for implementing 
and managing the information security and business continuity programs. (FFIEC Information Security Booklet, page 3) 

Information security risks are discussed in management meetings when prompted by highly visible cyber events or regulatory 
alerts. (FFIEC Information Security Booklet, page 6) 

Management provides a written report on the overall status of the information security and business continuity programs to the 
board or an appropriate board committee at least annually. (FFIEC Information Security Booklet, page 5) 

The budgeting process includes information security related expenses and tools. (FFIEC E-Banking Booklet, page 20) 

Management considers the risks posed by other critical infrastructures (e.g., telecommunications, energy) to the institution. 
(FFIEC Business Continuity Planning Booklet, page J-12)  

Evolving  At least annually, the board or an appropriate board committee reviews and approves the institution’s cybersecurity program. 

Management is responsible for ensuring compliance with legal and regulatory requirements related to cybersecurity. 

Cybersecurity tools and staff are requested through the budget process. 

There is a process to formally discuss and estimate potential expenses associated with cybersecurity incidents as part of the 
budgeting process. 

Management determines which declarative statements best fit the current practices of the 
institution. All declarative statements in each maturity level, and previous levels, must be 
attained and sustained to achieve that domain’s maturity level. Attained and sustained requires 
affirmative answers to either “Yes” or “Yes with Compensating Controls”3 for each of the 
declarative questions within a maturity level.  While management can determine the institution’s 
maturity level in each domain, the Assessment is not designed to identify an overall 
cybersecurity maturity level. 

Management may determine that a declarative statement has been sufficiently sustained based on 
proven results. Certain declarative statements may not apply to all institutions if the product, 
service, or technology is not offered or used. Declarative statements that may not be applicable 
to all institutions are clearly designated and would not affect the determination of the specific 
maturity level. 

Interpreting and Analyzing Assessment Results 

Management can review the institution’s Inherent Risk Profile in relation to its Cybersecurity 
Maturity results for each domain to understand whether they are aligned. 

Table 3 depicts the relationship between an institution’s Inherent Risk Profile and its domain 
Maturity Levels, as there is no single expected level for an institution. In general, as inherent risk 

3Compensating control - A management, operational, and/or technical control (e.g., safeguard or countermeasure) 
employed by an organization in lieu of a recommended security control in the low, moderate, or high baselines 
that provides equivalent or comparable protection for an information system. 

Maturity 
Level 

Domain 

Assessment 
Factor 

Declarative 

Statement 

Component 
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rises, an institution’s maturity levels should increase. An institution’s inherent risk profile and 
maturity levels will change over time as threats, vulnerabilities, and operational environments 
change. Thus, management should consider reevaluating its inherent risk profile and 
cybersecurity maturity periodically and when planned changes can affect its inherent risk profile 
(e.g., launching new products or services, new connections).  

Table 3: Risk/Maturity Relationship 

 Inherent Risk Levels 

Least Minimal Moderate Significant Most 
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If management determines that the institution’s maturity levels are not appropriate in relation to 
the inherent risk profile, management should consider reducing inherent risk or developing a 
strategy to improve the maturity levels. This process includes 

• determining target maturity levels. 
• conducting a gap analysis. 
• prioritizing and planning actions. 
• implementing changes. 
• reevaluating over time. 
• communicating the results. 

Management can set target maturity levels for each domain or across domains based on the 
institution’s business objectives and risk appetite. Management can conduct a gap analysis 
between the current and target maturity levels and initiate improvements based on the gaps. Each 
declarative statement can represent a range of strategies and processes that have enterprise-wide 
impact. For example, declarative statements not yet attained provide insights for policies, 
processes, procedures, and controls that may improve risk management in relation to a specific 
risk or the institution’s overall cybersecurity preparedness.  

Using the maturity levels in each domain, management can identify potential actions that would 
increase the institution’s overall cybersecurity preparedness. Management can review declarative 
statements at maturity levels beyond what the institution has achieved to determine the actions 
needed to reach the next level and implement changes to address gaps. Management’s periodic 
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reevaluations of the inherent risk profile and maturity levels may further assist the institution in 
maintaining an appropriate level of cybersecurity preparedness. In addition, management may 
also seek an independent validation, such as by the internal audit function, of the institution’s 
Assessment process and findings.  

The Assessment results should be communicated to the chief executive officer (CEO) and board. 
More information and questions to consider are contained in the “Overview for Chief Executive 
Officers and Boards of Directors.”  

Resources 

In addition to the “Overview for Chief Executive Officers and Boards of Directors,” the FFIEC 
has released the following documents to assist institutions with the Cybersecurity Assessment 
Tool.  

• Appendix A: Mapping Baseline Statements to FFIEC IT Examination Handbook  
• Appendix B: Mapping Cybersecurity Assessment Tool to NIST Cybersecurity Framework  
• Appendix C: Glossary
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Inherent Risk Profile 

 

Category: Technologies and 
Connection Types  

Risk Levels 

Least Minimal Moderate Significant Most 

Total number of Internet service 
provider (ISP) connections (including 
branch connections) 

No connections Minimal complexity 
(1–20 connections) 

Moderate complexity 
(21–100 connections) 

Significant 
complexity (101–200 
connections) 

Substantial complexity 
(>200 connections) 

Unsecured external connections, 
number of connections not users 
(e.g., file transfer protocol (FTP), 
Telnet, rlogin) 

None Few instances of 
unsecured 
connections (1–5) 

Several instances of 
unsecured 
connections (6–10) 

Significant instances 
of unsecured 
connections (11–25) 

Substantial instances of 
unsecured connections 
(>25) 

Wireless network access No wireless access  Separate access 
points for guest 
wireless and 
corporate wireless  

Guest and corporate 
wireless network 
access are logically 
separated; limited 
number of users and 
access points (1–250 
users; 1–25 access 
points) 

Wireless corporate 
network access; 
significant number of 
users and access 
points (251–1,000 
users; 26–100 
access points) 

Wireless corporate 
network access; all 
employees have access; 
substantial number of 
access points (>1,000 
users; >100 access 
points)  

Personal devices allowed to connect 
to the corporate network 

None  Only one device type 

available; available 
to <5% of employees 

(staff, executives, 
managers); e-mail 
access only  

Multiple device types 
used; available to 
<10% of employees 
(staff, executives, 
managers) and 
board; e-mail access 
only 

Multiple device types 
used; available to 
<25% of authorized 
employees (staff, 
executives, 
managers) and 
board; e-mail and 
some applications 
accessed 

Any device type used; 
available to >25% of 
employees (staff, 
executives, managers) 
and board; all 
applications accessed 

Third parties, including number of 
organizations and number of 
individuals from vendors and 
subcontractors, with access to 
internal systems (e.g., virtual private 
network, modem, intranet, direct 
connection) 

No third parties and 
no individuals from 
third parties with 
access to systems 

Limited number of 
third parties (1–5) 
and limited number 
of individuals from 
third parties (<50) 
with access; low 
complexity in how 
they access systems 

Moderate number of 
third parties (6–10) 
and moderate 
number of individuals 
from third parties 
(50–500) with 
access; some 
complexity in how 
they access systems  

Significant number of 
third parties (11–25) 
and significant 
number of individuals 
from third parties 
(501–1,500) with 
access; high level of 
complexity in terms 
of how they access 
systems  

Substantial number of 
third parties (>25) and 
substantial number of 
individuals from third 
parties (>1,500) with 
access; high complexity 
in how they access 
systems  
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Category: Technologies and 
Connection Types  

Risk Levels 

Least Minimal Moderate Significant Most 

Wholesale customers with dedicated 
connections  

None Few dedicated 
connections 
(between 1–5) 

Several dedicated 
connections 
(between 6–10) 

Significant number of 
dedicated 
connections 
(between 11–25) 

Substantial number of 
dedicated connections 
(>25) 

Internally hosted and developed or 
modified vendor applications 
supporting critical activities  

No applications Few applications 
(between 1–5) 

Several applications 
(between 6–10) 

Significant number of 
applications 
(between 11–25) 

Substantial number of 
applications and 
complexity (>25) 

Internally hosted, vendor-developed 
applications supporting critical 
activities  

Limited applications 
(0–5) 

Few applications (6–
30) 

Several applications 
(31–75) 

Significant number of 
applications (76–200) 

Substantial number of 
applications and 
complexity (>200) 

User-developed technologies and 
user computing that support critical 
activities (includes Microsoft Excel 
spreadsheets and Access databases 
or other user-developed tools) 

No user-developed 
technologies 

1–100 technologies 101–500 
technologies 

501–2,500 
technologies 

>2,500 technologies 

End-of-life (EOL) systems No systems 
(hardware or 
software) that are 
past EOL or at risk of 
nearing EOL within 2 
years 

Few systems that are 
at risk of EOL and 
none that support 
critical operations 

Several systems that 
will reach EOL within 
2 years and some 
that support critical 
operations 

A large number of 
systems that support 
critical operations at 
EOL or are at risk of 
reaching EOL in 2 
years 

Majority of critical 
operations dependent 
on systems that have 
reached EOL or will 
reach EOL within the 
next 2 years or an 
unknown number of 
systems that have 
reached EOL 

Open Source Software (OSS) No OSS Limited OSS and 
none that support 
critical operations 

Several OSS that 
support critical 
operations 

Large number of 
OSS that support 
critical operations 

Majority of operations 
dependent on OSS 

Network devices (e.g., servers, 
routers, and firewalls; include 
physical and virtual)  

Limited or no network 
devices (<250) 

Few devices (250–
1,500) 

Several devices 
(1,501–25,000) 

Significant number of 
devices (25,001–
50,000) 

Substantial number of 
devices (>50,000) 

Third-party service providers storing 
and/or processing information that 
support critical activities (Do not have 
access to internal systems, but the 
institution relies on their services)  

No third parties that 
support critical 
activities 

1–25 third parties 
that support critical 
activities 

26–100 third parties 
that support critical 
activities 

101–200 third parties 
that support critical 
activities; 1 or more 
are foreign-based 

>200 third parties that 
support critical activities; 
1 or more are foreign-
based 
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Category: Technologies and 
Connection Types  

Risk Levels 

Least Minimal Moderate Significant Most 

Cloud computing services hosted 
externally to support critical activities 

No cloud providers Few cloud providers; 
private cloud only (1–
3) 

Several cloud 
providers (4–7) 

Significant number of 
cloud providers (8–
10); cloud-provider 
locations used 
include international; 
use of public cloud 

Substantial number of 
cloud providers (>10); 
cloud-provider locations 
used include 
international; use of 
public cloud 

 

Category: Delivery Channels 

Risk Levels 

Least Minimal Moderate Significant Most 

Online presence (customer) No Web-facing 
applications or social 
media presence 

Serves as an 
informational Web 
site or social media 
page (e.g., provides 
branch and ATM 
locations and 
marketing materials) 

Serves as a delivery 
channel for retail 
online banking; may 
communicate to 
customers through 
social media  

Serves as a delivery 
channel for 
wholesale 
customers; may 
include retail account 
origination 

Internet applications 
serve as a channel to 
wholesale customers to 
manage large value 
assets 

Mobile presence None SMS text alerts or 
notices only; 
browser-based 
access 

Mobile banking 
application for retail 
customers (e.g., bill 
payment, mobile 
check capture, 
internal transfers 
only) 

Mobile banking 
application includes 
external transfers 
(e.g., for corporate 
clients, recurring 
external transactions) 

Full functionality, 
including originating new 
transactions (e.g., ACH, 
wire)  

Automated Teller Machines (ATM) 
(Operation) 

No ATM services ATM services offered 
but no owned 
machines 

ATM services 
managed by a third 
party; ATMs at local 
and regional 
branches; cash 
reload services 
outsourced 

ATM services 
managed internally; 
ATMs at U.S. 
branches and retail 
locations; cash 
reload services 
outsourced 

ATM services managed 
internally; ATM services 
provided to other 
financial institutions; 
ATMs at domestic and 
international branches 
and retail locations; 
cash reload services 
managed internally 
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Category: Online/Mobile Products 
and Technology Services 

Risk Levels 

Least Minimal Moderate Significant Most 

Issue debit or credit cards Do not issue debit or 
credit cards 

Issue debit and/or 
credit cards through 
a third party; <10,000 
cards outstanding 

Issue debit or credit 
cards through a third 
party; between 
10,000–50,000 cards 
outstanding 

Issue debit or credit 
cards directly; 
between 50,000– 
100,000 cards 
outstanding 

Issue debit or credit 
cards directly; >100,000 
cards outstanding; issue 
cards on behalf of other 
financial institutions 

Prepaid cards Do not issue prepaid 
cards 

Issue prepaid cards 
through a third party; 
<5,000 cards 
outstanding 

Issue prepaid cards 
through a third party; 
5,000–10,000 cards 
outstanding 

Issue prepaid cards 
through a third party; 
10,001–20,000 cards 
outstanding 

Issue prepaid cards 
internally, through a 
third party, or on behalf 
of other financial 
institutions; >20,000 
cards outstanding 

Emerging payments technologies 

(e.g., digital wallets, mobile wallets) 

Do not accept or use 
emerging payments 
technologies 

Indirect acceptance 
or use of emerging 
payments 
technologies 
(customer use may 
affect deposit or 
credit account) 

Direct acceptance or 
use of emerging 
payments 
technologies; partner 
or co-brand with non-
bank providers; 
limited transaction 
volume  

Direct acceptance or 
use of emerging 
payments 
technologies; small 
transaction volume; 
no foreign payments 

Direct acceptance of 
emerging payments 
technologies; moderate 
transaction volume 
and/or foreign payments 

Person-to-person payments (P2P)  Not offered Customers allowed 
to originate 
payments; used by 
<1,000 customers or 
monthly transaction 
volume is <50,000  

Customers allowed to 
originate payments; 
used by 1,000–5,000 
customers or monthly 
transaction volume is 
between 50,000–
100,000  

Customers allowed 
to originate 
payments; used by 
5,001–10,000 
customers or monthly 
transaction volume is 
between 100,001–
1 million  

Customers allowed to 
request payment or to 
originate payment; used 
by >10,000 customers 
or monthly transaction 
volume >1 million  

Originating ACH payments No ACH origination Originate ACH 
credits; daily volume 
<3% of total assets 

Originate ACH debits 
and credits; daily 
volume is 3%–5% of 
total assets 

Sponsor third-party 
payment processor; 
originate ACH debits 
and credits with daily 
volume 6%–25% of 
total assets 

Sponsor nested third-
party payment 
processors; originate 
debits and credits with 
daily volume that is 
>25% of total assets 

Originating wholesale payments (e.g., 

CHIPS) 

Do not originate 
wholesale payments 

Daily originated 
wholesale payment 
volume <3% of total 
assets 

Daily originated 
wholesale payment 
volume 3%–5% of 
total assets 

Daily originated 
wholesale payment 
volume 6%–25% of 
total assets 

Daily originated 
wholesale payment 
volume >25% of total 
assets 
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Category: Online/Mobile Products 
and Technology Services 

Risk Levels 

Least Minimal Moderate Significant Most 

Wire transfers  Not offered In person wire 
requests only; 
domestic wires only; 
daily wire volume 
<3% of total assets 

In person, phone, 
and fax wire 
requests; domestic 
daily wire volume 
3%–5% of total 
assets; international 
daily wire volume 
<3% of total assets 

Multiple request 
channels (e.g., 
online, text, e-mail, 
fax, and phone); daily 
domestic wire 
volume 6%–25% of 
total assets; daily 
international wire 
volume 3%–10% of 
total assets 

Multiple request 
channels (e.g., online, 
text, e-mail, fax, and 
phone); daily domestic 
wire volume >25% of 
total assets; daily 
international wire 
volume >10% of total 
assets 

Merchant remote deposit capture 

(RDC) 

Do not offer Merchant 
RDC 

<100 merchant 
clients; daily volume 
of transactions is 
<3% of total assets 

100–500 merchant 
clients; daily volume 
of transactions is 
3%–5% of total 
assets 

501–1,000 merchant 
clients; daily volume 
of transactions is 
6%–25% of total 
assets 

>1,000 merchant clients; 
daily volume of 
transactions is >25% of 
total assets 

Global remittances Do not offer global 
remittances 

Gross daily 
transaction volume is 
<3% of total assets 

Gross daily 
transaction volume is 
3%–5% of total 
assets 

Gross daily 
transaction volume is 
6%–25% of total 
assets 

Gross daily transaction 
volume is >25% of total 
assets 

Treasury services and clients No treasury 
management 
services are offered 

Limited services 
offered; number of 
clients is <1,000  

Services offered 
include lockbox, ACH 
origination, and 
remote deposit 
capture; number of 
clients is between 
1,000–10,000  

Services offered 
include accounts 
receivable solutions 
and liquidity 
management; 
number of clients is 
between 10,001–
20,000  

Multiple services offered 
including currency 
services, online 
investing, and 
investment sweep 
accounts; number of 
clients is >20,000  

Trust services  Trust services are not 
offered 

Trust services are 
offered through a 
third-party provider; 
assets under 
management total 
<$500 million  

Trust services 
provided directly; 
portfolio of assets 
under management 
total $500 million–
$999 million  

Trust services 
provided directly; 
assets under 
management total 
$1 billion–$10 billion  

Trust services provided 
directly; assets under 
management total 
>$10 billion  

Act as a correspondent bank 
(Interbank transfers) 

Do not act as a 
correspondent bank 

Act as a 
correspondent bank 
for <100 institutions 

Act as a 
correspondent bank 
for 100–250 
institutions 

Act as a 
correspondent bank 
for 251–500 
institutions 

Act as a correspondent 
bank for >500 
institutions 
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Category: Online/Mobile Products 
and Technology Services 

Risk Levels 

Least Minimal Moderate Significant Most 

Merchant acquirer (sponsor 
merchants or card processor activity 
into the payment system) 

Do not act as a 
merchant acquirer 

Act as a merchant 
acquirer; <1,000 
merchants 

Act as a merchant 
acquirer; outsource 
card payment 
processing; 1,000–
10,000 merchants 

Act as a merchant 
acquirer and card 
payment processor; 
10,001–100,000 
merchants 

Act as a merchant 
acquirer and card 
payment processor; 
>100,000 merchants 

Host IT services for other 
organizations (either through joint 
systems or administrative support) 

Do not provide IT 
services for other 
organizations 

Host or provide IT 
services for affiliated 
organizations 

Host or provide IT 
services for up to 25 
unaffiliated 
organizations 

Host or provide IT 
services for 26–50 
unaffiliated 
organizations 

Host or provide IT 
services for >50 
unaffiliated 
organizations 

 

Category: Organizational 
Characteristics 

Risk Levels 

Least Minimal Moderate Significant Most 

Mergers and acquisitions (including 
divestitures and joint ventures)  

None planned Open to initiating 
discussions or 
actively seeking a 
merger or acquisition 

In discussions with 
at least 1 party 

A sale or acquisition 
has been publicly 
announced within the 
past year, in 
negotiations with 1 or 
more parties 

Multiple ongoing 
integrations of 
acquisitions are in 
process 

Direct employees (including 
information technology and 
cybersecurity contractors)  

Number of 
employees totals <50 

Number of 
employees totals 50–
2,000 

Number of 
employees totals 
2,001–10,000 

Number of employees 
totals 10,001–50,000 

Number of employees is 
>50,000 

Changes in IT and information 
security staffing 

Key positions filled; 
low or no turnover of 
personnel 

Staff vacancies exist 
for non-critical roles 

Some turnover in 
key or senior 
positions 

Frequent turnover in 
key staff or senior 
positions 

Vacancies in senior or 
key positions for long 
periods; high level of 
employee turnover in IT 
or information security 

Privileged access (Administrators–
network, database, applications, 
systems, etc.) 

Limited number of 
administrators; 
limited or no external 
administrators 

Level of turnover in 
administrators does 
not affect operations 
or activities; may 
utilize some external 
administrators  

Level of turnover in 
administrators 
affects operations; 
number of 
administrators for 
individual systems or 
applications exceeds 
what is necessary  

High reliance on 
external 
administrators; 
number of 
administrators is not 
sufficient to support 
level or pace of 
change 

High employee turnover 
in network 
administrators; many or 
most administrators are 
external (contractors or 
vendors); experience in 
network administration 
is limited 
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Category: Organizational 
Characteristics 

Risk Levels 

Least Minimal Moderate Significant Most 

Changes in IT environment (e.g., 
network, infrastructure, critical 
applications, technologies supporting 
new products or services) 

Stable IT 
environment 

Infrequent or minimal 
changes in the IT 
environment  

Frequent adoption of 
new technologies  

Volume of significant 
changes is high  

Substantial change in 
outsourced provider(s) 
of critical IT services; 
large and complex 
changes to the 
environment occur 
frequently  

Locations of branches/business 
presence 

1 state 1 region 1 country 1–20 countries  >20 countries 

Locations of operations/data centers 1 state 1 region 1 country 1–10 countries >10 countries 

 

Category: External Threats 

Risk Levels 

Least Minimal Moderate Significant Most 

Attempted cyber attacks No attempted attacks 
or reconnaissance 

Few attempts 
monthly (<100); may 
have had generic 
phishing campaigns 
received by 
employees and 
customers 

Several attempts 
monthly (100– 500); 
phishing campaigns 
targeting employees 
or customers at the 
institution or third 
parties supporting 
critical activities; may 
have experienced an 
attempted Distributed 
Denial of Service 
(DDoS) attack within 
the last year 

Significant number of 
attempts monthly 
(501–100,000); spear 
phishing campaigns 
targeting high net 
worth customers and 
employees at the 
institution or third 
parties supporting 
critical activities; 
Institution specifically 
is named in threat 
reports; may have 
experienced multiple 
attempted DDoS 
attacks within the last 
year 

Substantial number of 
attempts monthly 
(>100,000); persistent 
attempts to attack senior 
management and/or 
network administrators; 
frequently targeted for 
DDoS attacks 
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Total 

Risk Levels 

Least Minimal Moderate Significant Most 

Number of Statements Selected in 
Each Risk Level 

     

Based on Individual Risk Levels 
Selected, Assign an Inherent Risk 
Profile 

Least Minimal Moderate Significant Most 
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Cybersecurity Maturity 

 

Domain 1: Cyber Risk Management and Oversight 

Assessment Factor: Governance 

  Y, Y(C), N  

O
V

E
R

S
IG

H
T

 

Baseline  Designated members of management are held accountable by the board or 
an appropriate board committee for implementing and managing the 
information security and business continuity programs. (FFIEC Information 
Security Booklet, page 3) 

Information security risks are discussed in management meetings when 
prompted by highly visible cyber events or regulatory alerts. (FFIEC 
Information Security Booklet, page 6) 

Management provides a written report on the overall status of the 
information security and business continuity programs to the board or an 
appropriate board committee at least annually. (FFIEC Information Security 
Booklet, page 5) 

The budgeting process includes information security related expenses and 
tools. (FFIEC E-Banking Booklet, page 20) 

Management considers the risks posed by other critical infrastructures 
(e.g., telecommunications, energy) to the institution. (FFIEC Business 
Continuity Planning Booklet, page J-12) 

Evolving  At least annually, the board or an appropriate board committee reviews and 
approves the institution’s cybersecurity program. 

Management is responsible for ensuring compliance with legal and 
regulatory requirements related to cybersecurity. 

Cybersecurity tools and staff are requested through the budget process. 

There is a process to formally discuss and estimate potential expenses 
associated with cybersecurity incidents as part of the budgeting process. 

Intermediate  The board or an appropriate board committee has cybersecurity expertise 
or engages experts to assist with oversight responsibilities. 

The standard board meeting package includes reports and metrics that go 
beyond events and incidents to address threat intelligence trends and the 
institution’s security posture. 

The institution has a cyber risk appetite statement approved by the board or 
an appropriate board committee. 

Cyber risks that exceed the risk appetite are escalated to management. 

The board or an appropriate board committee ensures management’s 
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annual cybersecurity self-assessment evaluates the institution’s ability to 
meet its cyber risk management standards. 

The board or an appropriate board committee reviews and approves 
management’s prioritization and resource allocation decisions based on the 
results of the cyber assessments. 

The board or an appropriate board committee ensures management takes 
appropriate actions to address changing cyber risks or significant 
cybersecurity issues. 

The budget process for requesting additional cybersecurity staff and tools is 
integrated into business units’ budget processes. 

Advanced  The board or board committee approved cyber risk appetite statement is 
part of the enterprise-wide risk appetite statement.  

Management has a formal process to continuously improve cybersecurity 
oversight. 

The budget process for requesting additional cybersecurity staff and tools 
maps current resources and tools to the cybersecurity strategy. 

Management and the board or an appropriate board committee hold 
business units accountable for effectively managing all cyber risks 
associated with their activities. 

Management identifies root cause(s) when cyber attacks result in material 
loss.  

The board or an appropriate board committee ensures that management’s 
actions consider the cyber risks that the institution poses to the financial 
sector.  

Innovative  The board or an appropriate board committee discusses ways for 
management to develop cybersecurity improvements that may be adopted 
sector-wide. 

The board or an appropriate board committee verifies that management’s 
actions consider the cyber risks that the institution poses to other critical 
infrastructures (e.g., telecommunications, energy).  
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Baseline  The institution has an information security strategy that integrates 
technology, policies, procedures, and training to mitigate risk. (FFIEC 
Information Security Booklet, page 3) 

The institution has policies commensurate with its risk and complexity that 
address the concepts of information technology risk management. (FFIEC 
Information Security Booklet, page, 16) 

The institution has policies commensurate with its risk and complexity that 
address the concepts of threat information sharing. (FFIEC E-Banking 
Booklet, page 28) 

The institution has board-approved policies commensurate with its risk and 
complexity that address information security. (FFIEC Information Security 
Booklet, page 16) 

The institution has policies commensurate with its risk and complexity that 
address the concepts of external dependency or third-party management. 
(FFIEC Outsourcing Booklet, page 2) 

The institution has policies commensurate with its risk and complexity that 
address the concepts of incident response and resilience. (FFIEC 
Information Security Booklet, page 83) 

All elements of the information security program are coordinated enterprise-
wide. (FFIEC Information Security Booklet, page 7) 

Evolving  The institution augmented its information security strategy to incorporate 
cybersecurity and resilience. 

The institution has a formal cybersecurity program that is based on 
technology and security industry standards or benchmarks. 

A formal process is in place to update policies as the institution’s inherent 
risk profile changes. 

Intermediate  The institution has a comprehensive set of policies commensurate with its 
risk and complexity that address the concepts of threat intelligence.  

Management periodically reviews the cybersecurity strategy to address 
evolving cyber threats and changes to the institution’s inherent risk profile. 

The cybersecurity strategy is incorporated into, or conceptually fits within, 
the institution’s enterprise-wide risk management strategy. 

Management links strategic cybersecurity objectives to tactical goals. 

A formal process is in place to cross-reference and simultaneously update 
all policies related to cyber risks across business lines. 

Page 676 of 1882



Advanced  The cybersecurity strategy outlines the institution’s future state of 
cybersecurity with short-term and long-term perspectives. 

Industry-recognized cybersecurity standards are used as sources during 
the analysis of cybersecurity program gaps. 

The cybersecurity strategy identifies and communicates the institution’s role 
as a component of critical infrastructure in the financial services industry. 

The risk appetite is informed by the institution’s role in critical infrastructure. 

Management is continuously improving the existing cybersecurity program 
to adapt as the desired cybersecurity target state changes. 

Innovative  The cybersecurity strategy identifies and communicates the institution’s role 
as it relates to other critical infrastructures. 

IT
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S

E
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A
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G
E
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E

N
T

 

Baseline  An inventory of organizational assets (e.g., hardware, software, data, and 
systems hosted externally) is maintained. (FFIEC Information Security 
Booklet, page 9) 

Organizational assets (e.g., hardware, systems, data, and applications) are 
prioritized for protection based on the data classification and business 
value. (FFIEC Information Security Booklet, page 12) 

Management assigns accountability for maintaining an inventory of 
organizational assets. (FFIEC Information Security Booklet, page 9) 

A change management process is in place to request and approve changes 
to systems configurations, hardware, software, applications, and security 
tools. (FFIEC Information Security Booklet, page 56) 

Evolving  The asset inventory, including identification of critical assets, is updated at 
least annually to address new, relocated, re-purposed, and sunset assets. 

The institution has a documented asset life-cycle process that considers 
whether assets to be acquired have appropriate security safeguards. 

The institution proactively manages system EOL (e.g., replacement) to limit 
security risks. 

Changes are formally approved by an individual or committee with 
appropriate authority and with separation of duties. 

Intermediate  Baseline configurations cannot be altered without a formal change request, 
documented approval, and an assessment of security implications. 

A formal IT change management process requires cybersecurity risk to be 
evaluated during the analysis, approval, testing, and reporting of changes. 
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Advanced  Supply chain risk is reviewed before the acquisition of mission-critical 
information systems including system components. 

Automated tools enable tracking, updating, asset prioritizing, and custom 
reporting of the asset inventory. 

Automated processes are in place to detect and block unauthorized 
changes to software and hardware. 

The change management system uses thresholds to determine when a risk 
assessment of the impact of the change is required.  

Innovative  A formal change management function governs decentralized or highly 
distributed change requests and identifies and measures security risks that 
may cause increased exposure to cyber attack. 

Comprehensive automated enterprise tools are implemented to detect and 
block unauthorized changes to software and hardware. 

Assessment Factor: Risk Management 
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Baseline  An information security and business continuity risk management 
function(s) exists within the institution. (FFIEC Information Security Booklet, 
page 68) 

Evolving  The risk management program incorporates cyber risk identification, 
measurement, mitigation, monitoring, and reporting. 

Management reviews and uses the results of audits to improve existing 
cybersecurity policies, procedures, and controls. 

Management monitors moderate and high residual risk issues from the 
cybersecurity risk assessment until items are addressed. 

Intermediate  The cybersecurity function has a clear reporting line that does not present a 
conflict of interest. 

The risk management program specifically addresses cyber risks beyond 
the boundaries of the technological impacts (e.g., financial, strategic, 
regulatory, compliance). 

Benchmarks or target performance metrics have been established for 
showing improvements or regressions of the security posture over time. 

Management uses the results of independent audits and reviews to improve 
cybersecurity. 

There is a process to analyze and assign potential losses and related 
expenses, by cost center, associated with cybersecurity incidents. 
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Baseline  A risk assessment focused on safeguarding customer information 
identifies reasonable and foreseeable internal and external threats, the 
likelihood and potential damage of threats, and the sufficiency of policies, 
procedures, and customer information systems. (FFIEC Information 
Security Booklet, page 8) 

The risk assessment identifies internet-based systems and high-risk 
transactions that warrant additional authentication controls. (FFIEC 
Information Security Booklet, page 12) 

The risk assessment is updated to address new technologies, products, 
services, and connections before deployment. (FFIEC Information Security 
Booklet, page 13) 

Evolving  Risk assessments are used to identify the cybersecurity risks stemming 
from new products, services, or relationships. 

The focus of the risk assessment has expanded beyond customer 
information to address all information assets. 

The risk assessment considers the risk of using EOL software and 
hardware components. 

Intermediate  The risk assessment is adjusted to consider widely known risks or risk 
management practices. 

 

Advanced  Cybersecurity metrics are used to facilitate strategic decision-making and 
funding in areas of need. 

Independent risk management sets and monitors cyber-related risk limits 
for business units. 

Independent risk management staff escalates to management and the 
board or an appropriate board committee significant discrepancies from 
business unit’s assessments of cyber-related risk. 

A process is in place to analyze the financial impact cyber incidents have 
on the institution’s capital. 

The cyber risk data aggregation and real-time reporting capabilities support 
the institution’s ongoing reporting needs, particularly during cyber incidents. 

 

Innovative  The risk management function identifies and analyzes commonalities in 
cyber events that occur both at the institution and across other sectors to 
enable more predictive risk management. 

A process is in place to analyze the financial impact that a cyber incident at 
the institution may have across the financial sector. 
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Advanced  An enterprise-wide risk management function incorporates cyber threat 
analysis and specific risk exposure as part of the enterprise risk 
assessment.  

Innovative  The risk assessment is updated in real time as changes to the risk profile 
occur, new applicable standards are released or updated, and new 
exposures are anticipated. 

The institution uses information from risk assessments to predict threats 
and drive real-time responses. 

Advanced or automated analytics offer predictive information and real-time 
risk metrics.  

A
U

D
IT

 

Baseline  Independent audit or review evaluates policies, procedures, and controls 
across the institution for significant risks and control issues associated with 
the institution's operations, including risks in new products, emerging 
technologies, and information systems. (FFIEC Audit Booklet, page 4) 

The independent audit function validates controls related to the storage or 
transmission of confidential data. (FFIEC Audit Booklet, page 1) 

Logging practices are independently reviewed periodically to ensure 
appropriate log management (e.g., access controls, retention, and 
maintenance). (FFIEC Operations Booklet, page 29) 

Issues and corrective actions from internal audits and independent 
testing/assessments are formally tracked to ensure procedures and control 
lapses are resolved in a timely manner. (FFIEC Information Security 
Booklet, page 6) 

Evolving  The independent audit function validates that the risk management 
function is commensurate with the institution’s risk and complexity.  

The independent audit function validates that the institution’s threat 
information sharing is commensurate with the institution’s risk and 
complexity.  

The independent audit function validates that the institution’s cybersecurity 
controls function is commensurate with the institution’s risk and 
complexity. 

The independent audit function validates that the institution’s third-party 
relationship management is commensurate with the institution’s risk and 
complexity.  

The independent audit function validates that the institution’s incident 
response program and resilience are commensurate with the institution’s 
risk and complexity. 
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Intermediate  A formal process is in place for the independent audit function to update its 
procedures based on changes to the institution’s inherent risk profile.  

The independent audit function validates that the institution’s threat 
intelligence and collaboration are commensurate with the institution’s risk 
and complexity.  

The independent audit function regularly reviews management’s cyber risk 
appetite statement.  

Independent audits or reviews are used to identify gaps in existing security 
capabilities and expertise. 

Advanced  A formal process is in place for the independent audit function to update its 
procedures based on changes to the evolving threat landscape across the 
sector.  

The independent audit function regularly reviews the institution’s cyber risk 
appetite statement in comparison to assessment results and incorporates 
gaps into the audit strategy. 

Independent audits or reviews are used to identify cybersecurity 
weaknesses, root causes, and the potential impact to business units.  

Innovative  A formal process is in place for the independent audit function to update its 
procedures based on changes to the evolving threat landscape across 
other sectors the institution depends upon.  

The independent audit function uses sophisticated data mining tools to 
perform continuous monitoring of cybersecurity processes or controls. 

Assessment Factor: Resources 
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Baseline  Information security roles and responsibilities have been identified. (FFIEC 
Information Security Booklet, page 7) 

Processes are in place to identify additional expertise needed to improve 
information security defenses. (FFIEC Information Security Work Program, 
Objective I: 2-8) 
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Evolving  A formal process is used to identify cybersecurity tools and expertise that 
may be needed. 

Management with appropriate knowledge and experience leads the 
institution's cybersecurity efforts. 

Staff with cybersecurity responsibilities have the requisite qualifications to 
perform the necessary tasks of the position. 

Employment candidates, contractors, and third parties are subject to 
background verification proportional to the confidentiality of the data 
accessed, business requirements, and acceptable risk. 

Intermediate  The institution has a program for talent recruitment, retention, and 
succession planning for the cybersecurity and resilience staffs. 

Advanced  The institution benchmarks its cybersecurity staffing against peers to 
identify whether its recruitment, retention, and succession planning are 
commensurate.  

Dedicated cybersecurity staff develops, or contributes to developing, 
integrated enterprise-level security and cyber defense strategies.  

Innovative  The institution actively partners with industry associations and academia to 
inform curricula based on future cybersecurity staffing needs of the 
industry.  

Assessment Factor: Training and Culture 
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Baseline  Annual information security training is provided. (FFIEC Information 
Security Booklet, page 66) 

Annual information security training includes incident response, current 
cyber threats (e.g., phishing, spear phishing, social engineering, and 
mobile security), and emerging issues. (FFIEC Information Security 
Booklet, page 66) 

Situational awareness materials are made available to employees when 
prompted by highly visible cyber events or by regulatory alerts. (FFIEC 
Information Security Booklet, page 7) 

Customer awareness materials are readily available (e.g., DHS’ 
Cybersecurity Awareness Month materials). (FFIEC E-Banking Work 
Program, Objective 6-3) 
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Evolving  The institution has a program for continuing cybersecurity training and skill 
development for cybersecurity staff. 

Management is provided cybersecurity training relevant to their job 
responsibilities. 

Employees with privileged account permissions receive additional 
cybersecurity training commensurate with their levels of responsibility. 

Business units are provided cybersecurity training relevant to their 
particular business risks. 

The institution validates the effectiveness of training (e.g., social 
engineering or phishing tests). 

Intermediate  Management incorporates lessons learned from social engineering and 
phishing exercises to improve the employee awareness programs. 

Cybersecurity awareness information is provided to retail customers and 
commercial clients at least annually. 

Business units are provided cybersecurity training relevant to their 
particular business risks, over and above what is required of the institution 
as a whole. 

The institution routinely updates its training to security staff to adapt to new 
threats. 

Advanced  Independent directors are provided with cybersecurity training that 
addresses how complex products, services, and lines of business affect 
the institution's cyber risk. 

Innovative  Key performance indicators are used to determine whether training and 
awareness programs positively influence behavior. 

C
U

L
T

U
R
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Baseline  Management holds employees accountable for complying with the 
information security program. (FFIEC Information Security Booklet, page 
7) 

Evolving  The institution has formal standards of conduct that hold all employees 
accountable for complying with cybersecurity policies and procedures. 

Cyber risks are actively discussed at business unit meetings. 

Employees have a clear understanding of how to identify and escalate 
potential cybersecurity issues. 

Page 683 of 1882



Intermediate  Management ensures performance plans are tied to compliance with 
cybersecurity policies and standards in order to hold employees 
accountable. 

The risk culture requires formal consideration of cyber risks in all business 
decisions. 

Cyber risk reporting is presented and discussed at the independent risk 
management meetings.  

Advanced  Management ensures continuous improvement of cyber risk cultural 
awareness.  

Innovative  The institution leads efforts to promote cybersecurity culture across the 
sector and to other sectors that they depend upon.  
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Domain 2: Threat Intelligence and Collaboration 

Assessment Factor: Threat Intelligence 

 

 Y, Y(C), N  

T
H

R
E

A
T

 I
N

T
E

L
L

IG
E

N
C

E
 A

N
D

 I
N

F
O

R
M

A
T

IO
N

 

Baseline  The institution belongs or subscribes to a threat and vulnerability information 
sharing source(s) that provides information on threats (e.g., Financial 
Services Information Sharing and Analysis Center [FS-ISAC], U.S. Computer 
Emergency Readiness Team [US-CERT]). (FFIEC E-Banking Work Program, 
page 28) 

Threat information is used to monitor threats and vulnerabilities. (FFIEC 
Information Security Booklet, page 83) 

Threat information is used to enhance internal risk management and controls. 
(FFIEC Information Security Booklet, page 4) 

Evolving  Threat information received by the institution includes analysis of tactics, 
patterns, and risk mitigation recommendations. 

Intermediate  A formal threat intelligence program is implemented and includes 
subscription to threat feeds from external providers and internal sources. 

Protocols are implemented for collecting information from industry peers and 
government. 

A read-only, central repository of cyber threat intelligence is maintained. 

Advanced  A cyber intelligence model is used for gathering threat information. 

Threat intelligence is automatically received from multiple sources in real 
time. 

The institution’s threat intelligence includes information related to geopolitical 
events that could increase cybersecurity threat levels. 

Innovative  A threat analysis system automatically correlates threat data to specific risks 
and then takes risk-based automated actions while alerting management. 

The institution is investing in the development of new threat intelligence and 
collaboration mechanisms (e.g., technologies, business processes) that will 
transform how information is gathered and shared. 
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Assessment Factor: Monitoring and Analyzing 
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Baseline  Audit log records and other security event logs are reviewed and retained in 
a secure manner. (FFIEC Information Security Booklet, page 79) 

Computer event logs are used for investigations once an event has 
occurred. (FFIEC Information Security Booklet, page 83) 

Evolving  A process is implemented to monitor threat information to discover 
emerging threats. 

The threat information and analysis process is assigned to a specific group 
or individual. 

Security processes and technology are centralized and coordinated in a 
Security Operations Center (SOC) or equivalent. 

Monitoring systems operate continuously with adequate support for efficient 
incident handling. 

Intermediate  A threat intelligence team is in place that evaluates threat intelligence from 
multiple sources for credibility, relevance, and exposure. 

A profile is created for each threat that identifies the likely intent, capability, 
and target of the threat. 

Threat information sources that address all components of the threat profile 
are prioritized and monitored. 

Threat intelligence is analyzed to develop cyber threat summaries including 
risks to the institution and specific actions for the institution to consider. 

Advanced  A dedicated cyber threat identification and analysis committee or team 
exists to centralize and coordinate initiatives and communications. 

Formal processes have been defined to resolve potential conflicts in 
information received from sharing and analysis centers or other sources. 

Emerging internal and external threat intelligence and correlated log 
analysis are used to predict future attacks. 

Threat intelligence is viewed within the context of the institution's risk profile 
and risk appetite to prioritize mitigating actions in anticipation of threats. 

Threat intelligence is used to update architecture and configuration 
standards. 
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Innovative  The institution uses multiple sources of intelligence, correlated log analysis, 
alerts, internal traffic flows, and geopolitical events to predict potential future 
attacks and attack trends. 

Highest risk scenarios are used to predict threats against specific business 
targets. 

IT systems automatically detect configuration weaknesses based on threat 
intelligence and alert management so actions can be prioritized. 

Assessment Factor: Information Sharing 
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Baseline  Information security threats are gathered and shared with applicable internal 
employees. (FFIEC Information Security Booklet, page 83) 

Contact information for law enforcement and the regulator(s) is maintained 
and updated regularly. (FFIEC Business Continuity Planning Work Program, 
Objective I: 5-1) 

Information about threats is shared with law enforcement and regulators 
when required or prompted. (FFIEC Information Security Booklet, page 84) 

Evolving  A formal and secure process is in place to share threat and vulnerability 
information with other entities. 

A representative from the institution participates in law enforcement or 
information-sharing organization meetings.  

Intermediate  A formal protocol is in place for sharing threat, vulnerability, and incident 
information to employees based on their specific job function. 

Information-sharing agreements are used as needed or required to facilitate 
sharing threat information with other financial sector organizations or third 
parties. 

Information is shared proactively with the industry, law enforcement, 
regulators, and information-sharing forums. 

A process is in place to communicate and collaborate with the public sector 
regarding cyber threats.  

Advanced  Management communicates threat intelligence with business risk context 
and specific risk management recommendations to the business units. 

Relationships exist with employees of peer institutions for sharing cyber 
threat intelligence. 

A network of trust relationships (formal and/or informal) has been 
established to evaluate information about cyber threats. 
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Innovative  A mechanism is in place for sharing cyber threat intelligence with business 
units in real time including the potential financial and operational impact of 
inaction. 

A system automatically informs management of the level of business risk 
specific to the institution and the progress of recommended steps taken to 
mitigate the risks. 

The institution is leading efforts to create new sector-wide information-
sharing channels to address gaps in external-facing information-sharing 
mechanisms. 
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Domain 3: Cybersecurity Controls 

Assessment Factor: Preventative Controls 
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Baseline  Network perimeter defense tools (e.g., border router and firewall) are 
used. (FFIEC Information Security Booklet, page 33) 

Systems that are accessed from the Internet or by external parties are 
protected by firewalls or other similar devices. (FFIEC Information 
Security Booklet, page 46) 

All ports are monitored. (FFIEC Information Security Booklet, page 50) 

Up to date antivirus and anti-malware tools are used. (FFIEC Information 
Security Booklet, page 78) 

Systems configurations (for servers, desktops, routers, etc.) follow 
industry standards and are enforced. (FFIEC Information Security 
Booklet, page 56) 

Ports, functions, protocols and services are prohibited if no longer needed 
for business purposes. (FFIEC Information Security Booklet, page 50) 

Access to make changes to systems configurations (including virtual 
machines and hypervisors) is controlled and monitored. (FFIEC 
Information Security Booklet, page 56) 

Programs that can override system, object, network, virtual machine, and 
application controls are restricted. (FFIEC Information Security Booklet, 
page 41) 

System sessions are locked after a pre-defined period of inactivity and 
are terminated after pre-defined conditions are met. (FFIEC Information 
Security Booklet, page 23) 

Wireless network environments require security settings with strong 
encryption for authentication and transmission. (*N/A if there are no 
wireless networks.) (FFIEC Information Security Booklet, page 40) 

Evolving  There is a firewall at each Internet connection and between any 
Demilitarized Zone (DMZ) and internal network(s). 

Antivirus and intrusion detection/prevention systems (IDS/IPS) detect and 
block actual and attempted attacks or intrusions. 

Technical controls prevent unauthorized devices, including rogue wireless 
access devices and removable media, from connecting to the internal 
network(s). 

A risk-based solution is in place at the institution or Internet hosting 
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provider to mitigate disruptive cyber attacks (e.g., DDoS attacks). 

Guest wireless networks are fully segregated from the internal network(s). 
(*N/A if there are no wireless networks.)  

Domain Name System Security Extensions (DNSSEC) is deployed 
across the enterprise. 

Critical systems supported by legacy technologies are regularly reviewed 
to identify for potential vulnerabilities, upgrade opportunities, or new 
defense layers. 

Controls for unsupported systems are implemented and tested.  

Intermediate  The enterprise network is segmented in multiple, separate trust/security 
zones with defense-in-depth strategies (e.g., logical network 
segmentation, hard backups, air-gapping) to mitigate attacks. 

Security controls are used for remote access to all administrative 
consoles, including restricted virtual systems.  

Wireless network environments have perimeter firewalls that are 
implemented and configured to restrict unauthorized traffic. (*N/A if there 
are no wireless networks.) 

Wireless networks use strong encryption with encryption keys that are 
changed frequently. (*N/A if there are no wireless networks.) 

The broadcast range of the wireless network(s) is confined to institution-
controlled boundaries. (*N/A if there are no wireless networks.) 

Technical measures are in place to prevent the execution of unauthorized 
code on institution owned or managed devices, network infrastructure, 
and systems components. 

 Advanced  Network environments and virtual instances are designed and configured 
to restrict and monitor traffic between trusted and untrusted zones. 

Only one primary function is permitted per server to prevent functions that 
require different security levels from co-existing on the same server. 

Anti-spoofing measures are in place to detect and block forged source IP 
addresses from entering the network.  

Innovative  The institution risk scores all of its infrastructure assets and updates in 
real time based on threats, vulnerabilities, or operational changes. 

Automated controls are put in place based on risk scores to infrastructure 
assets, including automatically disconnecting affected assets.  

The institution proactively seeks to identify control gaps that may be used 
as part of a zero-day attack. 
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Public-facing servers are routinely rotated and restored to a known clean 
state to limit the window of time a system is exposed to potential threats. 
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Baseline  Employee access is granted to systems and confidential data based on 
job responsibilities and the principles of least privilege. (FFIEC 
Information Security Booklet, page 19) 

Employee access to systems and confidential data provides for 
separation of duties. (FFIEC Information Security Booklet, page 19) 

Elevated privileges (e.g., administrator privileges) are limited and tightly 
controlled (e.g., assigned to individuals, not shared, and require stronger 
password controls). (FFIEC Information Security Booklet, page 19) 

User access reviews are performed periodically for all systems and 
applications based on the risk to the application or system. (FFIEC 
Information Security Booklet, page 18) 

Changes to physical and logical user access, including those that result 
from voluntary and involuntary terminations, are submitted to and 
approved by appropriate personnel. (FFIEC Information Security Booklet, 
page 18) 

Identification and authentication are required and managed for access to 
systems, applications, and hardware. (FFIEC Information Security 
Booklet, page 21) 

Access controls include password complexity and limits to password 
attempts and reuse. (FFIEC Information Security Booklet, page 66) 

All default passwords and unnecessary default accounts are changed 
before system implementation. (FFIEC Information Security Booklet, 
page 61)  

Customer access to Internet-based products or services requires 
authentication controls (e.g., layered controls, multifactor) that are 
commensurate with the risk. (FFIEC Information Security Booklet, page 
21) 

Production and non-production environments are segregated to prevent 
unauthorized access or changes to information assets. (*N/A if no 
production environment exists at the institution or the institution’s third 
party.) (FFIEC Information Security Booklet, page 64) 

Physical security controls are used to prevent unauthorized access to 
information systems and telecommunication systems. (FFIEC Information 
Security Booklet, page 47) 

All passwords are encrypted in storage and in transit. (FFIEC Information 
Security Booklet, page 21) 
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  Confidential data are encrypted when transmitted across public or 
untrusted networks (e.g., Internet). (FFIEC Information Security Booklet, 
page 51) 

Mobile devices (e.g., laptops, tablets, and removable media) are 
encrypted if used to store confidential data. (*N/A if mobile devices are 
not used.) (FFIEC Information Security Booklet, page 51) 

Remote access to critical systems by employees, contractors, and third 
parties uses encrypted connections and multifactor authentication. 
(FFIEC Information Security Booklet, page 45) 

Administrative, physical, or technical controls are in place to prevent 
users without administrative responsibilities from installing unauthorized 
software. (FFIEC Information Security Booklet, page 25) 

Customer service (e.g., the call center) utilizes formal procedures to 
authenticate customers commensurate with the risk of the transaction or 
request. (FFIEC Information Security Booklet, page 19) 

Data is disposed of or destroyed according to documented requirements 
and within expected time frames. (FFIEC Information Security Booklet, 
page 66) 

Evolving  Changes to user access permissions trigger automated notices to 
appropriate personnel. 

Administrators have two accounts: one for administrative use and one for 
general purpose, non-administrative tasks. 

Use of customer data in non-production environments complies with 
legal, regulatory, and internal policy requirements for concealing or 
removing of sensitive data elements. 

Physical access to high-risk or confidential systems is restricted, logged, 
and unauthorized access is blocked. 

Controls are in place to prevent unauthorized access to cryptographic 
keys. 
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Intermediate  The institution has implemented tools to prevent unauthorized access to 
or exfiltration of confidential data. 

Controls are in place to prevent unauthorized escalation of user 
privileges. 

Access controls are in place for database administrators to prevent 
unauthorized downloading or transmission of confidential data. 

All physical and logical access is removed immediately upon notification 
of involuntary termination and within 24 hours of an employee’s voluntary 
departure. 

Multifactor authentication and/or layered controls have been implemented 
to secure all third-party access to the institution's network and/or systems 
and applications. 

Multifactor authentication (e.g., tokens, digital certificates) techniques are 
used for employee access to high-risk systems as identified in the risk 
assessment(s). (*N/A if no high risk systems.) 

Confidential data are encrypted in transit across private connections (e.g., 
frame relay and T1) and within the institution’s trusted zones. 

Controls are in place to prevent unauthorized access to collaborative 
computing devices and applications (e.g., networked white boards, 
cameras, microphones, online applications such as instant messaging 
and document sharing). (* N/A if collaborative computing devices are not 
used.) 

Advanced  Encryption of select data at rest is determined by the institution’s data 
classification and risk assessment. 

Customer authentication for high-risk transactions includes methods to 
prevent malware and man-in-the-middle attacks (e.g., using visual 
transaction signing). 

Page 693 of 1882



Innovative  Adaptive access controls de-provision or isolate an employee, third-party, 
or customer credentials to minimize potential damage if malicious 
behavior is suspected. 

Unstructured confidential data are tracked and secured through an 
identity-aware, cross-platform storage system that protects against 
internal threats, monitors user access, and tracks changes. 

Tokenization is used to substitute unique values for confidential 
information (e.g., virtual credit card). 

The institution is leading efforts to create new technologies and 
processes for managing customer, employee, and third-party 
authentication and access.  

Real-time risk mitigation is taken based on automated risk scoring of user 
credentials.  
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Baseline  Controls are in place to restrict the use of removable media to authorized 
personnel. (FFIEC Information Security Work Program, Objective I: 4-1) 

Evolving  Tools automatically block attempted access from unpatched employee 
and third-party devices. 

Tools automatically block attempted access by unregistered devices to 
internal networks.  

The institution has controls to prevent the unauthorized addition of new 
connections.  

Controls are in place to prevent unauthorized individuals from copying 
confidential data to removable media. 

Antivirus and anti-malware tools are deployed on end-point devices (e.g., 
workstations, laptops, and mobile devices). 

Mobile devices with access to the institution’s data are centrally managed 
for antivirus and patch deployment. (*N/A if mobile devices are not used.) 

The institution wipes data remotely on mobile devices when a device is 
missing or stolen. (*N/A if mobile devices are not used.) 

Intermediate  Data loss prevention controls or devices are implemented for inbound 
and outbound communications (e.g., e-mail, FTP, Telnet, prevention of 
large file transfers). 

Mobile device management includes integrity scanning (e.g., 
jailbreak/rooted detection). (*N/A if mobile devices are not used.) 

Mobile devices connecting to the corporate network for storing and 
accessing company information allow for remote software version/patch 
validation. (*N/A if mobile devices are not used.) 
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Advanced  Employees’ and third parties’ devices (including mobile) without the latest 
security patches are quarantined and patched before the device is 
granted access to the network. 

Confidential data and applications on mobile devices are only accessible 
via a secure, isolated sandbox or a secure container.  

Innovative  A centralized end-point management tool provides fully integrated patch, 
configuration, and vulnerability management, while also being able to 
detect malware upon arrival to prevent an exploit. 
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Baseline  Developers working for the institution follow secure program coding 
practices, as part of a system development life cycle (SDLC), that meet 
industry standards. (FFIEC Information Security Booklet, page 56) 

The security controls of internally developed software are periodically 
reviewed and tested. (*N/A if there is no software development.) (FFIEC 
Information Security Booklet, page 59) 

The security controls in internally developed software code are 
independently reviewed before migrating the code to production. (*N/A if 
there is no software development.) (FFIEC Development and Acquisition 
Booklet, page 2) 

Intellectual property and production code are held in escrow. (*N/A if 
there is no production code to hold in escrow.) (FFIEC Development and 
Acquisition Booklet, page 39) 

Evolving  Security testing occurs at all post-design phases of the SDLC for all 
applications, including mobile applications. (*N/A if there is no software 
development.)  

Intermediate  Processes are in place to mitigate vulnerabilities identified as part of the 
secure development of systems and applications. 

The security of applications, including Web-based applications connected 
to the Internet, is tested against known types of cyber attacks (e.g., SQL 
injection, cross-site scripting, buffer overflow) before implementation or 
following significant changes. 

Software code executables and scripts are digitally signed to confirm the 
software author and guarantee that the code has not been altered or 
corrupted. 

A risk-based, independent information assurance function evaluates the 
security of internal applications. 

Advanced  Vulnerabilities identified through a static code analysis are remediated 
before implementing newly developed or changed applications into 
production. 

All interdependencies between applications and services have been 
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identified. 

Independent code reviews are completed on internally developed or 
vendor-provided custom applications to ensure there are no security 
gaps. 

Innovative  Software code is actively scanned by automated tools in the development 
environment so that security weaknesses can be resolved immediately 
during the design phase. 

Assessment Factor: Detective Controls 
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Baseline  Independent testing (including penetration testing and vulnerability 
scanning) is conducted according to the risk assessment for external-
facing systems and the internal network. (FFIEC Information Security 
Booklet, page 61)  

Antivirus and anti-malware tools are used to detect attacks. (FFIEC 
Information Security Booklet, page 55) 

Firewall rules are audited or verified at least quarterly. (FFIEC Information 
Security Booklet, page 82) 

E-mail protection mechanisms are used to filter for common cyber threats 
(e.g., attached malware or malicious links). (FFIEC Information Security 
Booklet, page 39) 

Evolving  Independent penetration testing of network boundary and critical Web-
facing applications is performed routinely to identify security control gaps. 

Independent penetration testing is performed on Internet-facing 
applications or systems before they are launched or undergo significant 
change. 

Antivirus and anti-malware tools are updated automatically. 

Firewall rules are updated routinely.  

Vulnerability scanning is conducted and analyzed before 
deployment/redeployment of new/existing devices. 

Processes are in place to monitor potential insider activity that could lead 
to data theft or destruction. 

Intermediate  Audit or risk management resources review the penetration testing scope 
and results to help determine the need for rotating companies based on 
the quality of the work. 

E-mails and attachments are automatically scanned to detect malware 
and are blocked when malware is present. 
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Advanced  Weekly vulnerability scanning is rotated among environments to scan all 
environments throughout the year. 

Penetration tests include cyber attack simulations and/or real-world 
tactics and techniques such as red team testing to detect control gaps in 
employee behavior, security defenses, policies, and resources. 

Automated tool(s) proactively identifies high-risk behavior signaling an 
employee who may pose an insider threat. 

Innovative  User tasks and content (e.g., opening an e-mail attachment) are 
automatically isolated in a secure container or virtual environment so that 
malware can be analyzed but cannot access vital data, end-point 
operating systems, or applications on the institution’s network. 

Vulnerability scanning is performed on a weekly basis across all 
environments.  

A
N

O
M

A
L

O
U

S
 A

C
T

IV
IT

Y
 D

E
T

E
C

T
IO

N
 

Baseline  The institution is able to detect anomalous activities through monitoring 
across the environment. (FFIEC Information Security Booklet, page 32) 

Customer transactions generating anomalous activity alerts are 
monitored and reviewed. (FFIEC Wholesale Payments Booklet, page 12) 

Logs of physical and/or logical access are reviewed following events. 
(FFIEC Information Security Booklet, page 73) 

Access to critical systems by third parties is monitored for unauthorized or 
unusual activity. (FFIEC Outsourcing Booklet, page 26) 

Elevated privileges are monitored. (FFIEC Information Security Booklet, 
page 19) 

Evolving  Systems are in place to detect anomalous behavior automatically during 
customer, employee, and third-party authentication. 

Security logs are reviewed regularly. 

Logs provide traceability for all system access by individual users. 

Thresholds have been established to determine activity within logs that 
would warrant management response. 
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Intermediate  Online customer transactions are actively monitored for anomalous 
behavior. 

Tools to detect unauthorized data mining are used. 

Tools actively monitor security logs for anomalous behavior and alert 
within established parameters. 

Audit logs are backed up to a centralized log server or media that is 
difficult to alter. 

Thresholds for security logging are evaluated periodically.  

Anomalous activity and other network and system alerts are correlated 
across business units to detect and prevent multifaceted attacks (e.g., 
simultaneous account takeover and DDoS attack). 

Advanced  An automated tool triggers system and/or fraud alerts when customer 
logins occur within a short period of time but from physically distant IP 
locations. 

External transfers from customer accounts generate alerts and require 
review and authorization if anomalous behavior is detected. 

A system is in place to monitor and analyze employee behavior (network 
use patterns, work hours, and known devices) to alert on anomalous 
activities. 

An automated tool(s) is in place to detect and prevent data mining by 
insider threats. 

Tags on fictitious confidential data or files are used to provide advanced 
alerts of potential malicious activity when the data is accessed. 

Innovative  The institution has a mechanism for real-time automated risk scoring of 
threats.  

The institution is developing new technologies that will detect potential 
insider threats and block activity in real time. 
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Baseline  A normal network activity baseline is established. (FFIEC Information 
Security Booklet, page 77) 

Mechanisms (e.g., antivirus alerts, log event alerts) are in place to alert 
management to potential attacks. (FFIEC Information Security Booklet, 
page 78) 

Processes are in place to monitor for the presence of unauthorized users, 
devices, connections, and software. (FFIEC Information Security Work 
Program, Objective II: M-9) 

Responsibilities for monitoring and reporting suspicious systems activity 
have been assigned. (FFIEC Information Security Booklet, page 83) 

The physical environment is monitored to detect potential unauthorized 
access. (FFIEC Information Security Booklet, page 47) 

Evolving  A process is in place to correlate event information from multiple sources 
(e.g., network, application, or firewall). 

Intermediate  Controls or tools (e.g., data loss prevention) are in place to detect 
potential unauthorized or unintentional transmissions of confidential data. 

Event detection processes are proven reliable.  

Specialized security monitoring is used for critical assets throughout the 
infrastructure. 

Advanced  Automated tools detect unauthorized changes to critical system files, 
firewalls, IPS, IDS, or other security devices. 

Real-time network monitoring and detection is implemented and 
incorporates sector-wide event information. 

Real-time alerts are automatically sent when unauthorized software, 
hardware, or changes occur. 

Tools are in place to actively correlate event information from multiple 
sources and send alerts based on established parameters. 

Innovative  The institution is leading efforts to develop event detection systems that 
will correlate in real time when events are about to occur.  

The institution is leading the development effort to design new 
technologies that will detect potential insider threats and block activity in 
real time. 
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Assessment Factor: Corrective Controls 
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Baseline  A patch management program is implemented and ensures that software 
and firmware patches are applied in a timely manner. (FFIEC Information 
Security Booklet, page 62) 

Patches are tested before being applied to systems and/or software. 
(FFIEC Operations Booklet, page 22) 

Patch management reports are reviewed and reflect missing security 
patches. (FFIEC Development and Acquisition Booklet, page 50) 

Evolving  A formal process is in place to acquire, test, and deploy software patches 
based on criticality. 

Systems are configured to retrieve patches automatically. 

Operational impact is evaluated before deploying security patches. 

An automated tool(s) is used to identify missing security patches as well 
as the number of days since each patch became available. 

Missing patches across all environments are prioritized and tracked. 

Intermediate  Patches for high-risk vulnerabilities are tested and applied when released 
or the risk is accepted and accountability assigned. 

Advanced  Patch monitoring software is installed on all servers to identify any 
missing patches for the operating system software, middleware, 
database, and other key software. 

The institution monitors patch management reports to ensure security 
patches are tested and implemented within aggressive time frames (e.g., 
0-30 days). 

Innovative  The institution develops security patches or bug fixes or contributes to 
open source code development for systems it uses. 

Segregated or separate systems are in place that mirror production 
systems allowing for rapid testing and implementation of patches and 
provide for rapid fallback when needed. 
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Baseline  Issues identified in assessments are prioritized and resolved based on 
criticality and within the time frames established in the response to the 
assessment report. (FFIEC Information Security Booklet, page 87) 

Evolving  Data is destroyed or wiped on hardware and portable/mobile media when 
a device is missing, stolen, or no longer needed. 

Formal processes are in place to resolve weaknesses identified during 
penetration testing. 

Intermediate  Remediation efforts are confirmed by conducting a follow-up vulnerability 
scan. 

Penetration testing is repeated to confirm that medium- and high-risk, 
exploitable vulnerabilities have been resolved. 

Security investigations, forensic analysis, and remediation are performed 
by qualified staff or third parties. 

Generally accepted and appropriate forensic procedures, including chain 
of custody, are used to gather and present evidence to support potential 
legal action. 

The maintenance and repair of organizational assets are performed by 
authorized individuals with approved and controlled tools.  

The maintenance and repair of organizational assets are logged in a 
timely manner. 

Advanced  All medium and high risk issues identified in penetration testing, 
vulnerability scanning, and other independent testing are escalated to the 
board or an appropriate board committee for risk acceptance if not 
resolved in a timely manner. 

Innovative  The institution is developing technologies that will remediate systems 
damaged by zero-day attacks to maintain current recovery time 
objectives.  
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Domain 4: External Dependency Management 

Assessment Factor: Connections 
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Baseline  The critical business processes that are dependent on external 
connectivity have been identified. (FFIEC Information Security Booklet, 
page 9) 

The institution ensures that third-party connections are authorized. 
(FFIEC Information Security Booklet, page 17) 

A network diagram is in place and identifies all external connections. 
(FFIEC Information Security Booklet, page 9) 

Data flow diagrams are in place and document information flow to 
external parties. (FFIEC Information Security Booklet, page 10) 

Evolving  Critical business processes have been mapped to the supporting external 
connections. 

The network diagram is updated when connections with third parties 
change or at least annually. 

Network and systems diagrams are stored in a secure manner with 
proper restrictions on access. 

Controls for primary and backup third-party connections are monitored 
and tested on a regular basis.  

Intermediate  A validated asset inventory is used to create comprehensive diagrams 
depicting data repositories, data flow, infrastructure, and connectivity. 

Security controls are designed and verified to detect and prevent 
intrusions from third-party connections. 

Monitoring controls cover all external connections (e.g., third-party 
service providers, business partners, customers). 

Monitoring controls cover all internal network-to-network connections. 

Advanced  The security architecture is validated and documented before network 
connection infrastructure changes. 

The institution works closely with third-party service providers to maintain 
and improve the security of external connections. 
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 Innovative  Diagram(s) of external connections is interactive, shows real-time 
changes to the network connection infrastructure, new connections, 
and volume fluctuations, and alerts when risks arise. 

The institution's connections can be segmented or severed 
instantaneously to prevent contagion from cyber attacks. 

Assessment Factor: Relationship Management 
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Baseline  Risk-based due diligence is performed on prospective third parties 
before contracts are signed, including reviews of their background, 
reputation, financial condition, stability, and security controls. (FFIEC 
Information Security Booklet, page 69) 

A list of third-party service providers is maintained. (FFIEC Outsourcing 
Booklet, page 19) 

A risk assessment is conducted to identify criticality of service 
providers. (FFIEC Outsourcing Booklet, page 6) 

Evolving  A formal process exists to analyze assessments of third-party 
cybersecurity controls. 

The board or an appropriate board committee reviews a summary of 
due diligence results including management’s recommendations to use 
third parties that will affect the institution’s inherent risk profile. 

Intermediate  A process is in place to confirm that the institution’s third-party service 
providers conduct due diligence of their third parties (e.g., 
subcontractors). 

Pre-contract, physical site visits of high-risk vendors are conducted by 
the institution or by a qualified third party.  

Advanced  A continuous process improvement program is in place for third-party 
due diligence activity. 

Audits of high-risk vendors are conducted on an annual basis.  

Innovative  The institution promotes sector-wide efforts to build due diligence 
mechanisms that lead to in-depth and efficient security and resilience 
reviews. 

The institution is leading efforts to develop new auditable processes 
and for conducting due diligence and ongoing monitoring of 
cybersecurity risks posed by third parties. 
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Baseline  Formal contracts that address relevant security and privacy 
requirements are in place for all third parties that process, store, or 
transmit confidential data or provide critical services. (FFIEC 
Information Security Booklet, page 7) 

Contracts acknowledge that the third party is responsible for the 
security of the institution’s confidential data that it possesses, stores, 
processes, or transmits. (FFIEC Information Security Booklet, page 12) 

Contracts stipulate that the third-party security controls are regularly 
reviewed and validated by an independent party. (FFIEC Information 
Security Booklet, page 12) 

Contracts identify the recourse available to the institution should the 
third party fail to meet defined security requirements. (FFIEC 
Outsourcing Booklet, page 12) 

Contracts establish responsibilities for responding to security incidents. 
(FFIEC E-Banking Booklet, page 22) 

Contracts specify the security requirements for the return or destruction 
of data upon contract termination. (FFIEC Outsourcing Booklet, 
page 15) 

Evolving  Responsibilities for managing devices (e.g., firewalls, routers) that 
secure connections with third parties are formally documented in the 
contract. 

Responsibility for notification of direct and indirect security incidents 
and vulnerabilities is documented in contracts or service-level 
agreements (SLAs). 

Contracts stipulate geographic limits on where data can be stored or 
transmitted. 

Intermediate  Third-party SLAs or similar means are in place that require timely 
notification of security events. 

Advanced  Contracts require third-party service provider’s security policies meet or 
exceed those of the institution. 

A third-party termination/exit strategy has been established and 
validated with management. 

Innovative  The institution promotes a sector-wide effort to influence contractual 
requirements for critical third parties to the industry. 
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Baseline  The third-party risk assessment is updated regularly. (FFIEC 

Outsourcing Booklet, page 3) 

Audits, assessments, and operational performance reports are 
obtained and reviewed regularly validating security controls for critical 
third parties. (FFIEC Information Security Booklet, page 86) 

Ongoing monitoring practices include reviewing critical third-parties’ 
resilience plans. (FFIEC Outsourcing Booklet, page 19) 

Evolving  A process to identify new third-party relationships is in place, including 
identifying new relationships that were established without formal 
approval. 

A formal program assigns responsibility for ongoing oversight of third-
party access. 

Monitoring of third parties is scaled, in terms of depth and frequency, 
according to the risk of the third parties. 

Automated reminders or ticklers are in place to identify when required 
third-party information needs to be obtained or analyzed. 

Intermediate  Third-party employee access to the institution's confidential data are 
tracked actively based on the principles of least privilege. 

Periodic on-site assessments of high-risk vendors are conducted to 
ensure appropriate security controls are in place. 

Advanced  Third-party employee access to confidential data on third-party hosted 
systems is tracked actively via automated reports and alerts. 

Innovative  The institution is leading efforts to develop new auditable processes for 
ongoing monitoring of cybersecurity risks posed by third parties. 
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Domain 5: Cyber Incident Management and Resilience 

Assessment Factor: Incident Resilience Planning and Strategy 
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Baseline  The institution has documented how it will react and respond to cyber 
incidents. (FFIEC Business Continuity Planning Booklet, page 4) 

Communication channels exist to provide employees a means for 
reporting information security events in a timely manner. (FFIEC 
Information Security Booklet, page 83) 

Roles and responsibilities for incident response team members are 
defined. (FFIEC Information Security Booklet, page 84) 

The response team includes individuals with a wide range of backgrounds 
and expertise, from many different areas within the institution (e.g., 
management, legal, public relations, as well as information technology). 
(FFIEC Information Security Booklet, page 84) 

A formal backup and recovery plan exists for all critical business lines. 
(FFIEC Business Continuity Planning Booklet, page 4) 

The institution plans to use business continuity, disaster recovery, and 
data backup programs to recover operations following an incident. (FFIEC 
Information Security Booklet, page 71) 

Evolving  The remediation plan and process outlines the mitigating actions, 
resources, and time parameters. 

The corporate disaster recovery, business continuity, and crisis 
management plans have integrated consideration of cyber incidents. 

Alternative processes have been established to continue critical activity 
within a reasonable time period. 

Business impact analyses have been updated to include cybersecurity. 

Due diligence has been performed on technical sources, consultants, or 
forensic service firms that could be called to assist the institution during or 
following an incident.  
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Intermediate  A strategy is in place to coordinate and communicate with internal and 

external stakeholders during or following a cyber attack. 

Plans are in place to re-route or substitute critical functions and/or 
services that may be affected by a successful attack on Internet-facing 
systems. 

A direct cooperative or contractual agreement(s) is in place with an 
incident response organization(s) or provider(s) to assist rapidly with 
mitigation efforts. 

Lessons learned from real-life cyber incidents and attacks on the 
institution and other organizations are used to improve the institution’s 
risk mitigation capabilities and response plan. 

Advanced  Methods for responding to and recovering from cyber incidents are 
tightly woven throughout the business units’ disaster recovery, 
business continuity, and crisis management plans. 

Multiple systems, programs, or processes are implemented into a 
comprehensive cyber resilience program to sustain, minimize, and 
recover operations from an array of potentially disruptive and 
destructive cyber incidents. 

A process is in place to continuously improve the resilience plan. 

Innovative  The incident response plan is designed to ensure recovery from 
disruption of services, assurance of data integrity, and recovery of lost 
or corrupted data following a cybersecurity incident. 

The incident response process includes detailed actions and rule-
based triggers for automated response. 
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Baseline  Scenarios are used to improve incident detection and response. 
(FFIEC Information Security Booklet, page 71) 

Business continuity testing involves collaboration with critical third 
parties. (FFIEC Business Continuity Planning Booklet, page J-6) 

Systems, applications, and data recovery is tested at least annually. 
(FFIEC Business Continuity Planning Booklet, page J-7) 

Evolving  Recovery scenarios include plans to recover from data destruction 
and impacts to data integrity, data loss, and system and data 
availability. 

Widely reported events are used to evaluate and improve the 
institution's response. 

Information backups are tested periodically to verify they are 
accessible and readable. 
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Intermediate  Cyber-attack scenarios are analyzed to determine potential impact to 
critical business processes. 

The institution participates in sector-specific cyber exercises or 
scenarios (e.g., FS-ISAC Cyber Attack (against) Payment Processors 
(CAPP)). 

Resilience testing is based on analysis and identification of realistic 
and highly likely threats as well as new and emerging threats facing 
the institution. 

The critical online systems and processes are tested to withstand 
stresses for extended periods (e.g., DDoS). 

The results of cyber event exercises are used to improve the incident 
response plan and automated triggers. 

Advanced  Resilience testing is comprehensive and coordinated across all critical 
business functions. 

The institution validates that it is able to recover from cyber events 
similar to by known sophisticated attacks at other organizations.  

Incident response testing evaluates the institution from an attacker's 
perspective to determine how the institution or its assets at critical 
third parties may be targeted. 

The institution corrects root causes for problems discovered during 
cybersecurity resilience testing.  

Cybersecurity incident scenarios involving significant financial loss are 
used to stress test the institution's risk management. 

Innovative  The institution tests the ability to shift business processes or functions 
between different processing centers or technology systems for cyber 
incidents without interruption to business or loss of productivity or 
data. 

The institution has validated that it is able to remediate systems 
damaged by zero-day attacks to maintain current recovery time 
objectives. 

The institution is leading the development of more realistic test 
environments. 

Cyber incident scenarios are used to stress test potential financial 
losses across the sector. 
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Assessment Factor: Detection, Response, and Mitigation 
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Baseline  Alert parameters are set for detecting information security incidents that 
prompt mitigating actions. (FFIEC Information Security Booklet, page 43) 

System performance reports contain information that can be used as a 
risk indicator to detect information security incidents. (FFIEC Information 
Security Booklet, page 86) 

Tools and processes are in place to detect, alert, and trigger the incident 
response program. (FFIEC Information Security Booklet, page 84) 

Evolving  The institution has processes to detect and alert the incident response 
team when potential insider activity manifests that could lead to data theft 
or destruction. 

Intermediate  The incident response program is triggered when anomalous behaviors 
and attack patterns or signatures are detected. 

The institution has the ability to discover infiltration, before the attacker 
traverses across systems, establishes a foothold, steals information, or 
causes damage to data and systems. 

Incidents are detected in real time through automated processes that 
include instant alerts to appropriate personnel who can respond. 

Network and system alerts are correlated across business units to better 
detect and prevent multifaceted attacks (e.g., simultaneous DDoS attack 
and account takeover). 

Incident detection processes are capable of correlating events across the 
enterprise.  

Advanced  Sophisticated and adaptive technologies are deployed that can detect and 
alert the incident response team of specific tasks when threat indicators 
across the enterprise indicate potential external and internal threats. 

Automated tools are implemented to provide specialized security 
monitoring based on the risk of the assets to detect and alert incident 
response teams in real time. 

Innovative  The institution is able to detect and block zero-day attempts and inform 
management and the incident response team in real time. 
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Baseline  Appropriate steps are taken to contain and control an incident to prevent 

further unauthorized access to or use of customer information. (FFIEC 
Information Security Booklet, page 84) 

Evolving  The incident response plan is designed to prioritize incidents, enabling a 
rapid response for significant cybersecurity incidents or vulnerabilities. 

A process is in place to help contain incidents and restore operations with 
minimal service disruption. 

Containment and mitigation strategies are developed for multiple incident 
types (e.g., DDoS, malware). 

Procedures include containment strategies and notifying potentially 
impacted third parties. 

Processes are in place to trigger the incident response program when an 
incident occurs at a third party. 

Records are generated to support incident investigation and mitigation. 

The institution calls upon third parties, as needed, to provide mitigation 
services. 

Analysis of events is used to improve the institution's security measures 
and policies. 

Intermediate  Analysis of security incidents is performed in the early stages of an 
intrusion to minimize the impact of the incident. 

Any changes to systems/applications or to access entitlements necessary 
for incident management are reviewed by management for formal 
approval before implementation. 

Processes are in place to ensure assets affected by a security incident 
that cannot be returned to operational status are quarantined, removed, 
disposed of, and/or replaced. 

Processes are in place to ensure that restored assets are appropriately 
reconfigured and thoroughly tested before being placed back into 
operation.  

Advanced  The incident management function collaborates effectively with the cyber 
threat intelligence function during an incident. 

Links between threat intelligence, network operations, and incident 
response allow for proactive response to potential incidents. 

Technical measures apply defense-in-depth techniques such as deep-
packet inspection and black holing for detection and timely response to 
network-based attacks associated with anomalous ingress or egress 
traffic patterns and/or DDoS attacks. 
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Innovative  The institution’s risk management of significant cyber incidents results in 
limited to no disruptions to critical services. 

The technology infrastructure has been engineered to limit the effects of a 
cyber attack on the production environment from migrating to the backup 
environment (e.g., air-gapped environment and processes). 

Assessment Factor: Escalation and Reporting 
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Baseline  A process exists to contact personnel who are responsible for analyzing 
and responding to an incident. (FFIEC Information Security Booklet, 
page 83) 

Procedures exist to notify customers, regulators, and law enforcement as 
required or necessary when the institution becomes aware of an incident 
involving the unauthorized access to or use of sensitive customer 
information. (FFIEC Information Security Booklet, page 84) 

The institution prepares an annual report of security incidents or violations 
for the board or an appropriate board committee. (FFIEC Information 
Security Booklet, page 5) 

Incidents are classified, logged, and tracked. (FFIEC Operations Booklet, 
page 28) 

Evolving  Criteria have been established for escalating cyber incidents or 
vulnerabilities to the board and senior management based on the 
potential impact and criticality of the risk. 

Regulators, law enforcement, and service providers, as appropriate, are 
notified when the institution is aware of any unauthorized access to 
systems or a cyber incident occurs that could result in degradation of 
services. 

Tracked cyber incidents are correlated for trend analysis and reporting.  

Intermediate  Employees that are essential to mitigate the risk (e.g., fraud, business 
resilience) know their role in incident escalation. 

A communication plan is used to notify other organizations, including third 
parties, of incidents that may affect them or their customers. 

An external communication plan is used for notifying media regarding 
incidents when applicable.  

Advanced  The institution has established quantitative and qualitative metrics for the 
cybersecurity incident response process. 

Detailed metrics, dashboards, and/or scorecards outlining cyber incidents 
and events are provided to management and are part of the board 
meeting package. 
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Innovative  A mechanism is in place to provide instantaneous notification of incidents 
to management and essential employees through multiple communication 
channels with tracking and verification of receipt. 
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Florida Office of Financial Regulation 

Administrative Policies & Procedures 

TITLE:   Ethics and Professional Responsibility 

NUMBER: OFR AP&P 1-21 

EFFECTIVE DATE: May 30, 2013  

REVISED DATE: May 2, 2018 

REISSUE DATE: May 29, 2019  

APPROVED BY: Chief of Staff 

I. PURPOSE

The Office of Financial Regulation (OFR) is committed to building public trust and confidence

in the State’s financial services industry.  To do so, the industry’s regulators must work in an

ethical, professional, and open manner.

The OFR adopts and follows the Department of Financial Services (DFS): AP&P 1-15,

Department of Financial Services Code of Ethics.  References to “department” in DFS AP&P

1-15 shall include OFR unless otherwise specified in this memorandum.  This memorandum

details additional ethical guidelines, procedures and principles that are required of all OFR

staff.

OFR has adopted an “appearance of impropriety” standard for evaluating employee conduct. 

This standard applies to both professional and personal conduct.  For purposes of this 

document, the phrase “appearance of impropriety” means conduct that would create in 

reasonable minds a perception that the employee’s ability to carry out the duties and 

responsibilities of the OFR with integrity, impartiality and competence is impaired. In some 

cases, this may result in a stricter standard than imposed by DFS AP&P 1-15.  In the event 

there is a conflict between DFS AP&P 1-15 and this memorandum, the OFR standard shall 

apply. 

It is essential that all employees of OFR conduct themselves in an ethical and professional 

manner to effectively regulate and maintain the trust of the regulated industries.   

1 Previously titled OFR Guideline Memo – 006 
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II. SCOPE

This memorandum is applicable to all Office of Financial Regulation staff.

III. REFERENCES

A. Department of Financial Services (DFS): AP&P 1-15, Department of Financial Services

Code of Ethics

B. Florida Statutes: Chapter 112, Part III

C. Florida Administrative Code: Rule 60L-36.003

D. Florida Administrative Code: Rule 69U-100.956

IV. DEFINITIONS

A. Annual Statement of Independence, Form OFR-AA-02 - completed annually by all

employees of the OFR to report his or her business relationships with OFR regulated

entities.

B. Immediate Family Member as used in Annual Statement of Independence, Form OFR-AA-

02, means a parent, sibling, spouse, child, or person who is engaged to be married to the

employee or who otherwise holds himself or herself out as or is generally known as the

person with whom the employee intends to form a household.

C. Lobbying - influencing or attempting to influence legislative action or nonaction through

oral or written communication or an attempt to obtain the goodwill of a member or

employee of the Legislature.

D. OFR Ethics Officer - the General Counsel of the OFR.

E. Personal Interest as used in Annual Statement of Independence, Form OFR-AA-02, means

having a business relationship with a person or entity.  Examples of personal interests

include but are not limited to: being an owner or co-owner of a business, having an

account or joint-account, loan or co-signer on a loan, and ownership or joint ownership

of a credit card or line of credit with a business.

F. Recuse - to disqualify or remove oneself from participation in an action.

V. GENERAL GUIDELINES AND PROCEDURES

A. Prohibited Practices

1. No OFR employee may accept or solicit any gift from a business or person regulated

by OFR, DFS, or the Office of Insurance Regulation (OIR), regardless of value.

2. No OFR employee may hold an active license or registration issued by OFR, DFS, or

OIR.

3. OFR employees may not lobby the legislature on behalf of OFR unless they are

designated by OFR to do so and registered with the Lobbyist Registration Office.  The

following positions are designated to lobby on behalf of OFR: Commissioner, Chief of
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Staff, Director of Communications, Legislative Affairs Director, General Counsel, and 

the Budget Director. 

B. Ethics Officer

1. Ensure that OFR employees are familiar with applicable ethics rules.

2. Advise OFR employees on questions of ethics and professional responsibility.

C. Employee Responsibility

1. Comply with the DFS Code of Ethics and the OFR Ethics and Professional

Responsibilities policies.

2. Sign the Employee Pledge upon employment.

3. Complete and submit an Annual Statement of Independence, Form OFR-AA-02 within

five (5) working days of employment.

4. Complete an Annual Statement of Independence, Form OFR-AA-02, before July 1 each

year.

• Tallahassee staff shall submit original, signed forms directly to their Division

Director.

• Field staff shall submit original signed forms to the Area Financial Manager, who

will forward them to the Division Director.

5. Notify their supervisor and submit an Interim Notification on Form OFR-AA-02 within

five (5) working days of the change or learning of a previously unknown relationship.

6. Recuse themselves from any direct regulation, examination, investigation, legal

casework, or licensing review of entities disclosed on the Annual Statement of

Independence:

• Licensing staff are not required to recuse themselves from processing applications

for individuals employed by an entity listed on the Annual Statement of

Independence unless the review involves matters requiring a subjective decision

and the employee is involved in the decision-making process.

• Recusal should be accomplished by contacting the supervisor and notifying them

in writing of the relationship.

7. Complete Ethics Training upon onboarding and thereafter, on a biennial basis.

8. Report all suspected workplace ethical violations to the OFR Inspector General.

9. Read and comply with Florida Administrative Code: Rule 69U-100.956, for employees

within the Division of Financial Institutions.

D. Management Responsibility

1. Comply with the guidelines above.

2. Ensure employees under their supervision sign the Employee Pledge.
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3. Ensure employees under their supervision sign an Annual Statement of 

Independence.  Area Financial Managers shall maintain copies of the statements and 

interim notifications of employees in their geographic area.  The Division Director shall 

maintain all original statements and interim notifications.  NOTE: The record retention 

schedule for the Annual Statement of Independence requires retention for ten (10) 

fiscal years from the date filed with agency.  See OFR Individual Retention Schedule 

(000181-0001a). 

4. Ensure that employees do not perform any direct regulation, examination, 

investigation, legal casework, or licensing review of entities disclosed on their Annual 

Statement of Independence except as allowed in this policy. 

5. Ensure employees complete Ethics Training upon onboarding and thereafter, on a 

biennial basis.  

 

E. Conflict of Interest – Solicitations or Offers of Employment 

1. If an employee applies for or is offered any relationship with an entity regulated by or 

doing business with OFR, DFS, or OIR, the employee shall notify his or her supervisor 

within three (3) days of application or receipt of the job offer. 

2. Following the submission of an application or an offer of employment from an entity 

regulated by or doing business with the OFR, DFS, or OIR, the OFR may assess the risk 

associated with the employee’s intended relationship with the entity.  If the 

objectivity of the employee is deemed to be impaired due to the submission of an 

application for employment or receipt of an offer of employment, the employee shall 

be reassigned and not permitted to continue to maintain access to information 

available through the OFR. 

3. It remains the responsibility of the employee to avoid any conduct that would violate 

the DFS Code of Ethics or this policy. 

 

F. Disclosure of Financial Interests  

Specified management level employees are required to annually file a Statement of 

Financial Interests, Form 1, as required by the Florida Commission on Ethics (FCE).  

Employees required to file a Form 1 with the FCE will do so in a timely manner.  Employees 

who are required to file a Form 1 will be notified by DFS Human Resources. 
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I. TITLE:
Department of Financial Services Code of Ethics

II. AUTHORITY AND REFERENCES:
Florida Statutes: Chapter 112. Part III
Florida Administrative Code: Chapters 60L-36.003

III. PURPOSE:
All employees of the Department of Financial Services must adhere to the highest ethical
standards.  Acting ethically requires employees to do more than comply with the law.
The Department of Financial Services (the “Department”) recognizes the importance of
maintaining the highest ethical standards among its employees.  The public expects its
government officials to conduct the State’s business in an ethical, honest, and open
manner.  Employees are expected to know and comply with the Department’s Code of
Ethics in addition to all state laws regarding ethics, including the statutory Code of Ethics
found in Chapter 112, Part III, Florida Statutes, and the provisions in the Rule Chapter
60L-36.003, Florida Administrative Code.

IV. DEFINITIONS:
A. "Business entity" means any corporation, partnership, limited partnership,

proprietorship, firm, enterprise, franchise, association, self-employed individual, or
trust, whether fictitiously named or not, doing business in this state.

B. "Commission" means the Commission on Ethics created by Section 112.320, Florida
Statutes, or any successor to which its duties are transferred.

C. “Committee of Continuous Existence” means any group, organization, association, or
other such entity which is certified pursuant to the provisions of Section 106.04,
Florida Statutes, in making contributions to candidates, political committees, or
political parties. 

D. “Conflict” or “conflict of interest” means a situation in which regard for a private
interest tends to lead to disregard of a public duty or interest.

E. “Department” means the Department of Financial Services.
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F. “Ethics Officer” means the General Counsel to the Chief Financial Officer (CFO) and
is appointed to consult with Department employees on questions of ethics and
compliance with the provisions of this policy.

G. “Gift” means anything accepted by a person or on that person’s behalf, whether
directly or indirectly, for that person’s benefit, and for which no payment is made in
advance.  A “gift” can include the following:

1. Real property.

2. The use of real property.

3. Tangible or intangible personal property.

4. The use of tangible or intangible personal property.

5. A preferential rate or terms on a debt, loan, goods, or services, which rate is
below the customary rate and is not either a government rate available to all other
similarly situated government employees or officials or a rate which is available
to similarly situated members of the public by virtue of occupation, affiliation,
age, religion, sex, or national origin.

6. Forgiveness of indebtedness.

7. Transportation, other than that provided to a public officer or employee by an
agency in relation to officially approved governmental business, lodging, or
parking.

8. Food or beverage.

9. Membership dues.

10. Entrance fees, admission fees, or tickets to events, performances, or facilities.

11. Plants, flowers, or floral arrangements.

12. Services provided by persons pursuant to a professional license or certificate.
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13. Other personal services for which a fee is normally charged by the person 

providing the services.  
 
14. Any other similar service or thing having an attributable value not already 

provided for in this section. 
 

H. “Lobbyist” means any person who, for salary, fee, or other compensation, seeks, or 
sought during the preceding 12 months, to influence the governmental decision-
making of a reporting individual or procurement employee or his or her agency or 
seeks, or sought during the preceding 12 months, to encourage the passage, defeat, or 
modification of any proposal or recommendation by the reporting individual or 
procurement employee or his or her agency. 

 
I. “Political Committee” means any two or more individuals, or a person other than an 

individual, that, in an aggregate amount in excess of $500 during a single calendar 
year:   

 
1. accepts contributions for the purposes of making contributions to any candidate, 

political committee, committee of continuous existence, or political party;  
  
2. accepts contributions for the purpose of expressly advocating the election or 

defeat of a candidate or the passage or defeat of an issue;   
 

3. makes expenditures that expressly advocate the election or defeat of a candidate 
or the passage or defeat of an issue;  or  

 
4. makes contributions to a common fund, other than a joint checking account 

between spouses, from which contributions are made to any candidate, political 
committee, committee of continuous existence, or political party. 

 
J. “Relative” means an individual who is related to a public officer or employee as 

father, mother, son, daughter, brother, sister, uncle, aunt, first cousin, nephew, niece, 
husband, wife, father-in-law, mother-in-law, son-in-law, daughter-in-law, brother-in-
law, sister-in-law, stepfather, stepmother, stepson, stepdaughter, stepbrother, 
stepsister, half brother, half sister, grandparent, great grandparent, grandchild, great 
grandchild, step grandparent, step great grandparent, step grandchild, step great 
grandchild, person who is engaged to be married to the public officer or employee or 
who otherwise holds himself out as or is generally known as the person whom the 
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public officer or employee intends to form a household, or any other natural person 
having the same legal residence as the public officer or employee. 

 
K. “State Building” means any building owned or leased by the state in which state 

business is conducted. 
 

V. ETHICAL GUIDELINES: 
A. General Principles  

 
1. Every employee of the Department is expected to treat colleagues and members of 

the public with courtesy and respect.  
 
2. Department employees shall ensure that all disclosures made in accordance with 

the Code of Ethics laws are truthful, fair and accurate.  Employees shall record 
information honestly, completely and accurately. 

 
B. Conflict of Interest 

 
1. A Department employee shall not maintain a personal or financial interest in a 

matter pending before the Department.  Circumstances that do not constitute a 
conflict of interest are limited to: 
(a)  An employee seeking a license of some type with the Department. 

      (b)  An employee who has filed a consumer complaint with the Department. 
(c)  An employee who has filed a claim for unclaimed property. 

 
2. An employee shall, within twenty-four (24) hours of knowledge of a matter, 

notify his or her supervisor if an employee’s relative, or a business in which the 
employee’s relative retains a financial interest, has regulatory or contractual 
business pending before the Department.  Circumstances that do not constitute a 
conflict of interest are limited to: 
(a)  A relative seeking a license of some type with the Department. 
(b)  A relative who has filed a consumer complaint with the Department. 
(c)  A relative who has filed a claim for unclaimed property. 
 

3. A Department employee shall not maintain employment or a contractual 
relationship with any business entity or any agency which is regulated by the 
Department, or is doing business with the Department, except that the employee 
may purchase goods or services from a business entity which is subject to the 
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regulation of the Department if the price and terms of the transaction are available 
to members of the general public. 

 
4. A Department employee shall not maintain any employment or contractual 

relationship that will create a conflict between the employee’s private interests 
and the performance of his or her public duties.  

 
5. If a Department employee applies for or is offered employment, the employee 

shall within three (3) days notify his or her supervisor of the employment 
application or job offer. If a Department employee is seeking or upon an entity 
offering any contractual relationship with an entity regulated by or doing business 
with the Department, the employee shall, prior to the seeking of the contractual 
relationship, or within three (3) days upon an entity offering the contractual 
relationship, notify his or her supervisor. 

 
C. Abuse of Position of Public Trust 

 
1. Department employees shall not use their official position, or the powers of their 

office, to benefit their own personal interests.   This provision will be interpreted 
broadly to ensure that employees will not abuse the powers of their office for their 
own personal interests or gain.  Examples of prohibited conduct are: 

 
a. Accepting a discount on goods or services (not provided to the general public) 

from a vendor doing business with the Department. 
b. Using a Department vehicle for personal purposes, except as may be permitted for 

law enforcement personnel. 
c. Asking a vendor or contractor doing business with the Department to hire an 

employee’s spouse, child, or other family member. 
d. Using Department facilities, equipment, resources for political campaigns, or 

other political purposes. 
 
D. Charitable Fundraising 

 
1. The Department encourages employees to volunteer their personal time and 

resources to benefit not-for-profit charities and organizations.  Department 
employees shall not solicit contributions to charitable entities from individuals or 
entities which are regulated by or do business with the Department.  Such 
fundraising would be a violation of Section C of this Code of Ethics.  Department 
employees may participate in the Florida State Employees Charitable Campaign 
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(FSECC) during normal business hours to the extent authorized by the CFO.  
Pursuant to Section 110.181 (1) (a), F.S., FSECC is the only authorized charitable 
fundraising drive directed toward state employees within work areas during work 
hours. Division Directors, in consultation with the Ethics Officer, must approve 
solicitations related to charitable fundraising in the workplace. 

 
E. Political Campaigns and Fundraising 
 

1. Department employees have the right to participate in political campaigns during 
their personal time.  Employees who participate in political campaigns or political 
activities during normal business hours should do so only when they have 
received prior approval to take annual leave.  Employees are permitted to express 
their opinions on political subjects and candidates, take an active part in political 
campaigns outside of working hours, including the wearing of badges or buttons, 
and displaying bumper stickers and posters. 

 
2. A Department employee who qualifies as a political candidate must notify the 

Chief of Human Resource Management and his immediate supervisor of his or 
her candidacy within three (3) days upon qualification. 

 
3. No employee is permitted to make, solicit, or accept contributions for any 

political campaign in a state building.  If a person attempts to deliver a 
contribution in a state building, the contribution should be refused and the person 
tendering the contribution should be informed that it is illegal to accept a 
contribution in a state building.  The employee should also notify the Inspector 
General of the incident.  Contributions received by mail at a state building must 
be returned to the sender. 

 
F. Disclosure of Information Exempt from Public Release 

 
1. Department employees may be privy to information which is exempt from public 

disclosure under Florida’s public records law.  Employees are prohibited from 
disclosing this information or using it for their own personal benefit.   

 
G. Restrictions Upon Leaving the Department  
 

1. A Senior Management Service (SMS) or Selected Exempt Service (SES) 
employee cannot personally represent another person or entity for compensation 
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before the Department for a period of two (2) years following termination or 
retirement. 

 
2. A former employee is prohibited from having any employment or contractual 

relationship for two (2) years with any business entity (other than a public 
agency) in connection with a contract for services which was within his or her 
responsibility while serving as a Department employee.  

 
H. Restrictions Regarding Relatives 

 
1. Employees with knowledge of applicants who possess characteristics particularly 

suitable to vacancies in the Department should feel welcome to refer those 
applicants to the Chief of Human Resource Management.  However, employees 
are prohibited from influencing the hiring of relatives for positions within the 
Department by directly contacting the hiring manager. Anytime an employee 
recommends a relative for a position within the Department, the employee should 
first consult with the Department’s Ethics Officer prior to making the 
recommendation.   

 
2. An employee may not appoint, employ, promote, or advance for appointment, 

employment, promotion, or advancement, in or to a position, over which the 
employee exercises jurisdiction or control, any individual who is a relative of the 
employee.   

 
3. Employees shall not procure contractual services for the Department from a 

business in which a relative is an officer, partner, director or owner.  
 

I. Disclosure Requirements 
 

1. Florida law requires certain employees to file a full and public disclosure of their 
financial interests with the Florida Commission on Ethics.  This disclosure is 
designed to assure the public that employees’ decisions are made impartially and 
in the public interest, and not for personal gain.  Employees shall review and 
follow the applicable financial disclosure requirements found in Section 
112.3145, Florida Statutes.  

  
J. The Receipt and Reporting of Gifts 
 

1. The gift restrictions in this Code apply broadly to all Department employees. 
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2. An employee is prohibited from soliciting any gift from a political committee or 

committee of continuous existence, from a vendor doing business with the 
employee’s agency, from a lobbyist who lobbies the Department, from the 
partner, firm, employer or principal of such lobbyist, or from a person or entity 
doing business with the Department.  

 
3. An employee is prohibited from accepting any gift, directly or indirectly, from a 

political committee or committee of continuous existence, from a vendor doing 
business with the employee’s agency, from a lobbyist who lobbies the 
Department, from the partner, firm, employer, or principal of such lobbyist, or 
from a person or entity doing business with the Department, unless the following 
limited exceptions apply: 

 
(a) Gifts can be accepted from relatives, unless the relative is a lobbyist or a 

principal of a lobbyist, in which case the general prohibition on receipt of gifts 
from lobbyists applies.  Employees who are married to or involved in a 
personal relationship with a lobbyist or the principal of a lobbyist shall consult 
with the Department’s Ethics Officer on how to address this situation. 

 
(b) Gifts can be accepted from personal friends in the ordinary course of 

friendship, provided that the personal friend is not: 
 

(i) a lobbyist; or 
(ii) a partner, firm, member, employer, employee or principal of a lobbyist; or 
(iii)a person having a regulatory or contractual interest (either individually or 

through a corporation or organization) in a matter pending before the 
Department; or 

(iv) a person who (either individually or through a corporation or organization) 
provides goods or services to the Department under contract or agreement; 
or 

(v) a person (either individually or through a corporation or organization)  
seeking such business from the Department. 

 
(c) On-site consumption of food or refreshment at receptions and/or other events                                                                                                                    

(even if valued at over $25.00) is permissible provided that the employee’s 
attendance at such event is an appropriate exercise of the employee’s official 
duties.  The consumption of food or refreshment at such events, that is 
provided by or paid for by a lobbyist, principal of a lobbyist, a vendor doing 
business or seeking to do business with the Department, or an entity regulated 
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by the Department is prohibited.  However, if the reception and/or event is part of 
a sponsored conference, meeting, or other function for which the Department has 
paid a registration fee or cost for the employee’s attendance, and the registration 
fee or cost includes food or refreshment as part of the printed agenda or other 
registration materials, the food or refreshment is not a gift and is therefore 
allowable for on-site consumption.  

 
4. If an employee receives an unsolicited gift which is prohibited under this Code of 

Ethics, the employee should notify his supervisor and return the gift to the sender.   
If an employee receives a perishable gift, such as a fruit basket, the employee 
should donate the gift to a charitable organization.  The employee should then 
write the donor and explain that while appreciated, Department employees are 
prohibited from receiving gifts under this Code of Ethics.   

 
5. An employee is prohibited from soliciting or knowingly accepting an honorarium 

from a political committee or committee of continuous existence, from a vendor 
doing business with the employee’s agency, from a lobbyist who lobbies the 
employee’s agency, or from the employer, principal, partner, or firm of such a 
lobbyist.  

 
K. If an employee has any questions regarding this Code of Ethics, or needs practical 

advice regarding the ethics of a particular situation, the Ethics Officer to the 
Department is available to discuss these concerns. 
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FEDERAL DEPOSIT INSURANCE CORPORATION 
RMS MANUAL OF EXAMINATION POLICIES 

WITH UPDATES THROUGH 08/2020 

Incorporated by Reference in  
Florida Office of Financial Regulation 

Rule 69U-100.045, Florida Administrative Code (F.A.C.) 
(effective __/____) 
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RATIONALE OF BANK EXAMINATIONS

CONDUCT OF EXAMINATIONS

Prohibition Against Political Communication

RATING SYSTEM

Introduction

UFIRS Overview
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Disclosure of Ratings 

Discussions with Management 
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FIXED ASSETS ACCOUNTING

Fixed Assets - Owned

Capitalization of Interest

Fixed Assets - Leased

Leases
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operating lease

finance lease

Lease Accounting – ASC 840
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Sale-Leaseback Accounting - ASC 840-40
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Transactions

Sale-Leaseback Accounting – ASC 842-40

Revenue 
from Contracts with Customers

ANALYSIS OF FIXED ASSETS
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Overinvestment

Fixed Asset Investments
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FIXED ASSET INSURANCE 
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Other Accrued Interest Receivables

Indemnification Assets 

INTANGIBLE ASSETS 

Goodwill and Other Intangible Assets 
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Servicing Risk 
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ADVERSELY CLASSIFIED CONTINGENT 
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Special Mention – 
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the Affairs of the Bank
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Parachutes and Indemnification Payments 

Section 39(c) of the FDI Act - Compensation Standards
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Section 19 of the FDI Act - Penalty for Unauthorized 
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Credit to Executive Officers, Directors and Principal 
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Section 337.3 of the FDIC Rules and Regulations – 
Limits on Extensions of Credit to Executive Officers, 
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Part 348 of the FDIC Rules and Regulations - 
Management Official Interlocks  

Section 7(j) of the FDI Act and the Change in Bank 
Control Act of 1978

Page 960 of 1882



Section 737 of the Gramm-Leach-Bliley Act – Bank 
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Section 8 of the FDI Act
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Advisory Directors
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INTRODUCTION

Internal Control-
Integrated Framework

INTERNAL CONTROL SYSTEMS 

Key Control System Components

Control Environment

Risk Assessments
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Control Activities

Information and Communication

Monitoring

Control Standards  

Director Approvals

Sound Personnel Policies

Segregation of Duties
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Joint Custody

dual control

Vacation Policies

Note:

Rotation of Personnel

Pre-numbered Documents
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Cash Controls 
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Business Continuity Plans

Accounting Systems

Audit Trail
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Accounting Manual

AUDIT

Internal Audit

General Standards

Standards 
for the Professional Practice of Internal Auditing
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Scope
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materiality

Accountant Independence

External Audit
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Audit Committees

External Audits of Financial Statements

External Audit Reports  
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Audits at Institutions Under $500 Million 

Reporting by an Independent Public Accountant on an 
Institution’s Internal Control Structure Over 
Financial Reporting -

Page 978 of 1882



Balance Sheet Audit Performed by an Independent 
Public Accountant - 

Agreed Upon Procedures for State Required 
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Reporting Requirements
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Holding Company Subsidiaries

Mergers

Review of Compliance with Part 363

opinion shopping

independent of the management of the 
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Third-Party Audits at FDIC’s Request

agreed-upon procedures special report
to report on the application of accounting principles
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SARBANES-OXLEY ACT

Public Companies

Non-public Banks

Reporting Requirements
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EVALUATING AUDIT PROGRAMS

Recommendation Considerations 

Troubled Banks

Management Responsibilities
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Cash and Due From Audits

Investments

Loans
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Bank Premises and Equipment
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Capital Accounts and Dividends

Other  Control Accounts

Income and Expenses
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Introduction
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Other
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Registration
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Enhanced Due Diligence for Non-U.S. Persons  
Maintaining Private Banking Accounts 
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Fiduciary and Custody Services within the  
Private Banking Department 

.

.
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Numbered Accounts 

Pouch Activities 
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Examination Guidance 

Special Use Accounts  

Wire Transfer Activities 
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Wire Transfer Money Laundering Risks 

Mitigation of Wire Transfer Money Laundering Risks

Wire Transfer Recordkeeping Requirements 

o
o
o

Funds Transfer Record Keeping and  
Travel Rule Regulations 
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Necessary Due Diligence on Wire Transfer Customers 

Risks Associated with Wire Transfers Sent with “Pay 
Upon Proper Identification” Instructions 

Electronic Banking  
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Automated Clearing House Transactions and  
Electronic Initiation Systems 

MONITORING BANK SECRECY ACT  
COMPLIANCE 

Part 326.8 of the FDIC’s Rules and 
Regulations

Minimum Requirements of the  
BSA Compliance Program 

A system of internal controls.
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Independent testing for compliance with the BSA and 
Treasury’s regulation 31 CFR Part 103
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Independent Testing Workpaper Retention 

The designation of an individual or individuals 
responsible for coordinating and monitoring day-to-
day compliance with BSA.

Training for appropriate personnel.

BSA VIOLATIONS AND ENFORCEMENT 

Procedures for Citing Apparent Violations in
the Report of Examination 

Apparent Violations of the U.S. Department of the 
Treasury’s regulation 31 CFR 103 - Financial 
Recordkeeping and Reporting of Currency and Foreign 
Transactions 
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Apparent Violations of Section 326.8 of the FDIC Rules 
and Regulations 
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not

BSA Workpapers Evidencing Apparent Violations 

Civil Money Penalties and  
Referrals to FinCEN 

Referring Significant Violations of the BSA to FinCEN 
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Mitigating Factors to Consider  

Content of a Well-Developed Referral

Discussing the Referral Process with  
Financial Institution Management  

Criminal Penalties 
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Supervisory Actions 

not

Memoranda of Understanding (MOU) and  
Board Resolutions (BBR) 

Cease and Desist Orders 

formal

Removal/Prohibition Orders 
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IDENTIFICATION OF SUSPICIOUS 
TRANSACTIONS 

The Three Stages of Money Laundering 

Placement 
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Layering 

Integration 

Money Laundering Red Flags 
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Refusal or reluctance to proceed with a 
transaction, or abruptly withdrawing a 
transaction.

Customer refusal or reluctance to provide 
information or identification.

Structured or recurring, non-reportable 
transactions.

Multiple third parties conducting separate, but 
related, non-reportable transactions.

Even dollar amount transactions.

Transactions structured to lose the paper trail.

Significant increases in the number or amount of 
transactions.

Transactions which are not consistent with the 
customer’s business, occupation, or income level.

Transactions by non-account holders.

Change in currency shipment patterns.  

Large increase in the cash supply.  

Currency shipments to or from remote locations

Significant exchanges of small denomination bills 
for large denomination bills

Significant requirement for large bills.  

International cash shipments funded by multiple 
monetary instruments.  
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Other unusual domestic or international 
shipments.  

Frequent cash shipments with no apparent 
business reason

Unusual exchange of denominations

Check cashing companies

Unusual exchange by a check cashing service.  

Suspicious movement of funds.  

Minimal, vague or fictitious information provided

Lack of references or identification.

Non-local address

Customers with multiple accounts.  

Frequent deposits or withdrawals with no apparent 
business source

Multiple accounts with numerous deposits under 
$10,000

Numerous deposits under $10,000 in a short period 
of time

Accounts with a high volume of activity and low 
balances

Large deposits and balances.  

Deposits and immediate requests for wire transfers 
or cash shipments

Numerous deposits of small incoming wires or 
monetary instruments, followed by a large 
outgoing wire
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Accounts used as a temporary repository for funds.  

Funds deposited into several accounts, transferred 
to another account, and then transferred outside of 
the U.S.  

Disbursement of certificates of deposit by multiple 
bank checks.  

Early redemption of certificates of deposits

Sudden, unexplained increase in account activity or 
balance

Limited use of services.  

Inconsistent deposit and withdrawal activity.  

Strapped currency

Client, trust and escrow accounts

Large amount of food stamps.  

Certificates of deposits used as collateral.  

Sudden/unexpected payment on loans

Reluctance to provide the purpose of the loan or 
the stated purpose is ambiguous

Inconsistent or inappropriate use of loan proceeds

Overnight loans.  

Loan payments by third parties.  

Loan proceeds used to purchase property in the 
name of a third party, or collateral pledged by a 
third party.  

Permanent mortgage financing with an unusually 
short maturity, particularly in the case of large 
mortgages.
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Structured down payments or escrow money 
transactions

Attempt to sever the paper trail

Wire transfer of loan proceeds

Disbursement of loan proceeds by multiple bank 
checks

Loans to companies outside the U.S.  

Financial statement.  

Structured purchases of monetary instruments.  

Replacement of monetary instruments

Frequent purchase of monetary instruments 
without apparent legitimate reason

Deposit or use of multiple monetary instruments

Incomplete or fictitious information

Large cash amounts.  

Frequent visits.  

Out-of-area customers.  

Change in safe deposit box traffic pattern.  

Large amounts of cash maintained in a safe deposit 
box

Multiple safe deposit boxes

Wire transfers to countries widely considered 
“secrecy havens.”

Incoming/outgoing wire transfers with instructions 
to the receiving institution to pay upon proper 
identification

Outgoing wire transfers requested by non-account 
holders.  
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Frequent wire transfers with no apparent business 
reason

High volume of wire transfers with low account 
balances.  

Incoming and outgoing wires in similar dollar 
amounts

Large wires by customers operating a cash 
business

Cash or bearer instruments used to fund wire 
transfers

Unusual transaction by correspondent financial
institutions.  

International funds transfer(s) which are not 
consistent with the customer’s business

International transfers funded by multiple 
monetary instruments

Other unusual domestic or international funds 
transfers.  

No change in form of currency.  

Questions or discussions on how to avoid 
reporting/recordkeeping

Customer attempt to influence a bank employee 
not to file a report

Lavish lifestyles of customers or bank employees

Short-term or no vacations.  

Circumvention of internal control procedures

Incorrect or incomplete CTRs

Terrorist Financing Red Flags 
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SUSPICIOUS ACTIVITY REPORTING 

Suspicious Activities and Transactions  
Requiring SAR Filings 

Preparation of the SAR Form 
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SAR Filing Deadlines 

Customers Engaging in Ongoing Suspicious Activity 

Failure to File SARs 

SAR Filing Methods 

Notification to Board of Directors of  
SAR Filings 
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Safe Harbor for Institutions on SAR Filings 

Examination Guidance 
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SAR Database 

OFFICE OF FOREIGN ASSETS CONTROL

OFAC Applicability 

Blocking of Assets, Accounts,  
and Transactions 
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OFAC Reporting Requirements 

Issuance of OFAC Lists 

Financial Institution Responsibilities – OFAC  
Programs and Monitoring Systems 
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Examination Considerations 
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EXAMPLES OF PROPER CITATION OF  
APPARENT VIOLATIONS OF  
BSA-RELATED REGULATIONS IN THE  
REPORT OF EXAMINATION 

Example 1 

Example 2 

DSC Risk Management Manual of Examination Policies 8.1-51 Bank Secrecy Act (12-04) 
Federal Deposit Insurance Corporation 

Page 1137 of 1882



BANK SECRECY ACT, ANTI-MONEY LAUNDERING,  
Section 8.1 AND OFFICE OF FOREIGN ASSETS CONTROL

Example 3 

written

Example 4 

Part 326.8(b)(1) of the FDIC Rules and Regulations

Part 326.8(b)(2) of the FDIC Rules and Regulations
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Part 326.8(c)(1) of the FDIC Rules and Regulations

Part 326.8(c)(2) of the FDIC Rules and Regulations

Part 326.8(c)(3) of the FDIC Rules and Regulations

Part 326.8(c)(4) of the FDIC Rules and Regulations

Part 353.3 of the FDIC Rules and Regulations and 31 
C.F.R. 103.18 

DSC Risk Management Manual of Examination Policies 8.1-53 Bank Secrecy Act (12-04) 
Federal Deposit Insurance Corporation 

Page 1139 of 1882



BANK SECRECY ACT, ANTI-MONEY LAUNDERING,  
Section 8.1 AND OFFICE OF FOREIGN ASSETS CONTROL

o

o

o

Part 353.3(b) of the FDIC Rules and Regulations and 
31 C.F.R. 103.18(b)(3) 

Part 353.3(f) of the FDIC Rules and Regulations 

31 C.F.R. 103.22(c)(2) 

31 C.F.R. 103.22(d)(6)(i) 
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31 C.F.R. 103.27(a) 

31 C.F.R. 103.27(d) 

31 C.F.R. 103.121(b)(2)(i)(A)(4)(ii) 

WEB-SITE REFERENCES 
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BANK FRAUD AND INSIDER ABUSE Section 9.1 

INTRODUCTION 

SUBJECT AREAS

CORPORATE CULTURE/ETHICS 

Potential Problems

Warning Signs
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BANK FRAUD AND INSIDER ABUSE Section 9.1 

Suggested Action

INSIDER TRANSACTIONS 

Potential Problems

Warning Signs
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BANK FRAUD AND INSIDER ABUSE Section 9.1 
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BANK FRAUD AND INSIDER ABUSE Section 9.1 

Suggested Action

LOAN PARTICIPATIONS 

Potential Problems

Warning Signs
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BANK FRAUD AND INSIDER ABUSE Section 9.1 

Suggested Action

REAL ESTATE LENDING 

Potential Problems

Warning Signs
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BANK FRAUD AND INSIDER ABUSE Section 9.1 
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Suggested Action

SECURED LENDING 

Potential Problems
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BANK FRAUD AND INSIDER ABUSE Section 9.1 

Warning Signs

Suggested Action

THIRD PARTY OBLIGATIONS 

Potential Problems

Warning Signs
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Suggested Action

LENDING TO BUY TAX SHELTER 
INVESTMENTS

Potential Problems

Warning Signs

Suggested Action

LINKED FINANCING 
/BROKERED DEPOSITS 

Potential Problems
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Warning Signs

Suggested Action

CREDIT CARDS AND ATM 
TRANSACTIONS

Potential Problems

Warning Signs
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Suggested Action

ADVANCE FEE SCHEMES 

Potential Problems

Warning Signs
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BANK FRAUD AND INSIDER ABUSE Section 9.1 

Suggested Actions

OFFSHORE TRANSACTIONS 

Potential Problems
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BANK FRAUD AND INSIDER ABUSE Section 9.1 

Warning Signs

Suggested Action

WIRE TRANSFERS 

Potential Problems

Warning Signs
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BANK FRAUD AND INSIDER ABUSE Section 9.1 

Suggested Action

MONEY LAUNDERING 

Potential Problems

Warning Signs
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BANK FRAUD AND INSIDER ABUSE Section 9.1 
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BANK FRAUD AND INSIDER ABUSE Section 9.1 

Suggested Action

SECURITIES TRADING ACTIVITIES

Potential Problems

Warning Signs
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Suggested Action

MISCELLANEOUS

Potential Problems

Warning Signs

Suggested Action
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BANK FRAUD AND INSIDER ABUSE Section 9.1 
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INTRODUCTION

SUSPICIOUS ACTIVITY REPORTS

Filing Suspicious Activity Reports

Reporting Timeframes
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Record Retention

Board Reporting

Confidentiality

Safe Harbor Provision 

THE ROLE OF EXAMINERS 
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Notification Prohibition

INTERAGENCY COOPERATION

Communication and Points of Contact 

Referrals to the Department of Justice (DOJ) 

ASSISTANCE TO LAW ENFORCEMENT
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Parallel Proceedings

FEDERAL GRAND JURY SUBPOENAS

SAFEGUARDING EVIDENCE 
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BONDING COMPANY NOTIFICATION

OTHER MATTERS 

CRIMINAL STATUTES
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or
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SIGNIFICANT CIVIL STATUTES
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INTRODUCTION

Overview of International Bank Activities

Examination Objectives 
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Note:

COUNTRY RISK MANAGEMENT

Sound 
Country Risk Management Practices

Concept of Country Risk 

Country Risk Management System
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Policies and Procedures

Rating Country Risk
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Country Exposure Concentrations 

Risk Mitigation - Exit Strategies
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Transfer Risk

Interagency Country Exposure Review 
Committee (ICERC)

Substandard Value Impaired Loss

Transfer Risk Reserve Requirements
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Country Risk Exposure Report

immediate-
counterparty ultimate-risk

risk-transfer

INTERNATIONAL ACTIVITIES

International Lending
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International Lending Risks

Credit Risk

Currency Risk
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Forms of International Lending

Trade Finance 

Letters of Credit

Commercial documentary letters of credit

Uniform Customs and 
Practice for Documentary Credits

revocable
irrevocable

advise

“

”

confirm

“
”  
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Standby letters of credit

.  

Back-to-back letters of credit

back-to-back

Bankers Acceptances

bill of exchange
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Acceptances Discounted

accepted

acceptance discounted

customers’ 
liabilities on acceptances outstanding liability 
for acceptances executed and outstanding

Foreign Receivable Financing  

to-the-order-of

Government-guaranteed Trade Finance 
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Loans to Foreign Banks

pre-export/import financing
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Domestic Loans

Loans to Foreign Business or Individuals

Loan Syndications
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Placements

due from foreign banks

International Lending Policies
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Other International Activities

Investments

Private Banking
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private banking accounts

Correspondent Banking

Note:

correspondent account
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service 
of legal process

Deposit Accounts

Payable-through Accounts (PTAs) 

Brokered Deposits
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Deposit Sweep

Note:

Borrowings

Note:

FOREIGN EXCHANGE

The Foreign Currency Exchange Market
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spot
forward

bid offer

Foreign Exchange Trading 

matched book

Foreign Exchange Risks

Exchange rate risk
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Maturity-gap risk

Credit risk

Operational risk

Due-From Nostro Accounts

nostro
vostro
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position

Examination Guidance for Foreign Exchange  

STRUCTURE AND SUPERVISION

Foreign Banking Organizations (FBOs) in the 
U.S.
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Branches and Agencies of Foreign Banks

national treatment

Edge and Agreement Corporations

banking investment

Representative and Commercial Lending Offices 

FBO Supervision and Examination Guidance
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home-host relationship

Insured Branches

R
O
C
A

Combined U.S. 
Operations Rating
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FBO Reporting Requirements

Parallel-Owned Banking Organization (PBO)

U.S. depository institution

Supervisory Control Definition  

control

foreign bank

persons

recognized financial group
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PBO versus Affiliate Relationships
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PBO versus Related Interests of Insiders 
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Demo Bank 
Intl 

Panama City, 
Panama 

Demo Bank  
do Brazil 
Brasilia, 
 Brazil 

Demo Bank 
Interandino 

Lima,  
Peru 

Demo Bank 
Intl 

Guayaquil, 
Ecuador 

Demo
Holdings 
Caracas, 

Venezuela

Demo Bank 
Venezuela 
Caracas, 

Venezuela 

Demo 
Finance Co. 

Caracas, 
Venezuela 

Demo Intl Bank 
Miami, FL, USA 

Demo Intl, C.A. 
Caracas, Venezuela 

Demo Bank 
Mexico City, Mexico 

Demo Family 

Business Structure of PBOs

Supervisory Risks
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U.S. Banking Activities Abroad 

Offshore U.S. Branches

shell

International Banking Facilities (IBF)
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LAWS AND REGULATIONS

Part 347-International Banking

Part 349-Retail Foreign Exchange 
Transactions 

rolling-spot

Dodd-Frank Act

systemically 
important financial institutions
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Regulation YY - Enhanced Prudential 
Standards

Capital Stress Tests

Increased Requirements

Regulation K - International Banking 
Operations

Joint Agency Statement on PBOs

USA PATRIOT Act
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Financial Crimes Enforcement Network
(FinCEN) and Office of Foreign Assets 
Control (OFAC)

Foreign Corrupt Practices Act
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GLOSSARY

Acceptance

acceptor
accepted

bank acceptance
trade 

acceptance

Account-dealing – 

Account Party

Ad Valorem according to value

American Depository Receipt (ADR) 

Advance Against Documents

After Sight

Agent Bank

Allocated Transfer-risk Reserve (ATRR) 

Anticipation

Amortizing Swap 

Arbitrage

Article IV 

Article IV Consultations –

At Sight

Authority to Pay 
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Authority to Purchase 

Baker Plan

Balance of Payments

Balance of Trade

Band

Bank for International Settlements (BIS) 

Basel Capital Accords

Basel Committee on Bank Supervision (BCBS) 

Beneficiary

Bid-ask Spread

Bid Price

Bid Rate

Bilateral Trade

Bill of Exchange

bill of exchange draft
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Bill of Lading

order bill of 
lading

straight bill of lading

Blocked Currency 

Blocked Exchange 

Brady Plan 

Break-even Exchange Rate 

Buyer’s Option Contract 

Buying Rates 

Capital Controls 

Capital Flight 

Central Bank Intervention

Certificate of Inspection

Certificate of Manufacture

Certificate of Origin

Chain 

chain

Charter Party

Clean Bill of Lading
apparent good 

order and condition

Clean Collection

Clean Draft

Clean Risk at Liquidation
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Clearinghouse

Clearinghouse Funds 

Closing a Commitment 

Combined Transport Document 

Commodity Credit Corporation – 

Consortium Banks

Consular Documents

Consular Invoice

Convertibility 

Core Principles for Effective Bank Supervision (also 
known as the Core Principles Methodology) 

Cost, Insurance, and Freight C.I.F.) 

Counterpart Funds 

Countertrade 

. 

Country Exposure 

Country Risk 

Cover

Covered Interest Arbitrage 

Crawling Peg System
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Credit Risk

Cross-border Exposure

Cross-currency Risk

Cross Rate

Current Account 

Customs Union 

Date Draft

Demand Draft
sight

presentation

Depth of the Market

Devaluation

Direct Quote

fixed certain

Dirty Float 

Discount

Documentary Credit

Documentary Draft

Documents

Documents Against Acceptance (D/A)

Documents Against Payment (D/P) 

Dollar Exchange Acceptance
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Domicile

Draft

Drawee

Drawer

Eligible Acceptance 

Embargo 

Eurobank 

Eurobond 

Eurocurrency

Eurodollars 

Eurodollar Bond

European Central Bank (ECB) 

Exchange Contracts

Exchange Control or Restrictions

Exchange Control Risk

Exchange Rates

Exchange Reserves

Exchange Risk

Export Credit Insurance

Export-Import Bank of the U.S. (Ex-Im Bank)
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Export Management Company

Export Trading Company (ETC) 

External Debt

Financial Stability Board – 

Fixed Exchange Rate System

Fixed Rate of Exchange

Flexible Rate of Exchange

Floating Exchange Rate System 

Floating Rate

Force Majeure

Foreign Bonds

Foreign Deposits 

Foreign Draft 

Foreign Exchange

Foreign Exchange Rationing

Foreign Exchange Reserves

Foreign Exchange Risk

Foreign Investment Advisory Service (FIAS)

Foreign Trade Zone

free trade zone

Forward Book
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Forward Exchange

Forward Exchange Position

Forward Exchange Risk

Forward-Forward Dealing

Forward Premium

at a forward premium

Forward Purchase

Forward Rates

Free Alongside Ship (F.A.S.) 

Free On Board (F.O.B.) (destination) 

Free On Board (F.O.B.) (vessel) 

Free Port 

Free Trade Area 

foreign trade zone

Future (or Forward) Exchange Contract

G-7 (Group of Seven) 

G-10 Countries 

Global Bond 

Global Line 

Guidance Line

Hawalas 

Heavily Indebted Poor Countries (HIPCs) 
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Interagency Country Exposure Review Committee 
(ICERC) 

International Banking Act of 1978 (IBA) 

International Banking Facility 

International Monetary Fund (IMF) 

International Money Market of the Chicago Mercantile 
Exchange (IMM) 

Intervention

Intra-country Foreign Currency Position

Intra-day Position

daylight

Latin American Integration Association LAIA) 

Letters of Credit-Advised 

Letters of Credit (Back-to-Back) 
backing

backed

Letter of Credit (Cash) 

Letter of Credit (Commercial) 
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Letter of Credit (Confirmed) 

Letter of Credit (Deferred Payment) 

Letter of Credit (Export) 

Letter of Credit (Green Clause) 

Letter of Credit (Guarantee) 

Customer Liability – Drafts 
Paid under Guaranteed L/C

Letter of Credit (Import) 

Letter of Credit (Irrevocable) 

Letter of Credit Negotiation) 

Letter of Credit (Nontransferable) 

Letter of Credit (Red Clause) 

Letter of Credit (Reimbursement) 

Letter of Credit (Revocable) 

Letter of Credit Revolving) 

Letter of Credit (Standby) 

Letter of Credit (Straight) 

Letter of Credit (Telegraphic Transfer Clause) 

Letter of Credit (Transferable) 
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Letter of Credit (Traveler’s) 

Letter of Credit (Usance) 

Local Currency Exposure

Lock-up

London Interbank Offered Rate (LIBOR)

London International Financial Futures Exchange 
(LIFFE)

Long Position

Loro Accounts

Maquiladoras

Marine Insurance

Matched 

Maturity Date

Mercosur

4 plus 1

Political Mercosur

Multi-currency Line

Multilateral Exchange Contract

Nationalization 

Net Accessible Interest Differential
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Net Exchange Position

Net Position

long
short

Netting Arrangement

Non-tariff Trade Barriers 

North American Free Trade Agreement (NAFTA) – 

Nostro Accounts

due from foreign bank - demand accounts our balances 
with them due from balances

Ocean Bill of Lading

Odd Dates

Offer Rate

Official Rate

Offshore Branch

Offshore Dollars

Open Contracts

Open Market Operations

Open Position Limit

Order Bill of Lading

Order Notify Bill of Lading

Organization for Economic Cooperation and 
Development (OECD) 
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Outright

Outright Forward Rate 

Override Limit

Parallel Banking Organizations – 

Parity 

Parity Grid 

Par Value 

Payable Through Accounts 

Placement Memorandum 

Political Risk

Position

Position Book 

Position Limits

Premium

Price Quotation System

Privatization 

Quota

Rate Risk

Reciprocal Rate

Representative Office
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Reserve Account

Reserve Currency 

Revaluation 

Rollover

Sanctions 

Seller’s Option Contract

Shell Branch Offshore Branch

Short Position 

Sight Draft 
days of 

grace

Society for Worldwide Interbank Financial 
Telecommunications (SWIFT) 

Soft Currency 

Soft Loans 

Sole of Exchange 

Sovereign Risk 

Space Arbitrage 

Special Drawing Rights

basket

Spot Contract

Spot Exchange (or Spot Currency)

Spot Transaction

Spread

Square Exchange Position

Sterilization

Stale Bill of Lading
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Straight Bill of Lading

Swap

Swap Arrangement (Reciprocal) 

Swap Cost or Profit

Swap and Deposit 

Swap Position 

Swap Rate 

Swap Swap 

Swaption 

Telegraphic Transfer (TT) Rate 

Telex

Terms of Trade

Test Key 

Third Country Bills

Through Bill of Lading

Tied Loan 

Time Draft

Tomorrow Next

Tradable Amount

Trade Acceptance

Trade Accounts

Trader’s Ticket or Dealer’s Slip
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Trading Position Worksheet

Tranche

Transfer Risk 

Trust Receipt

Two-way Quotation 

Two-way Rate 

Unclean Bill of Lading

Undervalued 

undervalued

Uniform Customs and Practices for Documentary 
Credits 

Unmatched

Usance

Value Date

Value-impaired 

Value Today

Value Tomorrow

Volume Quotation System

Vostro Account

Warehouse Receipt

bearer

Within-line Facility
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World Bank 

Yankee Bond
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APPLICATIONS Section 12.1 

APPLICATIONS FOR DEPOSIT  
INSURANCE 

Introduction 

Rights of Applicants 

Obligations of the FDIC 

Examiner's Responsibility

DSC Risk Management Manual of Examination Policies 12.1-1 Applications (2-02) 
Federal Deposit Insurance Corporation 

Page 1221 of 1882



APPLICATIONS Section 12.1 

Statutory Factors, Proposed or Newly 
Organized Institutions 

Financial History and Condition

Applications (2-02) 12.1-2 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

Adequacy of the Capital Structure

DSC Risk Management Manual of Examination Policies 12.1-3 Applications (2-02) 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

Future Earnings Prospects

General Character of the Management

Applications (2-02) 12.1-4 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

DSC Risk Management Manual of Examination Policies 12.1-5 Applications (2-02) 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

Applications (2-02) 12.1-6 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

Risk Presented to the Insurance Fund

DSC Risk Management Manual of Examination Policies 12.1-7 Applications (2-02) 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

Convenience and Needs of the Community to be Served

Applications (2-02) 12.1-8 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

Consistency of Corporate Powers

Miscellaneous

Statutory Factors, Existing Institutions

DSC Risk Management Manual of Examination Policies 12.1-9 Applications (2-02) 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

Financial History and Condition

Adequacy of the Capital Structure

Future Earnings Prospects

Applications (2-02) 12.1-10 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

General Character of Management

Risk Presented to the Insurance Fund

Convenience and Needs of the Community

Consistency of Corporate Powers

Miscellaneous

Deposit Insurance Applications from Proposed Publicly 
Owned Depository Institutions 

DSC Risk Management Manual of Examination Policies 12.1-11 Applications (2-02) 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

APPLICATIONS TO ESTABLISH A 
BRANCH OR TO MOVE MAIN OFFICE 
OR BRANCH 

Provisions of Law 

Filing Procedures for Branch Applications 

Expedited processing

Interstate Banking Branch Applications 

Other Considerations for Branch Applications 

APPLICATIONS FOR CONSENT TO 
EXERCISE TRUST POWERS 

Introduction 

Applications (2-02) 12.1-12 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

DSC Risk Management Manual of Examination Policies 12.1-13 Applications (2-02) 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

Applications (2-02) 12.1-14 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

CHANGE IN BANK CONTROL ACT 

Introduction 

Provisions of Law 

Procedures 

DSC Risk Management Manual of Examination Policies 12.1-15 Applications (2-02) 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

Applications (2-02) 12.1-16 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

APPLICATIONS FOR RETIREMENT 
OF CAPITAL 

Introduction 

DSC Risk Management Manual of Examination Policies 12.1-17 Applications (2-02) 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

Capital Notes and Debentures 

APPLICATIONS FOR MERGERS 

Introduction 

Provisions of Law 

Applications (2-02) 12.1-18 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

Statement of Policy - Bank Merger 
Transactions

Procedures 

DSC Risk Management Manual of Examination Policies 12.1-19 Applications (2-02) 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

APPLICATIONS BY 
UNDERCAPITALIZED DEPOSITORY  
INSTITUTIONS FOR A WAIVER TO 
ACCEPT, RENEW OR ROLLOVER 
BROKERED DEPOSITS 

Provisions of Law 

Procedures 

Applications (2-02) 12.1-20 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

POLICY STATEMENT ON 
ENCOURAGEMENT AND 
PRESERVATION OF MINORITY 
OWNERSHIP OF FINANCIAL 
INSTITUTIONS

Introduction 

Statutory Requirements 

Discussion

DSC Risk Management Manual of Examination Policies 12.1-21 Applications (2-02) 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

Procedures and Related Matters 

Applications

Operating Institutions in Need of Assistance

Request for Financial Assistance

Failing Banks

APPLICATIONS PURSUANT TO 
SECTION 19 OF THE FDI ACT – CRIMES  
INVOLVING DISHONESTY OR BREACH 

OF TRUST OR MONEY LAUNDERING, 
OR PRETRIAL DIVERSION PROGRAMS 
FOR SUCH OFFENSES 

Provisions of Law 

Examiner Responsibilities 

Applications (2-02) 12.1-22 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

APPLICATIONS PURSUANT TO PART 362 
OF THE FDIC’s RULES AND 
REGULATIONS – ACTIVITIES AND 
INVESTMENTS OF INSURED 
DEPOSITORY INSTITUIONS 

OTHER APPLICATIONS 

Subpart F of Part 303 – Change of Director or Senior 
Executive Officer 

Subpart I – Mutual-to-Stock Conversions 

DSC Risk Management Manual of Examination Policies 12.1-23 Applications (2-02) 
Federal Deposit Insurance Corporation 
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APPLICATIONS Section 12.1 

Other Filings 

Formal and Informal Action Procedures Manual

Case Managers Procedures Manual

Applications (2-02) 12.1-24 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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INTRODUCTION

MEMORANDUMS OF UNDERSTANDING

Memorandum Considerations 

Issuing Memorandums

Monitoring Compliance with Memorandums
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Terminating Memorandums 

SECTION 39

Note:

References:  
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CIVIL MONEY PENALTIES Section 14.1 

INTRODUCTION 

VIOLATIONS 

ASSESSMENT OF CIVIL MONEY 
PENALTIES 

DSC Risk Management Manual of Examination Policies 14.1-1 Civil Money Penalties (2-00) 
Federal Deposit Insurance Corporation 
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CIVIL MONEY PENALTIES Section 14.1 

Penalties

Civil Money Penalties (2-00) 14.1-2 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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CIVIL MONEY PENALTIES Section 14.1 

EXAMINATION PROCEDURES 

DSC Risk Management Manual of Examination Policies 14.1-3 Civil Money Penalties (2-00) 
Federal Deposit Insurance Corporation 
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CIVIL MONEY PENALTIES Section 14.1 

OTHER CONSIDERATIONS 

Civil Money Penalties (2-00) 14.1-4 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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CIVIL MONEY PENALTIES Section 14.1 

GUIDELINES FOR USING THE CMP 
MATRIX 

DSC Risk Management Manual of Examination Policies 14.1-5 Civil Money Penalties (2-00) 
Federal Deposit Insurance Corporation 
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CIVIL MONEY PENALTIES Section 14.1 

Formal and Informal Action Procedures 
Manual

Case Managers Procedures Manual

Civil Money Penalties (2-00) 14.1-6 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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CMP Matrix 

0 1 2 3 4 WGT. POINTS

Intent 

Pecuniary Gain or 
Other Benefit to 
Institution Affiliated 
Party (IAP) or Related 
Interest 

Previous 
Administrative Action 
or Criticism 

History 

Loss or Risk of Loss to 
Bank 

Number of Violations 
at Issue 

Duration of Violations 
Prior to Notification 

Continuation after 
Notification 

Concealment 

Impact Other Than 
Loss

Loss or Harm to 
Securities Holders or 
Consumers 

Subtotal 1

Restitution 

Good Faith 

Full Cooperation 

Subtotal 2
Total  
(subtract 2 from 1) 
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CMP MATRIX (Continued)
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INTRODUCTION

Authorizations 

Ratings 

Note
unsafe unsound

EXAMINATION CONSIDERATIONS
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Evidence Required

Note:

Recommendations for Action 
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Reviewing Compliance with an Order

SECTION 8 – FDI ACT

Practices Deemed Unsafe or Unsound
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Actions Deemed Unsafe or Unsound

Lack of Action Deemed Unsafe or Unsound

Conditions Considered Unsafe or Unsound

TERMINATION OF INSURANCE

Section 8(a) 

Note written 
agreement
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Notice of Intention to Terminate Insured 
Status, Findings, and Order Setting Hearing

CEASE AND DESIST ORDERS

Section 8(b)

Types of Section 8(b) Orders

Cease and Desist Order

Consent Order

cease and 
desist

Personal 8(b) Orders  
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Section 8(c) - Temporary Cease and Desist 
Orders 

Notice of Charges
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REMOVAL AND PROHIBITION 
PROCEDURES

Section 8(e) - Removal and Prohibition

Misconduct

Effect of the Misconduct

Culpability

Section 8(g) - Suspension, Removal, and
Prohibition

IAP Charged with a Felony  
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IAP Convicted of a Felony

ENFORCEMENT ACTIONS 

Section 8(t) - Authority to Take Enforcement 
Action
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ANTI-MONEY LAUNDERING 

Section 8(s) - Recordkeeping and Reporting

Section 8(w) - Terminating Insurance

INADEQUATELY CAPITALIZED 
INSTITUTIONS  

Section 38 - Prompt Corrective Actions 

Reclassifying a Capital Category
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Issuing Supervisory PCA Directive

Dismissing a Director or Senior Executive Officer

Part 325 - Section 8 Powers

Unsafe or Unsound Practice

Exception

Page 1266 of 1882



Unsafe or Unsound Condition

Exception

Part 325 - Capital Directives

SAFETY AND SOUNDNESS ORDERS
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References:
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GENERAL INSTRUCTIONS

References

Reminder:

Report Comments, Supervisory Recommendations, and Matters Requiring Board 
Attention
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Writing Report Comments and Supervisory Recommendations

Consolidated and Institution-Only Schedules
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Report Dates

Page Order and Numbering
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Supplemental Pages

Rounding

Numbers/Dollar Amounts -

Example:

Ratios

Abbreviations 

Note:

Writing Style and Grammar
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Examples:
Correct:

Or

Incorrect:
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INVENTORY OF REPORT PAGES

Report of Examination Page Order 
Items in bold font indicates a mandatory schedule or a schedule that is mandatory when applicable.

Page Section Mandatory
Cover Open Yes
Table of Contents Open Yes
Matters Requiring Board Attention (MRBA) Open Yes, when applicable
Examination Conclusions and Comments (ECC) Open Yes
Compliance with Enforcement Actions Open Yes, when applicable

Violations of Laws and Regulations Open Yes, when applicable
Information Technology and Operations Risk 
Assessment (ITA)  

Open Yes

Examination Data and Ratios (EDR) Open Yes

Concentrations Open Yes, when applicable

Composite Rating Definitions Open Yes
Signatures of Directors/Trustees Open Yes
Officer’s Questionnaire Open Yes*
Confidential – Supervisory Section Confidential Yes
Directors/Trustees and Officers Confidential Yes* 

Page must be completed at each examination (to collect data), but inclusion in ROEs is optional.

International Report Page Order
Page Section Mandatory
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MATTERS REQUIRING BOARD ATTENTION (MRBA)

Purpose

When To Include This Schedule

Comment Structure
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EXAMINATION CONCLUSIONS AND COMMENTS (ECC)

Purpose

Content

Comment Structure

Page Structure

Numerical Ratings
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Overall Condition, and Risk Profile Summary

Compliance with Enforcement Actions

 - 
. 
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CAMELS Components

Violations of Law

Disposition of Assets Classified Loss

Specialty Examinations
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Bank Secrecy Act (BSA)

Meetings with Management and the Board of Directors
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Board of Directors Reminder

Examiner’s Signature and Reviewing Official’s Signature and Title
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COMPLIANCE WITH ENFORCEMENT ACTIONS

Purpose

Formal enforcement actions

Informal enforcement actions

When To Include This Schedule

Formal Action 

Informal Action

Prompt Corrective Actions

Continuing Conditions
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Page Structure
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RISK MANAGEMENT ASSESSMENT

Purpose

When To Include This Schedule

General

Risk Management Questions
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1)

2)

3)
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4)

5)

6)
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VIOLATIONS OF LAWS AND REGULATIONS

Purpose

General

Formatting Write-ups
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Legal Lending Limit Violations 

Uncorrectable Vs. Repeat Violations 

Civil Money Penalties

Nonconformance with Guidelines Incorporated into Regulations

Nonconformance with Guidelines Incorporated into Regulations
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INFORMATION TECHNOLOGY AND OPERATIONS RISK ASSESSMENT (ITA)

Purpose

Page Structure and Order

Numerical Ratings

Supporting Comments
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FIDUCIARY ACTIVITIES ASSESSMENT (FAA)

Purpose

When to Include

Page Structure and Order

Numerical Ratings

Supporting Comments
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EXAMINATION DATA AND RATIOS (EDR)

Purpose

Summary of Items Subject To Adverse Classification 

Contingent Liabilities

Financial Performance and Condition Ratios 

Note:

Selection of Ratios

Note:
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COMPARATIVE STATEMENTS OF FINANCIAL CONDITION

Purpose

General

Securities Purchased Under Agreements to Resell Held-to-Maturity

Securities: Available-for-Sale (AFS) (at Fair Value) - 

Equity securities with readily determinable fair values not held for trading - 

Dates

Assets, Liabilities, and Equity Capital

Derivatives and Off-Balance Sheet Items
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Footnotes
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LOAN AND LEASE FINANCING RECEIVABLES

Purpose

General

Loan Portfolio Breakdown 

Past-due And Nonaccrual Loans And Leases
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Restructured Loans and Leases

References:

Footnote 
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RECAPITULATION OF SECURITIES

Purpose

General

Sub-investment Quality/Investment Quality

Fair Value And Estimated Fair Value

Asset-backed Securities

References:

Page 1300 of 1882



ITEMS SUBJECT TO ADVERSE CLASSIFICATION

Purpose

General

Asset Classification Write-Ups

Report Presentation

General
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Loan Write-ups

Identification 

Description

Collateral

Financial Data

Summarization of the Problem

Management's Intentions

Responsibility

o
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o
o
o

Miscellaneous
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ITEMS LISTED FOR SPECIAL MENTION

Purpose

General

Write-Ups
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ANALYSIS OF LOANS SUBJECT TO ADVERSE CLASSIFICATION

Purpose

When To Complete 

General

Additional Line Items

Payments vs. Recoveries 
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Further Advances - Loans Not Adversely Classified Previously 

Further Advances - Loans Adversely Classified Previously 

Credits Newly Extended

Note:
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ANALYSIS OF OTHER REAL ESTATE SUBJECT TO ADVERSE CLASSIFICATION

Purpose

When To Complete 

General

Additional Line Items
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Note

Charged-off 

Not Adversely Classified Previously

ORE From Credits Newly Extended

Note:
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ASSETS WITH CREDIT DATA OR COLLATERAL DOCUMENTATION 
EXCEPTIONS

Purpose

When To Include

.

General
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CONCENTRATIONS

Purpose

specific

Overall

When to Include

listing

concentration written analysis

not

Concentration Categories Requiring Listing
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1)

-
-
-
-

2)

-
-
-
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-
3)

Concentration Categories Requiring Written Analysis of Risk Management 

Written Analysis Instructions
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Treatment of Select Concentration Types

Page 1313 of 1882



Page 1314 of 1882



Page 1315 of 1882



Page 1316 of 1882



CAPITAL CALCULATIONS

Purpose

General

Community 
Bank Leverage Ratio Framework

Computation of Common Equity Tier 1 Capital 

Less: Held-for-Investment Loans and Leases Classified Loss
Less: Assets Other than Held-for-Investment Loans and Leases Classified 

Loss

Note:  
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Assets Other Than Held-for-Investment Loans and Leases Classified Loss

Computation of Additional Tier 1 Capital 

Computation of Tier 2 Capital 

Allowance for Loan and Lease Losses (ALLL) 

Allowance for Loan & Lease Losses,

Less: Held-for-Investment 
Loans and Leases Classified Loss

Add: Additional Provision Transferred from Common Equity Tier 1 Capital.
Adjusted Allowance for Loan and Lease Losses.

Less:  Held-for-Investment 
Loans and Leases Classified Loss Less:  Assets Other than Held-for-
Investment Loans and Leases Classified Loss

Adjusted Allowance for Loan and 
Lease Losses, Less: Excess Allowance for Loan and Lease Losses (If 
Applicable).

Capital Calculations for Institutions that have adopted CECL 
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Examination Adjusted AACL,
Less: Excess Adjusted Allowance for Credit Losses (If Applicable).

Deductions for Loss Classifications and Insufficient ALLL (or ACL, as applicable)

Method

Other Adjustments to and Deductions from 
Common Equity Tier 1 Capital.  
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Capital Treatment of Other Real Estate (ORE) Allowances

cost

cost

Risk-Weighted Assets

Less: Risk-Weighted Asset Amounts Deducted from Capital
Other 

Adjustments to and Deductions from Common Equity Tier 1 Capital

Average Total Assets 

Average Total Assets Average Total Assets for the Leverage Ratio.  Note:  
Other Adjustments to and Deductions from Common Equity Tier 1 Capital

Average Total Assets

Memoranda Items 
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Contingent Liabilities

Advanced Approaches Institutions

References:  
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ANALYSIS OF EARNINGS

Purpose

Selection of Financial Periods

Comparative Statement of Income

Comparative Statements of Income and Changes in Equity Capital Accounts RI 
- Income Statement Income Statement

Reconcilement of Allowance for Loan and Lease Losses (ALLL), or the Allowance for 
Credit Losses (ACL), as applicable.
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Other Component Ratios and Trends
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COMPARATIVE STATEMENTS OF INCOME AND CHANGES IN EQUITY CAPITAL 
ACCOUNTS

Purpose

General

Footnotes 
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RELATIONSHIPS WITH AFFILIATES AND HOLDING COMPANIES

Purpose

General

Holding Company Ratios and Trends

Extensions of Credit to Affiliated Organizations Schedule
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Comments

References:

Page 1326 of 1882



EXTENSIONS OF CREDIT TO DIRECTORS, OFFICERS, PRINCIPAL 
SHAREHOLDERS, AND THEIR RELATED INTERESTS 

Purpose

When to Include 

General

Definition of Terms

List of Insider Credits

Duplications With Extensions of Credit to Affiliates

References:  
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COMPOSITE RATING DEFINITIONS

Purpose

General

References:  
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SIGNATURES OF DIRECTORS/TRUSTEES

Purpose

General
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OFFICER'S QUESTIONNAIRE

Purpose

General
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Question 1

The purpose of the question is to:

Question 2

The purpose of the question is to:

References:
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Question 3

The purpose of the question is to:

References:

Question 4

The purpose of the question is to:

Reference:
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Question 5

The purpose of the question is to:

References:

Question 6

The purpose of the question is to:

Reference

Question 7

The purpose of the question is to:
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Question 8

The purpose of the question is to:

References: 

Question 9

The purpose of the question is to:

Reference: 
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Question 10

The purpose of the question is to: 

Question 11 

The purpose of the question is to: 

References:

Question 12 

The purpose of the question is to: 

References:
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Question 13 

The purpose of the question is to: 

Reference

Question 14

The purpose of the question is to: 

References:

Question 15
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The purpose of the question is to: 

References:   
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CONFIDENTIAL – SUPERVISORY SECTION

Purpose

Mandatory Comments

References:

– 
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Optional Comments

Express Determination Letters – 

Recommendations for Administrative Actions
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DIRECTORS/TRUSTEES AND OFFICERS 

Purpose

General

Other

Net Worth

Attendance at Board Meetings

Parent Company Ownership

Salary and Bonus

Home Addresses of Directors

Memoranda
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APPENDIX A – ABBREVIATIONS
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APPENDIX B – GRAMMAR AND PUNCTUATION GUIDE

The general rules and standards contained in this appendix are applicable only to the Report of Examination.  The 
rules and standards cover matters commonly encountered in Report comments and are intended to promote 
consistency.  The general rules are not a substitute for writing and grammar guides.  Refer to those resources for 
formal guidance.

HYPHENATION - ADJECTIVES:

General Rule:

HYPHENATION - PREFIXES:

General Rule:

HYPHENATION - COMPOUND VERBS:

General Rule:

HYPHENATION - COMPOUND NOUNS:

General Rule:

Report Standards:
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HYPHENATION - SUSPENDING HYPHEN:

General Rule:

HYPHENATION - ADVERBS:

General Rule:

CAPITALIZATION:

General Rule:

Report Standards:
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DATES:

Report Standard:

Examples:

NUMBERS:

General Rule:

Examples:

SPELLING:

Report Standards:
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INTERNATIONAL REPORT PAGES  

GENERAL INSTRUCTIONS

Purpose

When to Include

General

Note:
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INTERNATIONAL REPORT PAGE

TRANSFER RISKS SUBJECT TO CLASSIFICATION

Purpose

When to Include

General
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Note: Manual adjustments to automated 
examination tools may be necessary to net the ATRR from the amount extended for adverse classification.

short-term credit trade credit
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Allocated Transfer Risk Reserve
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INTERNATIONAL REPORT PAGE

ANALYSIS OF THE COUNTRY EXPOSURE MANAGEMENT SYSTEM

Purpose

When to Include

General
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INTERNATIONAL REPORT PAGE

SELECTED CONCENTRATIONS OF COUNTRY EXPOSURES

Purpose

When to Include

General
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INTERNATIONAL REPORT PAGE

PARALLEL-OWNED BANKING ORGANIZATIONS

Purpose

When to Include  

General

Bank And/Or Bank Holding Company Information 
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Stock Ownership

U.S. Name Foreign Name
.

Beneficial Owner

Factors Considered

Summarize The Examination’s Findings

Confidential Information 
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INTERNATIONAL WORKPAPERS

optional
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INTERNATIONAL WORKPAPER

INTERNATIONAL LOANS, ACCEPTANCES, AND LETTERS OF CREDIT-
DISTRIBUTION

comfort letters letters of 
awareness intent guaranteed

Loans:

Mortgage loans

Loans to commercial, 
industrial, and agricultural interests

Other Loans (Describe)

Other:

Syndication and consortium financing

Other (Describe)
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INTERNATIONAL WORKPAPER

INTERNATIONAL LOANS, ACCEPTANCES, AND LETTERS OF CREDIT-
QUESTIONNAIRE
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INTERNATIONAL WORKPAPER

EUROCURRENCY OPERATIONS
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INTERNATIONAL WORKPAPER

FOREIGN EXCHANGE ACTIVITIES
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INTERNATIONAL WORKPAPER

POSITION ANALYSIS - MAJOR CURRENCY POSITIONS

Position Analysis 

holdover items

Major Currency Position

Do not revalue these accounts at current exchange 
rates.
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INTERNATIONAL WORKPAPER

POSITION ANALYSIS - OTHER CURRENCIES

Position Analysis 

holdover items

Other Currencies

QUESTIONS 1a. and 1b. 
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INTERNATIONAL WORKPAPER

MATURITY DISTRIBUTION (GAP) ANALYSIS

various
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INTERNATIONAL WORKPAPER

REVALUATION AND INCOME/LOSS ANALYSIS
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Question 3 - Significance Of Profit Or Loss
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INTERNATIONAL WORKPAPER

INCOME/LOSS SCHEDULE

Page 1366 of 1882



INTERNATIONAL WORKPAPER

POLICIES AND PROCEDURES
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INTERNATIONAL WORKPAPER

AUDIT AND INTERNAL CONTROLS-AUDIT

Reference:
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INTERNATIONAL WORKPAPER

AUDIT AND INTERNAL CONTROLS-INTERNAL CONTROLS

Reference:
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INTERNATIONAL WORKPAPER

PRE-EXAMINATION QUESTIONNAIRE
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The Bank of Anytown illustrates the application of ROE instructions when presenting examination findings.  The Bank of Anytown
does not cover all possible examination circumstances and should not be used as boilerplate language.  The Bank of Anytown is not 
intended to inhibit examiner judgment in situations that require other presentation methods due to unique situations.

BANK OF ANYTOWN
ANYTOWN ANYCOUNTY ANYSTATE
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MEMORANDUM OF UNDERSTANDING 

ALLOWANCE FOR LOAN AND LEASE LOSSES 

INTERAGENCY GUIDELINES ESTABLISHING SAFETY AND SOUNDNESS STANDARDS -  
APPENDIX A OF PART 364 OF THE FDIC RULES AND REGULATIONS
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STRATEGIC PLANNING

SUMMARY
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Current Exam Prior Exam Prior Exam

Composite Rating 3 3 3 

Component Ratings:

Capital 3 2 2 
Asset Quality 4 4 3 
Management 3 3 3 

Earnings 4 4 3 
Liquidity 2 2 2 

Sensitivity to Market Risk 2 2 2 

Information  Technology 2 1 2 
Trust 2 2 2 

Compliance1 2 
Community Reinvestment Act1 S 

SUMMARY
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MEMORANDUM OF UNDERSTANDING

ASSET QUALITY - 4 

Loans 

Loan Review and Internal Grading System 
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Allowance for Loan and Lease Losses  

Credit Underwriting and Administration

Credit Analysis on Participations Purchased

Financial Statements (FSs) 

Inspections and Lien Waivers

Rent Rolls
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Lien Perfection

Other Real Estate (ORE)

Concentrations

Disposition of Assets Classified Loss

EARNINGS - 4 
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MANAGEMENT - 3 

Board Supervision
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Apparent Violations of Laws and Regulations 

Strategic Planning

Audit and Internal Control
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Reports of Condition and Income (Call Report)

Bank Secrecy Act (BSA)

Office of Foreign Assets Control (OFAC)

CAPITAL - 3 
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LIQUIDITY - 2 

SENSITIVITY TO MARKET RISK - 2 

TRUST - 2 
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INFORMATION TECHNOLOGY - 2 

MEETING WITH THE DIRECTORATE
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DIRECTORATE RESPONSIBILITY

Sandra E. Smart Dale K. Watson, Assistant Regional Director
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2(b). The bank shall maintain an Allowance for Loan and Lease Losses at an appropriate level.

3(a). The bank shall maintain a Leverage Capital ratio equal to or greater than 7 percent.

3(d). The bank shall maintain a Total Capital ratio equal to or greater than 10 percent. 

4. The bank shall file accurate Call Reports.

5. The bank shall not extend or renew, directly or indirectly, credit to, or for the benefit of, any 
borrower who has a loan or other extension of credit with the bank that has been charged off 
or classified, in whole or in part, Loss, Doubtful, or Substandard, unless rationale for the 
extension is noted in the official Board minutes and the appropriate credit file.

6. The bank shall not declare or pay any dividends without the written consent of the FDIC.
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1. Are risk management processes adequate in relation to economic conditions and asset concentration
levels?

2. Are risk management policies and practices for the credit function adequate?

Participation Loans

Construction Loans
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3. Are risk management policies and practices for asset/liability management and the investment 
function adequate?

4. Are risk management processes adequate in relation to, and consistent with, the institution’s 
business plan, competitive conditions, and proposed new activities or products?

5. Are internal controls, audit procedures, and compliance with laws and regulations adequate 
(includes compliance with the Bank Secrecy Act [BSA] and related regulations)?

Internal Controls

Page 1387 of 1882



Vacation Policy

Reconcilement of Correspondent Bank Accounts

6. Is Board supervision adequate, and are controls over insider transactions, conflicts of interest, and 
parent/affiliate relationships acceptable?

Page 1388 of 1882



APPARENT VIOLATIONS OF LAWS AND REGULATIONS 

BANK SECRECY ACT

REGULATION O

Borrower Date of Note Original Amount

LEGAL LENDING LIMIT
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NONCONFORMANCE WITH GUIDELINES INCORPORATED INTO REGULATIONS

INTERAGENCY GUIDELINES ESTABLISHING STANDARDS FOR SAFETY AND SOUNDNESS
APPENDIX A TO PART 364 OF THE FDIC’s RULES AND REGULATIONS (APPENDIX A)

A. Internal controls and information systems.  

B. Internal audit system.  

C Loan documentation.  
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D. Credit underwriting.  

G Asset quality.  
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Uniform Rating System for Information Technology 
Current Exam Prior Exam Prior Exam

Composite Rating 2 1 2
Component Ratings:

Audit 2
Management 2

Development & Acquisition 2
Support & Delivery 2

Audit - 2 

Management - 2 
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Development and Acquisition - 2 

Support and Delivery - 2 
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ASSETS

Total Earning Assets 69,647 68,890

TOTAL ASSETS 80,604 78,207

LIABILITIES

Total Liabilities 74,414 72,180

EQUITY CAPITAL

Includes net unrealized holding gains (losses) on available-for-sale securities.

Total Bank Equity Capital 6,190 6,027

Total Equity Capital 6,190 6,027
TOTAL LIABILITIES AND EQUITY CAPITAL 80,604 78,207

DERIVATIVES AND OFF-BALANCE SHEET ITEMS

Footnotes:
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Date:     
Category:

PAST DUE AND NONACCRUAL LOANS AND LEASES                                                   

Date:     

Category  

Memorandum

Footnotes:
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Footnotes:
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These sample write-ups do not reflect required or preferred formats, but simply illustrate various ways to present 
the required analytical elements.  

LOANS
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SECURITIES
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OTHER REAL ESTATE OWNED

OTHER ASSETS

CONTINGENT LIABILITIES
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LOANS
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DESCRIPTION SUBSTANDARD DOUBTFUL LOSS TOTAL

Book Value at Last Examination: 09/30/20x5

Reductions:

TOTAL REDUCTIONS

Additions:

TOTAL ADDITIONS

Book Value at This Examination: 06/30/20x6
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DESCRIPTION SUBSTANDARD DOUBTFUL LOSS TOTAL

Book Value at Last Examination: 09/30/20x5

Reductions:

TOTAL REDUCTIONS

Additions:

TOTAL ADDITIONS

Book Value at This Examination: 06/30/20x6
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COMMON EQUITY TIER 1 CAPITAL (CET1) 

Subtotal: Common Equity Tier 1 Capital Before Adjustments and Deductions

Adjustments and Deductions to CET1
Less

Subtotal: Adjustments and Deductions to CET1

Less

Subtotal: Other Adjustments and Deductions to CET1
Common Equity Tier 1 Capital

ADDITIONAL TIER 1 CAPITAL

Subtotal: Additional Tier 1 Capital before Deductions
Less

Additional Tier 1 Capital

Tier 1 Capital
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TIER 2 CAPITAL

Less
Add

Less

Less

RISK-WEIGHTED ASSETS AND AVERAGE TOTAL ASSETS CALCULATIONS

Less
Less
Less

Total Risk-Weighted Assets

Less
Average Total Assets for the Leverage Ratio

MEMORANDA

Footnotes:
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Comparative Statement of Income

Net Interest Income

Net Operating Income (Pre-Tax)

Net Operating Income (After-Tax)

Net Income

Includes changes in the net unrealized holding gains (losses) on Available-For-
Sale Securities

Net Change in Equity Accounts

Reconcilement of Allowance for Loan and Lease Losses

Other Component Ratios and Trends

Ratio

Footnotes:
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Footnotes:
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HOLDING COMPANY RATIOS AND TRENDS

EXTENSIONS OF CREDIT TO AFFILIATED ORGANIZATIONS

Comments:

HOLDING COMPANY

SUBSIDIARY

OTHER AFFILIATES
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Description Total

GROUP A
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Composite 3

Composite 2

Composite 2

Composite 2
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Satisfactory

http://www.fdic.gov/regulations/examinations/ratings/index.html
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Signatures of Directors/Trustees       Date

Page 1417 of 1882



CONTROL AND RELATIONSHIPS

DIRECTOR INVOLVEMENT

DOMINANT MANAGEMENT

EXAMINATION SCOPE

Construction Lending

BSA Review

Call Report Review

SUGGESTIONS FOR FUTURE EXAMINATIONS
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DIRECTORS/TRUSTEES

Address

Address

Address

Address

Address

Address

Address

Address

OFFICERS, NOT DIRECTORS/TRUSTEES
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PRINCIPAL SHAREHOLDERS, NOT DIRECTORS/TRUSTEES OR OFFICERS
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BANK OF ANYTOWN
ANYTOWN ANY COUNTY ANYSTATE
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INTERNATIONAL REPORT PAGES
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Transfer Risks Subject to Classification
Description Detail Not Rated Substandard Value Impaired Loss

Anycountry
November 13, 2015

Insert the actual transfer risk write-up provided by the Interagency Country Exposure Review Committee.  Adjust the comments if more 
severe adverse classifications (based on credit risk) are scheduled in the ROE.
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Analysis of the Country Exposure Management System
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Selected Concentrations of Country Exposure
Description Detail Amount Extended

Refer to specific guidance for completing this page contained in the Report of Examination Instructions section of the Manual.
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Parallel-Owned Banking Organization (PBO) 
DISCLAIMER: This information is provided to illustrate a relatively complex PBO.  It does not correspond to other 
ownership/control information provided in the Bank of Anytown. 

List the following information for the bank(s) and/or bank holding company(s) in the PBO.

1

1

2

3

Detail the stock owned by the beneficial owner(s) whose direct/indirect control forms the nexus of the PBO.

U.S. Name:  Demo International Bank
Number
of Shares

Percent
Owned

Type of
Control

Foreign Name:  Demo International, C.A.
Number
of Shares

Percent
Owned

Type of 
Control1

Foreign Name:   Demo Bank (Mexico)
Number
of Shares

Percent
Owned

Type of 
Control1
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Discuss the factor(s) or combination of attributes (besides or in addition to common stock ownership) that was considered in 
determining whether a PBO relationship exists.  Consider whether an individual or a group of individuals (e.g., family members, 
business partners, or any other group) acting together (directly or indirectly): 

1) Constitute a quorum or a significant presence on the board of directors of both the U.S. depository institution and the 
foreign bank or the foreign bank holding company.

2) Controls, in any manner, the election of a majority of the directors of the U.S. depository institution and the foreign bank or 
the foreign bank holding company.

3) Constitutes a quorum or a significant portion of the executive management of both the U.S. depository institution and the 
foreign bank or the foreign bank holding company.

4) Exercises a controlling influence over the management and/or policies of both organizations.  

5) Engages in an unusually high level of reciprocal correspondent banking and/or other transactions or facilities between the 
U.S. depository institution and the foreign bank.

6) Obtains financing to purchase the stock of either the U.S. depository institution or the foreign bank or the foreign bank 
holding company from, or arranged by, the foreign bank, especially if the shares of the U.S. depository institution are 
collateral for the stock-purchase loan.
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7) Requires the U.S. depository institution to adopt particular/unique policies or strategies similar to those of the foreign bank, 
such as common or joint marketing strategies, cross-selling of products, sharing of customer information, or linked web 
sites.

8) Names the U.S. depository institution in a similar fashion to that of the foreign bank.  

9) Presents any other factor(s) or attribute(s) that affected the conclusion.

Summarize the Examination Findings 
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Return to top.

INTERNATIONAL WORKPAPERS
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International Loans, Acceptances, and Letters of Credit - Distribution

DISTRIBUTION
Description Amount

Total International Loans* 

Description Amount
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International Loans, Acceptances, and Letters of Credit - Questionnaire
1. Are duties and responsibilities for the conduct of international operations clearly defined?  

Comment briefly.

2. Does the bank have a definite international lending policy?  If “yes”, summarize such, state whether 
it has been approved by the board of directors/trustees, and indicate extent of compliance.

3. (a) Comment upon policy guidelines in effect regarding country risk assets and volume limitations 
imposed thereon.  (b) How often are guidelines reviewed?  (c) Does the bank have any country risk 
concentrations of credit?  If “yes”, list the country and percentage of such extensions of credit to the 
bank's total capital and reserves.

4. Are guarantees of other banking institutions and/or parent or affiliated organizations of borrowers 
required on certain loan obligations?  If “yes”, under what circumstances and in what form are 
such guarantees extended?

5. (a) Describe the general nature and character of collateral pledged, and (b) comment upon the 
adequacy of supporting documentation.
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6. Is credit information timely in content and available in sufficient readable detail?

7. (a) Describe the general nature and types of acceptance financing extended, and (b) the general lines 
of business involved.

8. (a) Describe the general nature and types of letter of credit accommodations offered, and (b) the 
general lines of business involved.

9. Describe the provision for repayment of (a) acceptances, and (b) drafts drawn under letters of 
credit.  Include comment regarding extent of refinancing.
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Eurocurrency Operations
1. Comment on the general nature and volume of present Eurocurrency operations.

2. Describe the procedures followed and guidelines utilized in establishing lines of credit and making 
and approving due to (takings) and due from (placements).  Comment on the adequacy of 
procedures enabling senior management to ascertain compliance with guidelines and directives.

3. (a) Comment on the maturity composition of present Eurocurrency takings and placements and the 
effect of such on the bank's liquidity position.  (b) Are asset and liability maturities reasonably 
matched?

4. Are all interbank placements confirmed at inception and, thereafter, subject to periodic direct 
verification audits?
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Foreign Exchange Activities

DESCRIPTION YES NO
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Position Analysis - Major Currency Positions

Country  United Kingdom Monetary Unit Pound Sterling

Assets and Purchases  Liabilities and Sales   
Description           (Long Position)             (Short Position)
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Position Analysis - Other Currencies  
                     OTHER CURRENCIES

Long Short Net Position (%)*
Monetary Net   

Country Unit Position

Subtotal (U.S.)
Plus: Major Currency (U.S.)   

Aggregate Position (U.S.)

DESCRIPTION YES NO
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Maturity Distribution (GAP) Analysis
MATURITY DISTRIBUTION SCHEDULE 

Assets and Net Gap for Spot Rate
Monetary Maturity Purchases Liabilities and Period P = Prem.

Unit Dates Long Sales Short Long/Short D = Disc. Profit Loss

TOTALS

Future Adjustment
YES NO
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Revaluation and Income/Loss Analysis  
Current U.S. U.S. Future

Monetary Book Value of Net Position Exam Date Market Value U.S. Spot Rate Profit (Loss) U.S. Net Profit
Unit F.C. U.S. Spot Rate (F.C. x Spot) Profit (Loss) Adjustment or  (Loss)

Total

YES NO
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Income/Loss Schedule
Previous Calendar Year Amount or Percent

Year to Date Amount or Percent
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Policy and Procedures
1. (a) Describe the net and aggregate position limits, maturity exposure limits, and any other limits 

placed on foreign exchange operations by the board of directors/trustees.  (b) Do such limits appear 
reasonable?

2. Describe the limits and guidelines established by the board of directors/trustees for dealing in 
foreign exchange with other banks and customers.

3. Fully describe any recent significant deviations by the bank from established limits and guidelines.  
Include in this description any significant deviations noted after completion of the Position Analysis, 
and the Maturity Distribution (GAP) Analysis.

4. (a) Describe the reports (i.e., position maturity, gap, revaluation, etc.) required by the directorate 
and senior management to ascertain compliance with bank policy.  (b) Determine whether the 
directorate or senior management are notified when actions are taken which constitute deviation 
from policy?  Describe and assess the approval procedures for such deviations from policy.
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5. If the bank is a subsidiary of a foreign bank, describe the controls and guidelines the parent has
imposed on the bank's foreign exchange activities, and describe the foreign exchange reports 
prepared by the bank for the parent.

6. Briefly describe the procedures used in the revaluation, including the frequency and responsible 
party.  If forward contracts are not revalued at future rates, so indicate.

7. Describe the general ledger accounts affected by the periodic revaluation and the journal entries
used to effect changes in these accounts.  If any accounts are being used to capitalize losses or defer 
immediate recognition of profit, so indicate.

8. (a) Approximate the volume of foreign exchange transactions the bank has with related companies 
or banks?  (b) Determine whether the terms and conditions of such dealings vary from similar 
transactions with non-related companies and banks?
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9. Regarding holdover and/or after hour transactions, describe and assess the bank's system for 
controlling and recording such transactions.  Indicate how management is informed of such 
transactions before recordation, and determine whether the system is correctly designed and 
adequately controlled?
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Audit and Internal Controls - Audit  

AUDIT
YES NO
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Audit and Internal Controls - Internal Controls

INTERNAL CONTROLS
YES NO
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INTERNATIONAL PRE-EXAMINATION QUESTIONNAIRE

INTERNATIONAL ACTIVITIES
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FOREIGN BANKING ORGANIZATION (FBO)

o

o

o

PARALLEL BANKING ORGANIZATION (PBO)

CORRESPONDENT BANKING

COUNTRY EXPOSURE
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FOREIGN DEPOSITS
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REPORT OF INVESTIGATION INSTRUCTIONS                      Section 18.1 

GENERAL INSTRUCTIONS 

REFERENCES 

APPLICATION PROCESSING 

Interagency Charter and Federal Deposit Insurance 
Application

DSC Risk Management Manual of Examination Policies 18.1-1 Report of Investigation Instructions (12-04) 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS Section 18.1 

REPORT OF INVESTIGATION PROCEDURES

Examiners should be aware that proposals not conforming to the SOP are not delegated to the Regional 
Office and will be forward to the Washington Office for final action.  Further, applications involving foreign 
ownership of 25% or more (foreign ownership includes ownership by a foreign non-banking entity, a foreign 
bank, or person who is not a citizen of the United States) are also forward to the Washington Office for final 
action. 

STATUTORY FACTORS 

Report of Investigation Instructions (12-04) 18.1-2 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS                      Section 18.1 

MISCELLANEOUS REPORT ISSUES 

COVER – REPORT OF INVESTIGATION 

TABLE OF CONTENTS 

INVESTIGATION REPORT CONCLUSIONS AND RECOMMENDATIONS 

DSC Risk Management Manual of Examination Policies 18.1-3 Report of Investigation Instructions (12-04) 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS Section 18.1 

FINANCIAL HISTORY AND CONDITION

Report of Investigation Instructions (12-04) 18.1-4 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS                      Section 18.1 

It is very important that the examiner advise the proponents that absolutely no site preparation work 
should be initiated until SHPO has been consulted and a determination has been made regarding 
whether the proposed office site is historic and, if it is, what effect the proposal will have on the historic 
property. 

ADEQUACY OF THE CAPITAL STRUCTURE 

can not

DSC Risk Management Manual of Examination Policies 18.1-5 Report of Investigation Instructions (12-04) 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS Section 18.1 

Report of Investigation Instructions (12-04) 18.1-6 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS                      Section 18.1 

Unique capital proposals and capital for institutions organized to facilitate and carry on existing business 
lines.

DSC Risk Management Manual of Examination Policies 18.1-7 Report of Investigation Instructions (12-04) 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS Section 18.1 

EARNINGS PROSPECTS 

Report of Investigation Instructions (12-04) 18.1-8 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS                      Section 18.1 

GENERAL CHARACTER OF MANAGEMENT 

DSC Risk Management Manual of Examination Policies 18.1-9 Report of Investigation Instructions (12-04) 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS Section 18.1 

Report of Investigation Instructions (12-04) 18.1-10 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS                      Section 18.1 

Stock Options and Warrants 

DSC Risk Management Manual of Examination Policies 18.1-11 Report of Investigation Instructions (12-04) 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS Section 18.1 

Type 1 Plans

Directors and officers who are not incorporators

Incorporators who are also directors and officers

Type 2 Plans

Incorporators who are not continuing as directors or officers

Incorporators who are not continuing as directors or officers 

Report of Investigation Instructions (12-04) 18.1-12 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 

Page 1460 of 1882



REPORT OF INVESTIGATION INSTRUCTIONS                      Section 18.1 

operating

RISK TO THE FUNDS 

DSC Risk Management Manual of Examination Policies 18.1-13 Report of Investigation Instructions (12-04) 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS Section 18.1 

Industrial Loan Companies (ILC) and Special Purpose Banks (SPB) 

CONVENIENCE AND NEEDS OF THE COMMUNITY TO BE SERVED 

Report of Investigation Instructions (12-04) 18.1-14 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS                      Section 18.1 

CONSISTENCY OF CORPORATE POWERS

OTHER MATTERS 

DSC Risk Management Manual of Examination Policies 18.1-15 Report of Investigation Instructions (12-04) 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS Section 18.1 

INVESTIGATION REPORT SUMMARY 

Report of Investigation Instructions (12-04) 18.1-16 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS                      Section 18.1 

DSC Risk Management Manual of Examination Policies 18.1-17 Report of Investigation Instructions (12-04) 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS Section 18.1 

c.

Report of Investigation Instructions (12-04) 18.1-18 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS                      Section 18.1 

DSC Risk Management Manual of Examination Policies 18.1-19 Report of Investigation Instructions (12-04) 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS Section 18.1 

Report of Investigation Instructions (12-04) 18.1-20 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS                      Section 18.1 

DSC Risk Management Manual of Examination Policies 18.1-21 Report of Investigation Instructions (12-04) 
Federal Deposit Insurance Corporation 
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REPORT OF INVESTIGATION INSTRUCTIONS Section 18.1 

Report of Investigation Instructions (12-04) 18.1-22 DSC Risk Management Manual of Examination Policies 
Federal Deposit Insurance Corporation 
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FDIC

THIS REPORT OF INVESTIGATION IS STRICTLY CONFIDENTIAL

BANK OF ANYTOWN 
ANYTOWN ANYCOUNTY ANYSTATE 

FEDERAL DEPOSIT INSURANCE CORPORATION 
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CONCLUSIONS AND RECOMMENDATIONS 

ASSESSMENT

OTHER
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INVESTIGATION REPORT CONCLUSIONS AND RECOMMENDATIONS 

Description of the Transaction

originally 

.

Financial History and Condition

e

Adequacy of the Capital Structure

Future Earnings Prospects
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INVESTIGATION REPORT CONCLUSIONS AND RECOMMENDATIONS (Continued) 

General Character of Management

Risk to the Fund

Convenience and Needs of the Community

.

Consistency of Corporate Powers

Recommendation
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FINANCIAL HISTORY AND CONDITION 

Summary and Findings

Proposed Retail Bank Site and Supermarket Branch Network 
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FINANCIAL HISTORY AND CONDITION (Continued) 

Asset and Deposit Funding Projections 
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FINANCIAL HISTORY AND CONDITION (Continued) 

v v
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FINANCIAL HISTORY AND CONDITION (Continued) 

Retail Branch 

median 
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FINANCIAL HISTORY AND CONDITION (Continued) 

Internet

Fixed Assets and Organizational Expenses 
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FINANCIAL HISTORY AND CONDITION (Continued) 

Front-End Web Application Design and Deployment  

Dual Employees 

Organizational Expenses 

substantial.  

Expense Category Application Projection Actual Expense Actual Expenses @ Last 
Proposal – 12/31/2000 
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FINANCIAL HISTORY AND CONDITION (Continued) 

Security Requirements & National Historic Matters 

Pending the submission of acceptable agreements covering two proposed related party transactions, the overall findings with 
regard to this factor is FAVORABLE.
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FINANCIAL HISTORY AND CONDITION (Continued) 

PROJECTED BALANCE SHEET 

ASSETS 

TOTAL ASSETS 
LIABILITIES 

TOTAL LIABILITIES 
EQUITY CAPITAL 

TOTAL EQUITY CAPITAL 
TOTAL LIABILTIES AND EQUITY CAPITAL 

Tier 1 Leverage Capital Ratio 
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ADEQUACY OF THE CAPITAL STRUCTURE 

 PROPOSED CAPITAL STRUCTURE 

 (original proposal) (revised proposal)

Summary and Findings 

Initial Capitalization 
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ADEQUACY OF THE CAPITAL STRUCTURE (Continued) 

former

Ownership Structure

limited
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ADEQUACY OF THE CAPITAL STRUCTURE (Continued) 

Capital Adequacy Assessment 
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ADEQUACY OF THE CAPITAL STRUCTURE (Continued) 

While the finding on this factor is FAVORABLE, it is contingent on the execution of the licensing (lease) agreements for the 
in-store branches with Albertsons Inc. 
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FUTURE EARNINGS PROSPECTS 

Summary and Findings

Margin Analysis  

Notes:
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FUTURE EARNINGS PROSPECTS (Continued) 

average

Sensitivity Analysis 

Loan Growth would only amount to 75% of year 3 base forecasts.

Deposit Growth would only equate to 75% of original forecasts.

Failure to attain a lower-cost deposit mix.

Interest rate shocks of 100 basis points

Net Income / Sensitivity Analysis $000 Year 3 
Slower Loan Growth
Lower Deposit Growth
Higher Cost Deposit Mix

Rate Rise 100 bps 
Rate Drop 100 bps

The finding on this factor is FAVORABLE.
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FUTURE EARNINGS PROSPECTS (Continued) 

ESTIMATED INCOME AND EXPENSES 

Interest Income 

Total Interest Income 
Interest Expense 

Total Interest Expense 
Net Interest Income (NII) 

NII % of Average Earning Assets 

Non-interest Expense

(1st year only)
Total Non-interest Expense (NIE) 

NIE % of Average Assets 
Income (Loss) before Income Taxes 

Net Income (NI) 
NI % of Average Assets 

Average Assets 
Explain examiner adjustments made to applicant’s projections. 
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FUTURE EARNINGS PROSPECTS (Continued) 

ESTIMATED AVERAGE DEPOSITS AND AVERAGE ASSETS 

 Transaction Accounts (DDA Noninterest) 
       

Total estimated average deposit/ borrowings 56,285 129,821 183,674

Total estimated average earning assets 

Explain examiner adjustments made to applicant’s projections.
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GENERAL CHARACTER OF THE MANAGEMENT 

Summary and Findings

Meeting with Organizers 

Proposed Members of Active Management 
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IV. GENERAL CHARACTER OF THE MANAGEMENT (Continued) 

Proposed Board Members 

Proposed Operating Programs 
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GENERAL CHARACTER OF THE MANAGEMENT (Continued) 

Directors, Non-Director Officers, and Others owning 10% or more of total capital.
(D-Director; O-Officer; S-Shareholder).

 (a) (b)
c) (d)

Director Officer 10% Shareholder

Summary and Findings 
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IV. GENERAL CHARACTER OF THE MANAGEMENT  (Continued)

Director Officer 10% Shareholder

Summary and Findings
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IV. GENERAL CHARACTER OF THE MANAGEMENT (Continued) 

Director Officer 10% Shareholder

Summary and Findings 
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IV. GENERAL CHARACTER OF THE MANAGEMENT (Continued) 

Director Officer 10% Shareholder

Summary and Findings 
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IV. GENERAL CHARACTER OF THE MANAGEMENT (Continued) 
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IV. GENERAL CHARACTER OF THE MANAGEMENT (Continued) 

Director Officer 10% Shareholder
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IV. GENERAL CHARACTER OF THE MANAGEMENT (Continued) 

Director Officer 10% Shareholder
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IV. GENERAL CHARACTER OF THE MANAGEMENT (Continued) 

Director Officer 10% Shareholder

Summary and Findings 
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IV. GENERAL CHARACTER OF THE MANAGEMENT (Continued) 

Director Officer 10% Shareholder

Summary and Findings
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IV. GENERAL CHARACTER OF THE MANAGEMENT (Continued) 

Director Officer 10% Shareholder

Summary and Findings
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GENERAL CHARACTER OF THE MANAGEMENT (Continued) 

Summary and Findings

Board Committee Structure and Fidelity Coverage

Reasonableness of Organizational Expenses 

Employment Agreements & Compensation 
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IV. GENERAL CHARACTER OF THE MANAGEMENT (Continued) 

The overall finding on this factor is FAVORABLE, pending receipt of acceptable stock benefit plans. 
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RISK TO THE FUNDS 

Summary and Findings 

Business Model Strengths 

Business Model Risks

The finding on this factor is FAVORABLE.
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CONVENIENCE AND NEEDS OF THE COMMUNITY TO BE SERVED 

Summary and Findings

Proposed Service Areas  

Community Growth and Demographic Indicators4 – AnyCounty, Anystate - MSA 

Item 2005 2000 1999 1998 

Name Business Type Employees 

Demographic and Economic Trends – Anytown - MSA 
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VI. CONVENIENCE AND NEEDS OF THE COMMUNITY TO BE SERVED (Continued) 

Community Growth and Demographic Indicators 5 – Anytown, Anystate - MSA 

Item 2005 2000 1999 1998 

Name Business Type Employees 

Demographic and Economic Trends – Anytown, Anystate - MSA 

Competition – Financial Services 

The finding on this factor is FAVORABLE.
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CONSISTENCY OF CORPORATE POWERS 

Summary and Findings 

The finding on this factor is FAVORABLE.
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OTHER PERTINENT INFORMATION 

Summary and Findings 

Summary of Banker Comments  
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OTHER PERTINENT INFORMATION (Continued) 

Technology Platform and Ensuing Security Risks 
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OTHER PERTINENT INFORMATION (Continued) 

Source: Application for Federal Deposit Insurance
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OTHER PERTINENT INFORMATION (Continued) 
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OTHER PERTINENT INFORMATION (Continued) 
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INVESTIGATION REPORT SUMMARY 

DESIGNATED CORRESPONDENT 

(Include ZIP code) 

WORKING HOURS 

Examiner Comments 
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Risk-Focused, Forward-Looking Safety and Soundness Supervision Section 20.1

RMS Manual of Examination Policies 20.1-1 
Federal Deposit Insurance Corporation 

Risk-Focused, Forward-Looking Safety
and Soundness Supervision ( )
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Risk-Focused, Forward-Looking Safety and Soundness Supervision Section 20.1

INTRODUCTION 

Purpose of Examinations 

Uniform Financial Institutions Rating System 

, January 6, 1997, effective January 1, 
1997

RMS Manual of Examination Policies Risk-Focused, Forward-Looking Safety
and Soundness Supervision ( ) 20.1-2 Federal Deposit Insurance Corporation 

Page 1516 of 1882



Risk-Focused, Forward-Looking Safety and Soundness Supervision Section 20.1

Risk-Focused Approach to Examinations 

RMS Manual of Examination Policies 20.1-3 
Federal Deposit Insurance Corporation 

Risk-Focused, Forward-Looking Safety
and Soundness Supervision ( )
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Risk-Focused, Forward-Looking Safety and Soundness Supervision Section 20.1

RISK-FOCUSED, FORWARD-LOOKING 
EXAMINATION PROCEDURES

Understanding the Institution 

Business Model 

Risk Profile

, January 6, 1997, 
effective January 1, 1997

RMS Manual of Examination Policies Risk-Focused, Forward-Looking Safety
and Soundness Supervision ( ) 20.1-4 Federal Deposit Insurance Corporation 
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Risk-Focused, Forward-Looking Safety and Soundness Supervision Section 20.1

Appendix A to Part 364 - Interagency Guidelines 
Establishing Standards for Safety and Soundness

Complexity 

Planning the Examination14

RMS Manual of Examination Policies 20.1-5 
Federal Deposit Insurance Corporation 

Risk-Focused, Forward-Looking Safety
and Soundness Supervision ( )
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Risk-Focused, Forward-Looking Safety and Soundness Supervision Section 20.1

Conducting the Examination 

Communicate Preliminary Findings 

Prepare the Report of Examination16

RMS Manual of Examination Policies Risk-Focused, Forward-Looking Safety
and Soundness Supervision ( ) 20.1-6 Federal Deposit Insurance Corporation 

Page 1520 of 1882



Risk-Focused, Forward-Looking Safety and Soundness Supervision Section 20.1

Meet with the Institution’s Board of Directors 

Submit the ROE for Regional Office Review and 
Issuance to the Institution 

Trust 
through Transparency 

RMS Manual of Examination Policies 20.1-7 
Federal Deposit Insurance Corporation 

Risk-Focused, Forward-Looking Safety
and Soundness Supervision ( )
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Risk-Focused, Forward-Looking Safety and Soundness Supervision Section 20.1

Post-Examination Responsibilities 

Enforcement Actions 

Following up on Examination Findings 

Ongoing Monitoring and Interim Contacts 

RMS Manual of Examination Policies Risk-Focused, Forward-Looking Safety
and Soundness Supervision ( ) 20.1-8 Federal Deposit Insurance Corporation 
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PURPOSE OF PLANNING A RISK-
FOCUSED, FORWARD-LOOKING 
SAFETY AND SOUNDNESS
EXAMINATION

62 Fed. Reg. 
752, January 6, 1997, effective January 1, 1997

Three Phases of Examination Planning 

Phase 1:  Initial Contact 
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Phase 2:  Initial Examination Planning

Understanding the Institution
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Discussion with Institution Management/Tailoring the 
Request List

Identifying Off-site/On-site Procedures

Drafting the Examination Planning (EP) Memorandum
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Discussing the Draft Examination Plan with the FS/SE and 
CM

Phase 3:  Final Examination Planning and Conducting 
Off-Site Work

Contacting the Institution 

Joint/Concurrent Examination 
Considerations 

State-Led Joint/Concurrent Examinations
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APPENDIX A -

DATE

xxxxxxxxxx

20xx

Working with Customers Affected by the Coronavirus
Interagency Statement on Loan Modifications and 

Reporting for Financial Institutions Working with Customers Affected by the Coronavirus (Revised)

connect XX/XX/XXXX

xxxxxxxx xxxxxxxxxx xxxxxxxxx
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EPS SECTION 1

Please indicate ‘yes’ or ‘no’ if there have been material changes to the following items since the previous regulatory Safety
and Soundness examination dated XX/XX/XXXX.  If ‘yes’ is selected, please provide an explanation in the Comments 
box.  The answers will help us tailor our list of items that we will request for the examination. 
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EPS SECTION 2 – Safety & Soundness

Please indicate ‘yes’ or ‘no’ if the financial institution has the following items or is involved in the following activities. If 
‘yes’ is selected, please provide an explanation in the Comments box.  The answers will help us tailor our list of items that
we will request for the examination. 
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EPS SECTION 3 – Bank Secrecy Act/Anti-Money Laundering

Please indicate ‘yes’ or ‘no’ if the financial institution has the following items or is involved in the following activities for 
Bank Secrecy Act.  If ‘yes’ is selected, please provide an explanation in the Comments box.  The answers will help us 
tailor our list of items that we will request for the examination. 

All items checked “no” 
will be deleted from the tailored request list.

Refer to FFIEC BSA/AML Glossary for definitions and explanations of BSA/AML terms.
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EPS SECTION 4 – Trust

Please indicate ‘yes’ or ‘no’ if the financial institution has the following items or is involved in the following activities for 
Bank Secrecy Act and Trust.  If ‘yes’ is selected, please provide an explanation in the Comments box.  The answers will 
help us tailor our list of items that we will request for the examination. 

Refer to FDIC Trust Examination Manual Glossary for definitions and explanations of Trust terms.

EPS SECTION 5 – Off-site Loan Review Options

For institutions that have imaged loan files, and are interested in having FDIC examiners review these files remotely, the 
FDIC has several potential options for such off-site review. Such options include Imaging Service Provider’s Standardized 
Export of Image Data*, screen sharing/remote control capabilities, or an institution’s own internal solution.

Please indicate ‘yes’ or ‘no’ to the following questions, or leave blank if not applicable.  The Comments box may be used 
to indicate which option(s), if any, are preferred by institution management.
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EPS SECTION 6 – Examiner Connectivity to Internet

The FDIC relies significantly on Internet Connectivity to conduct examinations.  The FDIC has several authorized 
potential options to support connectivity.  

Please indicate ‘yes’ or ‘no’ regarding connectivity options, or leave blank if not applicable. The Comments box may be 
used for additional information.
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APPENDIX B -INSTRUCTIONS FOR COMPLETING THE EXAMINATION PLANNING 
MEMORANDUM

  
Examination Planning Memorandum (EP Memo)

Examination Ratings and Data

Examination Planning Ratios.

Other Risk Measures.

.

Preliminary Risk Assessment
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Staffing and Assignments.
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Training.

Logistical Information.
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EXAMINATION PLANNING MEMORANDUM

Examination Information
Name of Financial Institution: 
Location (City, State)
Certificate Number
EIC/Prepared By:
As of:
Start:
Estimated End:
Estimated Hours:

EXAMINATION RATINGS and DATA

Prior Examination
(Date)

Prior Examination
(Date)

Prior Examination
(Date)

CAMELS Rating
IT Rating
Trust (if applicable)
Compliance (rating/date)
CRA (rating/date)
Adv. Class/T1 + ALLL

EXAMINATION PLANNING RATIOS

Current Quarter Ratios
(Date)

Year-end Ratios
(Date)

Prior Year-end Ratios
(Date)

Total Assets
Tier 1 Leverage Ratio
Asset Growth Rate
Net Interest Margin
Return on Avg. Assets
Total PD*/Gross Loans
ALLL/Total Loans
Net Loans/Total Assets
Net Non Core Dependency 
($250M)

OTHER RISK MEASURES

Other Risk Flags Comments
REST Score/Date: ___
ICARuS Rating/Date: ___
IRRSA Red Flags:___

C A M E L S Comp
SCOR:
Probability of Downgrade (%):
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PRELIMINARY RISK ASSESSMENT
Provide a brief description of the institution’s business model, risk profile, and complexity. 
Summarize discussions held with institution management and case manager.
Briefly comment on risk for each examination area.
Discuss planned procedures and workpaper documentation, commensurate with the risk presented for each 
examination area.

Overview of the institution’s business model, risk profile, and complexity:

BUSINESS MODEL

RISK PROFILE

COMPLEXITY

Discussions:

. 

Examination Areas and Planned Procedures:

CAPITAL

ASSET QUALITY (including loan scope)

MANAGEMENT

EARNINGS

LIQUIDITY

SENSITIVITY TO MARKET RISK

BANK SECRECY ACT (Including complexity assessment)

INFORMATION TECHNOLOGY (Including complexity assessment)

TRUST (if applicable) (Including complexity assessment)

OTHER (if applicable, including any specialized business lines or characteristics)

SUPERVISORY ACTIONS OR OUTSTANDING MRBAs (including dates, requirements, and progress in addressing 
those items)
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STAFFING AND ASSIGNMENTS

Examiner Assignment Location (On-site/Off-site)
1 EIC
2 OM
3 AM
4 IT
5 BSA
6
7
8
9
10

Other Staffing Notes:  

TRAINING

Pre-Commissioned 
Examiners

Trainer Benchmarks

1
2
3
4
5
6
7
8
9
10

LOGISTICAL INFORMATION

Information
Institution Address & 
Parking Info
Working Hours
Dress Code
Connectivity Plan
Key Institution
Management Absences
Other

FS/Designee Approval Date
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APPENDIX C - EXAMINATION PLANNING MEMORANDUM SAMPLE

Examination Information
Name of Financial Institution: 
Location (City, State)
Certificate Number
EIC/Prepared By:

As of:
Start:
Estimated End:
Estimated Hours:

EXAMINATION RATINGS and DATA

Prior Examination 
11/13/20x5 (state)

Prior Examination 
10/21/20x4

Prior Examination 
4/16/20x3 (state)

CAMELS Rating
IT Rating
Trust (if applicable)
Compliance (rating/date)
CRA (rating/date)
Adv. Class/T1 + ALLL

EXAMINATION PLANNING RATIOS

Current Quarter Ratios 
(6/30/20x6)

Year-end Ratios
(12/31/20x5)

Prior Year-end Ratios 
(12/31/20x4)

Total Assets
Tier 1 Leverage Ratio
Asset Growth Rate
Net Interest Margin
Return on Avg. Assets
Total PD*/Gross Loans
ALLL/Total Loans
Net Loans/Total Assets
Net Non Core Dependency 
($250M)

OTHER RISK MEASURES

Other Risk Flags Comments
REST Score/Date:  2.8 - 
6/30/20x6
ICARuS Rating/Date: 2.90 
6/30/20x6
IRRSA Red Flags: 2

C A M E L S Comp
SCOR: 1.95 2.26 2.14 3.10 2.10 1.82 2.63
Probability of Downgrade (%):
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PRELIMINARY RISK ASSESSMENT
Provide a brief description of the institution’s business model, risk profile, and complexity. 
Summarize discussions held with institution management and case manager.
Briefly comment on risk for each examination area.
Discuss planned procedures and workpaper documentation, commensurate with the risk presented for each 
examination area.

Overview of the institution’s business model, risk profile, and complexity:

BUSINESS MODEL

RISK PROFILE

COMPLEXITY

Discussions:  

. 
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Examination Areas and Planned Procedures:

ASSET QUALITY (INCLUDING LOAN SCOPE)
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MANAGEMENT

EARNINGS

CAPITAL

LIQUIDITY

SENSITIVITY TO MARKET RISK

BANK SECRECY ACT (INCLUDING COMPLEXITY LEVEL)

INFORMATION TECHNOLOGY (INCLUDING COMPLEXITY LEVEL)
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TRUST (IF APPLICABLE) (INCLUDING COMPLEXITY LEVEL)

OTHER (IF APPLICABLE, INCLUDING ANY SPECIALIZED BUSINESS LINES OR CHARACTERISTICS)

SUPERVISORY ACTIONS OR OUTSTANDING MRBAs (including dates, requirements, and progress in addressing 
those items)
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STAFFING AND ASSIGNMENTS

Examiner Assignment Location (On-site/Off-site)
1. Sandra Smart EIC, Capital, 

Management
2. Melissa Johnson OM, (all operations items 

not assigned to others)
3. Bill Wilson AM, Loan Policy, 

Concentrations
4. Bob Franks IT
5. Todd Marks BSA

6. George Woods Loan Review/ALLL

7. Pauline Justice Loan Review/ALLL

8. Mark Jacobs Trust Review

Other Staffing Notes:  

TRAINING

Pre-Commissioned 
Examiners

Trainer Benchmarks

George Woods Pauline Justice 

LOGISTICAL INFORMATION

Information
Institution Address & 
Parking Info

Working Hours
Dress Code
Connectivity Plan
Key Institution
Management Absences
Other

EIC 
FS/Designee Approval: Date
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Examination Documentation Modules 
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CAPITAL ADEQUACY
Core Analysis Decision Factors

Examiners should evaluate the Core Analysis in this section to determine if an Expanded Analysis is necessary.
Click on the hyperlinks found within each of the Core Analysis Decision Factors to reference the applicable Core 
Analysis Procedures.

Do Core Analysis and Decision Factors indicate that risks are adequately identified, measured, monitored, 
and controlled?

C.1. Is the capital level sufficient in relation to the risk profile of the bank?  

C.2. Is earnings retention sufficient to provide for future growth, capital maintenance, and potential 
losses?  

C.3. Are the bank's operating policies, procedures, and risk limits regarding capital preservation 
adequate?  

C.4. Are information, communication, and regulatory reporting systems adequate and accurate?  

C.5. Are the audit or independent review functions adequate?  

C.6. Are internal controls adequate?  

C.7. Do the Board and senior management effectively supervise this area?  
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CAPITAL ADEQUACY
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
bank.  Examiners should complete only the procedures relevant for the bank’s activities, business model, risk 
profile, and complexity. If needed, based on other identified risks, examiners can complete additional 
procedures. References to laws, regulations, supervisory guidance, and other resources are not all-inclusive.

Revised regulatory capital rules* for most insured depository institutions, other than large 
institutions that are subject to , generally became effective on January 1, 2015.  The 
new requirements mandate significant changes to regulatory capital components, risk-weight calculations, 
minimum regulatory capital ratios, and Prompt Corrective Action thresholds.  The revised rules also 
require institutions to hold a capital-conservation buffer in order to avoid limitations on capital 
distributions and discretionary bonus payments. 

As the revised rules are phased in (and through full implementation in 2022), financial institutions should 
be meeting or preparing to meet the new capital requirements.  Such steps may include: 

Evaluating the permissibility of Tier 1 and Tier 2 capital instruments,
Modifying information systems and related procedures to ensure the accurate risk-weighting of 
assets and other exposures, and 
Assessing prospective capital positions and dividend plans relative to minimum regulatory capital 
ratios and the capital-conservation buffer.

Examiners should work with bankers to ensure they are appropriately prepared for full implementation of 
the revised regulatory capital rules.  Accordingly, examiners should assess the bank’s compliance with 
applicable (phased-in) capital requirements and the bank’s plans and efforts to comply with revised (fully 
phased-in) regulatory capital requirements. Such assessments may include reviewing the institution’s: 

Understanding of the revised regulatory capital rules and definitions, 
Regulatory capital calculations,
Risk-weighted assets calculations, 
Capital ratios in relation to the revised Prompt Corrective Action (PCA) standards, and 
Capital levels, capital distributions, and discretionary bonus payments in relation to any capital 
conservation buffer requirements. 

Preliminary Review

1. Review prior examination reports, prior examination work papers, pre-examination memorandum, 
and file correspondence for an overview of any previously identified capital deficiencies and 
identification of any government-sponsored capital programs, such as Troubled Asset Relief Program 
(TARP) and Small Business Lending Fund (SBLF). 
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2. Assess management’s preparation for phased-in requirements of the capital rules. 

3. Review internal and external audits for capital concerns.  Review remedial action taken by 
management to correct prior audit and examination findings.

4. Analyze capital levels and trends in the Uniform Bank Performance Report. Consider loan losses, 
provisions to the allowance for loan and lease losses (ALLL), problem asset levels, loan growth, 
material concentration levels, and any operating losses.

5. Determine whether there have been any changes to the corporate or capital structure since the 
previous examination, such as Sub Chapter S reorganization or new capital offerings.   

Policies and Procedures

6. Determine whether policies and practices promote capital preservation and address future capital 
needs.  Consider the following:

The strategic plan and its underlying assumptions, projected asset growth, dividend plans, asset 
quality, income, liquidity, funds management, deposit structure, parent-company relationship, 
contingent liabilities, expansion plans, competition, economic conditions, etc.;
Findings from interviews with management regarding the strategic planning process (including any 
potential issues due to a change in PCA designation); 
Internal risk-monitoring policies and procedures; 
The availability of additional capital sources (such as funding provided by insiders, external 
sources, or additional debt at the parent level); and
The permissibility of current or planned components of capital to qualify as Common Equity Tier 1 
Capital or Additional Tier 1 Capital. 

7. Review historical and planned dividend payout ratios and other planned capital reductions.  For 
planned capital stock retirements, ensure management requested prior regulatory approval.1  Also, 
determine whether management evaluated the impact of the capital conservation buffer.

1 An FDIC-supervised institution must obtain prior FDIC approval for any dividend payment involving a 
reduction or retirement of capital stock in accordance with Section 324.20 (FDIC); FRB, 12 CFR 303.241. 
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Internal Controls

8. Determine whether entries to capital accounts are appropriate and properly authorized.   

9. Assess controls over off-balance sheet items (Schedule RC-L) and their overall impact to sufficiency of 
capital levels and needs.   

10. Review board and management’s procedures to prevent, detect, and respond to policy exceptions that 
may affect capital. 

Audit or Independent Review

11. Determine whether the audit function verifies the accuracy of the capital accounts and regulatory 
reports; assesses the appropriateness, accuracy, and timeliness of reports produced for the board and 
executive management; and evaluates the reasonableness of capital planning.   

12. Determine whether audits or independent reviews include an assessment of compliance with policies, 
procedures, and regulatory requirements related to capital issues.   

Information and Communication Systems 

13. Determine whether board and management reports provide sufficient, timely, and accurate 
information.

14. Review the accuracy of the bank’s calculation of Common Equity Tier 1 Capital, Additional Tier 1, 
and Tier 2 Capital.  Reviewing the bank’s calculations may involve some of the following procedures:

Review Call Report Schedule RC-R and supporting documentation.
Determine whether the bank has chosen to opt-out of the inclusion of accumulated other 
comprehensive income (AOCI). 
Review applicable deductions and adjustments for each tier of capital, including phase-in and 
phase-out provisions (refer to 324.22 (FDIC) and 217.22 (FRB) for capital adjustments and 
deduction rules and 324.300 (FDIC) and 217.300 (FRB) for transition provisions).
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Consider whether the bank has non-qualifying capital instruments or non-qualifying minority 
interests subject to phase-out (refer to 324.20 (FDIC) and 217.20 (FRB) for criteria for capital 
instruments for each tier of capital, 324.21 (FDIC) and 217.21 (FRB) for minority interest rules,
and 324.300 (FDIC) and 217.300 (FRB) for transition provisions).

15. Review the accuracy of the bank’s calculation of risk-weighted assets reported on Schedule RC-R, Part 
II.  Review the bank’s supporting documentation as appropriate. Reviewing the bank’s calculations 
may involve some of the following procedures:

Determine whether risk weights for most assets conform with applicable requirements (FDIC: Part 
324.32, FRB: Part 217.32).
As applicable, review risk weights for other categories of exposures, such as: 
o Off-balance sheet exposures (FDIC: Part 324.33 and FRB: part 217.33),  
o Over-the-counter derivative contracts (FDIC: Part 324.34 and FRB: Part 217.34), 
o Cleared transactions (FDIC: Part 324.35 and FRB: Part 217.35),  
o Guarantees and credit derivatives (FDIC: Part 324.35 and FRB: Part 217.35), 
o Collateralized transactions (FDIC: Part 324.37 and FRB: Part 217.37)  
o Securitizations (FDIC: Part 324.41-45 and FRB: Part 217.41-45),  
o Equity exposures (FDIC: Part 324.51-52 and FRB: Part 217.51-52),  
o Equity exposures to investment funds (FDIC: Part 324.53 and FRB Part 217.53), and 
o Other aspects of the revised capital rules.  

16. Review the bank’s capital ratios under the revised PCA standards.  If the bank is less than well 
capitalized under the revised standards (or appears that it could become less than well capitalized due 
to the phase-in of deductions or other aspects of the new capital rules) consider whether the bank has a 
reasonable strategy to meet the fully phased-in requirements over the transition period.

17. Review the bank’s capital conservation buffer and the appropriateness of any distributions and 
discretionary bonus payments. 

Earnings Considerations 

18. Determine whether earnings performance enables the bank to fund growth, compete in the 
marketplace, and support the overall risk profile.  Consider the level and trend of equity capital in 
relation to asset levels, quality, and growth rates.

Assess the impact of current and projected provisions to the ALLL on capital retention and 
growth.
Review whether the bank is relying on core earnings or non-recurring income.
Determine whether dividends are excessive compared to current earnings.  (Consider applicable 
state and federal laws and regulations.) 
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Risk Profile Considerations

19. Determine whether the existing capital level is adequate for the bank’s risk profile when considering 
the following items:

The adequacy of capital-management policies and controls;
The level, type, and trend of adversely classified assets;
The adequacy of the ALLL; 
The volume and trends of charged-off loans and recoveries; 
The balance sheet structure and liquidity needs;
The level, type, and trend of concentrations;
The vulnerability of assets and liabilities to adverse events;  

  
The volume of unrealized gains or losses on available-for-sale securities; 

The degree of interest rate risk exposure assumed by the bank;
The reasonableness of booked, future tax benefits;
The accounting treatment and valuation of intangible assets; 
The extent of contingent liabilities associated with trusts or other activities;
Dividend/repayment requirements for government capital programs (e.g. TARP or SBLF);
The extent of any other liabilities not shown on the bank’s books, including contingent liabilities;
The existence of pending litigation against the bank (and its subsidiaries) and the potential and 
estimated loss exposure; 

The volume and risk characteristics of new business initiatives and higher risk investment or 
lending strategies (e.g., subprime lending or mobile banking), or involvement in nontraditional 
activities such as non-deposit products, insurance sales, or discount brokerage services;
The extent to which higher-risk loans or investments may require additional capital under the 
revised regulatory capital rules’ risk-weights (for example, high-volatility commercial real estate 
loans, equity exposures, or certain structured or securitized investments);  
Compliance with state and federal laws and regulations regarding capital levels; and
The level of operational and reputational risk.

Managerial Effectiveness

20. Assess the adequacy of management’s actions to correct criticisms related to capital in previous 
examination reports and recent internal or external audits.

21. Evaluate management’s effectiveness at preparing for and reacting to changes in economic, industry, 
and regulatory environments.
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22. Determine whether management effectively identifies and manages:

The institution’s overall risk profile, 
Factors that may change the institution’s risk profile, and 
How a change in the risk profile will affect the sufficiency of capital levels. 

23. Determine whether management adequately prepared for full implementation of the revised regulatory 
capital rules by: 

Evaluating its prospective capital position pursuant to the new rule;  
Adopting ways to measure capital (including capital components and deductions, risk-weighted 
assets, and minimum capital ratios); and
Ensuring that the board is aware of these changes.

End of Core Analysis.  If needed, Continue to the Expanded and Impact Analyses.
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EARNINGS
Core Analysis Decision Factors

Examiners should evaluate the Core Analysis in this section to determine whether an Expanded Analysis is 
necessary. Click on the hyperlinks found within each of the Core Analysis Decision Factors to reference the 
applicable Core Analysis Procedures.

Do Core Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

C.1. Are profit planning and budgeting practices adequate?  

C.2. Are internal controls adequate?  

C.3. Are the audit or independent review functions adequate?  

C.4. Are information and communication systems adequate and accurate?  

C.5. Are earnings sufficient to support operations, provide for funding of the allowance for loan and 
lease losses (ALLL) (or allowance for credit losses (ACL)1, when applicable) and augment capital?

C.6. Are earnings sustainable?  

C.7. Do the board and senior management effectively supervise this area?  

1 ACL replaces the term ALLL for those banks that adopted ASU 2016-13.
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EARNINGS
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
bank.  Examiners should complete only the procedures relevant for the bank’s activities, business model, risk 
profile, and complexity. If needed, based on other identified risks, examiners can complete additional 
procedures. References to laws, regulations, supervisory guidance, and other resources are not all-inclusive.

Preliminary Review

1. Review previous reports of examination, prior examination work papers, and file correspondence for 
an overview of any previously identified earnings concerns, strengths, or other considerations.

2. Review recent audits and independent reviews to identify deficiencies concerning the reliability of 
management information systems (MIS) that may affect the quality and reliability of reported 
earnings.

3. Review management’s remedial actions to correct examination and audit deficiencies. 

4. Discuss with management any recent or planned changes in strategic objectives and their implications 
for profit plans.

5. Review board and committee minutes along with management reports to determine the 
adequacy/quality of MIS systems and reports. 

6. Review recent Uniform Bank Performance Reports (UBPR) to develop an initial assessment of overall 
earnings performance.  Consider the impact of Subchapter S tax filing status when selecting 
performance ratios to review.

7. Compare financial statements, UBPRs, and Consolidated Reports of Condition and Income (Call 
Reports) to determine whether there have been any significant changes that could materially affect 
earnings performance.   
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Profit Planning and Budgeting Practices 

8. Review the strategic plan to determine the board’s goals and objectives over the near- and moderate-
term, including consideration of local and national economic conditions, new products or services, and 
growth.

9. Assess the potential impact of new strategic initiatives on future earnings performance.  Consider the 
following:

Branching activities; 
Acquisition/merger activity; 
New products and services; and
Anticipated outlays (e.g., technological upgrades). 

10. Determine whether profit plans and budgeting practices are realistic, consistent with the strategic plan, 
and address the following areas with detail appropriate for the business model, size, complexity, and 
risk profile: 

Local and national economic conditions, 
Competitive environment,
Strategic plans, 
New or changing products and business lines, 
Growth objectives, 
Capital requirements,
Managerial resources,
Asset and liability mix and pricing, 
Funding strategies, 
Anticipated level and volatility of interest rates, 
Interest rate and maturity mismatches, and 
Anticipated funding of the ALLL (or ACL, when applicable). 

11. Determine whether profit plans realistically assess the costs associated with the risk management
processes needed for new initiatives, changes in risk appetite, and potential deterioration in asset 
quality or market conditions. 

12. Assess the timeliness of preparing and approving the profit plans and budgets.

13. Compare earnings performance to budget forecasts.  Determine whether management compares 
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budgeted performance to actual performance on a periodic basis, modifies projections when interim 
circumstances change significantly, and evaluates budget forecasts under multiple stress scenarios.

Internal Controls

14. Review management’s procedures to prevent, detect, and correct errors with respect to MIS.  

15. Determine whether the income and expense posting, reconcilement, and review functions are 
independent.  

16. Consider testing selected income, expense, and balance sheet items to observe the flow of transactions 
and to identify internal control weaknesses.  Areas commonly selected for review are:

High levels of other income in miscellaneous-income, service-fee, or unusual accounts; 
Proper amortization of loan origination fees; 
Insider expense accounts; 
Management fees or other payments to affiliates or insiders; 
Significant legal or consulting fees; 
Prepaid accounts; 
Stale items; and
Expenses accrued and unpaid.

17. Determine whether significant or non-recurring income, expenses, and capital charges are reviewed 
and authorized by senior management and the board.

18. Determine whether insider or affiliate-related income and expense items are routinely reviewed for 
authorization, appropriateness, and compliance with laws and regulations. 

Audit or Independent Review

19. Determine whether the audit or independent review program provides sufficient coverage of earnings 
activities relative to the bank’s business model, size, complexity, and risk profile.  Determine whether
these programs:

Assess compliance with profit planning objectives, accounting standards, and Call Report 
Instructions;
Include sufficient transaction testing to assure income and expenses are accurately recorded;
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Assess separation of duties and internal controls;
Assess the adequacy, accuracy, and timeliness of reports to senior management and the board;
Recommend corrective action when warranted; and
Verify implementation and effectiveness of corrective action.

Information and Communication Systems 

20. Determine whether managerial reports provide sufficient information relative to the business model,
size, complexity, and risk profile of the bank. 

21. Evaluate the accuracy and timeliness of reports produced for the board and executive management.  
Reports may include:

Periodic earnings results, 
Budget variance analyses, 
Income and expense projections, 
Nonrecurring or cyclical items, 
Exposure to interest rate/market risk, 
Large item reviews, 
Insider related transaction disclosures, and
Tax planning analyses.

22. Validate the accuracy of Call Reports as appropriate. Review bank work papers, the general ledger,
and downloaded exception reports; and interview bank personnel to verify the accuracy of Call Report
schedules RI, RI-A, RI-B, RI-C, RI-D, RI-E, and RC-K.

Ratio and Trend Analysis

23. Assess the level and trend of the return on average assets (ROAA) relative to historical performance,
peer comparisons, the organization's business model, risk profile, balance sheet structure/composition,
and local and national economic conditions. Consider the amount and volatility of income from high-
risk assets, asset concentrations, non-recurring items, and accounting practices subject to management 
discretion (which could manipulate earnings). Identify and assess areas needing further investigation.

24. Evaluate the level, trend, and stability of the net interest margin (NIM). Discuss with credit, market,
and liquidity risk examiners the impact to present and future earnings performance from potential 
changes in asset quality, market fluctuations, and interest rates. 

Page 1559 of 1882



25. Evaluate the level and trend of overhead in relation to operational activities. Consider the effect of 
strategic initiatives (such as, new products/services, branch openings/closings, and staffing
increases/decreases). 

26. Evaluate the level, trend, and sources of non-interest income. Discuss with management any 
projections for changes in fee structures. Consider the impact of changes in interest rates and market 
conditions on mortgage banking income, securities gains, or other non-interest revenue sources. 

27. Review the level and trend of provisions to the ALLL (or ACL, when applicable) and the relationship 
to actual loan losses to determine the impact of asset quality on earnings.  Discuss with the examiner(s) 
responsible for loan review the potential need for additional provision expenses resulting from 
examination findings.

28. Review the level, trend, and expected frequency of non-operating gains and losses and their impact on 
earnings.

29. Consider the impact to earnings from purchased-impaired accounting practices, and if applicable,
discuss with an accounting specialist.   

30. Determine whether there have been or are expected to be any non-recurring events and consider their 
impact to earnings performance.  If necessary for comparison purposes, evaluate this impact on a tax-
equivalent basis.  

31. Evaluate the level and trend of income tax payments recognizing the bank’s basis for filing taxes.   
(e.g., Subchapter S, tax allocation agreement)

32. Determine whether transactions between affiliated organizations and subsidiaries have an impact on 
the bank’s earnings. 
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33. Assess the ability of earnings to support capital growth under current, projected, and stressed 
conditions.  Review the earnings retention rate in comparison to past and forecasted growth rates.  

Sustainability

34. Determine whether the current level of earnings is sustainable.  Consider the following:
Level and trend of the ROAA, NIM, overhead, fee income, and ALLL (or ACL, when applicable)
provisions; 
Asset quality trends;
Management’s ability to forecast or control funding and operating expenses;
Strategic plans, including new initiatives; 
Competitive and economic conditions; and
Vulnerability to adverse events. 

Board and Senior Management Supervision 

35. Review relevant documentation to determine whether the board assesses bank earnings and responds
to significant budget deviations. 

36. Assess compliance with bank policies, applicable regulations, and governing accounting standards. If 
applicable, determine compliance with outstanding formal or informal enforcement actions. 

End of Core Analysis.  If needed, Continue to the Expanded and Impact Analyses.
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INTERNAL AND EXTERNAL AUDIT EVALUATION
Core Analysis Decision Factors

Examiners should evaluate the Core Analysis in this section to determine whether an Expanded Analysis is 
necessary.  This module should incorporate and summarize audit findings from all of the completed ED Modules 
for a given examination. Click on the hyperlinks found within each of the Core Analysis Decision Factors to 
reference the applicable Core Analysis Procedures.

Do Core Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

C.1. Has the board of directors established an audit committee that monitors and provides effective 
oversight of audit activities?  

C.2. Has management established audit policies and procedures that are adequate for the size, 
complexity, activities, and risk profile? .

C.3. Is the internal audit function independent from all functional areas?

C.4. Is the internal audit program sufficient for the risk profile?

C.5. Are internal audit record keeping and reporting processes sufficient?

C.6. Is the internal audit function adequately staffed with auditors who possess an appropriate level of 
experience and expertise?

C.7. Do the internal auditors adequately identify, document, and report key risks in the organization?
.

C.8. If the internal audit function is outsourced, do the board and senior management provide sufficient 
oversight of the relationship?

C.9. Is the organization’s external audit program effective and in compliance with applicable laws and 
regulations?
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INTERNAL AND EXTERNAL AUDIT EVALUATION
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
institution. Examiners should complete only the procedures relevant for the institution’s activities, business 
model, risk profile, and complexity. If needed, based on other identified risks, examiners can complete additional 
procedures. References to laws, regulations, supervisory guidance, and other resources are not all-inclusive.

Preliminary Review

1. Identify previous concerns by reviewing prior examination reports, file correspondence, audits and 
audit or board committee minutes. 

2. Determine the general structure and primary responsibilities of the board of directors, board 
committees, and executive management relating to audit activities.  

3. Determine whether any material changes occurred or are expected that may affect this area.  Discuss 
the changes and implications with management.

Audit and Other Independent Reviews

4. Determine whether an audit committee has been established, and evaluate the composition of the 
committee.  Consider the following: 

Number of members, 
Number of outside directors, 
Independence from management, and
Presence of financial experts, if required.   

5. Determine whether the audit committee operates under an appropriate charter.  Satisfactory charters 
generally address topics such as: 

Requirements for audit committee membership;
Frequency of committee meetings;
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Responsibility for engaging independent accountants and appointing the internal auditor;
Responsibility for reviewing internal audits, the annual external audit, and the quarterly and 
annual financial statements;
Requirements and responsibilities for supervision of the internal audit program;
Guidelines for establishing open communication among the audit committee, the internal auditor, 
the independent accountant and the board of directors; and
Authorization for the audit committee to obtain outside legal counsel and conduct investigations. 

6. Determine whether the board or audit committee reviews the effectiveness of the institution’s internal 
audit systems. Appropriate reviews1 generally consider items such as:

The internal audit charter, budget and staffing levels, and overall risk-assessment methodology;
The audit organizational structure, including the selection, termination, and compensation of 
external auditors and outsourced internal auditors, and placement of the internal audit function 
and the internal audit manager within the institution’s organizational and management structure,
as applicable;  
Annual audit plans and updates;
The internal auditor’s progress in completing the audit schedule; 
Internal audit reports and management’s response; 
Status reports on management’s actions to correct control weaknesses and violations of laws and 
regulations identified in internal and external audit reports as well as examination reports; 
The integrity of internal and external financial-reporting processes (reviews may involve 
discussions with independent accountants and internal auditors); 
The organization’s annual financial statements and reports or other financial information 
submitted to any governmental body, or made public (including certifications, reports, opinions, or 
reviews rendered by the independent accountants); and
Significant disagreements between management and the independent accountants or the internal 
auditing department in the preparation of the financial statements. 

7. Determine whether audit committee responsibilities are commensurate with the size, complexity, 
activities, and risk profile.  Responsibilities generally include:

Establishing an internal audit function that operates adequately, independently, and has sufficient 
resources to  effectively oversee the audit function; 
Evaluating all significant vendor arrangements, including the independence of internal and 
external auditors, and the effectiveness of the internal audit program; 
Retaining auditors who are qualified to audit the organization’s activities. (Note: The committee 
typically hires the senior auditor, sets his or her compensation, and evaluates his or her 
performance.); 
Establishing schedules and agendas for regular meetings with internal and external auditors;
Interacting with the auditor, separate from formally scheduled meetings, to remain current on 

1 Generally, institutions perform reviews at least annually, with reviews correlated to the risks in activities reviewed.
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internal audit department, organizational, or industry concerns; 
Considering the independent accountants’ judgments about the quality and appropriateness of the 
organization’s accounting policies as applied in its financial reporting; and
Considering and approving, if appropriate, all major changes to the institution’s auditing and 
accounting principles and practices as suggested by the independent accountants, management, or 
the internal auditing department; and 
Fostering forthright communication and maintaining processes in which employees or other 
stakeholders can submit confidential and anonymous concerns to the committee about questionable 
accounting, internal accounting controls, and other auditing matters.

8. Determine whether committee minutes note significant actions, such as: 
Reviewing and approving the code of ethics and audit charter; 
Recommending selection and approval of the certified public accountant (CPA) firm to serve as 
external auditor;
Discussing and validating the CPA firm’s independence;
Approving the internal auditor’s salary and the audit department’s budget;
Reviewing the annual internal audit plan and conformity with the plan; 
Discussing internal audit staffing levels and training needs;
Discussing with the CPA firm the quality of the application of accounting principles;
Reviewing and approving the annual and quarterly financial statements prior to issuance; and
Reviewing and approving, if applicable, attestation letters for internal control reports and 
compliance with Section 36 of the FDI Act, 12 U.S.C. 1831m, and 12 CFR Part 363. 

9. If portions of the internal audit function are conducted by outside vendors, consider whether: 
An internal audit conducted by the same vendor that conducts the financial statement audit meets 
independence considerations; 
Due diligence is adequate, performed prior to entering the outsourcing arrangement, and considers 
vendor competence, independence, and objectivity;
The outsourcing contract and engagement letter between the organization and the vendor
appropriately detail each party’s responsibilities; 
The scope of outsourced audit work2 is adequate, documented, and revised when the institution’s 
environment, activities, risk exposures, or systems change significantly;
Findings are appropriately and effectively communicated; and
Contingency planning is adequate to mitigate audit coverage discontinuity if the outsourcing 
arrangement is terminated.

2 For institutions with formal internal audit departments, refer to the Interagency Policy Statement on the Internal 
Audit Function and Its Outsourcing for additional information.
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10. Determine whether the internal audit function is sufficiently segregated from operations.  Appropriate 
segregation is generally evidenced by the following items: 

The audit department does not report to an operational function in the organizational structure. 
The audit staff is prohibited from performing operational duties such as preparing general ledger 
tickets and daily reconcilements, or performing a procedure under dual control. 
Reporting procedures are independent of the influence of operating personnel. 
The auditor reports directly to the board of directors or the audit committee and meets with them 
to review reports.

Policies  

11. Determine whether internal audit policies and procedures are adequate for the institution’s size, 
complexity, activities, and risk profile.  Items to consider include, but are not limited to:

Risk analysis and assessments,
Internal control questionnaires or narratives, 
Audit frequency commensurate with risk, 
Audit schedule,
Audit work programs,
Account confirmations, 
Workpapers, 
Reporting standards, 
Corrective-action tracking standards, and 
A comprehensive quality assurance program that:
o Includes both internal and external quality assessments, 
o Ensures internal audit activities consider The Institute of Internal Auditors (IIA) professional 

standards, and 
o Ensures audit practices conform with internal audit policies and procedures.

12. Determine whether the size and qualifications of the audit staff are appropriate based on the 
institution’s activities, assets, and complexity.  Consider the audit staff’s academic backgrounds, 
experience, competency, and ongoing training initiatives.

13. Consider whether the internal audit schedule is based on a risk assessment. General considerations 
include the following items: 

All institution functions and services are reflected. 
The audit schedule is reviewed and approved by the audit committee at least annually. 
The auditor periodically reports progress in completing the schedule to the audit committee. 
The audit committee approves changes to the schedule. 
Audit plans and frequencies are reasonable and completed as scheduled. 
Audit schedules use varied starting dates and time intervals between audits to avoid anticipation by 
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those subject to audit.

14. Assess the adequacy of audit workprograms and the maintenance of corresponding audit workpapers.  
Items to consider include:

A reasonable record retention schedule is maintained for audit records. 
Audit workprograms are sufficiently detailed to allow for effective audits. 
Workprograms are updated to keep pace with changes (such as new products, accounting 
guidelines, and regulations). 
Workpapers document approval of all deviations from established audit procedures. 
Workpapers contain evidence that audit managers reviewed the workpapers for conclusions and 
recommendations. 
All significant and unresolved exceptions are noted in workpapers and included in audit reports. 
Workpapers are well organized and support conclusions and recommendations. 
Workpapers are cross-referenced to procedures and institution reports. 

15. Determine whether the internal audit department’s reporting procedures are adequate. Consider if: 
The auditor submits formal reports directly to the board of directors or audit committee.
Audit reports include an overall opinion and an assessment of the effectiveness of internal controls 
and compliance with established procedures.
The board or audit committee supports the audit staff in resolving audit matters.
Audit reports record departmental managers’ commitment to resolve reported matters. 
Audit reports include a summary of the effectiveness of all controls reviewed. 
The auditor maintains a formal record of all unresolved audit or regulatory exceptions and 
recommendations.
Changes to the audit schedule are approved.

16. Assess the adequacy of work performed by the internal auditors.  Items to consider include:
Examination findings,   
Time elapsed since the previous audit,  
Scope and relevance of internal auditors’ work, and
Testing performed by internal auditors. 

17. Review the institution’s external audit program. Refer to the
ED Module as needed. 

If the institution is covered by Part 363 of the FDIC Rules and Regulations, or Part 208, Appendix 
D-1 of FRB Regulation H and has $1 billion or more in total assets, determine whether 
management, at least annually, assesses the effectiveness of its internal control structure and 
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procedures for financial reporting and compliance with designated laws.  Review the 
documentation maintained to determine whether management adequately assesses the institution’s 
internal control structure and compliance with laws.
Determine whether publicly-owned institutions or those covered by Part 363 that have $1 billion or 
more in total assets have an external auditor attest to management’s assessment of its internal 
control structure and procedures for financial reporting.
If the institution chose not to obtain an external audit, review the board of director’s
documentation of its reasons, including whether the auditing program provides sufficient coverage 
of areas of potential concern or unique risk.  Review the minutes describing the board's 
consideration of this audit issue at each examination.
Determine whether the audit program conforms with FR Appendix D of Regulation H or FDIC 
Part 363. 
Determine whether the external audit engagement letter contains any limitation of liability 
provisions.  Refer to the Interagency Advisory on the Unsafe and Unsound Use of Limitation of 
Liability Provisions in External Audit Engagement Letters, February 9, 2006.  (FDIC: FIL 13-2006, 
FRB: SR 06-4.)
Determine whether issues presented in the CPA management letter have been addressed.
Review any additional CPA reports and follow up on issues presented.

End of Core Analysis.  If needed, Continue to the MICE Expanded and Impact Analyses.
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LIQUIDITY
Core Analysis Decision Factors

Examiners should evaluate the Core Analysis in this section to determine whether an Expanded Analysis is 
necessary. Click on the hyperlinks found within each of the Core Analysis Decision Factors to reference the 
applicable Core Analysis Procedures.

Do Core Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

C.1. Are policies, procedures, and risk limits adequate?  

C.2. Are internal controls adequate?  

C.3. Are the audit or independent review functions adequate?  

C.4. Are information and communications systems adequate and accurate?  

C.5. Are the management and use of alternative and rate sensitive funding sources reasonable?  

C.6. Does the overall assessment of liquidity, including cash flow analysis and contingency funding 
plans, indicate liquidity needs can be met without adversely affecting operations or financial 
condition?

C.7. Do the board and senior management effectively supervise this area?  
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LIQUIDITY
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
bank.  Examiners should complete only the procedures relevant for the bank’s activities, business model, risk 
profile, and complexity. If needed, based on other identified risks, examiners can complete additional 
procedures. References to laws, regulations, supervisory guidance, and other resources are not all-inclusive.

Preliminary Review

1. Identify previous liquidity and funds management concerns by reviewing prior examination reports, 
file correspondence, and audits.  

2. Review Uniform Bank Performance Reports (UBPRs), financial statements, and other applicable data 
to develop a preliminary assessment of liquidity trends and risk.1 Identify significant trends or changes 
in source and use of funds that may require further analysis. For banks with moderate to significant 
asset or loan growth, identify specific funding sources that may require further analysis. 

3. Review board or committee minutes and information packets presented to the directorate for evidence 
of oversight, responsibility, routine management reports, and any identified liquidity concerns.

4. Determine whether there are recent or planned changes in operations, management, oversight, or 
strategic direction relating to liquidity and funds management (such as growth, new products, mergers, 
or acquisitions).  Discuss these items with management as necessary and consider the potential liquidity
risks and benefits. 

Policies, Procedures, and Risk Limits

5. Review liquidity and funds management policies to ensure the guidelines include sufficient management 
guidance and reflect the board’s risk tolerances and oversight responsibilities.  Prudent liquidity 
guidelines, which may also be found in investment, loan, or other policies, typically: 

Authorize an individual(s) or committee to conduct activities and delineate planning, management, 
and reporting responsibilities; 
Describe diversification targets for funding sources and address acceptable terms for each funding 
source.  Such targets may be segmented to address short-, medium-, and long-term funding needs
and limit exposures to, or concentrations in, single providers, market segments, wholesale funding 
types, investment securities, marketable loans, other assets, etc.;

1 Average balances may provide useful indicators of operating liquidity levels.
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Emphasize the importance of cash flow forecasting as a primary measurement and monitoring tool;
Define and place limits on funding sources and uses, such as:
o Maximum loan-to-deposit ratio or loan-to-asset ratio,
o Reliance on less stable funding of longer-term assets, 
o Individual and aggregate limits on wholesale and rate sensitive funds by type and source,  
o Target amounts of unpledged liquid assets, 
o Maximum level of illiquid asset concentrations such as complex financial instruments or bank 

owned life insurance (BOLI)2, and 
o Off-balance sheet positions; 
Require monitoring of bank policy compliance and policy-exception handling and reporting;   
Set targets for unencumbered, liquid asset reserves; 
Provide contingent liquidity plans for unexpected cash flow mismatches, including periods when 
unsecured borrowing lines, brokered and high-rate deposits, and other similar funding sources may 
be unavailable or cost prohibitive; 
Include risk limits and funding strategies for material activities (such as securitizations, derivatives, 
trading, international activities, or backstop-lending for commercial paper) that are subject to 
adverse financial market events; 
Emphasize the importance of comprehensive and timely reports to management and the directorate 
that address current conditions and stressed scenarios; and 
Include a framework for stress testing liquidity risk commensurate with the risk profile and 
activities of the bank. 

6. Determine whether funds management policies, procedures, and risk limits are reasonable in relation to 
management abilities, risk appetite, strategic plans, current economic conditions, and the complexity, 
and overall financial condition of the bank.

7. Evaluate the frequency and timeliness of policy reviews and updates by the board. 

Internal Controls

8. Determine whether sufficient separation of duties (or comparable controls) exists over the preparation 
of reports used in managing the liquidity function.

9. Determine whether reports concerning liquidity sources and uses are prepared and reviewed with
appropriate frequency.

2 Refer to the BOLI ED Module for more information.
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10. Determine whether policy exceptions are appropriately identified, reported, tracked, and approved.

Audit or Independent Review

11. Determine whether the scope of audits or independent reviews is sufficient to identify policy, reporting, 
internal control, and compliance deficiencies.

12. Determine whether audits or independent reviews are properly reported to the board and appropriate 
operating committee. 

13. If recent reviews disclosed deficiencies, determine whether management responses and corrective 
actions are reasonable and promptly implemented.   

Information and Communication Systems 

14. Determine whether internal management reports provide accurate and timely information (regarding 
funding sources and uses) to support ongoing liquidity-management decisions and for monitoring the 
results of those decisions.

15. Determine whether board and senior management reports provide sufficient and appropriately tailored 
information to monitor compliance with board policies.   

16. Determine whether management performs adequate analysis of funding sources and uses to assure 
ample funding capacity.   

17. Determine whether liquidity needs and risks are effectively communicated to all affected areas. 

Analysis of Funding Sources and Uses

18. Compare current liquidity levels and prospective sources of liquidity to present and future funding 
needs.  Consider:
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Adequacy of funds management reporting and planning;
Stability and diversification of funding sources; and
Financial condition and performance.

19. Assess the composition and stability3 of the deposit funding structure, considering: 
Out of area deposits, including national CDs, internet deposits, money desk operation, and deposit 
listing services;
Brokered deposits;
Reciprocal deposits;4

Public deposits, uninsured deposits, or other large deposit relationships; 
Deposits obtained from deposit management programs, such as CD specials, deposit account rate 
incentives, and internet banking initiatives;
Potential surge deposits; 
Maturity distribution; and
Potential deposit rate sensitivity in various market environments. 

20. Assess the composition of the non-deposit funding structure.  Identify sources of all significant 
borrowings or market instruments (e.g., FHLB advances, repos, Fed funds, FRB Discount Window, 
asset securitization, and complex wholesale borrowings).  Review agreements; consider the terms, 
structure, and collateral requirements of borrowing arrangements; and determine the extent and use of 
those funds, considering the following factors:

Trends in use of such funds, either seasonally or as a more permanent funding vehicle;
Stability and diversification of those sources; 
Use of those funds relative to strategic plans, controls, and alternate funding sources; 
Remaining borrowing capacity under both secured and unsecured borrowing lines; and
Compliance with collateral eligibility guidelines of each agreement, particularly concerning 
electronic notes and signatures.

21. Compare the rates paid for deposits and other funding sources with published indices and local market 
rates.  Determine the cause of any significant variances. 

22. Review UBPR aggregate cost data and determine reason(s) for any significant variances or adverse 
trends in cost of funds, relative to peer data.

3 Refer to the Brokered and High-Rate Deposits ED Module for further analysis of material exposure to brokered 
deposits and less stable or rate-sensitive funding sources.
4 Refer to 12 CFR 337.6(e) for details regarding the limited exception for treating certain reciprocal deposits as 
brokered deposits.
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23. Determine whether management practices or strategies resulted in a funding concentration. If so, 
determine the use of the funding and whether funding concentrations present elevated risks.

24. Assess the extent of liquidity provided by the securities portfolio and other investments considering:
The availability of highly liquid assets that could be sold or pledged to obtain funds under a stress 
scenario (highly liquid assets include unpledged US Treasury and agency securities); 
The volume of assets with limited marketability (e.g., municipals from small issuers, complex 
financial instruments, BOLI); 
The maturity structure, marketability, and vulnerability to market stress (i.e., price risk); 
Portfolio depreciation (ensure valuations conform to relevant reporting standards); 
Pledging requirements and the availability of unpledged securities; 
Significant changes or trends in composition and maturity; and
Legal, regulatory, or operational impediments. 

25. Assess the extent of liquidity provided by the loan portfolio, including pledged assets and cash flows 
from loan payments or sales. 

26. Assess the impact of any other asset pledging and off-balance sheet arrangements (e.g., FHLB standby
letters of credit used to collateralize public deposits) on liquidity and contingency funding. Determine 
whether off-balance sheet liabilities are reported appropriately on Call Report Schedule RC-L, if 
applicable. 

27. Assess the potential impact on liquidity of asset sales that include recourse provisions.

28. Review the use of asset sales or secondary funding sources that were prompted by unplanned liquidity 
needs and determine whether there were any adverse effects on operations or financial performance.

29. Evaluate management provisions for anticipated but unusual liquidity needs, such as large unfunded 
loan commitments, maturity of significant volumes of time deposits or borrowed funds, branch closings, 
new products, mergers, litigation, or growth initiatives. 
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30. Assess the effect of any other identified trends or material changes in sources and uses of funds. 

31. Review historical and projected off-balance sheet funding requirements, and assess the bank’s ability to 
respond to potential funding needs. 

Cash Flow Analysis  

32. Determine whether the bank has effective methods for projecting cash flows arising from assets, 
liabilities, and off-balance sheet items over an appropriate set of time horizons (e.g., weekly, monthly, 
quarterly, and annually).

33. Determine whether internal liquidity and funds management analyses identify primary sources of 
funding for meeting daily cash outflows, as well as seasonal and cyclical cash flow fluctuations.

34. Assess management’s process for establishing and maintaining a level of liquid assets that supports day-
to-day operations and includes an additional buffer to address unforeseen circumstances.  

35. For banks engaged in significant payment and settlement activities, determine whether internal 
liquidity monitoring captures intraday liquidity risks associated with derivative activities.

36. Determine whether liquidity stress scenarios are conducted across multiple time horizons, use
reasonable modeling assumptions under various stress scenarios, and are commensurate with the 
bank’s complexity and level of risk exposure.  Typical liquidity stress scenarios consider the realistic 
availability of liquidity, given potential haircuts on borrowings, FHLB restrictions, deposit runoff, and 
likely market conditions during stress events. Possible stress scenarios include: 

Unexpected loan growth; 
Loan losses or reduction in loan repayments: 
Changes in economic conditions, market perception, or disruptions in financial systems; 
Price fluctuation in the securities portfolio; 
Inability to renew or replace maturing funding liabilities;
Unexpected deposit withdrawals or draws on off-balance sheet credit commitments; 
Disruptions in payment and settlement systems due to operational failures or local disasters;
Increased FHLB collateral requirements;
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Restrictions imposed by correspondents on borrowing availability or terms;
Prompt Corrective Action downgrades, and statutory and regulatory restrictions on brokered 
deposits and interest rates paid on deposits; 
Downgrades of the bank’s investment rating by a Nationally Recognized Statistical Rating 
Organization (for larger organizations) or other rating agency (for smaller organizations); and 
Reaching early amortization triggers on pools of assets securitized by the bank.

Contingency Funding Plan (CFP)

37. Review the CFP to determine whether it provides adequate funding under stressed operating 
environments, including situations that, while relatively infrequent, could significantly affect the bank.  
Appropriate plans address shortfalls in emergency situations, including systemic adverse financial 
market events and reflect the complexity, risk profile, activities, and scope of the bank’s operations.
Consider whether the CFP: 

Identifies stress events that could harm the liquidity position; 
Addresses levels of severity and timing during a contingent liquidity event by identifying 
temporary, intermediate, or longer-term disruptions; 
Establishes a monitoring framework, such as triggering mechanisms and early warning indicators;
Addresses funding sources and needs during a stress event through a quantitative projection of 
funding needs and funding capacity;
Identifies potential sources of contingency funding and considers the time needed to establish them; 
Assesses the reliability of contingency funding (e.g., irrevocable, as available, revocable);
Identifies terms and conditions of alternative or contingency funding arrangements; and
Establishes a crisis management team, realistic action plans, and provisions for more frequent and 
detailed liquidity reporting if stress situations intensify. 

38. Confirm whether the CFP is regularly tested, updated, and operationally sound.  Consider the 
following: 

Maintaining and updating the liquidity event management process, including roles and 
responsibilities; 
Frequency of testing the operational components of the contingency funding plan;
Assessing the mobility of cash and collateral when needed; 
Stress testing for collateral devaluations; 
Identifying the availability of contingent funding lines of credit when needed; 
Maintaining and updating the monitoring framework for contingent events; and
Testing various elements of the contingency funding plan, including standby liquidity sources that 
are rarely used, such as:

o The sale or securitization of loans,
o Repurchase agreements (repos), and
o FRB Discount Window borrowings.

Page 1576 of 1882



39. Determine whether the board and senior management have contingency plans to assist management in 
taking appropriate and prompt action if the bank becomes less than well capitalized.5 Consider:

Statutory and regulatory restrictions on rates paid for deposits; 
The need to seek approval from the FDIC to accept and renew brokered deposits for adequately 
capitalized banks; and
The inability to accept brokered deposits for less than adequately capitalized banks. 

40. If the bank originates or purchases loans for asset securitizations, determine whether the liquidity risk 
monitoring system includes contingency plans for possible liquidity strains because of early 
amortizations.

Board and Senior Management Oversight 

41. Determine whether the board and senior management adequately plan and articulate the future 
direction of the organization, noting projected growth levels, the source of funding for the growth, and 
associated changes in the overall asset and liability mix

42. Determine whether the board and senior management have a defined funds management strategy or 
programs for gathering deposits, and assess the process for developing the strategy or programs.  
Assess the purpose of the funding strategies or programs and determine how those funds are being 
used, such as funding normal operations or targeted asset growth. 

43. Evaluate the effectiveness of the oversight and control structure for the organization’s liquidity 
practices.   

44. Determine whether the board has allocated sufficient resources to liquidity management.

45. Evaluate the technical and managerial expertise of individuals involved in liquidity management.  

46. Determine whether the board and senior management established clear lines of authority and 

5 Refer to Prompt Corrective Action Guidelines (Section 38 of the FDI Act, 12 USC 1831) and the Brokered and High 
Rate Deposits ED Module as needed.
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responsibility for monitoring adherence to policies, procedures, and limits.  

47. Determine whether senior management effectively monitors liquidity risk for subsidiaries and other 
affiliates on an ongoing basis.   

48. Determine whether organizational practices are consistent with established bank policy. 

End of Core Analysis.  If needed, Continue to the Expanded and Impact Analyses.

Page 1578 of 1882



LOAN OPERATIONS REVIEW
Core Analysis Decision Factors

Examiners should evaluate the Core Analysis in this section to determine whether an Expanded Analysis is 
necessary. Click on the hyperlinks found within each of the Core Analysis Decision Factors to reference the 
applicable Core Analysis Procedures.

Do Core Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

C.1. Are loan policies, approval procedures, and asset concentration limits adequate?  
, , & .

C.2. Are loan documentation, review procedures, and internal controls adequate?  

.

C.3. Are the audit and independent review functions adequate?  
.

C.4. Are collateral controls adequate?  .

C.5. Are management reporting and communication systems adequate and accurate?  
&

C.6. Does management accurately identify and monitor policy exceptions?  
&

C.7. Is the process for loan disbursement, booking, and reconcilement adequate?  
&

C.8. Does senior management effectively supervise this area?  
&
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LOAN OPERATIONS REVIEW
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
bank.  Examiners should complete only the procedures relevant for the bank’s activities, business model, risk 
profile, and complexity. If needed, based on other identified risks, examiners can complete additional 
procedures. References to laws, regulations, supervisory guidance, and other resources are not all-inclusive.

Preliminary Review

1. Review prior examination reports, prior examination work papers, pre-examination memorandum, 
and file correspondence to identify any previous deficiencies. 

2. Review internal and external audit reports to identify areas of concern and significant loan operation 
deficiencies. Review current loan review reports and assess any documentation deficiencies or 
unsatisfactory practices.

3. Review remedial actions taken by management to correct audit and examination deficiencies.

4. Review all loan operation policies and procedures.  Consider board approvals and last-reviewed date.
Appropriate policies generally address items such as roles, responsibilities, lending authorities, 
underwriting processes, application and document flows, approval processes, and loan funding 
methodologies. 

5. Discuss with management any significant changes in loan operations personnel, service providers, 
software, operating procedures, or new loan products planned within the next 18 months. 

6. Review board and loan committee minutes for relevant discussions on loan operations. 

Policy Considerations 

7. Determine whether lending policies are appropriate for the lending activities of the bank.  Evaluate the 
frequency and timeliness of reviews and updates by the board of directors.  Appropriate policies 
generally address items such as:
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General fields of lending that the bank engages in and the types of loans within each general field; 
Limitations on the maximum volume of loans in relation to total assets; 
Description of the bank's normal trade area and circumstances under which the bank may extend 
credit outside the area; 
Guidelines that address the goals for portfolio mix and risk diversification and cover the bank's 
plans for monitoring and taking appropriate corrective action on any existing concentrations to 
individual borrowers and their related interests and industries; 
Guidelines regarding loans to insiders; 
Guidelines for purchased and sold loans, including loan participations; 
Lending authority of each loan officer; 
Lending authority of a loan committee or executive committee; 
Responsibility of the board of directors in reviewing, ratifying, and approving loans; 
Guidelines under which unsecured loans will be granted; 
Limitations on the extension of credit through overdrafts; 
Guidelines for collateral requirements, pricing, and the terms of repayment for various types of 
loans offered; 
Limitations on the amount advanced in relation to the value of the collateral for various loan types, 
considering the Interagency Real Estate Lending Guidelines and the related documentation for 
valuing the collateral by loan type.  (FDIC: Rules and Regulations, Part 365, Appendix A; FRB: 12
CFR 208, Appendix C); 
Documentation required by the bank for each type of secured loan; 
Guidelines on the use of interest reserves; 
Guidelines for obtaining and reviewing appraisals and evaluations of real estate or other collateral 
as well as for ordering new appraisals and evaluations; 
Guidelines for adequate safeguards to minimize potential environmental liability; 
Limits and guidelines on off-balance sheet credit exposures; 
Standards for loan presentation sheets and credit memoranda; 
Standards for proper underwriting and credit file documentation by loan type; 
Guidelines for ongoing documentation review and maintenance of complete and current credit files 
on each borrower; 
Guidelines addressing the bank's loan review and grading system (watch list); 
Guidelines addressing the bank's determination, assessment, and review of the appropriate level 
for the Allowance for Loan and Lease Losses (ALLL) (or allowance for credit losses (ACL),1 when 
applicable); 
Guidelines addressing loan modifications and the resultant accounting consequences including 
whether the modification meets the definition of a troubled debt restructuring (TDR); 
Guidelines addressing collection and workout procedures; 
Guidelines addressing charge-off practices and appropriate follow up for potential recovery; 
A process for approving, tracking, and reporting exceptions to policies; and
The time interval for the board’s periodic review of the loan policy for its adequacy.

8. Determine whether the loan policy establishes appropriate underwriting standards for each loan type 
made by the bank.  Appropriate underwriting standards generally address items such as:

ACL replaces the term ALLL for those banks that adopted ASU 2016-13.
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Loan-to-value limits;
The borrower’s business or occupation;
The borrower’s past and current financial condition, income, and cash flow; 
The purpose of all loans granted to the borrower, the source of repayment, loan terms, and 
repayment period; and
The collateral, its value, and the source of valuation.

9. Determine whether incentive compensation programs promote behaviors that are inconsistent with the 
bank’s strategic portfolio objectives and risk tolerances or with safe and sound banking practices.

10. Determine whether repossessed asset and ORE policies are sufficient for the needs of the bank.

11. Review the bank's charge-off policy.  Consider the consistency with regulatory and accounting 
definitions, adherence to policy, timeliness, and senior management and board review.

12. Review the bank’s appraisal policies to determine whether they conform with outstanding regulatory 
requirements.

13. Determine whether the appraisal policy describes the conditions under which the bank will obtain a 
new or updated appraisal or evaluation of the real estate collateral on an existing commercial real 
estate (CRE) loan (e.g., movement into workout or material deterioration in real estate market 
conditions.) 

Internal Controls

14. Determine whether appropriate separations of duty are in place.  Consider items such as: 
Preparation of loan documents, 
Posting of subsidiary loan records to the core loan application, and
Disbursement of loan proceeds. 

15. Evaluate the adequacy of the loan documentation process. Satisfactory loan documentation systems
generally address items such as:
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Assignment of responsibility for assembling loan documents,
Reviews of loan documentation to ensure that all required documents and signatures on 
applications are present prior to loan approval, 
Documentation is reviewed by an independent party after closing to verify that proper procedures 
are followed, and all required information is on file and properly executed, and 
Loan documents are secured during business hours and locked in a fireproof vault overnight.

16. Determine how new and renewed loans are approved and booked and whether loan officers are able to 
renew and extend loans without an independent review.

17. Determine whether controls are in place to ensure loans are booked with the same terms as those 
approved. 

18. Determine whether the code of ethics governs loan officers lending to relatives or other related parties.

19. Review management's procedures to prevent, detect, and respond to lending policy exceptions. In 
addition, determine whether deviations from the loan policy are properly approved and documented in 
accordance with internal loan policy guidelines.

20. Determine the adequacy of reconciliations between subsidiary loan records and the general ledger.  
Consider the frequency of reconciliations, the disposition of reconciling amounts, and the separation of 
duties for personnel involved. 

21. Evaluate the adequacy of controls over loan closings and disbursements.  Consider the following:
Documentation is complete and appropriate waivers are obtained before loans are funded, 
Use of documentation waivers is not excessive, 
Funds are disbursed in accordance with loan terms, and
Loan proceed disbursements and general ledger entries are properly controlled.

22. Ascertain whether items held in suspense accounts clear in a timely manner.
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23. Evaluate the adequacy of controls over off-balance sheet lending activities.

24. Verify if commitments are limited in amount, cover a specific period, and indicate the conditions that 
must be satisfied before draws will be honored.

25. Evaluate the adequacy of controls over loan participation activities, such as independent credit analysis 
(prior to purchase and ongoing). 

26. Evaluate the adequacy of loan participation agreements. Appropriate agreements generally: 
Meet the definition of a participating interest* as defined by ASC Topic 860, 
Address the timely exchange of information,  
Establish expectations involving participants’ consultation with each other prior to taking action on 
defaulted loans, and 
Specify the rights and remedies of the lead bank and participant(s). 

27. Evaluate the adequacy of controls over loan renewals and extensions.  Consider the following: 
An independent credit analysis is performed prior to renewal or extension; 
The number of loan renewals or extensions is compliant with internal loan policy limits; and
The use of interest-only terms is limited.

28. Evaluate controls regarding collateral held at the bank.  Consider the following: 
Collateral held at the bank is documented with pre-numbered forms that provide a customer’s 
receipt, ledger record, and loan file copy; 
Physical or negotiable collateral held at the bank is under joint custody; and
Controls to ensure holds on deposit accounts are maintained. 

29. Evaluate the process for reconciling loan accounts to the general ledger.  Consider the following:

Page 1584 of 1882



The frequency that subsidiary loan accounts are reconciled to the general ledger; 
Persons involved in approving loans, disbursing proceeds, accepting payments, or posting 
transactions do not have reconciliation authority; 
Reconcilements are reviewed and signed by senior officers; and
The bank has adequate procedures and timeframes for disposing of stale items.

30. Evaluate controls regarding capitalization of interest. 
Determine whether there are loans on which interest is not being collected in accordance with the 
terms of the note, such as loans that have been renewed without full collection of interest, with 
interest being rolled into principal, or interest paid from the proceeds of a separate note.
Determine whether there are any loans in which the terms have been modified by reducing the 
interest rate or principal payment, by deferring interest or principal, or by restructuring of
repayment terms.  Consider any formally restructured loans that were returned to accrual status 
after a partial chargeoff or before collection of interest in arrears.

31. Determine whether management appropriately identifies, measures, monitors, controls, and reports 
concentration risks of credit by industry, type, person, product type, and related borrowers, etc.

32. Determine whether loan approvals are properly documented, and verify that loan terms are consistent 
with officer, committee, and board approvals. 

33. Determine whether credit-scoring models are regularly tested and evaluated to ensure that actual 
performance approximates initial projections.

34. Determine whether the appraiser selection and appraisal review processes are independent from the 
lending function. 

35. Determine how appraisers are added to the approved appraiser list and how appraisers are selected for 
assignments. 

Credit Administration
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36. Determine whether appropriate lending authorities exist at the loan officer and committee levels. 

37. Determine whether the lending and credit administration staff is appropriate given the size and nature 
of current and planned lending activities.

38. Evaluate the effectiveness of the organization’s collection and workout procedures.

39. Determine the extent and adequacy of training and continuing education provided to lending 
personnel.

Audit or Independent Review

40. Determine whether the audit program is sufficient to obtain reasonable assurance that:
Loans exist and are owned by the institution as of the balance-sheet date;
The level of the ALLL (or ACL, when applicable) is appropriate and is determined in accordance 
with generally accepted accounting principles (i.e., the ALLL (or ACL, when applicable) covers 
estimated credit losses on individually evaluated impaired loans and estimated credit losses 
inherent in the remainder of the loan portfolio); 
Loans are properly classified, described, and disclosed in the financial statements, including fair 
values and concentrations of risk;
Recorded loans include all such assets of the institution and the financial statements include all 
related transactions during the period;
Loan transactions are recorded in the proper period;
Loans held for sale are properly classified and are stated at the lower of cost or fair value;
Interest income, fees, and costs and the related balance-sheet accounts (accrued interest receivable, 
unearned discount, unamortized purchase premiums and discounts, and unamortized net deferred 
loan fees and costs) have been properly measured and recorded;
Gains and losses on the sale of loans have been properly measured and properly recorded; and
Credit commitments, letters of credit, guarantees, recourse provisions, and loans that collateralize 
borrowings are properly disclosed in the financial statements.

41. Determine whether the audit or independent review program provides sufficient coverage relative to 
the institution's size, scope of lending activities, and risk profile.  Appropriate programs often: 

Recommend corrective action when warranted;
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Verify that corrective action commitments have been implemented;
Assess separation of duties, internal controls, and supervision of lending activities;
Determine compliance with internal policies and procedures, and applicable laws and regulations;
and
Assess the adequacy, accuracy, and timeliness of reports to senior management and the board.

Information and Communication Systems 

42. Determine whether managerial reports provide sufficient information relative to the size and risk 
profile of the organization and evaluate the accuracy and timeliness of reports produced for the board 
and executive management. Reports may include the following types of information: 

Analysis of the appropriateness of ALLL (or ACL, when applicable);
Chargeoffs and recoveries; 
Concentrations; 
Insider borrowings; 
Kiting suspects; 
Legal lending limits; 
Loan extensions and modifications; 
Loan renewals and new loan approvals/denials (above certain dollar amounts); 
Non-conforming loans; 
Non-sufficient funds; 
Out-of-territory lending; 
Overdrafts; 
Participations; 
Policy exceptions; 
Results of internal/external audits; 
Results of loan review; 
Suspense accounts (contents and reconcilements); 
Technical exceptions; and
Unfunded commitments. 

Managerial Effectiveness

PROCEDURES AND PRACTICES

43. Determine how management monitors for compliance with internal policy and limits. 

44. Review audits and examinations performed to determine the effectiveness of internal audit in 
identifying and reporting internal control weaknesses.

Page 1587 of 1882



45. Determine whether management has addressed and corrected deficiencies cited by internal/external 
auditors, loan review, and regulatory agencies. 

46. Review board, loan, and audit committee minutes to determine whether relevant issues and audit 
findings are being addressed.

End of Core Analysis.   
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LOAN PORTFOLIO REVIEW
Core Analysis Decision Factors

Examiners should evaluate the Core Analysis in this section to determine whether an Expanded Analysis is 
necessary. Click on the hyperlinks found within each of the Core Analysis Decision Factors to reference the 
applicable Core Analysis Procedures.

Do Core Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

C.1. Are the audit or independent review functions adequate?  ,
, & .

C.2. Are information and communication systems adequate and accurate?  
&

C.3. Does management accurately identify, monitor, and reserve for credit risk?  

C.4. Is portfolio quality satisfactory, considering trends in adverse classifications and the overall risk 
profile? &

C.5. Is the volume of ORE and repossessed assets manageable and the ORE portfolio adequately 
administered and controlled?  , , &

C.6. Do the board and senior management effectively supervise this area?  
, , & .
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LOAN PORTFOLIO REVIEW
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
bank.  Examiners should complete only the procedures relevant for the bank’s activities, business model, risk 
profile, and complexity. If needed, based on other identified risks, examiners can complete additional 
procedures. References to laws, regulations, supervisory guidance, and other resources are not all-inclusive.

Preliminary Review

1. Review prior examination reports, prior examination work papers, pre-examination memorandum, 
audit reports, and file correspondence for an overview of any previously identified lending deficiencies.  
In addition, determine whether there were any prior concerns related to the Allowance for Loan and 
Lease Losses (ALLL) (or allowance for credit losses (ACL),1 when applicable), repossessed assets, or 
ORE.

2. Review internal and external audit reports, and assess the adequacy of the audit scope.

3. Review internal and/or external loan review reports as well as other reports provided by third parties.   

4. Discuss with management any planned changes in lending philosophy, portfolio composition, new 
products, pricing strategies, etc.  Determine whether current and planned lending strategies are 
consistent with the bank's overall strategic plan.

5. Review and assess the adequacy of loan committee and board minutes.

6. Obtain and analyze data used by management to supervise the loan portfolio.  This data may include:
Organizational charts;
Written policy and procedures manual;
Problem loans and watch list reports;
Delinquency and nonperforming asset reports;
Concentration reports;
Allowance for Loan and Lease Losses (ALLL) (or ACL, when applicable) analysis;
Significant and/or concentrations of charge-offs (by industry or types of borrowers) since the prior 

ACL replaces the term ALLL for those banks that adopted ASU 2016-13.
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examination; and
Portfolio stress test reports and documentation, if applicable.

7. Review the composition of the loan portfolio by type, dollar volume, and percentage of capital.
Determine whether specialty-lending areas exist and assign responsibility for completing appropriate 
reviews.  Refer to individual Loan Reference modules for additional procedures. 

8. Determine the volume of other real estate and the change in volume since the prior examination. 

9. Determine the volume of repossessed assets and the change in volume since the prior examination. 

Audit or Independent Review

10. Determine whether the audit program is sufficient to obtain reasonable assurance that:
Loans exist and are owned by the institution as of the balance-sheet date;
The level of the ALLL (or ACL, when applicable) is appropriate and is determined in accordance 
with generally accepted accounting principles (i.e., the ALLL (or ACL, when applicable) covers 
estimated credit losses on individually evaluated impaired loans and estimated credit losses 
inherent in the remainder of the loan portfolio); 
Loans are properly classified, described, and disclosed in the financial statements, including fair 
values of loans and concentrations of risk; 
Recorded loans include all such assets of the institution and the financial statements include all 
related transactions during the period;
Loan transactions are recorded in the proper period;
Loans held for sale are properly classified and are stated at the lower of cost or fair value;
Interest income, fees, and costs and the related balance-sheet accounts (accrued interest receivable, 
unearned discount, unamortized purchase premiums and discounts, and unamortized net deferred 
loan fees and costs) have been properly measured and recorded;
Gains and losses on the sale of loans have been properly measured and properly recorded; and
Credit commitments, letters of credit, guarantees, recourse provisions, and loans that collateralize 
borrowings are properly disclosed in the financial statements.

11. Determine whether the audit or independent review program provides sufficient coverage relative to 
the institution's size, scope of lending activities, and risk profile.  Appropriate programs generally 
include:
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Recommend corrective action when warranted;
Verify that corrective action commitments have been implemented;
Assess separation of duties, internal controls, and supervision of lending activities;
Determine compliance with policies, procedures, and regulatory requirements; and
Assess the adequacy, accuracy, and timeliness of reports to senior management and the board.

Information and Communication Systems 

12. Determine whether managerial reports provide sufficient information relative to the size and risk 
profile of the organization and evaluate the accuracy and timeliness of reports produced for the board 
and executive management.  Reports may include the following types of information: 

Analysis of the appropriateness of ALLL (or ACL, when applicable); 
Chargeoffs and recoveries; 
Concentrations; 
Insider borrowings; 
Kiting suspects; 
Legal lending limits; 
Loan extensions and modifications; 
Loan renewals and new loan approvals/denials (above certain dollar amounts); 
Non-conforming loans; 
Non-sufficient funds; 
Out-of-territory lending; 
Overdrafts; 
Participations; 
Policy exceptions; 
Results of internal/external audits; 
Results of loan review; 
Suspense accounts (contents and reconcilements); 
Technical exceptions; and
Unfunded commitments. 

13. Review the effectiveness and accuracy of management's system for aggregating related credit 
exposures.

14. Analyze growth trends by total and loan type, and determine whether actual data satisfactorily mirrors 
budgeted growth or strategic plans.

Page 1592 of 1882



15. Review the accuracy of accounting for loans sold and participations.  Consider partial sales and 
recourse arrangements.

16. Determine whether the bank’s procedures and practices for placing loans on nonaccrual status are in 
agreement with Call Report Instructions. 

17. Determine whether the bank’s procedures and practices regarding troubled debt restructurings (TDR)
are in agreement with Call Report Instructions.

18. Validate the accuracy of Consolidated Reports of Condition and Income where necessary.

Identifying, Monitoring, and Reserving for Credit Risk 

LOAN REVIEW

19. Consider whether loan review practices are appropriate for the size and complexity of the bank and
whether loan reviews are conducted by individuals independent from loan origination and approval 
processes.  Appropriate loan review practices generally meet the following objectives:

To promptly identify loans having potential credit weaknesses, and appropriately classify loans 
with well-defined credit weaknesses that jeopardize repayment so that timely actions can be taken 
and credit losses minimized;
To project relevant trends which affect the collectability of the portfolio and isolate potential 
problem areas;
To provide essential information to determine the appropriateness of the ALLL (or ACL, when 
applicable); 
To assess the adequacy of and adherence to internal credit policies and loan administration 
procedures, and to monitor compliance with relevant laws and regulations;
To evaluate the activities of lending personnel; and
To provide senior management and the board with an objective and timely assessment of the 
overall quality of the loan portfolio. 

20. Determine whether the watch list is regularly updated by management and reviewed by the board. 

21. Assess the accuracy of the loan review system and internal risk ratings.  Also, review any 
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documentation exception reports and written classification summaries, and evaluate the scope, 
frequency, and timeliness of reviews and updates to the board of directors.

Allowance for Loan and Lease Losses 

METHODOLOGY

22. Assess the methodology for determining the appropriate ALLL (or ACL, when applicable) level and 
consider whether it includes portfolio segmentation and impairment analysis for individually evaluated 
loans.  Determine whether the complexity and scope of 
the ALLL (or ACL, when applicable) evaluation process and loan review system are appropriate given 
the risk profile of the bank and the complexity of lending activities. Consider the following:

The effectiveness of the bank’s loan review system and controls. 
The ability of internal data-capture and loan-reporting systems to provide robust and meaningful 
information regarding portfolio risks.
Management’s ability to evaluate loss-estimation models before they are implemented (when 
applicable) and to modify model assumptions as needed.
The bank's methodology is based on a comprehensive, adequately documented, and consistently 
applied analysis of the bank's loan and lease portfolio.
Management promptly charges off loans, or portions of loans, that are uncollectible. 
An independent third party periodically reviews and validates the ALLL (or ACL, when 
applicable) methodology. 

23. Evaluate the criteria management uses to select loans for individual evaluation under ASC Topic 310.  
For example, assess: 

Loans or relationships that are above dollar thresholds.  If management uses a dollar threshold, 
assess the threshold in relation to average loan balance, concentrations, or other factors that would 
cause the loans to be more significant to the institution; 
Loans or relationships that are on the bank’s Watch List or that are adversely classified 
Substandard or Doubtful.  If selection criteria do not include loans rated Substandard or Doubtful, 
explain the rationale for the decision; and
Loans or relationships that are past due or on nonaccrual status.

24. Determine the methodology used by the institution to measure impairment on loans (within the scope 
of ASC Topic 310) that are individually evaluated and determined to be impaired, and consider 
whether the institution maintains supporting documentation for the assumptions and estimates used.  
Consider whether the methodology used is based on: 

The present value of expected future cash flows for individually evaluated impaired loans that are 
not collateral dependent; 
Observable market price for individually evaluated impaired loans that are not collateral 
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dependent; or
The fair value of collateral method.

25. Evaluate the reasonableness of and support for management’s assumptions, valuations, and judgments 
used in the analysis of those loans individually evaluated for impairment under ASC Topic 310 and 
determined to be impaired.

26. Determine how the institution treats: 
Loans that are individually evaluated for impairment under ASC Topic 310 and are determined 
not to be impaired; and

  
Individually evaluated loans that are determined to be impaired, but there is zero impairment and 
no allowance is established when measured for impairment under ASC Topic 310.  (

)  

27. Determine the basis for evaluating groups of loans under ASC Topic 450.  
Ensure that assets are adequately stratified into groups based on one or more predominant risk 
characteristic. 
Evaluate the calculation of historical loss rates for each segment.
o Review the time period and the method of calculation (e.g., simple average, weighted average) 

for reasonableness and consistency. 
o Consider the effect of new loan products or newly expanded markets.  

Consider how segmentation methods and historical loss-rate calculations reflect qualitative or 
environmental factors necessary to reflect current conditions and expectations.
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28. Determine whether management considers all relevant qualitative and environmental factors and 
maintains documentation sufficient to support all material adjustments.  Appropriate documentation 
generally addresses all material factors that are likely to cause estimated losses to differ from historical 
losses.  Qualitative or environmental factors include, but are not limited to: 

Changes in lending policies and procedures, such as underwriting standards and collection, charge-
off, and recovery practices; 
Changes in national and local economic business conditions and developments, including the 
condition of various market segments; (

Changes in the nature and volume of the portfolio and in the terms of loans;
Changes in the experience, ability, and depth of lending management and staff;
Changes in the volume and severity of past due and adversely classified loans and in the volume of 
nonaccrual loans;
Changes in the quality of the loan review system;
Changes in the value of underlying collateral for collateral-dependent loans;
The existence, level, and effect of any concentrations of credit; and
The effect of external factors such as competition or legal and regulatory requirements.

29. Determine how the institution estimates credit losses on a group of loans with similar risk 
characteristics when the institution does not have any loss experience of its own for such a loan group.

30. Confirm that the bank does not include loans that were determined to be impaired and measured for 
impairment under ASC 310 in the estimated credit losses under ASC 450, even if the ASC 310
impairment measurement was zero.  

31. Determine whether the bank has an  allowance for loan and lease losses.  If so, determine 
whether it was calculated in accordance with GAAP and is properly documented and supported.

32. Where appropriate, ensure that the assessment of an appropriate level for the ALLL (or ACL, when 
applicable) includes an estimate of losses from transfer risk associated with the institution’s cross-
border lending activities.
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33. Determine whether the ALLL (or ACL, when applicable) evaluation process is completed at least 
quarterly and ensure that appropriate documentation is maintained to support management’s 
assumptions, valuations, and judgments.  (Refer to the 2001 Final Interagency Policy Statement on 
ALLL Methodologies and Documentation for Banks and Savings Institutions; and the 2006 
Interagency Policy Statement on ALLL.) 

LEVEL OF THE ALLL (or ACL, when applicable)

34. Evaluate the overall level of the ALLL (or ACL, when applicable) for appropriateness and 
reasonableness.

Determine whether the ALLL (or ACL, when applicable) is at an appropriate level based on a 
review of the bank’s methodology coupled with examination findings as they relate to:
o Loan classifications; 
o Effectiveness and reliability of the bank’s loan review system including differences in level and 

severity of examiner classifications and that of Watch List Loans (internally classified loans); 
o Level and trend of past due and nonaccrual loans (reserve levels should normally be 

proportionately and directionally consistent with the level and trend of problem loans as 
reflected in examination classifications), internal watch list ratings; 

o Historical recovery of loan charge-offs; and
o Changes in the business cycle that necessitate qualitative or environmental factor adjustments 

to the institution’s historical loss rates.
Consider reviewing applicable ratios as a preliminary check on the reasonableness of the ALLL (or 
ACL, when applicable).

o Evaluate trends as compared to an institution’s peer group and its own historical experience.  
For example, the relationship of the ALLL (or ACL, when applicable) to adversely classified or 
graded loans, past due and nonaccrual loans, as well as historical gross and net charge-offs.

o Analyze changes in key ratios from prior periods, assess the directional consistency of the 
ALLL (or ACL, when applicable) in relation to these changes, and assess the appropriateness 
and reasonableness of the ALLL (or ACL, when applicable) based on the collectability of the 
institution’s loan portfolio in the current environment.

If the bank’s loan review system is effective and its method for determining an appropriate ALLL
(or ACL, when applicable) level is acceptable, compare the result of the bank’s methodology to the 
actual ALLL (or ACL, when applicable) balance.  Ensure that the ALLL (or ACL, when 
applicable) amount reported in the institution’s regulatory reports and financial statements 
reconciles to the ALLL (or ACL, when applicable) analysis.  Assess the reasons for any material 
differences.
Assess management’s estimated credit losses, and if necessary, consider the need for additional 
provision expenses based on examination findings. Consider the following: 
o The bank’s loan review system is substantially inaccurate, or 
o The bank is lending in stressed market conditions, 
o Credit administration weaknesses have not been timely identified or addressed, or 
o Examination results reflect significant loan quality deterioration. 
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Portfolio Quality

35. Evaluate loan commitments, letters of credit, and other contingent liabilities for creditworthiness.

36. Review overdraft protection, large items, uncollected funds, and check kiting reports for irregular 
activity.  Pay particular attention to overdrafts of bank insiders and insiders of other banks.

37. Evaluate the current level and trend of past due ratios for each type of credit and determine which loan
categories pose elevated risk.  

38. Review and analyze purchased loan participations for appropriate accounting* treatment, due
diligence, creditworthiness, underwriting quality, and recourse provisions. Consider: 

Whether these credits are internally classified at the originating bank or other participation 
holders (when the information is available); and
Whether these credits are adversely classified in regulatory examination reports at the originating 
bank and other participation holders.

39. If the bank has acquired other institutions or loan portfolios, analyze the effect these purchases have 
had on the bank's portfolio composition and risk profile.

40. Determine whether it appears any loans were sold prior to the examination to another bank or to the 
holding company to avoid criticism by examiners.   

41. Determine whether the bank has any borrowing relationships that qualify as Shared National Credits 
and assign classifications accordingly. 

42. Evaluate the level and trend of classified loans and its effect on the bank’s credit risk profile.  
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Managerial Effectiveness

PROCEDURES AND PRACTICES

43. Determine whether loan and executive officers consistently follow the bank’s lending policies and 
practices.

44. Review the bank's loan approval process and determine whether loan presentations include an 
adequate analysis of the following items: 

Loan purpose;
Repayment sources and cash flows; 
Collateral;
Background of borrower;
Principals and management;
Financial information including balance sheet and income statement;
Financial projections; 
Industry and economic outlooks, including real estate trends;
Borrowing and deposit histories;
Loan structure, terms, and covenants; and
Justification for policy exceptions.

45. Determine whether the bank's financial analysis of borrowers is adequate in relation to the size and 
complexity of the debt.

Review financial analysis for appropriate financial ratios, trends, cash flow history, and projections 
sufficient to determine the financing needs and repayment capacity of the borrower.
Assess whether the bank’s credit assessment includes a review of a credit reports to identify other 
outstanding debts or contingent liabilities.
Assess whether the bank's review evaluates important items such as salaries, fees, dividends, notes 
and accounts receivable, and notes and accounts payable, including those to insiders.
Determine whether significant balance sheet and income statement changes are properly explained 
and whether the bank identifies and reviews contingent liabilities.
Evaluate the bank's comparison of actual results to projected performance.
Consider the prospects for support from any financially responsible guarantors, with emphasis on 
excess liquidity, cash flow, and demonstrated willingness to honor guaranty agreements. 

46. Determine whether management utilizes financial and reporting covenants.  If so, evaluate how 
covenants are tracked and enforced.  
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APPLICABLE LAWS AND REGULATIONS

47. Determine the bank’s regulatory and internal lending limits, and ascertain the bank's compliance with 
the limits. 

48. Review transactions with affiliates for compliance with Section 23A of the Federal Reserve Act.  (Note: 
12 U.S.C. 371 (c) defines covered transactions; sets quality, terms, and collateral requirements; and 
places aggregate limits on such activities.) 

49. Review extensions of credit to insiders for compliance with FRB Regulation O.

50. Review the bank's compliance with the anti-tying provisions of Section 106(b) of the Bank Holding 
Company Act Amendments of 1970 (12 U.S.C.1972),which prohibits extensions of credit that are 
conditioned upon the borrower obtaining or providing any additional credit, property or service to or 
from the bank or its holding company.

51. Determine whether the bank complies with applicable laws and regulations for loans secured by stock.
Items to consider include:

Loans secured by the bank's own stock;  

Loans for the purpose of purchasing or carrying margin stock; and 

Determine that the institution is familiar with the Lost and Stolen Securities program (SEC Rule 
240.17f1) and has taken the appropriate measures to minimize exposure on loans secured by stock.  
Refer to the securities information center webpage for further guidance.

52. Review and assess the bank's compliance with applicable real estate lending and appraisal regulations.  

CREDIT ADMINISTRATION

53. Assess the adequacy of management's actions to correct criticisms noted in the previous examination 
report, most recent loan review reports, as well as in recent internal and external audits.
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54. Evaluate management's effectiveness at reacting to changing economic, industry, and regulatory 
environments.

55. Evaluate the membership composition of the loan committee.  Determine whether members are 
independent and qualified to function effectively.

Other Loan Related Items

OTHER REAL ESTATE (ORE)

56. Determine whether ORE files are adequately documented.  Consider the following:
Evidence of ownership;
Book value (current and at the time of acquisition); 
Appropriateness of capitalized costs, if any;
Current outside appraisal or internal valuation;
Analysis of cost to carry (break-even analysis); 
Formal purchase offers (if applicable);
Sales efforts or listing agreements;
Current hazard and liability insurance;
Receipt evidencing payment of RE taxes; and 
Disposal of the parcel (who, when, how), if applicable. 

57. Determine the appropriateness of ORE accounting procedures, carrying values, and dispositions.  
Consider the following:

Appropriateness of initial recording of ORE at fair value less cost to sell, which becomes the cost 
basis of the ORE;
Prior liens, including recording such liens as liabilities; 
Appropriateness of accounting for ORE after acquisition at lower of cost or fair value less cost to 
sell, including the use of a property-specific valuation allowance for any decline in fair value less 
cost to sell below cost;
Appropriateness of rental income and expense entries;
Appropriate review of expenses;
Adequacy of appraisal or evaluation; 
Environmental concerns; and
Holding period in compliance with state laws. 
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58. Evaluate the quality of the portfolio and classify parcels accordingly. 

REPOSSESSED ASSETS

59. Determine the appropriateness of repossessed asset accounting policies, carrying values, holding 
periods, and dispositions.  Classify as necessary. 

NON-LEDGER ASSETS

60. Determine whether appropriate approval authorities and levels of review are in place given the volume 
and magnitude of chargeoffs.

61. Ascertain whether the audit practices are sufficient given the volume and magnitude of charge-offs.  
The audit program should determine the validity/existence of charged-off assets by physical 
inspection of items held at the bank or by direct confirmation with persons who have possession of 
them outside of the bank (e.g., attorneys or collection agents). 
The validity of charged-off items should also be tested, with particular attention given to possibly 
fictitious loans that were charged-off.  Methods of authenticating the validity of charged-off items 
include:  
o Direct confirmation with borrowers,  
o Evidence of personal contact with the borrower by persons other than the loan officer

regarding borrowing relationship, 
o Verification through bank records that the borrower received the loan proceeds, and
o Verification through non-bank records such as telephone and city directories that the borrower 

may exist. 
The auditor may choose to confirm all charge-offs of more than a certain size or may prefer to 
confirm a statistical sample of all charges over a certain amount. 

62. Determine that appropriate efforts are being made to collect charged off assets.

End of Core Analysis.  If needed, Continue to the Expanded and Impact Analyses.
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MANAGEMENT AND INTERNAL CONTROL EVALUATION
Core Analysis Decision Factors

Examiners should evaluate the Core Analysis in this section to determine whether an Expanded Analysis is 
necessary. This module is intended to incorporate and summarize the findings from all of the completed ED 
Modules for a given examination.  Click on the hyperlinks found within each of the Core Analysis Decision 
Factors to reference the applicable Core Analysis Procedures.

Do Core Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

C.1. Does the board adequately supervise the affairs of the bank and provide for management depth 
and succession?  ,

C.2. Has management established an adequate control environment throughout the organization?  

C.3. Is management responsive to recommendations from auditors and supervisory authorities?  

C.4. Are insider activities appropriate?  

C.5. Are management capabilities sufficient for the size, activities, and condition of the bank?  
.

C.6. Does management identify and assess the major risks confronting the bank?

C.7. Are policies and procedures generally adequate given the size and complexity of the bank?  
&

C.8. Do management information systems provide effective internal communication of the bank’s risks?

C.9. Are appropriate governance systems in place to monitor the activities of the bank?  
&
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MANAGEMENT AND INTERNAL CONTROL EVALUATION
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
bank.  Examiners should complete only the procedures relevant for the bank’s activities, business model, risk 
profile, and complexity. If needed, based on other identified risks, examiners can complete additional 
procedures. References to laws, regulations, supervisory guidance, and other resources are not all-inclusive.

Preliminary Review

1. Review board, committee, and shareholder meeting minutes since the last examination and the most 
recent and year-end board packages to assess the extent and adequacy of board supervision.  
Document important details and consider the following items:

Director attendance;
Changes in control since the prior examination; 
Board independence from executive management;
Dominant control by a board member, shareholder, or executive management;
Significant changes in the direction or activities of the bank;
Adequacy of management information systems;
Implementation and maintenance of adequate policies; and
The bank’s strategic plan.

2. Review changes in management or the directorate since the last examination. Assess compliance with 
rules concerning notification of changes in executive management.  (FRB: Section 914 of the Financial 
Institutions Reform, Recovery, and Enforcement Act of 1989. FDIC: Section 32 of the Federal Deposit 
Insurance Act (FDI Act).) 

Consider why changes were made or are planned.
Assess the effect of any changes on bank operations or risk profile. 
Review biographical information for new executive officers and directors.

3. Review prior examination reports, workpapers, and correspondence for comments regarding board 
supervision, management, and internal controls. 

Board and Management Supervision 

4. Review the bank’s charter, by-laws, and other related documents to understand the governance 
framework for the board of directors.  Consider the following: 

The number of directors;
Qualifications or restrictions for directors, including the chairman of the board;

Page 1604 of 1882



Mandatory retirement age, if any, for board members;
Advisory Directors or Advisory Board
Directorate nomination and election process;
Required committee structure; and
Required frequency of board and committee meetings.

5. Assess the composition of the organization’s board of directors.  Consider the following:
The number of independent directors, 
Involvement of the chairman in day-to-day operations, 
The number of years each member has served on the board, and
The presence of any financial and other experts on the board.

6. Determine whether the board has an effective process to identify, nominate, and select qualified 
individuals.  

7. Determine whether the organization provides new board members with an overview of their fiduciary 
responsibilities and opportunities for ongoing training.  

8. Determine whether the board has adopted a code of ethics that applies to all board members, officers, 
and employees, and assess adherence to that code.  

9. Determine whether the board adopted and management has implemented a strategic plan for the 
organization’s operation over the next three to five years.

10. Determine whether the board is actively involved in the selection and retention of the chief executive 
officer (CEO) and other executive officers, and consider whether the board regularly assesses executive 
officers’ performance. 

11. Determine whether the board and management have talent development and succession plans for all 
key personnel and periodically reviews and updates such plans.
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12. Determine whether the board, either directly or through a compensation committee: 
Approves the compensation of senior executives;  
Ensures that incentive compensation arrangements for covered employees are appropriately 
balanced and do not jeopardize the safety and soundness of the institution; and
Established a process for re-evaluating compensation in the event that employee decisions lead to 
adverse financial outcomes.

13. Determine the extent and appropriateness of board and management reliance on external advisors or 
consultants.

14. Assess the appropriateness and effectiveness of board and management committee structures.  
Consider the following:

Charters delineating a committee’s size, responsibilities, and membership qualifications;
Selection process for committee members;
Rotation requirements;
Selection of committee chair;
Meeting frequency and attendance;
Meeting agendas and minutes; 
Quality and timing of information flows from committees to the full board; and
Need for additional committees. 

15. Determine whether committee charters adequately address financial and non-financial risk 
governance.  Consider if charter elements: 

Define the responsibilities for oversight of risk management policies and practices; 
Outline board responsibilities to sanction, review, and amend committee practices;
Articulate the board’s role and responsibility in establishing and reviewing risk levels; 
Identify metrics for assessing and reporting risk levels relative to defined risk thresholds and 
limits; and
Provide for ongoing dialogue between board and management regarding risk management 
practices. 

16. Assess the process for setting board and committee meeting agendas, and evaluate the appropriateness, 
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accuracy, completeness, and timing of information received prior to meetings.

17. Determine whether the board established and communicated a whistleblower process that allows 
employees, vendors, and customers to anonymously report their concerns. (FDIC: consider FIL 80-
2005, ) 

18. Determine whether the board of directors, its committees, and executive management periodically 
conduct self-assessments of their performance. 

19. Evaluate the reasonableness and appropriateness of compensation paid to the directorate.  Consider 
the following:

Compensation or fees paid on a per meeting attended, annual, or other basis;
Additional compensation for committee meetings;
Compensation basis (cash, stock, stock option, or other basis); 
Deferred or other benefits; and
Existence of performance-based compensation.

20. Determine whether key executives have the appropriate knowledge, skills, and experience relative to 
the nature and scope of their responsibilities.

21. Identify and assess the influence exerted by any dominant official or policymaker.  

22. Determine whether the organizational structure is appropriate given:
The size, complexity, and overall risk profile of the bank; and
The organization’s strategic plan.
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Control Environment 

23. Determine whether the board implemented an effective internal control system and ensures all 
personnel understand the importance of internal controls.  Control systems should be designed to 
provide reasonable assurance that internal controls will prevent or detect:

Materially inaccurate, incomplete, or unauthorized transactions;
Deficiencies in the safeguarding of assets;
Unreliable financial or regulatory reporting; and 
Deviations from laws, regulations, and internal policies.

24. Determine whether the bank has a policy that requires all officers and employees to be absent from 
their duties for an uninterrupted period of not less than two consecutive weeks.  Assess its adequacy.

25. Determine whether management addresses integrity in its code of conduct, ethics policy, and actions.  
(FDIC: refer to FIL 105-2005, 

, and Statement of Policy: ).  
Consider the following:

Internal guidelines regarding conflicts of interest, periodic training, and acceptable/unacceptable 
practices;
Remedial action concerning policy exceptions; and
Documentation concerning deviations from policy and associated remedial action.

26. Determine whether management takes appropriate and timely action to address recommendations by 
auditors and regulatory authorities.

27. Determine whether the board, through effective monitoring and enforcement, restricts management’s
ability to override established policies and procedures. 

28. Determine whether the organization has written policies governing compensation programs.  Policies 
should address base pay and/or performance-based compensation arrangements. Areas of 
consideration include:
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Cash and noncash payments; 
Equity compensation (stock options, stock appreciation rights, restricted stock/stock units, etc.); 
Deferred compensation and supplemental retirement plans; 
Severance (golden parachutes/change-in-control payments); and  
Forfeitures and clawbacks.

29. Assess overall compensation practices.
Evaluate the appropriateness of incentive compensation arrangements for executive management
and other employees (individually or as a group) that initiate material risk positions for the bank.
When reviewing incentive compensation arrangements, consider: 
o The type, level, and significance of incentive compensation as part of the overall compensation 

model and its influence on the institution’s risk profile; 
o Board approval of executive compensation incentives; 
o The use of golden parachute agreements (FRB: SR-96-21; FDIC: FIL-8-96, FIL-66-2010, and 

Part 359); and
o Any incentive compensation issues identified during compliance examinations (e.g., mortgage 

loan origination compensation).  
Determine whether any compensation arrangements could be considered unsafe and unsound. 
When assessing compensation arrangements, review the combined value of all cash and noncash 
benefits provided to the individual and consider the following: 
o The compensation history of the individual and others with comparable expertise and 

responsibilities;
o The financial condition of the institution; 
o Documentation of the board’s review of compensation practices at comparable institutions

;
o For post-employment benefits, the projected total cost and benefit to the institution; 
o Connection between the individual and any fraudulent act or omission, breach of trust or 

fiduciary duty, or insider abuse; 
o Bank purchases of life insurance for compensation purposes; and
o Any other relevant factors.

30. Determine whether adequate systems are in place to identify and mitigate self-serving practices or
conflicts of interest. Consider compliance with applicable laws, and determine whether: 

Insiders have undue influence over customer activities; 
Insiders are lending personal funds to customers or borrowers;  
Privileges or benefits given to insiders are commensurate with the services rendered; 
Insiders are conducting excessive non-bank related business at the bank or are spending inordinate 

Page 1609 of 1882



amounts of time away from the bank; and
Transactions related to insiders’ purchase or use of bank assets (such as other real estate,
repossessed vehicles, equipment, or bank facilities) are appropriate.  

31. Determine whether the board appropriately monitors and manages potential conflicts of interest 
between the institution and its directors, management, principal shareholders, and affiliates 
(collectively, ).  The board should ensure the institution has policies and standards 
designed to ensure that: 

All transactions between the institution and an affiliated party are sound, in the best interest of the 
institution, and appropriately documented; and
Any exceptions to established policies and standards governing transactions with affiliated parties
are legally permissible and appropriately approved and documented.  

32. Determine whether (and if so, why) the external auditor or legal counsel changed since the last 
examination. 

Risk Assessment

33. Review the adequacy of internal risk assessments for all significant business activities.  Determine 
whether the assessments identify all material risks and consider the adequacy of compensating 
controls. Consider whether the results of assessments are appropriately reported and that internal 
controls and risk-assessment methodologies are updated as needed to reflect changes in business 
activities and work processes.

34. Determine whether management’s risk-taking practices are conservative, moderate, or aggressive by 
assessing practices relating to loans; investments; asset/liability management; growth; nontraditional 
banking services; deposit structures, rates, and products; and other pertinent areas.   

Determine whether internal controls sufficiently mitigate higher-risk activities.
Determine whether there are any material changes in management’s risk-taking practices.  For 
example, changes in deposit products or funding sources; loan products, underwriting, or portfolio 
mix; security investments, due diligence, or maturity distributions; or asset growth.

35. Assess the effectiveness of the board and management’s planning processes.  Consider the following:
Strategic plans, budget processes, profit plans, and growth projections;
Experience of individuals involved with the planning process;
Reasonableness of assumptions;
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Method of comparing actual performance against objectives;
Frequency of revisions;  
The use of stress tests in the strategic planning process to identify potential vulnerabilities 

; 
The adequacy of research regarding new strategic initiatives such as new products and 
investments, branch expansions, acquisitions, or mergers; and
The adequacy of business continuity planning that incorporates enterprise-wide considerations.

36. Determine whether management adequately considers risks that influence the success or failure of 
established objectives.  Generally, risk assessments should address: 

External sources of risk, such as:
o Technology changes, 
o Cyber-security risks,
o Competition, 
o Economic conditions, 
o Legislative and regulatory environment, and
o Accounting pronouncements.
Internal sources of risk, such as:
o Retention of key management and staff, 
o Availability of funds, 
o Information systems and related conversions, 
o Adequacy of capital funds,
o Corporate restructuring, 
o Concentrations of credit and funding sources, 
o Rapid growth, and
o New products or business lines.
The significance and likely impact of identified risks, compensating controls, and any mitigating 
factors. 

37. Determine whether management monitors reputational risk arising from sources such as:   
Media, internet, and social networks; 
Press releases and annual reports; 
Participation in or sponsorship of community events; and
Public perception. 

38. Consider whether the bank has an appropriate marketing and public relations strategy to manage its 
reputational risk.  
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39. Consider whether risks identified by examiners and external auditors often differ from those identified 
by management.

Control Activities

40. Assess the appropriateness of blanket bond insurance levels.  Consider:
Financial condition of bank, including capital levels and asset quality; 
Asset/deposit size and trends;
Size of transactions, such as loans (in relation to legal lending limit) and wire transfers; 
Single-loss and aggregate liability levels;
Effectiveness of internal controls; 
Whether areas of operations are rapidly expanding; 
Amount of cash, securities, and negotiable items normally held;
Number, experience, and turn-over rate of personnel;
Extent of trust and merchant-credit-card activities;
Data processing activities and internet presence;  
Presence of a dominant official or policymaker; and
Previous fraudulent activities or claims and suspicious activity reports. 

41. Consider the adequacy of other insurance policies including Director and Officer and any excess 
employee fidelity policy.

42. Determine the reasons for any significant fidelity insurance claims.

43. Determine whether employment practices for prospective directors, officers, employees, and significant 
third-party contractors address potential employment impediments.  For example, criminal convictions 
subject to Section 19 of the FDI Act (crimes related to dishonesty, fraud, and money laundering) and 
banking prohibition orders.  (

44. Determine whether policies, procedures, and practices are adequate for the size, complexity, and risk 
profile of the bank by reviewing findings from other modules completed during the examination.  
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45. Determine whether existing controls help ensure adherence to established internal policies and appear 
reasonable in relation to risk exposures.  Review the results of other reviews completed during the 
examination to determine the overall adequacy of internal controls. 

46. Determine whether management maintains an effective system of controls and safeguards for activities 
that expose the bank to risk.  Consider the following:

Authorization and reporting requirements; 
Data access controls; and
Joint custody, dual control, and separation-of-duty arrangements. 

47. Determine whether management takes appropriate steps to comply with laws and regulations.

Information and Communication 

48. Determine the adequacy of information systems to identify, capture, and report relevant internal and 
external information.

Determine whether the systems are commensurate with risks.
Determine whether the board or management periodically evaluates the adequacy and accuracy of 
management information systems.
Consider the accuracy of the Consolidated Reports of Condition and Income.

49. Evaluate whether communication of information is sufficient for personnel to carry out their
responsibilities.

Monitoring

50. Determine whether systems are in place to monitor material risks arising from all major activities in 
which the institution is engaged.  Assess risk monitoring with respect to the following:

Credit risk, 
Market risk, 
Liquidity risk, 
Operational risk, 
Legal risk, 
Reputation, and
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Compliance risk.  (FRB: See SR 16-11)

End of Core Analysis.  If needed, Continue to the Expanded and Impact Analyses.
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OTHER ASSETS AND LIABILITIES
Core Analysis Decision Factors

Examiners should evaluate the Core Analysis in this section to determine whether an Expanded Analysis is 
necessary. Click on the hyperlinks found within each of the Core Analysis Decision Factors to reference the 
applicable Core Analysis Procedures.

Do Core Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

C.1. Are operating policies, procedures, and risk limits adequate?  

C.2. Are internal controls adequate?  

C.3. Are audit or independent review functions adequate?  .

C.4. Are information and communication systems adequate and accurate?  

C.5. Is there adequate information to justify carrying values, and are adjustments made on a timely 
basis?

C.6. Do the board and senior management provide effective supervision?
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OTHER ASSETS AND LIABILITIES
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
bank.  Examiners should complete only the procedures relevant for the bank’s activities, business model, risk 
profile, and complexity. If needed, based on other identified risks, examiners can complete additional 
procedures. References to laws, regulations, supervisory guidance, and other resources are not all-inclusive.

Preliminary Review

1. Identify previous concerns by reviewing prior examination reports, file correspondence, and audits. 

2. Develop a preliminary view of financial trends.  Review Uniform Bank Performance Reports (UBPRs),
financial statements, and other applicable data to identify material factors (levels, changes, or trends) 
that may require analysis or help in scoping this review. 

3. Determine the primary responsibilities of the board of directors, board committees,1 and executive 
management relating to other assets and other liabilities.  

4. Determine whether any material changes (e.g., strategic, operational, economic) occurred or are 
expected that may affect this area.  Discuss the changes and implications with management.

Audit or Independent Review

5. Evaluate the scope of audits and independent reviews.  Consider whether audits and reviews are 
sufficient to identify internal control, reporting, and policy-compliance deficiencies.  

6. Determine whether findings from audits and independent reviews are reported to the board or an 
appropriate board committee.

7. Determine whether audits and independent reviews assess policy-exception practices.  Issues to 
consider include, but are not limited to exception approval, documentation, reporting, and tracking 
practices.

1 Through discussions with management or by reviewing applicable policies.
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8. Determine whether responses to audit and independent review findings are reasonable, timely, and 
tracked to completion.   

Cash Accounts

9. Evaluate policies and procedures for controlling cash.  Satisfactory guidelines generally address items 
such as: 

Separation of duties and joint-custody controls for items such as vault access, night depository, and 
ATMs;
Separate cash drawers for each teller, dollar limits for cash drawers, and surprise cash counts;
Depth of review of overages and shortages;
Compliance with applicable laws and regulations; and
Compliance with limits stated on bonding applications.

10. Evaluate written policies for controlling cash items by reviewing whether policies address items such 
as: 

Maximum holding periods (i.e., items cleared or charged-off timely), 
Acceptable reasons why items can be held, and
Frequency of management reviews and level of oversight. 

11. Assess the accuracy and timeliness of cash and cash-item reconciliations by: 
Reviewing reconciling items for reasonableness, 
Evaluating the use of suspense accounts, 
Determining whether items in suspense accounts are stale, and
Determining whether employees who prepare reconcilements are independent from control of cash 
and preparation of entries to the accounting system.

12. Determine whether management receives and appropriately reviews cash item reports.

13. Evaluate the documentation maintained to support the carrying values of cash items.
Consider the reason(s) an item is held, the date originated, and collectability.  Classify accordingly. 
Determine whether items not in process of collection are reported appropriately in the Call Report.
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Correspondent Bank Accounts and Interest Bearing Balances

14. Evaluate policies and procedures for monitoring correspondent bank accounts and interest-bearing 
balances.  Satisfactory guidelines generally address items such as: 

Individuals responsible for reconcilements and for maintaining records;  

Supervisors responsible for reviewing reconciliations and reconciling items; 
Arrangements regarding compensating balances for loans to the parent, an affiliate, or insiders; 
(
Approval procedures for entries to the accounts; 
Timeframes for charge-off of stale items; and
Procedures to prevent excessive exposure, including all credit exposure, to individual 
correspondents.  

15. Examine a sample of reconcilements to evaluate internal controls.  Consider whether: 
Statements for each account are reconciled promptly upon receipt; 
Starting balances agree with general ledger accounts and correspondent bank statements; 
Individuals who prepare reconcilements are different than those who prepare or approve general 
ledger entries, effect funds transfers, issue drafts or official checks, or prepare or approve entries to 
due from bank accounts;
Reconcilements include the preparer’s name, preparation date, and document a review by an 
officer or supervisor; 
Records of open-item investigations are maintained even after an item cleared; and  
Credit and debit items clear timely.  Generally, clearing time frames are as follows:

o Cash letters - the next day; 
o ACH transactions - the same or next day; 
o ACH returns - generally within two days;

o Non-ACH returns - generally within one week; 
o E bonds - depends on how transmitted, but generally within two to three days; 
o Cash shipments - the next day; 
o Bond transactions - the same or next day; and 
o Interest payment or charges - the next day.

16. Determine whether management reviews suspense account and aging (stale item) reports.  Satisfactory 
aging reports generally reflect the number and amount of open items for each due-from account and
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the status of large items and long-term open items. Consider whether the frequency of reviews 
coincides with the volume of accounts and stale items (i.e., level of risk). 

17. Determine whether documentation supports general ledger carrying values.
Investigate unusual items or items outstanding for an undue period. 
Determine whether a charge-off or other classification is necessary.

Permissible Activities and Equity Investments

18. Determine whether the bank obtained appropriate approvals for activities or equity investments that 
are not permissible for national banks.  Consider the following:

Banks that engage, directly or indirectly, in activities or equity investments that are not permissible 
for national banks must meet applicable capital standards.

Banks must meet applicable capital standards when subsidiaries engage, directly or indirectly, in 
activities that are not permissible for national banks.
Ensure management monitors compliance with regulatory conditions and restrictions imposed by 
approval orders. 
Make certain the investments and activities adhere to the strategies and business plans presented 
with the bank's application.

19. Determine whether the board has approved all equity investments and activities.

20. Evaluate business plans and strategies regarding permissible and approved activities and equity 
investments.

21. Determine whether management and the board receive appropriate financial and operating 
information regarding each activity and equity investment.
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Premises and Fixed Assets

22. Evaluate policies and procedures regarding premises and fixed assets.  Satisfactory guidance generally 
discusses items such as: 

Specifying that the directorate approve all major purchases; 
Discouraging conflicts of interest or self-dealing with vendors, servicers, and insurers; and
Maintaining the level and nature of premises and fixed asset investments in compliance with 
applicable laws and regulations (e.g., state laws and Section 24A of the Federal Reserve Act). 

23. Evaluate internal controls.  Consider whether: 
Individuals who post purchase and sale records are responsible for the property custody or 
inventory; 
Subsidiary ledgers of depreciation are balanced to the general ledger by persons who have sole 
custody; 
Periodic physical inventories confirm asset values; 
Adequate fire and extended insurance coverage is in force for bank premises, furniture, and 
equipment; 
Asset sales, including the recognition of gains and losses, are appropriately recognized; and
Disclosures, including the existence of liens, are appropriate. 

24. Determine whether investment in premises and equipment is reasonable and complies with state laws.

25. Determine whether information and reporting regarding fixed assets to senior management and the 
board is adequate.

26. Determine whether real estate held for future expansion still qualifies as bank premises.

Deposit Activities

27. Evaluate policies and procedures for deposit account activity.  Satisfactory policies generally include
guidelines for the following:

Opening and closing accounts, 
Dormant and inactive accounts, 
Held and returned mail, 
Overdrafts, 
Uncollected funds,
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Deposit sweep activities,
Account maintenance, and
Escrow accounts.

28. Evaluate internal controls.  Consider the following: 
Reconciliation frequency; 
Segregation of duties exist so individuals who reconcile deposit accounts do not post items or 
handle cash or official checks; 
Suspense account items clear timely; 
New account opening (ensure appropriate segregation of duties); 
Transactions that affect customer accounts and other internal entries are properly and promptly 
processed with appropriate approval; 
Dormant and inactive account controls; and
Overdrafts, large uncollected funds, and kiting suspect reports are reviewed regularly. 

29. Determine whether management receives appropriate periodic reports on open items in suspense, in 
process, and other deposit accounts and whether the reports include the aging and status of significant 
items.

30. Review and evaluate overdraft, large item, uncollected funds, and check kiting reports, periodically 
throughout the examination for irregular activity.  Pay particular attention to activities of bank 
insiders.

31. Evaluate how management handles outstanding adjustments or differences (i.e., un-reconciled or stale 
items). 

32. Determine whether the bank uses retail repurchase agreements (a.k.a. sweep accounts.)  If so, confirm 
the following:

Advertising discloses that the instrument into which deposit funds are swept is not insured by the 
FDIC and is not an obligation of or guaranteed by the bank;
Proceeds of deposit sweep arrangements are invested only in short-term bank obligations, short-
term U.S. government securities, or other highly liquid, readily marketable investment grade assets 
that can be disposed with minimal loss of principal; and
Confirmations comply with the requirements of the Government Securities Act.
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33. Determine whether management information systems are sufficient to track performance metrics (e.g., 
volumes, rates paid, maturities, originators, and concentrations) of brokered funds and other 
alternative deposits, and whether these funds are reported correctly in the Call Report. 

Official Checks

34. Evaluate policies and procedures regarding official checks (e.g., expense checks, cashier’s checks, loan 
disbursement checks, certified checks). Effective guidelines generally address items such as: 

Accounts maintained for each type of official check.
Board-approved individuals with signing authorities. 
Procedures and authorities for issuing and approving official checks, including enhanced 
procedures for handling certified checks.

35. Evaluate internal controls.  Consider whether management: 
Maintains records that track official checks by serial number; 
Maintains reserve supplies of unissued checks under dual control; 
Periodically and independently reconciles reserve check supplies using the vendor’s invoice; 
Periodically traces certified checks for appropriate charges to customers' accounts to determine 
whether the accounts had sufficient balances when certified; and
Ensures that outstanding checks are regularly reconciled by an individual who does not have 
signing authority. 

36. Ascertain whether management maintains an appropriate reporting mechanism for reconcilements, 
inventories, and check signing.

Other Items

37. Evaluate other asset categories on the general ledger.  Common problem areas include the following: 
Book values exceed cash surrender values for life insurance policies insuring the lives of key 
officers.  
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The bank does not control non-booked assets (e.g., software and fine art).  

Capitalized bonding company claims, which are rarely justified unless realization is assured 
beyond any reasonable doubt.
Unrealizable deferred tax assets - deferred tax assets can be recognized for operating loss and tax 
credit carry-forwards just as they are for deductible temporary differences.  A bank can recognize 
the benefit of a net operating loss for tax purposes or a tax credit carry-forward to the extent
management determines that a valuation allowance is not necessary (i.e., if the realization of the 
benefit is more likely than not).   
Prepaid services costs (surety bonds, insurance policies, advance rental payments) are not charged 
to current expenses over the life of the purchased goods or services.

38. Evaluate other liability categories on the general ledger.  Determine whether: 
Any liabilities are not reflected on the bank's books.  

Reports that provide an aging of applicable liability accounts are prepared and reviewed by 
management periodically. 
Detailed records or calculations are maintained to support recorded liabilities.

End of Core Analysis.  If needed, Continue to the Expanded and Impact Analyses.
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RATE SENSITIVITY
Core Analysis Decision Factors

Examiners should evaluate the Core Analysis in this section to determine if an Expanded Analysis is necessary.
Click on the hyperlinks found within each of the Core Analysis Decision Factors to reference the applicable Core 
Analysis Procedures.

Do Core Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

C.1. Do the bank’s assets, investments, deposits, other funding sources, and financial derivatives present 
a low or well-controlled level of interest rate risk?  

C.2. Have adequate corporate governance processes (policies, procedures, risk limits, and strategies) 
been established?  

C.3. Are internal measurement processes and systems adequate?  Refer to Core Analysis 
.

C.4. Are model inputs and management’s assumption development process adequate?  
.

C.5. Are the audit and internal control functions adequate?  

C.6. Has an effective Independent Review function been established?  

C.7. Are management information systems and reporting adequate?  

C.8. Is the level of risk reasonable relative to capital and earnings levels?  

C.9. Do the Board and senior management effectively supervise this area?  
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RATE SENSITIVITY
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
bank.  Examiners should complete only the procedures relevant for the bank’s activities, business model, risk 
profile, and complexity. If needed, based on other identified risks, examiners can complete additional 
procedures. References to laws, regulations, supervisory guidance, and other resources are not all-inclusive.

Preliminary Review 

1. Review prior examination reports, supervisory reviews, and file correspondence to identify prior rate-
sensitivity concerns.  Also, review internal, or third party, audits and reviews to identify any concerns 
or recommendations.

2. Review board or committee minutes and information packets for evidence of oversight, responsibility, 
routine management reports, and any identified rate sensitivity concerns.

3. Determine whether there are any recent or planned changes in strategic direction and discuss with 
management the implications for rate sensitivity risks.

4. Review offsite analytical reports (FDIC: IRRSA) to develop a preliminary assessment of rate
sensitivity trends and risks.

5. Review UBPR, Call Report, balance sheet, and income statement data to develop an initial rate 
sensitivity profile.  Note common risk areas such as:

Shifts in long term assets and long term liabilities;
Mortgage-loan exposure (direct or indirect through mortgage backed investments);
Mortgage servicing assets; 
Significant securities depreciation; 
Structured notes;
Fluctuations in non-maturity deposits; and
Hedging activities, such as rate swaps, forwards, futures, options, or other derivative products.  

Policies, Procedures, and Risk Limits
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6. Review rate sensitivity policies.  Policy guidance may be incorporated in liquidity, loan, investment, 
interest rate risk (IRR), or other policies, but taken as a whole, should provide sufficient guidance to 
management relative to the board's risk tolerances and oversight responsibilities.  Policy formality and 
sophistication will vary, depending upon the level of the bank's risk and the complexity of its holdings 
and activities. In general, satisfactory policies: 

Assign authority and responsibility to an individual(s) or committee for establishing and 
maintaining an effective IRR management program that identifies, measures, monitors, and 
controls IRR within board-approved risk limits;
Identify the types of instruments and activities that may be used to manage IRR exposure;
Provide for comprehensive measurement systems that are commensurate with the size and 
complexity of the institution for valuing positions and assessing performance, including procedures 
for updating model scenarios and underlying key assumptions;
Require regular, detailed reporting that informs management and the board of IRR exposures;
Outline the process and responsibility for sensitivity testing of critical model assumptions;
Require periodic back testing of IRR projections and analysis of significant variances;
Establish earnings and capital exposure limits commensurate with the risk tolerance of the board;  
Require management to factor IRR into broader risk management considerations and strategic 
decisions to ensure interrelationships between IRR and other risks are considered and addressed; 
Require the board or a designated committee to periodically review and approve the policy, risk 
limits, and strategies;
Assign responsibility for authorizing policy exceptions, and require documentation of the rationale 
for authorizing such exceptions; and 
Provide that the asset/liability committee (ALCO), or a similar committee, has sufficient 
representation across major functions that influence IRR exposure.

7. Determine whether the board or a delegated committee oversees the establishment, approval, 
implementation, and annual review of IRR management strategies, policies, procedures, and limits (or 
risk tolerances).

8. Discuss IRR management processes and practices with management. Review ALCO meeting minutes 
and packages to evaluate the process.  Potential topics for discussion include:

Lines of responsibility and authority for IRR exposure management; 
Development of IRR policies and practices;
Adequacy of IRR measurement system used (e.g., gap, income simulation, economic value of 
equity);
Assumptions used in the IRR measurement system (e.g., asset prepayments, deposit price 
sensitivity, decay rates, growth rates) and any adjustments to key assumptions;
Management’s understanding of the underlying analytics and methodologies of IRR models;  
Board/management understanding of model assumptions, particularly if developed by third
parties;
Strategies to manage IRR (e.g., cash flow or duration matching, altering balance sheet composition, 
hedging with derivatives);
Technical expertise of staff relative to the complexity of products used and the complexity of the 
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IRR measurement system; and,
Board and management understanding of the specific embedded risk characteristics of the 
institution, (e.g., basis risk, option risk). 

9. If IRR management processes include hedging with derivatives, determine whether policies outlining 
hedging strategies include:

Requirements for analysis of market, liquidity, credit, and operating risks;
Requirements regarding the expertise/experience of personnel involved in implementing and 
monitoring derivative hedging strategies; 
Permissible strategies and types of derivative contracts; 
Risk limits for hedging activity such as position limits (gross and net), maturity parameters, and 
counterparty credit guidelines;
Names of individuals authorized to initiate hedging transactions and their limits of authority;
Requirements for monitoring hedging activity and ensuring activities fall within approved limits 
and lines of authority; and 
Descriptions of how management will ensure compliance with technical accounting guidance that 
governs hedging activity, most notably ASC Topic 815. 

10. Determine whether management uses static balance sheet modeling to assess baseline IRR exposure.
Refer to the 1996 Joint Agency Policy Statement on IRR and the 2010 FFIEC Advisory on IRR 
Management for further discussion of balance sheet modeling.  

11. Determine whether management uses IRR modeling to evaluate large-scale shifts in strategies, product 
offerings, or significant concentrations.  

12. Determine whether procedures and risk limits are reasonable relative to current economic conditions 
and the overall condition of the bank.  Determine whether management:

Evaluates the potential effect on income and capital levels when establishing risk limits;  
Reviews limits at least annually (and more frequently if the bank’s financial condition, strategic 
direction, or products and services are changing); and
Considers the risks and potential rewards of adverse/favorable rate movements when establishing
an IRR position or strategy. 

Measurement System Capabilities  

13. Determine whether the measurement system contains the functionality (and is updated as needed) to 
adequately assess risk exposures.
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14. Determine whether the IRR measurement system captures and reports all material on- and off-balance 
sheet positions.  Consider the level of detail in charts of account, data input, and output reports.   

15. Determine whether the system measures the potential effect of changes in market rates on both
earnings and capital.

16. Determine whether the IRR measurement system has capabilities to provide meaningful stress-test 
simulations applicable to the institution.  Consider the following: 

Instantaneous and significant rate shocks (considering the current rate environment);
Substantial changes in rates over time (prolonged rate shocks exceeding periods of 1 year);
Changes in the relationships between key market rates (i.e., basis risk);
Various scenarios (e.g., base case, worst case, static, dynamic); and
Nonparallel yield curve shifts (e.g. steepened, flattened, and inverted yield curves).

Assumptions and Data Inputs

17. Assess management’s process for developing and reviewing key scenarios and assumptions.  Consider 
the institution’s documentation, monitoring, and update procedures. Typical key assumptions include:

Asset prepayment speeds,
Non-maturity deposit price sensitivities,
Non-maturity deposit decay rates or average life, and 
Key/driver rates.

18. Review the reasonableness and support for management’s key assumptions. 

19. Review the institution’s sensitivity analysis on key assumptions. 

Internal Controls

20. Determine whether management established sufficient lines of authority and separation of duties, or 
comparable controls, over the development and use of measurement systems and monitoring tools.
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21. Determine whether IRR reports are reviewed by senior management and the board at least quarterly. 

22. Determine whether management complies with policy parameters and documents the reasons for 
variances, and any actions plans initiated.  If applicable, discuss the board’s oversight and approval of 
variances and any related mitigating actions.   

Audit or Independent Review

23. Determine whether management provides for an adequate audit of the IRR measurement process.  

24. Determine whether the independent review includes an adequate scope (certain aspects of which may 
have been completed by internal audit or an external model validation).  Adequate scoping generally 
includes an assessment of items such as the:  

Adequacy of, and compliance with, policies and procedures; 
Suitability of the bank’s measurement system given the size and complexity of activities;
Appropriateness of rate scenarios used; 
Validity of risk measurement calculations; and
Reasonableness and accuracy of assumptions and data inputs including back testing.

25. Ensure that the results of annual independent reviews are promptly reported to the board, or 
committee thereof.  Determine whether management reviewed and reported the results of any
validation performed on the IRR model used. 

26. If recent reviews disclosed any deficiencies, or if back testing has shown past estimates deviated 
significantly from actual performance, determine whether management responses are reasonable and 
timely.

Reporting and Communication Systems

27. Determine whether internal reports provide sufficient information for ongoing IRR management 
decisions and for monitoring the results of those decisions.  Reports should contain sufficient detail for 
the board and senior management to:
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Analyze IRR levels and trends and estimate the potential effect on earnings and capital; 
Identify material risk exposures and sources;
Evaluate key assumptions, including interest rate forecasts, deposit behaviors, and loan 
prepayments;
Make pricing decisions; 
Verify compliance with risk limits/policy guidelines and to monitor policy exceptions; 
Assess the institution’s IRR sensitivity in base-case and changing-rate scenario, and
Assess important assumptions underlying the measurement systems. 

28. Determine whether interest rate risks are communicated to all relevant operational and oversight 
personnel.   

29. Consider testing reports for accuracy by comparing results with regulatory reports and internal
records.

Risk Exposure Considerations

30. Determine the level of IRR and assess the potential effect on the institution's risk profile.  Consider 
IRR trends that, while still within established risk tolerances, may indicate an increasing risk profile.

31. Compare the earnings projections used in the IRR measurement systems to management’s budget.
Determine the magnitude of any differences and the reason for the differences.  Determine the extent to 
which management relies on IRR projections and uses them in strategic and capital planning.   

32. Determine whether recent or anticipated changes or trends in the balance sheet composition alter the 
IRR profile relative to historical data.  When significant structural changes have or are expected to 
occur, de-emphasize historical analysis and focus on current and forecasted balance sheet composition.  
Significant structural changes may include:

Major shift in the maturity (repricing) characteristics of the investment portfolio, loans, 
borrowings, or deposit accounts;
Increased holdings of financial instruments such as mortgage securities, callable securities, fixed-
rate residential loans, and structured notes;
Fundamental changes in liability mix between core deposits and other funding sources; 
Unexpected changes in level or trend of securities appreciation and depreciation; and
Adoption of, or an increase in, the volume of derivative or hedging instruments.  
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33. Analyze changes in the net interest margin and net operating income relative to:
Market interest rate fluctuations, 
Reliance on rate sensitive noninterest income activities (such as mortgage banking activities), 
Earnings and capital levels, and
Strategies to manage the effect of the changes on earnings and capital. 

Oversight & Risk Mitigation

34. Determine whether the board understands and is regularly informed about the level and trend of IRR 
exposure.  Consider the following board responsibilities:

Setting the bank's tolerance level for interest rate risk,
Identifying lines of authority and responsibility for managing risk, 
Ensuring adequate resources are devoted to IRR management, 
Monitoring the overall IRR profile, and
Ensuring that IRR is maintained at prudent levels. 

35. Determine whether senior management ensures that board-approved strategies, policies, and 
procedures for managing IRR are appropriately executed within the designated lines of authority and 
responsibility.  Consider the following management responsibilities:

Implementing detailed reporting processes to inform senior management and the board of the level 
of IRR exposure;
Maintaining comprehensive systems and standards for measuring IRR, valuing positions, and 
assessing performance, including procedures for updating IRR measurement scenarios and key 
underlying assumptions driving the institution’s IRR analysis;
Developing and implementing procedures that translate the board's goals, objectives, and risk 
limits into operating standards that are understood and followed by bank personnel;
Providing sufficient staff to operate measurement systems, including back-up personnel who 
possess requisite technical expertise;
Establishing adequate training and development programs;
Implementing internal controls over the IRR process; and 
Ensuring independent reviews and validations of the IRR program are regularly completed.

36. Determine whether historical performance indicates weakness in board and senior management 
oversight.   

37. Determine whether the board effectively oversees and management effectively implements planned 
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initiatives and strategies.

38. If risk limits were breached, determine what steps management took, or plans to take, to remedy, or 
mitigate exposures.  If management decides against corrective action, determine whether such 
decisions are reasonable and appropriately reported and documented.   

End of Core Analysis.  If needed, Continue to the Expanded and Impact Analyses.
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RISK SCOPING ACTIVITIES
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
bank.  Examiners should exclude unnecessary items from the request letter.  References to laws, regulations, 
supervisory guidance, and other resources are not all-inclusive.  This module is intended to help the examiner-in-
charge (EIC) determine the examination scope, allocate staff resources, and prepare a pre-examination 
memorandum.  When specialty examinations are to be integrated with safety and soundness examinations and 
reports, procedures for these specialties should be added.

Activity Identification

1. Determine whether concerns or higher-risk activities are present, such as :
Internal control/audit issues were cited in previous examination or audit reports, including: 
o Excessive internal control deficiencies,
o Inadequate documentation,
o Out-of-balance accounts,
o Inadequate account reconciliations, 
o Significant policy exceptions or inadequate reporting of exceptions, 
o Inability or unwillingness to downgrade loans or recognize impairment/loss promptly, or
o Inaccurate reporting of troubled debt restructures (TDRs) in the Consolidated Reports of 

Condition and Income (Call Reports).
Asset quality issues, such as:
o Unusual loan types or particularly complex loans considering the profile of the institution and 

the expertise of lending staff; 
o A material volume of loans with high-risk characteristics (e.g., low quality, poor underwriting, 

nonperformance, watch-list or classified status);
o Inadequate policies and procedures for obtaining appraisals/evaluations during renewals or

extensions;
o Significant concentrations in high-risk loans (based on loan type, borrower, geography, market

segment, etc.);
o Concentrations of assets for which valuation methods are complex or uncertain;
o Significant volumes of loan modifications or TDRs; 
o Use of brokered, correspondent, or third-party arrangements to originate or service loans;
o Use of volume incentives for loan originators; or
o Over reliance on interest reserves. 
Management/strategic planning issues, such as:
o Excessive growth or over reliance on nontraditional funding sources;
o High-risk strategies, reliance on non-core income sources, or significant business-line changes; 
o Significant personnel turnover, the departure of key staff, or inadequate succession plans; and
o Over emphasis on earnings without proper risk management practices or internal controls. 
Regulatory issues, such as:
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o Several quarters of significant provision expenses;
o Marginal capacity to raise equity capital; 
o High volume of consumer complaints;
o High volume of intercompany transactions (FRB Regulation W);
o Significant insider transactions that are not properly approved or documented (FRB 

Regulation O); or
o Parent company issues that limit its ability to serve as a source of strength to the bank (such as 

having low liquidity, high debt, or an overreliance on bank dividends for cash flow).

2. Review available information to determine the significance of bank activities and associated risks.
Obtain from the bank:
o Strategic plans and budgets; 
o Internal management reports; 
o Watch lists
o Board packages; 
o Annual reports; and
o Auditor reports, management letters, quality control reports, and other reviews (such as loan, 

interest rate risk, mortgage banking, and Small Business Association (SBA) loan reviews).
Obtain from other sources:
o Call Reports, Uniform Bank Performance Reports (UBPR), and Bank Holding Company 

Performance Reports;
o Offsite surveillance monitoring reports; 
o Real Estate Stress Tests (FDIC: REST); 
o Problem Bank Review Summaries; 
o Interest Rate Risk Reports (FDIC: IRRSA);
o Press releases, published news stories, and on-line information/databases; 
o Large Insured Depository Institution (LIDI) Reports (FDIC);
o Reports of examination issued by the institution’s primary regulator;
o Regulatory reports of examinations relating to security- or insurance-activities conducted by 

bank subsidiaries or other entities; 
o FDIC-Assisted Transactions, loan pool purchases, mergers/acquisitions; and
o Regional economic conditions.

3. Discuss with management potential concerns identified through interim offsite reviews, financial 
analysis, or correspondence.

Identify economic conditions that may affect the bank’s overall financial condition and discuss
issues such as: 
o The bank’s primary trade area and its principal business activities within the area.  Consider

issues such as the size of the bank’s trade area, boundary descriptions, population levels and 
trends, per capita income, employment growth, and unemployment rates; 

o Management’s views regarding local economic trends and other factors that may affect the 
bank (for example, new businesses, expansion plans, business closings, or planned layoffs);

Page 1634 of 1882



o Deposit levels and trends and any plans for new or special-rate deposit products;  
o Types of loans currently emphasized and any material changes in loan types or volumes;  
o Competition and how it affects loan and deposit pricing; and
o The bank’s dependence on any particular industry or economic sector (for example, oil and gas, 

government, or agriculture).
Identify managerial, operational, and functional changes.  Determine if there have been any 
changes, or anticipated changes, in areas such as: 
o Overall bank objectives, risk appetites, or management philosophies;
o Ownership, key personnel, or audit firms; 
o Board composition; 
o Investment strategies or brokers; 
o Operations, including information systems; 
o Policies and procedures; 
o Committee structures, reporting relationships, and recordkeeping systems; 
o The level and trend of regulated security or insurance activities conducted by bank subsidiaries 

or other entities on bank premises or on behalf of the bank; and
o The scale or trend of other business lines (new or expanding) such as, mortgage banking, SBA 

lending, and commercial and industrial (C&I) lending.
Determine what senior management considers the most significant factors affecting the bank, 
including high or emerging risks. 

4. Review the findings of internal and external audits regarding the adequacy of internal control
programs.  Consider the degree to which examiners can rely on internal audits, and whether certain 
examination activities can be reduced or omitted due to the strength of internal controls, internal audit
programs, and the absence of adverse audit findings. As part of this evaluation, review the: 

Independence and experience of personnel conducting internal control reviews;  
Appropriateness of the audit universe, schedule, and scope; 
Adequacy of the size of the internal audit staff given the complexity and risk profile of the bank; 
Effectiveness of internal control reviews and reporting; 
Completeness of audit reports and the adequacy of management's written response to audit 
findings; and
Accuracy and completeness of workpapers, if necessary.

5. Review the findings of external auditors. Determine whether findings exist relating to: 
Internal controls, 
Accounting practices,
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Regulatory reporting, and
Exposure to high-risk activities. 

6. Assess any control weaknesses identified by internal or external audits, the previous examination, or 
other control procedures.

7. Review information regarding consumer complaints or problems noted in other specialty areas (Bank 
Secrecy Act, compliance, trust, information technology, mortgage banking, or other specialty 
activities), and assess any potential safety and soundness concerns.  Consider the materiality of 
activities in terms of sales volume, revenues, and expenses, as well as the significance of risks posed to 
the bank.

8. Determine the significance of any activities conducted by a functionally regulated subsidiary of the 
bank or holding company and whether such activities pose a material risk to the insured depository 
institution.  Contact the functional regulator to obtain available information about the functionally 
regulated subsidiary that warrants further review.  Consider whether the subsidiary’s functional 
regulator identified any significant supervisory concerns.  

If supervisory information on a functionally regulated subsidiary of the insured depository 
institution is not available from the bank or the functional regulator of the subsidiary, information 
may be requested of a functionally regulated subsidiary itself only in limited circumstances.
(FDIC: Consult with the regional office; FRB: Consult with Board staff.)
An examination of a functionally regulated subsidiary should be undertaken only after consultation 
with and direction from the FDIC regional office or the FRB Board staff, except for subsidiaries 
that sell insurance products on bank premises or on behalf of the bank, which may be examined for 
compliance with the Rules and Regulations on Consumer Protections for Depository Institution 
Sales of Insurance [FDIC: 12 C.F.R. § 343; FRB: 12 C.F.R. § 208 (Regulation H)]. 

Resource Allocation

9. Review relevant examination documentation modules and identify areas warranting greater emphasis
or areas that may be suitable for limited reviews due to low risk profiles. Determine the feasibility of 
performing offsite loan review. 

10. Allocate examination resources based on the bank’s activities and risk profile, preliminary assessments 
of the control environment, and areas targeted in examination documentation modules. Also, consider 
the relative skills and experience of the available examination staff.
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Scope Memorandum

11. Prepare a scope memorandum per applicable agency policy.  The memorandum should be tailored to 
the risk, size, and complexity of the bank and define the objectives of the examination.  The 
memorandum should address growth expectations, management or ownership changes, and the status 
of prior examination findings and criticisms.  Include the following information:

Summary of pre-examination meetings or discussions;
Summary of audit and internal control environment and a general statement regarding the level of 
reliance examiners can place on internal controls and the audit function; 
Preliminary risk assessments addressing CAMELS components, and comments regarding the 
ability to assess certain CAMELS components offsite (assess credit, market, liquidity, operational, 
legal/compliance, and reputational risk associated with the institution);
Summary of examination procedures, including a discussion of the examination procedures to be 
completed and the depth of coverage in different areas; 
Summary of anticipated loan reviews (FRB: See SR 16-8, for more 
information on conducting all or portions of the loan review offsite); 
Summary of specialty areas to be targeted for examination (for example, mortgage banking, 
specialty lending, or other business lines); and
Examination staffing requirements and identification of any training opportunities or specialized 
skills needed. 

End of Core Analysis. 

Page 1637 of 1882



1 16

SECURITIES AND DERIVATIVES
Core Analysis Decision Factors

Examiners should evaluate the Core Analysis in this section to determine whether an Expanded Analysis is 
necessary. Click on the hyperlinks found within each of the Core Analysis Decision Factors to reference the 
applicable Core Analysis Procedures.

Do Core Analysis and Decision Factors indicate that risks are adequately identified, measured, monitored, 
and controlled?

C.1. Are policies, procedures, and risk limits adequate?  .

C.2. Are internal controls adequate?  

C.3. Are the audit or independent review functions adequate?  

C.4. Are information and communication systems adequate and accurate?  
; ;

C.5. Does management appropriately identify and measure portfolio risks?
; (ACL only); (non-ACL only); 

;

C.6. Do the board and management effectively oversee securities and derivatives activities?  
; ;
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SECURITIES AND DERIVATIVES EXAMINATION PROCEDURES
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
bank.  Examiners should complete only the procedures relevant for the bank’s activities, business model, risk 
profile, and complexity. If needed, based on other identified risks, examiners can complete additional 
procedures. References to laws, regulations, supervisory guidance, and other resources are not all-inclusive.

Preliminary Review

1. Review prior examination reports, pre-examination memorandum, and file correspondence for an 
overview of any previously identified investment deficiencies.

2. Review internal and external audit reports and other independent reviews.1

3. Review remedial actions taken by management to address audit and examination recommendations. 

4. Analyze the level and trend of securities and derivatives activities in the Uniform Bank Performance 
Report or Interest Rate Risk Standard Analysis (IRRSA - FDIC), and assess any risks in the 
portfolio(s).   

5. Review the securities portfolio, certificates of deposit held for investment purposes, and end-use 
derivative contracts.

Review transactions entered into or amended since the last examination.
Identify securities that may require further analysis, such as instruments that have unusual, 
leveraged, or highly variable cash flows, including mortgage-backed securities (MBS), 
collateralized debt obligations, and asset-backed securities.  The process may involve reviewing
institution-prepared reports, investment prospectuses, trade confirmations, and accounting
methods. 

6. Discuss with management the institution’s investment philosophy, portfolio composition, and 
underlying business purpose(s) for investment activities.  

1 If the institution is subject to the Sarbanes-Oxley Act (SOX), review the SOX information pertaining to the investment 
portfolio, such as SOX narratives, flow charts, and internal control matrices.
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7. Review investment committee minutes and other relevant committee minutes (such as asset-liability 
committee minutes) that discuss investment activities.  Determine whether substantive investment 
activities are sufficiently discussed including any changes in strategy, philosophy, or responsibilities.

Policies, Procedures, and Risk Limits

8. Evaluate whether policies are appropriate for securities and derivatives activities.  Effective policies 
are generally tailored to the institution’s unique risk profile and address items such as: 

The board’s investment goals and objectives; 
Delegations of investment authority; 
Duties and responsibilities of individuals involved in the investment process; 
Transaction authorizations and trade limits for individuals responsible for initiating trades;
Authorized activities and instruments; 
Unacceptable investment activities; 
Credit quality and ongoing monitoring guidelines; 
Investment guidelines or limits (e.g., portfolio composition, maturities); 
Required pre- and post-purchase analysis, including due diligence for more complex securities; 
Off-balance-sheet investments; 
Portfolio valuations and frequency requirements; 
Pledging requirements; 
Safekeeping procedures; 
Internal controls; 
Audit and independent reviews; 
Reporting requirements; 
Broker-dealer selection and ongoing monitoring; 
Accounting and taxation considerations, including whether debt securities are properly measured 
under ASC Topic 320, Investments – Debt Securities, or ASC Topic 326, Financial Instruments –
Credit Losses, as appropriate; 
Conflicts of interest; 
Exception reporting; and
Frequency of policy reviews by the board.  

9. Determine whether management established risk limits appropriate for the institution.  Appropriate 
risk limits consider, as appropriate: 

Credit risk, 
Concentration risk, 
Market risk, 
Liquidity risk, 
Price risk, 
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Investment types, and
Maturity and call features.

10. When applicable, assess management’s strategies to modify market risk (e.g., hedging).  Effective 
policies generally address items such as: 

Approved strategies and instruments,
Activity limits, 
Analysis and documentation standards, 
Exposures needing modification, 
Accounting treatment, 
Monitoring requirements, and 
Counterparty credit risk requirements. 

11. Evaluate the frequency and timeliness of policy reviews and updates by the board. 

Internal Controls

12. Assess the internal control program.  Appropriate control programs generally: 
Ensure transactions are conducted by authorized personnel;
Assess the appropriateness of delineation of responsibilities for joint custody and dual control; and 
Maintain appropriate separation of duties (executing, posting, and reconciling). 

13. Determine whether internal control procedures are commensurate with the volume and complexity of 
investment activities.  Adequate procedures generally address items such as:

Portfolio valuation(s), 
Personnel, 
Settlement procedures, 
Physical controls and documentation, 
Conflicts of interest, 
Appropriate accounting for debt and equity securities,2

Reporting, 
Independent review, and
Validation of risk measurement techniques.

2 In accordance with ASU 2016-01, equity securities may no longer be designated as available-for-sale.
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14. Determine whether management performs activities that may result in elevated risks or inadequate 
controls. Consider reviewing activities or file sampling for: 

Gains trading, when-issued trading, pair-offs, extended settlements, repositioning repurchase 
agreements, short sales, or adjusted trading; 
Incomplete transaction documentation; 
Contravention of internal policy limits for transaction amounts or types with individual dealers; 
Inaccurate reporting or accounting; 
Failure to monitor personal investment activities of staff with securities activities responsibilities; 
Transactions completed by unauthorized personnel; 
Inappropriate delegation of investment authorities; 
Inappropriate assignment of due diligence responsibilities to third parties; and
Exclusive reliance on credit rating agencies to assess credit risk.

15. Assess management’s procedures for payment, reconciliation, exceptions, and control of securities and 
derivatives positions.

16. Determine whether investment activities are accurately reported in the Call Report and appropriately 
supported by work papers prepared by management. 

17. Determine whether transfers of debt securities occur between the available-for-sale, held-to-maturity
(HTM), or trading accounts.  

18. Determine whether debt security sales from the HTM account have occurred, and if so, whether they
are consistent with the safe harbor provisions in U.S. Generally Accepted Accounting Principles 
(GAAP). 

19. Determine, by sampling transactions, whether management uses one dealer or representative for 
substantially all securities and derivatives activities.  If so, determine whether management has 
safeguards to ensure the institution receives the best execution, including price and likelihood and 
speed of execution. 
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Audit or Independent Review

20. Determine whether audits or independent reviews provide sufficient coverage relative to the 
institution’s size, scope of investment activities, and risk profile.  The independent review should:

Assess separation of duties, internal controls, and supervision of investment activities;
Compare actual risk levels to board-approved limits; 
Determine whether policies and procedures are adequate and appropriately comprehensive; 
Determine compliance with internal policies and procedures, as well as regulatory requirements;
Assess the adequacy and accuracy of risk measurement systems, including critical assumptions;
Assess the adequacy, accuracy, and timeliness of reports to senior management and the board; 
Assess the accuracy and timeliness of price information, including underlying assumptions;
Validate the accuracy of accounting and inventory reports: 
o Assess management’s procedures for identifying and measuring impairment for debt securities 

under ASC Topic 320 or properly measuring debt securities for the proper credit loss allowance 
under ASC Topic 326, as appropriate;

o Assess management’s procedures for establishing the fair value for equity securities and 
measuring changes in fair value through earnings, as appropriate (refer to procedure 36);

o Verify correct accounting for debt securities and derivatives positions, including accrued 
interest; principal amortization, premium amortization, discount accretion, and valuation; 

Verify securities trial balance reconciliations to the general ledger and safekeeping reports
(considering the frequency of reconciliations, disposition of reconciling amounts, and separation of 
duties when evaluating the adequacy of reconciliations); 
Ensure appropriate pre-purchase analysis and on-going due diligence is performed; 
Verify that appropriate on-going due diligence is conducted on brokers or brokerage firms used; 
Assess the documentation related to off-balance-sheet derivative transactions; 
Recommend corrective action, when warranted;
Verify that corrective action commitments have been implemented; and
Review third party assessments of the securities portfolio for reasonableness. 

21. Confirm that audit or independent review results and management’s responses are reported to the 
board or designated committee, as appropriate, on a timely basis. 

22. Determine whether management’s responses to recent audits or independent reviews are timely and 
reasonable.

Risk Identification, Measurement, and Reporting Systems

DOCUMENTATION REVIEW
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23. Review a sample of files that contain analysis of securities and derivatives positions entered into or 
amended since the last examination.3 Determine whether management:

Adequately identified the risks associated with each security prior to acquisition and periodically 
thereafter, consistent with the institution’s policies; 
Established an appropriate risk and performance measurement system, including pre-purchase 
analysis documentation requirements and periodic monitoring; 
Verified that securities are investment grade without relying exclusively on external credit ratings; 
Adequately assessed whether the instrument’s cash flows, risks, and potential returns continue to 
fit within its investment strategy; and   
Obtained sufficient documentation to make an informed investment decision.

24. Determine whether management’s method of evaluating and selecting authorized securities dealers, 
investment bankers, and brokers is appropriate.  When selecting a dealer, investment banker, or 
broker, prudent management generally reviews: 

The firm’s current financial information, such as annual reports and credit reports, and evaluate 
its ability to honor commitments; 
The firm’s general reputation by contacting previous or current customers; and
Information from state or federal securities regulators and industry self-regulatory organizations, 
such as FINRA, concerning any formal enforcement actions against the dealer, its affiliates, or 
associated personnel.

CREDIT RISK

25. Determine whether management’s pre-purchase and ongoing credit analysis is commensurate with the 
risk of the instrument.4

3 The same level of pre-purchase analysis may not be appropriate for all investment instruments. It may be appropriate 
to conduct less analysis for noncomplex and standardized instruments, the risks of which are well known to the 
institution, than for complex, nonstandard, or volatile instruments.  Detailed pre-purchase analysis and documentation 
may be appropriate for investments in relatively complex instruments, nonstandard instruments, and potentially 
volatile instruments. 
4 The depth of the due diligence reflects the security’s credit quality, complexity, and size.  For example, for structured 
instruments, pre-purchase and ongoing credit risk analysis typically enables management to understand the 
characteristics of the underlying collateral, the securitization structure (such as its cash waterfall and performance 
triggers), and how the instrument may perform under stressed scenarios.  If credit analysis is outsourced to third 
parties, management should verify the third party’s independence, understand its credit analysis methodology, and 
confirm the adequacy of that methodology. 
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26. Determine whether management’s credit analysis and risk limits for repurchase agreements and 
counterparties are appropriate.5

27. For HTM debt securities, review and assess procedures, practices, and policies regarding the allowance 
for credit losses (ACL).

Determine whether the ACL evaluation process is completed at least quarterly and verify that 
appropriate documentation is maintained to support management’s assumptions, valuations, and 
judgements.6

Evaluate the institution’s ACL policies and procedures. Assess the loss estimation method(s) used 
to arrive at overall estimates of ACLs, including the documentation supporting the reasonableness 
of management’s assumptions, valuations, and judgements. 
Evaluate whether management has appropriately considered historical loss information, current 
conditions, and reasonable and supportable forecasts, including significant qualitative factors that 
affect the collectability of the HTM debt securities portfolio. 
Determine whether management evaluates expected losses on a collective basis when HTM debt 
securities share similar risk characteristics.  If an HTM debt security does not share similar risk 
characteristics with other assets, expected credit losses for that security should be evaluated 
individually.
Evaluate the institution’s policies and procedures for determining when HTM debt securities have 
zero expected credit losses.  Examples of HTM debt securities that may result in expectations of 
zero credit loss include U.S. Treasury securities, as well as mortgage-backed securities issued and 
guaranteed by the Government National Mortgage Association, the Federal Home Loan Mortgage 
Corporation, and the Federal National Mortgage Association. 

28. Determine the method(s) used by management to measure the expected collectibility of HTM debt 
securities, and consider whether management maintains appropriate supporting documentation for the 
assumptions and estimates used.

29. For available-for-sale (AFS) debt securities, review and assess the institution’s procedures, practices, 
and policies regarding the identification of impairment in the investment portfolio and the ACL.  
Impairment is assessed at the individual security level.

Verify whether management determines at least each reporting period whether an individual AFS 
debt security’s decline in fair value below amortized cost has resulted from a credit loss or other
factors.

5 For more information, refer to the FFIEC Policy Statement on Repurchase Agreements of Depository Institutions with 
Securities Dealers and Others.
6 Refer to the 2020 Interagency Policy Statement on Allowances for Credit Losses.
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Determine how management estimated the portion of the decline in fair value that was attributable 
to the credit loss (i.e., did management compare the present value of cash flows expected from the 
security with its amortized cost).
Determine whether the present value calculation included management’s best estimate based on 
past events, current conditions, and a reasonable and supportable forecast.  Verify the following: 
o The interest rate used to discount the cash flow is the effective interest rate on the AFS debt 

security when it was acquired (at inception) or the current accretable yield; and
o Forecasts of future cash flows, such as:

The financial and operating condition of the issuer,
Reasonableness of estimates of expected default and recovery rates,
The value and characteristics of any underlying collateral securing the AFS debt security, 
and
Remaining payment terms of the debt security.

Determine whether the institution’s credit loss estimate is limited to the amount that the fair value 
is less than the amortized cost on the security (i.e., the fair value floor).

30. Determine whether management intends to sell an AFS debt security, or whether it is more likely than 
not management will be required to sell a security before the recovery of its amortized cost.7

If management does not intend to sell the AFS debt security, or if it is more likely than not
management will not be required to sell the AFS debt security before recovery of its amortized cost
basis, determine whether the estimate of credit loss is recorded through an ACL with a charge to 
the provision for credit losses for the credit loss component in the decline in fair value.  Determine 
whether any non-credit component in the decline in fair value is properly recorded as a fair value 
adjustment in other comprehensive income net of tax.
If management intends to sell the AFS debt security or if it is more likely than not that 
management will be required to sell the AFS debt security before recovery of its amortized cost 
basis, determine whether management charged off any amount that was recorded as an ACL.  
Determine whether any additional decline in fair value that was not charged off through the ACL
was charged down to fair value through earnings.

31. Determine whether the overall level of the ACL for HTM and AFS debt securities is appropriate and 
reasonable. Assess management’s implementation of policies, procedures, processes, and controls to 
maintain an appropriate ACL on HTM and AFS debt securities. 

32. Review and assess the institution’s procedures, practices, and policies regarding the identification of
OTTI (other than temporary impairment) in the investment portfolio.   

Determine whether management ascertains, at least quarterly, whether a decline in an individual 
debt security’s fair value below its amortized cost is temporary or other-than-temporary.  

7 Refer to ASC paragraphs 326-30-55-1- through 55-2 for more information pertaining to this assessment.
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If the current fair value of the security is lower than its amortized cost basis, verify consistency 
with accounting rules under ASC 320-10-35.
Determine whether management’s OTTI analysis addresses the following:
o The length of time and the extent to which the fair value has been less than the amortized cost; 
o Adverse conditions specifically related to the security, industry, or geographic area; 
o The historical and implied volatility of the fair value of the security; 
o The payment structure of the debt security and the likelihood of the issuer being able to make 

payments that may increase in the future; 
o Failure of the issuer of the security to make scheduled interest or principal payments; 
o A significant deterioration in the earnings performance, risk profile, asset quality, or business 

prospects of the investee; 
o Significant adverse change(s) in the regulatory, economic, or technological environment of the 

investee; 
o Factors that raise material concern about the investee’s financial capacity, such as negative 

cash flow from operations, and working capital deficiencies, non-compliance with debt 
covenants. 

33. Determine whether OTTI exists by considering whether the institution expects to recover the entire 
amortized cost basis of the security.

If an institution is unable to assert that it will recover its amortized cost basis, an OTTI is
considered to have occurred.
In assessing whether the entire amortized cost basis of the security will be recovered, an institution 
may compare the present value of cash flows expected to be collected from the security with the 
amortized cost.
If the present value of cash flows expected to be collected is less than the amortized cost basis of the 
security, a credit loss exists and an OTTI is considered to have occurred.

34. Determine whether management intends to sell any OTTI security or if it is more likely than not that 
management will be required to sell any OTTI security before recovery of its amortized costs basis.
Ensure any impact to earnings is appropriately reflected.

If a credit loss exists, and management intends to sell the OTTI debt security, or it is more likely 
than not that management will be required to sell the OTTI debt security before recovery of its 
amortized cost basis, the difference between the security’s amortized cost basis and its fair value at 
the balance sheet date must be recognized in earnings.
If a credit loss exists, and management does not intend to sell the OTTI security and it is more 
likely than not that management will be required to sell the OTTI debt security before recovery of 
its amortized cost basis less any current-period credit loss that exists, the amount of the total OTTI
related to the credit loss must be recognized in earnings, but the amount of the total impairment 
related to other factors must be recognized in other comprehensive income, net of applicable taxes.
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35. Determine whether management uses discounted cash flow analysis to identify credit impairment.8

Verify the following:  
The interest rate used to discount the cash flows is the effective interest rate on the security when it 
was acquired (at inception) or current accretable yield; and
Assumptions affecting forecasts of future cash flows, such as: 
o The financial and operating condition of the issuer, 
o Reasonableness of estimates of expected default and recovery rates, 
o The value and characteristics of any underlying collateral securing the debt security, and 
o Remaining payment terms of the security.

36. Determine whether all equity securities are measured at fair value through net income.9 Determine 
whether:

All equity securities are properly measured at fair value at least quarterly, unless the practical 
expedient for non-marketable equity securities was elected.
Management elected the practical expedient approach for any non-marketable equity securities, 
such as bankers’ bank stock.  If so, determine whether management appropriately adjusts these 
non-marketable equity securities for impairment, if any, and for subsequent movements in an 
observable price change.  Any price adjustment is required to be made on the date of the 
observable price change.

37. Determine whether management’s counterparty credit analysis is adequate for off-balance-sheet 
derivatives. The analysis generally includes:

Identification of counterparties with material credit risk, 
Review of counterparty compliance with collateral agreements, and 
Review of netting agreements for capital calculations for institutions that report risk-based capital 
ratios. 

38. Determine whether the process for setting credit limits for issuers and counterparties is appropriate.

39. Determine whether the process for monitoring ongoing credit risk exposure is appropriate.

8 A credit loss exists when the present value of the cash flows expected to be collected on a debt security is less 
than its amortized cost.
9 Federal Home Loan Bank and Federal Reserve Bank stock are carried at cost and not subject to this accounting 
treatment.
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40. Determine whether concentrations of credit exist in the institution’s portfolio(s).

41. Determine whether credit risk exposure is significant relative to earnings, capital, and risk limits.

MARKET RISK

42. Assess current appreciation or depreciation relative to earnings, capital, and risk limits. 

43. Determine whether market risks are significant relative to earnings, capital, and risk limits.  Consult 
with the examiner in charge of market risk.

44. Determine whether the market risk measurement system properly identifies and measures material 
risks. Appropriate systems generally: 

Identify and measure the price sensitivity of high duration, structured, or otherwise complex 
securities, including those with embedded options; 
Incorporate stress testing with interest rate shocks large enough to measure realistic potential 
market movements and risk;
Adjust changes in instruments’ prices when interest rate movements exceed 100 basis points, to
account for the effect of convexity; and 
Subject instruments that may be exposed to risk from changes in the shape of the yield curve (e.g., 
dual index bonds) to nonparallel interest rate shocks.

45. Determine whether management has assessed the effectiveness of any risk reduction strategies
implemented by management (e.g. hedging). 

LIQUIDITY RISK

46. Determine whether the cash flows from periodic payments and maturing securities are consistent with 
liquidity objectives and projections. 
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47. Determine whether liquidity risk from investment activities is significant relative to earnings, capital,
and risk limits. 

48. Determine whether the pricing process provides timely, accurate, and objective data by:
Confirming that management periodically obtains pricing information from an independent 
source,
Assessing whether management consistently applies an approach to pricing illiquid or complex 
instruments, and 
Verifying whether management obtains valuation estimates for illiquid or complex securities from 
more than one source.

49. Determine whether management periodically reviews the assumptions used to calculate fair values for 
instruments that do not have readily observable market prices.  

50. For off-balance-sheet derivatives, determine whether management assesses market factors, such as the 
number of market makers, transaction volumes, and contract liquidity before engaging in such 
derivative transactions.

51. Determine whether the volume of pledged securities, depreciated securities, or securities with limited 
marketability affect the institution’s overall financial condition.

52. Determine the adequacy of the process for valuing derivatives positions.

LEGAL RISK

53. For off-balance-sheet derivatives, determine whether management properly documents the 
transactions through contracts and appropriate legal staff assesses the enforceability of those contracts.

Securities and Derivatives Classifications
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54. Determine whether the investment portfolio contains any non-investment grade assets.  Classify these 
assets as appropriate.  Refer to the Uniform Agreement on the Classification and Appraisal of 
Securities Held by Financial Institutions (Financial Institution Letter 51-2013, and SR Letter 13-18).

55. Determine whether management has invested in any instrument that is highly sensitive to changing 
interest rates or is subject to high prepayment risk and may not return the institution’s initial principal 
investment (e.g., interest only stripped MBS and principal-linked structured notes).  Classify these 
instruments as appropriate. 

56. Determine whether there are any material accounting errors in the financial statements that warrant 
adverse classification.

57. Estimate the potential loss for all derivative contracts for which counterparty performance is not 
sufficiently assured. 

Board and Senior Management Oversight 

GENERAL

58. Assess management’s compliance with policies and risk limits established by the board. 

59. Determine whether board reports appropriately identify and measure risk exposure and performance
resulting from the securities and derivatives portfolio(s). Generally, effective board reports: 

Summarize all investment activity, 
Describe investment portfolio risks and returns,
Indicate management’s compliance with the investment policy and all risk limits, 
List exceptions to internal policy, 
Identify and describe instances of noncompliance with regulatory requirements, and
Discuss the effectiveness of derivatives used by management as part of a strategy to modify market 
risk. 

60. Determine whether board meeting minutes and relevant committee meeting minutes indicate 
appropriate oversight of securities and derivatives activities.
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61. Through discussions with management, determine whether management has sufficient experience and 
expertise to understand, measure, monitor, and control risks in the investment portfolio and how those 
risks fit within the overall business strategy.  When applicable, assess management’s 

Understanding of tranche structures and performance triggers related to any structured securities
in the institution’s portfolio, 
Monitoring of the performance of the underlying collateral, and
Understanding of the impact that collateral deterioration may have on the security’s performance.

62. Determine whether current and planned investment strategies are consistent with the institution’s
strategic plan.

63. Determine whether the board or senior management has established an agreement delegating some 
aspects of the investment process to a third party.10  Prior to establishing such an agreement, 
management should conduct appropriate due diligence and evaluate the third party’s reputation, 
performance, creditworthiness, and compliance record.  If such an agreement exists, determine 
whether it addresses the following items: 

Compensation, 
Approved broker-dealers, 
Investment goals, 
Approved activities and investments, 
Risk limits, 
Risk and performance measurements,
Reporting requirements, 
Settlement practices, and
Independent reviews. 

COMPLIANCE WITH LAWS AND ACCOUNTING STANDARDS

64. Determine whether management adheres to U.S. GAAP. Some issues that may merit particular 
attention include interest accruals, principal amortization, premium amortization, and discount 
accretion.

Consider sampling trade tickets to validate purchase and sale price accuracy.
Consider sampling interest accrual calculations or audits to validate accuracy of those calculations. 
Consider sampling premium amortization and discount accretion transactions.  
Review any procedures for making periodic adjustments for amortizing investments to assess 
appropriateness. 

10 Management should not delegate complete investment authority to a third party and is expected to provide adequate 
oversight over aspects it does delegate.

Page 1652 of 1882



16 16

65. Determine whether management complies with applicable laws and regulations, which may include the 
following:

Various parts of title 12 of the Code of Federal Regulations (e.g., 12 CFR 1, 160, 351); 
Government Securities Act of 1986 (in the Miscellaneous Statutes and Regulations), and related 
regulations issued by the U.S. Department of Treasury, which address requirements related to 
financial responsibility, protection of customer securities and balances, and recordkeeping and 
reporting of brokers and dealers in government securities; and
State laws and regulations.

66. Determine whether management has implemented accounting principles regarding securities 
appropriately.  Consider the following:

Uniform Agreement on the Classification and Appraisal of Securities Held by Financial Institutions
(Financial Institution Letter 51-2013 and SR Letter 13-18); and 
FFIEC Supervisory Policy Statement on Investment Securities and End-User Derivatives Activities 
(Financial Institutions Letter 45-98 and SR Letter 98-12).

End of Core Analysis.  If needed, Continue to the Expanded and Impact Analyses.
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CAPITAL ADEQUACY
Expanded Analysis Decision Factors

This section evaluates the significance of deficiencies or other specific concerns identified in the Core and 
Expanded Analyses.  Click on the hyperlinks found within each of the Expanded Analysis Decision Factors to 
reference the applicable Expanded Analysis Procedures.  If needed, proceed to the accompanying Impact 
Analysis.

Do Expanded Analysis and Decision Factors indicate that risks are adequately identified, measured, 
monitored, and controlled?

E.1. Has management taken sufficient action to address capital deficiencies?  

E.2. Are capital deficiencies immaterial to the bank's condition?  
If capital ratios are below regulatory minimums, proceed to .
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CAPITAL ADEQUACY
Expanded Analysis Procedures

Generally, procedures used in the Expanded Analysis should target concerns identified in the Core Analysis and 
Decision Factors.  The flexible procedures specified for the Core Analysis also apply to the Expanded Analysis.

Policies and Procedures

1. Determine why exceptions to internal policies or regulatory capital requirements exist.  Consider 
whether management: 

Overlooked issues, 
Is unfamiliar with or disregarded regulatory requirements, or
Is unfamiliar with or disregarded established internal policies.

2. Determine whether management commits to and supports the adoption of appropriate controls and 
monitoring practices that will ensure that internal policy and procedure guidelines will be followed in 
the future.  Determine whether proposed controls, if any, are reasonable.   

3. Evaluate management's response to examiner and auditor recommendations. 

Internal Controls

4. Review general ledger transactions since the prior examination. Obtain or prepare a detailed capital 
reconciliation and scrutinize entries for appropriateness.

5. Review procedures regarding stock certificates to assess the following controls:
Unissued stock certificates are under dual control, and 
Redeemed stock certificates are properly controlled and canceled.

Audit or Independent Review

6. Research all inadequacies cited in audit or independent reviews to determine the underlying cause(s). 
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7. Evaluate the materiality of any deficiencies disclosed in the audit or independent reviews. 

Information and Communication Systems 

8. Research the inaccuracies or inadequacies in reporting systems to determine underlying cause.

9. Evaluate the appropriateness of reports distributed to management and the board. 

10. Determine whether any of the inaccuracies cited above compromise management's planning efforts or 
negatively affect the overall effectiveness of implementing strategic initiatives.

11. Consider the implications of employee stock ownership plans (ESOPs) and associated accounting 
procedures.  Refer to the Consolidated Reports of Condition Instructions.  (FDIC: Refer to Advisory 
Opinions 81-15, 84-22, 90-18, 91-33, and 93-75.) 

Earnings Considerations 

12. If there is significant uncertainty whether the bank's future performance will be satisfactory, estimate 
future capital levels under applicable and to-be-phased-in regulatory capital rules using information 
collected during the examination and discussions with management (such as, additional provision 
expenses, estimated impairment losses related to goodwill or core deposit intangibles, fees paid to the 
parent company, and non-recurring items).  

13. Determine whether there is undue pressure to pay dividends. Items to consider include:
The holding company’s financial condition and contractual obligations, 
The financial condition of affiliates, 
Stockholder or market pressure, and 
Capital distribution and bonus limitations under the capital conservation buffer (effective phase-in 
starting January 1, 2016). 

Risk Profile Considerations
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14. Validate the following calculations if reported compliance with risk-based capital minimums is 
marginal:

Risk-weighted assets, and
Capital ratios.

15. If high levels of off-balance sheet activities exist, review supporting documentation and determine 
whether management properly monitors these exposures.  (Note:  Monitoring of concentrations should 
include contingent liabilities.)

16. Assess the adequacy of blanket bond insurance.

17. Review lawsuits (legal opinions or other documentation) that involve the bank or management (focus 
primarily on cases involving insiders or significant dollar amounts). 

18. If capital exposure is significant, assess the board and management’s capacity to mitigate or remediate 
the exposure in the near term (such as raising additional capital, selling assets, restructuring the 
balance sheet, etc.). Prospective capital raises should conform to the criteria mandated in the capital 
rules. 

End of Expanded Analysis.  If needed, Continue to Impact Analysis.
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CAPITAL ADEQUACY
Impact Analysis Procedures

Impact Analysis reviews the impact that deficiencies identified in the Core and Expanded Analysis and Decision 
Factors have on the bank's overall condition, and directs the examiner to consider possible supervisory options.

Impact Analysis Procedures

1. Assess the impact current capital levels may have on the future viability of the bank.
Assess management's ability to reverse deteriorating trends and augment capital through earnings.
Assess the bank’s ability to raise capital from existing shareholders, by issuing new capital 
instruments, or accessing alternative sources of capital. 
If the capital level and trend raise going-concern issues, estimate time to reach insolvency as well as 
time to reach the 2 percent of Tangible Equity to Total Assets. 

2. Determine the need for administrative or enforcement actions, formulate specific recommendations, 
and discuss concerns with appropriate regulatory supervisors.

3. After discussing concerns with appropriate regulatory supervisors, discuss potential regulatory 
responses with management and the board. Topics of discussion may include:

Formal or informal enforcement actions or capital directives; 
The submission of a capital restoration plan (for banks with less than the minimum leverage capital 
requirement); 
Written agreements to increase capital to acceptable levels (for banks with less than a 2 percent of 
Tier 1 Tangible Equity to Total Assets ratio as of January 1, 2015; and
Other requirements or restrictions under PCA guidelines (for banks that are undercapitalized, 
significantly undercapitalized, or critically undercapitalized). 

End of Impact Analysis.
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EARNINGS
Expanded Analysis Decision Factors

This section evaluates the significance of deficiencies or other specific concerns identified in the Core and 
Expanded Analyses.  Click on the hyperlinks found within each of the Expanded Analysis Decision Factors to 
reference the applicable Expanded Analysis Procedures.  If needed, proceed to the accompanying Impact 
Analysis.

Do Expanded Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

E.1. Are management and control of earnings functions satisfactory?  

E.2. Are earnings deficiencies or fluctuations immaterial?  
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EARNINGS
Expanded Analysis Procedures

Generally, procedures used in the Expanded Analysis should target concerns identified in the Core Analysis and 
Decision Factors.  The flexible guidelines specified for the Core Analysis also apply to the Expanded Analysis.

Profit Planning and Budgeting Practices 

1. Assess the significance and determine causes of budgeting deficiencies.  Address areas that do not 
appear realistic in the examination report.  

2. When appropriate, consider requesting that management revise budget projections using modified 
assumptions. Revisions to the budget should be presented to the board for approval.

Internal Controls

3. Determine the causes of inadequate accounting or reporting practices and evaluate the implications to 
earnings performance and as appropriate, stock price, and pending or needed capital raises. 

4. Verify source documents against general ledger entries to determine whether errors on Consolidated 
Reports of Condition and Income (Call Reports) influence performance ratio levels and trends.

5. Consider transaction testing to verify the authorization, propriety, and accuracy of reviewed activity if
internal controls are deemed insufficient. 

Audit or Independent Review

6. Review audit or independent review workpapers and consider expanding examination activities in the 
areas of concern. 

7. Research deficiencies cited in audit or independent review reports to determine the underlying causes 
and assess management’s corrective efforts.
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Information and Communication Systems 

8. Assess the significance of internal management reporting deficiencies and determine underlying 
causes.

9. Determine needed changes in report distribution throughout the organization.

10. Consider performing a detailed review of the Call Report where significant errors are indicated.
Request that filings be amended where identified errors are material, and revise Report of 
Examination data where necessary.

Ratio and Trend Analysis

11. Determine the underlying reasons for a low or erratic return on average assets and discuss 
management’s plans to improve or stabilize earnings performance.

12. Determine the extent a low or inconsistent net interest margin results from composition and yields of
the loan and investment portfolios versus composition and costs of funding sources. 

13. Where earnings concerns derive from interest income levels, identify the underlying cause(s).
Potential reasons for low interest income levels may be:

The level and trend of nonaccrual loans and other nonearning assets, 
Ineffective asset pricing strategies, 
Investment decisions, 
Asset repricing structure and excessive interest rate risk exposure, 
Asset distribution, 
Changes in asset mix, and
Competition.

14. If interest income levels are fluctuating significantly, review IRRSA (FDIC), FOCUS (FRB), or other 
interest rate reports for possible interest rate risk exposure.  Coordinate with examiners reviewing 
sensitivity to market risk.
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15. Where earnings concerns derive from interest expense levels, determine the underlying causes, such 
as: 

Use of high-cost borrowings; 
Concentration of high-cost deposits;
Liability repricing structure and excessive interest rate risk exposure;
Migration of core deposits to higher rate products;
Ineffective funding strategies; 
Competition; and 
Low levels of core deposits.

16. When earnings concerns derive from non-interest expenses, determine the underlying causes.
Examples include: 

Excessive personnel expenses, including unreasonable incentive compensation plans relative to the 
bank’s business model, risk profile, complexity, and earnings performance; 
Unusually high personnel benefits; 
Inaccurate reporting of employee benefits; 
Inadequate authorization by the board of directors of all material employee benefits; 
Inefficient staffing levels relative to the organization’s business lines and risk profile;
Over-reduction of personnel (downsizing) and occupancy expense that negatively affect 
management’s ability to prudently conduct and supervise banking activities;
Unusually high expenses for premises and fixed assets (depreciation/amortization, property 
insurance, real estate taxes, etc.); and 
Abnormal impact of write-downs of intangible assets.

17. Assess fixed asset investments and lease payments, paying particular attention to any insider or 
intercompany transactions (e.g., purchase of bank vehicles from a director’s auto dealership, leasing 
office space to or from the parent company). 

18. Review service fees paid to affiliated parties and others to ensure compliance with applicable laws or 
regulations.  Review and assess service agreements or intercompany transaction agreements and 
compliance therewith.

19. Review legal expenses and identify underlying causes of increased legal charges.  Discuss with the 
responsible examiner the bank’s inherent level of litigation risk, adequacy of litigation risk 
management practices, and composite risk level and trend.  Consider the following situations, which 
can elevate legal expenses:

Administration and disposal of problem assets;
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Involvement in significant litigation; and
Significant changes in the bank's strategic objectives (purchases or mergers). 

20. Review the sources or activities generating significant volumes of non-interest income and determine 
whether the current volume is sustainable (e.g., insurance activities or mortgage banking programs). 

21. Determine management’s rationale or motivation for increased reliance on non-interest income.  
Consider the strategic decisions that support an increased level of non-interest income (such as new 
service or business ventures) and whether management prudently researched the risks and rewards of 
such initiative(s). 

22. If there are asset quality concerns, analyze (or discuss with examiners reviewing asset quality) the 
potential impact to operating profitability from: 

Increasing levels of nonperforming assets; 
Escalating administrative, legal, and collection expenses; and
Increasing provisions for loan losses or inadequate reserves. 

23. Determine whether gains from asset sales result from strategic asset restructurings or a short-term 
response to improve earnings.  If the latter, assess the sustainability of this income source and evaluate 
the potential, long-term affects to core earnings. 

24. Review erratic or unusually large tax levels to determine the underlying reason.  High or fluctuating 
tax liabilities may be indicative of: 

Inaccurate financial reporting;
Inaccurate accounting for applicable taxes;
Poor tax planning; and/or
A change in tax basis. 

25. Verify internal tax calculations, assess the timing of required interim payments, and review
compliance with intercompany tax-sharing agreements and applicable laws or regulations. 

Page 1663 of 1882



Board and Senior Management Supervision 

26. Where applicable, determine why previously identified deficiencies remain uncorrected.

27. Determine the reasons for poor compliance with internal policy guidelines, governing accounting 
standards, applicable regulations, or formal/informal enforcement actions.  

28. Identify needed corrective actions and assess the adequacy and viability of management’s 
commitments.

End of Expanded Analysis.  If needed, Continue to Impact Analysis.
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EARNINGS
Impact Analysis Procedures

Impact Analysis reviews the impact that deficiencies identified in the Core and Expanded Analysis and Decision 
Factors have on the bank's overall condition, and directs the examiner to consider possible supervisory options.

Impact Analysis Procedures

1. Analyze the impact of earnings deficiencies on the bank’s overall condition.  Estimate future earnings 
levels and calculate the impact on capital levels and access to liquidity sources if these performance 
issues continue.

2. Determine the need for administrative or enforcement actions, formulate specific recommendations, 
and advise the appropriate supervisory officials on the nature of the concerns.

3. Discuss the possibility of administrative or enforcement actions with senior management and the 
board of directors.

End of Impact Analysis.
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LIQUIDITY
Expanded Analysis Decision Factors

This section evaluates the significance of deficiencies or other specific concerns identified in the Core and 
Expanded Analyses.  Click on the hyperlinks found within each of the Expanded Analysis Decision Factors to 
reference the applicable Expanded Analysis Procedures.  If needed, proceed to the accompanying Impact 
Analysis.

Do Expanded Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

E.1. Are deficiencies immaterial to management’s supervision of liquidity?  

E.2. Are liquidity deficiencies immaterial to the bank’s financial condition?
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LIQUIDITY
Expanded Analysis Procedures

Generally, procedures used in the Expanded Analysis should target concerns identified in the Core Analysis and 
Decision Factors.  The flexible guidelines specified for the Core Analysis also apply to the Expanded Analysis.

Policies, Procedures, and Risk Limits

1. Investigate why the bank’s policies and procedures are deficient based on the Core Analysis. Discuss 
the deficiencies with management.  Consider whether management: 

Overlooked issues;
Is unfamiliar with prudent liquidity guidelines and procedures; or
Has not been responsive to prior recommendations to create or enhance policies and procedures.

2. If management is deficient in following the bank’s policies and procedures, determine the reasons.  
Possible reasons include: 

Lack of awareness of policies;
Disregard for established policies;
Misunderstanding of policy guidelines; and
Poor internal communication of revisions to policies and procedures.

3. Determine whether management commits to and supports proper controls and monitoring to ensure 
the bank’s policy guidelines are followed in the future.  Determine whether proposed controls and 
implementation periods are reasonable.

Information and Communication Systems 

4. Determine the validity of internal liquidity reports and ratios by verifying the amounts to the bank’s
general or subsidiary ledgers, budgets, projections, or other records.

5. Assess the scope and frequency of internal reports for measuring and monitoring liquidity. Reportable 
items may include, but are not limited to:

Cash flow gaps, 
Asset and funding concentrations, 
Critical assumptions used in cash flow projections, 
Key early warning or risk indicators, 
Funding availability,
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Status of contingent funding sources,
Available collateral, and
Management of collateral usage. 

6. If management is not properly monitoring the bank’s liquidity position, identify weaknesses and 
formulate recommendations to correct deficiencies.  Prudent liquidity management techniques may 
include:

Monitoring and managing seasonal and cyclical factors that may cause loan and deposit levels to 
move in opposite directions.  Failure to monitor these factors may cause insufficient liquidity to 
meet loan demand or deposit withdrawals;
Monitoring intraday liquidity and applicable collateral requirements especially for institutions 
with material settlement and clearing activities;
Monitoring daily cash letters and long-term liquidity needs through appropriate forecasting;
Monitoring changes in economic conditions; 
Planning for contingencies including identifying minimum and maximum liquidity needs and 
weighing alternative courses of action; 
Monitoring the price and availability of credit and the level of liquid assets available to meet 
funding requirements; and
Monitoring the incremental cost of liquidity, whether gained through asset management, liability 
management, or a combination of both.

Analysis of Funding Sources and Uses

7. Consider completing a cash flow projection if liquidity requirements are significant.
Determine whether cash needs are likely to exceed available funding sources, and
Determine how management plans to meet significant liquidity demands.

8. If specific deposit rates are significantly above market rates, determine whether the bank is soliciting 
brokered deposits or experiencing pricing pressures from competitors.

Review internally prepared rate sheets, reflecting the bank’s and competitors’ rates, if available. 
Review interest rates for area banks. 
Verify compliance with interest rate restrictions that apply to less than well capitalized banks.   

9. If the Core Analysis indicates the bank relies on concentrations in unstable funding sources for 
growing a program and leveraging capital, perform an in-depth analysis of the sources to determine 
the extent of reliance; if excessive, assess management’s plan to stabilize or reduce risk exposure. As 
needed: 

Determine whether management understands its strategy;
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Perform migration analysis using internally prepared deposit schedules, the Uniform Bank 
Performance Reports, or Interest Rate Risk Standard Analysis (IRRSA) (FDIC).  Determine 
whether certain deposit accounts are experiencing declines, the reasons for the declines, and the 
potential liquidity risk; 
Compare deposit volumes with rate histories to see whether a significant correlation exists and how 
future events may impact these rates and volumes; 
Review deposit accounts for any significant out-of-area deposits.  Determine whether these deposits 
are stable funding sources or the customers are chasing attractive rates; and
Review insider deposit relationships.

10. Determine whether the bank has securities that may be used for sale under agreements to repurchase 
and whether repurchase arrangements exist.

11. Determine whether the bank has adequate documentation to support lines of credit from other 
financial institutions.

12. Determine whether contingency funding plans, including funding commitments from other financial 
institutions, are periodically tested.

13. Determine whether credit lines contain material adverse change clauses that would preclude their use 
in problem situations.

14. Assess management’s process for identifying, monitoring, and controlling risks associated with 
wholesale and rate-sensitive funding. When appropriate, assess management’s plan to stabilize or 
reduce liquidity risks associated with complex or rate-sensitive funding.  

15. For less than well-capitalized banks, assess management’s plan to comply with Brokered Deposit and 
Interest Rate Restrictions in Section 29 of the Federal Deposit Insurance Act as implemented by
Section 337.6 of the FDIC Rules and Regulations.

FDIC: Refer to FIL-42-2016 FAQ on Identifying, Accepting, and Reporting Brokered Deposits; and the 
Brokered and High-Rate Deposits ED Module.
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16. Determine whether appropriate stress testing was completed either internally or by a third party.  
Appropriate stress testing generally: 

Is completed prior to obtaining wholesale or rate sensitive funding;
Covers a reasonable range of contractual triggers and external events;
Includes the potential impact of these events on individual wholesale funding sources, the assets 
funded, and on the overall liquidity of the institution; and,
Provides for full disclosure to management regarding the risks associated with the wholesale 
funding.

End of Expanded Analysis.  If needed, Continue to Impact Analysis.
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LIQUIDITY
Impact Analysis Procedures

Impact Analysis reviews the impact that deficiencies identified in the Core and Expanded Analysis and Decision 
Factors have on the bank's overall condition, and directs the examiner to consider possible supervisory options.

Impact Analysis Procedures

1. For deficiencies identified in the Core and Expanded Analysis, measure the effect on the bank’s
financial condition.

2. Determine how management plans to meet daily cash needs if liquidity is severely strained. 

3. Assess whether the bank can continue to operate profitably.  Assess whether severe liquidity problems 
will impair growth objectives, profits, and the bank’s reputation to a point where the bank’s future 
viability is questionable.

4. Determine the need for administrative and enforcement actions, formulate specific recommendations, 
and advise appropriate supervisors on the nature of the concerns.

5. Discuss the possibility of administrative and enforcement actions with appropriate supervisory 
officials, executive management, and the board of directors.

End of Impact Analysis.
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LOAN OPERATIONS REVIEW
Expanded Analysis Decision Factors

This section evaluates the significance of deficiencies or other specific concerns identified in the Core and 
Expanded Analyses.  Click on the hyperlinks found within each of the Expanded Analysis Decision Factors to 
reference the applicable Expanded Analysis Procedures.  If needed, proceed to the accompanying Impact 
Analysis.

Do Expanded Analysis and Decision Factors indicate that risks are adequately identified, measured, 
monitored, and controlled?

E.1. Are deficiencies immaterial to the supervision of the lending function?  

E.2. Are deficiencies immaterial to the bank’s condition?  
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LOAN OPERATIONS REVIEW
Expanded Analysis Procedures

Generally, procedures used in the Expanded Analysis should target concerns identified in the Core Analysis and 
Decision Factors.  The flexible procedures specified for the Core Analysis also apply to the Expanded Analysis.

Policy Considerations 

1. Investigate why the lending and loan review policy or procedure deficiencies identified in the Core 
Analysis exist.  Discuss with management its response to examiner recommendations. Possible reasons 
for policy deficiencies may include the following:

Management overlooked these issues, 
Management is unfamiliar with prudent loan and loan-review guidelines and procedures, or
Management is unwilling to create or enhance policies and procedures.

2. If poor compliance with policies and procedures exist, determine the reasons. Possible reasons are 
detailed below:

Poor internal communication of policy and procedures or subsequent revisions,
Lack of awareness of policy existence, 
Disregard for established policies, and
Misunderstanding of policy or procedures.

3. Determine whether management commits to and supports proper controls and monitoring to ensure 
policy and procedures are followed in the future.  Determine whether proposed controls, if any, are 
reasonable.

Internal Controls

4. Determine the underlying cause of internal control deficiencies identified within the Core Analysis 
section.

5. If internal loan reconcilements are inadequate, perform loan account reconcilements.

6. Determine whether management gives proper attention to out-of-balance conditions regardless of the 
amount.
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7. Evaluate the ability of loan records to provide satisfactory audit trails that allow for the tracing of 
transactions from initiation to disposition.

8. Consider tracing loan proceeds for a sample of loans including large and unusual credits and ascertain 
the adequacy of the disbursement controls.

9. Determine whether loan terms and other information on new loans are checked for accuracy and 
verified against loan trial reports.

10. Determine that two employees are required to effect a status change in a customer account record.

11. Determine whether source documents supporting loan modifications are supported by proper 
authorizations. 

12. Determine whether supervisory overrides or approvals are required to perform the following, or 
similar, functions:

Processing payments on loans and leases in the process of foreclosure or other legal action, and 
Waiving late charges or other penalties.

13. Determine whether loan officers are prohibited from processing loan payments.

14. Determine whether the employees who receive or release collateral to borrowers are different from 
those who post related entries to the collateral register and general ledger. In addition, determine 
whether appropriate records are maintained.

15. Determine whether collateral receipts exist and identify each item retained by the bank.
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16. Determine whether negotiable collateral is under dual control.

17. Determine whether discount, interest, commission, and fee computations are compared or tested to 
initial records by employees who cannot originate entries.

18. Determine the extent of collateral attachment problems.

19. Determine whether the financial institution is identified as a loss payee on the collateral insurance 
coverages.

20. Determine whether tickler systems for insurance, taxes, and collateral filings are adequate.

21. Determine whether officers and employees are strictly prohibited from holding blank signed notes in 
anticipation of future borrowings.

22. Determine whether paid notes are canceled and promptly returned to customers.

23. Determine whether charged-off notes are adequately segregated, controlled, and verified.

24. Determine whether loan charge-offs are approved and reported to the board or appropriate 
committee.

25. Determine whether the record of charged-off loans is maintained by a person other than the one who 
has custody of the notes or receives payments.
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26. Determine whether subsidiary payment records and files for serviced loans are adequately segregated 
and identifiable.

27. Review situations where loans are purchased and sold between institutions and evaluate the 
appropriateness of reciprocal arrangements. 

Audit or Independent Review

28. Research the inaccuracies or inadequacies cited in audit or independent review findings to determine 
the underlying cause.

Information and Communication Systems 

29. Research the inaccuracies or inadequacies in the loan reporting systems to determine the underlying 
cause.

30. Determine the appropriate distribution of reports to operating management.

31. Determine whether any of the inaccuracies cited above compromise executive management's planning 
efforts and negatively impact the overall effectiveness of implementing strategic initiatives.

Credit Administration

32. If credits are funded that exceed established lending limits, determine why approval procedures were 
not followed. 

33. Assess management’s plan for addressing staffing weaknesses.   
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34. Determine why collection and workout procedures are ineffective.  Reasons for ineffective workout 
strategies and resolution of problem loans may include the following: 

Inadequate or slow recognition of problem loans, 
Insufficient or inexperienced workout staff, and
Management’s reluctance to address problem loans and implement corrective action.

Managerial Effectiveness

35. Determine the cause of any violations or non-compliance with internal policies and identify the 
responsible party or parties.  Consider the following items:

Lack of familiarity with laws or regulations, 
Negligence, 
Misinterpretation, and
Willful disregard or noncompliance.

36. Determine why management has not addressed and corrected deficiencies cited by internal/external 
auditors, loan reviewers, and regulatory agencies.

End of Expanded Analysis.
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LOAN OPERATIONS REVIEW
Impact Analysis Procedures

Impact Analysis reviews the impact that deficiencies identified in the Core and Expanded Analysis and Decision 
Factors have on the bank's overall condition, and directs the examiner to consider possible supervisory options.

Impact Analysis Procedures

1. Determine the impact of noted deficiencies on the institution's capital, earnings, and liquidity, and 
assess the future impact on the institution if these deficiencies continue.

2. Determine the impact of identified weaknesses in risk management practices on the institution’s overall 
condition. 

3. Determine the need for direct confirmation of loan accounts.

4. Determine the need for administrative and enforcement actions, formulate specific recommendations, 
and advise appropriate supervisors on the nature of the concerns.  (FDIC: field office supervisor, 
regional office.)

5. Discuss the possibility of administrative and enforcement actions with executive management and the 
board of directors after consultation with appropriate field and/or regional office personnel. 

6. Evaluate the circumstances and facts surrounding risk management deficiencies and apparent 
violations.  Consider potential recommendations for administrative actions, Civil Monetary Penalties, 
Suspicious Activity Reports, and law enforcement referrals as needed.  (FDIC: Section 8 removal 
action; FRB: administrative hearing.) 

End of Impact Analysis.
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LOAN PORTFOLIO REVIEW
Expanded Analysis Decision Factors

This section evaluates the significance of deficiencies or other specific concerns identified in the Core and 
Expanded Analyses.  Click on the hyperlinks found within each of the Expanded Analysis Decision Factors to 
reference the applicable Expanded Analysis Procedures.  If needed, proceed to the accompanying Impact 
Analysis.

Do Expanded Analysis and Decision Factors indicate that risks are adequately identified, measured, 
monitored, and controlled?

E.1. Are deficiencies immaterial to the supervision of the lending function?  

E.2. Are deficiencies immaterial to the bank’s condition?  
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LOAN PORTFOLIO REVIEW
Expanded Analysis Procedures

Generally, procedures used in the Expanded Analysis should target concerns identified in the Core Analysis and 
Decision Factors.  The flexible procedures specified for the Core Analysis also apply to the Expanded Analysis.

Identifying, Monitoring, and Reserving for Credit Risk 

LOAN REVIEW

1. Evaluate the inadequacies in the loan review process to determine the underlying cause.

2. Expand loan sampling in order to gain a better understanding of the credit risk within the loan 
portfolio. 

ALLOWANCE FOR LOAN AND LEASE LOSSES (ALLL) (or allowance for credit losses (ACL),1 when 
applicable

ACL replaces the term ALLL for those banks that adopted ASU 2016-13.
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3. Determine if the ALLL (or ACL, when applicable) is sufficient to cover estimated credit losses on: 
Loans classified Loss (in whole or in part) that have not yet been charged-off;
Loans classified Doubtful (without partial Loss classification);
All remaining adversely classified loans (without partial Loss or Doubtful classifications, either 
individually, if impaired under ASC Topic 310, or in groups); 
Other problem loans (either individually, if impaired under ASC Topic 310, or in groups); and
Remaining categories of loans segmented into groups with similar risk characteristics.

4. Consider the bank's loan loss history in aggregate and by loan type. 
Calculate the average loan loss history, generally for the past five years, using net loan chargeoffs 
to average total loans.  Such data should available in year-end UBPRs. 
Evaluate any aberrations in a specific year, and make adjustments as needed for current conditions 
to arrive at a realistic average that reflects loss expectations similar to current conditions. 
Consider migration analysis. 

5. Consider the most recent, average reserve coverage of nonperforming loans by state, rating, and 
charter.

6. Consider the historical average of loan loss reserves to nonperforming loans for all banks within the 
region and the nation.  (Reminder: Reserve coverage of nonperforming loans is typically higher at 
banks with sound loan portfolios.  FDIC:  Refer to the FDIC Quarterly Banking Profile.) 

7. Consider the following factors to determine appropriate adjustments to the bank’s average loss 
experience by loan type for nonclassified loans:   

Degree of board or committee involvement, oversight, and control; 
Expertise, training, and adequacy of loan staff;
Adequacy of and adherence to the bank’s loan policy; 
Effectiveness of collection procedures;
Adequacy of renewal and extension policies;
Adequacy of charge-off policies;
Effectiveness of internal loan review function;
Adequacy of appraisal procedures;
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Maintenance and analysis of financial information;
Adequacy of documentation (other than financial information);
Capitalization of interest;
Over reliance on collateral values;
Composition of the loan portfolio; 

Existence of self-dealing and insider transactions;
Level of classified loans and trend over past few examinations;
Level and trend of internally identified loan problems;
Level and trend of overdue and nonaccrual loans;
General economic considerations (local, state, regional, national);
Growth trends;
Entry into new areas of lending;
Extent of out-of-territory lending; and
Adequacy of follow-up systems. 

Portfolio Quality

8. Determine the reasons for the current level of asset quality problems.
Evaluate the impact of local economic conditions on the loan portfolio. 
Determine if there are sectors of risk within the portfolio by either type of or concentrations of risk.
Evaluate the impact of ineffective underwriting in new product areas on the level and severity of 
classifications or delinquencies.
Determine that individual account officers as well as lending committees have appropriate lending 
authorities.
Evaluate delinquency levels by individual account officers. 
Evaluate individual loan officers’ experience levels and expertise.

9. Based on the results of the above analysis, consider expanding the sample of loans (including off-
balance sheet activities).

Managerial Effectiveness

APPLICABLE LAWS AND REGULATIONS

10. Determine the cause of any violations and identify responsible parties.  Consider the following items:
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Lack of familiarity with laws or regulations, 
Negligence, 
Misinterpretation, and
Willful disregard or noncompliance.

CREDIT ADMINISTRATION

11. Determine why collateral appraisals are not sufficient to support current loan advances.

12. Determine why management did not correct identified deficiencies. Consider whether: 
Management overlooked issues, 
Management is unfamiliar with prudent loan portfolio practices and procedures, and 
Management is unwilling or unable to react to changing conditions. 

13. Determine why loan losses are not recognized in a timely manner.  Reasons for not recognizing losses in 
a timely manner may include the following:

Inadequate identification or reporting of problem loans, 
Loss deferral motivated by earnings performance and bonus compensation, and
Loss deferral motivated by poor financial condition. 

Other Loan Related Topics

OTHER REAL ESTATE (ORE)

14. Determine if management's non-compliance with regulations or accounting pronouncements are due to 
oversight, lack of requisite knowledge or experience, or a general disregard.

15. Compare expenses and income information contained in appraisals with the actual income and 
expenses of related income producing properties.  Recalculate appraisal results using realistic 
assumptions, if necessary.

16. Investigate the deficiencies identified in managing foreclosed real estate.
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17. Expand file sampling as necessary to accurately determine the quality of ORE.  Where appropriate, 
consider conducting on-site inspections to assist in valuation and classification. 

REPOSSESSION

18. Investigate the deficiencies identified in managing repossessed assets.

19. Expand file sampling as necessary to accurately determine the quality of repossessed assets.  Where 
appropriate, consider physical inspections of the repossessed assets to assist in valuation and 
classification. 

NON-LEDGER ASSETS

20. Determine the underlying reasons for asset write-offs.

End of Expanded Analysis.  If needed, Continue to Impact Analysis.

Page 1684 of 1882



LOAN PORTFOLIO MANAGEMENT AND REVIEW: GENERAL
Impact Analysis Procedures

Impact Analysis reviews the impact that deficiencies identified in the Core and Expanded Analysis and Decision 
Factors have on the bank's overall condition, and directs the examiner to consider possible supervisory options.

Impact Analysis Procedures

1. Determine the impact of noted deficiencies on the institution's capital, earnings, and liquidity, and 
assess the future impact on the institution if these deficiencies continue.  

2. Assess the overall effectiveness of risk management practices in light of the identified deficiencies.

3. Determine the impact of an inadequate ALLL (or ACL, when applicable) on the bank's earnings and 
capital. 

4. Determine the need for direct confirmation of loan accounts.

5. If administrative or enforcement actions appear necessary, form specific recommendations and discuss 
concerns with appropriate supervisors.  (FDIC: field office supervisor, regional office.)

6. If approved by appropriate supervisors, discuss the possibility of administrative and enforcement 
actions with executive management and the board of directors.

7. Investigate the circumstances and facts surrounding apparent violations.  When necessary, prepare 
recommendations for appropriate actions

End of Impact Analysis.
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MANAGEMENT AND INTERNAL CONTROL EVALUATION
Expanded Analysis Decision Factors

This section evaluates the significance of deficiencies or other specific concerns identified in the Core and 
Expanded Analyses.  Click on the hyperlinks found within each of the Expanded Analysis Decision Factors to 
reference the applicable Expanded Analysis Procedures.  If needed, proceed to the accompanying Impact 
Analysis.

Do Expanded Analysis and Decision Factors indicate that risks are adequately identified, measured, 
monitored, and controlled?

E.1. Are management deficiencies or concerns immaterial? 

E.2. Does management have the ability and commitment to implement corrective measures to 
effectively address deficiencies or concerns?  
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MANAGEMENT AND INTERNAL CONTROL EVALUATION
Expanded Analysis Procedures

Generally, procedures used in the Expanded Analysis should target concerns identified in the Core Analysis and 
Decision Factors.  The flexible procedures specified for the Core Analysis also apply to the Expanded Analysis.

Expanded Analysis Procedures

1. Based on the volume and severity of weaknesses, consider citing, apparent violations or contraventions, 
as appropriate, listed under the Interagency Guidelines Establishing Standards for Safety and 
Soundness, FDIC: Part 364 Appendix A, or FRB: Appendix D, of Regulation H.  

2. Determine the significance of insider abuses identified in other modules.  

3. Determine the root cause of examination concerns with management or board oversight.  Consider
issues such as: 

Compliance with internal policies and applicable laws and regulations;
Inconsistencies with general safety and soundness tenets; 
Adequacy of risk management practices, overall monitoring, management information systems,
reporting processes, and audit programs; 
Responsiveness to recommendations from auditors and supervisory authorities; 
Rapid growth, and stressed or changing business conditions;
Effectiveness of mitigants in place to manage current business risks; 
Management depth and succession; 
Training and development of internal audit staff; and
Compensation practices.

4. Assess management and the board’s willingness and ability to correct deficiencies. 

5. Determine if the viability of the organization is threatened by management’s inability to correct 
problems and implement appropriate risk management practices.

End of Expanded Analysis.  If needed, Continue to Impact Analysis. 
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MANAGEMENT AND INTERNAL CONTROL EVALUATION
Impact Analysis Procedures

Impact Analysis reviews the impact that deficiencies identified in the Core and Expanded Analysis and Decision 
Factors have on the bank's overall condition, and directs the examiner to consider possible supervisory options.

Impact Analysis Procedures

1. Determine whether management deficiencies or suspicious activities have resulted in or could result in 
increased asset quality problems, earnings deterioration, reduced capital protection, or undue risk to 
the bank.

2. Consider whether an informal or formal enforcement action is warranted.  Advise the appropriate 
supervisory officials.  (FDIC: field office supervisor or regional office.)

Civil Money Penalties (FDIC)

3. Prepare recommendations for Civil Money Penalties (CMPs), if appropriate.  (FDIC:  The Manual of 
Examination Policies details specific instances in which CMPs may be assessed.) Complete the CMP 
matrix for fineable violations, unsafe and unsound practices, or breach of fiduciary duties.  The matrix 
should be prepared whenever an examiner believes that a penalty may be warranted.  The Interagency 
Policy Regarding the Assessment of Civil Money Penalties sets forth thirteen factors to consider when 
determining whether civil money penalties should be imposed:

Evidence that the violation or pattern of violations was intentional or committed with a disregard 
of the law or the consequences to the institution.
The frequency or recurrence of violations and the length of time the violation has been outstanding.
Continuation of violation after the respondent becomes aware of it, or its immediate cessation and 
correction.
Failure to cooperate with the agency in effecting early resolution of the problem.
Evidence of concealment of the violation, or its voluntary disclosure.
Any threat of or actual loss or other harm to the institution, including harm to public confidence in 
the institution, and the degree of any such harm.
Evidence that participants or their associates received financial or other gain, benefit, or 
preferential treatment as a result of or from the violation.
Evidence of any restitution by the participants in the violation.
History of prior violations, particularly where similarities exist between those and the violations 
under consideration.
Previous criticism of the institution for similar violations.
Presence or absence of a compliance program and its effectiveness.
Tendency to create unsafe or unsound banking practices or breach of fiduciary duty.
The existence of agreements, commitments, or orders intended to prevent the subject violation.
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4. A CMP recommendation should only be considered if it meets the test of gravity after considering the 
above 13 points and when any one of the following criteria is present:

The bank suffers a substantial financial loss as a result of the violation; 
The violation is willful, flagrant, or otherwise evidences bad faith on the part of the bank or 
individual involved in the violation;
An insider (or associate) directly or indirectly involved in the violation materially benefited from 
the transaction; or
Previous supervisory actions have not been effective in eliminating or deterring violations.

5. If the examiner recommends CMPs, follow these procedures:
Consult with the regional office to determine the documentation necessary to support the violation 
and the CMP recommendation.
Prepare a memorandum to the appropriate regional director addressing the 13 points and 
specifying the recommendation.
Include the home mailing addresses for all directors and any other individuals involved in a 
fineable violation in the confidential pages.
Discuss the violations with management, but do not refer to potential CMPs or to the possible 
amount of CMPs except in the most serious circumstances and after obtaining regional office 
approval. 
If CMPs are approved for discussion, limit discussions to the criteria used to determine whether to 
assess a penalty.
Examiners should not discuss penalties regarding Section 8 matters.  If questioned, discussions 
should be limited to stating that CMPs can be assessed for noncompliance with an order.  (Note: 
For FDIC, only a regional director can determine compliance with a Section 8 Order.)
If the violation involves financial gain to an insider or financial loss to the bank, examiners should 
attempt to quantify the amount of loss.  The violation write-up should include the monetary 
amount and method of calculation.  If the amount cannot be determined, the examiner should 
include the reason why.
Copy evidence supporting the violations and retain in field office files in a separate labeled folder 
apart from the regular exam workpapers.

Suspicious Activity Reports

6. Notify the appropriate bank regulatory officials of suspected activities and actions taken.

7. Discuss the possibility of administrative and enforcement actions with executive management and the 
board of directors.  If suspicious activity is discovered, and the Reserve Bank or regional office
concurs, examiners should report the discovery of the suspicious activity and any related apparent 
violations to the bank's board of directors.

Examiners should present the facts giving rise to the apparent violation, but avoid any conclusions 
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as to guilt or innocence of any particular individuals.
Remind the board of the regulatory requirements1 to report apparent violations promptly to law 
enforcement agencies and the appropriate supervisory officials.  

8. Determine if management has or will file Suspicious Activity Reports (SARs).  (Note: Examiners should 
generally bring apparent criminal activities to management's attention for reporting by the bank.  
Under certain situations, it may not be appropriate to notify bank officials.)

9. Prepare a SAR if the report submitted by the bank is deemed inadequate or the suspected criminal 
conduct has not been reported by the bank and the examiner believes it is in the best interest of the 
agency.  (A SAR prepared and entered into the SAR system by the bank does not prevent examiners 
from making a more detailed report.  SARs should be completed when the examiner first obtains 
evidence to support a belief that a crime has been committed.  Do not wait until the examination 
concludes.)

10. If the examiner is preparing the SAR:
Use the appropriate software; 
Attach copies of documents that prove or support the suspected criminal violations; and
Segregate and store additional supporting documents.

End of Impact Analysis.

1 References: FRB 12 CFR, 208.62, 211.5(k), 211.24(f), and 225.4(f); FDIC: 12 CFR, 353. 
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OTHER ASSETS AND LIABILITIES
Expanded Analysis Decision Factors

This section evaluates the significance of deficiencies or other specific concerns identified in the Core and 
Expanded Analyses.  Click on the hyperlinks found within each of the Expanded Analysis Decision Factors to 
reference the applicable Expanded Analysis Procedures.  If needed, proceed to the accompanying Impact 
Analysis.

Do Expanded Analysis and Decision Factors indicate that risks are adequately identified, measured, 
monitored, and controlled?

E.1. Does management provide proper supervision and take appropriate action to address other asset 
and liability deficiencies?

E.2. Are deficiencies immaterial to the bank's financial condition?
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OTHER ASSETS AND LIABILITIES
Expanded Analysis Procedures

Generally, procedures used in the Expanded Analysis should target concerns identified in the Core Analysis and 
Decision Factors.  The flexible procedures specified for the Core Analysis also apply to the Expanded Analysis.

Cash Accounts

CASH ON HAND

1. Determine whether tellers, including relief tellers, have sole access to their cash supply and cash 
drawer.

2. Determine whether duplicate keys and combinations are under dual control.

3. Determine whether the total cash supply for tellers that are on vacation or absent for an extended 
period is counted under dual control.

4. Determine whether cash drawers or teller cages have locking devices to protect cash during periods 
when the teller is absent from his/her window.

5. Determine whether each office and teller maintains currency within pre-established cash limits.  Cash 
items should not be kept as part of teller’s cash.  

6. Determine whether bait money is maintained appropriately and counted each day.

7. Determine whether daily procedures compare each teller's cash, in aggregate, to an independent 
control from the proof or accounting control department.
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8. Determine whether teller differences are cleared daily or appropriately documented. 

9. Determine whether cumulative over-and-short records are maintained for all persons who handle cash.

10. Determine whether each teller prepares and signs a daily proof sheet detailing currency, coin, 
consignment items, and cash items.

11. Determine whether tellers report large differences to a responsible official for clearance.

12. Determine whether the bank has a policy that prohibits tellers from maintaining "kitties" of pooled 
funds that are not reconcilable to one individual.

13. Determine whether teller transactions identify the responsible teller.

14. Determine whether both tellers verify and initial teller transfer entries.

15. Determine whether tellers possess operational guidelines that establish dollar limits for check cashing 
or withdrawals not requiring officer approval.

16. Determine whether controls prevent tellers from processing transactions to their own accounts.

17. Determine whether tellers clear all checks from their funds daily.

18. Determine whether teller duties are restricted to teller operations, unless a well-defined business reason
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exists.

19. Determine whether vault opening and closing procedures are adequate and require dual control.

20. Determine whether the vault cash is appropriately controlled and that all currency is counted on a 
surprise basis including verification of all strapped cash packets.

21. Determine whether the bank maintains records showing amounts and denominations of vault cash.

22. Determine whether currency shipments are prepared and sent, received, and counted under dual 
control.

23. Determine whether someone independent of the teller function controls the master teller-machine key.

24. Determine whether tellers remove their keys when they leave their window.

NIGHT DEPOSITORY

25. Determine whether the bank provides lockable night deposit bags to customers.

26. Determine whether written contracts authorize the institution to open night deposit bags.

27. Determine whether two employees open night deposit bags; initial recording of bag numbers, envelope 
numbers, and depositors' names in the register; and count and verify contents.
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AUTOMATED TELLER MACHINES (ATM)

28. Determine whether the bank's ATMs limit the amount of cash and the number of dispense transactions 
during a specified period for each account.

29. Determine whether ATMs capture the card if the wrong personal identification number (PIN) is 
consecutively used or an invalid card is used.

30. Determine whether the ATM automatically shuts down after it experiences recurring errors.

31. Determine whether a bank representative is present during ATM maintenance.

32. Determine whether the ATM has adequate lighting.

33. Inquire about negative-file capabilities. (If the ATM is operated off-line, determine whether it has the 
capacity to recognize and capture lost, stolen, or other undesirable cards.) 

34. Determine whether activity reports identify ATM use by a customer in excess of that customer's 
history (e.g., three uses during the past three days compared with a history of one use per month). 

35. Ascertain whether safeguards prevent the observation of a customer's PIN by others who observe the 
PIN pad.

36. Determine whether a communication interruption between an ATM and the central processing unit 
triggers the alarm system.

37. Determine whether all ATMs contain alarm devices.
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38. Determine whether the bank mails PINs separately from cards.

39. Determine whether personnel who have custody of cards are prevented from accessing PINs at any 
stage (issuance, verification, or reissuance).

CASH ITEMS

40. Determine whether someone other than the teller who originated the transaction handles returned 
items.

41. Determine whether an officer, or other designated individual, reviews all cash items over a specified 
dollar limit with respect to collection and credit.

42. Determine whether an officer, or other designated authority, reviews and initials a daily report of all 
cash items. 

43. Determine whether the bank's procedures forbid holding overdraft checks in the cash item account.

44. Determine whether the directorate, a designated committee thereof, or an officer with no conflicting 
responsibilities reviews and approves cash items recommended for charge-off.

PROOF AND TRANSIT

45. Ensure appropriate internal controls, such as dual controls and separation of duties, govern proof and 
transit operations.   

46. Determine whether the bank handles cash letters appropriately.  Consider whether:
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Cash letters are prepared, sent, and reconciled daily; 
Cash letters are imaged before they leave the bank; 
Copies of the proof or hand-run tapes are identified and retained; 
Records of cash letters sent to correspondent banks are maintained that identify the subject bank, 
date, and amount; and
Remittances for cash letters are received by employees independent of those who send out the cash 
letters. 

47. Determine whether all entries to the general ledger have been proofed.

48. Determine whether all entries prepared by the general ledger or customer account department are 
reviewed by a supervisor other than the person preparing the entry.

49. Determine whether errors detected by the proof operator are corrected by another employee or 
designated officer.

50. Determine whether appropriate source documents support all general ledger entries. 

51. Determine whether the bank appropriately handles returned items.  Consider whether returned items: 
Are handled by an independent section of the proof and transit department or delivered unopened 
to personnel not responsible for preparing cash letters or handling cash; 
Are periodically reviewed by supervisory personnel to determine that items are handled correctly 
by the proof and transit section and clear timely; and
Are scrutinized for employee, large, or repeat items.

52. Determine whether items reported missing from the cash letter are promptly traced with a copy sent 
for credit.

53. Evaluate the rotation of duties in the proof and transit area.
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54. Ascertain whether the bank prohibits proof machine operators from filing checks or deposit slips, or 
preparing deposit account statements.

Correspondent Bank Accounts and Interest Bearing Balances

55. Consider contacting the correspondent bank to obtain an interim account statement.  

56. Prepare correspondent account reconcilements and trace exception and open items.  

Permissible Activities and Equity Investments

57. Determine whether the bank complies with all conditions imposed by regulations and orders, including 
investment limitations or divestiture plans.

58. Determine whether accounting records accurately record income and expenses generated by the 
investments and ventures.

59. Determine whether contingent liabilities exist and the extent of any potential exposure. 

Premises and Fixed Assets

60. Reconcile premises and equipment subsidiary ledgers to the general ledger.

61. Assess the reasonableness of investment in premises and equipment.
Review the current and prospective use of fixed assets in serving banking needs.
Review Uniform Bank Performance Report schedules to determine whether investments in 
premises and fixed assets are reasonable in relation to total assets and consider the percentage of 
operating income absorbed by occupancy expense.
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Deposit Activities

62. Determine whether deposit records provide satisfactory audit trails (i.e., the transaction can be traced 
from initiation to final disposition). 

63. Determine whether changes to customer account records require separation of duties between 
origination, input, and review.

64. Determine whether source documents for customer deposit account modifications are supported by 
proper authorizations (e.g., address change or name change). 

65. Review a sample of internal control overrides for appropriateness and approval.

66. Verify that management does not pay fees until funds are verified and physically transferred (i.e., the 
bank does not give a broker an advance fee for his or her services prior to settling the transaction).

67. Determine whether the institution maintains documentation supporting a current reconcilement of 
each deposit account category recorded on the general ledger.

68. Verify that reconciliations are performed by an individual who is not directly involved in accepting or 
preparing transactions or entries to customer accounts.

69. Determine whether the preparation of input and posting of subsidiary deposit records are performed 
and adequately reviewed by persons who do not accept or generate transactions or handle cash.

70. Determine whether in-process, suspense, and interoffice accounts related to deposit accounts are 
closely monitored by individual(s) who do not have posting or reconciling duties.
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71. Determine whether the bank flags deposit account files of employees, officers, directors, and any of 
their related business interests.

72. Ascertain whether posting and check filing procedures are separated from statement preparation.

73. Determine whether customer account statements are appropriately controlled.

74. Determine whether individuals who open new accounts or who have access to unused new account 
records are different than individuals who make entries to customer accounts or the general ledger.

75. Determine whether a periodic review of inactive accounts is performed to ascertain whether to place
them on dormant status. 

76. Determine whether the closed account lists are prepared and circulated to appropriate management 
for review.

77. Determine whether accounts that do not reflect recent activity, and for which customer contact cannot 
be reestablished, are removed from active files, clearly classified as dormant, and in compliance with 
state escheat laws. 

78. Determine whether signature cards for closed accounts are promptly pulled from the active account 
file and placed in a closed-account file.

Official Checks

79. Determine whether reconcilements are a part of the overall deposit function.  Consider whether: 
Outstanding checks are listed and reconciled to the general ledger.
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Permanent evidence of reconcilements is maintained.
Clear separation of duties exist, or reconcilement duties are rotated. 
Reconcilements are reviewed by an officer. 
Authorized signatures and endorsements are verified.

80. Investigate the types of checks issued.  Appropriate safeguards or procedures generally address issues 
such as: 

If multi-copy checks and certified check forms are not used, detailed registers of disbursed checks 
are maintained;
All checks are pre-numbered and issued in numerical sequence;
Check preparation and issuance are separate from recordkeeping;
Signing checks in advance is prohibited;
Procedures prohibit issuance of a check before the credit is processed; 
Customer accounts are debited when certified checks are issued; and
Certified checks are stamped or marked across the face of the check and signed by an appropriate 
bank official.

81. Test for appropriate controls over check signing machines, if used. Verify whether:
Procedures preclude certification of checks drawn on uncollected funds. 
Voided checks and certified check forms are promptly defaced and filed with paid checks.

Other Items

82. Test the accuracy of the accrual system.  Determine whether any of the income earned but not collected 
is contingent upon items in default or of otherwise doubtful collectability. 

83. Determine whether the preparation of entries and posting of subsidiary other liability records is 
performed or tested by persons who do not also have direct control of the related liabilities.

84. Determine whether subsidiary other liability records are approved and balanced to the general ledger 
monthly by persons who do not also have direct control of the related liabilities.

85. Ensure contingent liabilities for future expenditures or losses are booked at the time they become 
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probable and can be reasonably estimated.  Ascertain if such accounts are closely monitored, with 
periodic status reports to management.

86. Ensure sufficient documentation (i.e. board resolutions) is available to support amounts due to officers, 
directors, or their related interests. 

87. Determine whether payroll tax liabilities reconcile to appropriate payroll records. 

88. Ascertain if liabilities for undistributed customer receipts (i.e., deposits, funds transfers, 
dividend/interest payments, securities fails) are controlled in separate accounts.

89. Determine whether customer receipts are treated as deposits for reporting and reserve requirements.

90. Determine whether amounts that cannot be credited or otherwise paid to the rightful owner are 
classified as dormant and placed under dual control.

91. Determine whether formal approval procedures are in place and independent from recordkeeping for 
all other liabilities that are charged off or revalued. 

92. Determine whether obligations are booked immediately upon receipt of invoices or bills for services 
received. 

93. Verify that procedures exist to ensure invoices and bills are:
Verified for accuracy prior to payment, 
Approved by designated employees prior to payment, and
Paid within the discount period.
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End of Expanded Analysis.  If needed, Continue to Impact Analysis.
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OTHER ASSETS AND LIABILITIES
Impact Analysis Procedures

Impact Analysis reviews the impact that deficiencies identified in the Core and Expanded Analysis and Decision 
Factors have on the bank's overall condition, and directs the examiner to consider possible supervisory options.

Impact Analysis Procedures

1. Determine the impact of identified deficiencies on the bank's capital, earnings, and asset quality.

2. Determine the need for administrative and enforcement actions, formulate specific recommendations, 
and advise the appropriate supervisory officials. 

3. Discuss the possibility of administrative and enforcement actions with the examiner-in-charge and 
applicable regulatory supervisors, and when appropriate, executive management and the board of 
directors.

4. Determine the circumstances and facts regarding Civil Money Penalties, Suspicious Activity Reports, 
and removal action under Section 8 of the FDI Act, if necessary. 

End of Impact Analysis.
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RATE SENSITIVITY
Expanded Analysis Decision Factors

This section evaluates the significance of deficiencies or other specific concerns identified in the Core and 
Expanded Analyses.  Click on the hyperlinks found within each of the Expanded Analysis Decision Factors to 
reference the applicable Expanded Analysis Procedures.  If needed, proceed to the accompanying Impact 
Analysis.

Do Expanded Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

E.1. Are management deficiencies immaterial to the oversight of the bank’s interest rate risk (IRR) 
posture?  .

E.2. Is the level of IRR immaterial to the overall condition of the bank?  
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RATE SENSITIVITY
Expanded Analysis Procedures

Generally, procedures used in the Expanded Analysis should target concerns identified in the Core Analysis and 
Decision Factors.  The flexible procedures specified for the Core Analysis also apply to the Expanded Analysis.  
The procedures in the Expanded Analysis section focus on identifying risk exposures, verifying significant risks, 
and determining the capabilities and reliabilities of the internal measurement systems.

IRR Profile and Exposure Considerations 

1. Identify significant factors that contribute to IRR exposures and the institution’s risk profile.  Consider
information from:

Supervisory IRR monitoring reports (FDIC: IRRSA), 
Balance sheet and account data, 
Internal IRR reports, 
Strategic and business plans,
Product pricing guidelines,
Hedging or derivative activity, and
Other examination findings.

2. Identify factors that contribute to elevated risk exposures. Consider the following:
Long-term, fixed-rate assets;
Variable rate loans or securities with extended repricing intervals (more than two years);
Investment securities and associated unrealized gains and losses;
Trading portfolio activities; 
Other funding sources;
Non-maturity deposits;
Option risk (stemming from callable bonds, mortgage-backed securities, structured notes, 
mortgage loans, non-maturity deposits, complex wholesale borrowings, or derivatives);
Off-balance sheet derivatives (interest rate swaps, futures, forwards, or options);
Other basis and yield curve risks in on- and off-balance sheet products;
Mortgage banking activities (including mortgage servicing assets);
Fee income levels; and
Product pricing strategies.

3. Assess price risks that could arise from changing market interest rates.  Consider the following:
Security valuations and potential changes to accumulated other comprehensive income,
Gains and losses on the sale of mortgage loans and the possible effect on other income, and
Mortgage servicing asset valuations and the potential effect on earnings and capital.
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Internal Measurement System Capabilities

4. Assess the adequacy of the IRR measurement system.
Review a summary description of system capabilities, procedures manual for system, vendor 
updates on purchased systems, and other applicable documentation;
Verify that the system contains the components and updates needed to generate applicable and 
accurate measurements commensurate with the types of IRR assumed; and
Discuss the system's capabilities, limitations, and assumptions with management.

5. Discuss whether the IRR measurement system sufficiently captures all material interest rate risk 
positions and enable management to identify risks arising from existing activities and new business 
initiatives.  Consider the following attributes:

Static and dynamic rate scenarios, 
Severity of modeled stress scenarios, and
Details of the measurement system input and output.

Internal Measurement System Data and Assumptions

6. Review the bank's internal control system relative to data and assumptions used by the IRR 
measurement system.   

7. Evaluate data inputs for the IRR measurement system to determine the accuracy of baseline 
instrument characteristics and data aggregation practices.  

Review account data for larger, more complex account categories such as: 
o Contractual coupon rates and formulas, 
o Current balances, 
o Coupon reset dates, 
o Scheduled principal payments, 
o Scheduled interest payments, 
o Caps and floors, and
o Maturities.
Review the data aggregation process and ensure that it reasonably portrays the bank's cash flow 
characteristics.
Determine whether base case interest rates and market values are accurate.

8. Review information regarding all key assumptions including supporting documentation, IRR 
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management committee and board minutes, vendor's or consultant's reports, and independent reviews 
of the IRR program. Determine whether: 

Interest rate forecasts are consistent with other forecasts used throughout the bank's planning 
processes and include increasing and decreasing rate environments,

Driver rates are supported and accurately applied, 
Reinvestment rates are reasonable and consistent with other bank forecasts, 
Non-maturity deposit-sensitivity factors (betas) are adequately supported with documented 
analysis, 

Prepayment forecasts reasonably estimate unscheduled principal cash flows from amortizing 
instruments, and 
Growth estimates reflect the strategic goals and forecasts used in the strategic planning process.

9. Review the sensitivity analysis of assumptions, which helps management identify the assumptions that 
have the most influence on model output. Institutions should have robust support for assumptions that 
significantly affect model results.  

Internal Measurement System Results and Validation

10. Determine whether system reports are timely and identify: 
Material risk exposures and sources, 
IRR levels expressed in measures that correspond to the board's risk limits, 
Trends in IRR exposure, and
Deviations from policy risk limits.

11. Review the results of the IRR measurement system for the current period and a sample of prior 
periods.  Pay particular attention to results that: 

Indicate risk exposures exceed board established risk limits;
Demonstrate increasing risk trends, or rapid growth in risk exposure;  
Illustrate risks different from those identified by historical financial analysis; and
Suggest that the system contains obvious flaws or deficiencies.

12. Review internal control procedures to determine whether the system's prior forecasts reasonably 
estimated actual performance by comparing: 

Past system results to actual results (i.e., back-testing); 
Market value assumptions to observable market prices; and
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The bank's measurement system and results to the independent reviewers’/internal or external 
auditors' measurement systems and results (i.e., challenger-model or parallel-model runs). 

End of Expanded Analysis.  If needed, Continue to Impact Analysis.
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RATE SENSITIVITY
Impact Analysis Procedures

Impact Analysis reviews the impact that deficiencies identified in the Core and Expanded Analysis and Decision 
Factors have on the bank's overall condition, and directs the examiner to consider possible supervisory options.

Impact Analysis Procedures

1. Determine the effect of IRR levels and management deficiencies on the bank's earnings, liquidity, 
capital, and sensitivity to market risk.  Assess the potential impact on the bank if the IRR exposure or 
management deficiencies continue.

2. Document deficiencies of the internal measurement system, such as design flaws, quantitative errors, 
data inaccuracies, unreasonable or unsupported assumptions, and reporting weaknesses.  Attempt to 
resolve deficiencies with management during the examination.

3. Discuss IRR deficiencies with management and seek commitment to remedy corporate governance, 
IRR exposure, risk management, internal control, and independent review deficiencies.   

4. Determine whether the severity of weaknesses warrant citing non-conformance with the
in the ROE.

5. Consider recommending an accelerated IRR examination schedule if management's efforts to rectify 
deficiencies should be verified before the next regular safety and soundness examination.

6. Determine the need for administrative and enforcement actions, formulate specific recommendations, 
and advise the appropriate supervisors on the nature of the concerns.  (FDIC: field supervisor and the 
regional office).  Identify specific recommended provisions for potential actions.

7. After obtaining appropriate supervisory approval, discuss the possibility of administrative and 
enforcement actions with executive management and the board of directors.

1 References: FDIC, Appendix A of Part 364 of the FDIC’s Rules and Regulations.  FRB: 12 C.F.R. Part 208, 
Appendix D-1. 
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8. Investigate potential recommendations for civil money penalties.

End of Impact Analysis.
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SECURITIES AND DERIVATIVES
Expanded Analysis Decision Factors

This section evaluates the significance of deficiencies or other specific concerns identified in the Core and Expanded 
Analyses.  Click on the hyperlinks found within each of the Expanded Analysis Decision Factors to reference the 
applicable Expanded Analysis Procedures.  If needed, proceed to the accompanying Impact Analysis.

E.1. Are deficiencies immaterial to management’s supervision of the securities and derivatives activities?  

E.2. Are deficiencies immaterial to the institution’s condition?  

Page 1712 of 1882



SECURITIES AND DERIVATIVES EXAMINATION PROCEDURES
Expanded Analysis Procedures

Generally, procedures used in the Expanded Analysis should target concerns identified in the Core Analysis and 
Decision Factors.  The flexible procedures specified for the Core Analysis also apply to the Expanded Analysis. 

Policies, Procedures, and Risk Limits

1. Investigate the reason(s) policy deficiencies identified in the Core Analysis exist.  Discuss 
recommendations with management.  Possible reasons for policy deficiencies may include:

Management overlooked these issues, 
Management is unfamiliar with prudent guidelines and procedures, or
Management is unwilling to create or enhance policies and procedures.

2. If poor compliance with internal policies or procedures exists, determine the reasons. Possible reasons
may include:

Poor internal communication of policies and procedures or subsequent revisions to either, 
Lack of awareness of policies or procedures, 
Disregard for established policies or procedures, 
Misunderstanding of policies or procedures, and
Change in the institution’s investment strategy. 

3. Determine whether management recognizes and supports proper controls and monitoring consistent 
with the institution’s policy guidelines.  Determine whether proposed controls, if any, are reasonable. 

Internal Controls

4. Determine whether the institution’s operations staff is knowledgeable with respect to existing policies, 
procedures, and controls. 

5. When concerns with internal controls are identified in the core analysis, independently evaluate 
whether those internal control weaknesses may expose the bank to material risks.

6. Review a sample of trade tickets to assess whether purchase and sale prices are accurate.
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7. Confirm clearing account reconciliations.

8. Verify that confirmations are reconciled against trade tickets in a timely fashion.

9. Review a sample of general ledger tickets to assess the accuracy of entries.  

Audit or Independent Review

10. Assess any concerns regarding audit or independent review functions identified in the Core Analysis.

Risk Identification, Measurement, and Reporting Systems

MARKET RISK

11. Assess management’s methods for measuring and forecasting market risk in the securities and 
derivatives portfolio(s). Consider whether:

The measurement methods are appropriate considering each instrument’s or portfolio’s cash flow 
characteristics.
Management’s assumptions concerning factors such as interest rate shocks, prepayment forecasts, 
and current prices are reasonable and supported.

12. If appropriate, request enhanced management analysis during the examination, and use this enhanced
analysis to assess the institution’s market risk relative to earnings, capital, and board-established risk 
limits. 

CREDIT RISK

13. Determine whether management’s credit analysis demonstrates that the obligor has adequate capacity 
to meet its financial commitments with respect to the security for the projected life of the asset or 
exposure. Adequate capacity is evident when the probability of default is low and full and timely 
repayment of principal and interest is expected.  

Page 1714 of 1882



14. Assess credit risk from off-balance-sheet derivatives and perform credit analysis of all counterparties 
with whom management maintains material positions.  Management typically maintains relevant 
financial information (e.g., annual reports, other SEC filings) on these counterparties.

LIQUIDITY RISK

15. Verify management’s price information. 
Obtain independent prices on a sample of the portfolio.  If in the Core Analysis, prices were 
obtained, expand the sample as appropriate. 
For instruments valued using a model, determine whether assumptions are supported 
appropriately by management.  If management cannot provide support for the assumptions, or the 
assumptions appear unrealistic, request a revised valuation using appropriate assumptions. 

16. Assess management’s intentions and the institution’s ability to hold instruments with significant 
depreciation.

17. To the extent the portfolio(s) includes material volumes of potentially illiquid instruments, verify that 
management’s valuation methods appropriately consider liquidity risk under stressed scenarios.

18. Determine whether the portfolio(s) includes a significant volume of investments that potentially could 
not be sold at a price reflecting their expected economic value due to limited market depth or other 
unfavorable market conditions.

Board and Senior Management Oversight 

COMPLIANCE

19. Identify the cause(s) of any compliance violations and identify the responsible party or parties.  
Consider the following factors: 

Lack of familiarity with laws or regulations, 
Negligence, 
Misinterpretation of laws or regulations, and
Willful disregard. 
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End of Expanded Analysis.  If needed, Continue to Impact Analysis.
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SECURITIES AND DERIVATIVES EXAMINATION PROCEDURES
Impact Analysis Procedures

Impact Analysis reviews the impact that deficiencies identified in the Core and Expanded Analysis and Decision 
Factors have on the bank's overall condition, and directs the examiner to consider possible supervisory options.

Impact Analysis Procedures

1. Assess the potential effect of any concerns regarding management on the institution’s safety and 
soundness.

2. Assess the effect that market, credit, liquidity, operational, and legal risks from the institution’s
securities and derivatives activities may have on the institution’s financial condition.

3. Evaluate the effect that management’s current and planned securities and derivatives activities may 
have on the institution’s capital, asset quality, earnings, liquidity, and sensitivity to market risk.

4. Gauge management’s willingness and ability to correct any identified weaknesses. 

5. Determine whether formal or informal administrative actions are recommended, formulate specific 
recommendations, and discuss concerns with the appropriate supervisors.

6. Investigate potential recommendations with respect to civil money penalties.  

End of Impact Analysis. 

Page 1717 of 1882



CREDIT CARD RELATED MERCHANT ACTIVITIES
Core Analysis Decision Factors

Examiners should evaluate Core Analysis factors to determine whether Expanded Analysis is necessary. Click on 
the hyperlinks found within each of the Core Analysis Decision Factors to reference the applicable Core Analysis 
Procedures.

Do Core Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

C.1. Are policies, procedures, and risk limits adequate?  

C.2. Are internal controls adequate?  

C.3. Are the audit or independent review functions adequate?  

C.4. Are controls over merchants, agent banks, and Independent Sales Organizations (ISOs) adequate?  

C.5. Does management properly monitor and control chargebacks?  

C.6. Are reserves for chargebacks adequate?  

C.7. Are information and communication systems adequate and accurate?  

C.8. Do the board and management effectively supervise this area?  
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CREDIT CARD RELATED MERCHANT ACTIVITIES
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
bank.  Examiners should complete only the procedures relevant for the bank’s activities, business model, risk 
profile, and complexity. If needed, based on other identified risks, examiners can complete additional 
procedures. References to laws, regulations, supervisory guidance, and other resources are not all-inclusive.

Preliminary Review

1. Consider the following factors when determining the scope of the review of Credit Card Related 
Merchant Activities:

The significance that merchant activities play in an institution’s overall strategic plans and 
budgeting process; 
The total-dollar sales volume of credit card related merchant activities processed and the number 
of merchants; 
Whether merchants are concentrated in one industry or geographic area that may pose increased 
risk to the financial institution;   
The bank's capital structure; 
Whether activities are conducted primarily to accommodate existing customers or if they represent 
a significant activity for the bank; 
Management expertise as reflected in previous examination reports, audit reports, and other 
correspondence; and, any remedial action taken by management to correct any deficiencies noted; 
Use of third party service providers that provide merchant processing activities; and, the adequacy 
of management's oversight of third parties (as reflected in prior audits and examinations); 
Use of Independent Sales Organizations (ISOs); 
Risk profiles of the merchants (examples of higher risk profiles include mail order businesses,
telemarketing, retailers selling goods or services for future delivery, and merchants selling low-
quality products or services); 
Prior losses from, and trends in the volume of, merchant chargebacks and unreconciled items in 
the settlement account; and
Any contingent liabilities arising from the bank's processing activities.

Policies, Procedures, and Risk Limits

2. Determine whether merchant processing policies adequately establish: 
Lines of authority and responsibility; 
Risk-assessment and fraud-detection procedures; 
Cardholder information security standards; 
Risk identification practices and limits on the amount of risk the bank is willing to accept;   
Limits on individual and aggregate volumes and/or concentrations of merchant activity  
(

Requirements for written contracts between all third parties;
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Due-diligence criteria for initially accepting merchants and periodically reviewing merchants’
creditworthiness;
Due-diligence criteria for initially ensuring, and periodically reviewing, third party compliance 
with Association (Visa and MasterCard) requirements regarding issues such as registration, 
contract provisions, audit accessibility, etc.; 
Guidelines for monitoring merchant activities and assessing their information-security practices; 
Criteria for determining the appropriateness of merchant reserve accounts;
Criteria for contracting with any ISO to act as agent for the bank;
Guidelines for acquiring or issuing rent-a-bins (see Procedure 34.); 
Guidelines for handling policy exceptions; 
Guidelines for accepting agent banks; 
Pricing policies; and
Requirements for legal reviews of all contracts and applications (by legal counsel familiar with 
merchant processing).

3. Determine whether the merchant-processing procedures manual appropriately provides for: 
Establishing new business relationships; 
Monitoring existing relationships for credit and financial exposures; 
Monitoring potential or existing concentrations (for example, by merchant type/industry, 
geographic location, or processing volumes by one merchant);
Dealing with ISOs; 
Handling complaints from merchants; 
Performing settlement procedures that include clearing items in a timely fashion; 
Processing merchant charge-backs; and 
Training new and existing personnel.

Internal Controls

4. Review recent risk assessments relating to merchant activities and determine whether internal and 
external threats are identified and appropriate controls are in place. Consider whether the bank uses:

Appropriate risk rating processes (using internal metrics or industry codes); and
Reports that clearly display the types of merchants they serve and the risks involved, (including 
information on whether the merchants are generally swipe, keyed, or chip merchants).   

5. Determine whether the board and senior management regularly review pertinent merchant activity 
(using reports, dashboards, or other mechanisms that provide information commensurate with the 

Page 1720 of 1882



level of merchant risks).

6. Determine whether adequate separation of duties (or compensating controls) exists in sensitive areas 
such as:

Preparation of input and reconciliation of output, and
Merchant acquisitions/approvals. 

7. Determine whether appropriate procedures are in place to prevent, detect, and respond to policy and 
procedural exceptions.

Audit or Independent Review

8. Review internal and external audit reports to identify any concerns relating to merchant processing. 

9. Determine whether the board and management regularly review audit reports and Association 
correspondence and appropriately respond to audit findings and Association concerns. 

10. Review the scope, frequency, and adequacy of the audit function and determine whether all merchant 
processing areas are addressed.  

Merchant Underwriting Standards and Monitoring Procedures

11. Evaluate practices designed to ensure compliance with the merchant-approval policy. 
To assess compliance with policy guidelines, review a sample of files for recently approved 
merchants.  The sample should include, when applicable, merchants solicited directly by the bank, 
through ISOs, and through agent banks.  The merchant-approval policy should provide clear and 
measurable underwriting standards for merchants.  Verify that standards are maintained and files 
contain, at a minimum, the following items:
o Merchant applications listing the type of business, location, principal(s), and other relevant 

structure information; 
o Merchant processing agreements that detail all pertinent activities; 
o Corporate resolutions, if applicable;
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o Onsite inspection reports;
o A credit bureau report on the principal(s) of the business; 
o Documentation of the bank checking prospective merchants against the Member Alert to

Control High Risk Merchants (MATCH) system; 
o Financial information on the business (typically received annually);
o Sales tax number for the business (tax ID number);
o Evidence of review of previous merchant activity (recent monthly statements from the previous 

processor); and
o Estimate of the merchant's projected sales activity.
Verify that management determines why a merchant has or is switching banks (could indicate 
excessive charge-backs with previous processor).

12. Select a sample of merchant reserve accounts and review for compliance with merchant contracts and 
Association requirements. 

13. Determine whether exceptions to merchant approval policies are approved, reasonable, and 
documented.

14. Determine whether merchant applications are reviewed by a person who has adequate credit 
experience.

15. Determine whether the acquiring bank maintains a list of restricted merchants.  Characteristics that 
banks consider when determining restrictions may include:

Business plans, types of merchandise or services offered, and marketing practices; and 
Order, shipping, and return policies. 

16. Determine whether underwriting activities, monitoring procedures, and management information 
systems (MIS) adequately consider or include: 

Sale volumes and product delivery periods; 
Projected and actual ticket sizes; 
Card-not-present transactions; 
Telemarketing, mail-order, or internet merchants metrics; 
Products sold for future delivery, e.g. travel agents and health clubs; 
Volume of disputes; and
Chargeback volumes. 
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17. Determine whether merchant reserve accounts are separately maintained (not commingled with
related operating accounts or other merchant reserve accounts).   

18. Review the composition of merchant customers for concentrations of industries, geographic areas, or 
other factors.   

19. Ensure procedures are in place to appropriately monitor the financial condition of merchants that 
present higher risks.   

20. Evaluate the bank's pricing system.  Pricing policies and practices should ensure that merchants are 
priced appropriately throughout the life of the contract. Consider the following:

Minimum discount rates should reflect: 
o The merchant's volume of sales activity, 
o Inherent risk in operations, and 
o Overall financial conditions. 
Management’s evaluation of: 
o Employee and equipment costs, 
o Cost of float in the clearing process, 
o Insurance and bonding needs, 
o Loss histories and the risk of future loss, 
o Annual budget and strategic plans, and 
o Competition.

21. Determine whether management verifies actual sales volumes and ticket sizes to ensure consistency 
with projected volumes and sizes, at least annually. 

22. Evaluate management’s compliance with internal risk limits related to capital held to support 
merchant processing and determine whether the level is appropriate.  
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23. Determine whether additional capital is needed to support the level of merchant processing.  

Settlement Process

24. Review the vendor management program to ensure management periodically evaluates third-party 
contingency plans. Assess a sample of contingency plans for parties involved in the settlement process
and agents involved in merchant servicing tasks.   

25. Review the settlement process to determine the flow of funds, the parties involved, and who controls 
funding and settlement.

26. Review a sample of contracts and assess the financial liability of all parties. 

27. Determine whether MIS reports provide accurate, timely, and sufficient information for management 
to assess the function’s activities and results.

28. Determine whether outstanding items in the settlement account clear in a timely fashion.

Chargeback Processing and Reserves

29. Assess the adequacy of chargeback monitoring procedures:
Determine whether the bank generates chargeback reports. 
Evaluate the adequacy of the chargeback system.  Determine whether the system can perform the 
following tasks:
o Quantify outstanding chargebacks, 
o Identify the age of the chargebacks, 
o Prioritize the chargeback research process, and 
o Measure the efficiency of the chargeback process.
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Review significant trends in volume (dollar and number of accounts) and aging of chargebacks.
Determine whether the bank’s risk management systems sufficiently track excessive chargebacks.

30. Assess the institution's chargeoff policy for stale chargebacks.  Classify stale chargebacks according to 
the FFIEC . 

31. Determine whether the bank establishes and periodically reviews the adequacy of its chargeback 
systems and reserves. Consider whether:

Management adequately plans for contingencies, such as a large merchant bankruptcy where a 
material volume of chargebacks occurred; 
Any significant losses incurred by the bank related to merchant chargebacks; 
The methodology for establishing required chargeback reserves is adequate;  
The bank establishes specific merchant reserves or holdback reserves for higher-risk merchants.
Reserve deficiency reports identify all significant exposures; and
The bank confirmed that merchants implemented chip technology, and (when applicable) assessed 
risks that could affect a merchant’s financial condition if a merchant did not implement chip 
technology.  (

32. Assess how management reflects merchant chargeback losses on internal reports.  

Independent Service Organizations (ISOs) / Merchant Service Providers (MSP)

33. Review a sample of ISO contracts and assess compliance with the contracts.  In general, the contracts 
should appropriately address items such as: 

Financial compensation and payment arrangements;
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Fee structures (fees should generally be tied to performance indicators such as sale volumes,
number of merchants, and chargeback activity); 
Required security deposits by the ISO to offset potential merchant losses (security deposits should 
correlate to the ISO’s financial condition, the quality of the merchants it solicits, and the level of 
sales volume it generates);
Remedies to protect the bank if the ISO fails to perform as expected; 
Requirements for monetary transactions to be handled directly between the bank and the 
merchant; 
Prohibitions concerning the ISO's ability to assign the agreement or delegate responsibilities to a 
third party; 
Criteria for acceptability of merchants; 
Control of future use and solicitation of merchants; 
Allowable use of the name, trade name, and logo of the bank and the ISOs; 
Frequency and means of communication and monitoring of each party; 
Records each party must maintain (contracts should allow institutions access to ISO records); 
Frequency and type of financial statements to be required of the ISO; 
Warranties that all consumer laws are followed; 
Handling and other responsibilities for merchant chargebacks; and
Onsite inspections by bank employees.

34. Determine whether the acquiring bank permits ISO/MSPs to use the bank’s VISA Bank Identification 
Number (BIN) or MasterCard Interbank Card Association number (ICA) to acquire merchants and/or 
settle credit card transactions.  

Assess management’s oversight and control of acquiring RAB arrangements to ensure the 
ISO/MSP is appropriately managing risks.   
Review any lending relationships the bank has with ISO/MSPs to ensure management analyzes
total risk exposures.

35. Review a sample of ISO credit files and assess compliance with policies and guidelines.  The files should 
contain the following items:

A current financial statement on the principal(s) and the ISO, which should correlate to the size 
and complexity of the company; 
Initial onsite inspections of ISOs (and periodically thereafter based on performance) performed by 
a bank employee;  
Evidence of bank and trade references; 
A credit report on the principal(s) of the ISO; and
A criminal check on the principal(s) of the ISO.
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36. Review management's analysis of the financial stability of ISOs, and determine whether ISO reserve 
accounts are consistent with the condition of the company and the volume of business generated.

37. Review and assess the procedures for monitoring the activities of the ISOs and determine whether 
adequate due diligence is performed. Consider management’s reviews of the ISO’s: 

Operational audits; 
Past performance for evidence of misleading advertisements or inappropriate activities; and
Sales methods, customer service practices, and overall operations.

38. Determine whether the bank has registered all ISOs with VISA or MasterCard.

39. Determine whether management reviews promotional material used by ISOs and attends sales training 
sessions for ISO salespersons.

40. Determine whether management appropriately performs initial and periodic due diligence, risk 
assessments, and vendor reviews of all ISO’s with access to the bank's data systems.  

41. If the ISO is performing servicing tasks, determine whether management requires an audit of the ISO's 
technology system.

42. Determine whether contingency plans exist to cover the accounting and servicing functions performed 
by ISOs to ensure data continuity.

Fraud Detection

43. Review the bank's fraud detection system and determine whether the scope and frequency of the fraud 
review is adequate.  The primary tool of a bank's fraud detection system is the exception report, which 
is generated from parameters based on expected merchant activities.  Fraud identification should not 
rely exclusively on unusual chargeback activity.  A good fraud report should tailor exception 
parameters for each merchant (beginning with dollar volume of sales and customer chargebacks) and 
identify the following items:
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Variances in average ticket size,
Variances in daily volume, 
Multiple same-dollar amounts on tickets, 
Chipped, keyed, and swiped transactions, 
Multiple use of same cardholder number, and 
Inactive merchant accounts.

44. Assess the adequacy of actions taken if suspicious activity is detected. Consider:
Suspicious Activity Report guidelines, 
Placement of the merchant on MATCH,
Termination of fraudulent merchant accounts, and 
Other actions taken to suspend or block settlement and/or authorization processing.

Agent Banks

Determine whether the bank has an agent bank policy that addresses the following items: 
Agent bank agreements, which should outline the agent bank's financial liability for merchant 
losses; 
Agent bank merchant underwriting standards, which should be similar to subject bank;
Approval of policy exceptions;
Agent bank liabilities and responsibilities regarding merchant fraud; 
Early termination of the agent bank relationship; and
Approval authorities for each agent bank.

46. Review reports that show agent bank merchant volume by agent bank.  Review the activities of agent 
banks that have significant merchant volume in comparison to the size of the agent bank.  (Small banks 
with large merchant volume may have difficulty fulfilling their responsibilities regarding chargebacks.)
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47. Review a sample of agent bank files, if necessary.  Evaluate information and check for compliance with 
internal policy requirements (such as obtaining and reviewing periodic financial information).

Information and Communication Systems 

48. Determine whether internal management reports provide sufficient information for risk management 
decisions and for monitoring the results of those decisions.  Reports should provide sufficient detail for 
the board and senior management to:

Identify and monitor risks and their effect on earnings and capital; 
Evaluate profitability; and
Verify compliance with risk limits and policy guidelines, including policy exception reporting.

49. Determine whether merchant risks are effectively communicated to all areas affected.

50. Consider testing reports for accuracy by comparing them to regulatory reports and/or subsidiary 
records.

Board and Senior Management Oversight 

51. Determine whether the board provides adequate management resources by (as appropriate):
Conducting interviews to determine whether the staff’s technical expertise is commensurate with 
the scope of operations, 
Assessing whether current staffing levels are appropriate for present and future growth plans, and 
Determining whether training and development programs are adequate.

52. Determine whether management's plans for the department are clear and communicated to the staff.

53. Review the blanket bond to ensure merchant processing activities have sufficient coverage.  

54. Review the department's operating statements.  Compare the statement to the budget and investigate 
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significant variances.

End of Core Analysis.  If needed, Continue to the Expanded and Impact Analyses.
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ELECTRONIC FUNDS TRANSFER RISK ASSESSMENT
Core Analysis Decision Factors

Examiners should evaluate the Core Analysis in this section to determine whether an Expanded Analysis is 
necessary. Click on the hyperlinks found within each of the Core Analysis Decision Factors to reference the 
applicable Core Analysis Procedures.

Examiners are reminded that wire activity can have an impact on other exam assignments such as BSA, Asset 
Quality, Liquidity, and Sensitivity.  Examiners reviewing Electronic Funds Transfer (EFT) have an opportunity to 
observe such things as suspicious activity, loan participation activity, borrowing activity, brokered deposits and 
other non-core inflows and outflows, among other important things.  When observed, appropriate information 
should be shared with examiners reviewing those respective areas.

Do Core Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

C.1. Are policies, procedures, and risk limits adequate?  

C.2. Are internal controls adequate?  

C.3. Are the audit or independent review functions adequate?  

C.4. Are information and communication systems adequate and accurate?  

C.5. Do the board and senior management effectively supervise the electronic funds transfer area?
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ELECTRONIC FUNDS TRANSFER RISK ASSESSMENT
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
bank.  Examiners should complete only the procedures relevant for the bank’s activities, business model, risk 
profile, and complexity. If needed, based on other identified risks, examiners can complete additional 
procedures. References to laws, regulations, supervisory guidance, and other resources are not all-inclusive.

Preliminary Review

1. Review previous examination reports, earlier work papers, and file correspondence for an overview of 
previously identified electronic funds transfer (EFT) concerns.

2. Obtain an organizational chart and flowchart for the EFT area and determine key job responsibilities 
and workflows.  

3. Review the most recent audits and internal reviews of EFT activities to identify scope and noted 
deficiencies.

4. Review management's actions to correct examination and audit deficiencies.

5. Discuss with management recent or planned changes in EFT activities.

6. Review reports to determine the type and volume of wire activity.  Ascertain if any alternative systems 
were implemented to supplement/replace wire transfer systems (e.g., ACH remittance programs).

7. Review the minutes of management committees that oversee EFT activity.  Review for content and 
follow-up of material matters.
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Policies and Procedures

8. Determine whether policies and procedures are adequate for the type and volume of funds transfer 
activities. At a minimum, guidance should addresses the following broad areas of concern:

Acceptable methods of wire requests (in-person, phone, fax, e-mail, E-Banking)
Customer versus non-customer wire requests.
Use of wire transfer request forms.
Use of wire transfer agreements for recurring wire customers.
Collected funds versus uncollected funds.
Credit standards and overnight and daylight overdrafts limits.
Callback requirements.
Use of customer confirmations and advices.
Maintenance of wire log.
OFAC compliance.
Separation of duties for funds transfer personnel including originating, receiving, testing, and 
approving functions; authorizing dollar limits; and preparing data entry.
Clearly defined security procedures over payment orders and controls over source documents.
Record retention.
Exception reporting.
Organizational reporting controls.
Maintenance of adequate blanket bond coverage.
Internal Audit coverage.
Board reporting requirements.
System testing.
Network security. 
Incident response.
Personnel hiring and dismissing.
User security reviews.
Implementation of a comprehensive business continuity, contingency planning, and disaster 
recovery program.

Internal Controls

9. Evaluate management's procedures to prevent, detect, and respond to policy exceptions.

FUNDS TRANSFER REQUESTS

10. Review the bank’s standard form of agreement or other written agreements with its customers, 
correspondent banks, and vendors.  Determine whether those agreements are current and clearly 
define the liabilities and responsibilities to all parties.
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11. Review the bank's procedures for validating transfer requests, including those received via on-line 
terminals, telephone, fax, E-Banking systems, or written instructions. Determine procedures provide 
for adequate security. For bank’s that allow customers to submit requests via E-Banking products, 
determine whether appropriate authentication measures are in-place (refer to the FFIEC Supplement 
to : FDIC: FIL-50-2011; FRB: SR 11-09).

12. Determine whether more than signature verification (tests, callbacks) are required on written requests.  
Verify that any callback procedures utilized by the institution comply with actual callback 
requirements (if any) stated in the blanket bond coverage.

13. Determine whether management maintains a current record of authorized signers for customers who 
use the bank's funds transfer services.  The following items reflect prudent controls:

Recurring wire transfer customers should be required to have current signed wire transfer
agreements on file that outline duties and responsibilities of both the customer and the institution.
The record includes authorized sources of funds transfer requests (telephone, memo, and fax).
The bank advises its customers to limit the number of authorized signers.
Customer authorization lists limit the amount one individual is authorized to transfer.

14. Ascertain if customer signature records are maintained under dual control or are otherwise protected.

15. Determine that procedures are in place to prohibit transfers of funds against accounts that do not have 
collected balances or preauthorized credit availability.

16. In situations where payments are to be made against uncollected funds and intraday overdrafts in 
excess of established limits, ensure that they are referred to appropriate authority for approval.

17. In situations where payments are made against uncollected funds and in excess of established limits, 
ensure that timely and appropriate steps are taken to obtain covering funds.  

18. Evaluate management's compliance with Office of Foreign Assets Control (OFAC) procedures.
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19. Determine if the Outgoing Wire Log is appropriately completed and documented.  At a minimum, the 
log should include the following:

Originator name. 
Originator account number.
Dollar amount of transaction.
Beneficiary Name.
Beneficiary Account Number.
Counterparty Institution.
Counterparty Location.
Domestic or Foreign.

PAYMENT PROCESSING AND ACCOUNTING

20. Review the daily reconcilements of incoming and outgoing funds transfer activities, including both the 
dollar amount and number of messages.  Determine whether appropriate controls are in place, such as:

Independent end-of-day reconcilements for messages sent to and received from intermediaries 
(Federal Reserve Bank, servicers, correspondents, and clearing facilities).
System activity reconcilements to transfer request source documents.
Daily supervisory review of funds transfer and message reconcilements.
Daily activity balancing is performed separate from the receiving, processing, and sending 
functions.
Federal Reserve Bank, correspondent bank, and clearing house statements used for funds transfers 
are reconciled and reviewed daily in another area of the bank (accounting or correspondent 
banking) to ensure they agree with the funds transfer records.

21. Determine that the person reviewing rejects and exceptions is not involved in receiving, preparing, or 
transmitting funds.

22. Ensure that suspense items or adjustment accounts are appropriately accounted for, reviewed for 
abnormal fluctuations, and do not contain unusual or stale items.

CREDIT EVALUATION AND APPROVAL

23. Determine if there are well-documented, periodic credit reviews of funds-transfer customers and 
ensure that they are completed by credit personnel who are independent of account officer and 
operations staff.
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24. Ensure that limits on intraday and overnight overdrafts are reasonable in view of the organization’s 
capital position and the creditworthiness of the respective customers.

INCOMING FUNDS TRANSFERS

25. Determine whether incoming payments not received over a secure system (FedLine) are authenticated 
prior to processing.

26. Determine whether the bank maintains separation of duties over receiving instructions, posting to a 
customer's account, and mailing customer credit advices.

27. Determine whether management maintains audit trails from receipt through posting to a customer's 
account.

28. Determine whether management issues customer advices in a timely manner.  (Best practices would 
indicate advices sent for incoming as well as outgoing wires)

29. Determine if the Incoming Wire Log is appropriately completed and documented.  At a minimum, the 
log should include:  

Beneficiary name.
Beneficiary account number.
Dollar amount of transaction.
Sender Name.
Sender Account Number.
Counterparty Institution.
Counterparty Location.
Domestic or Foreign.

BUSINESS CONTINUITY AND DISASTER RECOVERY
(To the extent possible, leverage off the work of Information Technology examiners.)

30. Determine whether management has properly planned for contingencies and evaluate the 
reasonableness of the plan in relation to the volume of activity.  Determine whether the contingency 
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plan incorporates appropriate safeguards, including:
A back-up system in the event of equipment failures and line malfunctions.
A method for sending and receiving transfers if forced to operate at a different site.
Procedures to ensure that data is recovered by the opening of the next day's processing.
A requirement for supervisory approval for using back-up equipment.
A requirement that the plan be distributed to all funds transfer personnel.
Periodic testing of the back-up systems.
Procedures and controls to prevent the inadvertent release of test data into the production 
environment.

31. Determine whether procedures for backup and off-site storage of critical information and inventory 
control on hardware and software are in force.

FEDLINE ELECTRONIC FUNDS TRANSFER  

WHOLESALE ELECTRONIC FUNDS TRANSFER SYSTEMS (FTS)

32. Review flowcharts or narratives of the bank's overall FTS to determine the degree of automated 
interface, linkage to functions not supported by the FTS, and separation of duties or functions.  Review 
this information as it relates to any of the following systems used by the bank:

FedLine. 
CHIPS or other local payments system.
SWIFT (Society for Worldwide Interbank Financial Telecommunications).
Internal transfers (book entry).
Customer networks.
Internal networks.

33. Review the adequacy of security procedures in place for both outgoing and incoming payment orders 
for each step of the FTS process.

Payment order origination such as message testing for fax, telephone, letters, or memos.
Data entry.
Payment order execution or release.
Telecommunication lines.
Physical security.
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34. Review a sample of contracts authorizing the bank to make payments from a customer's account and 
determine whether the contracts and disclosures adequately set forth responsibilities of the bank and 
the customer, primarily regarding the provisions of UCC Article 4A relating to authenticity and timing 
of transfer requests.

Audit or Independent Review

35. Determine that the audit or independent review program provides sufficient coverage relative to 
volume and nature of EFT activities.  Independent review efforts should address all areas of EFT 
business, including:

Adequacy of and compliance with policies and procedures.
Payment order origination (funds transfer requests).
Message testing.
Customer agreements.
Payment processing and accounting.
Personnel policies.
Physical and data security.
Contingency plans.
Credit evaluation and approval.
Incoming funds transfers.
Outgoing funds transfers.
Accuracy and completeness of wire logs.
Bank Secrecy and Office of Foreign Assets Control (OFAC) issues, if applicable.
Federal Reserve's Payment System Risk Program issues.
Adequacy of blanket bond coverage, as well as compliance with any requirements of this insurance 
coverage for things such as callbacks.
Evaluation of metrics utilized by management to measure the transactional risk inherent in the 
wire transfer function.
Appropriateness of board reporting of wire activity that is commensurate with level of risk. 

Information Systems and Communication 

36. Determine whether management reports provide sufficient information in relation to the nature and 
volume of EFT activities and that it is sufficient for the directorate to assess the organization’s inherent 
risk in EFT activities. Consider the following:

Identification of customers with large intraday and overnight overdrafts. 
Drawings against uncollected funds or in excess of established credit limits.
Credit evaluation and approval.
Total and average number of wires.
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Total and average dollar amount of wires.
Volume of incoming vs. outgoing wire activity.
Volume of domestic vs. international wire activity.
Location of international activity.
Volume of customer-initiated vs. bank-purpose wire activity.
Trend of wire activity (number, dollar, average, etc.)

37. Evaluate the accuracy and timeliness of information provided to the board and senior management.

Managerial Effectiveness

38. Assess compliance with board policies and guidelines.

39. Determine the adequacy of bank documentation of EFT activities, including the sufficiency of record 
retention practices.

40. Analyze compliance with laws and regulations, including requirements of the Bank Secrecy Act and 
Financial Recordkeeping.

41. Assess the adequacy of management's response to audit exceptions and recommendations.

42. Determine whether management has properly planned for contingencies and has developed reasonable 
contingency plans and safeguards that are commensurate with the volume of EFT activities.

43. Determine the adequacy of insurance coverage for each EFT operation and the overall EFT 
environment.  (Note:  Standard blanket bonds do not cover funds transfer operations.  Banks typically 
obtain a special rider for funds transfers.  However, the special rider does not normally provide 
coverage if telephonic requests for funds are honored.)  Assess compliance with any requirements of 
the blanket bond coverage such as callback requirements. 
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End of Core Analysis.  If needed, Continue to the Expanded and Impact Analyses.
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MORTGAGE BANKING - CORE
Core Analysis Decision Factors

Examiners should evaluate the Core Analysis in this section to determine if an Expanded Analysis is necessary.
Click on the hyperlinks found within each of the Core Analysis Decision Factors to reference the applicable Core 
Analysis Procedures.

Do Core Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

C.1. Are policies, procedures, and risk limits for the mortgage banking operations adequate?  

.

C.2. Are internal controls adequate?  
.

C.3. Are the audit or independent review functions adequate?  
.

C.4. Are information and communication systems adequate and accurate?  
.

C.5. Does management use appropriate strategies to manage liquidity and limit interest rate risk 
exposure? .

C.6. Are warehouse loans sold in a timely manner? .

C.7. Is the mortgage banking department's financial performance acceptable?
.

C.8. Are foreclosures handled properly to limit reputation and legal risk?
.

C.9. Do the board and senior management effectively supervise the mortgage banking area?  
.
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MORTGAGE BANKING - CORE
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
bank.  Examiners should complete only the procedures relevant for the bank’s activities, business model, risk 
profile, and complexity. If needed, based on other identified risks, examiners can complete additional 
procedures. References to laws, regulations, supervisory guidance, and other resources are not all-inclusive.

References

Preliminary Review 

1. Review the following documents:
Previous examination reports and workpapers on mortgage banking; 
Recent internal and external audit reports, management letters, and management's response to any 
criticisms or recommendations; 
Reports, if available, from government-sponsored enterprises (GSE), Federal Housing 
Administration (FHA), and significant private investors;
Internal memoranda, board minutes, and management reports on mortgage banking operations; 
Financial performance reports to gain a basic understanding of assets, liabilities, and profitability; 
If the bank is a loan servicer, review GSE or rating agency reports on servicing performance; and
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Organizational charts pertinent to mortgage banking activities.

2. Review the types of products offered, sales volumes, originator channels, and target markets.

Policies and Procedures

3. Review policies and procedures regarding mortgage banking activities.  Consider the following:
Permissible mortgage banking activities, including hedging; 
Loan production, origination, and underwriting activities; 
Individual officer and employee responsibilities; 
Lending limits and segregations of duty; 
Position and earnings-at-risk limits; and
Accounting procedures for loan sales, loans held for sale, and derivatives. 

4. Evaluate the process for granting exceptions to policies and procedures.  Consider whether prompt 
exception reporting is made to senior management and the board of directors and whether 
compensating factors that support exceptions are documented. 

Internal Controls

5. Determine whether management established an effective quality control program that is independent 
from the loan production process and ensures that loans, whether originated or purchased, are 
processed, underwritten, closed, and serviced according to lender and investor standards.

6. Determine whether the quality control program meets GSE, FHA, and/or private investor guidelines
and addresses the following:

Pre- and post-closing reviews; 
Retail and wholesale loan production; 
Re-verification of pertinent underwriting criteria; 
On-site branch audits if the lender is FHA or GSE approved; and
Compliance with applicable laws and regulations related to mortgage foreclosures, including the 
Servicemembers Civil Relief Act. 
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7. Determine whether quality control findings (and management’s response) are clearly documented and 
presented to the board and senior management at least quarterly.

8. Determine whether procedures exist to detect fraudulent activity, investigate suspected fraud, issue 
appropriate management reports, and, when warranted, file Suspicious Activity Reports.

Audit or Independent Review

9. Determine whether the scope of audits and independent reviews is sufficient to identify policy, 
reporting, and internal control deficiencies and whether results are fully and promptly reported to the 
board.

10. If recent reviews or audits disclosed deficiencies, determine whether management responses are 
reasonable.

11. Determine whether the internal audit program covers compliance with state and federal laws, auditing 
standards, and investor requirements. 

12. If applicable, verify that there is an independent review or audit of monthly servicer reports.

Information and Communication Systems 

13. Determine whether management information systems (MIS) have the capacity to handle existing 
volumes and activities, as well as projected levels, strategies, and objectives.

14. Determine whether MIS reports generate sufficient information for management to identify and 
monitor: 

Closed held-for-investment and held-for-sale loans; 
Loans segregated by product type and investor; 
The dollar amount and percentage of total loans for each type and investor; 
Loan application volumes, throughout the origination process, including:
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o Applications received, including locked applications, 
o Commitments outstanding and related delivery status, and 
o Historical fall-out rates for specific loan categories; 
The status of delivery commitments to investors and the effectiveness of hedges; 
Daily positions, including pipeline commitments, fallout estimates, warehouse inventories, and 
forward sales contracts; 
The status of warehouse lines of credit; and
The status of loans serviced for investors, including payments, delinquencies, foreclosures, 
modifications, and servicer advances. 

15. Assess the quality of board reports and determine whether the following information is conveyed in 
sufficient detail given the size and complexity of the mortgage banking program.  Consider: 

Operating results, including profitability, efficiency, and cost information; 
Asset quality trends, including delinquencies, chargeoffs, foreclosures, and collection accounts; 
Production volumes and processing backlogs; 
Warehouse inventory agings and turnover rates; 
Servicer advances, including recoverable and non-recoverable advances; 
Valuations of servicing rights, held-for-sale loans, and derivatives, including significant valuation 
assumptions and adjustments; and
Hedging activities, including products, results, and strategies.

Internal Loan Production (Origination, Underwriting, and Closing) 

16. Review organization charts to assess the structure and independence of the production function.  

17. Review loan production guidelines, which generally may address:
Types of loans to be originated or purchased; 
Sources from which the loans will be acquired, such as retail, wholesale, and the Internet; and
Underwriting and appraisal standards (typically set by the investors).

18. Review the qualifications, experience, and compensation levels of originators, processors, and 
underwriters.

19. Evaluate how management plans for funding during peak origination periods. If funding from an 
external warehouse line, consider how many times the line turns on a monthly basis. 
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20. Determine how management monitors adherence to underwriting guidelines.

21. Determine whether management established an underwriting authority matrix and whether
underwriting functions are outsourced. Determine how management tracks loan quality for each 
underwriter.  Most notably, ensure underwriting standards address investor requirements regarding 
the assessment and documentation of borrowers’ ability to repay.   

22. Evaluate procedures for closing and funding loans.  Determine whether management requires that 
necessary documents are obtained before funds are released.

Wholesale Activities

23. Determine the types and dollar volume of loans submitted from each approved TPO. Determine 
whether controls exist to prevent loans closing from non-approved sources. Investigate any closings or 
purchases from sources not on the approved TPO list.

24. Review management's process for evaluating and monitoring the quality of loans submitted by TPOs.  
The quality control process should consider:

Historical default and foreclosure levels, 
Non-delivery history (pull-through rates), 
Documentation deficiencies, and 
Repurchase demands and other investor concerns. 

25. Determine how frequently the bank is required to repurchase loans (putbacks) that originated from 
TPOs. Assess the reasons for putbacks, and determine whether the bank tracks putbacks by source in 
order to identify TPOs that should be considered for removal from the approved TPO list.  

Pipeline Management

26. Review the appropriateness and timeliness of pipeline reconciliation reports. Satisfactory reporting is 
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generally performed at least monthly.

27. Review the timeliness and accuracy of pipeline commitment reporting.
Determine whether unfunded commitments are specifically identified by product type and interest 
rate.
Determine whether fixed-, floating-, and adjustable-rate derivative loan commitments are 
separately identified and tracked.
Review management's process for handling expired rate-lock commitments.

28. Determine whether management reports all rate-lock commitments (on loans designated as held for 
sale) as derivatives (written options).

29. Determine whether pipeline commitments are accurately reported in financial and regulatory reports.

30. Review procedures for monitoring and projecting fallout rates (withdrawn from the pipeline or 
unapproved commitments), which can depend on historical behavior, loan type, current and 
anticipated interest rates, or other factors. Assess how fallout rates correlate to hedging practices. 

Warehouse Management 

31. Review internal warehouse reconciliation reports and determine whether warehouse loans are 
accurately reported as held-for-sale at the lower of cost or fair value within financial and regulatory 
reports. Satisfactory processes generally include at least monthly reconciliations.

32. Review warehouse turnover and aging reports.  
Research any unusual characteristics that may indicate impaired marketability, such as delinquent 
loans or loans in the warehouse beyond normal periods. 
Consider the level of, and reasons for, nonconforming or unsaleable loans.  
Review management's methods for handling warehouse loans that are ineligible for sale.  Advise 
examiners conducting the loan review if a significant volume of ineligible loans are being placed in,
or transferred to, the bank's held-for-investment loan portfolio. 
Determine whether part of the warehouse line is designated for loan repurchases and the number 
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of loans within that category of the warehouse line.

33. Determine whether the bank’s estimates of fair value of mortgages held for sale appropriately include 
the framework and fair value inputs described in ASC Topic 820, Fair Value Measurements. 

Hedging Practices

34. Assess the effectiveness of hedging strategies used to offset risks in unfunded (rate-locked) 
commitments and funded but unsold (warehouse) loans.  Review assumptions used in simulation 
models, if applicable.

35. Ensure management reports forward commitments and options (if they meet the ASC Topic 815 
definition of a derivative) as derivatives in financial and regulatory reports.  

36. Determine whether management failed to fill any forward commitments or paid any pair-off fees.
Determine the exposures and causes, if applicable.

37. Determine whether hedging policies are interest rate neutral or speculative.  Review the effectiveness of 
such hedging strategies.  

38. Determine whether management adequately assesses counterparty risks and establishes appropriate 
limits.  

39. Review recent profit or loss reports for the mortgage banking operation to evaluate the effectiveness of 
hedging strategies.
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40. Discuss with management the degree of interest rate risk the bank is willing to accept and strategies for 
achieving and maintaining desired goals. 

Secondary Marketing

41. Review a sample of loan purchase and sale agreements (correspondent agreements) with investors and 
determine the amount, maturity, terms of the commitment, representations and warranties, and other 
recourse provisions (e.g., credit default provisions). 

42. Determine the number of pools sold that lack final pool certification, the reasons why, and whether the 
mortgage banking group is required to post a letter of credit. 

43. Determine whether appropriate controls exist over recourse provisions, which may include the 
following: 

MIS reports adequately track all recourse obligations;
Recourse liability reserves are at an appropriate level for loans sold with recourse; and
Management properly accounts for all loans sold with recourse in the regulatory reports, including 
the accurate risk weighting of recourse associated with credit default and premium recapture.

44. Determine the number of loan repurchase demands the bank received from external investors over the 
past 12 months and the status of each (outstanding, repurchased, indemnification agreement, 
withdrawn by investor) as well as any associated losses.

45. Determine whether correspondent agreements contain pass-through recourse provisions, which 
require the bank to be responsible for recourse that is contained in subsequent sales agreements 
between the investor and other third parties.
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46. In regards to the Credit Risk Retention Rule, determine whether the bank sells, or intends to sell, 
mortgages (that it originates) that represent 20 percent or more of a securitization that is sponsored by 
another entity (FDIC: Refer to Part 373 of FDIC Rules and Regulations, FRB: Refer to Part 244).  If 
so, determine whether:

Management is aware of the allocation-to-originator option and has factored the potential effects 
into the secondary marketing program;
Requests have been made to, or granted by, the bank to acquire an eligible interest of the risk 
retention obligation from the securitization sponsor;
The allocation-to-originator option is addressed in the sales agreements;
Management considered the impact of any risk retained under this option on the bank’s financial 
condition; and,
The bank complies with the hedging, transferring, and pledging restrictions of the Credit Risk 
Retention Rule for any interests retained for purposes of accepting an allocation to originator 
option.

Mortgage Servicing

PORTFOLIO SUPERVISION

47. Review servicing agreements with investors and ascertain the bank’s main responsibilities as servicer.

48. Determine whether written policies and procedures for mortgage loan servicing adequately cover all 
facets of the servicing operations (e.g., loan set-up, adjustable rate mortgage adjustments, investor 
accounting, escrow administration, insurance, collections, foreclosure, bankruptcy, other real estate 
owned, customer service). 

49. Review a sample of investor account reconcilements and consider the following controls: 
Each investor account is reconciled at least monthly,
A supervisor reviews and approves reconcilements,
Outstanding items are resolved in a timely manner, and
Stale and un-reconciled items are promptly charged off. 

50. Assess current and projected operating results for servicing functions. Determine whether:
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Cost estimates are completed on an average or incremental basis, 
Management analyzes profitability for each product type, and 
Cost analyses include all direct and indirect servicing expenses.

51. Review the list of external vendors and sub-servicers engaged by the bank, and determine how 
management assesses the quality of work performed by these third parties. 

52. Review significant consumer complaints and any pending litigation to identify possible internal control 
deficiencies and ensure appropriate resolution practices. 

53. Determine whether the bank has purchased any loans from the servicing portfolio.
Determine the reasons for purchases.
Analyze the volume and trend of purchases.
Assess the appropriateness of policies and procedures that govern purchases.

54. Evaluate the asset quality of the servicing portfolio, review delinquency reports, and assess the 
potential impact on the bank’s financial performance, profitability, and reputation. 

55. Determine whether the bank, as servicer, is required to make servicer advances on delinquent 
principal or interest payments, escrow costs, or foreclosure expenses.  If so, consider the: 

Book balance and credit quality of the advances, 
Controls surrounding the advances, 
Designation between recoverable and non-recoverable advances, 
Potential recourse if the bank is not in first position, and 
Ability to collect advances.

MORTGAGE SERVICING ASSETS (MSAs)

56. Determine the extent to which MSAs are reviewed by internal and external auditors.

57. Review management's procedures for initially recording, subsequently recording, and periodically re-
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evaluating MSAs. Procedures should address the:
Valuation method and assumptions used for initially measuring each MSA, and
Subsequent method (either fair value or amortization) for measuring and recording each MSA.  

58. For MSAs accounted for under the amortization method, determine whether impairment policies and 
procedures are sufficient and reasonable, and consider whether: 

The bank’s stratum (basis point range) used for analyzing and tracking impairment is acceptable; 
The bank’s analysis for impairment includes assessments based on product type, terms, rates, and 
other risk-layering characteristics; 
The bank is assessing MSAs for impairment or increased obligation based on fair value at least 
quarterly; and
The bank’s procedures to ensure market price or valuation assumptions used for the impairment 
analysis are current and reflect expected levels of mortgage prepayments and discount rates.  

59. Evaluate the bank’s fair value measurements for mortgage servicing rights.  Ensure that: 
Sources of value are reliable;
Prices used for valuations are appropriate for the bank’s MSAs;
Servicing assets (pertaining to all loan types and securitizations) are consistently valued; 
Valuation processes include adjustments for impairment;   
Modeling assumptions for MSAs are appropriate; and
Assumption factors, such as interest rate scenarios and prepayments, made in modeling MSAs are 
consistent with other assumptions used by the bank.

60. Evaluate the due diligence process for bulk acquisitions of MSAs, if applicable.
Determine whether the bank performs a comprehensive due diligence review prior to purchasing a 
servicing portfolio.
Determine whether management applies reasonable valuation assumptions, which may include 
data on underlying mortgages, servicing revenues and costs, prepayment speeds, and discount 
rates.

61. Verify that management is properly reporting MSAs in financial and regulatory reports.  Determine 
whether management is treating MSAs properly for regulatory capital purposes (FDIC: Part 324 of 
FDIC Rules and Regulations, FRB: 12 CFR - Part 217).

62. Ensure that the bank adheres to FASB ASC Topic 860, which requires the disclosure of accounting 
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policies, volumes, cash flows, and key assumptions made in determining fair values of servicing assets 
and liabilities.  Items to consider include the: 

Amount of MSAs capitalized (or purchased) during the reporting period, 
Method and amount of amortization for the reporting period, 
Fair value of MSAs, including valuations methods and sensitivity of those fair values to changes in 
key assumptions, 
Reasons for not estimating fair value of MSAs and mortgage loans without MSAs (for banks that 
do not to capitalize MSAs),
Risk characteristics of underlying loans for the purpose of measuring MSAs, and
Activity in valuation allowances.

Collections and Foreclosures

63. Review policies and procedures associated with collecting delinquent loans.
Determine whether collection efforts follow serviced loan investor guidelines.  If governing 
documents allow loss mitigation strategies, determine whether servicers:  
o Proactively identify borrowers at heightened risk of delinquency or default, such as those with 

impending interest rate resets;
o Contact borrowers to assess their ability to repay; 
o Assess whether there is a reasonable basis to conclude that default is “reasonably foreseeable” 

and,
o Explore, when appropriate, a loss mitigation strategy that avoids foreclosure or other actions 

that result in a loss of homeownership. 
Determine whether the bank documents all attempts to collect past due payments.
Determine whether uncollectible balances are promptly charged off.

64. Determine whether management avoids unnecessary foreclosures and considers mortgage loan 
modifications or other workout strategies that are affordable and sustainable.  

65. Determine whether the institution thoroughly assesses the abilities of sub-servicers to fulfill their 
contractual obligations for collections and foreclosures.

66. Ensure that foreclosures are conducted properly and consistent with all applicable laws, and that:
Foreclosures are in the name of the holder of the note or the party entitled to enforce the note, 
The foreclosing entity has possession of the original note and either a recorded mortgage or a 
recorded valid assignment of the mortgage before initiating the foreclosure, and
Lost note affidavits are only used after a good faith effort to locate the original note.
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67. Determine whether management has appropriate policies and practices relating to decisions to 
discontinue the foreclosure process that address:

Obtaining and assessing current valuation and other relevant information, 
Releasing liens,
Notifying local authorities, and 
Notifying and contacting the borrower(s).

68. Determine whether attestations in a foreclosure affidavit comply with local laws and contain:
Facts explaining the basis for the personal knowledge of the affiant (e.g., job title, job position, job 
duties, etc.); and
Assurances that the affiant reviewed supporting records to ensure the inclusion of all necessary 
documents for foreclosure in the particular jurisdiction.

69. Ensure that the complaint document and foreclosure affidavit address the: 
Specific amount due under the note, 
Payment history (to sufficiently demonstrate servicing of the loan), 
Description of the quality control procedures governing the foreclosure process, and 
Authorization under which the mortgage is validly assigned to the foreclosing note holder.

70. Review the compensation program and determine whether the institution pays bonuses to law firms, 
servicers, and/or employees for processing high volumes of foreclosures.

Financial Analysis

GENERAL

71. Review the mortgage banking department's balance sheet and income statement and research items 
that are large relative to operations or that pose undue financial risk for other reasons.

72. Evaluate officer compensation arrangements and determine whether any compensation or incentive 
programs encourage unsafe or unsound practices.
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EARNINGS PERFORMANCE

73. Assess the profitability of mortgage banking activities in terms of the level, composition, and trend of 
net income.  Consider growth plans, interest rates, economic environment, and industry comparisons 
when evaluating earnings.

LIQUIDITY AND FUNDING

74. Evaluate management’s process for meeting the mortgage banking department’s liquidity needs, 
considering loans in the pipeline and warehouse.

75. Determine whether liquidity sources are adequate for current conditions and projected funding needs.
Evaluate the methods used to fund mortgage operations.  The methods may include repurchase 
agreements, commercial paper, revolving warehouse lines of credit, and long-term debt.
Review asset/liability management practices to determine whether funding maturities approximate 
maturities of underlying assets.

CAPITAL ADEQUACY

76. Assess the effect of mortgage banking activities on risk-based and total capital.   

Board and Senior Management Oversight 

77. Determine whether a separate board committee for mortgage banking activities exists, and review 
committee minutes, if applicable, for significant information.

78. Determine what management committees have oversight and control over mortgage banking 
operations and evaluate the effectiveness of the committee structures.  Further, determine whether
there are deficiencies or conflicts resulting from the structures. 

79. Determine whether the experience, technical knowledge, and administrative capabilities of 
management are sufficient for mortgage banking operations. 

80. Review the mortgage banking strategic planning process and determine whether goals are reasonable, 
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attainable, complement the bank's overall business plan, and reflect the board’s risk appetite.

81. Determine whether management depth and succession plans are adequate.

End of Core Analysis.  If needed, Continue to the Expanded and Impact Analyses.
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MORTGAGE BANKING – ABBREVIATED 
Core Analysis Decision Factors

Examiners should evaluate the Core Analysis in this section to determine if an Expanded Analysis is necessary.
Click on the hyperlinks found within each of the Core Analysis Decision Factors to reference the applicable Core 
Analysis Procedures.

Do Core Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

C.1. Are policies, procedures, and risk limits for the mortgage banking operations adequate?  
.

C.2. Are internal controls adequate?  .

C.3. Are the audit or independent review functions adequate?  
.

C.4. Are information and communication systems adequate and accurate?  

C.5. Does management use appropriate strategies to manage liquidity and limit interest rate risk 
exposure?

C.6. Are warehouse loans sold in a timely manner?

C.7. Is the mortgage banking financial performance acceptable?

C.8. Do the board and senior management effectively supervise the mortgage banking area?  
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MORTGAGE BANKING - ABBREVIATED
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
bank.  Examiners should complete only the procedures relevant for the bank’s activities, business model, risk 
profile, and complexity. If needed, based on other identified risks, examiners can complete additional 
procedures. References to laws, regulations, supervisory guidance, and other resources are not all-inclusive.

References  

Preliminary Review

1. Review the following documents. 
Previous examination reports and workpapers, including consumer compliance examinations; 
Internal audit reports; 
The most recent external audit report, management letter, and management’s response to 
criticisms and recommendations; 
Government-sponsored enterprise (GSE), Federal Housing Administration (FHA), and significant 
private investor reports, if available; (

Internal memoranda, board minutes, and management reports on the mortgage banking activities;
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Asset, liability, and profitability reports; and
Organizational charts pertinent to the mortgage banking activities. 

2. Review the types of products offered and sold, originator channels, and target markets.

Policies and Procedures

3. Review bank policies and procedures regarding mortgage banking activities.  Consider the following:
Permissible mortgage banking activities, including hedging; 
Loan production, origination, and underwriting guidelines; 
Individual officer and employee responsibilities; 
Lending limits and segregation of duties; 
Position and earnings-at-risk limits; and
Accounting procedures for loan sales, loans held for sale, and derivatives.

4. Evaluate the process for monitoring exceptions to policies and procedures.  Satisfactory processes 
generally include monthly exception reporting to senior management and the board (including “no-
exception” reports) and reports that detail compensating factors for each exception.

Internal Controls

5. Determine whether management established an effective quality control program that is independent 
from the loan production process and ensures that loans, whether originated or purchased, are 
processed, underwritten, closed, and serviced according to lender and investor standards.

6. Determine whether quality control findings are clearly documented and presented periodically to the 
board and senior management and include documentation of management’s response.   

Audit or Independent Review

7. Determine whether the scope of recent audits or independent reviews is sufficient to identify policy, 
reporting, and internal control deficiencies.  Ensure detailed results are promptly reported to the 
board.
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8. If internal audits or independent reviews disclosed any deficiencies, determine whether management 
responses are appropriate and timely. 

Information and Communication Systems 

9. Determine whether the management information systems (MIS) generate all necessary reports, such 
as:

Held-for-sale loans and inventory agings; 
Loans segregated by product type and investor;   
Application volumes (through origination), and any processing backlogs;  
The status of delivery commitments to investors; 
Daily positions, including pipeline, warehouse, and hedged loans; 
Operating results, including profitability, efficiency, and cost information; and
Liquidity and capital needs.

Loan Production (Origination, Underwriting, and Closing) 

10. Assess the qualifications, experience, and compensation levels of originators and underwriters.

11. Evaluate procedures for underwriting and closing loans.  Determine whether management ensures all 
necessary documents are obtained before funds are released.

Pipeline Management

12. Review the timeliness, accuracy, and composition of pipeline reporting.
Determine whether unfunded commitments are identified by product type, and adequately 
stratified, such as between fixed-, floating-, and adjustable-rate commitments and rate-locked or 
non-rate-locked commitments. 
Review management’s process for monitoring and reporting expired rate-locked commitments.

13. Ensure that management reports all rate-locked commitments (on loans designated as held for sale) as 
derivatives (written options) in financial and regulatory reports, as described in Financial Accounting 
Standards Board (FASB) Accounting Standards Codification (ASC) Topic 815.
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14. Review management’s procedures and assumptions for monitoring and projecting fallout rates, and 
consider how these rates correspond to hedging practices.  

Warehouse Management 

15. Review the appropriateness and timeliness of internal warehouse-reconciliation reports.   

16. Review warehouse turnover and aging reports, and determine whether there are any unusual 
characteristics that suggest impaired marketability, such as delinquencies, underwriting defects, or
loans in the warehouse for extended periods. Determine the level of, and reasons for, any unsaleable 
loans. 

17. Review the number and volume of loan-repurchase demands from investors since the prior 
examination.  Consider the status (outstanding, repurchased, indemnified, or withdrawn by investor) 
and any associated losses.

18. Determine whether warehouse loans are accurately reported at the lower of cost or fair value.
Determine whether estimates of fair value for held-for-sale loans use reasonable approaches, 
assumptions, and are valued in accordance with ASC Topic 820, Fair Value Measurements.

Hedging Practices

19. Determine whether management established hedging policies that, at a minimum, address objectives, 
derivative types, authorizations, exposures, and exceptions.

20. Review the effectiveness of hedging strategies, such as forward sales or options, used to hedge risks 
associated with the pipeline and the warehouse.
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21. Determine whether hedging instruments are accurately reported in financial and regulatory reports.

22. If the bank was unable to fulfill any forward commitments, assess the potential implications, such as 
pair-off fees, interest rate risk, and reputation risk.

Secondary Marketing

23. Review a sample of loan purchase and sale agreements with investors (correspondent agreements).  
Identify volume commitments, expirations, representations, warranties, recourse provisions, 
repurchase guidelines, and other provisions. 

24. Review a sample of correspondent agreements to determine whether the bank has any continuing 
recourse obligations to the purchaser beyond standard representations and warranties.  If the bank is 
selling loans with recourse, determine whether appropriate controls exist over recourse provisions,
which may include the following: 

MIS reports adequately track all recourse obligations; 
Recourse liability reserves are at an appropriate level for loans sold with recourse; and  
Management properly accounts for all loans sold with recourse in the regulatory reports, including 
accurate risk weighting of recourse associated with credit default and premium recapture.

Financial Analysis

25. Assess the earnings of the mortgage banking activities in terms of the level, trend, volatility, 
composition, and earnings at risk.  Consider historic and projected gains on sales, growth plans, 
interest rates, economic environment, and industry comparisons when evaluating earnings. 

26. Determine whether liquidity and capital levels support the demands and risks of the operation. 

Board and Senior Management Oversight 

27. Evaluate the effectiveness of management’s oversight of the mortgage banking operations.  Determine 
whether the experience, technical knowledge, and administrative capabilities of management are 
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sufficient.

28. Review the strategic planning process and determine whether mortgage banking goals are reasonable, 
attainable, and complement the bank’s overall business plan and reflect the bank’s associated risks.

End of Abbreviated Module.  If needed, continue to Core Analysis Module. 
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RELATED ORGANIZATIONS
Core Analysis Decision Factors

Examiners should evaluate the Core Analysis in this section to determine if an Expanded Analysis is necessary.
Click on the hyperlinks found within each of the Core Analysis Decision Factors to reference the applicable Core 
Analysis Procedures.

Do Core Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

C.1. Are bank policies and procedures adequate for the level of transactions among the holding 
company, affiliates, and subsidiaries?  

C.2. Are internal controls adequate?  

C.3. Are audit and independent review functions adequate?  

C.4. Are information and communication systems adequate and accurate?  

C.5. Are affiliates appropriately separated from the bank and able to operate without threatening the 
bank’s financial condition?  

C.6. Do transactions comply with applicable federal and state laws and regulations?  

C.7. Are all affiliated organizations adequately capitalized?  

C.8. Do the board and senior management effectively supervise this area?  
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RELATED ORGANIZATIONS
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
bank.  Examiners should complete only the procedures relevant for the bank’s activities, business model, risk 
profile, and complexity. If needed, based on other identified risks, examiners can complete additional 
procedures. References to laws, regulations, supervisory guidance, and other resources are not all-inclusive.

Important 

Preliminary Review

1. Review prior examination reports, pre-examination memorandums, file correspondence, and Federal 
Reserve holding company inspection reports for an overview of known related organizations and any 
previously identified criticisms.

2. Review recent external and internal audit reports to determine the scope of the review(s) and to 
identify criticisms and recommendations regarding transactions between the bank and its affiliates. 
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3. Review relationships with holding companies or parent organizations, other affiliates and subsidiaries 
using such reports as the FR Y-6, the FR Y-10, the National Information Center (NIC) organizational 
hierarchy report (FRB), and the holding company organizational chart. Determine possible ownership 
ties not identified by the institution.

4. Examine the corporate structure surrounding the IDI and identify affiliate transactions.  Carefully 
consider the following items:

Policies and practices regarding services and transactions between the IDI and its affiliates;
Tax sharing arrangements and intercompany tax transactions;(see the Interagency Policy 
Statement on Income Tax Allocation in a Holding Company Structure for further discussion); 
Listing of affiliated transactions from the pre-examination information; 
Related interests of principal shareholders, directors, and executive officers; and
Fixed-asset subsidiaries or affiliates.  

5. Review the holding company (or other parent organization) and the IDI’s corporate structure for the 
possibility of a chain banking group.  Determine whether the members of the chain-banking group 
control other companies through 25 percent common ownership.

6. Review the stockholders listing and most recent proxy statements of the holding company or parent 
organization.  Identify ownership percentages and instances of control that satisfy the definition of 
control as set forth within the BHC Act (Section 225.2(e)) or HOLA.   

7. Review, to the extent possible, other federal and state examination reports of the IDIs within the single 
holding company organization or within a chain banking organization for mutually shared risks.  
Consider the following items:

Size and complexity of the organizations; 
Overall condition of the institutions in the organization; 
Extent, type, and quality of transactions among institutions in the organization; 
Degree of interdependence among institutions; 
Common deficiencies in lending and investment policies;
Possible insider abuse;
Shared employees or management; and 
Degree and nature of control being exerted over individual institutions (absentee ownership).
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Policies and Procedures

8. Determine whether policies appropriately address relationships and transactions with related 
organizations. 

9. Determine whether formal and informal employee sharing agreements are appropriate and dual 
employees' work allocation and compensation conform to the agreement.  Satisfactory agreements
generally:

Define employment relationships between the IDI and affiliate, 
Establish procedures and timeframes for payment, 
Are independently reviewed by the board of each affiliate, and
Assign authority for managing dual employee relationships. 

Internal Controls

10. Assess the IDI’s methods for identifying transactions subject to Sections 23A and 23B of the Federal 
Reserve Act are adequate.  Consider the following:

Internal reports 
Documentation of covered transactions, 
Loan records, 
Deposit accounts, 
Accounts payable and receivable, and
Board minutes. 

11. Determine the volume and frequency of covered transactions.  Ensure covered transactions are 
conducted on terms and conditions consistent with safe and sound banking practices and at readily 
determinable and well-documented market values.  Review for noncompliance or abusive activities.  
Consider the following items:  

Prohibitions on an IDI’s purchase of low quality assets from an affiliate or use of low quality assets 
as collateral,  
Prohibitions on the transfer of low quality assets to an IDI, 
Prohibitions on the acceptance of affiliate shares as collateral for loans to affiliates, 
Collectability of receivables, 
Collateral requirements, 
Restrictions on advertisements and agreements that suggest the IDI is responsible for the 
obligations of an affiliate, and
Fixed asset arrangements.
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12. Review any formal or informal agreements regarding management or other fees paid by the IDI to 
affiliates. Satisfactory agreements generally detail and support the following: 

Fee structures for services provided (e.g., based on asset size, number of employees, hours on-site, 
comparisons to market rates);  
Quality of services; 
Qualifications of service providers; 
Billings; and
Timing of payments for services. 

13. Determine the IDI’s compliance with any regulatory conditions/commitments pertaining to related 
organizations.  

Audit or Independent Revie

14. Determine whether the independent review provides sufficient coverage relative to the institution's size, 
scope of related organization activities, and risk profile.  Satisfactory independent reviews generally: 

Determine compliance with policies, procedures, and regulatory requirements;
Assess separation of duties, internal controls, and supervision of related organization activities;
Assess the adequacy, accuracy, and timeliness of reports to senior management and the board;
Recommend corrective action, when warranted; and 
Verify that corrective action commitments were implemented. 

15. Determine whether the results of audits and independent reviews are promptly reported to the board 
or a designated committee.  If results are presented to a designated committee of the board, ensure the 
committee includes at least one outside/independent director. 

16. Determine whether management's responses to recent audits or independent reviews are reasonable
and whether corrective actions, such as reimbursements, are promptly implemented. 

Information and Communication Systems 

17. Determine whether management reports provide accurate, timely and sufficient information relative 
to:  

The size and frequency of affiliate transactions, and 
The organization’s size and risk profile.
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Evaluation of Affiliate Operations 

18. Confirm the holding company’s control (ownership, control, or power to vote) of all IDIs, nonbank
subsidiaries, and tiered holding companies.  

19. Identify ownership levels that have increased to more than 10 percent.   
If any company controls more than 10 percent of the bank holding company stock or thrift holding 
company stock, determine whether notice was submitted to the responsible Reserve Bank.  
For Employee Stock Ownership Plans (ESOPs) or Employee Share Ownership Trusts (ESOTs) 
controlling or approaching control of more than 10 percent of the bank holding company,
determine whether the ESOP/ESOT submitted a notice of agreement to comply with the standard 
Passive Commitments and whether or not the ESOP/ESOT is in compliance therewith.
Determine who votes or controls the ESOP/ESOT shares (usually a trustee or trustees) and ensure 
this control is reported on each individual’s applicable regulatory reporting forms and disclosure 
statements.
Determine whether there are any financial transactions between the IDI and the ESOP/ESOT and, 
if so, that the transactions are consistent with Sections 23A and 23B of the Federal Reserve Act. 

20. Determine whether there were changes among large shareholders and, if necessary, whether a change 
in control notice was filed with the responsible regulator. 

21. Determine who votes/controls the shares of any trusts owning more than 5 percent of the bank or bank 
holding company’s outstanding shares.  

Determine whether the trust itself is a company as defined within the Bank Holding Company Act
(Section 225.2(d)).  If so, determine whether the trust submitted notice of ownership to the 
responsible Reserve Bank, whether any commitments are in place, and if so, compliance with the
commitments.
Determine whether the trust, when combined with other shares owned or controlled by the same 
individual or group of individuals, meets the definition of a bank holding company, and if so, has 
filed appropriate applications with the Federal Reserve Bank.

22. Determine whether all required regulatory filings were submitted and are accurate (e.g., FR Y-6, FR 
Y-10, Notice of Change in Control).  

Page 1769 of 1882



23. Analyze the holding company’s balance sheet, income statement, and statement of cash flows; and 
review the most recent holding company inspection report, rating, and Officer’s Questionnaire.
Consider, with particular scrutiny when the IDI’s condition is dependent on direct financial support 
from the parent company, the:

Origin of long-term debt, short-term debt, unamortizing debt, and the level of pressure exerted on 
the bank to upstream dividends;
Level of holding company or parent-organization borrowings used to provide equity contributions 
to the subsidiary bank (double leverage);
Parent company cash flow sources and uses (note any undue reliance on bank dividends or 
management and service fee income from subsidiary banks); 
Ability of the parent company to borrow funds or raise capital, if needed, for the injection of
capital into the subsidiary bank(s); 
Holding company or parent organization’s transactions with subsidiaries;
Timing and amount of quarterly income tax payments and settlement payments by and between 
the bank, the parent and the IRS (Refer to the 1998 Interagency Statement of Policy - Income Tax 
Remittance by Banks to Holding Company Affiliates and to the 2014 Addendum to the Interagency 
Policy Statement on Income Tax Allocation in a Holding Company Structure for additional 
information.); 
Level and trend of affiliate deposit relationships maintained at the bank; and
Merchant banking or other activities at the holding company or parent organization that may 
affect credit decisions at the bank level.

24. Review the management structure and programs of the holding company or parent organization and 
its subsidiaries. Assess the effect(s) on the institution and ensure compliance with applicable 
regulations and statutes.  Consider the following issues:

Level of centralized control by the holding company or parent organization over bank and non-
bank subsidiaries;
Access to management/audit/loan review expertise or services and the potential benefits from 
economies of scale; 
Training programs and their ability to foster consistency among the management of sister banks 
and non-bank affiliates; 
Movement of officers between the bank, holding company, and non-bank affiliates and the 
potential benefit to management succession planning (note any unfilled positions within the bank 
subsidiary); 
Management contracts (and supporting documentation) between the holding company or parent 
organization and the bank or non-bank subsidiaries; and
Allocation of bank management’s time devoted to bank, holding company, or other affiliate issues.   

25. Determine whether fees (such as, management, service, lease, or other fees) paid between the bank and 
its affiliates are proportional to the value of the goods or services provided or received. Appropriate 
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fee arrangements often include:
Service contracts in place between the IDI and the affiliates; 
Fees based on the fair market value of services provided or, when there is no market, based on 
actual costs plus a reasonable profit;
Service and pricing factors that are thoroughly supported and documented;
Transactions that comply with applicable laws and regulations; and
Prompt reimbursement to the bank for all funds due from an affiliate.  

26. Determine the extent of deposit gathering activities performed by employees of affiliates, and the 
potential application and reporting requirements of brokered deposit regulations.

27. Review any mortgage banking activities or servicing contracts with affiliates.  When applicable,
consider:

The capacity in which the affiliate is acting (as principal, on behalf of, or as agent for the IDI); 
The nature of the services provided; 
The transfer of low quality assets from an affiliate to an IDI via purchase or sale; 
The adherence to regulatory requirements for mortgage servicing rights; 
The billing arrangement, frequency of billing, method of computation, and basis for fees; 
The method for compensating the bank for balances maintained, and net interest earned on 
warehouse loans and lines; 
The pricing of loans and sales of servicing rights; 
Risks related to mortgage servicing, delinquent loans, and foreclosed assets; and
Whether asset purchases, including servicing rights and extensions of credit, satisfy the 
quantitative, collateral, and safety and soundness requirements of Section 23A of the Federal 
Reserve Act. 

28. Analyze the financial information and operating policies of affiliates and determine whether they may 
be detrimental to the institution's financial position.  Consider the following items:

Quality of assets, 
Funding needs, 
Fees received from the bank,
Salary structure of subsidiary's officers and shared officers, and
Financial condition of the subsidiaries.

Compliance with Other Applicable Regulations

29. Confirm that the bank's loan agreements do not restrict a borrower from obtaining credit, property, or 
service from a direct competitor of the holding company/parent organization or the holding 
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company's/bank's subsidiaries as a condition of credit.  
For a thrift, 

confirm that the thrift complies with the anti-tying provisions outlined in Section 5(q) of HOLA.
   

30. Determine whether bank customers who purchased financial products of affiliated organizations were
notified of the affiliate relationship.  If the customer received IDI financing to purchase the assets,
determine whether the transaction was subject to and in compliance with Regulation W. 

31. Determine whether the subsidiaries’ activities are permissible and comply with appropriate federal
and state laws and regulations.

32. Assess the adequacy of corporate, management, and physical separations that exist between the bank
and affiliated organizations.

Qualified Thrift Lender

33. Determine the potential financial impact on a savings association (or state savings or cooperative bank 
that has been deemed a savings association under Section 10( ) of HOLA) if the savings association fails 
to maintain qualified thrift lender (QTL) status and the SLHC: 

Is no longer eligible to engage in activities permissible for certain Unitary SLHCs (Sections 10(c)(3) 
and 10(c)(9)(C) of HOLA),
Is no longer eligible to continue certain grandfathered activities permissible for certain unitary 
SLHCs (Section 10(c)(6)(B) of HOLA), and
Is required to convert to a BHC within one year of the association failing to maintain QTL status 
(Section 10(m)(3)(C)) and is no longer eligible to engage in activities permissible for SLHC’s but 
not BHCs.   

Affiliate Capitalization 

34. Determine whether affiliates comply with the capital requirements of their functional regulator.

Board and Senior Management Supervision 

35. Determine whether the board of directors reviews all affiliate relationships at least annually and 
approves all agreements between the institution and any related organizations.
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36. Determine whether all affiliate relationships have adequate supervision by bank officers.  (Affiliate 
relationships are subject to the same standards as any unaffiliated vendor relationship.) 

End of Core Analysis.  If needed, Continue to the Expanded and Impact Analyses.
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RETAIL INSURANCE AND SECURITIES SALES ACTIVITIES
Core Analysis Decision Factors

Examiners should evaluate the Core Analysis in this section to determine whether an Expanded Analysis is 
necessary.  Click on the hyperlinks found within each of the Core Analysis Decision Factors to reference the 
applicable Core Analysis Procedures.

Do Core Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

C.1. Are the bank's policies, procedures, and other risk limiting methods adequate?  
& .

C.2. Are internal controls adequate?  

C.3. Are the audit or independent review functions adequate?  

C.4. Are information and communication systems adequate and accurate?  

C.5. Are third party agreements and the bank's reviews of compliance with such agreements adequate?  

C.6. Do the bank's board and senior management effectively oversee and administer sales and incentive
programs and activities involving insurance or securities products offered directly by the bank or 
by third party entities from or on behalf of the bank?  
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RETAIL INSURANCE AND SECURITIES SALES ACTIVITIES
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
bank.  Examiners should complete only the procedures relevant for the bank’s activities, business model, risk 
profile, and complexity. If needed, based on other identified risks, examiners can complete additional 
procedures. References to laws, regulations, supervisory guidance, and other resources are not all-inclusive.

Preliminary Review

1. Review information such as prior examination reports, prior examination work papers, pre-
examination memoranda, other regulator reports, and file correspondence for an overview of the 
bank's retail insurance or security-sales activities.   

2. Review internal and external audit reports and independent reviews to determine their scope and to 
identify any concerns and conclusions relevant to insurance and security-sales programs. 

3. Review the balance sheet, income statement, and cash flows of any insurance agency or security-sales 
unit that is a department or subsidiary of the bank. 

4. Consider contacting the appropriate functional regulator(s) to obtain supervisory information 
regarding these activities.

5. Review board or committee minutes and internal management reports for evidence of managerial 
oversight, responsibility delegations, or concerns with respect to these activities.

6. Discuss insurance products, security-sales programs, and related controls with management. 

7. Review the budget pertaining to the bank's insurance and security-sales activities. 
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Policies, Procedures, and Other Risk Limiting Methods

8. Determine whether policies and procedures are adequate for the retail insurance or security-sales 
programs, and any networking arrangement the bank may have with a broker-dealer. 

9. Determine whether the board approves policies at least annually, or more frequently if substantive 
changes occur.

10. Assess whether management conducts appropriate due diligence before entering into agreements with 
third parties to conduct insurance or security activities and before specific insurance or security
products are offered to customers on bank premises or on behalf of the bank.

Internal Controls

11. Determine whether the bank's internal control program includes separation of duties between the 
sales, management, compliance, and accounting functions for retail insurance or security-sales
activities.

12. Determine whether the bank has procedures to prevent, detect, and respond to written policy
exceptions. 

Audit or Independent Review

13. Determine whether the coverage and frequency of the audit or independent review are sufficient to 
identify deficiencies in policies and procedures, financial and operating risk management, internal 
controls, information and communication systems, and management relative to the bank's retail 
insurance agency or security-sales activities.  The independent review process should:

Determine compliance with policies, procedures, and regulatory requirements.
Assess the due diligence processes for purchased entities that conduct retail insurance or security-
sales activities.
Verify compliance of third parties with contractual agreements.
Assess separation of duties, internal controls, and supervision of insurance agency or securities 
brokerage activities.
Test for the adequacy, accuracy, and timeliness of information produced by reporting systems.
Assess the adequacy, accuracy, and timeliness of reports to senior management and the board.
Review operations for potential conflicts of interest, self-serving practices, and insider abuses.
Recommend corrective action, where warranted.
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Verify that corrective action commitments have been implemented.

14. Determine whether results of independent reviews are reported to the full board or a designated 
committee. 

Information and Communication Systems 

15. Determine whether management reports include the following types of information:
Sales volume of each type of product offered.
Fees, product commission rates, expenses, and overall financial results of the retail insurance or 
security-sales programs.
Status of premium collection and remittance processing by insurance agents, if applicable.
Amount of compensation received by retail insurance and security salespeople.

16. If the bank conducts insurance sales activities directly or owns an agency, determine whether
management accurately reports these activities on its Consolidated Reports of Condition and Income.  
Verify that the reports are accurately consolidated using Generally Accepted Accounting Principles.  

Third Party Agreements and Reviews

17. Determine whether management has entered into a formal written agreement with each third party 
involved in insurance or security-sales activities for the bank and if the agreement has been approved 
by the bank's board of directors.

18. Determine whether the bank’s legal counsel reviews all contracts and agreements for content and 
enforceability of terms.

19. Determine how often management evaluates the operating soundness of third parties by reviewing 
compliance evaluations, independent audits, financial reports, examination reports and/or other 
information.
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Board and Senior Management Oversight 

20. Determine whether there have been any technology system installations or conversions for insurance 
agencies or securities brokerage firms acquired and if such changes were successfully completed.

21. Determine whether the officers designated to implement and manage the bank's retail insurance or 
security-sales activities possess appropriate knowledge and experience.

22. Assess whether management mandates professional qualification training and continuing education 
opportunities for all officers and employees involved with the insurance or security programs.

23. Determine whether any plans for expansion of insurance or security activities are consistent with 
overall strategic plans and board approved policies. 

24. Determine whether management adequately responds to audit or independent-review concerns.

Compliance with Insurance and NDIP Consumer Protections (Non-FDIC Only)

25. Determine whether the bank's compliance function has processes to ensure the maintenance of 
appropriate agent licensing for retail insurance and security-sales programs conducted on behalf of 
the bank.  

26. Review any customer complaints in the bank's retail insurance or security-sales program files.  Also, 
review FRB, state insurance department, and FINRA or SEC complaint records for potential concerns 
over the administration of the activities (e.g., misrepresentations, untimely claims distributions, 
suitability issues, etc.).

27. Determine whether adequate policies and procedures exist to address consumer protection aspects of 
retail insurance sales or non-deposit investment products at an office of the bank, or on behalf of the 
bank.  Consider if such policies and procedures sufficiently cover:
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Training programs for all personnel involved in insurance or security referrals, recommendations, 
and sales activities conducted on bank premises or on behalf of the bank, including activities 
conducted through telemarketing contacts; 
Product suitability guidelines for customer sales;
Compliance with applicable laws, regulations, and consumer protection rules that address
prohibitions on:
o Tying of sales of insurance to credit products, 
o Coercive sales practices, and
o Discrimination against victims of domestic violence in sales of insurance products; 
Prominent display of required written minimum disclosures;
Compliance with incentive compensation restrictions on unregistered bank employees that refer 
customers to a broker-dealer (in connection with networking arrangements) pursuant to the FRB 
and SEC’s joint Regulation R and the Gramm-Leach Bliley Act (GLBA) Title II broker-push-out 
rules that have been incorporated into the Securities Exchange Act of 1934,  Section 3(a)(4)(B)(i);
and
Restrictions on the activities of bank employees (other than associated persons of a broker-dealer 
who are qualified under securities self-regulatory organization (SRO) rules) to the performance of 
only clerical or ministerial functions in connection with brokerage transactions. 

28. Determine whether management has established adequate procedures that address:
Timing of minimum required disclosures; 
Minimum disclosures for advertising and promotions;
Documenting customers’ receipt of all required disclosures: 
o Before an account is opened, 
o Before an the initial sale of an insurance product is completed, 
o During any sales presentation, 
o When investment advice is provided, and 
o When an account is opened for an NDIP; 
Alternative disclosures for telephone and electronic sales;
Compensation for referrals by non-licensed personnel;
Physical segregation of retail insurance and NDIP sale activities from deposit taking areas; and
The conditions in the Securities Exchange Act (Section 3(a)(4)(B)(i)) detailing when a bank may 
allow a  broker-dealer to offer bank customers brokerage services on or off bank premises and not 
be considered a broker that is required to register with the SEC. These conditions include:
o The broker dealer is clearly identified;
o Brokerage services are provided in a clearly marked, and preferably physically separate area;
o Advertising and promotional materials make clear that brokerage services are provided by the 

broker dealer, and not the bank;
o Advertising and promotional materials are in compliance with federal securities laws;
o Bank employees (other than broker dealers, or SRO-qualified associated persons) perform only 

clerical or ministerial functions;
o Bank employees do not receive incentive compensation for brokerage transactions unless they 

are associated persons of a broker dealer and SRO-qualified, except that bank employees may 
receive customer referral compensation in the form of a nominal, one-time cash fee of a fixed 
dollar amount, if payment of the fee is not contingent on whether the referral results in a 
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transaction;
o Customers receiving brokerage services are fully disclosed to the broker dealer;
o The bank does not carry customer security accounts except as permitted under other GLBA 

trust, custody, or safekeeping exceptions; and
o The bank or broker dealer informs each customer that brokerage services are provided by the 

broker dealer and not the bank, and that securities are not deposits or other obligations of the 
bank, are not guaranteed by the bank, and are not FDIC-insured.

29. Evaluate controls concerning product suitability.  Determine whether procedures:
Require security-sales representatives or insurance agents to evaluate sufficient customer 
information before offering investment recommendations regarding NDIPs, including variable 
insurance products.
Require representatives to clearly explain all recommendations to customers.

30. Ascertain whether policies and procedures for internal controls require thorough reviews of sales 
practices, advertising methods, and customer complaints.

31. Determine whether the compliance program includes oversight of the documentation required of third 
parties to demonstrate compliance with customer acknowledgement requirements.

End of Core Analysis.  If needed, Continue to the Expanded and Impact Analyses.
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SECURITIZATION
Core Analysis Decision Factors

Examiners should evaluate the Core Analysis in this section to determine if an Expanded Analysis is necessary.  
Click on the hyperlinks found within each of the Core Analysis Decision Factors to reference the applicable Core 
Analysis Procedures.

Do Core Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled? 

C.1. Are policies, procedures, and risk limits adequate?  

C.2. Are internal controls adequate?  .

C.3. Are audit and independent review functions adequate?  
.

C.4. Are information and communication systems adequate and accurate?  

C.5. Are risks associated with underlying assets clearly identified and measured? 

C.6. Are beneficial interests properly valued?

C.7. Are risks from securitizations that require consolidation adequately identified and managed?  

C.8. Do the board and senior management effectively oversee securitization activities?  
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SECURITIZATION
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
bank.  Examiners should complete only the procedures relevant for the bank’s activities, business model, risk 
profile, and complexity.  If needed, based on other identified risks, examiners can complete additional 
procedures. References to laws, regulations, supervisory guidance, and other resources are not all-inclusive.

Important 

Preliminary Review

1. Determine whether securitization concerns were identified in:
Prior examination reports,
File correspondence, 
Internal/external audit reports, 
Independent reviews, or 
10-K and 10-Q reports. 

2. Review reports, correspondence, and audits to identify activities and trends in:
Securitization volumes, 
Collateral types, 
Deal structures,1

Cash flows, and
Performance.2

3. Review performance information (internal and publically available reports) for the institution’s pools 

1 Such as, VIE type, concentration limitations, representations, and warranties.
2 Consider issues such as delinquencies, chargeoffs, prepayments, excess spreads, and put-back volume. 
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and comparable pools.  

4. Review internal and third-party valuation reports regarding beneficial interests.

5. Review board/committee minutes and internal management reports for evidence of oversight, 
responsibility, and any identified concerns.

6. Discuss with management, its securitization strategy and determine if it is consistent with the board’s 
strategic plans and policies.

Policies, Procedures, and Risk Limits

7. Determine whether securitization policies, procedures, and risk limits adequately address:
Permissible (i.e., board authorized) securitization activities;
Authority and responsibility over: 
o Transaction approvals and cancellations, 
o Deal negotiations and executions,
o Deal summaries,
o Counterparty approvals, 
o Transaction monitoring,
o Pricing approvals, 
o Personnel supervision,
o Risk management, and 
o Processes for reporting and approving policy exceptions;
Underwriting standards for loans originated or purchased for securitization;
Credit ratings;
Servicing standards, including criteria for selecting third-party servicers;
Exposure limits, such as beneficial-interest concentration limits by type, maturity, and volume as a 
percent of Common Equity Tier 1 and Tier 1 capital;
Limits on the amount of funding derived from securitization;
Standards (consistent with contractual recourse obligations) for repurchasing loans from 
securitized asset pools;
Hedging activities, including embedded derivatives;
Approval of hedging counterparties;
Legal-counsel reviews of contracts and agreements;
Accounting methodologies;
Regulatory reporting requirements;
Methods for valuing beneficial interests, including procedures for reviewing and approving 
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underlying assumptions;
Management reporting;
Contingency plans; 
Compensation policies; and
Credit-risk-retention requirements and standards to ensure regulatory compliance.3

Internal Controls

8. Determine whether internal control programs address key issues, such as: 
Individual authority limits, 
Separation of duties, 
Physical and electronic access controls, and 
Independent reviews.  

9. Determine whether separation-of-duty controls effectively restrict interactions between management 
and operational personnel, so that no one can unduly affect established securitization procedures.

10. Determine whether controls adequately restrict access to, or manipulation of, securitization records.

11. Determine whether loan-servicing statements and trustee reports for each securitization are routinely 
reconciled.

12. Determine whether controls are in place to verify that transfers of financial assets to VIEs are not 
required to be consolidated under ASC Topic 810, Consolidation.

13. Determine whether controls are in place to verify that financial assets transferred meet the sales 
criteria in ASC Topic 860, Transfers and Servicing. 

14. Determine whether policy deviations are addressed and reported in accordance with approved policies.  

3 FDIC: Part 373.  FRB: Part 244. 

Page 1784 of 1882



15. When the bank retains recourse in a securitization, assess controls to ensure recourse payments to the 
trust do not exceed the bank’s contractual obligation.  

16. When the bank acts as servicer or retains a beneficial interest in the securitization, determine whether
the bank properly identifies and tracks cash flows through lockboxes, trust accounts, and bond 
payments.  Assess procedures for ensuring that collected servicing and finance fees are not comingled 
with the bank’s own collection accounts.

17. If the bank uses models in securitization activities or to value beneficial interests, determine whether
controls prevent the individual who establishes model assumptions from being responsible for 
reviewing model results.

Internal Audit or Independent Review

18. Determine whether the scope of internal audits/independent reviews is sufficient to identify policy, risk 
management, internal control, and compliance deficiencies.  Typical audit/review scopes include 
assessments of: 

The valuation process for beneficial interests and the appropriateness of underlying assumptions; 
Modeling processes and validation mechanisms;
Verification procedures designed to prove that loans serviced by a third party, including a 
subsidiary or an affiliate, reconcile to internal records;
Compliance with deal covenants;
Conformance with pooling and servicing agreements; 
The adequacy of information systems to process data accurately;
The accuracy of regulatory and public reporting;
Compliance with policy guidelines;
Procedures for monthly reconciliations of loans held-for-sale;
Accounting procedures for loans held-for-sale;
Accounting procedures for loans transferred from the institution’s held-for-sale portfolio to the 
held-for-investment loan portfolio; 
Accounting procedures for original bookings, subsequent valuations, and regulatory reporting of 
beneficial interests;
Policies and procedures to ensure that a sale under ASC Topic 860 occurred; and
Compliance with the credit-risk retention rule.2

19. Determine whether regular and unscheduled reviews are performed.
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20. Determine whether internal audit results are promptly reported to the board, and whether responses to 
recent internal audits or independent reviews are reasonable and timely. 

Information and Communication Systems 

21. Review the use of modeling for beneficial interests (whether using an external party or using in-house 
models) and determine whether: 

Bank personnel have a reasonable understanding of how the model works and what the output 
means (and if used in-house, the ability to operate the model); 
The model and model assumptions have historically produced results in line with past projections
(back testing); 
Modeling software and systems are:
o Appropriate for performing required tasks and calculations;
o Appropriate for the types of collateral and transactions that create the cash flows being 

modeled; and
o Independently maintained by individuals authorized to install updates and make changes to the 

model.

22. Determine whether financial reports and disclosures are compliant with the SEC’s Regulation AB and 
the enhanced disclosure requirements of Regulation AB II.4  Assess the adequacy of other regulatory 
reports and disclosures as applicable. 

23. Determine whether institutions using advanced approaches under Basel III capital rules comply with 
the qualitative and quantitative disclosure requirements related to their securitization activities. 

24. Determine whether internal reports provide management with sufficient information to make informed 
decisions and to monitor the results of those decisions.  If the institution maintains a beneficial interest 
in securitized assets, reports should address:

Deal summaries for completed, current, and prospective securitization transactions, that include 
relevant information, such as: 
o Collateral type, 
o Facility amount,  
o Maturity,  
o Class structure, 

4 Regulation AB applies to registered securities only.
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o Termination events,
o Credit enhancement and subordination features, 
o Financial covenants, 
o Rights of repurchase, 
o Servicing responsibilities, and 
o Counterparty exposures; 
Pool performance factors, such as:
o Gross portfolio yields, 
o Probability of default,
o Loss severities (under default), 
o Payment rates, and 
o Excess spreads;
Vintage analysis (using monthly data) for each pool; 
Static pool cash-collection analysis; 
Monthly statements of covenant compliance; 
Quarterly (or more frequent) sensitivity analyses or stress tests; 
Exposure by counterparties and functions (e.g., originator, seller, servicer); 
Profitability analysis by securitization and function (e.g., originator, seller, servicer); 
Liquidity usage and expected funding requirements; 
Roll-rate analysis that tracks delinquency trends and the timing and age of chargeoffs; and
Sufficient details on beneficial interests to allow management to assess credit, concentration, 
valuation, and liquidity risks. 

25. Determine whether management properly determines risk-based capital requirements for all 
securitization exposures.   

26. Determine whether the bank correctly applies the appropriate approach for calculating regulatory 
capital for beneficial interests (e.g., supervisory formula approach, simplified supervisory formula 
approach (SSFA), or 1,250% risk weighting).

27. For re-securitization exposures, determine whether management is using the SSFA to measure risk-
based capital charges based on the underlying exposures. 

28. Determine whether information on securitization activities is effectively communicated to the lending, 
credit review, funds management, and risk management areas. 
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Risk Identification and Measurement

29. Review credit quality ratios for portfolio, securitized, and held-for-sale loans to determine whether 
underwriting standards for securitized and held-for-sale loans are comparable to portfolio loan ratios.  
Compare ratios such as:

Noncurrent loans to gross loans, 
Total past due loans to gross loans, and 
Net losses to average total loans. 

30. Review performance factors and counterparty profiles to determine whether events triggered, or are 
close to triggering, over-collateralization or early-amortization protections as defined in the 
securitization documents.

31. Determine whether curing or re-aging practices mask poor performance in securitized assets.

32. Review internal standards for approving originators and brokers, and assess how management ensures 
originators and brokers maintain acceptable underwriting standards.

33. Determine whether management monitors portfolio risks by obtaining FICO scores, behavioral 
patterns or scores, or other credit data on borrowers.

34. Review aging reports for held-for-sale loans. Identify loans with longer-than-average holding periods
and determine the cause.

35. Consider whether unmarketable loans are transferred from the held-for-sale loan portfolio to the 
general (held for investment) portfolio.  Assess the level, frequency, and cause of transfers, and the 
effect on the institution’s overall asset quality.

36. If the institution retains a beneficial interest in securitized assets, determine whether management 
monitors prepayments, delinquencies, defaults, and losses on sold assets.  
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37. For banks with beneficial interests, ensure documentation demonstrates the bank’s clear ownership in 
the beneficial interests and the right to cash flows.

38. If the bank acts as servicer, determine if servicer advances are made for principal, interest, escrow, 
and/or foreclosure-related payments.  If so: 

Determine whether management: 
o Properly accounts for the advances as receivables, 
o Assesses the credit risk of the advances, and 
o Establishes contingency reserves as needed;   
Determine whether the advances fall under the risk-based capital rules as recourse arrangements,
by considering whether: 
o The servicer is entitled to full reimbursement or, for any one loan, non-reimbursable advances 

are limited to an insignificant amount of the outstanding principal on that loan; and 
o The servicer’s entitlement to reimbursement is not subordinated.

39. Assess the financial impact on the institution if management takes action to prevent early 
amortizations or rating downgrades.  Such actions may include purchasing pool assets, exchanging 
assets within the pool, or waiving certain fees.

40. Determine whether management identified any embedded derivatives5 within securitizations.
Consider:

The counterparties to the derivatives and their financial strength, 
Accounting implications, and
The potential for reportable recourse arrangements (such as clean-up calls over 10% of pool). 

41. Determine whether the bank’s beneficial interest is subject to basis risk due to differences between 
indices on the underlying loans and the bond classes.  Assess how the risk is identified and managed. 

42. Determine whether assets related to securitization activity (such as, beneficial interests and held-for-
sale loans) are properly reflected in the bank’s interest rate risk model.

5 Derivatives may include interest rate swaps, caps, forward arrangements, or call options. 
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43. Review management’s statements of covenant compliance and consider whether the institution’s 
marketplace reputation may be damaged.

44. Assess the adequacy of capital and liquidity contingency plans designed to manage trigger events and 
market disruptions that could render further securitizations unfeasible.  When applicable, sound 
stress-testing practices capture severe-but-plausible scenarios, and appropriate contingency planning
addresses: 

Alternative sources of liquidity; and
Management and operation of cash flows to implement covenants concerning over-collateralization 
accounts, reserve funds, and other related accounts.

45. If a third party servicer is used, including a subsidiary or an affiliate, determine whether management 
reviews audits or other documentation to analyze the operating soundness of this entity.

46. Determine whether the use of credit substitutes (such as standby letters of credit) is subject to the 
review and approval of the credit department.

47. Determine whether exposures arising from recourse exposures or direct credit substitutes are analyzed 
during internal credit reviews. 

48. Review agreements to provide back-up liquidity and determine the institution’s obligations to fund
advances and its rights to withhold advances. 

49. Determine whether the bank retains an ownership interest in, or acts as a sponsor to, a securitization 
structure that falls within the Volcker Rule’s definition of a covered fund.

50. Determine whether covered funds qualify for exclusion from the Volcker Rule’s restrictions.

51. Determine whether any bank plans to divest of beneficial interests that do not meet the Volcker Rule’s 
exclusions comply with the divestiture timelines of the rule.
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52. Assess compliance with the requirements of the credit risk retention rule by reviewing items such as:
Type, amount, and measurement of risk retention; 
Eligibility conditions if a transaction-specific or allocation-to-originator option is used;
Qualification standards and conditions if an exemption, exception, or reduction is used;
Maintenance of, and adherence to, applicable policies and procedures when risk retention is 
allocated to the originator, originator-seller, or third-party; 
Disclosures;
Repurchase, cure, or buy-backs for qualified residential mortgages or qualifying assets;
Hedging and transfer prohibitions and pledging restrictions; and
Record maintenance.

Valuation of Retained Interests

53. Determine whether management reviews contractual documents to ensure valuation modeling is 
properly mapping the cash flows legally owed to the beneficial interests.  The cash flows may include 
excess principal and interest payments from the collateral and the release of reserve funds.

54. Determine whether management appropriately stratifies securitized assets by loan characteristics when 
making valuation assumptions. 

55. Assess the reasonableness of prepayment, default, loss, and discount rate assumptions used to value 
beneficial interests. 

Review management’s documentation supporting the appropriateness of assumptions.
Determine whether management regularly (at least quarterly) reviews and updates (based on 
current and projected market conditions) the reasonableness of assumptions.
Assess management’s procedures for identifying impairment.

56. Review cash flow documentation to determine whether: 
The amount of interest paid to bond classes matches the stated coupon rate for each bond class; 
Cash flows are distributed to bond classes and beneficial interests according to the terms of the 
prospectus, offering circular, or pooling and servicing agreement; and
The deal redemption or cleanup provision is accurately reflected in the cash flows to beneficial
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interest holders.

57. If a third party values the beneficial interest(s), review management’s documentation, and evaluate the 
due diligence performed for determining the qualifications of the third party.

Securitizations that Require Consolidation

58. Determine whether the creditors of any of the bank’s consolidated VIEs have recourse to the general 
credit of the institution rather than only to the assets of the VIE (i.e., whether the bank provided a 
guarantee to the securitization).

59. If creditors have recourse to the general assets of the institution, determine the circumstances under 
which creditors have recourse, whether management is monitoring the performance of the bank’s 
securitizations (to assess the likelihood of general creditor claims), and actions management is taking to 
mitigate the risk exposure.  

60. Determine whether management’s assumptions and judgments are reasonable, adequately supported, 
and properly documented.6

61. Determine whether management considers the bank’s exposure to general creditor claims in its 
assessment of capital adequacy and in capital planning. 

62. Review the institution’s involvement with consolidated VIEs, including judgments and assumptions 
made in determining consolidation requirements.7

63. Determine whether the institution’s involvement with VIEs affects the institution’s financial position, 
financial performance, or cash flows.  

6 For example, if the bank provides guarantees, the obligation should be periodically fair valued based on 
the performance of the underlying collateral.

7  Management should validate whether the institution is the primary beneficiary.
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64. Assess the impact of the interest income recognized on VIE financial assets and the interest expense on 
VIE liabilities on the bank’s net interest income (since the financial assets and liabilities of the VIE are 
consolidated).

65. Determine whether: 
Management evaluates the collectability of VIE loans that are reported as held-for-investment,
The bank’s methodology for the allowance for loan and lease losses (ALLL) properly incorporates 
VIE loans within its scope, and 
The level of the consolidated ALLL is appropriate to cover the estimated credit losses on VIE loans.

66. Assess the earnings impact resulting from timing differences caused by loan and lease losses that must 
be taken on VIE loans in the periods when the credit losses are incurred.8

67. Determine whether there are restrictions on consolidated VIE assets or the settlement of its liabilities 
reported on the institution’s balance sheet.

Board and Senior Management Oversight 

68. Determine whether management properly accounts for the transfer of financial assets in securitized 
transactions.9

69. Determine whether management properly designates SPEs as VIEs under ASC Topic 860.

70. Determine whether the institution is the primary beneficiary of the VIE.10 If so, determine whether
management appropriately consolidates VIEs.11

8 Any expected reductions in the cash flow to investors who hold beneficial interests in the securitization 
normally will not result in a reduction in the VIE’s liabilities to these beneficial interest holders.

9 Refer to the Call Report Instructions and ASC Topics 810 and 860 for additional information. 
10 A controlling financial interest exists when the institution has the power to direct significant VIE activities 

and the obligation to absorb significant VIE losses or the right to receive significant VIE benefits.
11 Sales accounting treatment cannot be achieved when the institution is the primary beneficiary (when the 

VIE is consolidated). 
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71. Assess management’s analysis of securitization activities to determine whether the activities and 
associated risks are consistent with the institution’s strategic and financial objectives.  Appropriate 
analysis generally includes assessments of: 

The cost of securitizing assets compared to the cost of alternative funding sources, 
Initial/ongoing costs and projected returns of transactions, and 
Risks related to a transaction.

72. Determine whether securitization documents contain any adverse covenants12 that are tied to 
supervisory actions or thresholds, (such as downgrades in the institution’s composite CAMELS or 
RFI/(C) D ratings, changes in the institution’s Prompt Corrective Action capital category), or if the 
institution is placed under any type of written enforcement action by a supervisory authority.13

73. Determine whether management provides sufficient capital in relation to risks arising from 
securitization activities. 

74. Determine whether the board reviews and approves securitization policies (at least annually), new 
products, and material changes in securitization activities.

75. Determine whether management reviews financial audits (or other information) to analyze the 
condition of any third party credit enhancement provider, including a subsidiary or an affiliate,14

involved in the institution’s securitizations.

76. Determine whether management complies with laws, accounting standards, and regulatory 
requirements.

Determine whether management appropriately applies the minimum risk-based capital standards 
to securitization transactions that involve recourse, including low-level recourse.
If the institution securitizes assets and retains an interest that serves as a credit enhancement 
supporting transferred assets, determine whether management reflects these transactions as assets 

12 Adverse covenants include items such as termination triggers, early amortization events, and servicing 
transfer covenants. 

13 Refer to the Interagency Advisory On The Unsafe And Unsound Use Of Covenants Tied To Supervisory 
Actions In Securitization Documents. (FDIC: FIL-53-2002. FRB: SR 02-14) 

14 If necessary, refer to the Related Organizations Module to determine compliance with Sections 23A and B 
of the Federal Reserve Act.
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sold with recourse in schedules RC-L, RC-R, RC-S of the Consolidated Reports of Income and 
Condition.
Determine whether the securitization and the beneficial interests are accounted for consistent with 
ASC Topic 810, ASC Topic 860, and other applicable accounting standards.
Determine whether held-for-sale loans are valued at the lower of cost or fair value
Determine whether management appropriately follows risk retention rules. 

77. Determine whether historical performance indicates adequate board and senior management 
oversight. 

End of Core Analysis.  If needed, Continue to the Expanded and Impact Analyses.
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TRUST
Core Analysis Decision Factors

Examiners should evaluate the Core Analysis in this section to determine if an Expanded Analysis is necessary.
Click on the hyperlinks found within each of the Core Analysis Decision Factors to reference the applicable Core 
Analysis Procedures.

Do Core Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

C.1. Are policies, procedures, and other methods for limiting risk adequate?  

C.2. Are internal controls adequate?  

C.3. Are the audit or independent review functions adequate?  

C.4. Are information and communication systems adequate and accurate?  

C.5. Are trust department earnings adequately managed and sufficient to support the institution's 
fiduciary activities?

C.6. Does the institution comply with internal policies and procedures, governing instruments, 
applicable laws and regulations, and sound fiduciary principles?

C.7. Are asset management and investment advisory practices adequate?

C.8. Do the board and senior management effectively supervise fiduciary activities?  
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TRUST
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
bank.  Examiners should complete only the procedures relevant for the bank’s activities, business model, risk 
profile, and complexity. If needed, based on other identified risks, examiners can complete additional 
procedures. References to laws, regulations, supervisory guidance, and other resources are not all-inclusive.

Preliminary Review

1. Review prior examination reports, work papers, and file correspondence for an overview of any 
previously identified deficiencies or higher risk issues. 

2. Review internal and external audit reports, engagement letters, and management responses.

3. Review remedial actions taken by management to correct audit and examination deficiencies. 

4. Review other sources to determine the general risk profile of the trust department and identify the 
types of accounts administered (e.g., personal trust, corporate trust, employee benefit (defined
contributions, defined benefit, and investment management).  Consider the following:

Schedule RC-T in the FFIEC Reports of Income and Condition (Call Reports); 
Other regulatory reports, examinations, investigations, and correspondence from state banking 
authorities, Securities and Exchange Commission, FINRA, or Department of Labor; 
Public information such as stockholders reports, the bank's Internet site, press releases, and 
published news stories; 
Current trust department Statement of Assets and Liabilities or trust department Statement of 
Condition; 
Responses to the First Day Letter and the Trust Officer's Questionnaire; 
Customer complaints, including complaints received by the FDIC, FRB, or state; and
Pending or threatened litigation.

5. Determine whether the trust department administers or uses common trust funds, collective investment 
funds, proprietary mutual funds, or other pooled investment vehicles.

6. Determine which of the following activities should be reviewed given the trust department risk profile:
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Securities lending, 
Fiduciary services delivered via electronic banking channels, 
Employee benefit participant record keeping, 
Fee sharing arrangements, including receipt of 12b-1 or sub-accounting fees from mutual funds, 
Services provided to or received from third parties, 
Sweep arrangements/cash management, 
Soft dollar arrangements, 
Institutional custody, 
Use of outside investment advisors, 
Open Architecture/Separately Managed Accounts, 
Securities transactions (i.e., compliance with the SEC/FRB Regulation R and GLBA broker 
exception rules.) 

7. Review regulatory information concerning any purchase, acquisition, or merger activity since the last 
examination. 

8. Discuss the following issues with management, focusing on significant changes since the last 
examination or planned changes:

Key personnel and staffing,
Organizational structures,
Operations and automated systems, 
Marketing strategies, 
New products and services,
Investment strategies, and 
SEC/FRB Regulation R and GLBA broker exception rules.

9. Review the following information regarding management of the trust department:
Minutes of meetings of the board of directors and trust related committees; 
Organizational charts; 
Committee composition and structure; and
Management information reports, such as: 
o Net overdrafts and other account liabilities, 
o Large cash balance reports, 
o Past-due loans (including participant loans in employee benefit accounts), and 
o Delinquent fee reports.

10. Determine the scope of the account review.  Consider the following:
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General account selection criteria:
o Pending or threatened litigation, 
o Customer complaints, 
o Previous examination criticisms, 
o New and closed accounts, 
o Successor appointments, 
o Co-fiduciary relationships,
o Internal watch lists and accounts risk rated inherently “high” (e.g. ERISA-governed accounts), 
o Assets not carried on the department's books, 
o Accounts with liabilities, 
o Accounts lacking diversification, 
o Accounts holding unique assets (such as real estate, mineral, oil and gas interest, and limited 

partnerships), and
o Administratively complex assets held in discretionary and investment advisory accounts; 
Actual or potential conflicts of interest, such as:
o Discretionary investments in own institution or parent securities and deposits, 
o Discretionary investments in securities and other obligations of insiders, 
o Discretionary investments in proprietary products (such as mutual funds, insurance, and 

annuities),
o Inter-trust transactions, and
o Accounts where insiders serve as co-fiduciary; 
Employee benefit accounts with plans that:
o Cover the institution's employees, 
o Are sponsored by directors or their related interests,
o Hold participant loans, or 
o Are under investigation by the Department of Labor; 
Corporate accounts with issues that are:
o In default or litigation, or 
o Subject to the Trust Indenture Act; and
Estates that have been open for an extended time.

11. Prepare the examination scope memorandum.

Policies, Procedures, and Other Risk Management Methods

12. Determine whether policies, procedures, and other methods for managing risks are adequate in 
relation to the institution's risk profile.  When applicable, such policies and procedures should address 
the following:

Asset management, including investment reviews, 
Account liabilities (including overdrafts),
Account administration and reviews, 
Conflicts of interest and self-dealing,
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Operations and internal controls,
Securities trading, 
Broker and investment advisor selection, 
New-business development, 
Incentive compensation, 
Selection and retention of legal counsel, 
Ethical standards for trust department personnel, 
SEC/FRB Regulation R/GLBA broker exception rules, 
Investment selections, 
Fee concessions, 
Exception reporting and approval, and 
BSA/OFAC adherence. 

13. Determine whether the trust department’s policies and procedures adequately address: 
Privacy issues, 
Electronic banking, 
Electronic funds transfer, and
Business continuity planning and testing. 

Internal Controls

CONTROL ENVIRONMENT

14. Determine whether management and the board have provided for:
Adequate staffing for efficient operational processing and appropriate separation of duties; 
Compensating controls (if limited staffing precludes separation of duties);
Clearly defined responsibilities, duties, and lines of authority; and
Proper reporting and prompt correction of internal control deficiencies.

PROTECTING AND CONTROLLING ASSETS

15. Assess the effectiveness of internal controls by considering whether: 
Trust assets are separated from the assets owned by the institution
Controls over the receipt and release of assets require: 
o More than one institution employee to be present when assets are received or inventoried in a 

residence, and 
o Account holders or beneficiaries to sign written confirmations for all items distributed to them; 
Assets held in the vault are under dual control and subject to periodic verification;
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The value of worthless assets are appropriately researched, documented, and periodically 
reviewed; 
Worthless assets are maintained on the department’s books at nominal value; 
Hold and return mail procedures are appropriate;
Account statements are mailed by trust operations personnel (or an outside data processor) and not 
the account administrator.  
Procedures over the disbursement of trust funds include: 
o Controls over unissued checks, such as using sequential or pre-numbered documents, and 
o Signature controls and defined authorization limits. 

16. Assess arrangements where a registered broker-dealer serves as custodian for trust assets, by 
considering: 

The adequacy of management’s analysis and documentation (both prior to entering arrangements 
and periodically thereafter) of the financial strength of the broker-dealer (including SEC/FINRA
capital adequacy and Specific Reserve Account requirements); [See SEC Rule 15c3-3(c)] 
The adequacy of the governing written agreement, which should include provisions addressing:
o Unauthorized conversions of trust assets, 
o Unauthorized securities lending, 
o Rights of offset against unpaid securities, and
o Termination provisions; 
Whether the records of the broker-dealer segregate customer trust assets from the financial 
institution's own securities portfolio (for example, customer trust assets could be recorded in the 
name of the financial institution “as trustee for”); 
Whether State law permits broker-dealers to serve as a custodian for trust assets; and 
The adequacy of Securities Investor Protection Corporation (SIPC) insurance coverage.

17. Determine the nature, extent, and adequacy of controls over wire transfer activities.  (Refer to 
Electronic Funds Transfer Risk Assessment ED Module.)

RECORDKEEPING

18. Determine whether internal controls provide for accurate and reliable record keeping and regulatory 
reporting by considering whether record keeping systems:

Maintain records in sufficient detail to properly reflect all trust department activities; 
Report the assets of each trust account separately from the assets of every other account; 
Account separately for principal and income in accordance with state requirements or governing 
account agreements; 
Facilitate the timely and accurate processing of all transactions, including:
o Securities income,
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o Distributed cash/assets,
o Securities prices and ratings,
o Mutual fund and cash sweep transactions (including allocated income and service fees), and 
o Corporate actions that affect security holdings.
Provide for accurate filing of Consolidated Reports of Condition and Income Schedule RC-T; 
Demonstrate compliance with SEC/FRB Regulation R and GLBA broker exception rules, in 
particular with the “Chiefly Compensated” provision of the Trust & Fiduciary Exception; and
Provide for accurate and timely reporting of cost-basis information on Form 1099, as well as the 
provision and receipt of transfer statements.  (See IRC §6045 and §6045A) 

RECONCILIATIONS

19. Determine whether reconciliation procedures are adequate for security depositories, brokerage 
accounts, internal accounts, mutual funds, and cash management services.

INFORMATION SYSTEMS

20. Evaluate the adequacy of internal controls over information systems used by the trust department, 
including the adequacy of contingency plans for possible failures of critical systems and the frequency 
with which contingency plans are tested.

OTHER INTERNAL CONTROL MATTERS

21. Assess the effectiveness of the department's internal controls in ensuring compliance with applicable 
laws and regulations. 

22. Determine whether appropriate controls exist over securities transactions, including timely execution 
and proper segregation between account administration and settlement.

23. Determine whether proper procedures are in place to process securities proxies, corporate actions, and 
other shareholder communications.  (Refer to the Shareholders Communications Act of 1985) 

24. Determine whether the institution allows daylight overdrafts (a.k.a., free riding) during the securities
settlement process in custody accounts.  If allowed, consider whether the institution:

Sets guidelines and standards for the acceptance of new custodial accounts, such as customer 
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background and credit reviews;
Requires identification of broker-dealers that will be sending securities and accepting payments 
from custodial accounts; 
Has systems to monitor trading and track accounts involving broker-dealers; 
Ensures that each account has sufficient funds to perform any trade, or:
o That temporary overdrafts incurred for the purchase of exchange-traded or margin stocks are 

secured by collateral margins required in FRB Regulation U, and 
o Form FR U-1 is obtained from customers where credit in excess of $100,000 is extended; 
Rejects customer trades that would result in a violation of FRB Regulation U; 
Prohibits temporary overdrafts which could aid a broker-dealer in violating FRB Regulations T or 
X; and
Has training programs for administrators and operations personnel involved in the securities 
settlement process.

25. Determine whether the department maintains effective controls over dormant and unclaimed funds to 
ensure that such funds are adequately documented, monitored, aged, and escheated as required by 
applicable state law.

26. Evaluate the institution's process for providing customer account statements and other information. 

27. Ensure that account administrators are not involved in the account statement generation and 
distribution process.

28. Determine whether original trust documents are adequately protected and copied/backed up.

Audit or Independent Review

29. Determine whether the board provides for an annual or continuous audit of fiduciary activities.

30. Determine whether the scope of audit coverage is commensurate with the level of risk associated with 
fiduciary activities.  Determine whether audit activities adequately evaluate:

The accuracy and validity of transactions; 
Fee calculations, collections, and waivers;
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Compliance with governing instruments, internal policies, statutory and regulatory requirements, 
and securities laws and regulations such as SEC/FRB Regulation R and GLBA broker-exception 
rules; 
Internal routines and controls; 
Account administration practices such as documentation of:
o Trust agreements and court orders, 
o Income receipts and distributions, 
o Principal invasions such as appropriate approvals, 
o Receipt of assets, 
o Co-fiduciary and grantor approvals, 
o Beneficiary and third-party approvals, 
o Unique assets, and 
o Annual administrative and investment reviews; 
Management information systems; 
Verification of assets; 
Trust committee minutes; 
Trading activities; and
Assessment of management's corrective actions.

31. Assess the adequacy of audit reporting procedures and consider whether: 
Formal reports are provided to the board of directors or appropriate committee; 
Audit reports include a summary of the effectiveness of internal controls in the trust department; 
Audit findings, including actions taken as a result of the audit, are recorded in the board minutes 
or appropriate committee minutes; and
Audit program deviations are appropriately reported and approved.

32. Determine the reason for any change in internal or external auditors.

33. Evaluate auditor independence and consider whether: 
The in-house audit function is free from the undue influence of senior management, and 
External audit providers perform other services for the institution that could adversely affect the 
independence of audit findings.

34. Evaluate auditor experience and expertise.
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Management Information Systems 

35. Determine whether written reports and communication processes provide sufficient information to 
enable the board, senior management, and staff to make appropriate risk management decisions.  
Review the information provided to the board, trust committee, and trust-related subcommittees to 
determine the quality, accuracy, timeliness, and completeness of reporting on items such as: 

New and closed accounts; 
New products, business opportunities, and marketing programs; 
Emerging risks; 
Accounts involving administrative difficulties; 
Accounts involving complaints or threatened/pending litigation; 
Conflicts of interest; 
Investment strategies and performance, including common and collective investment funds and 
proprietary investment products; 
Exposures to counterparties; 
Activities experiencing sustained or significant losses; 
Exceptions from established policies, procedures, and risk limits; 
Audit and regulatory reports; 
Profitability; 
Corporate trust issues in default; and
Significant discretionary actions.

36. Determine whether trust department personnel have sufficient, timely, accurate, and meaningful 
information to perform their responsibilities. 

Earnings 

37. Determine whether management's methodology for measuring trust department profitability is 
reasonable and commensurate with the volume and nature of services.

38. Assess the adequacy of the board or designated committee reviews of trust profitability.  Consider the 
scope and frequency of reviews, including analysis of material business lines and individual accounts.   

39. Assess the department's historical, current, and projected earnings by considering:
The level and trend of earnings; 
Whether revenues are sufficient to support overhead and provide a return commensurate with the 
risks assumed; 
The materiality of surcharges, losses, and litigation costs;
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The significance of credit for deposits (if the institution calculates it);
The impact of nonrecurring expenses or revenues; 
The department's reliance on large fee-producing accounts; and
Management’s opinion of material future events that may impact earnings such as threatened or 
pending litigation, new business opportunities, and competition.

40. In institutions where trust services are offered as a benefit to the community, and profit is not the 
primary motivation, determine whether the board:

Periodically evaluates whether trust services provide an essential service to customers or the 
community, and 
Establishes guidelines with respect to the amount of recurring losses that are acceptable if trust 
services cannot be offered profitably. 

41. Evaluate the adequacy of the budget process by considering:
Comparisons of forecasted to actual earnings performance; 
The reasonableness of growth and profitability assumptions; 
Whether forecasted earnings are sufficient to support fiduciary activities; and
Whether the board or a designated trust committee periodically approves, reviews, and revises the 
budget. 

42. Review the department's marketing plan, if any, and consider whether the plan:
Establishes reasonable goals and strategies for attaining goals,
Clearly defines marketing responsibilities for marketing staff and/or account administrators, 
Includes any incentive pay,
Identifies appropriate products and target customer groups, and 
Provides for periodic progress reports.

43. Evaluate any internal or external reports, analyses, or recommendations pertaining to trust 
profitability, including those contained in audit or consultant reports.

Compliance

ACCOUNT ADMINISTRATION

44. Determine whether account administration is adequate by reviewing a sample of accounts.
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45. Assess compliance with governing instruments by considering whether: 
Account files contain all necessary governing documents; 
Account officers are familiar with the terms of governing instruments; 
The trust department's actions, such as investments, co-fiduciary approvals, and discretionary 
distributions, are authorized under governing documents; 
The trust department is performing all fiduciary duties prescribed in the governing documents;
and
Synoptic records are accurate.

46. Determine whether account documentation reflects adequate administration of accounts. Review and 
consider:

Synoptic records; 
Notes in files and customer call reports; 
Administrative and annual investment reviews; 
Minutes of committee(s) responsible for review accounts; 
Any problem issues with an account including problem grantors and/or beneficiaries; and
Any documentation pertaining to litigation in an account. 

47. Evaluate the trust department’s administrative review process.
Determine whether administrative reviews are:
o Performed promptly and in accordance with account risks; 
o Performed by the trust committee, subcommittee, or disinterested account officer; and
o Appropriately documented.
Determine whether deficiencies are monitored and corrected in a timely manner.

48. Determine whether customer complaints are appropriately addressed.

OPENING AND CLOSING ACCOUNTS

49. Determine whether account acceptance practices are adequate by considering: 
Management's assessments of:
o Real or potential conflicts of interest, 
o Unusual circumstances or administrative complexities, 
o The account's objectives and asset holdings, 
o The legal sufficiency of governing instruments,
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o Environmental risks associated with real property,
o Whether actions require third-party approvals (such as by a co-trustee or court), and
o The expertise of trust department personnel; 
Procedures for avoiding potential liability such as obtaining:
o Proof of the prior trustee's resignation or removal, 
o Prior accountings, and 
o Indemnification from the prior trustee or account beneficiaries for acts of the prior trustee; 
Whether all necessary governing instruments and supporting documentation are received and 
appropriately reviewed prior to accepting the account; 
Whether account fees are commensurate with risk levels and administrative duties; and
Account set-up processes and whether there are appropriate secondary reviews. 

50. Assess the adequacy of account closing procedures by considering whether:
Necessary releases/receipts and discharges are obtained; 
Final accountings and tax returns are filed; 
Assets are properly distributed in a timely manner; 
Fees and expense reimbursements are received; 
Closed accounts are approved by the board or a board committee; 
Court releases are obtained when applicable; and
The institution appropriately retained copies of all relevant documents.

CONFLICTS OF INTEREST

51. Determine whether the trust department identifies and monitors actual and potential conflicts of 
interest and self-dealing.  Consider the following potential conflicts:

The use of material inside information, including information arising from commercial bank 
relationships; 
Use of own-bank products and services such as deposit accounts, loans, proprietary mutual funds 
and brokerage services; 
Receipt of fees from other sources, including fees from mutual funds and sweep fees; 
Relationships with brokers and other agents, including soft-dollar arrangements; 
Investments in own-bank or affiliated securities; 
Transactions involving insiders or their interests; 
Proxy voting, including own-bank or affiliated securities; 
Investment in securities underwritten by the bank or affiliates; and
Inter-account and multi-account transactions.

52. Assess conflict-of-interest controls by considering whether management: 
Makes full disclosures;
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Obtains appropriate consents;
Obtains court approvals;
Resolves conflicts in favor of account beneficiaries; 
Complies with self-dealing restrictions in the Employee Retirement Income Security Act, Internal 
Revenue Code, and state laws; and
Obtains independent, reasoned legal opinions.

LAWS AND REGULATIONS

53. Determine whether the institution complies with applicable federal and state statutes and regulations, 
such as: 

Employee Retirement Income Security Act (ERISA) and related Department of Labor regulations; 
State fiduciary statutes, including the Uniform Trust Code and Prudent Investor Act; and
Federal Deposit Insurance Act Section 11(a) prohibitions on the acceptance of deposits from 
employee benefit plans if the institution is less than adequately capitalized.

54. Determine whether common and collective investment funds are operated in accordance with 
applicable laws and regulations.

Asset Management

55. Determine whether the board of directors, trust committee, or related subcommittee has approved 
general investment and administrative guidelines. 

56. Review internal and external investment research methods and evaluate management's due diligence in 
selecting assets for purchase.

57. Determine the appropriateness of criteria for including or excluding securities from the approved list 
of investments.

58. Assess the process for retaining or selling assets that do not meet established investment criteria.
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59. Review the methods for developing investment strategies and determine whether such strategies are 
consistently applied.

60. If the institution uses open architecture or offers separately managed accounts, consider the adequacy 
of: 

Due diligence governing the selection and retention of outside asset managers, 
On-going monitoring of the performance of outside managers, and
Operational systems supporting open architecture and separately managed accounts.

61. Determine whether quantitative and qualitative measurement tools are used in the asset management 
process, and consider whether the tools adequately evaluate and monitor financial risks.

62. Determine whether sales commissions or fee arrangements, such as 12b-1 fees received from mutual 
funds, do not unduly influence investment decisions.

63. Determine whether guidelines for using asset allocation models as a basis for making investment 
management decisions are in place, and consider: 

Which accounts will be invested based on modeling information,
How portfolios will be monitored to ensure they remain within model guidelines, and 
How investment objectives are determined and monitored.

64. Evaluate the appropriateness of investments in own-bank deposits and documentation that own-bank 
deposits receive a competitive rate of interest.

65. Review the use and performance of pooled investment vehicles, including proprietary and third-party 
mutual funds, common trust funds, collective investment funds, and, if applicable, conversions of 
common and collective funds to mutual funds.  

66. Evaluate the use of derivatives and other complex securities.  
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67. Determine whether exceptions to investment guidelines are appropriately reported, documented, 
approved, and monitored. 

68. Review any securities lending activity.  

69. Assess practices for establishing discretionary account objectives.  Determine whether the institution
considers: 

General economic conditions, 
Tax consequences, 
Other resources of the grantor or beneficiaries, 
Expected total returns,
Liquidity and income needs of beneficiaries, 
Beneficiary requests, 
Purpose of the trust, 
Limitations of the governing instrument, 
Requirements for preservation or appreciation of capital, 
Diversification standards, and
Risk tolerance levels. 

70. Determine whether all discretionary accounts receive a documented investment review at least once 
each year.  At a minimum, reviews should:

Be performed by an independent person or committee; 
Evaluate the continued appropriateness of the account objectives; 
Assess the suitability of the account's investments, including tax considerations, risk tolerance, and 
liquidity needs; 
Consider any asset allocation imbalances or lack of diversification; 
Compare relative portfolio/account investment performance to established benchmarks and
investment objectives; and 
Ascertain attributes of investment performance. 

71. Determine whether appropriate investment objectives are established when an account is accepted.
Also, determine whether investments received in-kind are reviewed within a reasonable time for 
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suitability and prudent retention.

72. Assess the appropriateness of assets held in discretionary and investment advisory accounts by 
considering:

Requirements of the governing document;  
The account's stated objective(s);  
Approved investment guidelines; and 
Applicable common-law standards, state laws, and federal laws (e.g., prudent person/prudent 
investor act, ERISA, and Internal Revenue Code).

73. Assess the adequacy of the practices, including valuation methodologies, that the institution uses to 
administer unique assets.  

74. Assess the adequacy of cash management practices by considering whether: 
Cash balances are promptly invested; 
Net-overdraft procedures include authorized approvals and controls to ensure overdrafts do not 
remain outstanding for an unreasonable period;
Fees imposed under cash sweep arrangements are reasonable, comply with state laws, and are 
properly disclosed to the customer; 
Cash investment vehicles have a competitive interest rate; 
Management maintains sufficient cash to meet the liquidity needs of individual accounts; and
Cash management vehicles are highly liquid and ensure the preservation of principal.

TRADING AND BROKERAGE

75. Determine whether security transactions effected in a fiduciary or custodian capacity satisfy the 
requirements for exemption from the definition of “broker” in the Securities Exchange Act of 1934.  
(Refer to Section 3(a)(4)(B)(iii) of the Securities Exchange Act of 1934, and SEC/FRB Regulation R.)  
Consider the following requirements:

Trust & Fiduciary Exceptions: 
o Transactions are effected in a department or division of the bank that is regularly examined for 

compliance with fiduciary standards;
o The percentage of relationship compensation to total trust and fiduciary compensation, 

averaged over the immediately preceding two years, is at least 70% if computed on a bank-wide 
basis, or more than 50% for each account if computed on an account-by-account basis (refer to 
Section 10.F of the FDIC Trust Examination Manual for the definition of relationship 
compensation and details on Regulation R, chiefly-compensated requirements); 

o Securities transactions are effected by a registered broker/dealer; 
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o Securities transactions are effected in a cross-trade or similar transaction that is not in violation 
of fiduciary standards or in any other way permitted by the SEC; and

o The institution does not publicly solicit brokerage business.  (Note: A bank may, in conjunction 
with advertising its other trust activities, state that it effects securities transactions as part of its 
administration of fiduciary accounts.) 

Custody & Safekeeping Exemptions: 
o Employee Benefit, IRA, and Similar Accounts

The institution does not advertise that it accepts orders for employee benefit plan accounts 
or individual retirement accounts or similar accounts (except as part of advertising its other 
custody and safekeeping activities), and does not advertise that such accounts are brokerage 
accounts or that the bank's safekeeping and custody services substitute for brokerage 
accounts;   
Advertisements and sales literature descriptions of order-taking services should not be 
more prominent than other aspects of an institution’s custody and safekeeping services;  
No employee of the institution is compensated based on whether a securities transaction is 
executed, or based on the quantity, price, or type of security involved; 
The institution is not a trustee or fiduciary, other than a directed trustee; 
The institution is not acting as a carrying broker; and 
The institution complies with the Exchange Act Section 3(a)(4)(C) trade execution 
requirements.

o Accommodation Trades (i.e. order taking for accounts that are not Employee Benefit, IRA, or 
similar accounts.) 

The institution does not advertise that it accepts orders;
Sales literature does not state that the bank accepts orders, except as part of describing 
other aspects of its custodial and safekeeping services; 
Sales literature should not describe order-taking services  more prominently than other 
aspects of an institution’s custody and safekeeping services; 
No employee of the institution is compensated based on whether a securities transaction is 
executed, or based on the quantity, price, or type of security involved;
Any fee charged or received by the institution does not vary based on whether the bank 
accepted the order or the quantity or price of the securities bought or sold; 
The institution is not a trustee or fiduciary, other than a directed trustee; 
The institution does not provide investment advice or research, make recommendations, or 
solicit transactions;
The institution is not acting as a carrying broker; and 
The institution complies with the Exchange Act Section 3(a)(4)(C) trade execution 
requirements.

o Non-Custodial Third Party Administrators 
The third-party administrator and the custodial institution that contracted with it must 
comply with the requirements for Employee Benefit, IRA, and similar accounts; and
The third-party administrator does not execute cross trades (other than crossing or netting 
open-end mutual funds not traded on an exchange) or crossing or netting orders for 
accounts of the custodial institution.

o Sub-Custodians
Both the sub-custodial and the custodial institution comply with the relevant requirements 
for Employee Benefit, IRA, and similar accounts or accommodation trades, as applicable; 
and
The sub-custodian bank does not execute cross trades (other than crossing or netting open-
end mutual funds not traded on an exchange) or crossing or netting orders for accounts of 
the custodial institution.

o Other Exceptions and Exemptions
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Sweep Account/Money Market Fund,
Networking/High Net Worth – Institutional Customer Referrals, 
SEC Regulation S Securities, 
Securities Lending Transactions, 
Permissible Securities Transactions, 
Stock Purchase Plans, 
Private Securities Offerings, 
Affiliate Transactions, 
Identified Banking Products, 
Municipal Securities, and 
De Minimis.  

76. Evaluate management's efforts to obtain best execution on securities trades.

77. Determine whether credit and operational risks with broker/dealers are adequately controlled.  
Consider whether the institution maintains an approved list of brokers, broker allocation guidelines, 
and credit or trading limits.

78. Determine whether an appropriate level of due diligence is performed on all counterparties, even when 
transactions do not expose the institution to credit risk.

79. Determine whether trade transaction reports include all necessary information to validate the 
transaction and whether the institution can reconstruct an account's trading history.

80. Determine whether transactions are executed and recorded in a timely manner.

81. Determine whether the allocation of securities and the prices paid for securities are fair and equitable.  
Consider whether: 

Orders for the same security are received at approximately the same time.
Securities are purchased and sold in block transactions.
Buy and sell orders are matched between accounts (i.e., the crossing of buy and sell orders).
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82. Determine whether transaction discrepancies (such as failed trades, confirmation conflicts, securities 
not delivered or received, and pricing inconsistencies) are properly investigated and resolved.

Review trade investigation logs to determine the number and dollar amount of outstanding 
disputes.
Determine whether trade metrics (such as trade volumes and the number of failed trades) are
reported periodically to management for oversight and risk management purposes. 
Determine whether customer complaints are resolved by someone other than the person who 
executed the trade.

83. Determine whether the institution prohibits traders from effecting personal securities trades. If 
traders are allowed to effect personal securities trades, determine whether management has established 
adequate controls to both prohibit and identify front-running, late trading in mutual funds, market 
timing in mutual funds, and other inappropriate trading practices.

84. Assess the separation of duties for confirming, reconciling, valuing, clearing, accounting, receiving, and 
disbursing assets related to trading and brokerage activities.

85. Determine whether access to trading programs is properly controlled.  Consider, whether the 
programs prevent or identify late-trading or market-timing activities in mutual funds and whether 
only authorized personnel can initiate trades. 

86. Determine whether broker statements are sent directly to accounting or operations personnel and not 
to trading personnel.

87. Determine whether discrepancies on broker statements are directed for resolution to someone outside 
the trading function.

88. Determine whether trading activities are covered in the audit program and whether the scope of review 
is appropriate for the level of activity. 

89. Review management's compliance with securities record-keeping and confirmation requirements,
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including reports of personal securities trading.  (FDIC:  Part 344/FRB: Reg. H)

Board and Senior Management 

90. Determine whether board and trust committee minutes and supporting documentation reflect adequate 
supervision of fiduciary activities.

91. Determine the purpose and function of each trust sub-committee.

92. Determine whether organizational and committee structures are appropriate and provide for clearly 
defined lines of authority and responsibility.

93. Determine whether the trust committee meets at least quarterly and maintains comprehensive minutes 
of meetings held and actions taken.

94. Determine whether attendance by board and committee members is satisfactory.

95. Assess the board, trust committee, and management's ability to plan and respond to changing business 
conditions and determine whether fiduciary activities are adequately considered in the institution's 
strategic planning process.

96. Determine whether a dominant official exerts significant influence over department operations.  If so, 
assess the adequacy of the Board’s oversight and mitigating controls.

97. Determine whether management takes adequate and timely corrective action to address 
recommendations by auditors and regulatory authorities

98. Determine whether the board retains legal counsel when necessary.
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99. Determine whether the board provides for adequate insurance of fiduciary activities and periodically 
reviews blanket bond, errors and omissions, and other applicable insurance coverage. 

100. Determine whether fiduciary lines of business are managed and staffed by persons with requisite 
knowledge, experience, and expertise.  Consider the background of key management personnel and 
the adequacy of training for management and staff. 

101. Determine the adequacy of management succession plans. 

102. Evaluate management's due diligence process for selecting and monitoring outside service providers 
(e.g. investment managers, investment advisors, consultants, custodians, broker/dealers, etc.).  
Determine whether: 

Delegations of fiduciary responsibility by the institution are authorized under state law.
The board or its designated committee conducts and documents an adequate due diligence review 
before contracting with a third party.  Consider whether the board evaluates the: 
o Financial strength of the servicing organization, 
o Ability of the servicing organization to handle the volume and nature of trust accounts and 

assets to be serviced, 
o Investment results of the servicing organization, 
o Policies/procedures and controls of the servicing organization, 
o Audit coverage of the servicing organization (including SSAE 16 reports if available), and 
o Fidelity insurance coverage of the servicing organization.
Determine whether written agreements clearly define the scope and terms of any third-party 
relationships, including:
o Duties and responsibilities of each party, 
o Service level agreements, 
o Business resumptions plans for critical vendors,  
o Compensation and any cost sharing agreements,
o Ownership of files and records, 
o Access to trust accounts or activities by auditors and regulators, 
o Terms under which an agreement may be terminated,
o Liabilities of each party in the event of surcharges or losses, 
o Requirements for bonding or fidelity insurance, and  
o Privacy responsibilities. 
Determine whether the board or a designated committee periodically reviews and approves written 
agreements with third parties and monitors performance and compliance with written agreements.
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End of Core Analysis.  If needed, Continue to the Expanded and Impact Analyses.
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TRUST - ABBREVIATED
Core Analysis Decision Factors

Examiners should evaluate the Core Analysis in this section to determine if an Expanded Analysis is necessary.
Click on the hyperlinks found within each of the Core Analysis Decision Factors to reference the applicable Core 
Analysis Procedures.

Do Core Analysis and Decision Factors indicate that risks are appropriately identified, measured,
monitored, and controlled?

C.1. Are policies, procedures, and other methods for limiting risk effective?  
&

C.2. Are internal controls effective?  

C.3. Are the audit or independent review functions effective?  

C.4. Are information and communication systems effective and accurate?  

C.5. Are trust department earnings effectively managed and sufficient to support the institution's 
fiduciary activities?  

C.6. Does the institution follow internal bank policies and procedures, governing instruments, and 
sound fiduciary principles and comply with applicable laws and regulations?

C.7. Are asset management and investment advisory practices effective?

C.8. Do the board and senior management effectively supervise fiduciary activities?  
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TRUST - ABBREVIATED
Core Analysis Procedures

Examiners are to consider the following procedures but are not expected to perform every procedure at every 
bank.  Examiners should complete only the procedures relevant for the bank’s activities, business model, risk 
profile, and complexity. If needed, based on other identified risks, examiners can complete additional 
procedures. References to laws, regulations, supervisory guidance, and other resources are not all-inclusive.

Preliminary Review 

1. Review prior examination reports, pre-examination memorandum, and file correspondence for an 
overview of any previously identified trust concerns and trends.  Also, review Consolidated Reports of 
Condition and Income, Schedule RC-T - Fiduciary and Related Services.

2. Identify the types of accounts and the fiduciary capacity of the accounts, including the following:
Accounts:  
o Personal, 
o Corporate, 
o Employee benefit, 
o Investment management, and
o Estates. 
Capacity:  
o Custodian, and 
o Trustee. 

3. Review publicly available bank information, including the bank's website, for any trust-related 
information.

4. Discuss with management, any significant changes that may have taken place such as: 
Changes in risk profile, such as new business lines, products or personnel; 
Changes in governance or committee structures;
Pending or threatened litigation and customer complaints; 
Mergers, acquisitions, or significant growth; and
Changes in third party, fee-sharing, or outsourcing agreements.

Operations, Internal Controls, and Audits

5. Determine whether the board maintains an effective trust audit program and follow-up procedures.
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Ensure:
Audit scope is commensurate with level of risk (including cyber-security risks),
Audit activities are appropriate, and 
Audit reporting functions and procedures are adequate. 

6. Determine whether trust activities are accurately reported in Consolidated Reports of Condition and 
Income (Schedule RC-T). 

7. Determine whether recordkeeping and reconciliation practices are effective and there is appropriate 
segregation of duties. 

Ensure that recordkeeping is accurate and reliable. 
Review reconciliation policies and procedures. 

8. Review net overdrafts and clearing procedures.

9. Evaluate the effectiveness of the internal control environment and ensure account administrators are 
not involved in statement generation or distribution. Assess the adequacy of: 

Staffing,  
Lines of authority, 
Reporting, 
Procedural guidance, and
Segregation of operational duties. 

10. Consider the effectiveness of the management information systems used to support trust activities and
the timeliness and accuracy of management reporting.

Earnings

11. Determine whether trust department earnings have a significant impact on the earnings and capital of 
the bank.
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12. Consider how future events (such as new products or services) may affect trust department earnings.

13. Determine whether procedures for monitoring fiduciary income and expenses are commensurate with 
the impact on bank-wide earnings.

Compliance

14. Determine whether trust and investment policies and procedures adequately address account and 
investment administration functions. 

15. Determine whether the trust department effectively identifies and monitors conflicts of interest.

16. Review and assess compliance with SEC/FRB Regulation R and other state and federal regulations 
pertinent to trust activities.

Asset Management

17. Evaluate the investment process by reviewing the trust department’s internal policies and holding 
discussions with management.

18. Assess management’s procedures for promptly investing liquid assets.

19. Evaluate any outside investment services used and the trust department’s oversight of those services.
Review:

Contracts,
Ongoing due diligence, 
Management reports, and 
Trust committee minutes.

20. Determine whether account investments conform with governing instruments and comply with 
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applicable laws.

21. Determine whether account investments are diversified in accordance with the account’s investment 
objectives, unless directed by the governing instrument, grantor/beneficiary(s), or court order.

22. Ensure that client accounts are rebalanced when necessary.

INDIVIDUAL ACCOUNT REVIEWS

23. Review individual accounts only to the extent necessary to assess the compliance and asset management 
components.

Non-managed (non-discretionary) accounts should receive equal consideration for review as 
managed (discretionary) accounts.
Maximize the use of internal account reviews where possible. 

Management 

24. Review and assess the governance framework to identify, measure, monitor and control the risks 
inherent in fiduciary activities, and respond appropriately to changing business conditions.  

25. Assess management’s use of exception reports to measure, monitor, and control risk.   

26. Assess management’s education, training, and expertise.
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27. Assess the impact of client complaints and pending litigation.

28. Assess third-party, fee-sharing, or outsourcing agreements entered into since the previous examination.
Review:

Contracts,
Ongoing due diligence,
Management reports, and 
Trust committee minutes

29. Consider the department’s practices regarding information security, backup planning, and 
safeguarding against cyber-attacks.  (Contact the IT examiners if any concerns are identified.)

30. Evaluate the effectiveness of the governance and management reporting structure, including committee 
and governance processes. Consider items such as:

Minutes, 
Committee structure, 
Authority and responsibility, 
Attendance, 
Strategic planning process, and 
Response to audit and regulatory recommendations.

End of Core Analysis.
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CREDIT CARD RELATED MERCHANT ACTIVITIES
Expanded Analysis Decision Factors

This section evaluates the significance of deficiencies or other specific concerns identified in the Core and 
Expanded Analyses.  Click on the hyperlinks found within each of the Expanded Analysis Decision Factors to 
reference the applicable Expanded Analysis Procedures.  If needed, proceed to the accompanying Impact 
Analysis.

Do Expanded Analysis and Decision Factors indicate that risks are adequately identified, measured, 
monitored, and controlled?

E.1. Are deficiencies immaterial to management's supervision of credit card merchant activities?  

E.2. Are deficiencies immaterial to the bank's financial condition?  
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CREDIT CARD RELATED MERCHANT ACTIVITIES
Expanded Analysis Procedures

Generally, procedures used in the Expanded Analysis should target concerns identified in the Core Analysis and 
Decision Factors.  The flexible guidelines specified for the Core Analysis also apply to the Expanded Analysis.

Expanded Analysis Procedures

1. Investigate why the policy deficiencies identified in the Core Analysis exist.  Discuss recommendations 
with management.  

Possible reasons for policy deficiencies may include the following circumstances:
Management overlooked issues.
Management is unfamiliar with prudent credit card related merchant activity guidelines and 
procedures.
Management is unwilling to create or enhance policies and procedures.

2. If poor compliance with policies and procedures exist, determine the reasons.  Possible reasons are 
detailed below:

Lack of awareness of policy's existence.
Disregard for established policies.
Misunderstanding the intent of policy guidelines.
Poor internal communication of subsequent revisions to policy and procedures.
Weak internal controls, audit procedures, or reporting mechanisms.

3. Determine why management and board reports are deficient.  Seek management's responses to and 
corrective actions taken for these deficiencies.  The cause(s) of deficient reports may stem from the 
following circumstances:

Inaccurate information is contained in reports and input and output has not been tested.
Management information system is not able to generate necessary reports.
Management is unfamiliar with the information system's capabilities.
Management is unfamiliar with important monitoring reports.

4. Determine if management supports proper controls and monitoring to ensure policy guidelines are 
followed in the future.

5. Research the reasons for weak controls and evaluate management's plan to correct these weaknesses.  
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Perform additional internal control evaluations as necessary:
Determine if access to merchant and ISO reserve accounts is restricted to authorized bank 
personnel.
Review exception reports on merchants experiencing unusual activities.  Determine the reasons for 
the exceptions.

6. Investigate the causes of operating losses in the merchant credit card operations and evaluate the 
prospects for profitability.

7. Determine the reasons for inadequate chargeback reserves.

8. If the bank suffered significant losses on chargebacks from a particular merchant or group of 
merchants over the past several years, complete the following items:

Determine why certain merchants are generating significant chargebacks.
Ascertain what actions management takes to reduce losses (implementing additional controls or 
terminating an arrangement with a merchant).

9. Investigate reasons for merchants with low profitability or actual losses.  Only review those that are 
significant.

Review a sample of written onsite inspections.
Review a sample of merchant profitability accounts and compare actual pricing against the pricing 
policy.
Review the most recent financial statement and assess the financial capacity of the merchant.
Determine if the bank is giving the merchant a favorable discount rate because of an existing 
commercial loan or deposit relationship.  (Although this is an acceptable practice for non-insiders, 
the bank should be able to measure the overall profitability of the merchant account to ensure the 
other banking relationship offsets the favorable discount rate.)
Review any corrective actions management intends on implementing.

End of Expanded Analysis.  If needed, Continue to Impact Analysis.
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CREDIT CARD RELATED MERCHANT ACTIVITIES
Impact Analysis Procedures

Impact Analysis reviews the impact that deficiencies identified in the Core and Expanded Analysis and Decision 
Factors have on the bank's overall condition, and directs the examiner to consider possible supervisory options.

Impact Analysis Procedures

1. Determine the impact merchant processing deficiencies have on the bank's earnings and capital.  
Consider potential losses due to inadequate reserves and any other contingent liability.

2. Consider whether an informal or formal enforcement action is warranted.

3. Discuss the possibility of administrative and enforcement actions with appropriate supervisory/agency
personnel before discussing the matters with executive bank management and the board of directors.

4. Prepare appropriate recommendations for administrative and enforcement actions and associated 
memorandums.

End of Impact Analysis.
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ELECTRONIC FUNDS TRANSFER RISK ASSESSMENT
Expanded Analysis Decision Factors

This section evaluates the significance of deficiencies or other specific concerns identified in the Core and 
Expanded Analyses.  Click on the hyperlinks found within each of the Expanded Analysis Decision Factors to 
reference the applicable Expanded Analysis Procedures.  If needed, proceed to the accompanying Impact 
Analysis.

Do Expanded Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

E.1. Are deficiencies immaterial to management's supervision of electronic funds transfers?

E.2. Are deficiencies immaterial to the bank’s overall condition?
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ELECTRONIC FUNDS TRANSFER RISK ASSESSMENT
Expanded Analysis Procedures

Generally, procedures used in the Expanded Analysis should target concerns identified in the Core Analysis and 
Decision Factors.  The flexible guidelines specified for the Core Analysis also apply to the Expanded Analysis.

Policies and Procedures

1. Investigate why the policy and procedure deficiencies identified in the Core Analysis exist.  Possible 
reasons for policy deficiencies may include the following circumstances:

Management overlooked these issues.
Management is unfamiliar with prudent electronic funds transfer guidelines and procedures.
Management is unwilling to create or enhance policies and procedures.

2. If poor compliance with policies and procedures exist, determine the reasons.  Possible reasons are 
detailed below:

Lack of awareness of policies' existence.
Disregard for established policies.
Misunderstanding the intent of policy guidelines.
Poor internal communication of subsequent revisions in policy and procedures.

3. Determine whether management commits to and supports proper controls and monitoring to ensure 
policy guidelines are followed in the future.  Determine whether proposed controls, if any, are 
reasonable.

Internal Controls

FUNDS TRANSFER REQUESTS

4. Determine whether the funds transfer function maintains a current list of bank personnel authorized to 
initiate transfer requests.

Ascertain if the bank limits the number of employees who initiate or authorize transfer requests.
Determine whether authorized employee signature records are kept in a secure environment.

5. Review a sample of funds transfer requests.  Determine whether management uses standard, 
sequentially numbered forms or some other authentication system.  Determine whether funds transfer 
requests include the following items:

The account title and number.
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A sequence number.
The amount to be transferred.
The person or other source initiating the request.
The time and date.
Authentication (callbacks, fax, personal identification numbers).
Paying instructions.
The name of the bank personnel authorizing the transfer and the dollar amount.

6. Review the bank's procedures for recording all incoming and outgoing transfer requests.  If calls are 
recorded, determine whether the bank advises its customers in written contracts, by audible signals, or 
by informing the caller that telephone calls are being recorded.

7. Determine whether transfer requests are recorded in a log, or another bank record, before execution.
Determine whether the funds transfer function maintains sequential control for requests it 
processes.
If requests are not sequentially accounted for, determine whether there is an unbroken copy of all 
messages received via telex or other terminal printers kept throughout the business day.
Determine whether someone not connected with equipment operations reviews sequence records 
and unbroken copies of messages.

8. Determine whether incoming and outgoing messages are time stamped or sequentially numbered.

PAYMENT PROCESSING AND ACCOUNTING

9. Determine whether the funds transfer department verifies that work sent to and received from other 
bank departments agree with its totals.

10. Determine whether key fields are re-verified before transmission and messages are released by 
someone other than the individual originally entering the message.

11. Ascertain if transfer requests accepted after the close of business, or transfer requests with a future 
value date, are properly controlled and processed.
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12. Determine whether open-statement items, suspense accounts, receivables or payables, and inter-office 
accounts related to funds transfer activity are controlled outside of the funds transfer operations.  
Determine whether the following controls exist:

Management prepares periodic reports on open-statement items, suspense items, and inter-office 
accounts.
Reports include agings of open items, the status of significant items, and the resolution of prior 
significant items.
Corrections, overrides, open items, reversals, and other adjustments are reviewed and approved by 
an officer.

13. Determine whether all general ledger tickets, or other supporting documents, are initialed by the 
originator and supervisory personnel.

PERSONNEL

14. Determine whether screening procedures are applied to personnel hired for sensitive positions in the 
funds transfer area.  Management should be implementing the following controls:

New employees working in sensitive areas are closely supervised.
Temporary employees are either prohibited from working in sensitive areas or closely supervised.  

15. Determine whether the bank requires statements of indebtedness for employees working in sensitive 
areas.

16. Review procedures governing personnel-related issues.  Determine whether the following control 
activities exist:

Employees are subject to unannounced rotation of duties.
Relatives of employees are precluded from working in the bank's bookkeeping, audit, data 
processing, or funds transfer requests departments.
Employees are required to take a minimum number of consecutive days as part of their annual 
vacation.
Employees who have given notice of resignation or have been notified of pending termination are 
re-assigned from sensitive areas.

CREDIT EVALUATION AND APPROVAL
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17. Determine whether management establishes customer limits for daylight and overnight overdrafts.  
Management should complete the following tasks:

Ensure limits include groups of affiliated customers.
Monitor funds transfer requests during the business day to ensure that proper approval is granted 
before making payments that exceed limits.
Review and periodically update customer limits.

18. Determine whether management makes payments in anticipation of receiving funds that day to cover 
the daylight overdraft.  Determine whether the following controls over daylight overdrafts exist:

Payments are approved by officers with appropriate credit authority.
Daylight exposures are limited to amounts expected to be received that same day.
Daylight overdraft limits are established after considering other types of credit facilities for the 
customer.
A daylight record is kept for each customer showing the following information:
o Opening collected and uncollected balances.
o Transfers in and out of the account.
o Collected balance at the time payments are released.

19. Determine whether any overnight overdrafts exceed established limits:
Assess why the overdraft exceeded limits.
If a control failure caused the overdraft, Determine whether the following procedures were 
followed:
o The cause was properly documented.
o Adequate follow-up to obtain the covering funds in a timely manner.

20. Determine whether a person with appropriate credit authority approves payments that exceed 
established daylight and overnight limits.

21. If the bank is a participant of a net settlement system (CHIPS), determine whether bilateral-lateral 
credit limits are set based on a formal credit analysis.  The limits should be reviewed by an appropriate 
level of management.

PAYMENT SYSTEM RISK

22. If the bank incurs overdrafts in its Federal Reserve account, determine whether it completed the 
payment system risk program (selected an appropriate net debit cap).
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23. If the bank has selected a self-assessment net debit cap, evaluate the adequacy of records supporting 
the bank's program and accuracy of the self-assessment rating.

INFORMATION TECHNOLOGY STANDARDS

24. Determine whether standards exist for the following activities:
Software and hardware acquisitions, including the following information: 
o Cost/benefit analysis.
o Programming standards.
o Documentation standards.
o Ownership of programs, spreadsheets, etc., developed on the bank's time and equipment.
o Escrow of source code of critical, tailor-made funds transfer software to ensure the bank can 

continue to maintain software in the event the vendor fails.
Micro computer use including the following controls:
o Use of the output or data.
o Restrictions on personal and non-job related use.
o Use of personal equipment and software.
o Use of unauthorized software.
o Modification of the hardware and software.
o Copying or piracy of the software.
o Requirements for file backup.

OTHER

25. Review agreements that are in effect concerning funds transfer operations between the bank and its 
customers, correspondent banks, systems provider (Federal Reserve, CHIPS), servicers, and hardware 
and software vendors.  Determine whether the agreements contain the following information:

Responsibilities of and accountability between all parties.
Security procedures as defined by UCC Article 4A.
Requirement that the bank obtain written waivers from customers who chose security procedures 
that differ from what the bank offers.
Cut-off times for receiving, processing, and canceling or amending payment orders.

Managerial Effectiveness

26. Determine why previously identified deficiencies remain uncorrected.
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27. Determine the reasons for poor compliance with policy guidelines, accounting standards, or applicable 
regulations.

28. Assess the adequacy and viability of management's corrective commitments.

End of Expanded Analysis.  If needed, Continue to Impact Analysis.
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ELECTRONIC FUNDS TRANSFER RISK ASSESSMENT
Impact Analysis Procedures

Impact Analysis reviews the impact that deficiencies identified in the Core and Expanded Analysis and Decision 
Factors have on the bank's overall condition, and directs the examiner to consider possible supervisory options.

Impact Analysis Procedures

1. Determine whether credit risk resulting from funds transfers will adversely affect overall asset quality 
and if the risk is included in determining the adequacy of the loan loss reserve.

2. Decide if the weaknesses identified in this area will negatively affect liquidity, earnings, or capital.

3. Determine the need for administrative and enforcement actions, formulate specific recommendations, 
and advise appropriate supervisory officials on the nature of the concern.

4. Discuss the possibility of administrative and enforcement actions with senior management and the 
board of directors.

End of Impact Analysis.
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MORTGAGE BANKING
Expanded Analysis Decision Factors

This section evaluates the significance of deficiencies or other specific concerns identified in the Core and 
Expanded Analyses.  Click on the hyperlinks found within each of the Expanded Analysis Decision Factors to 
reference the applicable Expanded Analysis Procedures.  If needed, proceed to the accompanying Impact 
Analysis.

Do Expanded Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

E.1. Are deficiencies immaterial to the supervision of mortgage banking operations?

E.2. Are deficiencies immaterial to the bank's overall condition?  
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MORTGAGE BANKING
Expanded Analysis Procedures

Generally, procedures used in the Expanded Analysis should target concerns identified in the Core Analysis and 
Decision Factors.  The flexible procedures specified for the Core Analysis also apply to the Expanded Analysis.

Policies and Procedures

1. Investigate why the policy and procedure deficiencies identified in the Core Analysis exist.  Discuss 
recommendations with management.  Possible reasons for policy deficiencies may indicate
management: 

Overlooked issues, 
Is unfamiliar with prudent mortgage banking guidelines and procedures, and 
Has not been responsive to previous recommendations to create or enhance policies and 
procedures.

2. If poor compliance with policies and procedures exist, determine the reasons.  Possible reasons include: 
Lack of awareness of the policies, 
Disregard for established policies, 
Misunderstanding of the intent of policy guidelines, 
Poor internal communication of revisions to policy and procedures, and
Poor management oversight. 

3. Determine whether management commits to and supports proper controls and monitoring to ensure 
policy guidelines are followed in the future.

Internal Controls

ACCOUNTING
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4. Determine whether held-for-sale assets are segregated from portfolio loans and recorded at the lower 
of cost or fair value as required by FASB ASC Topic 948.

   

5. Determine whether mortgage loans transferred from held-for-sale to held-for-investment are properly 
recorded (at the lower of cost or fair value) at the transfer date.  Determine whether, after the transfer, 
any difference between the carrying amount of the loan and its outstanding principal balance is be 
recognized as an adjustment to yield by the interest method (as described in FASB ASC Subtopic 310-
20).  

6. Determine whether loan sales are properly reported in regulatory reports.

7. Determine whether management continues to defer origination fees and costs in accordance with FASB 
ASC Subtopic 310-20 if the bank swaps loans for pass-through certificates issued by the investor.   

Audit or Independent Review

8. Investigate why audit or independent review deficiencies identified in the Core Analysis exist.

Information and Communication Systems 

9. Determine why management and board reports contain deficiencies. Determine management's 
response and consider corrective actions to address the deficiencies.  The cause of deficient reports may 
stem from:

Inaccurate information contained in reports or input/output has not been tested,
Necessary information cannot or is not generated, 
Management's unfamiliarity with the information system's capabilities, or 
Management's unfamiliarity with necessary monitoring reports. 

10. Review the quality of investor reporting.  Investor reporting varies based on the servicing contract, but 
typically the servicing bank is responsible for reporting: 

Detailed account reconciliations;
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Information such as the mortgagor's name, principal balance, and escrow balance; and
Payment status, foreclosures, and transfers to their other real estate owned (OREO) account.

Internal Loan Production (Origination, Underwriting, and Closing) 

11. Review mortgage pricing strategies, and consider: 
How prices are determined; 
If the pricing strategy is typically at, above, or below market; and
The affect pricing strategies may have on current and future profitability.

12. Determine the frequency of price changes for retail and wholesale channels by reviewing historic price 
levels.  Evaluate the timing of changes relative to market rate movements.

13. Determine whether managers understand the marketability of new products and the bank's ability to 
price, deliver, and service the products.  Ascertain that senior management approval is obtained prior 
to new product roll-out. 

Pipeline, Warehouse, and Hedging

14. If the bank was unable to meet mandatory commitments, assess the reasons, and determine whether:  
The situation was reported promptly to the directorate or other board committee.
Management purchased loans from other sources or paid investors a pair-off fee.

15. If hedging strategies are ineffective, determine the cause(s), such as: 
Poor correlation of data, 
Unreliable data, or
Speculation.

16. Determine whether the following controls over forward sales activities exist:
Traders are prohibited from entering forward sales data into the system.  (Trade tickets should be 
submitted to an independent person or unit for processing.) 
Third-party trade confirmations are received and reviewed by a separate unit.
Management researches all unconfirmed trades and discrepancies.

Page 1840 of 1882



Mortgage Servicing

PORTFOLIO SUPERVISION

17. Review the procedures for receiving payments from borrowers, depositing funds into segregated 
custodial accounts, and remitting funds to investors.

Assess the bank's system for ensuring borrowers' payments are applied accurately and investors 
receive payments on schedule.
Determine whether adequate controls exist over custodial accounts, such as daily balancing, 
monthly reconcilements, proper authority for disbursements, and segregation of administrative 
duties.

18. Review written servicing agreements to determine investor servicing requirements, fund remittance 
schedules, contractual servicing fees, guarantee fees, and servicer representations and warranties.

Determine whether loan delinquencies prompted the use of bank funds to meet remittance 
requirements.
Track the flow of funds from the investor cutoff date, the remittance of funds to investors and 
security holders, and the recognition of servicing revenue.

19. If there is poor administration of servicer advances, assess these receivables for potential adverse 
classification and contingency reserves.

20. Review system reports to ensure the timely payment of taxes, insurance, and other obligations of the 
borrower.

21. Review the method for correcting shortages and surpluses in escrow accounts.

22. Review the procedures for ensuring tax and insurance payments are made on delinquent loans. 

MORTGAGE SERVICING ASSETS (MSAs)

23. Determine whether the bank recognizes and initially measures at fair value a servicing asset or a 
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servicing liability that qualifies for separate recognition when it undertakes an obligation to service a 
financial asset.

24. Complete an in-depth review of the valuation process (policies, procedures, and controls) for MSAs.
Determine whether management appropriately identifies servicing portfolio characteristics, such 
as: 
o Investors; 
o Product types; 
o Transactions made with or without recourse; 
o Geographic distribution of borrowers; 
o Average loan size; 
o Range of interest rates; 
o Projected life and average age of loans; 
o Delinquency, foreclosure, OREO, and bankruptcy levels; and
o Loss experience.
Review prepayment speed assumptions to determine if they are realistic and conform to acceptable 
industry standards.
Determine whether discount rate assumptions are realistic and in-line with industry practices.
If servicing costs exceed contractual servicing fees and other projected servicing income, determine 
whether the bank records a loss on the sale or a mortgage servicing liability. 
Determine whether changes in the servicing fee are caused by changes in the weighted-average 
coupon for each mortgage pool. 

25. For MSAs accounted for using the amortization method, determine whether the bank amortizes 
capitalized servicing assets (servicing liabilities) over the period of estimated net servicing income (net 
servicing loss). 

Determine how the bank establishes amortization periods for its classes of servicing assets and 
servicing liabilities. 
Determine whether the bank adjusts the amortization when the actual prepayment speed is faster 
or slower than originally projected.

26. If assumptions used in the MSA valuation appear unrealistic, or the reported MSA value appears
materially overstated, consider recalculating the value of MSRs.  If the bank's internal model is 
considered reliable, it may be used to recalculate the MSRs value, after substituting more realistic 
assumptions.
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COLLECTIONS

27. Review loan delinquency reports.  Select and review a sample of files for severely delinquent 
borrowers.

Determine whether the bank initiates foreclosure proceedings in a timely manner and properly 
notifies borrowers, investors, and mortgage insurers.

Review a sample of loans in which the foreclosure action is delayed due to forbearance agreements.  
Determine whether the agreements are within investors' guidelines.

28. Review procedures for filing mortgage insurance (MI) claims and the application of such funds. Select 
a sample for detail testing if procedures are inadequate or if there are indications that MI claims are 
not properly handled and posted.

29. Review a sample of investor-owned OREO properties to determine if administrative and marketing 
practices comply with investor guidelines.

30. Determine whether there are any contingencies resulting from improper administration of foreclosed 
properties.

Financial Analysis

31. Investigate the causes for operating losses in mortgage banking operations, and evaluate prospects for 
future profitability.

Determine whether elevated operating costs or other inefficiencies are impairing profitability.
Determine whether repurchase demands have impaired profitability, the near and long-term 
effects on liquidity and capital, and the impact on earnings due to reserve implications. 
Establish whether excessive borrowing activities have led to adverse changes in the cost of funds.  
Evaluate the impact that a change in the cost of funds would have on the net interest margin.
Determine the holding company's ability to provide capital support, if necessary.
Determine why hedging strategies have not appropriately controlled interest rate risk (improper 
hedging is often a major cause of poor profitability). 

End of Expanded Analysis.  If needed, Continue to Impact Analysis.
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MORTGAGE BANKING
Impact Analysis Procedures

Impact Analysis reviews the impact that deficiencies identified in the Core and Expanded Analysis and Decision 
Factors have on the bank's overall condition, and directs the examiner to consider possible supervisory options.

Impact Analysis Procedures

1. Determine which risks associated with mortgage banking pose material threats to earnings, capital, 
and liquidity. Consider credit, interest-rate, price, transaction, liquidity, reputation, legal, compliance, 
and strategic risks.  

2. Consider the need for administrative and enforcement actions, formulate specific recommendations, 
and discuss the nature of the concerns with appropriate regulatory supervisors.

3. When appropriate, discuss the possibility of administrative and enforcement actions with executive 
management and the board of directors.

End of Impact Analysis.
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RELATED ORGANIZATIONS
Expanded Analysis Decision Factors

This section evaluates the significance of deficiencies or other specific concerns identified in the Core and 
Expanded Analyses.  Click on the hyperlinks found within each of the Expanded Analysis Decision Factors to 
reference the applicable Expanded Analysis Procedures.  If needed, proceed to the accompanying Impact 
Analysis.

Do Expanded Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

E.1. Are deficiencies immaterial to management's supervision of transactions with related 
organizations? .

E.2. Are deficiencies immaterial to the bank's financial condition?
.
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RELATED ORGANIZATIONS
Expanded Analysis Procedures

Generally, procedures used in the Expanded Analysis should target concerns identified in the Core Analysis and 
Decision Factors.  The flexible procedures specified for the Core Analysis also apply to the Expanded Analysis.  
The procedures in the Expanded Analysis section focus on identifying risk exposures, verifying significant risks, 
and determining the capabilities and reliabilities of the internal measurement systems.

Expanded Analysis Procedures

1. Investigate why the internal policy and procedure deficiencies identified in the Core Analysis exist. 
Possible reasons for policy deficiencies may indicate: 

Management overlooked issues, 
Management is unfamiliar with prudent guidelines and procedures, or
Management has not been responsive to previous recommendations to create or enhance policies 
and procedures.

2. If poor compliance with internal policies and procedures exist, determine the reasons.  Possible reasons 
include: 

A lack of awareness of policy existence.
A disregard for established policies.
A misunderstanding of the intent of policy guidelines.
Poor internal communication of policy and procedures or subsequent revisions.

3. Determine whether management commits to and supports proper controls and monitoring to ensure 
internal policy guidelines are followed in the future.  Determine whether proposed controls are 
reasonable.

4. Determine the effect on the bank of inappropriate employee allocation agreements or nonconformance 
with agreements. 

5. Determine whether reimbursements are necessary for improper transactions.

6. Determine whether the affiliate’s or subsidiary’s financial position will require additional funding 
requirements.  Identify the source of the additional funding and the effect on the bank.
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7. Determine the cause of violations and identify responsible parties.  Consider the following:
Unfamiliarity with laws and regulations, 
Negligence, 
Misinterpretation of statutory or regulatory requirements or prohibitions, and 
Willful disregard. 

8. If the bank is critically undercapitalized (under Section 38, Prompt Corrective Action definitions), 
determine whether the bank has engaged in any covered transaction as defined in Section 23A, without 
the prior approval of the FDIC or FRS.

End of Expanded Analysis.  If needed, Continue to Impact Analysis.
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RELATED ORGANIZATIONS
Impact Analysis Procedures

Impact Analysis reviews the impact that deficiencies identified in the Core and Expanded Analysis and Decision 
Factors have on the bank's overall condition, and directs the examiner to consider possible supervisory options.

Impact Analysis Procedures

1. Determine whether the risks associated with affiliate relationships pose a material threat to the 
institution's capital, asset quality, earnings, or liquidity.  Assess the impact on the institution if these 
deficiencies continue.

2. Assess whether management can effectively reduce the risks associated with affiliated relationships.

3. Determine whether administrative and enforcement actions, Civil Money Penalties, or removal actions 
are necessary.  Formulate specific recommendations, and advise the appropriate supervisory officials 
on the nature of the concerns.  (FDIC: Field supervisor and regional office.)

4. After obtaining approval from appropriate supervisory officials, discuss the possibility of 
administrative and enforcement actions with executive management and the board of directors.

End of Impact Analysis.
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RETAIL INSURANCE AND SECURITIES SALES ACTIVITIES
Expanded Analysis Decision Factors

This section evaluates the significance of deficiencies or other specific concerns identified in the Core and 
Expanded Analyses.  Click on the hyperlinks found within each of the Expanded Analysis Decision Factors to 
reference the applicable Expanded Analysis Procedures.  If needed, proceed to the accompanying Impact 
Analysis.

Do Expanded Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

E.1. Are management deficiencies immaterial to the supervision of the insurance and security-sales 
programs and activities? .

E.2. Are performance deficiencies immaterial to the bank's overall condition?  
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RETAIL INSURANCE AND SECURITIES SALES ACTIVITIES
Expanded Analysis Procedures

Generally, procedures used in the Expanded Analysis should target concerns identified in the Core Analysis and 
Decision Factors.  The flexible guidelines specified for the Core Analysis also apply to the Expanded Analysis.

Policies, Procedures, and Other Risk Limiting Methods

1. Investigate why policy or procedure deficiencies identified in the Core Analysis exist.  Discuss 
recommendations for corrective action with management.  Possible reasons for policy deficiencies may 
include:

Management overlooked issues; 
Management is unfamiliar with guidelines for retail insurance and security-sales activities,
including those that ensure compliance with the GLBA broker exceptions and Regulation R rules 
applicable for bank networking arrangements with a broker-dealer; or
Management is unwilling to create or enhance policies and procedures.

2. Determine whether management commits to and supports proper controls and monitoring to ensure 
policy guidelines are consistently followed.  Determine whether proposed controls, if any, appear 
reasonable and implementable.

3. For insurance programs:
Assess the risks to the institution caused by concentrations of sales of insurance products from 
troubled insurance carriers; 
If a represented insurance company is failing or will be placed in receivership, determine the effect
on bank operations; and
Review contingency plans for handling customer concerns.

4. For bank proprietary insurance or securities activities, evaluate management's policies, procedures, 
and ability relative to potential cash injections or liquidity problems.

Internal Controls

5. When concerns with internal controls are identified in the Core Analysis, evaluate whether the internal 
control weaknesses may expose the bank to material loss.
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6. Research any material deficiencies in management reports to determine the underlying cause.

7. If a bank or its subsidiary conducts insurance sales activities, evaluate internal controls designed to 
guard against misappropriation of funds for accounts that are used to hold payouts from insurers and 
deposits for insureds.  Determine whether management established methods for fraud prevention and 
investigation. 

8. Assess the internal controls employed to mitigate risks that accompany outsourcing arrangements, 
including contingency plans to address nonperformance by an external vendor.

Audit or Independent Review

9. Determine why audit or independent review deficiencies exist.

10. Verify the accuracy of independent-review reports to the board.

Information and Communication Systems 

11. Review the deficiencies in information and communication systems and determine the underlying 
cause(s).

12. Determine whether management monitors insurance policy renewals, lapses, and surrender rates to 
identify fluctuations in the customer base that could result in loss of business and revenue.

13. Determine the impact weakness may have on the bank's liquidity posture and incorporate the analysis 
in the examination's liquidity assessments, where appropriate.  Consider:

Deposit run-off because of reputation concerns,  
Deposit outflows to insurance or investment products, and 
Deposit inflows associated with insurance or security-sales programs.
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14. In instances where the institution purchased an insurance agency, determine whether management 
properly accounts for intangibles (i.e., goodwill and restrictive management covenants). 

15. If the bank owns an insurance agency, determine whether management follows accounting 
pronouncements that apply to insurance activities (e.g., premium recognition).  Refer to the American 
Institute of Certified Public Accountants (AICPA) Audit Guide for more details.

Third Party Agreements and Reviews

16. Assess the magnitude of risk exposure arising from disputes with third parties or customers, such as 
contract breaches or pending lawsuits. 

17. Determine whether management monitors an insurance agency's conformance with contractual 
servicing responsibilities.

18. Determine whether management periodically requests confirmation that third-party insurance 
agencies monitor represented insurers with respect to reinsurance agreements, if applicable.

Board and Senior Management Oversight 

19. Determine the cause of any violations of Regulation R and identify the responsible party or parties.  
Consider the following:

Lack of familiarity with laws, regulations, or policy statements; 
Negligence;
Misinterpretation;
Willful disregard and noncompliance; and
Fraudulent activity.

20. Determine whether any side letters to governing contracts exist.
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Compliance with Insurance and NDIP Consumer Protections (Non-FDIC Only)

21. Review the bank's sales records to verify that only qualified and licensed or registered personnel are 
recommending and selling insurance or securities products.

22. Review the personnel files that management should maintain for bank or dual employee insurance or 
security-sales representatives for background and regulatory histories.

23. Visit additional insurance or NDIP sales locations, and evaluate promotional materials and sample 
customer information. 

24. Interview sales representatives and assess their knowledge of, and commitment to, providing adequate 
disclosures for insurance and NDIP sales programs. Consider required disclosures regarding:

The uninsured nature of any insurance, annuity, or securities product offered for sale (i.e., the 
product is not insured by the FDIC or any other U.S. government agency or by the bank or, if 
applicable, by an affiliate); 
The statement that an insurance, annuity, or securities product is not a deposit, other obligation of, 
or guaranteed by the bank or an affiliate;
The investment risk associated with any such product (in the case of an insurance, annuity, or 
securities product that involves investment risk);
Notice that the bank or a subsidiary may not condition an extension of credit on the consumer's 
purchase of an insurance, annuity, or securities product from the bank or any of its affiliates, and 
that the consumer is free to purchase insurance products or annuities from another source; and
In the case of NDIPs, other required disclosures, such as proprietary product risks, fees, 
commissions, and arrangements with affiliated investment advisors, as applicable.

25. Assess the risk arising from customer confusion caused by inadequate observance of any consumer 
protection measures for insurance sales.

26. Review the sales operation for potential discriminatory, unsuitable, or deceptive sales practices.  
Analyze sales reports and promotional materials to determine whether the following situations exist:

Questionable sales practices, such as churning; or
Unsuitable recommendations (for example, high volumes of volatile instruments or dramatic 
increases in the sale of a particular product may indicate suitability concerns).

Page 1853 of 1882



27. Review a sample of advertisements (including Internet related ads and telemarketing sales scripts) used 
in the sales program to market insurance products or NDIPs.  Determine whether the promotions are 
misleading or confusing.

28. Determine whether referral incentives and other compensation packages are reasonable.  Incentives 
and other packages should not be structured to promote or cause inappropriate insurance or NDIP 
sales practices.

29. Interview branch employees, including tellers and receptionists, to determine whether proper 
insurance and NDIP referral procedures are followed.

30. Review a sample of customer files to verify that the files contain the following items:
Signed disclosure acknowledgement statements.
For NDIP sales programs:
o Evidence of a registered representative's review of customer information for adequacy before 

offering investment recommendations, 
o Current customer data, 
o Evidence that registered representatives provide complete information to customers regarding 

risks, and 
o Recommendations that conform to customers’ goals. 

31. In banks with multiple retail insurance and security-sales sites, evaluate a small sample of the sales 
locations to determine whether the bank conducts sales transactions in an area that is physically
segregated, to the extent practicable, from areas where retail deposits are routinely accepted from the 
public. 

32. Determine whether the independent review function:
Tracks customer complaints relative to insurance or NDIP sales activities, 
Identifies documentation deficiencies, and 
Reports findings to the bank's board.

End of Expanded Analysis.  If needed, Continue to Impact Analysis.
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RETAIL INSURANCE AND SECURITIES SALES ACTIVITIES
Impact Analysis Procedures

Impact Analysis reviews the impact that deficiencies identified in the Core and Expanded Analysis and Decision 
Factors have on the bank's overall condition, and directs the examiner to consider possible supervisory options.

Impact Analysis Procedures

1. Assess the impact of the retail insurance and security-sales activities on the overall condition and risk 
profile of the bank.  Consider the following issues:

Settled, pending, and planned litigation against the bank.
Regulatory investigations and sanctions.

2. Determine the effect that reputational, financial, operational and legal risk exposures resulting from 
insurance and security-sales programs have on the institution's safety and soundness.

3. Evaluate the effects that current or planned insurance and securities activities could have on capital, 
earnings, liquidity, and asset quality.

4. Gauge management's willingness and abilities to correct identified weaknesses and concerns.

5. Determine whether informal or formal administrative actions are warranted.  Formulate 
recommendations, review implementation plans, and advise the appropriate supervisors of the nature 
of the regulatory concerns.

6. Consult with the functional regulator(s) of the insurance or securities unit regarding any significant.

End of Impact Analysis.
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SECURITIZATION
Expanded Analysis Decision Factors

This section evaluates the significance of deficiencies or other specific concerns identified in the Core and 
Expanded Analyses.  Click on the hyperlinks found within each of the Expanded Analysis Decision Factors to 
reference the applicable Expanded Analysis Procedures.  If needed, proceed to the accompanying Impact 
Analysis.

Do Expanded Analysis and Decision Factors indicate that risks are adequately identified, measured, 
monitored, and controlled?

E.1. Are the deficiencies immaterial to securitization activities?  

E.2. Are the deficiencies immaterial to the institution’s overall condition?  
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SECURITIZATION
Expanded Analysis Procedures

Generally, procedures used in the Expanded Analysis should target concerns identified in the Core Analysis and 
Decision Factors.  The flexible guidelines specified for the Core Analysis also apply to the Expanded Analysis.

Internal Controls

1. Reconcile the dollar volume of loans serviced by a third party, including a subsidiary or an affiliate 
that has been transferred in a securitization, regardless of whether the securitization is accounted for 
as a sale or a secured borrowing. 

Independently verify that the amount of loans being serviced ties to the institution’s records.
For on-balance sheet loans (i.e., seller’s interest), verify that the dollar volume of loans on the 
servicing statements ties to the dollar volume of loans on the institution’s records.
For securitized loans, verify that the dollar volume of loans on the servicing statement ties to the 
dollar volume of loans reported to the trustee. 
Verify that the servicing statement ties to the supporting cash flow documentation for the bank’s 
initial and ongoing accounting for the securitization (including the measurement of any beneficial
interests held by the bank transferor in securitizations accounted for as sales).  

2. Review monthly held-for-sale loan account reconciliations.

Risk Identification and Measurement

3. If there are material differences between the credit quality of loans subject to the securitization, and 
on-balance sheet loans that have not been securitized, investigate the reasons(s) for the performance 
disparity by comparing characteristics such as: 

Loan-to-value ratios; 
FICO or other credit scores;
Behavioral patterns or scores; and
Loan characteristics such as weighted average coupon (WAC), weighted average maturity (WAM), 
variable vs. fixed rate.

Valuation and Classification of Beneficial Interests in Securitizations held by the Transferor Bank 

4. Analyze the assumptions used to value beneficial interests in the securitizations.
Review the process for determining prepayment, default, loss, and discount-rate assumptions and 
verify calculations. 
Compare the prepayment and loss assumptions used in valuing the beneficial interest to actual 
performance of the underlying collateral.  If the underlying collateral does not have sufficient 
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performance history, compare assumptions to those of deals with substantially similar underlying 
assets or proxies. 
Compare the discount rate used in valuing the beneficial interest to the discount rate that other 
market participants use to value beneficial interests having substantially similar characteristics. 
Determine whether the discount rate is applied to the actual excess interest that the trust 
distributes to the beneficial interest (cash-out method).  The discount rate should not be applied to 
the excess interest that the trust receives (cash-in method).
Determine whether the following items are properly reflected in the cash flow waterfall attributed 
to the beneficial interests:
o Payments from the securitized assets; 
o Payments to certificate holders; 
o Fees (e.g., trustee, servicer, insurer); 
o Release of, or additions to, a reserve or overcollateralization account; 
o Chargeoffs and recoveries; 
o Insurance coverage of losses (e.g., FHA guaranteed); 
o Interest earned on underlying investments from credit enhancements accounts (e.g., cash 

collection, reserve, spread accounts); 
o Net settlements from embedded derivatives; and
o Servicer advancements and any associated losses or unreimbursed amounts.  

5. Using the discount rate assumption, verify the present value calculations of the expected future cash 
flows to the beneficial interests. 

6. Determine whether an other-than-temporary impairment occurred.  Other-than-temporary 
impairment on certain beneficial interests held by the transferor bank in securitizations accounted for 
as sales must be recognized when:

The  fair value of an individual beneficial interest is below its reference amount; and
Based on current information and events, there has been an adverse change in cash flows expected 
to be collected on the beneficial interest.1   

7. If the servicer is funding payments to the trust that are delinquent (principal or interest), in escrow, or 
are collection-related, determine whether the servicing advance payments are included in 
management’s loss assumption methodology. 

8. If possible, obtain the valuation model and substantially change one or more valuation assumption to 
determine whether the model functions properly.

1 Reference: ASC Subtopic 325-40, Investments - Other, Beneficial Interests in Securitized Financial Assets. 
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End of Expanded Analysis.  If needed, Continue to Impact Analysis.
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SECURITIZATION
Impact Analysis Procedures

Impact Analysis reviews the impact that deficiencies identified in the Core and Expanded Analysis and Decision 
Factors have on the bank's overall condition, and directs the examiner to consider possible supervisory options.

Impact Analysis Procedures

1. Assess the impact of securitization activity deficiencies on the bank’s overall condition. 

2. Assess the effect of credit, interest rate, liquidity, and reputational risks on the institution’s safety and 
soundness. 

3. Assess the effect of planned securitization activities on capital, asset quality, earnings, liquidity, and 
sensitivity to market risk.

4. Assess management’s willingness and ability to correct deficiencies.

5. Determine whether formal or informal administrative actions are warranted, formulate specific 
recommendations, and advise the appropriate supervisors on the nature of the concerns.

6. Investigate potential recommendations for civil money penalties.

7. Determine whether the assumptions used to value the beneficial interests lack appropriate and 
verifiable support,2 in which case, the beneficial interests should be classified Loss and disallowed for 
regulatory capital purposes.

8. Assess the effect on the bank’s overall condition of: 
An improper initial or subsequent valuation of beneficial interests obtained by the transferor bank 

2 Refer to the  (FDIC: FIL 109-99, FRB: SR 99-37) for 
further discussion. 
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in its securitizations accounted for as sales; and 
An inappropriate level for the portion of the ALLL for loans transferred in securitizations 
accounted for as secured borrowings (i.e., securitizations not accounted for as sales, in which case 
the transferred loans remain on the bank’s consolidated balance sheet, normally in the held-for-
investment loan account).

End of Impact Analysis.
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TRUST
Expanded Analysis Decision Factors

This section evaluates the significance of deficiencies or other specific concerns identified in the Core and 
Expanded Analyses.  Click on the hyperlinks found within each of the Expanded Analysis Decision Factors to 
reference the applicable Expanded Analysis Procedures.  If needed, proceed to the accompanying Impact 
Analysis.

Do Expanded Analysis and Decision Factors indicate that risks are appropriately identified, measured, 
monitored, and controlled?

E.1. Are deficiencies immaterial to the supervision of the trust department?

E.2. Are deficiencies immaterial to the bank's condition?
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TRUST
Expanded Analysis Procedures

Generally, procedures used in the Expanded Analysis should target concerns identified in the Core Analysis and 
Decision Factors.  The flexible guidelines specified for the Core Analysis also apply to the Expanded Analysis.

Policies and Procedures

1. Investigate why trust policy or procedure deficiencies identified in the Core Analysis exist.  Discuss 
with management its response to examiner recommendations.  Possible reasons for policy deficiencies 
may include the following:

Management overlooked these issues.
Management is unfamiliar with prudent trust guidelines and procedures.
Management is unwilling to create or enhance policies and procedures.

2. If poor compliance with policies and procedures exists, determine the reasons.  Consider the following:
Poor internal communication of policy and procedures or subsequent revisions.
Lack of awareness of policy existence.
Disregard for established policies.
Misunderstanding of policy and procedures.

Internal Controls

3. Determine if management commits to and supports proper controls and monitors to ensure policy and 
procedures are followed in the future. Determine whether proposed controls, if any, are reasonable.

4. Determine whether all potential losses resulting from internal control or operational deficiencies have 
been identified and appropriately recognized.

PROTECTING AND CONTROLLING ASSETS

5. Perform a full or partial verification of assets held in the vault.

6. Perform a full or partial verification of assets held by third party custodians.
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7. Determine that securities held by brokers are properly titled in the name of the institution as fiduciary 
or its nominee name.

8. Determine that unissued trust checks are in sequential order and properly controlled.

9. Review a sample of issued trust checks for signature controls.

10. Review a sample of daylight overdrafts for evidence of customer free-riding activity.

11. Review a sample of worthless assets for appropriate documentation.

CONTROL ENVIRONMENT

12. Trace a sample of transactions from origination through posting.

13. Observe the in-house securities trading process to ensure that appropriate controls are in place.

14. Verify the accuracy of Consolidated Reports of Condition and Income Schedule RC-T.

15. Review proxy-voting records to determine if procedures are consistently applied.

RECONCILIATION

16. Reconcile subsidiary control and suspense accounts that are out of balance or have not been reconciled 
on a timely basis. 
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17. Reconcile bank, securities depository or brokerage accounts that are out of balance or have not been 
reconciled on a timely basis.

18. Research significant outstanding suspense items and evaluate the institution's follow-up procedures.

19. Review significant outstanding trust checks and evaluate the institution's follow-up procedures.

Audit or Independent Review

20. Determine why examination deficiencies have not been identified through the institution's audit 
program. 

21. Determine why management has failed to take action to address audit deficiencies.

22. Contact the external auditor and determine if external audit work papers should be reviewed.

Information and Communication Systems 

23. Determine whether lack of information, inaccurate information, or faulty communication processes 
compromise risk management activities or the effective implementation of strategic initiatives.

Earnings 

24.  Evaluate the effect of operating losses on the bank's earnings, capital, and liquidity. 

25. Evaluate the viability of any plans to improve earnings. 

Page 1865 of 1882



26. Estimate the department's earnings if trust income and expenses are not adequately measured.

27. Evaluate methods for allocating indirect income and expenses or management's reasons for electing not 
to allocate such items.

28. Evaluate the effect of fee schedules and any discounts, fee waivers or uncollected fees on earnings.

29. Evaluate the reasonableness of salaries and other operating expenses.

Compliance

30. Assign and evaluate the materiality of any contingent liabilities, potential losses or estimated losses 
identified during the examination.

31. Expand the sample of accounts reviewed or transaction testing to evaluate the extent and severity of 
identified deficiencies or areas where additional analysis is necessary.

32. Determine the extent and severity of actual and potential conflicts of interest and self dealing.

33. Determine whether self-dealing issues in employee benefit plans and charitable foundations are subject 
to excise taxes under the Internal Revenue Code.

34. Sample written directives for holding own bank or parent holding company stock.

35. Obtain information regarding officers and directors and their outside interests and compare against a 
list of fiduciary assets.
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36. Review soft dollar contracts and documentation to determine compliance with the safe harbor 
provisions of Securities and Exchange Commission Section 28(e).

37. Review reports of personal securities transactions (FDIC: Part 344; FRB: 12CFR 208.34) for 
noncompliance with the institution's ethics policies or other insider abuse.

Asset Management

38. Assess the reasonableness of assumptions used in securities evaluation models.

39. Determine if management uses consistent and reasonable methods for reporting investment 
performance.

40. Review trading account records for churning or excessive trading.

Board and Senior Management Oversight 

41. Review incentive-based compensation programs to determine that they do not promote the assumption 
of excessive risk.

End of Expanded Analysis.  If needed, Continue to Impact Analysis.
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TRUST
Impact Analysis Procedures

Impact Analysis reviews the impact that deficiencies identified in the Core and Expanded Analysis and Decision 
Factors have on the bank's overall condition, and directs the examiner to consider possible supervisory options.

Impact Analysis Procedures

1. Determine if management has the ability and willingness to correct deficiencies.

2. Assess the impact of contingent liabilities, potential losses, and estimated losses on the institution's
capital and earnings.

3. Determine the effect that reputation, operational, strategic, compliance, legal, financial and other risk
exposures have on the institution's safety and soundness.

4. Determine whether any significant violations of the Employee Retirement Income Security Act should
be referred to the Department of Labor.  The interagency referral agreement states that the following
violations will be considered significant:

Violations of Sections 404 and 405 involving $100,000 or more; 
Violations of Sections 406 or Section 407 involving prohibited transactions, except where the harm 
to the beneficiaries is minimal;
Violations of Section 411, relating to prohibition against certain persons holding certain positions;
Violations of Section 412, relating to bonding requirements for the institution itself.

5. Consider whether informal or formal enforcement action regarding fiduciary activities is warranted,
such as a board resolution, a Memorandum of Understanding, a Cease and Desist Order, or a removal
action.  Advise the appropriate supervisory officials.

6. Consider recommendations for Civil Money Penalties and prepare formal recommendations, as
appropriate.  (Refer to the guidance in the Management and Internal Control Evaluation module.)

7. Notify the appropriate bank regulatory officials of suspected activities and actions taken relating to
Suspicious Activity Reports.  (Refer to the guidance in the Management and Internal Control
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Evaluation module.)

End of Impact Analysis.
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ATTACHMENT 5 
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FINANCIAL SERVICES COMMISSION 
OFFICE OF FINANCIAL REGULATION 

AGENDA ITEM # 5: REQUEST APPROVAL TO PUBLISH NOTICE OF PROPOSED RULE 

Action Requested 

The Office of Financial Regulation (“OFR”) requests approval to publish a Notice of Proposed 

Rule regarding Rules 69U-120.001, 69U-120.003, 69U-120.004, 69U-120.005, 69U-120.045, 

69U-120.330, and 69U-120.670, Florida Administrative Code (“F.A.C.”), pertaining to banks, 

trust companies, and associations. 

Summary and Justification of Rules 

Rule 69U-120.001, F.A.C.:  The OFR proposes to amend Rule 69U-120.001, F.A.C., to delete 

language that duplicates section 658.16, Florida Statutes (“F.S.”), regarding good faith reliance on 

a rule or order of the OFR. 

Rule 69U-120.003, F.A.C.:  The OFR proposes to amend Rule 69U-120.003, F.A.C., to remove 

language that is ambiguous or lacking in delegated authority regarding “foreseeably detrimental” 

stock option plans, director liability for certain losses, and direct stock bonuses. 

Rule 69U-120.004, F.A.C.:  The OFR proposes to amend Rule 69U-120.004, F.A.C., to replace a 

vague and ambiguous term (“appropriate”) with clear, definite language. 

Rule 69U-120.005, F.A.C.:  The OFR proposes to amend Rule 69U-120.005, F.A.C., to update a 

citation in the introductory paragraph. 

Rule 69U-120.045, F.A.C.:  The OFR proposes to amend Rule 69U-120.045, F.A.C., to delete a 

reference to an outdated guidebook on auditing standards.  

Rule 69U-120.330, F.A.C.:  The OFR proposes new Rule 69U-120.330, F.A.C., to implement 

section 658.33, F.S., by incorporating by reference two new proposed forms. Proposed form OFR-

U-658-List, List of Directors and Officers, will be used by banks and trust companies to submit 
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the list of officers and directors elected during the annual shareholder’s meeting as required by 

section 658.33(3), F.S. Proposed form OFR-U-658-Oath is the director’s oath required pursuant 

to section 658.33(4), F.S. 

 

Rule 69U-120.670, F.A.C.:  The OFR proposes to amend Rule 69U-120.670, F.A.C., to: delete 

subsection (1), which duplicates statutory language in section 658.67(11), F.S.; delete the 

definition of “exposure” as a result of the deletion of the portion of the rule that references that 

term; and update material incorporated by reference (the federal rule on the 20 percent risk weight 

category in 12 C.F.R. § 324.32(d)(2) applicable to investments in foreign bank deposits).  

 
Proposed Text of Rules 

69U-120.001 List of Stockholders. 
(1) Within 2 calendar weeks of any demand therefor made by the Office of Financial Regulation (OFR), a state 

bank or trust company shall file with OFR a list containing the name of each stockholder of the bank or trust 
company together with the number of shares held by each according to its records as of the close of business on a 
date specified by OFR.  

(2) Action in compliance with any such demand by OFR shall be deemed action in good faith in reliance upon a 
subsisting order or regulation by OFR and in reliance upon section 655.016, F.S.  

Rulemaking Authority 655.012(2)(3) FS. Law Implemented 655.057(8) 655.012 FS. History–New 7-31-75, Amended 
6-30-81, Formerly 3C-11.15, 3C-11.015, 3C-120.001, Amended          . 

69U-120.003 Stock Options; Requirements for OFR Approval; Stock Bonuses Prohibited. 
(1)-(2) no change 
(3) Any plan which is detrimental or which may be foreseeably detrimental to the bank, its depositors or 

creditors or which is contrary to safe and sound banking practices may not be approved. OFR shall may not approve 
any stock option plan where: 

(a) no change 
(b) The number of shares subject to the plan is unreasonable in relation to the bank’s capital structure and 

anticipated growth; or  
(c) no change 
(4) The option shall may not be assignable by the optionee, except that the personal representative or legal 

guardian of the optionee’s estate may have a reasonable time to exercise such option. 
(5) The plan or agreement shall not permit board of directors of the bank may be liable to reimburse the bank 

for any loss sustained by reason of the grant of an option at less than par value or fair market value where such grant 
would result in a loss to the bank.  

(6) The Florida Financial Institutions Code does not authorize stock bonuses; accordingly, direct stock bonuses 
will not be permitted.  

Rulemaking Authority 655.012(2)(3) FS. Law Implemented 658.34, 658.35 FS. History–New 2-13-77, Amended 6-
30-81, Formerly 3C-11.16, 3C-11.016, Amended 10-29-97, Formerly 3C-120.003, Amended           . 

69U-120.004 Loans Secured by Secondary Liens on Real Estate. 
For computation of total loans to any one borrower, loans secured by secondary liens will be considered unsecured 
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unless the following criteria are met: 
(1) no change 
(2) The state bank shall maintain records Appropriate records shall be maintained to fully establish the bank’s 

equity in the their mortgage at the time the loan is made. 
(3)-(4) no change 

Rulemaking Authority 655.012(2) FS. Law Implemented 658.48 FS. (See also 12 U.S.C. 371) History–New 6-13-77, 
Amended 4-23-78, 6-30-81, Formerly 3C-11.17, 3C-11.017, 3C-120.004, Amended 10-29-12,           . 

69U-120.005 Lease Financing; Purchase of Leases. 
State banks may purchase leases (in addition to those leases where the bank is the owner and lessor) covering 
specified goods as defined in section 679.1021(1)(rr), 679.105(1)(h), F.S., except the unborn young of animals and 
growing crops, with or without recourse or guarantee by the lessor, subject to the following conditions: 

(1)-(3) no change 

Rulemaking Authority 655.012(2)(3) FS. Law Implemented 658.48, 658.67(8) FS. History–New 9-26-78, Amended 
6-30-81, Formerly 3C-11.19, 3C-11.019, 3C-120.005, Amended            .  

69U-120.045 Minimum Internal Audit Procedures. 
(1)-(3) no change  
(4) To satisfy the requirements of this section, each internal audit shall: 
(a) Assess the effectiveness of the financial institution’s internal control policies and procedures, including the 

electronic data processing function; and,  
(b) Be conducted in accordance with generally accepted auditing principles as set forth in the 1996 GAAS 

Guide and Sshall include an assessment of each of the following areas: 
(b)1.-5. no change 
(5)-(7) no change 

Rulemaking Authority 655.012(2)(3) FS. Law Implemented 655.012(3), 655.045 FS. History–New 7-18-74, 
Amended 1-5-77, 6-30-81, Formerly 3-1.13, 3C-11.13, 3C-11.013, Amended 1-31-96, Formerly 3C-120.045, 
Amended          . 

69U-120.330 List of Directors and Officers; Director’s Oath. 
(1) Within 30 days following the annual meeting or any other meeting at which directors or officers are elected 

as provided in section 658.33(3), F.S., each bank or trust company must file with OFR the names and residence 
addresses of those persons on Form OFR-U-658-List, List of Directors and Officers (effective __/____), 
incorporated herein by reference and available at http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX. 

(2) The signed copy of the director’s oath required by section 658.33(4), F.S., shall be completed on Form 
OFR-U-658-Oath, Director’s Oath (effective __/_____), incorporated herein by reference and available at 
http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX, and filed with OFR within 30 days after election. 

(3) Forms shall be filed with OFR by mail or email as follows: 
 
Division of Financial Institutions 
Office of Financial Regulation 
200 East Gaines Street 
Tallahassee, Florida 32399-0371 
OFRFinancialInstitutions@flofr.com 
 
Rulemaking Authority 655.012(2), 658.33(3) FS. Law Implemented 658.33(3)-(4) FS. History—New          . 
 

69U-120.670 Investments/Deposits in Foreign Banks. 
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(1) Sections 658.67(11) and 665.013(34), F.S., provides that the Financial Services Commission may, by rule, 
approve additional investments for banks, trust companies, or associations. 

(1)(2) As used in this rule, “foreign bank” section, the following definitions shall apply: 
(a) “Foreign bank” means a person organized under the laws of a foreign country, or of a dependency or insular 

possession of the United States or a foreign country, which is principally engaged in the business of a commercial 
bank; recognized as a bank by the appropriate supervisory or monetary authorities of the country of its organization 
or principal banking operations; receives deposits to a substantial extent in the regular course of business; and has 
the power to accept demand deposits. 

(b) “Exposure” means the potential that an obligation will not be paid timely or in full. Exposure includes credit 
and liquidity risks, including operational risks, related to intraday and interday transactions. It also includes the same 
credit risks and country risks as an extension of credit.  

(2)(3) State-chartered banks, trust companies, and associations may invest in foreign bank deposits, both 
demand and time, of the 20 percent risk weight category, as provided in 12 C.F.R. § 324.32(d)(2) (Apr. 13, 2020), 
which is adopted and incorporated herein by reference and available at 
http://www.flrules.org/Gateway/reference.asp?No=Ref-XXXXX, Category 2-20% Risk Weight, as defined in the 
FDIC Rules and Regulations, Part 325, Appendix A, Procedure For Computing Risk-Weighted Assets (effective 1-
27-94), up to an aggregate of 25 percent % of the capital of the investing bank, trust company, or association in all 
foreign banks within a foreign country. 

(3)(4) The board of directors of each bank, trust company, or association shall adopt standards and policies for 
the investment of funds in foreign bank deposits. Such standards and policies shall be reviewed and approved at 
least annually by the board of directors with the approval recorded in the minutes of the meetings of the board of 
directors. 

(4)(5) At a minimum, the standards and policies shall include: 
(a)-(b) no change  
(c) An aggregate limitation on the currency of deposit; and,  
(d) no change  
(6) The board of directors shall assure itself that adequate procedures have been implemented to comply with its 

policy on foreign bank deposits and safeguard the bank, trust company or association against undue exposure.  
 

Rulemaking Authority 120.53(1)(b), 655.012(2)(3) FS. Law Implemented 658.67(11), 665.013(32)(34) FS. History–
New 11-14-94, Formerly 3C-120.670, Amended           .  
 
Material Incorporated by Reference 
 

[BEGINS ON NEXT PAGE] 
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LIST OF DIRECTORS AND OFFICERS OF 
 

          
(Name of Financial Institution)  

 
          

(Name of Holding Company, if applicable)  
 
OFFICE OF FINANCIAL REGULATION 
Tallahassee, Florida 
 
The following are the directors and officers elected to serve this institution for the year 20__ __, including the 
complete residence and mailing address(es) (both, if different) for each. On     , the annual 
meeting was held and directors were elected by the stockholders. In addition, the stockholders authorized the elected 
Board to appoint _______ (not to exceed two) additional directors during the year (if provided for in the institution’s 
Articles of Incorporation). 
 

        
Chairman of the Board (or designee) 

 
NAME OF DIRECTOR MAILING/RESIDENCE CITY/TOWN STATE ZIP 

 ADDRESS   CODE 
 (STREET OR BOX #)    
     

     

     

     

     

     

     

     

     

     

     

Attach additional pages, as needed. 
 
PLEASE NOTE: ALL CHANGES OCCURRING IN THE BOARD FOR ANY REASON ARE TO BE 
REPORTED TO THIS OFFICE AT THE TIME THE CHANGE TAKES PLACE.  
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LIST OF OFFICERS OF 

 
         

(Name of Financial Institution) 
 

FOR THE YEAR 20__ __ 
 

NAME OF OFFICER TITLE 

MAILING/RESIDENCE 
ADDRESS 

(STREET OR BOX #) CITY/TOWN STATE 
ZIP 

CODE 

      

      

      

      

      

      

      

      

      

      

      

      

Attach additional pages, as needed. 
 

Page 1876 of 1882



 
 
 

DIRECTOR’S OATH 
 
 
 
 I,        , acknowledge that I am familiar 
   (Print Director’s Name) 
with my responsibilities as a director and will diligently and honestly administer the affairs of  

       , and will not knowingly violate, or willfully  
 (Print Name of Institution) 

permit to be violated, any of the provisions of the Florida Financial Institutions Codes or the  
 
Rules of the Office of Financial Regulation, Division of Financial Institutions. 
 
 
        
Director’s Signature 
 
        
Date 
 
 
 
 

Page 1877 of 1882



(b)  Total risk-weighted assets for general credit risk equals the sum of the risk-weighted asset amounts
calculated under this section.

[Codified to 12 C.F.R. § 324.31] 

§ 324.32  General risk weights.

(a)  Sovereign exposures--(1)  Exposures to the U.S. government. (i) Notwithstanding any other requirement in
this subpart, an FDIC-supervised institution must assign a zero percent risk weight to:

(A)  An exposure to the U.S. government, its central bank, or a U.S. government agency; and

(B)  The portion of an exposure that is directly and unconditionally guaranteed by the U.S. government, its central
bank, or a U.S. government agency. This includes a deposit or other exposure, or the portion of a deposit or other
exposure, that is insured or otherwise unconditionally guaranteed by the FDIC or National Credit Union
Administration.

(ii)  An FDIC-supervised institution must assign a 20 percent risk weight to the portion of an exposure that is
conditionally guaranteed by the U.S. government, its central bank, or a U.S. government agency. This includes
an exposure, or the portion of an exposure, that is conditionally guaranteed by the FDIC or National Credit Union
Administration.

(iii)  An FDIC-supervised institution must assign a zero percent risk weight to a Paycheck Protection Program
covered loan as defined in section 7(a)(36) of the Small Business Act (15 U.S.C. 636(a)(36)).

(2)  Other sovereign exposures. In accordance with Table 1 to § 324.32, an FDIC-supervised institution must
assign a risk weight to a sovereign exposure based on the CRC applicable to the sovereign or the sovereign's
OECD membership status if there is no CRC applicable to the sovereign. 

TABLE 1 TO § 324.32—RISK WEIGHTS FOR SOVEREIGN EXPOSURES

Risk Weight (in percent)

CRC

0--1   0

2  20

3  50

4--6 100

7 150

OECD Member with No CRC   0

Non-OECD Member with No CRC 100

Sovereign Default 150

(3)  Certain sovereign exposures. Notwithstanding paragraph (a)(2) of this section, an FDIC-supervised institution
may assign to a sovereign exposure a risk weight that is lower than the applicable risk weight in Table 1 to
§ 324.32 if:

(i)  The exposure is denominated in the sovereign's currency;

(ii)  The FDIC-supervised institution has at least an equivalent amount of liabilities in that currency; and

(iii)  The risk weight is not lower than the risk weight that the home country supervisor allows FDIC-supervised
institutions under its jurisdiction to assign to the same exposures to the sovereign.

(4)  Exposures to a non-OECD member sovereign with no CRC. Except as provided in paragraphs (a)(3), (a)(5)
and (a)(6) of this section, an FDIC-supervised institution must assign a 100 percent risk weight to an exposure to
a sovereign if the sovereign does not have a CRC.

(5)  Exposures to an OECD member sovereign with no CRC. Except as provided in paragraph (a)(6) of this
section, an FDIC-supervised institution must assign a 0 percent risk weight to an exposure to a sovereign that is
a member of the OECD if the sovereign does not have a CRC.
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(6) Sovereign default. An FDIC-supervised institution must assign a 150 percent risk weight to a sovereign
exposure immediately upon determining that an event of sovereign default has occurred, or if an event of
sovereign default has occurred during the previous five years.

(b) Certain supranational entities and multilateral development banks (MDBs). An FDIC-supervised institution
must assign a zero percent risk weight to an exposure to the Bank for International Settlements, the European
Central Bank, the European Commission, the International Monetary Fund, the European Stability Mechanism,
the European Financial Stability Facility, or an MDB.

(c) Exposures to GSEs. (1) An FDIC-supervised institution must assign a 20 percent risk weight to an exposure
to a GSE other than an equity exposure or preferred stock.

(2) An FDIC-supervised institution must assign a 100 percent risk weight to preferred stock issued by a GSE.

(d) Exposures to depository institutions, foreign banks, and credit unions--(1)  Exposures to U.S. depository
institutions and credit unions. An FDIC-supervised institution must assign a 20 percent risk weight to an exposure
to a depository institution or credit union that is organized under the laws of the United States or any state
thereof, except as otherwise provided under paragraph (d)(3) of this section.

(2) Exposures to foreign banks.

(i) Except as otherwise provided under paragraphs (d)(2)(iii), (d)(2)(v), and (d)(3) of this section, an FDIC--
supervised institution must assign a risk weight to an exposure to a foreign bank, in accordance with Table 2 to
§ 324.32, based on the CRC that corresponds to the foreign bank's home country or the OECD membership
status of the foreign bank's home country if there is no CRC applicable to the foreign bank's home country.

Table 2 TO § 324.32—RISK WEIGHTS FOR EXPOSURES TO FOREIGN BANKS

Risk Weight (in percent)

CRC:

0--1  20

2  50

3 100

4--7 150

OECD Member with No CRC  20

Non-OECD Member with No CRC 100

Sovereign Default 150

(ii) An FDIC--supervised institution must assign a 20 percent risk weight to an exposure to a foreign bank whose
home country is a member of the OECD and does not have a CRC.

(iii) An FDIC--supervised institution must assign a 20 percent risk-weight to an exposure that is a self-liquidating,
trade-related contingent item that arises from the movement of goods and that has a maturity of three months or
less to a foreign bank whose home country has a CRC of 0, 1, 2, or 3, or is an OECD member with no CRC.

(iv) An FDIC--supervised institution must assign a 100 percent risk weight to an exposure to a foreign bank
whose home country is not a member of the OECD and does not have a CRC, with the exception of self-
liquidating, trade-related contingent items that arise from the movement of goods, and that have a maturity of
three months or less, which may be assigned a 20 percent risk weight.

(v) An FDIC--supervised institution must assign a 150 percent risk weight to an exposure to a foreign bank
immediately upon determining that an event of sovereign default has occurred in the bank's home country, or if
an event of sovereign default has occurred in the foreign bank's home country during the previous five years.

(3) An FDIC-supervised institution must assign a 100 percent risk weight to an exposure to a financial institution
if the exposure may be included in that financial institution's capital unless the exposure is:

(i) An equity exposure;
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(ii)  A significant investment in the capital of an unconsolidated financial institution in the form of common stock
pursuant to § 324.22(d)(2)(i)(c);

(iii)  Deducted from regulatory capital under § 324.22; or

(iv)  Subject to a 150 percent risk weight under paragraph (d)(2)(iv) or Table 2 of paragraph (d)(2) of this section.

(e)  Exposures to public sector entities (PSEs)--(1)  Exposures to U.S. PSEs. (i)  An FDIC-supervised institution
must assign a 20 percent risk weight to a general obligation exposure to a PSE that is organized under the laws
of the United States or any state or political subdivision thereof.

(ii)  An FDIC-supervised institution must assign a 50 percent risk weight to a revenue obligation exposure to a
PSE that is organized under the laws of the United States or any state or political subdivision thereof.

(2)  Exposures to foreign PSEs. (i)  Except as provided in paragraphs (e)(1) and (e)(3) of this section, an FDIC-
supervised institution must assign a risk weight to a general obligation exposure to a PSE, in accordance with
Table 3 to § 324.32, based on the CRC that corresponds to the PSE's home country or the OECD membership
status of the PSE's home country if there is no CRC applicable to the PSE's home country. 

(ii)  Except as provided in paragraphs (e)(1) and (e)(3) of this section, an FDIC-supervised institution must assign
a risk weight to a revenue obligation exposure to a PSE, in accordance with Table 4 to § 324.32, based on the
CRC that corresponds to the PSE's home country; or the OECD membership status of the PSE's home country if
there is no CRC applicable to the PSE's home country.

(3)  An FDIC-supervised institution may assign a lower risk weight than would otherwise apply under Tables 3 or
4 to § 324.32 to an exposure to a foreign PSE if:

(i)  The PSE's home country supervisor allows banks under its jurisdiction to assign a lower risk weight to such
exposures; and

(ii)  The risk weight is not lower than the risk weight that corresponds to the PSE's home country in accordance
with Table 1 to § 324.32.

TABLE 3 TO § 324.32—RISK WEIGHTS FOR NON-U.S. PSE GENERAL OBLIGATIONS

Risk Weight (in percent)

CRC

0--1  20

2  50

3 100

4--7 150

OECD Member with No CRC  20

Non-OECD Member with No CRC 100

Sovereign Default 150

TABLE 4 TO § 324.32—RISK WEIGHTS FOR NON-U.S. PSE REVENUE OBLIGATIONS

Risk Weight (in percent)

CRC

0--1  50

2--3 50

4--7 150

OECD Member with No CRC  50

Non-OECD Member with No CRC 100

Sovereign Default 150
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(4)  Exposures to PSEs from an OECD member sovereign with no CRC. (i)  An FDIC-supervised institution must
assign a 20 percent risk weight to a general obligation exposure to a PSE whose home country is an OECD
member sovereign with no CRC.

(ii)  An FDIC-supervised institution must assign a 50 percent risk weight to a revenue obligation exposure to a
PSE whose home country is an OECD member sovereign with no CRC.

(5)  Exposures to PSEs whose home country is not an OECD member sovereign with no CRC. An FDIC-
supervised institution must assign a 100 percent risk weight to an exposure to a PSE whose home country is not
a member of the OECD and does not have a CRC.

(6)  An FDIC-supervised institution must assign a 150 percent risk weight to a PSE exposure immediately upon
determining that an event of sovereign default has occurred in a PSE's home country or if an event of sovereign
default has occurred in the PSE's home country during the previous five years.

(f)  Corporate exposures.

(1)  A FDIC-supervised institution must assign a 100 percent risk weight to all its corporate exposures, except as
provided in paragraph (f)(2) of this section. 

(2)  A FDIC-supervised institution must assign a 2 percent risk weight to an exposure to a QCCP arising from the
FDIC-supervised institution posting cash collateral to the QCCP in connection with a cleared transaction that
meets the requirements of § 324.35(b)(3)(i)(A) and a 4 percent risk weight to an exposure to a QCCP arising
from the FDIC-supervised institution posting cash collateral to the QCCP in connection with a cleared transaction
that meets the requirements of § 324.35(b)(3)(i)(B).

(3)  A FDIC-supervised institution must assign a 2 percent risk weight to an exposure to a QCCP arising from the
FDIC-supervised institution posting cash collateral to the QCCP in connection with a cleared transaction that
meets the requirements of § 324.35(c)(3)(i).

(g)  Residential mortgage exposures. (1)  An FDIC-supervised institution must assign a 50 percent risk weight to
a first-lien residential mortgage exposure that:

(i)  Is secured by a property that is either owner-occupied or rented;

(ii)  Is made in accordance with prudent underwriting standards, including standards relating to the loan amount
as a percent of the appraised value of the property;

(iii)  Is not 90 days or more past due or carried in nonaccrual status; and

(iv)  Is not restructured or modified.

(2)  An FDIC-supervised institution must assign a 100 percent risk weight to a first-lien residential mortgage
exposure that does not meet the criteria in paragraph (g)(1) of this section, and to junior-lien residential mortgage
exposures.

(3)  For the purpose of this paragraph (g), if an FDIC-supervised institution holds the first-lien and junior-lien(s)
residential mortgage exposures, and no other party holds an intervening lien, the FDIC-supervised institution
must combine the exposures and treat them as a single first-lien residential mortgage exposure.

(4)  A loan modified or restructured solely pursuant to the U.S. Treasury's Home Affordable Mortgage Program is
not modified or restructured for purposes of this section.

(h)  Pre-sold construction loans. An FDIC-supervised institution must assign a 50 percent risk weight to a pre-sold
construction loan unless the purchase contract is cancelled, in which case an FDIC-supervised institution must
assign a 100 percent risk weight.

(i)  Statutory multifamily mortgages. An FDIC-supervised institution must assign a 50 percent risk weight to a
statutory multifamily mortgage.

(j)  High-volatility commercial real estate (HVCRE) exposures. An FDIC-supervised institution must assign a 150
percent risk weight to an HVCRE exposure.

(k)  Past due exposures. Except for an exposure to a sovereign entity or a residential mortgage exposure or a
policy loan, if an exposure is 90 days or more past due or on nonaccrual:
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(1)  An FDIC-supervised institution must assign a 150 percent risk weight to the portion of the exposure that is not
guaranteed or that is unsecured;

(2)  An FDIC-supervised institution may assign a risk weight to the guaranteed portion of a past due exposure
based on the risk weight that applies under § 324.36 if the guarantee or credit derivative meets the requirements
of that section; and

(3)  An FDIC-supervised institution may assign a risk weight to the collateralized portion of a past due exposure
based on the risk weight that applies under § 324.37 if the collateral meets the requirements of that section.

(l)  Other assets.

(1)  An FDIC-supervised institution must assign a zero percent risk weight to cash owned and held in all offices of
the FDIC-supervised institution or in transit; to gold bullion held in the FDIC-supervised institution's own vaults or
held in another depository institution's vaults on an allocated basis, to the extent the gold bullion assets are offset
by gold bullion liabilities; and to exposures that arise from the settlement of cash transactions (such as equities,
fixed income, spot foreign exchange and spot commodities) with a central counterparty where there is no
assumption of ongoing counterparty credit risk by the central counterparty after settlement of the trade and
associated default fund contributions.

(2)  An FDIC-supervised institution must assign a 20 percent risk weight to cash items in the process of
collection.

(3)  An FDIC-supervised institution must assign a 100 percent risk weight to DTAs arising from temporary
differences that the FDIC--supervised institution could realize through net operating loss carrybacks. 

(4)  An FDIC-supervised institution must assign a 250 percent risk weight to the portion of each of the following
items to the extent it is not deducted from common equity tier 1 capital pursuant to § 324.22(d):

(i)  MSAs; and

(ii)  DTAs arising from temporary differences that the FDIC-supervised institution could not realize through net
operating loss carrybacks.

(5)  An FDIC-supervised institution must assign a 100 percent risk weight to all assets not specifically assigned a
different risk weight under this subpart and that are not deducted from tier 1 or tier 2 capital pursuant to § 324.22.

(6)  Notwithstanding the requirements of this section, an FDIC-supervised institution may assign an asset that is
not included in one of the categories provided in this section to the risk weight category applicable under the
capital rules applicable to bank holding companies and savings and loan holding companies under 12 CFR part
217, provided that all of the following conditions apply:

(i)  The FDIC-supervised institution is not authorized to hold the asset under applicable law other than debt
previously contracted or similar authority; and

(ii)  The risks associated with the asset are substantially similar to the risks of assets that are otherwise assigned
to a risk weight category of less than 100 percent under this subpart.

[Codified to 12 C.F.R. § 324.32]

[Section 324.32 amended at 79 Fed. Reg. 20760, April 14, 2014, Effective April 14, 2014, mandatory compliance
date: January 1, 2014, for advanced approaches FDIC-supervised institutions, January 1, 2015 for all other
FDIC-supervised institutions; 84 Fed. Reg. 35275, July 22, 2019; 85 Fed. Reg. 4431, January 24, 2020, 85 Fed.
Reg. 20394, April 13, 2020]

§ 324.33  Off-balance sheet exposures.

(a)  General. (1)  An FDIC-supervised institution must calculate the exposure amount of an off-balance sheet
exposure using the credit conversion factors (CCFs) in paragraph (b) of this section.

(2)  Where an FDIC-supervised institution commits to provide a commitment, the FDIC-supervised institution may
apply the lower of the two applicable CCFs.

(3)  Where an FDIC-supervised institution provides a commitment structured as a syndication or participation, the
FDIC-supervised institution is only required to calculate the exposure amount for its pro rata share of the
commitment.
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